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BANDWIDTH MANAGEMENT AND ACCESS
CONTROL FOR AN ATM NETWORK

Govemnment Rights

This invention was made with Government support under Contract

 DABT63-93-C-0013 awarded by the Department of the Army. The Government

has certain rights in the invention.

This invention relates to the field of asynchronous data communication and
more particularly to the field of managing the flow rate of data through an |

asynchronous data communication network.

Related At -

The next generation public backbone network capable of supporting voice,
video, image, data, and multi-media services is envisioned as a broadband
Integrated Services Digital Network (ISDN) using an asynchronous transfer mode
(ATM) to transmit data. The perceived advantages of ATM -mmonogy include
flexibility and simpljcity of 'asynchronoﬁsly multiplexing traffic .sqprces' with a very.
broad range of source parameters and service quality requirements with information
loss md_deﬁy performance rangmg from close to that of the synchronous transfer
mode to'_ﬁlﬁt of best-effort service ih today's packet-switched networks. Broadband
ISDN is therefore a promising network technology to support eméfémg 'n_'eeds of

high performance computing and communications.



10

15

20

WO 96/24212 ' PCT/US96/01208

~ The major technical impediment to practical large scale deployment of

- ATM-based broadband ISDN networks, however, is the lack of practical real-time

bandwidth management that will guarantee predictable end-to-end grades of service

~ over a multi-node, multi-carrier network to end application platforms, such as high

performance workstations and supercomputers.

In ATM-based broadband ISDN, information from the application layer is
processed at the ATM Adaptation layer into ﬁxed size ATM cells, which are in
turn multiplexed/switched at the ATM layer, and transported in payload envelopes
at the physical layer. Performance degradation caused by congestion due to |
insufficient net_w_oi-k' respurces at certain parts of the network leads to perceptible

performance degradation to the end-users, unless robust bandwidth management

| policies are defined and implemented. The overall objective of bandwidth

mahagement and traffic control of broadband ISDN is to provide consistent and

- predictable end-to-end performance, while at the same time optimizing network

resource utilization for end-users with a wide range of performance requifements

and traffic flows, includixig some which are very bursty.

The problem of bandwidth management and traffic cdntrol of broadband
ISDN becomes complex due to factors such as the diversity of traffic flow
characteristics (much of which is unknown even at the time of transmission),
connection performance requiremgms, thé impacts of end-to-end propagation delay
and the processing delay at the network elements due to increased switching and

transmission speeds. The very high speed of ATM networks. coupled with
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propagation elay results in large numbers of ATM cells in route, while the
(relatively) large cell proéessiné time at intermediate nodes imposes severe
limitations on intermediate riode ptotdcol_ processing. ’l‘hese factors cause existing
traffic control approaches (like the X.25 data communications flow control
designed for uadiﬁongny-low-speed networks) to become iﬂeffective. Hence new,

robust (to cope with unknown and changing traffic characteristics), low-cost and

~ scalable (to increasingly higher speeds) traffic control strategies are needed for

Broadband ISDN.

The real-time (typically several milliseconds or less) traffic control

 requirements of broadband ISDN is drastically different from those of existing

networks due to the factors discussed above.- According to functionality, the real-
time traffic control may consist of well-coordinated components such as access
control, ﬂoﬁv control, reactive congestion control, and error c_‘on’irol. Access
control, including connection admission conn'ol)bandwidth allocation, wraffic
shaping, and bandwidth eﬁforceinem. can achieve user objectives at the
user-network interface. Other controls (flow conitrol, reactive congestion éontrol.
error control) achieve destination buffer prouectidn. network internal congestion

handling, and information integrity guarantee, respectively.

The central goal of access control is to achieve, at the user-network
interface, objectives such as predictable information throughput, connection

blocking probability, cell loss ratio, and cell tranisfer delay/cell delay variation,

| among- others. In view of uncertain and changing traffic chasacteristics/parameters
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and increased transmission/switching speeds in broadband ISDN, the access control

* mechanism should be robust, fast, scalable (from 155 to 622 Mbps, or higher), and

- low-cost to implement.

There are three related aspects of access control: connection adrhi#sion
control, bandwidth shaping and pacing, and bandwidth enforcement. Connecﬁon_ '
édmission control decides connection acceptance, given traffic-c.:haracteristics and
performance requirements (e.g. peak rate, cell loss rate), based on the currént
network state. Generally, a decision needs to be made and network resources
allocated in no more than a few seconds. Some key issues include what traffic
descﬁpm should be used (i.e., peak data rate, average data rate, priority, burst
length, etc), how to determine effective bandwidth of a bursty connection, how to
predict performance (giiren underlying traffic shaping/bandwidth enforcement
mechanisms), what acceptance/rejection criteria to use, and how fast can algorithms

be executed.

* Currently, different solutions for connection admission control exist, ranging
from peak rate allocation (simple to implement, but bandwidth inefficient for

variablg bit-rate sérvices)'to more sophisticated dgorithms whi'ch' determine the

"'admissible acceptance region” in an N-service space. Typically, the connection

admission control will be implemented in software, which makes it possible to start
with a simple and robust algorithm during the early stages of broadband ISDN and

yet allows evolution towards more sophisticated (and effective) algorithms as they

" become available.
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A distinguishing feature of access control schemes is their capability to
provide statistical ‘multiplexing for variable bit rate services, A number .ot‘ factors
significantly impact the statistical multiplexingrefﬁ_cie@' including, among others,
variable bit-rate transmission peak rate (relative to the link capacity) and the burst
duration distribution. Studies have shown that pure statistical multiplexing of
variable bit-rate connections may result in a low (e.g. 20-25%) network utilization,
if no traffic shapmg or resource allocation (such as the fast reservation protocol)
techniques are used. By proper modification of the ;eil arrival process (i.e., traffic
shaping), higher statistical multiblexing- efficiency may be achieved. Such

modification techniques employed by the pacing mechanism may include cell jitter

* smoothing, peak cell rate reduction, message burst length limiting, and service

scheduling of variable bit rate virtual circuit connections (VC's), among others.

F_unhér,' traffic shaping may possibly be used in conjunction with a network

‘bandwidth enforcement mechanism by rescheduling a cell’s service (in addition to

cell discarding or tagging) when a non-compliant cell is observed. For non-delay
sensitive but loss sensitive variable bit rate services, this option is appealing in
ordef to minimize the cell 10ss ratio. However, applicability of pacing techniques
to céns with-stﬁhgent delay requirement (such as interactive variable bit rate video)
reqﬁires_furiher study. From a network operation point .of v:ew, source
shaping/pacing is also desi_ra‘_ble o prevent overwhelming the system with more

data than the system can handle.

The purpose of network bandwidth enforcement is to monitor a
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connection’s bandwidth usage for complim'e:__e-;_ with appropriaie bandwidth limits

‘and to impose a policing action on observed violations of those limits. The

enforcem_ent'comrol works on the time scale of 2 cell emission time, (i.e., about

2.7 psec fbr 155 Mb/s service or about 0.7 usec for 622 MB/s service). Key issues

of bandwidth enforcement include the design of the monitoring algorithm and

policing actions to be taken on non-compliant cells. Other issues include handling

 of n'afﬁc'parameter value uncertainty, the effectiveness in terms of the percentage

~of erroneous police actions upon compliant cells and the percentage of

non-compliant cells undetected, and the detection time of a given violation.

The bandwidth enforcement mechanism operates upon network-measured
traffic parameter values, which may include a connection’s peak cell rate, its
average cell rate, and its peak burst length. Currently, a few bandwidth

enforcement algorithms have been proposed using, for example, single or dual

leaky buckets, jumping, or sliding windows. However, some studies have shown

that the leaky-bucket algorithms, using peak/average rates and average burst length,
may still not be robust eﬁough for various variable bit rate traffic mixes. The

studies aiso show that the léaky—bucket algorithms also tend to complicate

- performance prediction at the connection admission control level. Furthermore,

accurate estimation of average cell rate and burst length by users may be véry

- difficult in practice. This suggesis the need for the exploration of alternative

approaches to this problem, in order to bring about an early deployment of

broadband ISDN.
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A number of access cantrol _approac‘hés“hiwie'-beeﬂ proposed, but thére is no'
standard consensus a’mm_xg the vendor and researc!i communities. An approach has
been proposed that accepts connections based ‘on bandwidth pools dedicated to
severa’l. traffic classes respectively and uses a leaky bucket type algorithm for
monitoring connéctiqn ‘bandwidth utilization with immediate cell discarding of
non-compliant cells. Another proposal also uses a.-le'a.ky bucket type monitoring
algorithm with tagging of ﬁonacompliaht cells for pqu’ibl'e later cell discarding.

Another proposed approach uses a rate-based time window approach.

' One stidy has indicated that the leaky bucket algorithm is superior to the
time-window based approachés under certain traffic patterns studies. However, the
same study aiso revealed 'difﬁculﬂy in its dimensioning (e.g., the counter limit).
Further, the perférma‘nce of the leaky bucket algorithm is also found to be far

below optimal, in terms of non-compliant cell detection and false alarms (the long

term probability of declaring a bandwidth violation for compliant cells).

This seems to indicate that enforcement and pacing near the average cell
rate for variable bit-rate services are much more complex than that has been

generally recognized. For example, enforcement of a variable bit-rate traffic

 stream near the average rate generally leads to enormous buffer requirements

(hence ﬁnacceptable response time) in order to keep the false alarm rate to an

acceptable level (say 107).

More importantly, the effectiveness of a monitoring algorithm (such as the
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leaky bucket):is critically dependent on the source model behavior which is |

unknown for many applications and is difficult to estimate accurately at the time

that the connection is made. Other reservation based schemes are more suitable for

data traffic, but their berformance characteristics have not been fully evaluated.

SUMMARY OF THE INVENTION

According to the present invention, a bandwidth management system

manages a plurality of virtual data connections within a communications network. -

. The system includes an input for _receiving data cells, wherein each cell is

associated with a particular one of the virtual connections. The system also
includes a cell pool, coupled 10 the input, for storing the cells, a first and second
queue for ordering the virtual connections, and an outpﬁt for transmitting cells

from the cell pool. The relative position of a virtual connection in the first queue
is determined by an eligibility variable that varies according to an anticipated data
rate associated with the particular virtual connection and according to an amount of
time that the particular vmual connection has been in the first queve. The relative
position of i virtual connection in the second queue varies according to a
predetermined quality of service that is assigned to each of the virtual connections.
The output transmits a cell from the cell pool corresponding to a virtual connection

at the front of the second queue.

Virtual connections having eligibility variables with equal vaiues can be

ordered in the first queue according to the predetermined quality of service. The
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system can use four different values for quality of-:'sgrvioe. Vxnual coﬂne&tions '.
having equal quality of service values can be ordered in the second queue
according to a priority computed for each of the virtual connections. Credit
variables for each virtual connection can indicate allocated time slots provided to
each of the virwal connections. The prioriijv can vary according to one or more of:
one or more anticipated data rates of each of the virtual connections, the-vah# of
one or more of the credit variahies. and the nﬁmbér of backlogged cells that are
awaiting transmission. The data rates, credit variables, and backlog values can be
weighted prior to determining the priority. ."nxe.sysiem can use a burst bit indicator

to determine if virtual connections associated with cells received at the input should

' be placed immediately on the second queue.

The bandwidth management system can be one of: a pacing unit and an

enforcement unit. A pacing unit receives cells from a data source node and
_ provides cells to a communication link. An enforcement unit receives data from a

‘communication link and provides data to a data sink node. - A virtual connection

can be established by spe”.ci_fying initially agreed-upon-trafﬂc parameters and
dropping cells that are réc’eiied at a rate that exceeds that specified by the initial

traffic parameters.
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~ The invention is better understood by reading the following Detailed
Description of the Prét'elred Embodiments with reference to the accompanying

drawing figures, in which like reference numerals refer to like elements throughout,

and in which:

FIG. 1 shows a data communications network having a plurality of

physically interconngcted nodes.

FIG. 2 shows a plurality of communication nodes interconnected by a

plurality of virtual connections.

FIG. 3 is a data flow diagram showing different states of data within a

bandwidth management unit according to the present invention.

FIG. 4 is a functional block diagram of a bandwidth management unit

according to the present invention.

FIG. § is a state diagram sho\iring operation of a bandwidth management

unit according to the preseat invention.

FIG. 6 is a state diagram illustrating setting up a virtual connection.

10
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FIG. 7 is a flow diagram illustrating cell admission for a virtual connection.
FIG. 8 is a flow diagram illustrating initializing, the value of an eligibility

timer for a virtual connection.

FIG. 9 is a flow diagram illustrating resetting the value of an eligibility

5 timer for a virtual connection.

FIG. 10 is a flow diagram illustrating updating credit variables of a virtual

connection.

FIG. 11 is a flow diagram illustrating updating an eligibility timer of a

virtual connection.

10 FIG. 12 is a flow diagram illustrating computing values for credit variables

and a priority variable for a virtual connection.

FIG. 13 is a flow diagram illﬁslraﬁng updating a priority variable for virtual

connection.

FIG. 14 is a schematic diagram illustrating hardware implementation of a

15 bandwidth management unit.

11
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In describing preferred embodiments of the present invention illustrated in
the drawings, specific terminology is employed for the saké of clarity. Ho%va,-
the invention is not intended to be limited to the specific teﬁninology so selected,
and it is to be understood that each specific element includes all technical

equivalents which operate in a similar manner to accomplish a similar purpose.

Referring to FIG. 1, a commuﬂi;ations network 30 comprises a plurality of
communicati'dn nodes 32-50 that are physically int#rconnected. Each of the nodes
32-50 represents conventional communications equipment for sending and receiving
communications data. The lines drawn between the nodes 32-50 represent physical
communications links for transmitting data between the nodes 32-50. The

‘communications links can be any one of a plurality of conventional mediums for

communication data transmission including fiber optics, twisted pair, microwaves

links, etc.

It is possible for two nodes to be directly connected to each other, which

facilitates communication between the directly connected nodes. For example, the

" node 34 is shown in FIG. 1 as being directly connected 1o the node 35.

Accordingly, communications between the node 34 and the node 35 is facilitated

via the direct physical communication link.

Often, it is desirable to communicate between two nodes which are not

directly- connected via a sihgle physical communication link. "For example, it may

12
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be desirable 10 send data from the node 34 1o the node 49 of FIG. 1. In that case,

communication is facilitated by passing messages through intermediate nodes

between the node 34 and the node 49. Data from thi:f node 34 to the node 49 can

be sent by first transmitting the data from the node 34 to the node 35, then from
the node 35 to the node 36, then from the node 36 to the node 45, and finally from

thenode45toth§n0de49-: |

In the example above, a "virtual connection” between the node 34 and the
node 49 is established to facilitate communication between the nodes 34, 49 and to
establish desired quality bf service for the communication. A virtual connection is
established between two nodes when one of the nodes has data that is to be sent b

another node. A virtual connection can be terminated after all of the data has been

| sent. For example, if the node 34 represents a user computer terminal and the |

node 49 represents 2 mainframe computer, then a virtual connection can be

'established between the node 34 (terminal) and the node 49 (mainframe) whenever

a user logs on to the computer system.' The virtual connection could then be

terminated when the uset‘logs off the system.

Referring to FIG. 2, a schematic diagram 60 shows a plurality of hosts 62-
67, a pair of priﬁ_;e ATM (asynchronous transfer mode) mux/switches 71, 72, and
a public ATM mun/switch 74. Each of the hosts 62-67 repr_ésems_ one-of a
plurality of possible sources of data, such as a telephone, 2 fax machine, a
computer terminal, a video teleconference ietminal_, etc. The host 62 transmits

data to the private ATM mux/switch 71 via a virtual connection set up between the

13
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host 62 and the private ATM mux/switch 71. The host 63 transmits data to the
mux/switch 71 via a second virtual connection between the host 63 and the private
ATM mux/switch 71. A virtual connection can span  single direct physical link
or can span a plurality of consecutive physical connections through intermediate
network nodes, not shqwn in FIG. 2. Simiiarly._the_ host 64, 65 are connected to

the mux/switch 72 via separate virtual connections therebetween. The

 mux/switches 71, 72 and the hosts 66, 67 are connected to the public ATM

mux/switch 74 via additional virtual connections. The public ATM mux/switch 74

provides data 10 a trunk (not shown).

" The diagram 60 shows a general flow of data from the hosts 62-67 to the

trunk via the intermediate devices 71, 72, 74. The virtual connections shown in the

'diagram 60 are set up at the time that the hosts 62-67 begin transmitting data. For

example, if the host 62 represents a telephone, then a virtual connection between
the host 62 and the priﬁate ATM mux/switch 71 can be established by a connection

admission procedure when the user picks up the handset of the telephone and

. begins dialing. The virtual connection can be terminated when the user hangs up

- the telephone.

In order to avoid exceeding the data-handling capacity of either the trunk,
the switches 71-, 72, 74 or the links therebetween, it is desirable to control the
amount of data that flows from the hosts 62-67 to the switches 71, 72, 74 and to
control the amount of data that flows from the switches 71, 72, 74 o the trunk.

Accordizigly. each output port of the hosts 62-67 is provided with one of a plurality

14
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of pacing units 822-87a. The pacing unit 82a is connected to the output port of the

host 62, the pacing unit 83a is connected to the output port of the host 63. etc.

 The pacing units §2a-87a control the data transmitied from the hosts 62-67
by limiting all data transmitted on the associated connection. ‘For example, the
pacing unit 82a limits data transmitted from the host 62 to the private ATM

mux/switch 71. Data is first passed from the host 62 to the pacing unit 82a via the

 output port of the host 62. The pacing unit 82a then provides the data to the

communication link.

The pacing unit 82a provides the data on the communication link at an
agreed upon rate, as described in more detail hereinafter. Note that the switches
71, 72 also transmit data via pacing units 91a, 92a connected to the output poﬁs

thereof.

Associated with each of the pacing units 82a-87a, 91a, 92a are

' corresponding enforcement units 32b-87b, 91b, 92b. The enforcement units 82b-

87b, 91b, 92b are at the receiving ends of the communication links to ensure that

the agreed upon data rate of each of the connections is maintained. The

‘enforcement units 82b-87b, 91b, 92b are connected to input ports of comépbnding

devices so that, for example, the enforcement unit 82b is connected to the input

_port of the mux/switch 71. - If a pacing unit provides data at greater than the agreed

upon data rate, the co:responding'enforcemeﬁt unit discards the excess data.

- Pacing units are provided at data source nodes while enforcement units are

15
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provided at ‘data sink (i.e., receiving) nodes. : -

When a virtual connection is established between two nodes, the pacing unit

at the data source node and the enforcement unit at the data sink node initially

agree upon a data rate and a quality of servicg. Quality of service relates to a
variety of characteristics, including the acceptable delay between generation and
reception of the data, as described in'more detail hereinafter. The requested data
rate and quality of service are functions of the type of data being sent. ‘For
example, real time voice data may require 2 different data rate than would real
time video data, but both may require a relatively high quality of service. In

contrast, an E-Mail message would probably require a relatively low quality of

service.

During initialization of the virtual connection, a pacing unit requests an
appropriate set of traffic parameters (such as data rate, buffer space, etc.) and
requests the desired quality of service. The corresponding enforcement unit at the
other end of the virtual connection can accept or deny the request of the pacing
unit. A request is denied if the node to which the enfomemem unit is' attached is
not capable of handling the requested amount of data to meet the requested quality
of service. Reasons for denying the request include insufficient capacity of the
dafa sink node to handle the requested data rate and insufficient capacity of __.the
communications link to handle the requested dm rate. If the request is denied by
the enforcement unit, then the virtual connection is not established. Assuming

however that the request is accepted, the virtual connection between the nodes is

16
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established. Once estabiished. the pacing unit operates so .as to send data

according to the initially agreed upon traffic parameters.

Data is communicated over the communications links via packets or fixed-
size ATM cells. Each cell contains one or more bytes of digital data along with

header information identifying the virtual connection' and other appropriate

information, discussed in detail hereinafter. Note that, i<+ the network shown in

FIG. 2, data rate limiting all of the connections between ti"xsz-nodes will, of
necessity, limit the total amount of data that is provided to the trunk. Accordingly.

the pacing units 82a-87a, 91, 92a and enforcement units 82b-87b, 91b, 92b can be

 used to prevent the trunk, and hence the network, from being overloaded with too

much data.

 The pacing and enforcement units receive cells at their respective inputs and

transmit cells from their respective outputs. The operation of each is substantially

identical. Accordingly, the detailed discussion which follows is equally applicable
both types of units which are referred to generically as bandwidth management

" Referring to FIG. 3, a data flow diagram 100 illustrates different smte$ of a
virtal connection handled by a bandwidth management unit. Note that 4 single
bandwidth management unit can handle multiple virtual connections even though
the bandwidth management un.it'is physically conneéted to only a single

transmission link. The node to which the bandwidth management uait is connected

17
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sends or receives cells for the various connections and the bandwidth management

unit outputs the cells in a particular order.

Initially, a cell is provided to the bandwidth management dnit from either
the output port of the associated data source node (for 2 pacing unit) or from the
communication link (for an enforcement unit). The associated virtual connection
(VC) begins in an unscheduled state 102. A cell corresponding t0 a VC in the
unscheduled state 102 is deémed not to be ready to transmit by the bandwidth

management unit.

The VC transitions out of the unscheduled state 102 by becoming eligible
and having at least one data cell ready to transmit. Eligibility of a VC is

controlled externally by the data node connected to the bandwidth management unit

' in a manner described in more detail hereinafter. A VC which is deemed

immediately eligible by the data node will transfer out of the unscheduled state

102.

The VC can transition from the unscheduled state 102 to an eligibility state
104. The eligibility state 104 indicates that the cells associated with the VC are
waiting to become eligible for output, but the VC is waiting for particular

conditions to be met, which are described in more detail hereinafter.

When the conditions are met, the VC can transition from the eligibility state

104 10 a departure state 106. A VC in the departure state 106 has at least one cell

18
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associated therewith which is ready to be output by the bandwidth management
unit. The cells of the VC in the departure state aré transmitted by the bandwidth |

management unit in a specific order, as described in more detail hereinafter.

" A VC which is in the eligibility state 104 or in the departure state 106 can

be transitioned back to the unscheduled state 102 when the data node connected to

~ the bandwidth management unit deems the VC to be ineligible or when other

‘conditions. described in more detail hereinafter, are met. Furthermore, it is

possible for a VC i_n the departure state 106 to be transitioned back to the
eligibility state 104 under certain conditions, also described in detail hereinafter.
Under certain other conditions, a VC in the unscheduled state 102 can transition
directly tﬁ the departure state 106 without going-thm@h the eligibility state 104.
Transitions between various states and the conditions therefor are described in

more detail hereinafier.

The ordering of the VC’s in a queue associated with the departure state 106

s a function of the Quality of Service (QOS) of the virtual connection. The QOS

of a virsaal connection is established when the virtual connection is initialized by
the data source node. ’I'hesourﬁenode for the data can request one of four

possible values for the QOS: high level QOS, mid level QOS, low level QOS, and
best effort QOS. High level QOS is fof. real time traffic that réquirés boﬁnded

delay and virtually no cell loss. Mid level QOS is for real time traffic that requires

pounded delay and little cell loss. Low level QOS is for delay-tolerant data traffic

having controllable cell loss. Best effort QOS is for data which can be transmitted -
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at a very low raie that can share available bandwidth not being used by the high

level, mid level, and low level QOS cells. The ordering of the cells in the queue

~is based on the QOS associated with the virtual connection and upon other

parameters which are discussed in detail hereinafter. Note that, although the

invention is illustrated herein with four separate levels for the QOS, the invention
can be practiced with a different number of levels. The number of levels chosen
for the implementation is a design choice based on a variety of functional factors

known to one of ordinary skill in the art.

Referring to FIG. 4, a schematic diagram 120 functionally illustrates
operation of a bandwidth management unit. An input 122 accepts cells from a data
node (not shown) connected to the bandwidth management unit. The cells that are

received are pfovided toa demulﬁplexer 124. The demultiplexer 124 separates the

‘input cells according to the VC associated therewith and places the cells in one of

a plurality of appropriate queues 126-128, so that, for example, cells associated
with virtual connection VC, are placed in the queue 126, cells associated with
virtual connection VC,; are placed in the queue 127 And cells associated the virtual
connection VC, are placed in the queue 128. A cell admission unit 130 controls
placing the cells in the queues 126-128 in a manner described in more detail
hereinafter.

Associated with each virtual connection, VC,, VC,, and VC,, is a set of

variables 131-133 that controls when the cells for each of the VC's will be

- transmitted out of the bandwidth managemezit unit. Also when a cell is input to

20
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the bandwidth mahagemgnt unit, the cell admission unit 130 examines the variables
131-133, 1o determine if the cell should be admitted. As shown in FIG. 4, the
virtual connection VC, has the variable set 131 associated therewith, the virtual
connection VC, has the variable set 132 associated therewith, and the virtual
connection VQ has the variable set -133 assocmedtherewuh The vaﬁablé sets
131-133 are described in more detail here and after. | |

The variable sets 131-133 are provided as inputs to a mux control 135 |
wﬁich controls which cell from the head of one of the queues 126-128 is next 1o be
transmitted out of the _ba:idwidth management unit. A multipléxor 136 is
connected 10 each of the queues 126-128 and, in conjunction with the mux control

135, provides a cell from one of the queues 126-128 to an output 137 for

. transmission out of the bandwidth management unit.
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The table below facilitates the discussion which follows by showing

parameters that are used for each virtual connection of the bandwidth management

unit:

Wlw
scd, state of VC,
qos; I quality of service for VC,
& | indicates if transmission for VC;
! ‘is enabled
s, | eligibility timer for VC,
5l | first rate variable for VC,
r2 | second rate variable for VC,
¢l { first credit variable for VC,
¢2 ‘| second credit variable for VC,
X | number of backlogged cells for VC,
w1 .| [first weight variable for VC,
w2 | second weight variable for VC,
w3 | third weight variable for VC,
wié | fourth weight variable for VC;
w,5 t fifth weight variable for VC,
b, | burst bit indicator for VG
P, | priority variable for VC,

| Referring to FIG. 5, a state diagram 140 il_lustrates operation of a bandwidth

~ management unit. Although operation is illustrated with regard to a single VC,

VC, the aperation of other VC's of the bandwidth management unit is identical.

Circles on the diagram 140 show the three possible states of VC;: the

unscheduled state, the eligibility state, and the departure state. A VCis always in

-one of those three states, although for a bandwidth minugement unit servicing

multiple VC’s, the state of any one of the VC’s is independént of the state of any

of the .omer VC’s. The state diagram 140 also shows mc@gles having rounded

comners which represent operations performed by the bandwidth management unit
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with respect to VC. Diamonds on the diagram show decision branches where the

flow is condmoned upon a pamcular varigble or variables associated with VG,

‘being in a particular state or having a panicular value or values. The arrows

between the various circles, rounded rectangles, and diamonds illustrate the flow

through the state diagram. For an arrow having an annotation associated therewith,

. the annotation indicates the condition causing the transition from one portion of the

state diagram 140 to0 another. Arrows having no annotation associated therewith

represent an unconditional flow from one portion of the state diagram 140 to

“another.

Flow begins at an initial step 142 where VC, is initialized. Initialization of
aVvcC mcludeshmng a pacing unit request a particular set of traffic parameters
and quality of service (QOS) from the associated enforcement unit (i.c., the

enforcement unit at the other end of the communication link). That is, VC, is

initialized when the pacing unit sends a command to the associated enforcement

unit requesting creation of VC, and specifying the set of traffic parameters and
QOS for VC, As discussed above, thie' enforcement unit either accepts or rejects
the request depending on the existing data loading on both the communication link
and the teCeiiring node. The decision is based on the loading for the node attached
io the enforcement unit. If the request from the pacing unit to. the enforcement
unit is denied, then VC, is not initialized and no processing (i.e., no data

transmission) occurs for VC*'

Assuming that the VC, initialization request is approved by the enforcement
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unit, then following the initialization step 142, VC, enters an unscheduled state 144,

While VC, is in the unscheduled state 144, the variable scd, is set o zero. VC,

" _remains in the unscheduled state 144 until the first cell of data for VC, is received

by the bandwidth management unit.

When a cell associated with VC, arrives, the bandwidth management unit
transitions from the unscheduled state 144 to a cell adtﬁission step 146, where the
cell is either accepted or rejected by the bandwidth managemem unit. The cell

admission step 146 is described in more detail hereinaft.er_.'

Fonowing the cell admission step 146 is a test siep 148 which determines
whether the VC, transitions from the unschéduled state 144 to another state. At the

test step 148, the variables ), and ¢, are examined. The variable |, represents the

- backlog, in number of cells, for VC,. That is, I, equals the number of cells

received by the bandwidth management unit for VC, that have not been output by
the bandwidth management unit. The variable ¢, is a variable indicating whether

-VC, has been enabled by the data node that is being serviced by the bandwidth

management unit. That is, the data node that is connected to the bandwidth
management 'unit can either enable or disable VC, For a virtual connections that is
not enabled, the bandwidth management unit receives inputted cells but does not

output the cells.

At the test step 148, it is determined if the backlog of cells for VC, is at

least one (i.e., there is at least one cell associated with VC, stored in the bandwidth
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‘management unit) and if VC, is enabled. If one or both of those conditions are not

met, then VC, returns to the unscheduled state 144.

Néte also that while in the unsched;lled state 144, it is possible for the’
bandwidth management umt to receive a signal from the data source node
requesting that e; be set. In that case, control transfers from the unscheduled state
144 10 a step 150 where ¢, is set. Folldwing the step 150 is the test step 148,
discussed above. Note, therefore, that it is possible for the banqwidm management
umt to receive one or more cells for VC, prior to VC, being enabled and then for
the bandwidth management unit to receive an enable signal from the data node so

that VG, transitic-mslfrom the unscheduled state 144,

While in the unscheduled state 144, it is possible for the bandwidth
management unit to receive a signal from the data ﬁode requesting terminationbf '
VC, Tennmauon can occur for a variety of reasons, including there being no
more data to transmit over the virtual cc‘_mneétion. In that case, control transfers
from the unscheduled state 144 1o & siep 152 where VC, is terminated. Once VC,
hias been terminated, the bandwidth management unit does no further processing for

VC, and accepts no more cells for transmission via VC,.

It is also possible that, while in the unscheduled state 144, the bandwidth

management unit  réceives a request from the data node to update parameters

associated with VC, In that case, control transfers from the step 144 to a step 154

where the parameters associated with VC; are modified. The parameters that can
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be associated with VC, are discussed elsewhere herein. Note, however, that one of
the p_arametérs that can be updated at the step 154 is the quality of service
associated with the VC, qos;. That is, the dita node éan request that the quality of

service associated with VC, be changed to a second value after the VC, has been

initialized with a tllosi having a first value. Following the update stép 154, VC,

returns to the _uhscheduled state 144,

If at the test step 148 it is determined that the backlog for the VC, is at
least one (i.e.,  is greater than br equal to0 one) and that VC, is enabled (i.e., ¢,

equals one), then control transfers from the step 148 to a step 156 where sc:'di is set

to one. The scd, variable associated with VC, equals zero when the VC, is in the

unscheduled state and equals one when VC, is in any of the other states.

Following the step 156 is a step 158 where the credit variables associated

with VC, ¢,1 and c;2, are updated. The credit variables, c,1 and ¢2, represent the

amount of transmission channel bandwidth "credited” to VCt. The credit variables

are described in more detil hereinafter.

Following the step 158 is a siep 160 where the value of s, is initialized.

The value of s, represented the ammint of elapsed time that VC, is to spend in the

eligibility queue before transitioning 0 the departure queue. That is, after exiting
from the unscheduled state, VC, is placed in the eligibility queué until an amount

of time indicated by s, has clapsed, after which VC, is moved from the eligibility

-queue to the departure queue for output by the bandwidth management unit. The
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initial value of s, i determined Iby'the associated data node and variés according to

the initial traffic parameters specified when VC, is initialized.

Following the step 160 is & step 162 where the estimated values of the
credits, 1 and G2 and the estimated value of the priority, P, associated with
VC, are computed. The priority, P, is nsed to.order the VC’s in the departure

queue. Computing the priority is described in more detail hereinafter.

Following the stép 162 is a test step 164 which determines if s, was set to

zero at the step 160. As d:scussed above, a VC :mualizes 8 according to values of

:themmal u-afﬁcparameters and the credits. Ifsitssettozero at the step 160, then

VC, is placed immediately on the departure queue Otherwme VC, is placed in the
eligibility queue for an amount of time representgd by the initial setting of s,

provided at the step 160.

If at the test step 164 it is determined t!m s, does not equal zero, then
control passes from the test step 164 1o a step 166 where the value of s, is
incteme_n_ted by s'(t_)._ The quan_my s(t) varies according to elapsed system time and
is updated every cycle that__.the ban'd_width maniéement unit software is executed.
In other words, the quantity s(t) varies according to the valué of a real time system
clock. Since s, is set 5: the step 160 to represent the amount_ﬂf time VC, remains
on the eligibility queue, then adding the pr_e#éﬁt value of s(t) to s, sets the vame' of

s, to the value that s(t) will equal when VC, is to be moved from the eligibility

" queue to the departure queue. For example, assume that the bandwidth
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managemeit unit runs once every microsecond and that 8(t) is incremented once
'every cycle. Further assume that a cell corresponding to a particular VC has been
admitted and that the VC is to be moved from the eligibility queue to the. départure
queue in one hundred microseconds. Accordingly, the value of s, will be.set to one
hundred at the step 160. At the step 166, the present value of s(t) is added to one
hundred in order to provide a va]ﬁe of s, that is tested against the real time clock
50 as to determine when to move the VC from the eligibility queue to the departure

queue.

 Also at the step 166, VC, is placed in the eligibility queve. For purposes of
;lie state diagram 140, the eligibility queue is referred to as the "A" queue. The
VC's in the eligibility queue are sorted by the value of s for each of the Vc's and
by the value qf the quality of service for each of the VC's. In other words, the VC
with the lowest value for s is at the head of the queue, the VC with the second
lowest value for s is second in the queue, etc. For VC’s that have the same value
of s, the VC with the highest QOS is first, the VC with the second highest QOS is.
second, and so forth. If two or more VC’s have an identical value for both s and

QOS, then the VC's are sorted in the queue in a last in first out order. The

. significance of the order in the cells in the eligibility queue is discussed in detail

hereinafter.

Following the step 166, VC, enters the eligibility state at a step 168. Note

that scd, is set to one at the step 168.
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From the eligibility state 168, it is possible for VC, to transition 10 a step
170, which sets g lo eithér one 6: zero according to an enable or disable command
provided by the node attached to the bat_:dﬁdth management unit. Néte that after
setting e, at the step 170, VC, returns to the eligibility state 168 without pétfo'rming
any further tests on the value of é‘. The value of e, is"tes'ted.at .a later point in the
processing (discussed below), at which time VC, is retumed to the unscheduled
state if e, does not equil one. The bandwidth management uhit can receive a
reguest 10 updane VC,, in which case control transfers from the eligibility state 168
to a step 172 where tﬁe VG parameters are updated. Following the step 172, the

bandwidth management unit returns to the unscheduled state 168.

It is also possible for the bandwidth management unit to receive a
command, while in the eligibility state 168, 10 update §, for VC,, When this
occurs, VC, transitions to a step 174 where the value of s, is updated. Following

the step 174 is a test step 176 which determines if the update of s, has been

" accepted. If not, then control passes form the step 176 back to the eligibility state |

168. Otherwise, the system transitions from the step 176 to a step 180 where the

 priority variable, P, is updated. Following the step 180, VC, retums to the

eligibility state 168.
Whenever VC, is in the eligibility state. 168 and a new cell for VC, arrives.

control transfers to a step 181 where the priority for VC,, P, is updated.

Calculating and updating P, is described in more detail hereinafter.
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Every cy'cie that the bandwidth management unit runs, the first N VC’s at

the head of the queue are lested to detemiine if s(t) > s;. N is a predetermined

constant value, such as eight. When the value of s(t) is greater than or equal to the
value of s;, then the system transitions from the eligibility state 168 to a step 182
where VC, is removed from the eligibility queue (i.e., the "A" ducue). - Following
the step 182 is a test step 184 which determines if the backlog for the VC, is at

‘least one (i.e., L > one) and if VC, is enabled (i.e., e, = one). Note that it is

possible for VC, to have become disabled while in the eligibility state 168 if the
bandwidth management unit m_:eived a signal to set e, to zero at the step 170,

discussed above.

If at the test step 184 it is determined that the backlog does not contain at
least one cell or that VC, is disabled, then control passes from the test step 184 to
a step 186 where scd, is Qet to zero. Following the step 186,'VC, returns to the
unscheduled state 144, and waits for either a cell admission or a signal to set e, G
one, as described above in connection with the description of the steps 146, 150.
If at the step 1.84itisdetetmimdthattl_le backlog of cells is at least one and that
VC, is enabled, then control passes from the step 184 10 a step 190 where VC, is
placed in the departure queue, designated as the "B’ quetie on the state diagram
140. Note that the step 190 also follows the step 164, discussed above, when it is

determined at the test step' 164 that s, equals mo

The VC’s in the departure queue are sotted primarily in order of the quality

of service (QOS) for the VC’s. That is, VC's with higher requested quality of
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service are ahead of VC's with lower requested qualities of service. VC;s in the

queue having the same quality of service are sorted in order of priority, P. VC's
having both the same quality of service and the same; value for priority are sorted
in a first in first out'b_a.éi's. Following the step 190, VC, einers a departure state

192.

~ While in the departure state 192, VC, can receive signals to set e, and
update the parameters of VC,. Setting e, is performed at a step 194 and updating
the pmeters. for VC, is performed at a step 196. The steps 194, 196 are
analogous to the steps 170, 172 discussed above in connection with the eligibility
state 168. Note that following either the step 194 or the step 196, VC, returns to

the deparmre state 192,

VC, reaches the head of the departure queue when VC, has the highest QOS
and hxghest priority of all of the VC’s in the depmure queue In that case, VC,
transitions from the departure state 192 to a step 198 where VC. is removed from

the departure queue. Followmg the step 198 is a step 200 where the head of the

lme cell (ie.. the oldest cell) corresponding to VC, is output by the bandwidth

mmgemem system. Also at the step 200, the value of the backlog. I, is
decrememed by one and the credit variables, c,1 and c,2, are aiso decremented.
Following the step 200 is a step 202 where the credit variables, c,! and c.2, are
updated. Updating the credit variables is discussed in more detail hereinafter.

Following the"step 202 is a step 204 where the value of s, is reset. ReSettihg the

 value of 5, is discussed in more detail hereinafter. Following the step 204 is a step
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206 where the variables <!, G2 and P, are computed in a manner discussed in

more detail hereinafter.

| Following the step 206 is a test step 208 where the value of s, is examined. _ |
If the value of s, is not zero, then control transfers from the test step 208 to the
step 166, discussed above, where the value of s(t) is added to s, and where VC, is

added to the eligibility queue.

If at the step 208 the value of s, is determined to be zero, then control
passes from the step 208 to the test step 184, discussed above, where the backlog
variable fOI; VC, |, and the eligibility variable, e, are examined. If the backlog of
VC, is at leasi one and if VC, is eligible, then control passes from the step 184 to
the step 190, discussed above, where VC, is placed in the departure queue.
Omerﬁm, if- the backlog number of cells for VC, is not at least one or if VC, is
not eligible, then control passes from the step 184 to the step 186, discussed above,
where the value of scd, is set to zero. Following the step 186, VC, enters the
unscheduled state 144. Note that, prior to transitioning to the step 184, it is
possible to first run the cell admission check to determine if a cell hasarnved
sincethelasttim_ethecelladmissionprocedurehasbeenmn.

Referring to FIG. 6, a flow diagram 220 illustrates in detail the step 142 of
FIG. S for setting up VC,. At a first step 222, 1, and r, are sét. The variables r,
'and 1, represent data transmission rates. The viriables r, can represent the averhge

data tmnsmission rate for the virtual data connection. The variables r, can
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represent the burst transmission rate for the data connection. The burst
transmission rate is the maximum bandwidth allowed for sending the data over the
virtual connection, VC,, by the requesting node. The: sjstem uses both the average
rate and the burst fate in a manner described in more detail hereinafter.

Following the step 222 is a step 223 where the weights, w,1-w,5 are set.
The weights are used in the calculation of the priority, P, in a manner which is

described in more detail hereinafter.

Following the step 223 is a step 224 where the quality of service, qos,, is
set. The quality of service is provided by the sending node to the bandwidth
management unit and depends upon the nature of the data being transmitted on the

virtual connections, VC,. ‘The different possible values for qos, are discussed

above.

Following the step _224.is a step 225 where c,1 and c;2 are set to zero and
Gt a0d €y are set. The variables c,1 and 6.2-. represent bandwidth credits that are -
allocated to VC, The credit variable ¢;1 comésponds 1o the rate variable ;1 and
the credit variable c,1 corresponds to the rate variable r2. The variable ¢, is the
maximum value that the variable c,1 is allowed to reach. The variable c, , is the

maximum value that the variable c2 is allowed 1o reach.

- The credit variables represent the number of cell slots allocated-td VG,

during the operation of the bandwidth management unit. The credit variables are
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* incremented whénever an amount of time has passed corresponding to the

associated rate variable. For example, if r;1 equals a rate corresponﬁing to one
hundred cells per second, than the credit variable ¢;1 would be incremented once
every one hundredth of a second. The credit mechanism controls the amouni of
bandwidth used by each of the VC's. Also, note that since r,1 and r2 Qan be |
different, then the credit variables ¢, and c,2 can be incremented at different rates.
Updating the credit variables is described in more detail hereinafter.

Following the step 225 is a step 226 where Sy m: a0d 8, are set. The
variibles Sim 20 S, , TEpresent the maxiﬁmrn value that s, is allowed to reach.
Following the step 226 is a step 227 whete L, the backlog of cells for VC, is set 1o
zero, and the variables }, ,, L, and 1, ,, which relate to }ina manner discussed

in more detail hereinafter, are all set to predetermined constant values that vary

‘according to the traffic parameters provided when VC, is initialized. Also at the

step 227, the variables adm, n, and n, which are discussed in more detail
hereinafter, are also set.

Following the step 227 is a siep 228 where the variable e, which
demmmes ﬁrhether VC, is enabled, is set to one, thus enabling VC;, at least
initially. Following the step 228 is a step 229 where the variable scd, is set to
zero, thus indicating that VC, is initially in the unscheduled state.

Following the stp 229 is a siep 230 where the variable ¢, is set to zer0,

. The variable t, indicates the value of the system time clock when the credit
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variables; ¢,1 and c;2, were most recently updated.

Following the step 230 is a step 231 where the priority valuable, P, is set to
zero. Following the step 231 is a step 232 where the burst bit indicator, b, is

initially set to zero.

Ret‘efring‘ the FIG. 7. a diagram 240 illustraies in detall the cell admission
step 146 of FIG. 5. The cell admission procedure shown in the diagram 240 is
deemed "block mode” admission. Block mode admission involves potentially
dropping a block of contiguous cells for a single VC in order to concentrate cell
loss in that VC. That is, whenever a cell arrives for a VC having a full queue, the
block mode adinission algorithm drops that cell and may also drop a predetermined
number of cells that follow the first dropped cell. The number of dropped cells is |

one of the initial traffic parameters provided when the VC is first established.

 Processing for acceptance of cells begins at a current state 241 and
transmission b a test step 242 when a new cell for VC, is provided to the
bandwidth management unit by the data node. I 1y equals zero at the test step
242, control wransfers to another tesf step 243. If it is determined at the test siep
243 that mé number of backlog cells for VC,, 1, is not less than the maximum
allowable backlog of cells, 1 ,, then control transfers from the step 243 to a step
244 1o determine if CLP equals zero. CLP is a variable indicating the cell loss |
priority of a cell. If a cgll has a CLP of zero, that indicates that the cell is

relatively less loss tolerant (i.e., the ccll should not be discarded if possible). A
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cell having a CLP of other than zero is relatively more loss tolerant (i.e., could be

discarded if necessary).

If CLP is not zero at the step 244, then control transfers (0 2 step 245
where the newly amrived cell is discarded. Following the step 245, cdntrol transfer
back to the current state 241. If_ it is determined at the test step 243 that the
number of backlogged cells, L, is less .than_ the maximum allowable number of

backlogged cell }, . then control transfers from the step 243 to a step 246 to test if

. the value of CLP is zero.

If CLP equals zero at the step 246, then control transfers from the step 246

to a step 247 where the new cell is added to the cell buffer at the end of a queue

- of cells for VC,. Following the step 247 is a step 248 where the variable

representing the backlog i:ell's for VC, 1, is incremented. Following the step 248,

control transfers back to the current state 241 of VC,.

If at the step 246 it is determined that CLP for the cell does not equal zero,
then control transfers from the step 246 to a step 250 where adm, is tested. The
variable adm, is used to indicate which 1, variable, 1, , or L ,, will be used. If at
the test step 250 it is determined that adm, equals one, then control transfers from
the step 250 to a test step 251 to determine if the number of backlog éens for VC,
I, is iess than the first backiog cell limit for V_Ct{ Ly If so, then control transfers
from the step 251 to a step 252 where the new cell is added to the queue for VC,

Following the step 252 is a step 253 where the variable indicating the number of
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backlogged cells, |, is incremented. Following the step 253, control transfers back

to the current state 241.

If it is determined at the step 250 that adm, does not equal one, then control
transfers from the step 250 to a step 255 where the number of backlogged cells for

VC, is compared with the second limit for the number of backiog cells for VC,

lay If at the test step 255 it is determined that'}; is not less than I, , then control

transfers from the step 255 to a step 256 where the newly arrived cell is discarded.

Following the step 256, control transfers back to the current state 241.

I at the test step 255 it is deterriined that the number. of backlog cells for

VC, 1, is less than the limit variable I, then control transfers from the step 255

10 a step 258 where adm, is set to0 one. Following the siep 258 is the step 252

where the new cell is added to the queue of cells for VC, Following the step 252.
the variable representing the number of backlogged cells for VC, L, is incremented

at the step 253. Following the step 253, control transfers back to current state 241.

If at the 1est step 251 it is determined that the aumber of backlog cells for
VC, is not less than the limit variable 1, ,, then control transfers from the siep 251
to a step 260 where adm, is set to zero. Following the step 260 is the step 245

where the newly arrived cell is discarded. Following the step 245, control transfers

" back to the current state 241,
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If at the test step 242 it is determined that n, does not equal zero, or if CLP
does equal zero at the step 244, then control transfers to a step 262, where the |
newly arrived cell is discarded. Following the step 262 is a step 263 where n, is
in_crememed. Following the step 263 is a test step 264, where n, is compared t0
the limit for n,, 0. If at the step 264 n, is less than or equal to n,,, control
transfers from the step 264 back to the current state 241. Otherwise, control

transfers to step 265, where n; is set to zero. Following the step 265, control transfers
back to the current state 241.

Referring to FIG. 8, a flow diagram 280 illustrates the step 160 of FIG. §

where the value of s, is initialized. Flow begins when VC, is in the unscheduled

state 282, At a first test step 284, the values of ¢l and c.2 are examined. The
variable c;1 and §2 represent the credits for VC,. If the values of both of the credit
variables, ¢;1 and ¢,2, are greater than or equal to one, then.control passes from the
test step 284 to a step 286 where the value of s, is set to zero.- Following the step
286, VC, enters a next state 288. Nple that, if s, is sei to zero at the step 286, then |
the next state 288 is the departure state 192, as shown on FIG. 5. This occurs
because at the test step 164 of FIG. 5, the value of s, is checked 10 see if 5, equals
zero. If so, then VC, goes from the unscheduled state 144 directly to the depanuré
stafe 192, as shown in FIG. S and as described above.

If at the test step 284 it is determined that either c,1 or ¢2 is less than one,

then control transfers from the step 284 10 a step 290 where s, is set to 5, ;. The

variable s, ; is a variable that represents the amount of time between cell
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transmissions for cells transmitted at a rate r,1.

Following the step 290 is a step 292 where ac is computed. The variable
ac represents the amount of additional credit that will be added to c2 after an

amount of time corresponding to s, has passed. ‘The value of ac is computed by.

~ multiplying s; by 12.

Following the step 202 is a test step 204 which determines if the existing
value of the credit v_ariible. ¢;2. plus the value of ac, is less than one. Note that
the variable c;2 is not updated at this step. If the sum of c,2 and ac is not less than
one, then control transfers from the step 294 to the next state 288. Note that, in
this case, the next state wxll be the eligibility state 168 shown in FIG. 5 because s,

will not equal zero at the step 164 of FIG. §.

If the sum of c,2 and ac is less than one at the step 294, then control
transfers from this step 204 to a step 296 where the value of s, is set to s, The
variable s, ., represents the amount of time between cell transmissions for cells

transmitted at 2 rate r,2. Following the step 296, control transfers to the next state

288, discussed above.

Referring to FIG. 9, a flow diagram 300 illustrates the reset s, value step
204 shown in FIG. 5. Ata first test step 302 the burst bit variable for VC,, b, is
tested The burst bit variable, b, mdxcates that VC, should- transmu in burst mode.

Burst mode is used for a virtual connection where the cells of a virtual connection
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should be transmitted as close together as possible. ‘That is, the data node sets the

virtual connection for bui'st mode for data traffic that should be transmitted as close

together as possible. For example, althongh an e-mall message may have a low

pnonty it may be advanlageous to transmit the enure e-ma:l ‘message once the first

cell of the e-mail message has been sent.

If the burst bxt for VC, b,, is determined to be set at the step 302, control
passes from the test step 302 to a test step 304 where the credit vanables. C; 1 and

C; 2 and the backlog vanable L, for VC, are tested. If the credu vanables and the

backlog are all greater than or equal to one at the step 304 then control passes

from the step 304 to a step 306 where s, is set to zero. Following step 306, VC,
enters the next state 308. ‘Note that, since s, is set o zero at the step 306, the next

state for VC, will be the deparwre state 192 shown in FIG. S.

If the burst bit indicator, b;, is set at the step 302 but VC, does not have

enough bandwidth credits or the backlog L is zero at the step 304, then control

passes from the step 304 to a step 310 where s; is set equal to s, o, Note that the
step 310 is also reached if it is detennmed at the test step 302 that the burst bit

indicator, q does not equal one (i.e., VC, is not ttansmlmng in burst mode).

- Following the step 310 is a step 312 where_ ac is computed in a manner

similar to that illustrated in connection with the step 292 of FIG. 8. Following the

step 312 is a step 314 where it iS determinéd if sum of the credit variable ¢;2 and

ac is less' than one. If not, then control passes from the step 314 to the next state |
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308, 'I;he tdst step 314 determines if the credit variable ¢,2 wil be greater than one

after an amount of ume comespondtng to 5, has passed (ie., at'ter the s; counter has
timed out) If not then c2 plus ac wxll be less than -one when s; times out and

control transfers from the step 314 to a step 316 where s, is set equal to s, .

| Followmg the step 316, VC, enters the next state 308

Referring to FIG. 10, a flow diegretn 320 illustrates the steps for updating
c,1 and ¢;2, tlte credtt vanables for VC Updaung ¢,1 and ¢;2 occurs at the step
158 and the step 202 shown in FIG S dtscussed above Note that the credtt
vartables are set accordtng to current system ume but that, for the step 202 of FIG.
5, the time used is the begmmng of the next oell ume slot in order 10 account for

the amount of time it takes to transmit a cell at the steps precedmg the step 202.

Processmg begtns at a current state 322 wluch is followed by a step 324
where a value for ¢l is computed At tlte step 324 ql is increased by an amount

equal to the product ot' r;1 (one of the rate vambles for VCJ and the differences

' between the current system time, 1, and the ume at which the credit vanables. Gl

and 2, were last updated. lt_. Followmg the step 324 is a test step 326 o

determme if c,l is gteater than c.,. The vanable c,,. is the maximum value that
the credit variable c,l is allowed to equal and is set up at the time VC, is
initialized If at the test step 326 c-l is greater than Cue then control transfers

from the step 326 to a step 328 \vhere cl is set equal 10 Cyq. The steps 326 328

effecuvely set ;1 to the maximum of etther c,l or culll
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Following the step 328 or the step 326 if c,1 is not greater than ¢, is a
step 330 wheie a value for ¢,2 is computed in a manner similar to the compumion
of ¢;1 é: the step 324. Following the -step 330 are steps 332, 334 which set ¢;2 to
the maximum of either ¢,2 or ¢, in 8 manner similar to the steps 326. 328 where

c,l is set equal to the maximum of ¢l and ¢y,

Following the step 334, or the step 332 if ¢ 2 is not greater than Cy,, is 'a
step 336 where 1, is set equal to t, the current system time. The variable t,
represents the value of the system time, t, when the credit variables. ¢l and c.2,

were last updated. Following the steps 336 is a step 338 where the VC, enters the

' next appropriate state.

Referring to FIG. 11, a flow diagram 340 illustrates the step 174 of FIG. S

where s, is updated by as. The siep 174 of FIG. § is executed whenever the data

- node associated with the bandwidth management unit requests changing the delay

of sending data via VC, by changing the value of s, for VC,

Processing begins with VC, in an eligibility state 342. When the data
source node provides VC, with a command to update s, control transfers from the
step 342 to a test step 344 io determine if the value of as, provided by the
associated (_ma node, equais zero. If so, control transfers from the step 344 back to
the eligibility state 342 and no processing occurs. Otherwise, if as does not equal
zero, then control transfers from the test step 344 o a step 346 where VC, is

located in the eligibility queue. Note that, as shown in FIG. §, 'the step 174 where
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s, is updated only occurs when VC, is in the eligibility state.

Following the step 346 is a test step 348 where it is determined if as is
greater than zero or les;s than zero. If as is greater than 0, then control transfers
from the step 348 to i step '350'where as is addéil to's; Following the step 350 is
a step 352 where VG, is repositioned in the eligibility queue according to the new

value of s Note that, as discussed above in connection with FIG. 5, the position

of VC, in the eligibility queue is a function of the values of &, and qos,

If #t the test step 348 it is determined that a8 is less than zero. then control |
transfers from the step 348 to a step 354 where the credit variables, ¢,1 and c2, are
examined. If at the test step 354 it is determined that either c,1 or c2 is less than
one, then control transfers from the step 354 back to the eligibility state 342 and
no update of s, is performéd_.'.' The steps 348, 354 indicate that the value of § is not

decreased if either of the credit variables is less than one.

If at the step 354 it is determined that the credit variables, ,1 and c2, are
both greater than or equal to one, then control transfers from the step 354 1o a step

356 where the value of s; is incremented by the amount as. Note that, in order to

reach the step 356, as must be less than zero so that at the step 356, the value of s,

is in fact decreased.

~ Following the step 356 is a step 358 where the value of s, is compared to
s(t). If the value of s; has been decreased at the step 356 by.an amount that would
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make s, lessthan s(t) then cbntrdl transfers ,:tfrom the step 358 to a step 360 where

s is set equal to s(t). The steps 358, 360 serve to set the value of s, to the greater

of either s, or s(t).

Following the siep 360 or following the step 358 if s, is greater than or
equal to s(t), contrdl transfers 10 a step 362 where V_Ci is rebositioned in the |
eligibility queue. As discussed above, the position of VC, in the eligibility queue
is a.- function of the values of s, and qos,. Following the step 362, VC, returns to

the eligibility stage 342.

Referring to FIG. 12, a flow diagram 370 illustrates the compute steps 162, |
206 of FIG. 5 where the values of 7,1, 52, and P, are computed. Processing
begins at a current state 572 which is followed by a step 374 where the value of
E';l is computed. The vaiue of C,1 equals the value that the cfe’dit variables will
have when s, tinies out. That is, 1 equals the future value bf the credit variables
c;1 when VC, is removed from the eligibility queue. Since, as discussed in more

detail hereinafter, P, is a function of the credit variables, c;1 and ¢,2, then

 calculating the future values of ¢;] and c;2 is useful for anticipating the value of P,

when VC, is removed from the eligibility queue and placed in the departure queue.

The value of the priority variable, P, is determined using the following

equation:

P, = wl*cl + w2%2 + w3*rl + wd*r2 + wS5*%,
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P, is a function of the credit variables, the rate variables, and the number of
cells backlogged in the queve. The node req:"x'es'ting' initialization of VC, specifies
the weights, w;1-w;S, for the VC. Accordingli. it is, possiblé for the requesting |
node to weight the terms differently, depénding upon the application. For example,
if the data is relatively bursty, ﬂgn-perhaps w.2 and w,4 (the weights for the terms
corresppﬁding to the 'burst data rate) are made l'z'n"gef. than v),l and w,3. (the weights
for the terms mmsponding to the average data rate) | Simﬁirly. if it is desirable to

minimize the backlog for the data, then w,5 (the weight corresponding to the

number of backlogged cells) may be made relatively large. It may be desirable for

some applicatibns to assign zero to some of the weights.

At the step 374, the value of G,1 is calculated by adding the current value

of the credit vaﬁabls_ ¢, and the product of r;i and s. Note that, if the credit
 variables were updated for each iteration while VC, was in the eligibility queue,

thén ¢,1 would equal ?.l when s, equalle'd' zero the'th_at cil.”is not updated at the

step 374,

Following the step 374 is a test stéb 376 where ©,1 is compared to ¢ . If
G1 is greater than c,,, (the maximum value that 1 is allowed to take on) then

 control transfers from the test step 376 to a step 378 where the value of C,1 is set

.equall to the value of ¢, . The steps 376, 378 serve to set the value of C,1 to the -

maximum of ¢,1 and c,, .. Note that for the steps 376, 378,.¢,1 is not updated.

' Following the step 378 or following the step 376 if G is not greater than
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Cu_n are Steps 380-382; which set the value bf C,2 in a manner similar to setting the

~ value of c,1, described above,

Fotlowing the step 382 or following the step 381 if G2 is not greater than
Cu_ iS 2 Step 384 where the weights w;1, w;2, w3, wd, and w,S are fetched. As

discussed above, the weights are used to calculate the priority, P,.

Following the step 384 is a step 386 where the priority for VC, P, is
calculated in the manner shown on. the flow diagram 370. .Note that the weights
are specified at the time that VC, is initialized and that the importance of each of
the terms used in the calculations of P,, can be emphasized or deemphasized by

setting the value of the weights. The values of one or more of the weights can be

- set to zero, thus causing a term not to be used in the calculation of the priority.

Note that P, is updated, P=P,+w;S5, after each VC, cell admission while VC, is in the

eligibility state, as discussed above. This allows for a piecewise computation of P,

 that decreases the amount of computation required to compute all of the priorities

for all of t_he VC's within one time slot when the VC's are transferred to the

.depannre queue (the "B” queue).

Referring to FIG. 13, a flow diagram 390 illustrates in detail the step 180 of
FIG. 5 where the priority variable, P, is updated. Nb:e that P, is updated only in
response to the value of s, being updated at the step 174; Otherwise, the value of |
P, remains constant while VC, is in the eligibility state. That is, since P, is a

function of ¢,1. ¢2, 1,1, r,2 and 1, and since c,1 and ¢2 are a function of s, then P,
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only changes when and if s, changes at the step 174 shown in FIG. S.

- Flow begins at a current state 392 which is followed by a step 394 where s, . |
is accessed. Following the step 394 are steps 396-398 where C,1 is computed in a
max_iﬁer_ similar to that illustrated in FIG. 12. Note, however, that. .at the étep 396,
t, is subtracted from s, since, at this stage of the processing, S(t) has d@ady been
added to s, at the step 166 shown in FIG. S, and since C,1 is being predicted when

§; times out.

Following the step 398 are steps 400-402 where c,2 is computed ina

manner similar to the computation of C,1. Following the step 402 or following the

~ step 401 if C2 is not greater than ¢, ,, are the steps 404 405 'where the weights are

fetched and P, is computed in a manner similar to that illustrated in connection

with FIG. 12, described above.

Referring to FIG. 14, a schematic diagram 420 illustrates in detail one

possible hardware implementation for the bandwidth ‘management unit. An input

422 connects the bandwidth management unit 420 to the source of the data cells.
The input 422 is connected to a cell pool 424 which is implemented using memory.
The cell pool 424 stores all of the cells waiting for departure from the bandwidth
management unit; In the embodiment illustrated herein, the size of the cell pbol
424 equals the number of VC'S that the system can accommodate multiplied by the

maximum allowable backlog per VC. For example, for a bandwidth management

unit designed to handle 4,096 VC’s with a maximum backlog length of 30 cells,
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A cell pool manager 426 handles the cells within the bandwidth
management unit 420 in a manner described above in connection with the state

diagrams of FIG's 5-13.

‘A parameter buffer 428 is used 1o handle all of the variables associated with

each of the VC’s and is implemented using memory. The size of the parameter

. buffer 428 is the number of variables per VC multiplied by the maximum number

of VC’s handled by the bandwidth management unit 420.
- A parameter update unit 430 is connected to the parameter buffer 428 and
updates the variables for each of the VC's in a manner described above in

connection with the state diagrams of FIG.'s 5-13.

A cell clock 432 computes the value of s(t) which, as described above, is

" used for determining when a VC transitions from the eligibility queue to the
" departure queue. The cell clock 432 also provides the system time, t.

An eligibility Queue 431 is implemented using memory and stores the VC's

that are in the eligibility state. As discussed above in connection with FIG.'s 5-13,

- VC’s in the eligibility queue are sorted in order of the values of s and qos for each

VC.
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A comparator 434 compares the value of s froh the eligibility cell clock ..
432 with the value of s for each of the VC's and determines when a VC should
transition from the eligibilit’y-'.slate o the departure state. Note that, as discussed
above in connection with FIG.’s 5-13, VG transitions from the eligibility state to.

the departure state whea s, > s(1).

| A departuré queue 436 is implemented using memory ind stores the VC's'
that are awaiting departure from the bandwidth management unit 420. As
discussed above in connection with FIG.'s 5-13, the departure queue 436 contains
VC’s that are sbrteﬁ i’n_-order- of quality of service (qos) for each VC and the -
priority that is computed for each VC. A select sequencer unit 433 selects, for
each VC, which of the two queues 431, 436 to place each VC according to the

algorithm described above and shown in FIG.’s 5-13.

A priority computation unit 438 computes the pribrity for each of the VC’s
'durihg each iteration. Note that, as discussed above in connection with FIG.'s
5-13, once a VC has entered the eligibility queus, the priority can be updated by
simply summing the value of the priority variable and the 'pmduc{ of the weight w

after each cell arrival is admitted.

" The device 420 shown in FIG. 14 can be implemented in a straighiforward
manner using conventional VLSI architecture. The cell pool 424, eligibility queue
431, departure queue 436, and parameter buffer 428 can be implemented as

memories. The cell pool manager 426, the parameter update- unit 430, the select |
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 sequencer'433, the priority computation unit'438 and the comparator 434 can be

implemented using VLSI logic to implement the functionality described above in

- connection with FIG.’s 5-13. That is, one of ordinary skill in the art can

- implement the bandwidth management unit 420 by using the state diagrams and

current custom VLSI design techniques. Note also that, based on the description

~ contained herein, one of ordinary skill in the art could implement the bandwidth

management unit 420 in a variety of other manners, inéluding entirely as software
on a very fast processor or as a conventional combination of hardware and

software.

Although the invention has been shown and described with respect to
exemplary embodiments thereof, it should be understood by those skilled in the art
that various changes, omissions and additions may be made therein and thereto,

without departing from the spirit and the scope of the invention.
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1. A bandwidth management system, for m'anagipg‘ 2 plurality of vmual data
connections within 2 communications network, comprising:

" an input for receiving data cells, wherein each cell s associated .with a
particular one.of the virtual ¢onn¢ét§on$;

. a cell pool, goup!ed to said input, for storing ;aid'cells;‘ '

a first queue containing particular ones of the virtual connections, wherein a
relative position of a virtual connection in said first qﬁeue is determined by an
eligibility value that varies according to an anticipated data rate associated with the
particular virtual connection and according.to_ an amount of nme that the particular
virtual cohnecﬁon has been in sud first queue; -

~ asecond queue, coupled to said first queue and containing particular other
ones of the virtual connections, wherein a relative position of a virtual connection

in said second queue varies according 10 a predetermined quality of service that is

assigned to each of the virtual connections; and

an output, coupled to said second queue and said cell pool, for transmitting

a cell from said cell pool corresponding to a virtual connection at the front of said

~ second queue.
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2. A bantwidth management sysiem, according 1o claim 1, wherein virtual
connections having equal eligibility values are ordered in said first quelie according

to said predetermined quality of service.

3. A bandwidth management system, according to claim 1, wherein virtual
connections having equal quality of service \ialues are ordered in said second queue

according to a priority assigned to each of said virtual connections.

4, A bandwidth management system, according to claim 3, wherein said
priority varies according to one or more anticipated data rates of each of the virtual

connections.

5. A bandwidth mmagement system, according to claim 3, wherein said
priority varies according to one or more credit variables assigned to each of the
virtual connections, said credit variables being indicative of allocated time slots

provided to each of the virtual connections.
6. - A bandwidth management system, according to claim 3, wherein said

priority varies according o a backlog of cells for each virtual connection that are

awaiting transmission.
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B A A bandwidth management system, according to claim 3 wherein said
priority varies according to one or more anticipated data rates of each of the virtual
connections, one or more credit variables assigned to each of the virtual
connections, said credif variables being ind;cative'of allocated time slots provided

" to each of the virtual c;.ounections. and to a backlog of cells for each vxmxal

connection that are awaiting transmission.

8. A bandwidth managemeht system, according to claim 7, wherein said data
rates, said credit variables, and said backlog are weighted prior to determining said

priority.

9. A bandwidth management system, according to claim 1, wherein said
system is one of: pacing unit and an enforcement unit, wherein said pacing unit
reﬁeives cells from a data so’uré‘e node and provides cells to a communication link,
| and wherein an enforcement unit receives data from a communication link and

provides data to a data sink node.

10. A bandwidth manigement sysiem, according to claim 1, further comprising:
means for establishing a virtual connection by specifying initial traffic
parameters; and

means for dropping cells that are received at a rate that exceeds that

5 specified by said initial traffic parameters.
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1. A bandwidth management system, according to claim 1, wherein said

predetermined quality of service has four possible values. :

12. A bandwidth management system, according to claim 11, wherein virtual
connections having equal quality of se:vié_e values are ordered in saicf second queue

according to a priority assigned to each of said virtual connec:iohé.

13. A bandwidt_l; mmagement system, according to claim 12, wherein said |

priority varies according io one or more anticipated data rates of each of the virtual

conneciions. one or more credit variables assigned to each of the virtual

connections, said credit variables being indicative of allocated time slots provided
5 . to each of the virtual connections. and to a backlog of cells for each virtual

connection that are awaiting transmission.

14. A bandwidth management sysiem, according to claim 13, wherein said data
rates. said credit variables, and said backlog are weighted prior to determining said

priority.

15. A bandwidth management sysiem, according to claim 1, further comprising:

a burst bit indicator for indicating whether a virtual connection associated
- with a cell that has been received by said input should be placed directly in said

second gueue.
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'16. A bandwidth management system, according to claim 15, wherein virwal
connections having equal quality of scrvicé values are ordered in said second queue

according to a priority assigned to each of said virtual connections.

'17. A bandwidth man#geinent system, according to claim 16, whereih said
priority varies according to one or more 'a'n.t'iciﬁa'téd data rates of each of the virtual
connections, one or more credit variables assigned 10 each of the virtual
connections, said credit variables being indicative of allocated time slots provided

S 1 each of the virtual conncctions. and 1o & backlog of cells for each virtual

connection that are awaiting transmission.
18, A bandwiﬂth inanag'emérit system, according to clai_m 17, wherein said data

rates, said credit variables, and said backlog are weighted prior (o determining said

priority.
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19. A method of managing a plurality of virtual data connections within a |
communications network, comprising the steps of: |
receiving data cells, wherein each cell is gss_ocia_ted. with a particular one of
ihe virtual connections;
storing the received cells in a cell pool;
providing a first éueue containing particular ones of the virtual connections,
wherein a relative position of a virtual connection in the first queue is determined |

by an eligibility value that varies according to an anticipated data rate associated

. with the particular virtual connection and according to an amount of time that the

particular virtual connection has been in thé first queue;

providing a second queue, coupled o the ﬁ_rst queue and containing
particular other ones of the virtual connections, wherein a relative position of a
virtual connection in the second queue vanes according to a pt_'edetemined quality
of service that is assigned to each of the virtual connections; and

transmitting a cell from the cell pool correspbnding to a virtual connectioﬁ

at the front of the second queue.
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20. A method, a’ccording_'to claim 19, further comprising the step of:
ordering virtual connections having equal eligibility values in the first

queue according to the predetermined quality of service.

21. A method, according to claim 19, further comprising the step of:
' ordering_ ﬁnualfcohnectionshaﬁiﬁg’ equal quality of service values in the -

second queue according 1o a priority assigned to éach of the virtual connections.

" 22, A method, according to claim 21, furthér including the step of:
varying the priority 'aéé:ording 10 one or more anticipated data rates of each

of the virwal connections.

23, A method, according to claim 21, further including the step of:
 varying the pnonty according o one or more credit variables assigned o
each of the virtual connections, wherein the credit variables are indicative of

allocated time slots provided to each of the virtual connections.
24, A method, according to claim 21, further including the step of:

varying the priority according to a backlog of cells, for each viral

connection, that are awaiting transmission.
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25. A _nj'ethod. according to claim 21, further including the step of:

varying the priority according to one or more anticipated data rates of each
of the virtual cdnnections, i_me or more credit variables assigned to each of the
virtual connections, wheréin.the credit variables are indicative of allocated time
slots provided to each of the virtual connections, ahd'_accprding to a backlog of

cells, for each virtual connection, that are awaiting u’ansmission._

26.. A method, according to claim 25, further including the step of:
varying the priority according to weights assigned to the data rates, the

credit variables, and the backlog.

27. A method, according toclaim 19, further comprising the steps of
- establi_shing a vinual_ connection by specifying initial traffic patameters; and
dropping cells that are received at a rate that exceeds that specified by the

initial traffic parameters.

28. A method, according to claim 19, further including the step of:

assigning one of four possible values the predetennmed quality of service.
29. A method, according to claim 28, further comprising the step of:

_ ordering virtual connections having equal quality of service values in the

second queue according to a priority assigned to each of the virtual connections.
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30. A method, according' to claim .5'29. further including the step of:

vaz;ying' the priorjty according to one or more anucnpated data rates of each
.of the virtual connections, one or .m'orc credit variables assigned to. each of the
virtual connections, wherein the credit variables are indicative of allocated time
slots prévided;to_éach of the virtual connections, and according to a backlog of

cells, for each virtual connection, that are awaiting: transmission.

31. A method, according to claim 30, further including the step of:
varying the priority according 1o weights assigned 10 the data rates, the
credit variables, and the backlog. ' | -

32. A method, ‘according to claim 19, further comprising the step of:

placing a virtual connection associated with an admitted cell directly on the
second queue in response to a burst indicator for the virtual connection being set.

33. A method, according to claim 32, further comprising the step of:

ordering virtual connections having equal quality of service values in the
second queue accdrding 10 a priority assigned to each of the virtual connections.
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34, A miéthod, according to claim 33, furthér including the step ﬁf:
varying the priority according to one or more anticipated data rates of each
of the vmual co:inections-, one or more credit variables assigned to each of the
virtual connections, wherein the credit variables are indicative of allocated time
5 ~ slots provided to each of the virtual connections, and acco‘rdirig to a backlog of

cells, for each virtual connection, that are awaiting transmission.

35. A method, according to claim 34, further including the step of:
varying the priority according to weights assigned to the data rates, the

credit variables, and the backlog.



