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HARDWARE- BASED | DENTI,T¥,6CREDENTI ALS | N RUNTI VE

PACKA
HI .GH
WETHOR R RSING TEKE Rl HARDWARES ABEEHDEAHTY
| GRERENNALS N RUNTINE PAGKAGE §!GT|;‘R§MI]’¢E1’E%3§Q§B§ MOBILE
i nv EQMIINIC ABGNSIAND HHGH-YALUE WEAGTION RXEGUTION
conmmuni cations. Mre particularly, the present
invention is rel BAAKGROWUNROPTHELNVENTIONNG
trust ed, har dwar e-based ‘credentials in runtine package

-F‘Begrb?t secure nobil e comuni cati ons.

scription PBOOZ] In several countries where GSM

R, P iy Y SRR 08 e e

: ers cap e r cel| es to ke snal,l
cOramaBEaNen MaTBhardcuipe] o MecaresanhaverB s ee%ie;é“ o & method

nobi | e eCommer ce. The business transactions
fomusingedrusied, haslware-hased: ersedentials ua rrunhmegsa@lsagmyungture and
bottl ed water, sodas, and other itens from vendi ng

-seBald mbilepamnugwitzaniormrki ng lot fees, etc. The } 20

| eadi ng technol ogy that provides such transactions
over wireless networks is called i Mbde, a nobile
i nternet access systemtrademarked and/or service mark

C%% g NTT DoCoMo, a subsidiary of Japan's incunbent
e e operator NFT i Mode works well with

Ccur i 19 Saterel usedignon Wbt | oL, Belbk) “BurBet for Mobite
C%Imrgﬁﬁucgggng rzeeth%Sr’i?s QSer g\?ar:gble such as, for example, Japan, cell phone
users can use their cell phones to make small business transactions. This is
referred to as mCommerce or mobile eCommerce. The business transactions
may include, but are not limited to, such things as buying bottled water, sodas,
and other items from vending rhéchines, paying for parking lot fees, etc. The
leading technology that provides éuch transactions ovér wireless networks is
called iMode, a mobile internet access syétem trademarked and/or service mafk
owned by NTT DoCoMo, a subsidiary of Japan’s incumbent telephone operator

NTT. iMode works well with IoW—pricéd business transactions, but a higher level

of security and trustworthiness is necessary for cell piones and wireless personal

digital assistants (PDAs) today to enable high priced business transactions over

wireless networks.

[0003] A major inhibitor in using this technology to provide mCommerce on
more expensive transactions is the lack of security or trustworthiness in the
_ .1 _
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' 25 digital assistants (PDAs') today to enabl e high 19 SEP 2006

pwoQeek/Ruskness transactions over wirel ess net %"r}ij%zowozszm
[0003] A nmgjor inhibitor in using this technol ogy t
provi de mCommrerce on nore expensive transactions |s

PREnaige &) opREH SldnéyHes) LGB pUBRT ¥y febfucure. | Public key
[ L A A I e *00002* WD 2005/ 020542 PCTns 00
;fb’lf GeuUsHyES eé%'ﬂ&rdé@ %fCQﬂ'ﬁ tes, whighan ¢ eipingdarom Certificate
public key infrastructure. Public key infrastructures .

é‘mﬂmﬂtle@ gl heafligiiat eertificates gdheiné din ad%mblkmeKe}olnfraMcture (x.509 or
fromCertificate Authorities. The digital

pkixb,i vaﬁmﬁmﬁ;ﬁmle:mﬁeﬁs/ﬂdhldr@ﬂ'éﬂﬁtdmfIb@ﬁtm@tﬁfe’d eApr 21, 2003.
(x.509 or = pkix

mnbugﬁ fit R EdesEhryCthal CREd &ﬁng leces "?J?tmformatlon the
b e

fTed Apr. 21, "2003. I'S necessary

fhﬂaéae‘%fqﬂﬁ%?dg?@g“ (et i ﬁ'eééaﬁeﬁée?fs el 180 {.'agtgeq,q size for use
na 00, large in size for use

{%@L'"P "% W%P'iee deais egrqaﬂlmltqdnbb'etﬂlebmecm@y size, storage |

menory size, storage capacity, and the speed of

eapanityngndting speed otexsing matlletbcedsars. st or age

capabilities are not secure enough. For exanple, it is

[DD0Mhown wWARDE stbrggé abpabilities beahet bet@e eidught OF6dexdmple, it is

menory so if an owner mspl aces their nobile device

vl her® Bidital eerifi€ste oEec? hf ?ﬁtﬂg ofif aR owner misplaces

unt r ust vvorthy person W t ccess:

ot g@'e bnfee[gtel'vl ty%gjs é'}%I ﬁ',qblﬁ ?/ltc\ég;etng%t ﬂg i nthrémﬁands of an

I nst for ertlflctes or by nodi fying

ngﬁﬁg?\fv GngeP? sp cé’&' s the ¢ abiliyeitp éﬁﬁﬁssléh@rét%tﬁh%ﬂl’bfcates the
.g., name). [0005] Al so, present day certificates.

Lé]‘igl pgth)éSp%m raay thaver the iadpility dadexploit them. by .either. installing

forged certificates or by modifying the existing certificates with their own
credentials (e.g., name).

[0005] Alse, present day certificates are only as good as their origin and
their delegation chain. Self-signed certificates can be generated “on-the-fly” by
existing software tools, such as Java's Keytool .(manufaCtured by Sun
Micrdsystems, Inc.), which adds the risk of using a fake cerﬁﬂcate' if'the certificate
generator has been compromised. In other instances, malicious replacement of
the Java Secunty Manager classes and related securlty tools, such as the

Keytool, have resulted in certificate forgery and theft.

[0006] Thus, what is needed is a method for providing digital signatures

using a certificate format that is both secure and more amenable to mobile

devices which have limited memory, storage, and processing capabilities. What is
2 |
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lveo g@ser@ied "on-the-fly" by existing sof t war eptnos®04/025216
such as Java's Ketool (nanufactured by Sun _
M crosystens, Inc.), which adds the risk of using a

éléb‘he%%ﬁ'lé 'a“fﬁéﬁ\o'dffoF E@]ﬁ(ﬁhp r&hﬁﬁ% Sgll?a?s&‘?n'é?ur%'éQBapigssecure and

been conprom sed. nstance I OUS

PRSP A8 55308, urcatons

~resulted in certificate forgery and theft. [0006]

Befweenirusted platios@sd i s a nethod for provi di ng digital
signatures using a certificate format that is bot h
secure and nore anenable to nobile 25 devices which
have |inited menory, storage, and processing

capabi | i ti es. BWEF DESCRIPTIOREBF2A9E m\mﬂ@@zomz
PCT/ US2004/ 025216 al so needed is a nethod

~ [ebgYyj di ng Tﬁg‘ aﬂkﬁ@l g?%»igigngg ceﬁ %?% nfl@?@)e&gge‘% herein and

and trustvvort

at.ians ween st ed ) -
féﬁhﬂﬂ?fwﬂ“essp@ﬁr CRIRE iR qmsdinap Rl henessseobwention and,
The -acconpanyi ng draw ngs, which are incorporated -
tpgetben \a\% theo deserptions f furiher sseivet fo explain the wsinciples of the
enbodi nents of the present invention and, together
inyarionrandiesenahie apersémskitied nmﬂ're/;mertmerequt(s) to trieke and use the
principles of the invention and to enable a person

inventioad [ thien armmgsnﬁm réfdréfice nANiBEFS g@?flérélﬁﬁlﬁd‘@até%entlcal

invention. In the raV\/lngs i ke reference nurb

f&?cﬂi%héhﬁ/ YirhitdH § /%r 'S%BHF e||m|:a‘rl ?éﬁ@ﬁl%él'g?%bqn%\}éﬁxlgnm which an

and/ or structura sim

T T

_ req‘grence number.

~ [0008] FIG. 1 is a flow diagram illustrating an exemplary method for

assembly-signature service using trusted hardware-based credentials according

to an embodiment of the present invention.

- [0009] FIG. 2 is a flow diagram describing an exemplary method for

authenticating assembly—signature using trusted hardware-based credentials

- according to an embodiment of the present invention.
.[00.1 0] FIG. 3 is a diagram illustrating an exemplary identification credential
| according tq an embodiment of the pr'ésent invention.

| [0011] FIG. 4 is a flow diagram illustrating an. exemplary method for

generating an identification credential according to an embodiment of the present

invention.
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©.[0008] FIG 1 is a flowdiagramillustrating an 19 SEP 7nnq

axenpisaeessnet hod for 15 assenbl y-si gnat ure ser pCTays2004/025216
usi ng trusted hardware-based credentials according to

an enbodi nent of the present invention. [0009] FIG 2

is a flow diagram descri bing an exenpl ary nethod for

aut henti cati ng assenbl y signature using trusted

har dwar e- based crede an enbodi nent-
of the present |nvent| on 56 P‘gg{gfknﬁn 3is a

I ting an exemlary identification |
BAGRAT 2 W FitPreshe e Moo rsiibed Fermingwit dference to
nvention. [0011] FIG 4 is a flow diagram
'é P?h@t!\fea?mb@daﬁe@%efﬁﬁlwtﬂ&lt appligationsgénshauld g anderstood that

identification credential according to an enbodi nent
ibe inventionds et liniitedethereio, Thow® skl |ﬂ2ﬁé48le95?ﬂ| af¥(sY with access
02 P 16nnq DETAI LED DESCRI PTI ON [ 0012] Wile the

tor etﬁ@ntteaémﬁ?é | PRoviged eﬁéfeubewllhefé‘dd@nwe{ had&itiehan ‘iﬁodufcat:ons
to illustrative enbodl ments for partic

Fpcalidis, i enfodtfy d%ﬂ@?gﬁr gééf‘ﬁ&'@%ﬁf A= etional felds in

invention 1s not
provi ded

iBbE EtHodineh attne hiBSE R Rydrion WoliEria e SianBicant utiity.

cations, and embodi ments within the scope ther eof _
[ﬁﬁgﬁiaddltﬁﬁfﬁfeﬂqeel s the \apesiicativnditaentaneof etbodiment”, “an
present invention would be of significant utility.
enumxiiment’ or éanethien erhbodienitt of dhé opreisent @Mention  means  that a
enbodi nent"”, "an 10 enbodi nent" or "anot her

perﬁmﬁhrﬁfﬁﬂtur@fsmﬁtﬁuw o8 edHarboreAstic UesERBRE hhebnfection with the
particul ar feature, structure or characteristic

eﬁﬂﬁﬂ’ﬂn@ﬁf’ id 'i‘nél@?&?%' ANeWst Iy ghﬁmb%ﬁﬂﬂgb@? pés%rﬁent invention.

included in at [east one enbodi nent
ThO¥efed 9Ppearances of the phrase “in one embodiment” appearing in various

places throughout the specification are not necessarily all referring .to the same
embodiment. |

[0014] Embodiments of the present invention are directed to a method for
using trusted, hardware-based credentials in runtime assembly—éignature' ahd
secure mobile communications.  This is accomplished by efnploying- a

cryptographic processor within @ mobile device. The cryptographic processor

' pfovi_des security services, including, but not iimited to, symmetric (i.e.', using the

same key to encrypt and decrypt a message) and asymmetric (i.é., u_sing a public
key to encrypt a message and a private key to decrypt the n.message) 'cry_pto
capabilities, hashing_capabilities, and secure storage for keys as well as plétform
integrity metrics. The trusted hardware-based credentials are used to generafe a

new type of identity, called the identification credential. The identiﬁbation |
' 4
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" Thus, the appearances of the phrase "in one {10 SEP 2006

Smdsomed2’ appearing in various places thr quitq%szoouozﬁzm
the. specification are not necessarily all referring
to the sanme 15 enbodi nent. [0014] Enbodi nents of the

BERRAEY TR R DRl B CHlehopael A fesd Hebork. ey
eﬁeﬁgg S 9hal ur@ﬁe%rh%pu@lﬁgrgﬁ rHaP lyescp(/:@tgwm Sﬁaﬁqllganraware-based

processor W|th| n a nobile device. The cryptographic
Er’ edealigls, thedrystwoerthiness ef mabilg C@mmua@auoma i imiroged.
but not limted to, symetric (i.e., using.the sane

- [08¢5] 0 encEyodinentdeof jthe presest agentiondeapioyaiigital . signatures

(i.e., using a public key to encrypt a nessage and a
Mse‘dabﬁ tlsted %é?&ﬁéb@bré&éhtlﬁ%sﬁsage)thé lid@htfication credentlal) rather

capabi lities, hashing capabil and secure storage

LR, IV T LR 165, X880 o

ener 25 new t t|t caIIed t he

ﬁaetﬁ'{"a'ﬂgcgf |%d‘5@\|§\( &d r?ijQLaIS ek ite A | wphcdfkgy,othe trusted
SE P 2006 WD 2005/ 020542 PCT/ U82004/ 025216 credenti al

haadwara-based esedentials asbeunpdeta dusted hardwaseeplatiorm, such as,
network. By -extending the security capabilities of
fouexampke, & triobileystiore, mnddaver thehsfordharderderforgd thart bser-based
trustwort hiness of nobile communications is inproved.
drédtktibld-nbodi nents of the present invention enpl oy
digital signatures 5 based on trusted hardware

[?ﬂ; t ent i alggnbEdithents '0F the uts efd ﬁ%ﬁecﬂa%g.gg&eaatial format may

er than personal cre

o e 56 r'nf&'sér?v"g%%aﬁ%a%n%m 0% g o uqers JRE ove

ARl Briroament), NEL ﬁaﬁﬁfén“%ﬁ%ngfiﬁﬁéé‘&i%%h@fetc.. to sign

various types of documents, such as, but not limited to, assembly files, JAR

~(Java™ Archive) files, XML (eXtensible Markup Language) files, etc. The digital

signature of such docUmentS' provides confidentiality, integrity, and non-
repudiation to enhance the security of high-value transactions over wireless
networks. For example, the informatio'n within the document may only be read
and understood by the sender and the intended receiver. The information within
the document may not be _tampered with accidentally or deliberately when in route
without all parti_es'in'volved being aware of the fampering. Also, the sender may
not deny sending the message or transaction and. the receiver may not deny
receiving the message or transaction.

[0017] Although embodiments of the present invention are described with

respect to mobile devices, trusted hardware-based credentials in runtime
5 .
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twio bs@aysinan user-based e 10 credentials. [OC 2004/025216
Enbodi nents of the trusted hardware-based creden |a?
format may be used by runtinme environnents, such as,

but n Limted to, Java J
A anBiure rasy b k] ol Biiiga et iafludom p, ovptographic
etc., to sign various types . of docunents, such as,

BIQCERZAr andior ether @ruswsbardwm And$oftyvare TONfIenents.VFor example -
Archive) files, XM (eXtensible Markup Language)

frusted haedwareTbas@ti grddentialsi rgapberesed by mbteﬂaamaw and laptops
provi des confidentiality, integrity, and non-

transactl ons over wreless network or exa
e docunent may onIy be read and
erg? 3”8&43 %g V%ééirj\der and the intended receiver.
nf or t|on Wit hin t he do ument _may not-_be -
[tﬁgﬁ‘ﬁiar ed R [RSsERIe it &1 ¥ 10'§ %ﬁrWB'@ PRGNS IRerisions, are requested

route wthout all parties involved being aware of t he .

thepiwid Scurfty %P@W&l% SV Wit héfv«)’orRE é@'gghrotﬁéi Hiea rtt%t\évorks and

- anchgranterly. Anjassembiy isselsgdndipative efdthedevis! atewhichderttity and trust
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message or transaction and the receiver may not deny

-arecestablishedhe Sigrisgem assémbdly sersuires nanf® Lifiquiridssugid prevents
- enbodi nents of the present invention are descri bed

Substituting dr@ttﬁ’@césée‘i’ntﬂ? RiitHEth@e34rRE hamd RSt thE assembly fhat one has
har dwar €- based cred ials inruntine 51 9 SEP 6

pVQ/lag&)S/@ZQ%ﬁt{ &%%%é%%@t@fﬁq@ﬁ?téai&@@?&dénﬁal to sign an

evi ce t hat

d
P RS S e WSO G cor
har dwar e- based credentials may be used by trusted
O@égﬁt@‘iﬁ@rathlya ggy@pger by using a public and/or private trust hierarchy.

Having a runtime identification credential based on trusted hardware, such as a
cryptographic processor, effectively strengthens the identity of a runtime assembly

by confirming, with a high privacy guarantee, that a particular device is a trusted

device that can attest to Varic_)us components of the mobile device (e.g., the BIOS

(Basic Input/Output System) ahd other hardware within the device) and the

c'onfguration of the device, thereby ensuring that the report may be trusted |

_ Provudlng a hardware-rooted source of trust in a mobile device enables hlgh-value

mCommerce to operate ina trustworthy manner.
[0019] FIG. 1.is a flow diagram 100 lllustrating an exemplary method for

assembly-signature using trusted hardware-based credentials according to an

embodiment of the present invention. The invention is not limited to the

__embodiment described herein with respect to flow diagram 100. Rather, it will be

apparent to persons skilled in the relevant art(s) after reading the teachings
6
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~credentila ased o

LB AR o TR evEhL Feerdsd 3P 5ok . 0 one

“that include security hardware over wired networks 19 SEP 2006

o Boos/obgzgRl area networks and 5 wide area netym Shosnrs2ie
as well. [0018] An assenbly is a file at which >
security perm ssions are requested and granted. An

' o Jjndicatlve t he | | _at ic
PR Yl hdtolne? fipticl Jiow skt o wifighthe scope of the
assenbly ensures nane uni queness and prevents ) )
KYEaHPR.ut FNfy PEATSSRPeding awt Plagk: 104 Hwherenthen greceassy immediately
the assenbly that one. has 10 provided. By using a _

peaoeads o bleckd04t rust ed i dentification credential to
sign an assenbly, applications that use that assenbly

jo020] t he abid iblockt 204 el Hyclifient @EMe &y bedkigndd s sélected by a

assenbl y' s devel oper by using a public and/or private

$ofHPAreN LEPIRGHON unﬁﬁi@r @t &é %Teir’gembgﬁé‘tde{gié;egt L\‘?He cryptographic

hardwar e, suc

a Bi h priyacy guarantee, that a particular device is )
embdimndry, thedoclimenie aisnliest tosa pUPHCly dnosins mathematical hashing
conponents of the nobile device (e.g., the BICS

fusatiore thatpcanvedtsptite Spsument dnto aturdquédanninizere(reférréd to as the

the device) and the configuration of the device,

 Hdeh) eint iehard foreptdiicet he report may be trusted.

Provi ding a hardware-rooted source of trust in a

[00P4] e deyj %&nm,%e'}}égﬁ f%aél’rt‘?yptﬁg d?gfﬂﬁe@;?&lé Figiv%te key, also

operatg.lnatrusltmrt y_rranner. | o f
el A4 00 900 LR LB o
O 18 RES  eed o ogds Sbbn, ano

enbodi ment descri bed herein with respect to flow

- the Sigiahsignatureaneciransmitigid) pvasea sdrelggsanetwork do e recipient. The

skilled in the relevant art(s) after reading the

~ idexdifibatigs crédential 8ER ARl file used to cryptographically bind a mobile

“device's public key to specific trusted hardware attributes that provide strong

binding to the identity of the user's trusted mobile device. In one embodiment, the

‘identification credential may also include information relating to the identity of the

user as well. Thus, the identification credential binds the public key to 'informatioh

about specific trusted hardware in the mobile device, such as, but not limited to,

the cryptographic processor. In one embodiment, the identification credential may

bind the public key to information about speciﬂc trusted software and/or hardware

components in the mobile device as well. The identification credential will be

described in detail below with respect to FIG. 3.

- [0023] FIG. 2 is a flow diagram 200 describing an exemplary method for

authenticating assembly-signature using trljsted hardware-based credentials
. .



willhe appameRbtepersone slkifled in thearstevant ariiwia
- converts the docunment into a unique nunber (referred _
- provimedt hereirh disat) othbafunctiohal iowodiagramslware. witlin| Wéd:ope of the

- WD 2005/ 020542 PCT/ US2004/ 025216 provided herein tRhag SEP 2006

woeeosfowsat i onal fl ow diagrans. are within the ecnpe2004/025216
of the invention. The process begins with bl ock 102,
where the process innediately proceeds to bl ock 104.

8% 8ing't r‘ﬁ'ﬁo& qﬁé P@ébtnt HvdritibR, Tthfveh8B69s not limited
gt B gt gf

1S Se Ilcatlon runni ng

e bnanl 4esc€€evf$ @sredéf?v@m%ﬁégﬁ{%ﬁé‘h"qlﬂ Gi5rBAR0. Rather, it

106. In one enbodinment, the docunent is prl [ eg tothat .h
efrfeading the teachings

In block 108, the hash is encrypted with the user's

. lﬁveMﬂirﬁ HeY pRIceSs Hé@W\nﬁtﬁ bibek 0PN ivitgereethe bﬁbd‘e’sgaihﬁnedlately

di gi tal 8|gnature [0022] Tn block 110, the original
bIdBk ggntlfl cation credential, and the

ELgEY
L%B ¢ {osn gna ure are transmtted over a wirel ess

| lﬁﬁﬁéﬁf’él“gf oy opEK A4S o rePlany 5 Giaen st (4. frdianl limted to, a

15

20

mobi |l e .15 device's public key to specific trusted

mmtahere&ﬂwaswheegoemenbrm iendificatiqn credential, epd the. digital

ﬁ ‘the identity of the user's trusted nobile device. In
~ sigreterebolihedocumeheis thdarnideritifieat asbeingesigmed 0 notify the computer

al so include information relating to the identity of

théﬁhe@%fal%mbdmiﬁe mistuse vérired, dentification credenti al

bi nds e public keytomforrmtlon about specific

st ed hgléqitf@({l@%%@,t @eec&ﬂg e‘? &é%ﬁ){ﬁt@ the Widitd° lgFHlture using the

not I|mt Crypt ograpm'c processor.

h enti f n creden
bl et Rlagk 25 T indf o hecbina ey PNt mg@@a'ated The
Btvvare a /or har dwar nponents in the npbi
"&33 pRatigal oﬁlon Bl PM%&ttM‘ theausen it asaerating ﬂw I"laSBe'S publicly
kdescrl bed in detail below w th respect to FIG 3.
nown. '

[6026] In block 210, the computer compares the hash it has computed from
the received document with the now decrypted hash received from the document.
In decision block 212, it is determined whether the document has been tampered
with during transmission. If the document has been tampered with du’rinQ
transmission, the two hashes will be differént and the process then proceeds to
block 214, where the verification prdcess- is indicated as having failed. |

[0027]. Returning to decision block_ 212, if it is determined that the document

has not been tampered with during transmission, the two hashes will be identical

and the process then proceeds to block 216, where the verification process is

- indicated as being authenticated.
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"[0023] FIG 2 is a flow diagram 200 describing an 19 SEP 2006

r el Jrethod for 25 authenticating _
WG W= bos4ITE . _ CT/US2004/025216
asserrb)l%yﬁ/%y gnature using trusted hardware- basedP

credentials 7 19 SEP WO 2005/ 020542 PCT/ US200 025
acc [ to,.an _enpodj nent of the present .. .
A, | o Pl b &iddTaf MESkaig o exeoily igiaptiication credential

nmbodi nent described herein with respect to flow ]
308 Gosrmio At emBodimeRt obipIpreseippention. tIdeptificatios credential

~skilled in the rel evant art(s) after reading the

8eaclis npardwarebaded fer eseturdatcontrblerovenncissenily-bignature.  In
di agranms are within the scope of the 5. invention. The

5 1 . H o r r .
compatiot ) apun tifack, S ReAeD 583t o am x509

 ftfoaft, (BEAFERon o LBET 300 Yiits A dontilbio Torfidt Ge., much
gl p o8 lbefio BTN Soruncls) 5. abbincipdaten thengimitations  of

signed to notify the conputer 10 that the digital )
RIogRSSQI ePaads tmemone end; sigrage afiegation, wtecin pushilet devices. The
conput er decrypts the digital signature using the
gobbinatidrepf thenlightevwedigBORrish of iderhifiotiorn ereddrdiah300 and the fact
docunent is calculated. The mathenmatical function

taebitay ebubY tohe truseid F%ﬁ%ﬁ'ﬁ%ﬁbﬁ 8 theeuddr e midbile device, offers a
publicly known. 1.5 [0026] In block 210, the conputer

ATRSER o i R OB OB APl RRLRY,
B s Do 8 8 el BEHLE gt voin

tr mssion. |If the docunent has been tanpered with
%?R’ﬁg(e%ftﬁaﬂem Martgip Languagr) feasaks Alhpughshewt iy XML format,

and the process then proceeds to
identification credential 300 is not limited to an XML format. Those skilled in the

relevant art(s) will know that other formats, such as, but not limited to, SOAP

(Simple Object Access Protocol) and SAML (Security Assertion Markup

Language), etc., may also be used.
[0030] Identification credential 300 comprises a cryptographic processor
identity 302.' Cryptographic processor identity 302 includes the public key.

Cryptographic processor identity 302 comprises an identity label 304 and an

identity key 306.

[0031] . Identification credential 300 also comprises a general description of

the cryptographic processor and its security services, ‘identified in FIG. 3 as
<#cryptographic prdcessor> 308. The information within <#cryptographic
processor> 308 is copied from an endorserhent ‘certificate (which will be described

below with reference to FIG. 4).
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di,as having failed. [0027] Returning t 1095
Wﬁlogf’/gzﬁb 'bzl ock 212, if it is determ ned that tq’CT/U82004/02\216

document has not been tanpered with during
transm ssion, the two hashes will be identical and

[a0a2]pr oceddentifieation cesleatat 306 Atrkingiugies &e@efaiedescrlptlon of a

verification process is indicated as being

pRitforeMdévics add i SecriSEPrapifies\@10pMBNIRGS 42 FIG. 3 as <#P> 310.
PCTI US2004/ 025216 [0028] FIG 3 is a diagram

'-ngdHﬁfrh%hbﬁ‘ Qithth APIB1BNY cb %‘Eitﬂrémfaaﬁlhﬂﬁrrﬁrc@ﬁﬁﬁdt@(whlch will be

accordlng to an enbodi the present

s hgvrfﬁéé &%%@e oﬁé@%%e téoﬁft?n%)gl/ S r#ngo 8%0 further includes a

10

15

20

25

ssenmpl y

* Coaliiation AulorylcHn usee oot dhesdeshby ol Beptifeation oredentia

x.509 5 standard, identification credential 300 :
300i [Theasseof G:@an‘owtaisgm idemtifieatign paerposes éshwedddiovar. in
size than digital certificates) to accommbdate the

[0033]t at | OF$GOY ispa dives SEgranedad0 iffestratingaaditthodder generating
allocation, etc. in nobile deV|ces The conbi nation

idhtif Eﬁldd ?l‘égéﬁﬁélg(mo %}&‘di‘&h 8H¢Uoﬁlrﬁéﬁ! 8fthe present invention.

cre entl 00 and t efac at It 1's bound t

| Th?ﬁé{@%&}?" rtt@tgﬁpglt%@ &F 1R & o#i&%éﬁig%ﬁ%%& mqegéi’nc\?/,th Jespect to

nCormerce on bi | e devjces 029] shown i

flow qiagram 400t Retherr ddui S /aPBERLO) H"?fégf‘ﬁaﬁ'%lgecﬁmeﬂ’ge relevant
an XML (eXtensible Markup Language) format. Al though
ag(s)waften reading otheatteachings tprovigedi berein emtomersbmch@nal flow
not limted to an XM. format. Those skilled in the
diagramanareamithiny thé |dcoprouf thatinetritan. f oFmatreetisdt foragenerating
but not limted to, SOAP 15 (Sinple Object Access

idBhefiestiin cr@ﬂdn@'@go(@ﬁwhlytped&ﬁ%ﬁtusmg e ktyptographic processor
Language), etc., may al so be used

and a trusted software stack within the cryptographic processor. The process

begins with block 402, where the process immediately proceeds to block 404.

[0034] In block 404, a new hardware-based identity is established. In one

" embodiment, the establishment of the new identity is performed using an

~ application programmihg interface or APL. The establishment of the new identity

is an initiation process in which manufacturers of the trusted hardware or third
party testing laboratories provide various certificates indicating that the trusted

hardware conforms to the Trusted Computing Platform Alliance or TCPA

'standard, Main Specification | Version : 1.1b,

www.trustedcomputing.org/docs/main%20v1_1b.pdf (2002). In one embodiment,

- the certificates are appended to the trusted hardware. All of the certificates are

then bound into a single identity.
10
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' [0030] Identification credential 300 comprises a 419 SEP 2006

g‘r(y%glg{()q&hi C processor identity. 302. Crypt °$@"ﬂ5§2804/02%216
processor i1dentity 302 includes the public key. )

Crypt ogr aphi ¢ processor identity 302 conprises an

identity | abel 304 and an_ 20 identity kefy 306. [0031]

[00RG] i f | cQAneosuch sedlificate is@opublisokey weriificateaalgenknaivn as an
description of the cryptographic processor and its
EnelovsdrhgntsCentificate, TrieRhdbisechant Gertlicate ésissued by the entity that
<#crypt ographi c processor> 308. The information within

r:AbH ! | f e includes, but

e . e R T e jpcludes, bu
. bel i t.h ref ce.to. F . 0 . ,
566 Veshine” BRHEEZB S ¥ puBli)y gk ing; Higdaphic public
credenti al 300 al so includes a general description of -
epdorsemenideisi ce and its security properties 310,
identified in FIG 3 as <#P> 310. The information

[0036]i n <#Pwobiw icertifieptecdsf then Rlatfoams &rredestial. 1 | cie Platform
(which will be described belowwth reference to FIG
CtedertidPinchides apoimer torthe widsrsenseraeriifidate thatruniquely identifies
Aut hority (CA) used to attest to the identity of
tliéjéﬁéibﬂéblf? gf t@g@ff@ﬁﬁ@dd%e m88el (JBS thﬁé i?e\ﬂéioﬁpéf therhardware and

ruste entification purposes is we known. [0033]

 sfiarltor Tnf BB APRER Bk ont o1 300 according

to._an enbodi nent, of th resent invention. Th .
[Q(ngi ongie!‘; arether n??'gﬂgqts ﬂ%etr@ntfg%ffflﬂgﬂ?nc%leg%‘?g%%tba" The
herein with respect to 1.0 fl ow di agram 400. Rather,
Confagmancee Grigdantialt assepsr daals thei NEEed ncryRtograpRigs rrocessor
art(s) after reading the teachings provided herein
coimplie® witarthé TIGRA spedifitdtmn. di agrans are within the
scope of the invention. The nethod for generating
[0038] Once the certificates are bound into a single hardware-based

_identity, the information within the single identity includes, but is not limited to, an

identification of the cryptographic processor, an identification key, information
about the cryptographic processor, such as security properties, hashing

properties, efc.

[0039] In block 406, alf of the data gathered in block 404 is collated. In

other words, the data is collected and collated.

[0040] In block 408, an independent,' trusted third party, such as a
Certification Authority (CA), receives the collated data and attests to its identity. In
block 410, an attestation check is made to verify that the single identity operates
property.

[0041] In block 412, the single identity is formatted into identification

credential 300 displayed in FIG. 3. Again, identification credential 300 uses
11
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20

" identification credential 300 is nmainly performed 1% SEP 2006

W shdesscrypt ogr aphi ¢ processor and a trust @&T/us2004/025216
software stack within the cryptographic processor. The
process 15 begins with bl ock 402, where the process

SRR A B St o yorg 0! ubPEiditess, of mobile

one enbodi nent, the establishnment of the new identity

GAMMERICAtIPBE usi ng an  appl i cation progranmi ng

interface or APlI. The establishnent of the new
[00421ity Csrtain aapeot&tafcﬂmlmdtm iof thei present invention may be
manuf acturers of the trusted hardware or third 20

iRlémehRsd iUBthg ABRNvAIre! sefiwareVorde eambinsgion thereof and may be

certificates indicating that the trusted har dwar e

GEIEFERA .00F 1R S GrR 4 T bl s o, 1o
f{aw%' t§>H3t edﬁ&fﬂﬁé@bﬂ@e ﬁqgﬂ{\dg CS/ 0/‘2 rlqebeé%ﬁ'b;ﬁrggrams executrng

pended to the trusted hardvvare AII of the
oFb ProgTPEUTablea machigs SuGh B5 MabIIas %agr)'a@wecomputers personal
identity. 10 1 9 SEP 2008 WD 2005/ 020542
digitel aEaixianB2RAs), peitep] baies, satat telephones, @ndsother electronic

public key certificate, also known as an Endorsenent

deiddsf theatsachlrelldedarsreoessor Car tiyptarbphicscoprevessdry a storage
the entity that endorsed the crypt ogr aphi ¢ processor.

rﬂé’kﬁuﬁp%’é&% I}K)(Uﬁfé Erc{) desdbr ah ro béz‘ésor' @Mm% volatile and

Imted to ] ect an the

I T éarrmdﬁ%%%e

Platform Credential include oi n

O (TRBFes ORI cteevrqur.B%agéamh%edS%rﬁ Ea%'reﬂe ca@tﬂ dafa.gnterpg using the
endor ser of the atform and the nodel d(l t he

inRuti sleyicenftor mer&xg duthe e funedions describe and to generate output

information. Th'e output information may be applied to one or more output

devices. One of ordinary skill in the art may appreciate that embodiments of the
invention may be practiced with various computer system _conﬁgurati'ons, including
multiprocessor systems, 'minicomputers, mainframe computers, and the like.

Embodiments of the present invention may also be practiced in distributed

-'cornputing environments where tasks may be performed by remote processing

devices that are linked thrOugh a communications network.

[0043] Each program may be implemen.ted in a high level procedural or
object oriented programming language to communicate with a processing system.
However, programs may be implemented in assembly or machine language, if

desired. In any case, the langﬂuage-may be compiled or interpreted.

12
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" software for the cryptographic processor). 10 [0037] 19 SEP 2006

Yet another certificate is the Conformance Cred .
W00 95 Br mance Credential asserts that the ngﬁg Hovorsare
cryptographi c processor conplies with the TCPA
specification. [0038] Once the certificates are bound

[004d] a si nBtogramr instiuetianss sy belarsed: ip, cauge a general-purpose or
information within the single identity includes, but.
dpecifiipurpdid Poéessingsysterni dritisfprogtdnamedf withethe instructions to -
cryptographi ¢ processor, an identification key,

_ _ . g N
it e et dESenbey Merel MoRirayZ e AERIES may be

AR 5 SR, B R WP g e

collated. 20 [0040] In block 408, an independent, L :
perfermiag t ther anethpdg, ofuby 8By acormbinglipn c gt i jegrammed computer
Authority (CA), receives the collated.data and attests
domposentsemd tystoinnhardwacé cobthorentsat Thet methadscéestiibed herein
is made to verify that the single identity operates '

r?é?lfbﬁ InYovid €94 al dcorpaex p_‘}ééraniz fgﬁo@ﬁdt@het in@nindlydé & machine

ormatted into identification credential 300

4RI oS B 0k rogrn

R0 LRGP BB oo R BB The torm
“SHBchine peadabile MeGIBRT o5 RGN SepRgHBRHEBIA RG] Herein shall
har dware, software, or a conbination thereof and may

imelude any medium that is capable of storing or encoding a sequence of
instructions for execution by the machine and that causes the machine to perform
any one of the methods described herein. The terms “machine readable medium”
and “machine accessible medium” shall accordingly include, but not be limited to,
solid-state memories, optical and magnetic disks, and a carrier wave that encodes
a data signal. Furthermore, it is common in the art to speak of software, in one
form or another (e.g., program, procedure, process, application, module, logic,
and so on) as taking an action or causihg a result. Such expressions are merely a |
shorthand way of stating the execution of the software by a processing system to
cause the processor to perform an action or produce a result.

[0045] While various embodiments of the present invention have been
described above, it should be understood that they have been presented by way
of example only, and not limitation. It will be understood by those skilled in the art

that various changes in form and details may be made therein without departing

from the spirit and scope of the invention as defined in the appended claims.
13
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5, |nplenented in one or nore conputer systens or ﬂ%? SEP ﬂmﬁ

g; ov (p§e33|ng systens. In fact, in one enbo
s may be inplenmented in programns exe

on progrannable nachlnes such as nobile or statlonary

conput ers, personal %ltal assi stants o

Buss, e bbe;a«gb angesqope At the Ipsgsant davendion sﬁnowtd not be limited by any

el ectronic devices that each include a processor, a

afr yipg cappayEhdesaribedo eremplary a esibodirgents) batdishould be defined in
readabl e by the processor and the coprocessor

ddc@ﬁdléﬁ&e”@ltw %@fdllbﬁnr@"&amﬁ‘@ﬁn& M bhGivarmes.y and/ or
storage el enents), at |east one iInput device, and one
or nore output devices. Programcode is applied to the
data entered using the input device to performthe
functions described and to generate out put

i nformati on. The output information my be applied to
one or nore output 15 devices. One of ordinary skil

in the art may appreciate that enbodi nents of-the

i nvention may be practiced with various conputer
system configurations, including nultiprocessor
systens, mniconputers, mainframe conputers, and the
i ke. Enbodinents of the present invention may al so
be practiced in distributed conputing environnents
-where tasks nay be performed by renote processing 20
devices that are linked through a comuni cations
networ k. [0043] Each program may be inplenented in a
hi gh | evel procedural or object oriented progranm ng
| anguage to communi cate with a processing system
However, prograns may be inplenmented in assenbly or
machi ne | anguage, if desired. In any case, the

| anguage nay be conpiled or interpreted. 12 1 9 SEP
2006 WD 2005/ 020542 PCT/ US2004/ 025216 [0044] Program

i nstructions nmay be used to cause a general - purpose or

004/025216
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speci al - pur pose processing systemthat is programred
Wth the instructions to performthe nethods
scribed herein. Alternatively, the nmethods may be
Wha”sg ’f‘é‘l’?ﬁ:’d by specific hardware conmponents that contal 8 SEP 2006
hardwired logic for 5 perform ng the nethods, or by '
any conbi nati on of progranmed conputer conponents and
cust om har dwar e conponents. The net hods descri bed

1. A Rfdld Tor meﬁa‘y@wﬁ%@ﬂ?ﬁ@i@ conput er program product

that may -1 nc readabl e nedi um havi ng

stored. thereqgn i,nstructiqgns that. be ed to .
 enghffgrssiectn i . HOSITRT 4 BeceleconisARL sidBed By 2y ke via 2
device to performthe nmethods. The term 10 "machi ne
trusted corapidingidevigeidi unt' or " machi ne accessi bl e nedi um' used
herein shall include any nediumthat is capabl e of

‘caklilating'g hash forfediodgmantsequence of instructions for
execution by the machi ne and that causes the nachine

r h t ri L.
ent; R, 1851 30 £ BFvle K6l B PR L fiSE Ty E886CA Bttt
accessi bl e nedi unt shall accordingly include, but not
and be linmted to, 15 solid-state menories, optical and
magnetic di sks, and a carrier wave that encodes a
sentdingthei dpcament-antitientificatien credential candnthe digital signatur t6 @
speak of software, in one } formor another (e.g.,

™ recipient F%r@iﬂgi’?@de%@ﬁ%’éf iﬁ’tgé’{idaéaﬁlﬁ:étior?‘&@h%rﬁ%i b&ﬂpris@?%. Agtaé file

and so on) a an action or' causl

Lt . . Such expressions are nerel short hand. wa
used to {ibotapnig nB3%a AUBlc By 3¢ Serenc et Gdyerg atriies
) processing systemto 20 cause the processor to
relating todhe ddentish ohdhe dusted qamputing: devicesand whecein he vedipient
various enbodi nents of the present invention have been
computingldavice fesidesibmametwdrk.shoul d be under st ood that they
have been presented by way of exanple only, and not
[imtation. It will be understood by those skilled in
the art that various changes in formand details nay
be made therein without departing 25 fromthe spirit
and scope of the invention as defined in the appended

e o

cl ai ns. . .
2. The method of claim 1, wherein the trusted computing device comprises a mobile

device.

3. The method of claim 2, wherein the trusted mobile device comprises at least one
of a trusted mobile computing device, a trusted cellular phone, a trusted personal digital

assistant (PDA), and a trusted laptop.

15
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13 1 9 SEP 2006 WD 2005/ 020542 PCT/ US2004/ 025216
Thus, the breadth and scope of the present invention :
19 SEP 2006

ol iqmi hVman e 1 be

4 TR Heod 1 e e B en o cRUANRL AR

oo B bpsFctody b oGk el o sasionson
1. A nethod for assenbly-signature conpri sing:
enabl i ng sel ection of a docunent to be el ectronically

signed by a user via a trusted conputing device;

5. Thehethodtof BEinR 1 NaRdteih Qe IdBRLIMSS Geentid @gﬁ%ég‘%géﬁb‘?al

hash with a private key of the user to C

udl gict al S| re: nd sendi ng the docunent,
descriptft 41 EBIRBA, Pogef ana (s coRolidY ceqioes osred dvuhe
to.a recipient conputing device, wherein the
cryptogrqp%g:rﬁrpqqsgd)i on credential conprises a digital file
used to cryptographically bind a public key to
specific trusted hardware attributes relating to the
identity of the trusted conputing device, and wherein

. THSReaS PR ARTRH e D Ry e
cesorpt TP FE PRI S8, Se R ane B i i s
platfonn/(?e%\i/ciece conprises at |east one

7. The method of claim 6, wherein the general description of the trusted

platform/device and the security properties includes a name of a Certification Authority

used to attest to the identity of the identification credential.

8. An article comprising: a secure storage medium having a plurality of machine
accessible instructions, wherein when the instructions are executed by a processor, the
instructions provide for enabling selection of a document to be electronically signed by a
user via a trusted computing device;
calculating a hash for the document:
| encrypting the hash with a private key of the user to create a digital signature;

and

16



of a trusted nobile COﬁ'pUti ng deV|ce,_atrust Ed_

cel lular phone, a trusted personal digital assistant

PDA nd a trusted. top, 15 4., The, hod .of
sceidio e S0dBent; o ideRtncald haentid i hecialll piafatire to

conprises a 19 SEP 2006 cryptographi c processor
recipienti coaputing denics, nderain theddentificatian iccedentiab eomprisesandigital file
identification key. 5. The nethod of claim1, wherein

used to tdrr@tdjgiézmlcba‘lly Usihd @Npatilie eyt foabpeeMERfUskRS hardwsréemlibutes

description of a cryptographlc processor and

s Bt 0470 P P

tification credential conprises a general
comp”t’ﬂﬂé&’,’l"?ﬁ?ﬁ' Q5ra Betwpikst ed pl at f or m devi ce and security
properties for the trusted platformdevice. 7. The
nmet hod of claim6, wherein the general description of
the trusted platformdevice and the security

9. TH@aﬂﬁ@lé of &ain 8OWNIER the RESIEY Egm;ﬁ:ti@gé%% ?@ﬁ%@@% a trusted

Authority used to attest to t
mobile d ntification credential. 8. An article conprising: a
ure storage nmedium having a plurality of machine
accessi bl e instructions, wherein when the instructions
are executed by a processor, the instructions provide
for enabling selection of a docunent to be

10.  Thelastidle ofclainl 8 ywitdreinahe bustéd mebi detice comiprides 8least one
conmputing device; calculating a hash for the docunent;

fat Y
of & Ut DAONRS UG dpAse ahistofbollia ol Clciod petSoret Bl
an, i entlflcatlon credential, and the
assmtant% ﬁf‘égt'b'ﬁtgf’ PIOB-5 a 19 SEP 2000 reci pi ent
conputi ng device, wherein the identification
credential conprises a digital file

11.  The article of claim 8, wherein the identification credential comprises a

cryptographic processor identity having an identification label and an identification key.

_- 12.  The article of claim 8, wherein the identification credential comprises a generél

description of a cryptographic processor and the security services offered by the

cryptographic processor.

13.  The article of claim 8, wherein the identification credential comprises a general
description of a trusted platform/device and security properties for the trusted

platform/device.

17
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used to cryptographically bind a public key to

specific trusted hardware attributes relating to the

identity of the trusted conmputing device, and wherein

the recipient conputing device resides on a network.

9. The article of claim8, wherein the trusted

conputi ng device conprises a trusted nobile device. 19 SEP 2006
10. The article of claim9, wherein the trusted nobile

[ Ogprisesg east,one ' of tr ed
14 3Bk nﬁe‘\ﬂ"@e "R, 08" Benetel BrseiiiBic.or T8, bifiten
per sonal gital assistant (PDA), and a truste

platfonméﬂsmsg and 1he seeurity pronerties dﬂClUéiB&B mame ofacrestifisationsAuthority
identification credential conprises a cryptographic

used tpattasetcthe idenlity bf thy ideptificationearedentialt i fi cati on | abel and
an identification key. 12. The article of claimS8,
wherein the identification credential conprises a
general description of a cryptographic processor and
the security services offered by the cryptographic
processor. 13. The article of claim@8, wherein the
identification credential conprises a genera
description of a trusted platform device and security
properties for the trusted platfornidevice. 17 1 9
SEP 2006 14. The article of claim8, wherein the
general description of the trusted pl atfornifdevice and
the security properties includes a nane of a
Certification Authority wused to attest to the
identity of the identification credential.



