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PCT/IL98/00105 Data transmission system and components thereof FIELD OF THE
INVENTION The invention relates to data transmission systens in general and
to impact responsive access control systems in particular. 5 BACKGROUND OF
THE INVENTION In US Patent 4,197,524 to Salem, there is illustrated and
described a tap actuated lock for installing on a door's inside surface
which is opened when an access combination is tapped on its outside
surface. The taps are detected by an 10  impact sensitive device which
produces a sensible output in response to an impact A typical access
combination is a four-number code, for example, 4,3,2,5 which requires the
tapping of a first ser of four taps, a relatively long pause, the tapping
of a second set of three taps, a second relatively long pause, the tapping
of a third set of two taps, a third relatively long pause and finally the
tapping of a fourth and last set iS of five taps. Such a procedure takes a
relatively long time, in fact, anywhere between about 10 to 20 seconds and
renders the access combination relatively insecure. SUBMMARY OF THE
INVENIION 20             In accordance with the present invention, there is
provided a data transmission system suitable for use with an impact
iransmissive body and comprising:    (a) a data transmitting device having
a reciprocable impact impeller head for transmitting an encoded series of
discrete mechanical impacts to a first sumface 



of an impact traesmissive body, and (b) a data receiving device having an
impact sensitive transducer at a second s        surface of the impact
transmissive body substantially opposite to its first surface for pickin up
vibrations resultant of said series of impacts. A data trmission system of
the present invention is suitable for a wide range of both unidirectional
data transmission applications, for example, transmitting readings
constituting data from a sensor or a detector to data collection 10
equipment, transmitting control signals constituting data to actuable
components, for example, a solenoid, a motor, a valve and the like and
bidirectional data transmission applications. Thus, envisaged applications
include, but are not limited to, those in respect of which conventional
wired and remote control data transmion systems may be not convenient to
install or suitable to operate, for example, transmitting data I5
respectively through and across the walls of a sealed or pressurized
container or a reinforced concrete wall. In a data transmission system of
the present invention, data is preferably encoded as the time inervals
between consecutive impacts thereby defining an "average impact baud rate",
namely, the average number of impacts per second. 20   For example, in the
case of a solenoid driven impeller head whose minimum and maximum time
iitevals between consecutive impacts is 30 msec and 100 msec, respectively,
and the minimum time interval increment between consecutive impacts is
about 1 msec, there are 70 distinguishable intervals each of which can
represent an instruction code, a data reading, and the like. With such a
solenoid driven impeller 25   head, the average impact baud rate is about
20 impacts per second, however, it is envisaged an average impact baud rate
of a data transmission system of the present invention can be considerably
increased. A data transmission system of the present invention is
particularly 



suitable for mplementaton in access control applications, for example, to
open a 30   mortise lock, to open a bank safe, to obtain entry into a
computerized communication and control network e.g. at an automatic teller
machine (ATM) and the like. In such applications, a data transmitting
device effectively constitutes an    electronically controlled key for
typically impcting a single encoded series of impacts, namely, an access
combination. In these and other applications, an encoded series of impacts
includes, for example, a four interval access combination of 30, 45, 55 and
62 msec which can be transmitted in less than a quarter of a second and is
S   one of a total of 704 (ie. more than 25 million) combinations. BRIEF
DESCRIPION OF THE DRAWINGS For a better underting of the invention and to
show how the same may be carried out in practice, by way of non-limiting
examples, reference will now l0  be made to the accompanying drawings
inwhidc Fig. 1 is a schematic block diagram of a data tanmission system of
the present invention; Fig. 2 is a pictorial representation of an access
control system including an electronic mortise lock and a hand-held,
pen-like electronic key; 15            Figs. 3 and 4 are respectively a
cross sectional view and a block diagram of the electronic key of Figure 2;
Figs. 5 and 6 are graphical rpresentations of different types of encoded
series of discrete mechanical impacts; Figs. 7 and 8 are pictorial
representations of the electronic mortise lock 20   of Figure 2 and a data
trnsmitting device respectively activated by a touch keypad 



and a remote control Fig. 9 is a pictorial representation of an electronic
combination padlock and the hand-held, pen-like elecironic key of Figure 2;
Fig 10 is a cross sectional view of a data transmitting/receiving device;
25             Fig. 11 is a block diagram of a data transmission system of
the present invention for tansmitting data from a sensing means to a data
collection means; Fig. 12 is a block diagam of a data transmission system
of the present invention for tansmitting data from a control means to an
actuable component; and Fig. 13 is a block diagram of a data transmission
system of the present 30  invention for transmitting data between two data
processing systems.    DETAILED DESCRIPTION OF THE PREERRED EMBODIMSENTS
With reference now to the drawings, Figure 1 shows a data transmission
system 1 including an impact sensitive transducer 2 for sensing vibrations
resultant of impacts fom an impact impeller head 3 transmitted through an
impact s   transmisive body 4 interdisposed therebetween, the impact
sensitive transducer 2 being associated with a data receiving device 5 and
the impact impeller head 3 being associated with a data transmitting device
6. Turning now to Figure 2, there is shown an electronic mortise lock 7
including a data receiving device (not shown) coupled to a microphone 8
adapted for 10  intimate juxtaposition again the inside surface of a solid
door 9. The door may be opened by a hand-held, pen-like electronic key 10
constituting a data transmitting device. In operation, the microphone 8
picks up vibrations at the door's inside 



surface which are the result of the impacts against the door's outside
surface from the 15  electronic key 10. The vibnations are suitably
processed and then compared to an access combination for selectively
operating a motor or solenoid (not shown) to drive a dead bolt 11 between a
locking operative position and an unlocing operative position when the
encoded series of impacts matches the access combination. As shown in
Figures 3 and 4, the electronic key 10 includes a tubular 20   housing 13
with a closed rear end 13A and an open front end 13B from which extends a
tuullar leading portion 14A of an electromagnetic device 14, e.g. a
push-type solenoid, having a reciprocable pneumatic hammer type impeller
head 14B. Interdisposed between the rear end 13A and the push-type solenoid
14 is a battery 15 and a normally open spring biased switch 16 which is
closed on 25   depressing the tubular leading portion 14A at key 10 against
an impact receiving surface ie. a door. On closing the switch 16, power is
provided to electronic circuitry 17 including a controller 19 for
activating the solenoid 14 in accordance with aprmined code stored in a
memory 2. The key 10 is designed to impact an encoded series of
impulse-like, high 30  energy impacts as a function of the presence of
absence of impacts at a predebrmbined impact rate (see Figure 5) or time
intervals between consecutive impacts (see Figure 6). For example, Figure 5
shows an access combination    10100101 where 1 is representative of the
presence of an impact and 0 is representative of the absence of an impact
whilst Figure 6 shows an access combination 59, 31, 49, 51, and 70 msec
corresponding tote time intervals between consecutive impacts. 



s             Figure 7 shows the electronic mortise lock 7 opened by a data
transmitting device 21 including an impact impeller head activated by a
touch keypad. Figure 8 shows the electronic mortise lock 7 opened by a data
transmitting device 22 including an impact impeller device activated by
remote controL Figure 9 shows an electronic combination padlock 23 opened
by the electronic key 10. 10            For use in bidirectional data
transmitting systems, Figure 10 shows a data transmittng/receiving device
25 including a push-type solenoid 14 and a microphone 8, the former having
a reciprocable impeller head 14B for indirectly impacting against an impact
transmissive body 26 via an interior wall 27 of the device 15
Figure 11 shows a data transmission system 28 for transmitting data from a
sensing means 29 to a data collection means 31 via an impact impeller
device 3 and an impact sensitive transducer 2 disposed on opposite sides of
an impact transmissive body 30. Figure 12 shows a block diagram of a data
transmission system 33 for 20 transmitting data from a control means 34 to
an actable component 36 via an impact impeller device 3 and an impact
sensitive transducer 2 disposed on opposite sides of animpacttrasrissive
body 35. Figure 13 shows a data transmission system 37 for trnsmitting data
between a pair of data processing systems "A" and "B" 38 and 39 via a pair
of 25  tranitting/receiving devices 25 disposed on opposite sides of an
impact tansmissive body 40. While the invention has been described with
respect to a limited number of embodiments, it will be appreciated that
many variations, modifications and other 30  applications of the invention
may be made. For example, instead of a micrqphone, an impact sensitive
tranducer can be implemented by a piezoelectric device, and the 



like. Data transmission can be encrypted in accordance with conventiona
data    encryption standards. In addition, for example, in control access
applications where access combinations are necessarily matching, they can
be periodically updated using conventional algorithm based combination
generators hitherto incorporated in vehicle security systems, burglar
systems and the like. 5s    CLAMIS: 1.   A system comprising a
data-transmitting device and a data-receiving device, characterized in
that: the data-transmitting device comprises an electronically controlled s
clectromagnetic device with an impact impeller head which can reciprocate
so as to impact an impact transmissive body and transmit to said body a
series of impulse-like mechanical impacts, said data being encoded as time
intervals between consecutive impacts of said series; the data-receiving
device having an impact sensitive transducer for pickdng 10 up, from the
impact transmissive body, vibrations resulting from said series of
impulse-like mechanical impacts for subsequently decoding said data. 2.   A
system according to Claim 1, wherein said data is encoded by presence or
absence of impacts at a predetermined impact rate. 3.   A system according
to Claim 1 or 2, wherein said data-receiving device is 



15 responsive to an average impact baud rate of greater than 20 impacts per
second. 4.   A  system  according to any one of Claims I to 3, wherein said
data-transmitting device comprises a solenoid-driven impeller head for
transmitting said mechanical impacts to said body. 5.   A  system
according to any one of Claims 1 to 4, wherein said 20 data-transmitting
device forms part of a sensing means, said series of impacts encodes
information on a sensed parameter and said data-receiving device forms part
of a data-collection means for collecting the sensed information. 6.   A
system  according to any one of Claims 1 to 4, wherein said
data-transmitting device forms part of a control module, said series of
impacts 25 encodes control data and said data-receiving device is
associated with an actuatable component which is actuated upon receipt of
an actuation data transmitted by said control module.    10 7.   A  system
according to Claim  6, wherein said control module is an electronically
controlled key for impacting an encoded series of impacts encoding an.
access combination data and said actuatable component is an access
controller. S.   A system according to Claim 7, wherein said access
controller is a lock. 5 9.   A system according to any one of Claims I to
4, for transmitting data between two processing units, wherein the data
transmitting device is part of a first data processing unit and the data
transmitting device is part of a second processing unit, and wherein the
first data processing unit further comprises a data receiving device which
is identical to the said data receiving device and the second data 



10 processing device also comprises a data transmitter device which is
identical to the said data transmitter device. 10.   A  system  according
to any one of Claims 1 to 8. wherein said data-transmitting device is
configured to be hand-held. 11.   A system according to any one of Claims I
to 10, further comprising an. i5 integral user interface for activating the
series of impacts. 12.   A system according to any one of Claims 1 to 10,
further comprising a remote control for activating the series of impacts.
13.   A data transmitting device for communication with a data receiving
device, the data transmitting device comprising an impact impeller head
which can 20 reciprocate in a coded fashion so as to impact an impact
transmissive body and transmit to said body a series of impulse-like
mechanical im.pacts to be picked-up by an impact-sensitive transducer of
the data receiving device, the series of impacts encoding data to be
transmitted from the transmitting device to the receiving device, the data
being encoded as time intervals between consecutive impacts of the 25
series. 14.   A data transmitting device according to Claim 13, wherein
said data is encoded by presence or absence of impacts at a predetermined
impact rate. 15.   A data transmitting device according to Claim 13 or 14,
wherein said data is encoded at an impact baud rate of greater than 20
impacts per second.    15.   A data transmitting device according to Claim
13 or 14, wherein said data is encoded at an impact baud rate of greater
than 20 impacts per second. 16.   A data transmitting device according to
any one of Claims 13 to 15, 



comprising a solenoid-driven impeller head for transmitting said mechanical
s impacts to said body. 17.   A data transmitting device according to any
one of Claims 13 to .6, serving as an electronically controlled key,
wherein the series of impact encodes an access combination data. 18.   A
data transmitting device according to any one of Claims 13 to 17, being lo
configured to be hand-held. 19.   A data transmitting device according to
any one of Claims 13 to 18, comprising a user interface for activating said
series of impulses. 20.   A device according to any one of Claims 13 to 17,
further comprising a remote control for activating said series of impulses.
is 21.   A device according to any one of Claims 9-20 wherein said device
comprises said data receiving device. 22.   A method of data transmission
from a data-transmitting device to a data-receiving device, comprising: (a)
in the data-transninting device, encoding said data into a series of 20
impulse-like impacts, the encoding being carried out by means of an
electronically controlled electromagnetic device with an impact head which
can reciprocate so as to impact an impqact sensitive body and transmit to
said body the series of impulse-like mechanical impacts, die data being
encoded as time intervals between consecutive impacts of 25           said
series, and impacting said impacts onto the impact transmissive body; (b)
in the data receiving device, picking up, by means of an impact sensitive
transducer, from said body, vibrations resulting from said series of
impacts and decoding said data.  



12 23.   A method according to Claim 22, wherein the data is encoded into
presence or absence of impacts at a predetermined impact rate. 24.   A
method according to Claim 22 or 23, wherein the impacts have an average
baud rate of 20 impacts per second or more. s 25.   A method according to
any one of Claims 22 to 24, wherein the data-transmitting device forms part
of a sensing means, said data-receiving device forms part of a data
collection means and said series of impacts encodes information on a sensed
parameter. 26.   A method according to any one of Claims 22 to 24, wherein
the io data-transmitting device fonns part of a control module, said
data-receiving device is associated with an actuatable component, said
series of impacts encoding control data for actuation of said actuatable
component. 27.   A method according to Claim 26, wherein the control module
is an electronically controlled key, said actuatable component is an access
controller, and is said series of impacts encodes an access combination
data. 28.   A method according to any one of Claims 22 to 24, wherein said
data-transmission device and said data-receiving device are each associated
with a data processing system, and said series of impacts encodes data to
be transmitted from the data transmitting device in one data processing
system to the data 20 receiving device in another data processing system.


