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present invention; Fi gure 3 shows an
exanpl e table using a W identifier according to an
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present invention; Figure 5 shows a bl ock di agram of

a portion of an enbodi ment of the p esent invention;
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In some illustrative embodiments, the method may include ‘the act of
determining whether the individual health record includes any entries related to the new
entry. Preferably, any entries in the individual health record that are related to the entry
are assomated based on the determined SNOMED code.

According to another embodiment, the  invention provides a data
processing system with a messaging facility configured to receive a data element
indicative of a health related parameter for a patient. The system may include a
correlation module configured to determine a SNOMED code corresponding to the data
element. A PHR population engine may be operably associated with the correlation
module, such that the PHR population engine is configured to insert health related data
associated with the SNOMED code into a personal/md1v1dual health record associated
with the patient.

In some embodiments, the system may include an access management
" module configured to communicate with a client system. In some cases, the access
-management module could be configured to transmit a description of the health related

data to the client system. For example, the PHR population engine may associate more
than one synonymous description with the health related data. Embodiments are
contemplated in which some of the descriptions use medical terminology and others use
layman’s terms.

The system may include a filtering module in some embodiments.
Typically, the filtering module may be configured to determine whether the client
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SNOMED code con“esponding to the questionnaire data element may be
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a diagnosis data field for storing a plurality of diagnosis data elements representative of
medical diagnoses associated with a patient. For example, at least one diagnosis data
element may be derived from a payor diagnosis code based on a SNOMED code. A
procedure data field for storing a plurality of procedure data elements representative of
ﬁedical procedures associated with the patient may also be included in the data structure:
Preferabliy, at least one procedure data element is derived from a payor procedure code
based on 2 SNOMED code. In some cases, the data element may be manually entered.

In some embodiments, a diagnosis data element may be derived from an
ICD code. Embodiments are also contemplated in which a procedure data element may

be derived from a CPT code. Other embodiments are contemplated in which other health-

related information could be derived from other types of codes, such as
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According to another embodiment, the invention provides a method for

e patient.

selectively restricting access to a personal/individual health record. The method may
include assbciating an access list for each user capable of accessing a personal/individual
health record associated with a patlent such that the access list categorizes the individual
health record 1nt0 a restricted set of data elements and an accessible sct of data clements.

A request may be received from a user for a data element in the individual health record.

‘The method may include the act of determining whether the data element is in the
restricted set of data elements by reviewing an access list associated with the user. Ifthe
data element is in the restricted set of data elements, access to the data element will be
deniéd. However, if the data element is in the accessible set of data elements, the user

will be allowed to



15 "Sm th" and numerous persons with the nane."John
Smth." Al though the use of the MPI w ]l
differentiate the persons, the assignnment-of an MPI
to a patient may include other criteria that nmay be .
unique to a patient. In sonme enbodi nents, for
exanpl e, various other criteria, other than nane, my
be used to determ ne whether an entity has al ready
been assigned an MPlI, before an MPI is assigned. For
exanpl e, the PER 20 system 802 may deterni ne whet her
various data el enents already exist in the PER
acetas dbalse dACldedndr dnawgicgembglimentiyyRl predetetnsidech dishof possible
res@@éted sﬂgast Iﬁgy Bé’;(nte%te'd% a pRidrt 98 8SoesIRD AR be RALIATEponsive

|ty is determned to al ready exist,
- toﬁ%@’“l‘)ﬂ?@f%ﬁ’tﬂb‘?ﬁ‘ is applied to an existing PER
Gt her wi séccadingwo BHRthes eonbedinaait, ahel invemnew gvB¥idéssa method for

gel?zisfgtlr% gnd1v1%-£pﬁea\{\¥l quc%yd (fin Q?lcﬂstﬁgdésﬁ'gcf ﬁl%%ﬁlt]gﬁtﬁ%m ei(ac};/ source

speci q or act
is weewlchms@s ﬁ)gccrib‘/aﬂ tnﬁorﬁ@a@m avidkdx &, lrrfp@ﬁa@xmépmf@eSSWefﬂr the

coﬁﬁ;ﬂui t f if0srsloRd zﬁzeﬁf ﬁﬂttﬁusﬁa\@[(pﬁlﬁssh%fa%&ﬁﬁlﬂﬁldn%f data in the patient’s
ntifi rs a e n 0SS
indifg el oSyl oot B Odtie S0 ERaEr e AR e This

alléws thexsaphe,to kpsydi dxedssive halbusty of 6ms spnohmgcthrouglﬁ latgefdata to
fin %@ﬁ%ﬁ% 19&)?1?15&(&113 IEB?%%%PI\% a Hﬁ:@gﬁé"aﬁ&lﬁ@%f‘ ﬁl@’\g'{'rﬁﬁoﬁwﬁfncaﬂy

€ cross-referenced to
coltlw&déwnt% gfolmmg & Bpalint admigsion syeh W%WP gpssing reports,
voR@lih@®idt lab Bysu\h@ymﬂfnn@ﬁ&{ P@ﬁr@@ﬂw &heddlhﬁg MPltedtd aedVpratedures

h t t d
S PeesP RS JERTorbet et BrrReln Pbie b i e o B P
mayeiedess d‘ihwrtgapﬁrszeaatt pbihe MR Wolincludgoily pregsetectedtysaaf datp such
as %'E@ﬁﬁsm&nr}nﬁ&g‘%ﬂd ﬂ%ma@ EQANIdFRhA rg@ §umr{15ﬂﬁf aRd @fﬂ?ﬁa@ge plans, and

here ta on fifteen mlFi
surggop] re@ﬁrtpaalfi. RS S G AN SSRT S0 2ppgahy
restlid.| ected from vari ous sources to be aggegated into a

singe re ohﬂ}h@ eﬁlb]pdlﬁleﬁi '89't e RRInithd B %Hl eﬁoll)), (eisﬁmgtﬂod for

froma p

cenmatirgampiesondbndridusichauieh roderh Espeetiod dnfa/ ? bahiderthe act of
rec'e zf o dlaBfis JAR '&ss%@laielﬂ with B pafiést. PHbRtE, da%mdﬁmﬁehof an

t at ed ted th |
enwi‘aﬁtef %&vpsﬁ G grot ] o e Tsath e sy b AeSied e iepaver
claas damsi gnee tdnerly rmapvbe i igentd finter a fpersotdindBridltdh ehldwrecord
assg}é{la{eﬁ evaﬁﬁ’ %ﬁeeggt eg? 'Bgéeti' qur oén\’!mter\'\@itz{ e Iltl @Smypelmbodlments the

ler r a Sln que 1 ncj
deriepg HHaPs FaY | Iﬁd%%éle’éﬁﬁéoﬁ ﬁélma@’ celﬁep*mfewr@pl er@e@}tfér Rigtory, an

ouPaliont eRdRNRE Elsl@r)U:El‘ldCHalﬁ)spldﬂ ﬁ&ﬂnfslslaﬁs hisoryMBom 8 pafor dliaiins data.
could al so crosst ref t§ren E Ciln or ti on tO% th\%d % e'ﬁgod of
Cdent i f1 BFeidRE tpymalieh epoding, i Yoo REVIR 2 o

filtemmgnéata iV perSmal/indiyidudelmaith iresatd. ohhegoeihell ey picbide decgjying a

rec“f%ﬁ 'ﬁoﬁpgflmﬁIcgﬁgﬁ@sgﬁ’erffé%&éb%aﬁlﬁﬂﬁlcﬁ){ﬁ{eﬁm FeRord associated with

ceive | | ows i nf or

a P3HENSi HhOPSRE rasPRCiSH w& rﬂ?fnb"é‘ Efc pder @y, %&genaﬂ%ﬂ The

" dath et ihithd @dadoar Seatth ravosd whgtl elalbtoangpeeihen st the health care

pI‘OVIdSeF gle%lb%%% e‘i’mﬁleg airt %néonsé ﬂ) ugﬂbtﬂgh ﬁ{tcﬁre Igr Ad dAmy be

eused |nTorrra|on relate
presented wih peshdataplgmenie iy the mﬁl‘rlsifuﬂlrenber s. For exanpl e,
the presentation of information regarding the patient
and their famly could



be available in formats that assist both the health
care provider and the patient in inproving their
heal t h care. 20Fi gures 4A-4D shows a di agram of an
exanpl e rel ati onal dat abase which could be used as

t he PHR dat abase 200 in sone illustrative enbodi nents
It should be appreciated that the database structure
shown in Figure 4 is for purposes of exanple only,

but that a nultiplicity of%database structures could
be used for the PHR.database 200. 25The PHR system
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be egybedimerd of tho presat inveigkice: SOURCE METHOD OF
COLLECTI ON %4 RALIACIS Show/ Y SMRES dla@ratH 15N \6 alRioR Bflone
15  embodiment of a system and method according to the present invention; 7
| " Tigure 5 shows a biock dlagam §f a portion of an embodiment of the
present invention; '
. . Figure 6 shows an example window in which access copirol for the
mdividual heaitb record may be established;
20 o Fignre 7 shows an ex@ple window denying permission to access a
. portion of the individual health record; |
| Figure 8 shows an examg;ls window in which 2 user may override a
' restriciion to a parsoﬁalfindi\fidual héaith record; _
_ | Figure 9 shows an sxample andit report that may be generated by the
25  system acéording to an embodiment of the present invention; and
Figure 10 shows a flow chart which illustrates an embodiment of a
system aﬁd method for populating a personal/individual health record with data.

DETATLED DESCRIPTION OF THE DRAWINGS

30 . While the concepis of the present disclosure are susceptible 1o various
modifications and alternative forms, specific exemplary embodiments thereof have -
‘heen shown by {vay of example in the drawings and will herein be described in detail.

- It should be understood, however, that there is no intent to limit the concepts of the



surveys. Regular entries pertaining to managenent of
their conditions, such as hone blood glucose |evels,
airway test results, etc., to track the progress of.
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enter information, such as over the counter drugs,

i mmuni zations and allergies, into their PER directly
by connecting to the PER _ system 2. Health Plans
Directly coIIecting the ¢i%ims data fromthe claim

proces st.ens_.on r
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' tehr f;:c?v%:?t?on may talcna’rgu R8s Q’l a%ﬁ?ely sofiware ernbodiment of an
embodiment combiming hardware and software aspecis. Furthermore, embodiments
bf the invention may take the form ofa computer program product on a computer-
readable storage meditmm haﬁng cemputer—zu'eadable program code embodied in the
stbrage mediom. Any suitable storage medium may be utilized including read-oniy
mernory (“ROM™), RAM, DRAM, SDRAM, hard disks, CD-ROMs, DVD-ROMs,
any optical storage device, and any magnefic storage dﬂvzce

' Figure 1 shows a health care data sys‘zem 1001 in accordance With ons

{llustrative embodiment that may be used to build, access, anaiyze, and/or update a
Personal Health Record, also described as an Rlectronic Health Record or h}dividﬁal
Health Record (hereafter the terms “PHR” and “EHR” and “THR” are intended to
vonvey the same meaning). As shown, the health care data systera 100 includesa
personal health record system 102 (“PHR Sys’cwﬂm’;) that is configured to provide

access to individual health records via a network 104 fo one or mare client systems or

users 106. The PHR system 102 may take the form of hardware, software, Of Toay
combine aspects of hardwars and software. Alﬂlough the PHR system 102 is

: opemtio;;a of the PHIR systern 102 may be distributed among a plurality of computing
devices. For example, it should be appreciated that x_rarifms subsystems {or portions of
subsysiems) of the PHR system 102 may oper_ate on different computing devices. In
some sucﬁ embodiments, the various subsystems of the PHR systemn 1oi may
comramicate over the network 104. & '

The network 104 may be any type of commumication scheme that
allows computing devices to share and/or transfer data. For exampls, the network 104
may incinde fiber optic, wired, and/or wireless comnmunication capability in any of 2
phurality of protocols, such as TCP/IP, Ethetnet, WAP, IFEE 802.11, or any other
protocol. Timbodiments are contemplated in which the PHR systerr 102 may be
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From the I magi ng Center Systems using Universal (EL?)
or custom zed interfaces. 6. Fr eest andi ng Qut pati ent
Facilities - Fromthe EMR of the facility using

Uni versal or custom zed interfaces. 7. Hospitals

I nformation inported fromthel respective EMR s of

t he hospital using Universal I nterfaces (such as
HL7) O custom zed interyaces 8. Physicians a.
From the cl ai ns subnitte& to the payers b. direct

00l J-08 DRI GSh Phnatel PHSlicliRidshEoritERudh as the Internet. In such
embodiments, any data transmitted over the shared public infrastructure 15 preferably
encrypted, such as by using & public key infrastructure (“PKI7) cerfificats and/or

secure sockets layer (“SSL7). In some exemplary embodiments, a virtual private

network ("VPN") may be used. Those skilled in the art showuid appreciate that vartous
other security measures could be employved in relation té frapsmitiing data over the
network 104. |

' The client systams (or users) 106 may be any form of computing
davzcas that can receive and send digital signals. By way of f example, the chient
systems 106 may include personal computers (PCs", tablet computers, notebook
coraputers, servers, personat digital assistants {“PDAs”), or cellular phones. The
client systern 106 shown in Figure 1 include labels indicative of typical users of the

. PHR system 102. For example, embodiments are contemplated in whick patients,

hospitals employers, physicians, billing offices, healthcare providers and/or
healthcare practices may access the PHR systemn 102. Flowever, the client system’s
labels shown in Figure 1 are provided solely for purposes of example, but are not
rim'ended to Kmit the tvpe of users or quuire particular users to connect to the PHR.
system 10.

_ Figure 2 shows an example embodmaent of the PHR system 102, In '
the embodiment shown, the PHR system 102 includes a PHE. database 200, a PHR
population engine 202, a security module 204, a security database 206, a corrsiation
module 208, & correlation table 210, a data analysis module 212, messaging facility
214, an acoess management module 216, and & filtering module 218. Embodiments
are also contemplated in wiich one or mere of these subsystamé of the PHR system
102 are optional, but may merely be “mice to have” depending upon the exigencies of
a partionlar situation. For cxemple, the data analysis module 212 may be opiional in
some embodiments. By way of another exampl the filtering module 218 may be
optional in some embodiments. As shown, the PHR systemi 102 has access to payor
claims data 220 and health related data 222. Tn some embodiments, the payor claims
data 220 and the health related daia 222 may be accessible to the PHR system 102 via
fne network 104 from the client systems 106. |

The PER database 200 may be structured to store various data relating
1o the health care of palients, including individual health records. Preferably, the PHR
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Enbodi nents are contenplated in which the PHR

popul ation engi ne 202 may "pull" data from vari ous
sources. |In.sone enbodi nents, for exanple, a "flag"
or other notification could be sent to the PHR

popul ati on engi ne 202 that health -15- related data
is ready to be updated. It should al so be appreciated
that various health rel atged organizations could
"push” data to the PER popul-ation engi ne 202. For
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contegglated i n which proganm cal requests for

p&FtEHhs of the PHR may be deni ed based on

per m ssi oNSrHRAISMCHAH 8 udbt tscbfie dRERorapatidtisgdifreditings,
bel ow with respect to_the securit dul e 20
and/or act as a key when reguesting health record dg‘ra,r%gr examplze—. 'All'ha MPT couid

also create & cross reference fo identifiers already being used across differsnt

C

information systems of various health organizations. For example, hospitals, lab
systems, provider offices, pharmacy benefits managers, health plans and/or other
systems may be cross-referenced to the MPL, thereby tying ali relovant data to an
apprépriatﬁ: patient. By way of another example, the MP1 allows a central patient
search that would allow users to find patients across raultiple, massive and discrete

health related organizations without requiring a national ID number. In some



Preferably, the nessaging facility 214 is configured
to handl e nessages in a variety of different formats,
bot h standardi zed formats, and custom 30 formats. The
nmessage formats described herein are provided nerely
for purpogses of exanple; however, it should be
appreci ated that the nessaging facility 214 is not
limted to the formats specifically described herein.
By way of exanple, the messaging facility 214 may be
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database 200. _

25 The PHR system 102 may melude a PHR population engine 202 to
pcpulate end/or. update the PHRs in the PHR database 200. The PHR popuiation
engmc 202 may collect data from & wids vaniety of sonrces, such as medical claims,
pharmacy claims, orders and resuits from laboratory systems, admission summaries,
op report and discharge summaries from custom and standard hospital interfaces, and

30  manually entered information from surveys, health risk assessments and direct entry.

 In some cases, manually entered data may be mputted by the patients theméelves or
representative from health plans, provider offices, hospitals, sic. By populatimg the
PHRs from a variety of sources, the PHRs would not be Himited to the data available



For exanpl e, each participating entity may be issued
a Public Key Infrastructure ("PKI") certificate that
will allow verification that only authentic nessages
are passed 25 to the PER system 102. The nessages may
be sent on a real-tinme baths from sonme organi zati ons,
typically hospitals and | aboratories, but may be sent
on a periodic basis fromother organi zati ons, such as
heal th i nsurance plans and4PBMs. | n sone enbodi nents,
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: : a periodic (e.5., daily basis) or real
tirne basis, Deniving the data to
obtain clinical information. This
tnformation may also be entered
directly into PHRs by persons
agsociated with the health plans, such
: as case and disease managers.
3, Pharmacy Benefits Manager ("PBM”) Elecironic taps or dizect access m
‘ ) obtain daia relating to prescriptions.
4, Labs From the ab systems using Universal
interfaces {e.g. HL7) or customized
. interfaces.
5. Imaging Centers From the Imaging Center Systems
) using Universal (HL7) or customized
: - 1 interfaces.
6. Freestanding Ouipatient Facilities | From the EMR of the facility using
Universal or customized inferfaces.
7. Hospitals o Information imported from the
respective EMR’s of the hospital
using Universa! Interfaces (such as
HIL7) or customized interfaces.
] 8. Physicians a. From the claims submitied to the
o | payers
b. direct online notes or mput to the
PHE
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Embodiments are conternplated in which the PHR population engine
202 may "pull”‘ data from various sources. In some embodiments, for example, a

“flag” or other notification could be sent to the PHR population engine 202 tat health
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di abetics; col onoscopy for adults; PSA tests for

mal es; etc. Visits to primary care doctor. Dates,
duration, frequency, main 15 diagnosis at each visit,
medi cation prescribed follow ng each visit, tests
ordered with each visit, changes of nedication as a
result of each visit, changes in the frequency of
visits to the PCP, changrﬁﬁ'diagnoses fol |l ow ng
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c a&eﬂ@d)ﬂ/ﬁ‘l'reai ﬁﬁzb’d‘i}aﬁgn obesm fred towtidoss noboesgiserlly mean
B B S0 BT R o
r eme BERdatabase 200 w1th new information befors the information wounld bﬂ needed

by a health care provider. For example, consider a patient that is referred to a
speciatist based om & visit with his/her primary care physician. In fhis example, the
PHR population engine 202 would be considered to update the patient’s PHR on a
“reql time” basis if the PHR is updated with information from the visit with the
primary cars physician prior to the visit with the specjatist, whether the appointment
with the specialist is scheduled fhe same day as the visit to the primary cars physician,

. thenext day. a We:ek later, efc.

' ' In some embodiments, the PHR system 102 may inchude 2 messaging
facitity 214 to interact with the PHR population engine 202 in handling messages that
ave yeceived from varous sources, such ag client systems 106. In some cases, the
messaging facility 214 may also generate response messages for client systems 106
that can programmically Tequest an electronic copy of the PYIR. Embadiments are
conternplated in which pfogrammicai requests for portions oi" the PHR may be dented
based on permissions associated with the PHR, as described bslow wity respect to the
security module 204.

Preferably, the messaging facility 214 is configured to handle
messagesin vaﬁety of different formai:s, both standerdized formats, and custom
formats. The message formats described herein are provided merely for purposes of
exarnple; however, it should be appreciated that the messaging facility 214 is not
Jimited to the formats specifically described herein. By way of example, the
messaging facility 214 may be capable of handling messages in HL.7v2.4 and
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-18- O -patient surgery - date of surgery,
type of surgery, diagnoses for surgery, nane of
surgeon, name of anesthesi ol ogi st, conplications.
Hospi tal.i zati ons foll ow ng out-patient surgeries.
Physi cal therapy - dates, duration referring
physi ci an and di agnosis. Qut-patient or in-patient
drug rehabilitation treatpent - dates, treating
physi ci ans, di sposes and‘?%IIOMIup visits. Medication

a Lated or linked wih th ' - , related
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The messaging facility 214 may also inciude support for NCPDP 5.1

format. This standard for passing prescription and medication imformation between
entitics was defined by the National Council for Prescription Diug Programs
organization, and has been adopted by HIPAA as a pharmacy batch standard. While
this message could be sourced from many locations, it would most Iﬂ{eiy be delivered
from a Pharmeacy Benefits Manager (“PBM). The PEM may be within a health
insurance plan, or operate as an individual entity, for example.
© In some ernbodiments, fhe messaging facility 214 may receive
messages OVer a secure connection fo a web service. In some embodiments, the
inessaging facility 214 may include a certification mechamism to ensure fhat the
organization is eligible to submit and request information from the PHR systern 102,
For example, each participating entity may be issued 2 Public Key Infrastructure
(“?Iﬁ”} certificate that wili allow verification that only authentic messages are passed
to the PHR system 102. The massages may be sont on a real-time basis from some
organizations, typically hospitals and laboratories, but may be sent on a periodic basis
from other orgamizations, such as health insufance plans and PEMs. |
Tn soms embodiments, the PHR population engins 202 may bave

access to payor claims data 220, The term “payor claims data”™ is intended to be
broadly interpreied to include zuy patient related data associated with the payment of
health related services. Typically, payor claims data 220 may be available from (or
sent fo) health insurance plans and/or govemmental bodies or other entities that pay

for health related services. For eiaxﬁple, the payor claims data 220 may include, but
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20Tests - lab tests, biopsies, surgical specinen
exam imaging tests and other tests with the dates
and di agnoses and nanes of referring physicians and
reporti-ng physicians. Treat ment days in
regul ar units Treatnment days in intensive care. Post
Hospitalizati on Managenent: ECF, NH, physica

t hei apy, at-75 hone nurse _visits, and infusion

t herapy. Medication folldﬂkng di scharge. Ongoi ng
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atsladrhd Gt BPpe@ovicaideysi bl e t hat transacti onal
informatio such .as or clainms data 220, woul d
provi de negﬁ?ﬁﬁﬁgFHW%ﬁﬁ%al or clinical informtion
for inclusigg.in a PHR However, payer clains data
220 creates_a type of virtual nedical record. Every

cl ai m whi ch°®s processed typical |y includes, in
addi ti on t oOGyaichGhsodemdgrtaphi ¢ | nf or mati on,

procedur al 9f vig&t. 8ges'and di agnosti c codes. Payor
cl ai ms -dat a’ 758" gﬂﬁén rally nore conprehensive
rel ating t oMideoernpliountrersobetiveg ermikaoraidr Eptedcsand

Y e A
provi ders siifietogprineat take qoian Pors, duher. Fagisryy. WPl
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each visit, changes of medication as a result of each visit, changes i the frequency of
visits fo the PCP, changing diagnoses following visits. ,
Referrals or orders for lab tests and tmaging tests with the diagnosis
justifying the tests. Subsequent visit history to specialists, farther tests and
admissions to hospitals,
- Referrals and visits to speciélists. Diagnoses by specialists, lab tests
and imaging tests ordered by spectalists and diagnoses justifying tests. '
Medications prescribed by specialisis, with diagnoses. Droration of
medication, ,
Miuritiple same-condition specialists, or physicians for the same
diagnoses. '
Medication to medication alerts generaied. Medication-clinical
condition adverse reaction alerts generated. ,
' Psychotherapy/Psychiatric Therapy — dates, name of caregiver,
diagnoses, medication.
Hospital Cutpatient Encounter History
A Tests done at the owt patient facility - dates, tests and diagnoses. Any

Tepeats?



10 individual Using the electronic nedical records of
the individual providers to assenble a MR woul d, at
best, be nuch nore difficult, and would |ikely result
in arecord that is lacking in a full list of ,
encounters, especially providers whose access was not
provi ded for whatever reason. Another advantage to
usi ng the payor clains data 220 is that this data is
rel atively precise and ortferly when conpared to other
data 15 sources in the health care industry. The
payor cl ai rreUtRaeR: 99eFTHT 48° B@%ﬁ%&’f’%\‘*gﬁﬂﬁ%i’ fHegnairi %oh
| St el of sBIR OB RRE kesiBEGAREA] ddepBRgiopopUl at i ng
the data, and prioritizing the manner. in which
extract ed darsaigigigpsliayRyg ourrlsHrErs, t he payor

clai ms dat appd40a1 WRELG - Reks, Bﬁﬁﬁo&&&bﬂig@&frﬂiﬂﬁm froiaghbiss.
creators/ keepers of the data. For_exanple, the use
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coordi nati on of the hospital. Pref erably,
t HeespByBPice| ai ms data 220 is "notmalized" or placed
into a stanggkd d-Rrarayishy. EusepaiathS06asSSsicitNnames of
such _process is_the connect(tm process avail abl e,
f g o ELgRE81281%%he present application. This
10 process is geschbRedhdspiidib & phbadi@itefARR st 60m urgent
Serial No. 10/381, 158 entitled "System for
vk pdosiicss PReibeh R EBRFEPITIY on March
21, 2003 angmbhigicednglitd eaghefioh - 8ftesPamber of times called in a
International Application No, PCT/US01/42618 filed on
QoPEbeltigy disgrgeet, TeEan 19nderedingE appl i cations are
her eby exprgssli AdtRiperated into this application
by this reference thereto Al though sgecé&%@g%; %E%iﬂ
L5 payor from NHBHRTRE Byt & B CHaPae P neFmng
- 1 "8, RBN0snIGhRh i Hakhaad 20ty obRicaRde. L.easli |y :
utilized by_the remainder of 30 the PER system 102 .
than "raw' H8bEmaUH FRDFEFIIBI VP PHERCCIALS T SRICAISY
| OF GARZASEOR Sthem - Bre shiH® 6P 83AMN A @in T dataist2 Qe Hagnoses
exanpl g, the health related data 222 may be coll ected’
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20 exanpl e, t hessheakt M,@L%&@Q sthatcal sA2elm BPdkanEhdgHe tests and
clinical data obtained ron1¥arioug ?ntities,.sucg as
I R T i BTeS RGP E G B OO SR F G o8
S UfB@iy, tigs. I n addition, the health related 5
infornn%?%ﬁi40 could be gEtaine%?fron18§%sicians -
andl or phys FEREGERYT Bagguar untts. Treamgr Ggys ppintensive care,
enbodi Ment Spost BbspRXRAPhEMah vt 0 uak STHBhyHE:] @8R4, 400

conpl ete questionnaires at the tinme of enroll nent
25 | hBReaE AISEH 2P BFS082HPYsone | ater time when a PHR

i s being dexgheard foifhend @bdhewtng is an illustrative
exanpl e of infornatiﬁh col lected for a PHR using
quest i onnai PEERAWERETIRS: Frff8r mat i on Race. Wi ght .

Readmission and readmission diagnoses aud dates, dates of admission
and discharge, treating physicians and their specialists and the time they spent with
30  the patients iz the hospital. '
It should be appreciated that the above Hst is provided for purposes of
example only, but that additional information may be obtained from the pavor clamms
date 220. : ; |
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Change in Weight. Height 15Bl ood- Pressure. Hi story

of di abetes, asthma, stroke, heart attack and ot her

conditions. Hi story of Accident: autonobile,

not orcycl e, bhicycle and work- related. History of

potentially dangerous hobbies. 20Fam |y history of

overwei ght, high bl ood pressure, diabetes, heart

di sease, cancer. Lifestyle factors: snoki ng, al cohol,

drugs, exercise and sport¥ Visits to various

countries where a disease c be contract ed
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Payor claims data 220 is generally more comprehensive relating o the epcoumters

between the patients and different as well as diverse providers than the electronic
medical records kept by mdividual providers since a health plan (or other payor) will
generally receive claims from all or most of the significant care providers for an '
individual. Using the electronic medical records of the individual providers to
assemble a PHR would, at best, be much more difficuit, and would hkely resuliina
record thatf is lacking in a furll list of encounters, especiéﬂy providers whose acceés
was not provided for whatever reason. Another advantage to using the payor claims
data 220 is that this data is relatively precise and orderly when compared to other dﬁta
sources in the health care industry. The payor claims data 220 also provides a
structure which is useful in méihodicalfty organizing and popuiating the data, and -
prioritizing the manner in which extracted data is displayed. In addition, the payor
claims data 220 would not need coordination from the creators/keepers of the datz.
For example, the use of payor claims data 220 to add information about the hospital
admission of a paiient would not need the coordination of th'= hospital.

Prefﬂrabiy the payor claims data 220 is “nomalized” or placad nto a
standard format by a separate process. One such process is the connecr™ process
available from the assignee of the present application. This process is described in
U.S. Patent Application Serial No. 10/381,1358 entitled “System for Cdnﬁﬂunicatioﬁ
of Health Care Data” filed on March 21, 2003 and claiming the benefit of PCT
Intermnational Application No. PCTATS01/42618 filed on October 11,-2001. Both U.S.
and PC’I‘ applications are hersby expressly incorporated into this application by this
reference thereto. Although specific to the payor from whom the payor claims data 1s
obtained, the payor claims data 220 may be more readﬂ}f utilized by the remainder of
the PHR system 102 than “raw” data available from various health related
organizations.

In the embodiment shown, the PHR population engine 202 has access
to other health related data 222, which could be used to supplement and/or enhance



-21- questionnaires. I n sone enbodi nents,
the health related data 222 may i nclude clinical data
from hospitals, labs, imaging centers, outpatient
surgery centers, ‘and/or simlar entities, In sone
cases, the clinical data may be extracted using a
standard consat. 5 For exanple, this information is
generally available in electronic formin Health
Level Seven ("HL7) format2@nd can be efficiently
extracted through the use of interfaces designed for
c amm&aim Jatwi 2 Fohpremplsy e bealtprateddandi-prdeiopliected
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col | ect ed ron1the hea
rah@nsdmdaﬂﬁmﬁﬂﬁxaﬂﬁﬂhﬁ%ﬁ%%ﬂﬁﬁmﬁWﬁ?%3|on hi story and

physi cal ex Lhpatient discharge sunmary.
Selected | a res%ﬁggmggge during the hospital stay

(some of theaskest results may be irrelevant for

conti nui ng GAl ;and may just add to the clutter).

| magi ng test résults. 20Pat hol ogy reports, including
reports of Ghamgsie®eighedi cations admi nistered to the

patient. Height.
Blood Pressure.
History of diabetes, asthma, stroke, heart attack and other conditions.
History of Accident: amtomobile, motorcyele, biéycie and work-
related.
History of potentially dangerons hobbies. '
Family history of overweight, high blood pressure, diabetes, heart
disease, cancer.
' Lffestyle factors: smoking, alcohol, drugs, exercise and sports.
Visits to various countries where a disease could be contracted.
Any other history information that can be obtziined by changing the
questions and adding further questions. ‘
' Outpatient History
Vaccination history.
Mazﬁmography in women: retinal examinations for diabetics _
colonoscopy for adulis; PSA tests for males; ste.
| Medications prescribed by specialists, with diagnoses. Duration of
‘medication. - _
It should be appreciaied that the above list is provided for purposes of
exampls only, but that additional information may be obtained from patient
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Any ot her information which is considered rel evant
for continuing care. It should be
appreci ated that the above list is provided for

pur poses of 25 exanple only, but that additional
clinical information may be obtained from various
entities. The manner in which such
clinical information may be accessed will depend on
the state of record keept®dg in each individua
entity. In hospitals having relatively nodem
ekesstigroriiee: medi cal record systens that use the HL7
foi mat, f ok, 30 LRt the BAGM | MhrkBiatehatiyelchde aliical

to gather the desired clinical information frqg1the
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systens, or in those using different data
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third parties. Adm'ssion history and physica
exani nat i orfpaigriiisEHIER GBSy Vel RFPEAiel be
accessed th£&ggﬁhﬁ§ﬁgéggﬁﬁﬁﬁQn centers. This 10

approach ma e used with [abs, imaging centers
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5, Ich are HL7 conpatible,” facilitating the
gat heri ng ofuegeigéssarsulisnf or mati on. As di scussed

above, homey Eﬂééygﬁgﬁéﬂ%ymgggggﬁmqgui sike used to

gather the inforfration if not in HL7 format. 15The
heal th rel atfedicwtipnaadmpisiggeg 19 He PEEEY | nf or mat i on

gathered fr 81 osiher information which is considered relevant for continuing
care. '
o Ti should be appreciatsd that the above list is provided for purposes of
example only, but that additional clinical mformation may be obtained from various
- entifies. '

" The marmer in which such clinicel information may be accessed will
depend on the st‘ate“ of feoord iteeping in each individual entity. In hospitals having
relatively modern electronic medic‘al record systeras that use the HL7 format, for
example, it shouid be relatively easy to gather the desired clinical information from
the electronic medical record ("EMR”) of sacﬁ patient for each encounmter. In
héspitals without comprehensive EMR systems, or in: those using different date
formats, the information gathering may still take place, albeit through individoally



physi ci ans and/ or physician offices. There are

t housands of physician-run clinical software systens

in existence, with nore variety and | ess standard

ration in record keeping than is the case with the

ot her sources di scussed above. One approach to

obtai ning informati on from physicians is to recogni ze

what information is not 20avail able from payor cl ains

data, questionnaire data-@nd clinical data, and then
focusing on obtaining that infornmation ca
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physician offices. anmp}as of such tests include HKG's, cardiac siress tests,

echocardiogram tests, EBG’s, EMG's, nerve conduction studies, and ultrasound tests

dons in physician offices. One possible approach to facilitate and incentivize

2
SLh

physmans to provide fhis information to assist in building a panenf’s PHR is to ask or
require providers to supply the information fo 2 PHR portal. In some sases, for
example, the supply of such information couid be 2 condifion for payment in
conmection with the subject tests.
30 Tn some embodiments, the PHR population éngins 202 may inferact
- with the correlation module 208 to correlate health related data 222 and/or payor
claims data 220 with 5 heatth care concept in an arrangement of health care coneepts.

Preferably, the correlation module 208 encodes the health related data 222 and/or
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10SNOVED is a division of the College of Anerican

Pat hol ogi sts ("CAP"). SNOMVED Cinical Terms ("SNOVED .
CT") is a scientifically-validated, clinical health
care term nology and infrastructure Health data can

be captured, shared and aggregated in a consi stent
manner by the SNOVED CT term nol ogy. The term nol ogy
currently contains over 350,000 hierarchically
specified health care 15emAacepts, each wi th unique

meani ngs and | ogi c- based definitions. Addltlon%!]M,
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example snovm, the payor claims data 220 is the ICD9 code 0£250.00. The

correlation module 208 could correlate this ICD9 code mto the diabstés concept. The
PHR populaﬁon engine 202 may incinde ﬂle SNOMED code asgociated with the
dmbetes concspt into the diagnosis feld of the PHR for Ann Smith. Other health
entries in the PHR relating to diabetes counld be assoctated with this entry m the PHR,
regardiess of the format or mechanism from which the information is denived,
whether frorn an ICD code, a CPT code, 2 NDC pumber or manually entered data.
Physicizms, patients and others could then categorize information related to speciﬁc

health concepts using the SNOMED codes, including visits, iliness/conditions,



5 be organi zed, stored, viewed, and nanaged by all
interested parties in health care transactions. The

. PER system 102 may i nclude an access managenent
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nodul e 216. The access managenent .nodul e may provi de
an interface to the PER system 102 for client systens
106, to enhance and/or supplenent the access provided
by the 10 nmessaging facility 214. In sone

enbodi nents, for exanpl &% the access managenent

nmodul e 216 may' provi de a web-base ort.al ACRESS
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I'n’some circunst ances,
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rconfl gured to determ ne whether. rec
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such as over the couriter medications, allergies, immumizations, ete. The patient could
also view his/hier PHR using the R0COSS maiaagement module 216. For example, the
patient couid view & diagnosis, Izboratory results and other information in his/hex
PHR via the web-based portum (or other connection). In some cireumstances, the
tirhing of pauent access 1o certain records in the PHR may be controliec. Fer
example, 2 physm1an may not want a patient to view the 1ab results uril the physician

- has reviswed the 1ab results. Agcordingy, in sotme embodnnenm the access
management module 216 may be configured to determine whether records in the PHR
have been re?ieased” for patient acoess. If not, the access management module 216
wouid not aﬂoﬁf the patient (o view any “unreleased” entries, but only. allow access to
“reieaséd” records. ' | 7

I sorme embodiments, the access management moduie 216 may
ixxterac‘:;‘ with é security module 204 thaf resivicts access 0 PHRs in the PHR databass
200. For example, some providers may 1ot be granted access to portions of the
patient’s PHR that may be considered sensitive. Whenever a User 20068508 3 patient’s |
PHR, the security module 204 may evainate whether permission has been granied 10
that nser Sc; that only the information contained mn the PHR to which that user has
been granted permission will be displayed. The use of the security modnie 204 m this



In some enbodi nents, the access managenent nodul e.
216 may interact with a security nodul e 204 that
restricts access to PHRs in the PER dat abase 200. For
exanpl e, sonme providers may not be granted access to
-portions of the 30 patient's PER that may be

- consi dered sensitive. \Wenever a user accesses a
patient's PER, the security nodul e 204 may eval uate
whet her perm ssion has bé&n granted to that user so

that only the information contained, in t PRt
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Fmbodiments are also contemplated in which the security module 204

may Testrict access based on functional areas of a PHR. By way of example, function
30  areas of a PHR may include summary, health risk assessmernt, health cﬂendm,

medical histéry, medication profile, visit summary, health event record, illness and -

conditions, ry plan for health, account summary, benefits and eligibility, change

PCP. claims, member information, referrals and authorizations, PErmissIons.



enbodi nents, the correlation of payor clains data
and/or health related data into 25 SNOVED codes, as
descri bed herein, nay be used to categorize the PER
into protected ciagses for restricting access to the
PER For exanple, each SNOVED code related to HV
coul d be associated with the HV protected cl ass.
Enbodi nents are al so contenplated in which the
security nodule 204 may r®strict access based on
functional areas of a PER By way of exanple,
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igngl e c e Fi gure 6 shows an exanpl e
interface th:akenm dnonasinEnpaddfeditactess Nkt st Famerss t o
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* In this manner, & reasonsbie level of access rights based o the pauem could be
established, even before the patient customizes the access rights as d:zscussn_ed above.

Embodirments are contemplated n which the security module 204 may

30  include role-based security. In such embodiments, fhe users may be assigned arole to

define the portions of the PHRs to which the user has access. Thus eliminates the
need 1o establish security access levels separately for each user. For example, cach
role may include a security profile defined by the organization that the data that would



20 revoked Doctor Allbetter's access to all protected
data cl asses, except information related to nental
health. In addition, the patient has revoked Dr.

Al'l better's access to all functional areas.

In some enbodi nents, default access rights-to a PHR
may be established. For exanple, a payor may define
default access rights for each of its 25 nmenbers.
Enbodi ments are contenpl aggd in which the default :
access rights could be based on various factors, such
asbd katdlong hisp pf getideexaralehatidldncermarbetotedias by the
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The security module 204 may create an audit trafl regarding access 1o a

patient’s PHR. For exampls, the audit may include when permissiorn was granted,

25  who was gramied permission, who recorded the granting of the permission and what
permissions were granted. In some embodiments, the security moduls 204 may audit
whenever a user accesses 2 patient’s PHR. For example, the audit may include when
a patient’s PHZR is accessed, who accessed a patient’s PHR and what portions of the
PHR Wére accessed. In some embodiments, the andit and permission data may be

30  stored in the security database 206 and/or in the PHR database and/or other siorage
iocation. '

Figure 9 shows an exarmple audit report based on information gathered

by the security module 204. In this example report, the user “Doctor Albetter” has



10

15

20

25

30

15exanpl e, but that nunerous different types of user
interfaces could be used to allow a restriction to be
overridden. In some enbodi ments, the user nay be
required to provide a reason for overriding a
restriction. For exanple, as shown in the
illustrative enbodinent in Figure 8, the user may be
allowed to select froma |ist of possible reasons for
20 overriding the restricion and/or manually enter a

reason. This reason, . er infor N
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compare the results of Surgery versus medical reatment. By way of another exampie,
the data anabysis module 212 could analyze surveys m the PHR daiabase 200
regarding the effectivencss of treauncn&ts dmigs, etc.
Tn embodiments in which SNOMED encoding is used, as described
herein, the data analysis module 212 could nse SNOMED codes as a mechanism to fie
 events together, to identify patterns or relationships. For example, the use of
SNOMED codes in the PHR database 200 aids in outcomss measurements because
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episodes of care, as well as each clinical event from the various data sources, ars



.10l n some enbodi nents, the PER system 102 may

i ncl ude a data anal ysis nodul e 212. The data anal ysis

nodul e 212 could be configured to identify patterns
~or-relationships in data contained in the PER

dat abase 200 for a single patient or across multiple

patients. For exanple, the data anal ysis nodule 212
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be associated with a specialty code, such as an X132 code, based on the specialty of the
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the resolution of data that is viewed hy a user. By
"resolution” it is neant that the filtering nodule
218 may filter the patient data to provide either a
hi gher | evel view or a |ower |level view of data in a
PER For exanple, consider data in a PER related to
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configured to provide a higher 15l evel view, the
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This operation is represented by process block 1004. Following this step, the PHR
system 102 may retrieve the SNOMED code associated with the diagnosis code. This
operation is represented by process block 1006,

Next, as jilustrated by process block 1008, a health issue record |
associated with the SNOMED code may be retrieved. The PHR system 102 may then
determine, in decision operation: 1010, whether the subject information is already
described in an existing user record. If so, the PHR system 102 updates the data, 28
shown in operation 1012 if not, the PHR system 102 adds this information to the
user’s PHR, as ifiustrated by process block 1014. Ifnot, the PHR system 102



5addi ti onal patient data that may not be associ ated
with his/her specialty. Enbodi nents are
contenpl ated in which various synonyns nmay be

associ ated with each nedi cal concept in the PER For
exanpl e, each PER in the PER database 200 may i ncl ude
synonyns or synonynous descriptions for one or nore.
entries in the PER that describe the sane nedica
concept, such as a condﬁ%fon, 10 procedure, etc.,

usi ng varying tern.ngl e | jsteri ng nodul e 218.
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S yosf la%ror}é%o% organization) other than payor claims data 220. Process block 1038
tepresents the opsraﬁon of determining the lab order apd/or result code from the
health related data 222. As illustrated by process block 1040, the PHE system 102
may retrieve the SNOMED code(s) associated with the ccde(s). Following this step, 2 |
health action record assoctated with the subject SNOMED code(s) may be reirieved,
as iltostrated by process block 1042, The PHR system 102 may then determine, 1o
decision operation 1022, whether the user has this health action as an existing entry.
Jf so, the PHR systern 102 updates ihe data in process block 1024. Ifnot, the PHR

system 102 adds this information to the nser’s PHR, as ilinsirated by process block
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-31- populates the user's record with the identified
heal th i ssue. In addition to handling

di agnosi s codes, such as ICD 9 codes, the PER system
may al so determ ne procedure codes, such as CPT
("Current Procedural Term nol ogy") codes, from each
uni que claimpresent in the payor clains data 220 5
(Process Block 1016).. As illustrated by process bl ock
1018, the PER system 1023fray retrieve the SNOVED code
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claims data O%Eé)vma%t?-g gfs a?l heal&clis(su%sog’rsastmns by the PHR system 102,

as disoussed above, the subject issuss and actions are stored and tracked in the PHR
database 200, One such data base is provi&ed as part of the connect™ application

" referenced above. An application-specific identifier may be assigned to each member
by the connect™ software. ’

Process block 1052 illustrates the processing of an access request by a
member or user (i.c., one of the individuals for whom a PHIR is stored and mamtained
by the PHR sysicm). A properly logged on and identified nser can access the

_information stored m a PHR stored in PHR database 200. As discussed herein, the
PHR system 102 may verify permission of the user as to the requested po;tion of the
PHR. as indicated by process block 1054 and the security database 206, The subject
nformation can be displayed in 2 variety of formats and using a varety of display

technologies, as illustrated by block 1056.
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represents the operation of determning the | ab order
and/or result code fromthe health related data 222. -
As illustrated by process Nock 1040, the PER system
102 may retrieve the SNOVED code(s) associated with
the.code(s). Followng this step, a health action
record associated with the subject SNOVED code(s) may
be retrieved, 30 as illustrated by process bl ock
1042. The PER system 102-33ay then determne, in

deci si on operation 1022, whether the user has this
heal t h act iAd#koush thgpreseniciisclaguee fey Reen figscdpd v geipgpse o
s g%lnq ales tnfentsirith QRESSebth ©8dorifidd, ont f
né%% e %%%ﬁgysgeﬁ%ggggg%gghihis inf%?na%ioﬁ%?% t he
usigHedsinBERyt cam e4sily gpseriein BeleBsPtigh GErsEtipice ekihe imggntion and
1 gagﬁg LB Sy bd R85l bdkpl 10 MMk 6 bdve
s%%%ﬁﬁkggﬁﬁﬂﬁé er?%gﬁ (eﬁ%j?;ICD 9pcode,,CPT_codef
NEiGretatistios| wdthowrdgprtingforpihe sEgiInd coRse! Beipsetay
entered data) may be captured for auditing purposes,
as this would provide an expl anati on of the

i nformati on from which the SNOVED was derived. It
shoul d be appreciated that 5 i nformation, other than

~a SNOVED code, could be derived fromthe data

received fromthe PER system 102. For exanple, the

“location, type of service, service dates, servicing

provi der, requesting provided, could al so be derived
fromthe payor clains data and/or health related data
received fromthe PER system 102. Process bl ock 1044
represents an operation whereby the user can enter 10
information into his or her PER This information is
preferably entered via an interface that guides the
user through the addition of health record entries in
such a manner as to capture and classify the
appropriate SNOVED code, such as the connect(tm
application marketed by the assignee of the present
application. Following the entry of this information
by the user, the PEP. system 102 inserts a
corresponding 15 health issue or action into the
user's PER, as illustrated by process bl ock 1046,
Simlarly, a health care provider (or other entity)
may enter information into the PER of a sel ected
user, as indicated by process block 1048. This
information is also preferably entered via an
interface |like the connect(tnm software. Foll ow ng
entry, a health issue or action is inserted into the
provider's PHA., as 20 illustrated by process
operation 1050. , Followi ng entry of all
heal th i ssues or actions by the PER system 102, as

di scussed above, the subject issues and actions are
stored and tracked in the PI M database 200. One such
data base is provided as part of the connect
application referenced above. An application-specific
identifier nay be assigned to each nenber 25 by the
connect Tm sof t war e.



Process bl ock 1052 illustrates the processing of an
access request by a nmenber or user (i.e., one of the
i ndi viduals for whoma PER is stored and nai ntai ned
by the PER systen). A properly | ogged on and _
identified user can access the information stored in
a PER stored in Ha database 200. As discussed herein,
the 30 PER system 102y veri f$#perni ssion of the user
as to the requested portion of the PER, as indicated:"
@@ss bl ock 1054 and the security database 206.
The subject information can be displayed in a variety
of fornats and using a variety of display :
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. {h) inserting an entry into said persona!hndmduai health record based
on input received from said patient via the Internet; '
(i) downioading provider data indicative of health related data of said
patient from said health care provider via the Intemet;
{iy updating said personalfindividual health recerd of said patient with
said provider datz; ) 7
(k) downlogding medication data regarding said patient from a
pharmacy beneﬁts maﬁager via thelin'ternet, whersin said medication data is

indicative of a medication prescribed to said patient;



(e) creating at the PHR system server a

personal /individual health record of said patient by
storing one or nore entries into said

per sonal /i ndi vi dual health record based on said
encounter data that was extracted from said payor
~data el enent; (f) organizing at the PHR
systen1server one or nore eftries in said
personal /i ndi vidual health record based on universa
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4.  The method of claim 1, further compnstng the step of defermining a
universal health care concept code associated with s_a:d encounter data, wherein
said universal health care concépt code is usad to determine whether an entry exists
in said personaliind‘rviduai heaith record corresponding o said encounter data.

5. The method of claim 4, wherein encounier data extracted from said payor
data slement includes a diagnosis code indicative of a medical diagnosis related to
said patient and further comprising the steps of: (1) determining a universal health
care concept code associatéd with said diagnosis code and (2) determining whether
an entry exists in said personalfindividual health record relating {o said diagnosis

code based on said universal health care concept code.



if said data elenent is in said accessible set of

data el ements, allow ng said user to access said data
el ement; and wherein steps (a), (b), (c), (d), and
(e) occur prior to steps (g),..(h), (i), (j) (k), (1),
(m, (n), (o), and (p). 2. The nmet hod of
claim1l1, further conprisingsghe step of determ ning
whet her said data el enent has been rel eased for
patient viewing if said request for said data el emsdnt
is froma cOhpmtbed gk viseheneuailr (e fiagpfom sa

pati.ent. aad damhag 266au6rltdsaiididal ametieatpmbedurst i |
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sai @ sHipagmsbaniganeeaand (2) deternining whether an |
entry exists.in sald: DOrsonahd catehndingna kiep 8PdstaBiishing a
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el enment includes prescription data i.ndicative of a
"prescription of said patient and further conprising
the steps of: (1) determ ning a universal health care
concept code associated with said prescription data
and (2) determ ning whether an entry exists in said
per sonal /i ndi vidual health record relating to said
prescription data based on said universal health care
concept code. 8. The nethod of claim]1,
further conprising presenting a predeternined |ist of
possible restricted areas to said patient via the
Internet and creating at | east one access |ist
responsive to sel ections of said patient based on
said predetermined - list of possible restricted

ar eas. .. 9. The nmethod of claim8, further
conprising the step of establishing a default access
1ist based on data received froma payor associ ated
with said patient, wherein said default access |i st

I's associated with said user capable of accessing

sai d personal /i ndividual health record associ at ed

with said patient in said associating step.



10. The nmethod of claim9, wherein said default
~access list is based on at | east one of relationship,
gender, age and | ocation of said patient.

11. The nmethod of claim1, furifer conprising the
step of overriding denial of access to said data

el enent based on a reason received fromsaid user,

wi t hout receiving authorization froma user

aut hori zed to access said data el enent. METHOD AND
SYSTEM FOR GENERATI NG | NDI VI DUAL ELECTRONI C MVEDI CAL
RECORD ABSTRACT METHRR /BT eRIREOR GENERATINGANG SR ML
(102) and net hod f ok genenaid Mgnand/ ecopdati ng a
personal /i ndi vidual health record. Inputs of data to
the system (102) may cone from di verse sources

i ncludi ng, but not KkiRITEEAT Y THRLISENDSURE
guestionnaires, insurance conpany (or other payor)
clsa_i nms data, hospitals, clinics and other
institutional peawhdesd andrAehddTol schéetbiily apbiyrSipgitan s

and ppre]:}/sgllwg)in Pv%dua fe!illi:hcrgr:,sc)%til Fhlug.lts 0% daia to the system {102} may come from
diverse sources including, but not limited to, patient questionnaires, insurance
company (or other payor) claims data, hospitals, clinics and other institutional

10 providers, and individual physicians and physicians’ offices.

Fig. 2



