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unaut hori zed duplication or alteration of docunents, frequenmmm"w ﬁma mmL
special indicia or a background pattern provided for sheet naterla
as tickets ) checks, currency, and the like. The indicia or backg
pattern is ~s inposed upon the sheet material usually by sone type of

SSU

printing process such as offset printing, Iithography) Ietterpress or ot her
li ke msc [ gﬂgﬁ- EI?:N%% lrgtq %Wﬁ?

Xer opri nt| ng, an gngEIo F@E IR%N@ € pattern or m?m a‘may be
produced with ordinary inks, fromd Gnks whi ch may be magneti c,

fluorescent, or the like, fron1pomders mhlch may be baked on, fromlight zo
sensitive naterials such as silver salts or azo dyes, and the | i ke. Most of
these patterns placed on sheet materials depend upon conplexity and

resolution to avoid ready dEELDaOFTHEMNWENTEON Y, they add an increnent
of cost to the sheet material without being fully effective in many
i nstances in proThili inyentien generadly mimeetntamethmdmndmamﬂama meerdpd:mgatl on

| t t t
ot Pt S e Reh depch ol 1Hiaeh Radiefa infles DU DIGHRA TN pueckThGR bftpled P PLLen
var i ab({edeasronie) fmrn ;mdt@loﬁ@ paséiadady g aj %@@§crmng mqsh@fhgnd BRPatABtesS,
el oy S IL8 RIPOIARa0 SErtERs MPLTeIed by N Thware i0g i e ColBU? °  hout
the foR¥ssmp tlalﬁgm?thpﬁegﬁc@p&ﬁa%@raa%mb@?/gﬁﬁomhsuﬁam ABh B iR i on
of addsdcondaty Seage $d stheossvehdasy dmga/sdzmbmr@rllyMemegmahébcmemss for

pﬁﬂ'or”gx%%gfﬁ%?ﬁgéﬁgsbgéhéé%a%%%ge”"’“sbﬁL R Conventi onal Systemis

" described in U.S. Pat eng Al Bg{gk@gﬁﬁﬁ 15 RGN ssued February 10, io

1976, now expired. The indicia were produced photographically using a

on il s, 1] e o S0ekt a0 o st O gpbt ot < |
Coton Tratietlly Miens, i SPerial nglGH binshAckarouRddiAtlern gPaviaRd don bt tatien.
Al so, $ivh @snad:mS J ¢hegks, eurrehcyyi dreddthierlikes 'l’lwmdmaroaebadkgroundrpamn igan area

of, .cou i LJc rrounded by
f c}f‘ egr %ﬁ ?SLLDC gln%lg S\?‘?Q W&E%éﬁ '%Pglgy %S'ns% é#]c Q)? . ?J ro\gnﬁgﬁnﬁ%ﬂ %sver al
secondeffgeti pringing, lithographye hetterpress d@irfatherslice mchmcelrsysteamaa tyoa vagiety

i nabi | b% ét%g?iﬂlﬁ%iéfﬁbd Sy K& ﬁltfng' %&%Q{B%PBF otHErQﬁétﬁb&é' Aheldiftern

count er et'er nent %{ogr lﬁg% aI‘J l,JS re ducti on

t echnoPbiidicia may Re progueed Wathoer 43%?/ off?féll Y&y, used
for di ﬁial’gném [ ﬂtﬁm@ﬁcent§ valkthé tikey freim owdaxrsawmaqﬂ dp roeamke@ pnndrom light

B st B B B e yﬂéo 57 ) Mbshafibed . o

whi ch pateemelpdmedrml sheest Innaterinlsodepend mponmn@@cltymm@rrcsorhmmmtd:amd | A- 1F)
I h
cxam) SR, CoREklbigg SR SRR Dhol i oet vl el ©

port i oWithomt bemgnfa effer txvg larmamge@tarwes EDRIQVH lngftfn@cdesmdpmteatwm er ent
Scree”fﬂ&&xhﬁ&ﬁtﬂbﬂﬂ@édﬁ’ﬁhéﬂ%ﬁ‘ot'ﬁlt&a%n 1B-1F. This screens make
reproduction possible, "but at the same tine decrease reproduction quality
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i mage 30 "noisy" . Furthernore, inperfections of different systens and
medi a, used for reproduction, such as ink) print nedia (e. g. , paper,
plastic, etc. ), electron-beans, display pixels, etc., neither allowthe
creation nor the grouping of the elenentary 1 9 DEC 2002
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-3 information-hol ders, such as dots, pixels, etc., in full accordance with
the clear theoretical requirenents, but only with fewer or great ehﬁ
distortion. This further increases the "noise" in the resultan8 Dt &P& In
the case of four color reproduction, either electronic or printed, there s
is also a decrease in the quality of the picture due to the millions of

col or-shades of the original inmage that nust be reproduced by using three
colors only, represented by optically inperfect inks. As shown in Figs. 2A
and 2B) the abovye factors, and a variety of other factors, produce the
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i $0 rmd'fﬂdig}d’_i n advance according to the technol ogical inperfections of the
further reproduction processes. For exanple, in offset print reproduction
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- processing of the printing plate, and - the printing process. 2. Optical
I nperfections of the applied inks. 30 Mdst of the distortions i qjo emmnt ary
screen-dots occur in the printing process. As a result, unpredi 9 EI

effects may occur, such as: - inhonogenities. of the paper surface, the
rubber bl anket and the printing ink, 1 9DEC?2002 -5 - distortions
resulting fromthe inpression power -|31 the print zone, - the nechani cal

inaccuracies in the printing apparatus) and - deformations in the printing
paper. s Different printing technol ogi es have different inperfections,
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20  increasing the resolution of the screen) decreases the “‘noise” of the image, but
undesirable influences of the imperfections of the applied materials and processes
increases. The closer the resolution of the screen to the resolution of the reproduction
process (i.e. to the limits of printability), the more technological imperfections
undesirably impact the produced image.

25 In order to reduce the undesirable consequences of these imperfections,
they must be taken into-consideration in advance during the reproduction process.

For this reason, the original image may be digitized or scanned, and
divided into elementary pixels in a continuous tonal mode, by using an appropriate
screen. The size of all pixels are the same, although the density of pixels may be

30  different, according to the actual image.

Once the theoretical density has been modified accordingly, the pixels
may be converted from a continuous mode into a bit-map mode. In the bit map mode,



S The present invention further relates to a software nethod 33@ ﬁP%ﬂzatus
for digitally incorporating secondary images into a primary i g
secondary image -- in digitized form-- can be neasured for decoding by a
variety optical and el ectronic decoders selected by the user. D fferent
degrees of hiding may al so be sel ect-sfl- wherein the secondary image is
rotated or |ayered with respect to other ~o0 secondary imges. The primary
image is then rasterized, or divided up into a series of elenents
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decoder. Such sol irdprdductied proesssesyi sweh asr equent |y be found on checks,
currency) tickets, etc. ~o Other useful applications may include the
secondary encodi ng of C%mﬁétlasﬁh%cemrtoaawe(lengo Scefegrfiatsire, bl ood
type, nedical historye¢reatingofWlothimtie jimdgesseys imwhehcmoinéstffavgs ofayt deetr
person' s phot ograph. - ﬁlmhax ogmhgm gi make it virtually inpossible to

produce fake ID s or 054 Rag gr ough the common techni que of
repl aci ng an existin \(JJEE QG her vital information
besi des the person’ sg&fﬁéé Lh gﬁ?ﬁg\é‘?tghgndl dentification nunber,
etc.) may also be int PFRFeSScondary i mage for encoding into the
primary inmage. t t may include, for exanple,
the foll ow ng: 2 lf:ﬁ ﬁ@ﬁg&&&gﬁ&aﬁ@%@ﬁ%emi fication cards )
gyrrency, speci floseuphle isflifibiis o ng@ﬂsétgaaids&r@ct f b prifARk and

ravel ers checks, |-cou I'gne

cl ot Heroces. uds)a rqsquonspredm@biet&ett@ss nnudtcsucm@ asoS netics, machine parts,
and pharmaceuti cal s) Htti‘ax and. e sta brt| f.i cates, vehicle
restoration cards, Hé%%‘fnt emeg ggce ‘E|§u iﬁéeéu ve of the

present invention |s aad %Pﬂaénﬁlﬁﬁunterfeltdeterrent nethod and
apparatus, as |nplenented by a software program on a conputer 2s system

for producing hidden indicia imges, typically in a printed form The

hi dden i mage can then be decoded and vi ewed t hrough a special decoder which
is matched to the software coding process paraneters. A further objective
of the present invention is to provide a counterfeitdeterrent nethod and
apparatus, as inplenented by a software programon a conputer so system
wherein a primary inmage is rasterized, and the secondary image i s broken up
into corresponding elenmental units, and the rasterized primary inage is
reconstructed according to the pattern of the hidden secondary i nmage. 19

N ™ N NN



Yet a further objective of the present invention is to provide a
counterfeit-deterrent method and apparatus, as inplenented by & $8EClile
programon a conputer systen) wherein the primary image is converted into a
gray scale inmage for incorporation of a secondary image. 5 Still another
obj ective of the present invention ir$40 provide a counterfeit-deterrent
nmet hod and apparatus, as inplenented by a software program on a conputer
system wherein the gray scale primary inmage is further separated out into
its conponent col or dikfostibRy résulidid fioh HeNirpressibAPEWat InBEPEirtnt 0 each
conmponent color part,, ydh the parts being reconbined to formthe final
encoded unified image. 10 A further objective of the present invention is
to provide a count er{thetmelchamicat ihacoaragies intheamiting apparatusi apdement ed by
a software program mwd@foﬁggﬁgﬁ@mg-ws% nga%a\éﬁ ch the hidden image is only
readable digitally using a softwa ase ter. In this case the
ssacondary i nf orDifférent pﬁmmgtenhno&giesnha\m dxffdmmrmpafettidms readi ng deVI ce
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conj Lﬂl%ldiﬁ dWM th the acconpanying draw ngs wherein are set forth, by way of
illustratron and exanple) certain enbodi nents of this invention. The
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t he cpmcmcy t he di nensions of the various features are arbitrarily
expanded or reduced for clarit | n¢luded in the drawing are the foll ow ng

Figures: Figs. Fpe90rrseion ebismnplogical dmperfectings isceweansiore complicaedt ed
'15“51961& s@f:uﬁ f)ﬁﬁﬁﬂg Slflﬁdﬁﬁal@ér Soihdrirteri the ipinted eRineM iPreseater the 9 D E C

? ig ﬁé B show di stortlg.wg of ele Hef?t ahscportl ons of g}f»‘él mage
dur| rﬂj e @P‘P PR H}eoB’é‘EEﬂg BTRCess, 2t WOFF Ai{icBH Compensatien of tirshit
accordistogtions.t he present invention; s Figs. 4A-4D show the way different
shades can be represented b var in t he percentage of the screen dot with
respect to the screen- céIUNéA THE NaHO®kanpl e of hiding

information within an imge b conpensatl on; Fig, 6 shows the way hidden
i nfor mati on canibeewdektersortisemingyef the pEonadi ftiis ani duedrofithe paesest ty of

bie GaBtdaBe hts sebafity Rhd @nfi-ckintdrdeiting il ities 0fQ variety of media, such as
tickets, passports, licenses, currency, postal media, etc., by hiding a secondary image
within a primary image so that the secondary image is visible to a viewer only when a
decoder is used.

The process comprises the steps of rasterizing the first image into an

25  first elemental image and rasterizing the second image, which is compensated for by
an inverse of itself, into an second elemental image. The first elemental image and
the second elemental image are then merged into a unified elemental image based on a
predetermined decoding and compensating principle, resulting in the second elemental
image being hidden within the first elemental image. An output image is created

30  based on the unified elemental image where the primary image is visible to an un-
aided eye while the secondary image is hidden from the un-aided eye.



average density of the supercell; Figs. 7 and 8 show the way hi dden

I nformati on can be added to an inmage by nodification of a screen 1dbPEC 2002
wi t hout nodi fying either the dot area percentage or the supercell dot area
percentage; ~s Fig. 9 shows the way hidden information can be added to the
i mage by nodification of the angle of.4he screen dot, w thout nodifying the
dot area percentage; Fig. 10 shows the way hidden information can be added
to an image by nodification of the position of the screen dot, wthout

nodi fying the s rcell dot 2o ar ercentage; Fig. 11.sho t he .way

hi dden i nf or mat i SR BEEFERkILY ntﬁ%%‘ﬁ%réiﬁrﬁﬁggﬁy arPBg{aftﬁl%gfri BI\FAﬁSPCPHBgsi ze of
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A - , e 2 | ed to the

"rage DEBiARY bt aktiaf SBHSedny o Y R Piebobit Bl e it ot i ng

the sumediel | dot area percentage; Figs. 13) 14A and 14B are flow charts of

processes for generating s inages containing hidden information; . Fig. 15

i s5an exanpl e of The aresgnt irvenvien; fBrhar relpies 40 aciodivare metbpd andApPATatES a
primarforl d[?ﬂﬂly Mc@rpdiating s%cbh&%’i‘yq}iﬁtrg_bs 488G hiinady ihgedr qHRSRcbAddyeat e the
| mage of Frg., 145 . %(% Frg. 17.i5 a [l ri&gﬁn‘gl ary hardware co fe{n%uratl on
of t hel3g&saAn digifizad form ~picgn begneasure 0 ANATIFLY QREF
conf i geleetronic decodédrs selezsexhbyithe asern. oDifferent degrees of hiding may also be
selected wherein the secondary image is rotated or layered with respect to other
10  secondary images.

The primary image is then rasterized, or divided up into a series of

elements. Generally, when hard copy images are printed, the image is made up of a
series of “printers dots” which vary in density according to the colors found in the
various component parts of the image. The software method and apparatus of the

15  present invention makes it possible to have a rasterized primary image, where the
elements or the image (e.g. dots, pixels, etc.) are modified in order to contain the
elements of the secondary image and, at the same time, distorted in order to
compensate for both the modifications and expected imperfections of the reproduction
technology used. The resulting combined image appears to the unaided eye like the

20  original primary image. However, since the component rasterized elements are
formed in order to approach the coded pattern of the secondary image, a decoder will
reveal the underlying secondary image. Due to the high printing resolution needed for
such complex lines, attempts to copy the printed image by electromechanical means,
or otherwise, are most often unsuccessful in reproducing the underlying secondary

25  image.

As a result of this digital approach, several different secondary images
can be combined into an overall secondary image, which can then be reformed into
the rasterized primary image. Each individual secondary image might be oriented at
any angle and hidden to a different degree. Alternatively, the gray scale primary

30 image may be divided up into primary component printing colors (e.g. cyan, magenta,
yellow, and black (CMYK); red, green, blue, (RGB) or any other color separation
system). Single color bitmap formats may also be used for certain applications. One
or more secondary images could then be individually reformed into each component



Figs. 19A-19J show various techniques for activating a decoder of the is
present invention. Fig. 20 shows a prior art nethod of segnmentind QQE[2809e;
Fig. 21 shows flipping the inmage segnents of Fig. 20 to create a single
phase scranbl ed i mage; Figs. 22 and 23 show a prior art nufti-phase
application of the 20 scranbl ed nethad; shown in Fig. 21; Fig. 24 is an
exanpl e of a scranbled image of Fig. 21 in conbination with an enbodi nent
of the present i nvention; and 19 DEC2002 -11 Fig. 25 is anot her
exanpl e cramhl ed i.mage in c ation with a, hiddep i,ma

pr eserft® 1QBVZ}HQWJ°‘BE}SA¢\§I§%??ES@R€ %ﬁ %’@qﬂﬁ@Pmﬁﬁﬁﬂe@\‘nﬂ%ﬁs %ﬁ'ﬁd@ﬂ i mge
pr ocegevegivihe \differens secamxiany imagesihiddenrig the differens celoe rsegm'entss ulthis aksodot s,

s A By LA R o It gLy e
el erernase;j thesedendary imageawihbe riedable dtr@agb q dﬂcodnannkynupommcngthmg

t t t t t
" roge. HLEploR3Eme it iR whith! e sBoithurd IHRRMBYBINAC HIRECS o' decoder devi ve
| s necessary thajsingeddd, @htd rﬁﬁh im%lem% C‘s% Moﬁﬁt%@%lf&‘col@?@ﬁﬁ%’iat'on
of the nodificat|ons OCCE&F%bX?%P |on he.second ,  when

size of teHturedrRackgEoung W f:n ,s {ages W vaé‘l"w | ow t he
si zes thtodgte Lh’?ﬂobéﬁdéd:m)' r$uph salit ftmte@amermgmcfrequbnﬂy lbesfoand@n it is

possi ot,s. of the primary image in i5 order to inplenent
t he se‘%&?ﬁ Y %1‘; et@%ﬁg corrpensate for themin order to nmake the

sggondary i mage o;ﬁerﬂsor 1l it ofd a3 BN AR N6 SkdondRly ¥AlAng ofzad ¢ onal

screen of 80 i né gqléa 1é1 0 125 x
0.'125 PAFQW sa®ssqnal a@@@s,.%gnat\é%mbé@ocwp& Fagdcaldistory, atgek With t hat

modi f i ﬁﬁﬁua@ﬁ uﬁﬂge @&ﬁ@iﬁﬁk@bf ﬂihtfp%'i‘sdiﬂs @adﬁ) pﬁn Sueh§Q tetighge Q\ﬁiu'ld n@ﬂceonl y
one an,

d bl
oot orit vimealy Sipaniie: tp EROES BISTTYs 5 (YR s HESTSRs BohEn Bie Somiton
modi f lteahmqneaﬁcte latrmraat:mnngqmtum wath 4 falss oneerOtilet vithhimféwndatéon i nage

éé?g&éﬁg@#g&n rpc? gl%f %SPﬁgg ’t oégpgyldgxﬁlﬁ%%még%ﬁgﬁ q% 23@%?@03}6 how

shadi n@chidednnuthagecom;rjoernagprfesemqsﬁng dntetbeuprimaryHmage4A dot 402 is
shown within ceII 404. The _area 23 of cell, 404 is represent edoi t.he
product of wi dth Still othereusefil #rRnligations maygigclurge fomexample, theof f dot

402 " Acretist dab@s 3§a@§pdﬁs qﬁidtOA@éhtimart@nrm@@tcﬁﬁrém t l@ digll dvant figkeguat i on:

Eauat | R ke ¢ ot atlncis, HSkSA iyl hRaks r%?bﬁoegﬁ]fogegiaﬁelgé o’

agoa rfortdesigrearclctheparugs FliquortAvidesl tapd)audiy GI’saoysmetsds, eachiimpe, such
as a SEHAL & Chidthface®iddI®S Gax hha PoSRIGE stfthSs, birth certificates, vehicle

restoration cards, land deed titles, and visas.

Thus, an objective of the present invention is to provide a counterfeit-
deterrent method and apparatus, as implemented by a software program on a computer
25  system, for producing hidden indicia images, typically in a printed form. The hidden
image can then be decoded and viewed through a special decoder which is matched to
the software coding process parameters.

A further objective of the present invention is to provide a counterfeit-
deterrent method and apparatus, as implemented by a software program on a computer
30  system, wherein a primary image is rasterized, and the secondary image is broken up
into corresponding elemental units, and the rasterized primary image is reconstructed
according to the pattern of the hidden secondary image.



1 9 DEC?2002 -12 Referring to Figure 5 an exanple shown where within a
screen dot 504 area we add secondary information 506 and it is corrpderﬂs{}ﬂtemz
for by its inverse beneath the visibility zone of the hunman eye. \Wen the
size of undesirable printing distortions is near to the size of s

nodi fication and conpensation portion &f the screen-dots, the hidden effect
decreases and the effect of undesirable printing distortions increases. In
order to keep the hidden effect, nore screen-dots nust be drown in to the

o . : . : cional cell's.
rown 1o totne ConbaCaE BRRCHERE BeRtn Sputh MRV RS, o0+ Super
cel | " qaw¢erfeitrdewyrentanetdpd andrappamius.as izyplameatednpy & software pregragt bni s
hown. ' i - ' f le. Th
ot pe SORPUET JecBORRCOLt B PrARY AR S frE o At By T
equat i 10F INEYRLFILAN ?g? sggg)_agzqn_a_gg.zm | n%where "n" is the nunmber of

Lls i l..306.. The. | i t -~ i]) , it
Cah be of vari oSl aapter yHRE ST, prdel? iy fROS W B ot e he
f unct | cowmtérfeicdeteerernmhethod andfapparates,sas inepienhentedsoy asoftwareprogram on f

t X .

The. ubshaePie? tent RERGn 190 sfnRicalbubiiey WBiage 1f A Frbe P BRF Eling
r epr odit& component; apdgr pasts ferpiricarpasation o se¢ondasy imagepinto each companentcat i on
of el egnpt phst, AtStHep A €Y BEIRE re@HABIRUNS thmahd fﬁia%?&édé?!‘&niﬁ@é image. .

deformatio which occur in“the further processes of inage repro
cabcul ation, creatfuetheobjeutivel cfathe peseint i@ ngiphi iSweprevide af cdungergdiement ary

dot s, h l.Iipti i.d, | d tc., 2 di to th
r epr oARERER meackand ppatalisy oS implotepied By A boffyis poRTERON. & PR e g el
and posistémnimwhitit thei hiddenl émage isonlydreadible difitallyt vsingd softwdretiasedi ghest

PO EE IO { | o t
docur  Histh T B8 e Ine ledfid: ik Epd Oty e AR MR SORM AR dpa T,
usi ng Tadingadeee may algo thedrased dyseliwarmt Inadditigne thesengnsiing padidecoding

| qper f &FtARsmaY tdidseepepirangRaIguUct i on processes conpensated for, but
del i berate distortions and nodifications may be included wthin the

resul :ant [ {nﬁge. Pthéy%}ﬁrt Ecﬁ)&b%d mﬁ%dwaﬁtarges of el iaventRyfo el _rﬁsgmr?_@;appfi&npr esent
i nvent i on el enent ar 0 . rimary. i e are identifled as

i i ¢ O s UPRARE efintodH Py if Bnincl By BB piolprniSing, ool
encodewhereihiade set foethy riyawgy iofdlestrdtion and exampleeestaimembodiBentoof this | i ng
t he pr i t } i ieng: ot ’ , a Lt

rosul et Theikades Bbhdiokie bt of M spECRaRGH and HLBLEKEABRIY (¢ e
f @0 angm 185 of thg prasenbinvestion and dbustralenyarieys objactnaudfealdtes | vi si bl e
t hr ougthepebrappr opri ate decodi ng devi ce. The decodi ng device nmay be, for
exanple an optical filter, or an el ectronic decoder The decoder may
conpensate for one orBRIEF DFSCRIPUICN ©FtFHE DRAWINGS o the i mage, such

as magni fication_ io reductjon, reversal, and prismatic effects. The
decoder may al soTbptinvention isihestunderstaod=gem the fgllpwing deteiled dessriptioniom

The. opWRERFEHd i EPILGR WA e AGOTRRAPAIE BT ghe Gl BRI Blby

diff t tric f . .cirel i -Gircl t l.es,

{2 et RorERD Corirl HReicH e S8riBht faSren yHEhe SibPsRiae iR Pl e o
e VFRE EPECT ot c et 43

Capabi PR PREAE AE iR 08 98 e VAGOR ahe, A A R i 11 on

Lo intRdREEd féP@laPiict]ﬁd‘iﬁclhﬂE@mﬁié @fawinp Qe A% RAlowingasigard: di gi tal data.
The exenplary enbodi nent is a nmethod and apparatus Tor a digital zo screen

to create an encgded .dj git &l j i .l t f een, such
as pixels or dot }gsarlgl-ggtns%gf»s%@?f{b&%@;%ﬁﬁ?ﬂégéﬁ%§$§eé%g%r§§érent , these
pi xel s; : s O e .don carriers. By using
such d}ngﬁ{%egﬁt?/dlg%g%rg:sggggfggﬁgmf%Ip&n%yﬁ %{gl%égcg?% to produce
copy-protected hidden inages for security printing) for exanple, where
copying the copy-protected imge results in the non 2s reproduction of the
hi dden i mage. This process is not limted to one particul ar encoded screen
to solve particular technol ogi cal inperfections, but nay be used to provide
a solution for all of the aforenentioned technol ogical problens. In order
to reproduce the primary imge only, the elenentary digital information
carriers (dots, pixels, etc.) may be created and grouped according to the
30 constraints of the actual reproduction technology. In this case, only
the primary imge is reproduced. By distortion, nodification, etc. of these
el enentary data hol ders a secondary imge can be incorporated into the
primary image. In this way, the "noise" of the primary imge is increased




1 9DEC200Z - 14 wthin the visible form In order to decrease the

"noi se" of the primary image again, all nodifications and di st ot @ib&§06tust
be conpensated for on an el enment by el ement basis (dot by dot or pixel by
pixel) within a predefined area, which is smaller than the resol ution of
the human eye. In this way, the secortary i mage agai n becones hidden, s and
the quality of the primary image is inproved. Using an el enentary dot or

pi xel , for exanple, as a digital information carrier the foll ow ng

exenpl ary par angjger 3Anad 8Brshew distorddnfofadémentab poeticiiswftamoiingie t he i mage:
- density (see Fig. 6) to - formand shape (see Figs. 7 and 8) - angle (see
Fi g. diring thepméntingprdcess; Fi g. 10) - size (see Fig. 11) - frequency (see
Fig. 12) is The aforenentioned paraneters nay be used within one or nore

col or layers ofgih j b s of the
primary inmage. Iilgg %}gﬂﬁg&@ﬁ&ﬁg@g?&a%b%e@ﬁﬁ%&ﬁ&%@ngegrg%@%Si ve

Appr qxvéemidmpen Algorithm for exanple ) two portions of each individual
el ementary dot, pixel, etc. , is 20 within the area where the secondary

i jmage i s hiddens. These i o t a-.hol der tion of the
e{n;rrent ary dot %Wxgﬁ'd'@\tl\@cw\%ée&g?t ’ffﬂt ﬁ'@?{j}%l c%ﬁg’ee %%r?#gl{egrl?%d or

nodi fﬁ?%g%@ﬁl rfl i i.on portion of
t he e‘}l e argypyég%,t&%? égﬁégﬁg@ga\é\%w& gpec%ggetrrllesg‘f{eégﬁ%gpsdt? 2{é di stortions,
nodi fications of, the data-hol der, porijon.. a result, essentially all of
the dots or pi %%%MW%H&?‘@BP{)%%&WW@?@@H%WQB IF@gFﬁW r epr oduced
primry i only. Referring to Fig. 6, an exanple is shown of how

i nf %ﬁ’%ﬁgﬁgnhi dden so where the information carrier is based on the
density of the information. In Fig. 6, cells 602, 604, 606 are designated
as the cells i nFighiGcshaws menwawm?degx informaationieambe Fddedientietimnage byel | s
602, 604, and 606, are varieq and result [n cells 608) 610 and 612,

ﬂ‘éspé@@é wagion gf tﬁv@cn@ﬁy 99 the %911@391,1015 gne pprels, yithoutfaodirgingrtbet he
densities of cells. . ~gpEC1001 -|ls 602, 604, 606, 608) 610, and 612,

r espet & g,e_nsﬁ;{eofd@ﬁssl%ﬁ?r 'the cells should not necessarily be equal (D 1
i $D21, D 12~D22, D 13D23) . The information is hidden when the average
density of supeFigsi 7 shawahe way higdan iinfomafeneanibepdded to@nFi g. 7, an
exampl e of, how jpformatjon is hjdden and s conpensation within a cell is
showlMAgERY Bipdifieation o QSFWnﬁk’r‘é‘@ﬁi‘BﬁéﬂQﬁl IRg ed@eT theodotaT8d per cent age.
I'n Fi;%r 7...cell 702 is é’ﬁ‘éld as_an information carrier cell. Information
carri c%q)t@geigﬁtp%&l%ﬁ;g O AFFePCILERAB%at i on carrier dot 704 will be

hi dden when the area of information carrier dot 704 equals the area of dot
T96. I n ot her wBigld shavenhthenway diidden imfomuation can be addad tof thedmage Wyuat i on
(3) ZA = ZH where) ZA is fhe dot area percentage .of dot 706 and ' ZB is the
dot dpedifisatioanidge aggle af denoreemdeta withqut apedifying the:det ateag now to Fi g.
8, an _exanple of how information is hidden and conpensation is shown based
on ecRF&F?‘%&% the percentage of the supercell dot area ~s percentage. In
Fig. 8, supercell 802 is used as an information carrier supercell.

| nf or mat i on 808FigepiCasheyvsitite Wayp hiddemi infemmasionetdn 302dded toramimagriber cel |
804. Information 808 wi|l be hidden when the average dot area percentage of
superBedificagionQfitae sposmnaqusb&gssrm dofs avithout cuedibiag dhe &Wé?@g dpt 802. "I n
ot her words, when the follow ng equation is satisfied: 20 Equation (4) ZE

20 7EATER PETERIAEE R
Fig. 11 shows the way hidden information can be added to the image by
modification of the size of the screen dot, without modifying the supercell dot area

percentage;



where, ZEl1 is the average dot area percentage of supercell 802 and ZE2 is
the average dot area percentage of supercell 804. Referring now! S & oz o,
an exanple is shown of how information is hidden within a cell where the

hi dden information carrier is an angle. In Fig. 9, cell 2s 902 is used as
an information carrier cell. Informatjgpn 904 repl aces el enment 906.

I nformation 904 will be hidden when either Eq. (3) or Eg. (4), above, are
satisfied. As shown in Fig. 9, information 904 nay be rotated through angle

o o T aonyseaakend o s Sofagins S RIS BONKEC Ky, 10

an exanple is sho ( information iIs In a ce re the
i nf or pRddifibatict bf e fréqudidyt dfothe schedn dot, ¥thout BRIdiA)ihE tHO Sdperpell dot 1004
are shown in an unal tered Screen. The information carrrer is the 19DE
C 2003realpercemagef i oni ng of dot 1004 into dot 1008. Information may be

hi dden in the resultant supercell 1006. Information will be hidden when Eq.

(4)) above, bet { IoSs hPsi tion
change vari es aﬁ@dﬁ?ﬁ%%ﬁéﬁéﬁg&gg&%ﬁgidr@rggésﬁsgéegﬁd%e%gﬁer ing now to
Fisg. Ihhg@contaifphe hiddenl@forneitidew i nformation is hidden where the
informatTon carrier is based on size of the dot. Mre specifically, . dot

1108 replaces dat, 1106, Informatien.w |l _be hi.dden when the total dot area
of supercell 118’5}85%&&?&3@%1“@? gfﬁﬁﬁi‘g %*IOELYYJ‘QPB@I §epﬂ€§§8§8 t hat Eq.
(4) i t {¢Sf L8 ing nowto Fig. 12, an exanple is shown of how

i nfor ir;r@t%?odrﬁ gﬁalgrfﬁ%%g%, where the information carrier is based on the
frequency of the_dot. | n&ﬂvg 12, each, dot 1206-1210 is replaced with

hi gher frequenc%lgci@éﬁa chartdesqriping the Proesss tg create therimage ob Fig; s,
hdvvevgr‘ and a single dot, such as dot 1206, nay be replaced by nore than
one s rseen dots- 1212. Screen dots 1212 will be hidden when either Eq. (3)
or (4) are satisfied. is To nake the secondary image visible, a physical or
eltectroni ¢ decodiigglprivedirst axemplarydardware apafiguratioreofithedprgserithe decoder
preferably, selects the "datahol der” portions of the dots, pixels etc.,

usi ng IBYALN; st i cal sanpling nethod, for exanple, to activated the decoder
and nmake the hidden indicia visible to the user. The conponents of the
process may be @ign¢stied sebond gReraplazp hasdwairet configuratici HRR Prederithe
process optinized in order to reach an appropriate quality of the primary

i mage imvehtion;; i abl e readability of the hidden information encoded into the
secondary image. |In another exenplary enbodi nent of the present invention,
the process takgggs N{PACIHTGHIV PAHO febBnidliéd %ﬁd&ivﬁﬁﬂ%@%&e%fftﬁ@
reproduction procedure and 2s user defined paraneters Or priorities, to
produpeesenbimventioal ity visible primary image with mninmal "noise" and

maxi mum readability of the hidden infornmation encoded into the invisible
secondary i mage.g:Ln { i Y i dden i mage may be
based on vari abIFeléb%ragk‘gwg?ds?ﬁggﬁhgég@ﬁgtwgk@ g%én%lérﬁa@eaggfs. In this
exenpl ary enbodi_nent go thf' foll owi,ng variabl e paraneters may be

consi dered: 1. tHg. ehshawsdlippimethe jmagesegmentsiaf Kigi 2Artp Greafged sivglen as

1 9 D E C 2002 Bl c"1]7 - single color or nulticolor - greyscale or spot colors
-t he PRSP AP EhEB®T nary i mage, such as background) pattern, picture,
text, etc. 2. the characteristics of the hidden secondary inmage, such as -
singl e col or or Higst2Z end23-shosk a prisircrtimaltijphaseapplicationofrthe

20  scrambled method shown in Fig. 21;

Fig. 24 is an example of a scrambled image of Fig. 21 in combination

with an embodiment of the present invention; and



- optically recognizable image or direct digital data, etc. 3. the
characteristics of the reproduction process and adequate screenlnpgchzmz
technol ogy, such as - the resolution of the reproduction process -

m ni mal size and shape of the applicable dot or mnimal wdth ' of the

t hi nnest applicable line - the appli-cddbl e m ni num space between the

el enmentary dots or lines i5 - the size and shape of the preferable screen

rel evant to the actual reproduction process (continuous tone dot l'ine
etc.) - e ectiopig . f&rma% l@roteagér'éﬁib%ﬁﬁée??é fih oPr i Nt ed
media) - traditi printing ( set ntaglio et% |g|tal prlntlng

20 (cmagghqmagél@gglresmeggmhnagmhmer printers, inkjet printers) dye
sublimation printers etc.) or digital printing machines (Xeiko, Indigo

gLSr Lt Jf?t : 23°3ﬁ>ﬁﬁ§ia§iéﬁf%ﬁmﬁﬁéﬁ§fﬁﬁ§ﬁ\%§ﬁ%@mﬁyopi‘.' t:“
opt1cal 111 ter At e rple BERES: TR vabiehle, R BB wBBITD, © andom
f 51 t eelemenpsgtsuch as dots,dings| arxpizplsi (céﬁmemaqdéata hiodders); sdprimagp tor cvisibbedes
with Hhég &1 Wit Q%Bfiﬂ' xﬂ?&{k'ahhg roE%&éﬁE%feoré%hﬁ”B s&&ndhﬂa ?gysfytagmegé? )

effe 30 - ec ronic eco ’codes

r readin
sof t m@lﬁéleéllw Q'tqeérﬁo émpﬂm@r@tu thesespndary | w&pnds@?fm éhfv\ﬁftcﬁg I¥el ectronic

r eCogihideMvisibRAbANE afh- ﬁh@ﬁkp@ﬁ»ﬁh@@fp@d@fosmte QPrihgBdimggept i cal _codes with
sof tware simulation of functions of the optlcal decoders with 35 electronic

(r]I ecogni tion. - Fordeexdingehe ﬁmpwmmte@hﬁfo@inaab?qnlt)adetqﬁ@t@dEcedépde\leegdsDngE c
i.rec e e users
2602 ﬁi%sgr&%@t ﬁd%Z? %;F&E‘éta@%l )98?%%33}9%%53 il ony reproducibility, etc.)

, such as - thed QH?Q‘ﬁ Mﬁ { ' ook e nmust be
pro?ect ed agai nst % |ogﬁ?)ér) rep g@%ﬁ@%@b?ﬁt?fﬁgﬁkﬁgg%&fgfﬁgt be
pr ot egecondary impags, skhemn pize Of dlistpEtionmeaused Surtychnolegicalimepartotipns mage or

i nf or FRtHdOW the RIS WftRE nR)ETicAi6n, afequited fot Boﬂlpéﬂé‘ﬁbh exenpl ary
enbodi nent, the hidden i nrage may be based on usér defi ned paranmeters or

pri Ior ht ies . | nIn s clas@:rtpiﬁpcyssqulm@dify tHehdots D€ the P Eﬁﬁ aiﬁet ers may
i ncl ude it ri t ar. n
Eadaaﬂqr e Pt iy e S orthisiis ot R aB i B Bake ch
thehseeondarycimagecinuiséhlebvitbinythecdeme datece]l. - By lusing o ¢raditiarfal demmj ng

(phys I f I
(Physpe gg gmﬁcé@rg EP @k%mg?é’ thi¥s s m%bfetic3%§$uar[= ¥ oafgyi 0.128 0. 06:
print Xty ed acisipgly qedlicnThat m;a% tpabm@ét IC@ﬁloar?dldp?QmE%ﬂﬁaBﬁnagal nst
[ epr ogaKcbi @ﬁﬁdeﬂﬁitﬁm bhd singlétél, 38 onfofx 8AD kA YanfeTBOEeARIY:. Ks theddigeiment
20  of undesirable printing distortions are negligible in comparison with the size of

conscious modification and compensation portion of the screen dot, the hidden image

effect will dominate. This is possible by using high-resolution reproduction processes.

Referring to Fig. 4A, an additional example of how shading of an image
may be represented is shown. In Fig. 4A dot 402 is shown within cell 404. The area
25  of cell 404 is represented by the product of width *“‘x” 406 and height “y” 408. The
ratio of the area of dot 402 ““A” to the area of cell 404 is represented by the following
equation:

Equation (1) Z= A/(xy) %, where Z is in the range of 0-100%.

Figs. 4B-4D show various ratios of dot 402 to cell 404. Although cell
30 404 is shown as a rectangular shape in Fig. 4A, cell 404 may be any desired shape,
such as a square, circle, ellipse, trapezoid, etc.



personal i zation systemof the present is shown. In Fig. 18, digital canera
1802 is 20 used to photograph a prinmary inmage (not shown) to createqy DEC 2007
digital representation of that inmage 1804. Input device 1806, such as
keyboard, may be used to input personal data 1822 for incorporation |nto
the primary image. The inmage 1804 and .personal data 1822 are provided to
wor kst ati on 1808 whi ch contains dat aﬁa} e software 1810. The personal data
1822 and image 1804 are processed by encoder 1812 to ' create a hidden
image file 1813. H dden inmage file 1813 is then provided to software 1810
whi ch oper at es oReférzingniegBiguses amexample shawaawvheresithin a neenday504804 t o

creat e&?eauﬁbfahgcke%bﬁﬁarﬁ%fonnmﬁm%tﬂc éﬁ‘d’ itfi gﬁggﬁﬁéatéé f?x“%‘&%ase ginter

1816. nt e rints personalize ument on unified
file 1bemeatipnshe ¥isihi lﬁhz@%g ﬁbef-'y \HBaR §ffect ed to a host conputer 1818 if

necessary to con nd/.or addi.tiopal data to workstation 1808.
Thi s exenpl ary e%@ﬁ QIZ‘F 9%5@?5?%8@% tRrtians 18 J6R5,19 Bi¢ §128 Abt a
r egui r encrtificatidreahd comipensationepartioneofithascrzendiots,| the hiddenbeffeot dectdases

be. H?teaﬁﬁ &%ﬁ%‘éﬁ%foﬁfﬁﬁ‘ab @&@Qﬁé@@hﬁﬁ%ﬁﬁér WLty kg, ™ ™

exenpl &i emﬁf&ntnmme sereenalqis gushbe idnowntinda the comparsationn @rdm@lme 3s

resol u i [ 1 (not
Shown) hb&%"?"%‘é"‘*@%&%@%“"%x’g i %%ﬂ;g%‘% dfgW& 2R PitpRRA O 0 5

wor kst Blqdified sergeprdatis 5&%%%& Tt (SGmiFes e ner at es the hidden

elements . Wiile e soft re ru an r capabl.e handl i ng

hi%h resol ution 5#‘-2 V\? ‘?‘?‘é’é’ ]ﬁé’?i “ég Bg@ oﬁl hgsq{auperi or

speed ampbxgeﬁﬂmpreslentsl nine sell$S840nfor eafriple s Theadbttpersemagd measofpri mary

i mage X S fo conputer 1714. In the

exenpl &;@&g%@éﬁ%%@%ﬂgﬁ ngzoqléwaglc\%dc@ﬁg&h conputer and is used for

i npl enenti ng the%@%' ogram 98, conputer with simlar

capabilities may Bg{eiogﬂThe fi ?g % Elg/d by the software and the

hi dden indicia tyagse ‘4P i4ahe n%ﬂ?bd@ﬂff@ié’ﬁ&%%u r8ef 80BC I Pk Eﬁ’pérl?ﬁl Eksﬁét
Encodi ng al g’%athm; are ap Ileg @y io.the software to nefge 'second

| niiges TEFCHIREL 2 SgURTentt S0 PS PhYRIPHSH0eHy otirele, ehibse, TestnEla ¢
new e ege d The | fandtiéi@llysechog el iadrbdandensiothe pxamesed dHlO@creEheelcEmBnﬁ)Ef ged file

ueta aspBriing s 5{1#85{*3%2‘?5%1%@2%%%5% i PN Ry OF U, h Bl T

to an output devifgy EmbSdiERRA I ShObrédehd’ egus@e%g BBtodulRaR W th
is the resolutjon necess ry to rral nt al n and revea en*secondary
i mages Ofi ySAgek isoentifgized thrQuedy, @Ue%ﬂﬁl t device is manufactured by SClI TEX

VE, al though any hi_ e used
ptional |y, proofing a &X%EE‘& g %rg) &Ié% ﬁg{}%&?g% uﬁnﬁ&/?ﬁ)product
1722 to ensure conplia ém\ﬁl‘?%“’% AUENH VR ACEHE I rthes As the

exenpl ary process is apr@np@nsafmagmqmdmtmss t he user may hi de nore

brocess woul d al | ow Fﬁ%ceazf@%#tﬂrﬂ ety “ﬂ%bé eﬁﬂap&n’ ?.2.; é‘ﬂqu "
whi ch to performthe pr QemEntagy, 4ois, §ie @ée Hlc, tr Ryab BBEERY 16 » f| I es
t ®5hide within the i rragaa;coeqmgst,erﬁhfedempdwmqopmassys faCtUelchapphcdoper ations
& "scranbl e nmethod, 80 Eﬁgﬁw of Bretordt "?.aé‘rgeg il fosif é%?v i aidr 6 O
Otherwi se, the user ni ghfo! eHgCls an TP?@ JBSB‘?ﬁtQE#‘ eWéﬁht@mw

sel ection process. Upon ‘noisers in thenimmagepast the sel ection process, the

process checks the various input_ settings selected the user. The, process
detects errors rdnarienta ereatectiffsseniseseriiyofeatuses fan %PE%P@N@%&B@H ate

P S B ot P ' Save the

i hi y i v

esul t 4640 iﬁglsa}ﬂaz&rchpens aF dEterdt sReaiion FroRgoes Latrbedved ferl BEE 1 (<
to an delibeiaté discortions andonedificationsimayg dredindidgd iwidgashanesudtaneimbge.r esul t s
to an out put ~s 0 Ec 200z -20 file; hide with a tint method and save
the tint nmethod results to an output file; hide with a scranbled nethod and
save the scranbl ed/ hidden results to an output file; hide with a nultil eve
nmet hod and save the nultilevel results to an output file; or hide with a
raster nethod and save the raster results into an output file. The results
of any of s these nmethods can then be displayed and viewed (if desired) via
a resulting viewer wi ndow (not shown) . Tonal sound indicators (not shown)
can also indicate the progress of the software if selected. The primry

i mage may be a gray scale inmage which may include one or nore secondary
|nages as hldden |nages The gray scale |nage may be reduced toio |ts

o o v o o - o o o e o o [T I T 1
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30 options (light to dark or positive to negative). Variable options %/ be
provided via a conventional slider type bar or a digital represent atilgr;ﬁ 61002
an anal og control) such a knob. 19 CEC 2002 -21 Both the primary file
and destination file boxes have conventional "browse" capability to
facilitate ease of use so that the usgs-need not renmenber in which |ocation
or directory a particular file is |ocated wthin the systemor network. The
"filter" options allow the user to select a specific file narre and s have

Sel et he. des: Addns Eksibiary ippO@atict ok 3e RRbhC ARG wieERlart°, 1 ¢

nunmbedotssofritecprémary image ars idantified asfdighal infemmatiar carriers mto nghldhw ce.

Conve

Opera?PSﬁ@f%ﬁE%ﬁﬁﬁh%feﬁg%é?ﬁ%‘ e S2oRar Rl willh O SHIAN i ok
st or ag@agpaddy COISF mgy ESEEP‘:%%Sr‘@ @mrwmééﬁmt@mmws three
ses:on@@stwmdmgesmﬁgga&omntHeSmQﬁammtiuotﬂm@ahe rsecddaﬁisy‘e imageenn ber ovi de

addi ti_on ons dition ondar. |nter ced into a
noft 1 ORueBstEn t6hAnd Fadichot ViBte RSN FRHRR &8 et St oey ' Bl 20
sel ectvisiblef threugh mapproprmte aecodingi device. f The dectding cdewiber mai roegdor Thi s is

Sobs. Sraimble'af obticil fifles, Ut 47 ElocHBRIC decbder PPAS AR P EORYehidet HE
when @@@cmemanmamdmgeﬂffqgt,%attnhtl@dftadbe wa@farﬁncaraé paguifigationor perf or m ng
"1 RedgdtRod, Ire@ersgp%at mawlefﬂéetst hrh@aéaﬁ@r £lso chH 'fﬂte% thé”t wi Il

flowas snoof thelmae norln var.l ati ons.
b On 380 R E RO %E@paroramdpea HogmHe 78 BESDCoHng Betiotes | s
wher e usbe te encmieythenaggel. sThe ppoicalfiketingof thdﬂﬁn ngailso bewased sname

or ook et clsbar BUREYIC oS PRSP0, %ﬁHC{rﬁEﬁpm&%& e e san be

nergedtd.nto the el emental pattern of the prinmary inmage raster. The
resulting encoded image will be a visible inmage of a 2s person's
phbt ogr aph, whi cihesglestrapicodra@dar may: e, daplemeatedoisy hardware; spfavaresor ahe

S eCOoNGRMbihAMEHE tHEr S¥ fudttRe Provt ng%ogmmamelc V\Eétﬁ ‘i:}s“m e‘ié&f)brﬁé hei ght,

wei gh rit ve to be extrenely
e 9GRS Ay s SlECO e CPERBNa 16 0igheteh hephiden iaformatiogecur | 1y
of t hgubh dsdardcodecard digitdl daga.f urt her enhanced by making so 3 col or
separations in Cyan, Magenta, and Yellow of the inage after the hidden

i mage process hashehexemplary emhadlimEheisea methndsanwbapphratusfoba didjtakt ed t o

h t : heet
v ?Eﬁoﬁ%@r@n&?%@@r ﬁ%@‘z’*‘?&‘?ﬁ%@% 2 Skl b‘ﬁihﬁ% ori nt ed
i mage PRERIS @T A19bb Are pagk of He; weagen o[nythe expmplary.cmbedimanti Fh&'@ Pixsls @T appear

i n coldots milsreoeadseusasnmetdx ftaI hﬁoﬁﬁ@@cﬁﬂibm@fé’i’s t @mlﬁg @uéh éh &llWéﬁcoﬁEéy

b t t |1 t.
S Rre . HRay Bl Poaalb& oR Uﬁ‘ﬁ%@gryowa&%eﬁ”wﬁﬂ 3 g @Hnarﬂ%ﬁaar ons adds
s anotprmtmge\fef emdmpkeolwhem dopymg thebtopyeprotected image esaits iReienonng now t o

| #on b arfion o he Al ERS g@“%' 5br Tlﬂ&?efﬁa{?@ﬁe Bertiedfor” 2 ondar y
i mage engoded seraen 9 mlgeq:aran@la@rteqimoéogmaalggmerfeeuons dautapaybe used 40i nput .

At St I MRl (%r@ag eme 1302 is
Ioade?%%&ﬁ% se%u%%géleggc%gggg{enageOlllggf(t)éc:h?el co gjéaglaeéga on encodi ng

scheme 1302 to gﬁrtﬁaet & ed1rodace tHREmhZP dmagdé ot nhéé%@merﬁa@a@ig@tascr een
(not shpwn sel.ect based, on, a, desi.red re roduct i on s_ingl udi ng
atten a&?ﬂrf&r{}afs Ot &P ISe £1G- %H&‘Yo‘?e ?fﬁ& &Pedrﬁsc %t%ﬁ} %en is
p3eef ercanbtyained eﬁﬂmchotmadmeprmthl@dmatsehﬂsﬂd@ aiin thiptciase,zenly the pdimaryi s t he
desir C e ies 1308
are i Elgluggﬁ or %%ﬁisl? er ?& i @Eﬁjlmo a@%‘éﬁﬁ)ﬂ r? ﬁfatﬁgéreogl'éﬁﬁneﬂl qiaatd 1430,

t he ehobdrsg assgcemryamgescagbh@umoné@bmt@mqnan@ﬁyar@pggxdnﬂmswabf t he
i nf or nR¢ kRidear tﬁé%rﬁﬁiﬂr ﬁﬁﬂg@&@ﬁx@ré’ﬂsé@'aﬁd ttl'il?s&'&ﬁ@ﬁ!ﬂﬁuﬁé‘g@ﬂgér# bamge. At
Step 1435, primary inmage "1314%is input. At Step 14407) primary image 1314
is screened using the encoded 20 screen 1312 to generate integrated inmge
1316. At Step 1450, integrated inmage 1316 nay optionally be decoded with
decoder 1318A, 1318B to reveal secondary image . 1320A, 1320B (identical to
i mmge 1300) . Another exenplary enbodi nent of the present invention is
shown in Fig. 14B. In Fig. 14B, at Step 1470) primary image 1314 is input.
At Step 1475, 2s primary inmage 1314 is screened based on a user defined
screen. At Step, 1480 secondary inmage 1300 is input. At Step, 1485, the
first screen is nodified and conpensated for based on secondary inage
|nfornat|on At Step, 1490, integrated image 1316 is generated. At Step

AN -




1 9 DEC 2002 - 23 degrees to each other, into two different base colors
of the visible primary image. The visible primary image 1502 - as I:Qrmngﬂzd
of its original RG colors - is scanned, as a digital high resolution

i mge, using any type of photoretouching software. The image is then
divided into its conponent color "platigs" in yet another comonly used
color s format CWYK, wherein the conponent inmages of Cyan 1502C, Magenta
1502M Yel | ow 1502Y, and Bl ack 1502K, are shown. The versatility of the

Compondiin B yisie ribin AR ErRE T B8GreaY B, bR COF Aelpr BET bk oBRi o1 b o

i mage albmgodificationseandegistortians gmiiss be nompensated fox anpaneglementby gamentt h t he

an cp. I ﬁlﬁﬁan ri bed
e%/oove 533% @t% orlgfﬁqﬁt%%e%g%@d%gar g‘gﬁerl ze paﬂ?m'ﬂ %0 t he
unai detesel thisway.phe seerpsarnimage againdsgemes hiddeme
r agt eraﬂ@qleomg%@ftﬁe ﬁﬁggﬁgl ,ﬁg‘g@qga@r@m sible inmage 1508 with the

repeated mark J for exanple, s nmerged with the Magenta color plate
1502M t o pr oduceUsing ameledehtddyodottar pixaely ot 8xarfiple, Boa digital infoghhtieni mage

el Lot ¥55 e P Be %ﬁr%@%@ﬁ 8 SPORER nBRRdA B B el

l\/agentafﬂtﬁlmagcliat es. Secondary i nformation 1506 may be read as information
1518 from printed |rragﬁ 15fly2 usrr?g gfcoder 1514. Secondary information 1504
may be read as inforna 1@5 0 rinted i nage 1512 usi ng decoder 1516.
2d0Ref erring now to Ff @meﬂdéh@@(éﬁ%l@gﬂ bandrfart of the steps performed
by the software in Flganglﬁ(seeﬁg)v@l) The primary image 1S02 is first
digitized at Step 1600pag1ﬁohr(§§bp ipgpd out into its conponent CWK colors
1502C ) 1502M 1502Y a g isl ity tep 1605. Each col or plate can be

i ndependent |y operat ed H 2? processes inplemented at Steps
1610, 1615, 1620, and” f@ﬂg A 1gv %z In this 2s case, a hidden inmage
tééhni gue (or rasterization in single col or) is perfornmed. Next) the hidden

i mage oce ss is .appkied to the first ar e 150h at St 1630 and
the cel b aTaEmshiaRBd pRkshetet Bay Behsedl FRAAT One of Ribts colt Bhersi diE 1515
i s creprinthrpyimage, as wellqsttbetween cdlodt 1@yens ofrthe prigearyadmageor pl ates with the

unal tered Yell ow and Bl ack col or plates 1510 at Step 1640. In this exanple,
only the Cyan ands3vresalj@itprocessing theedasa bydwsingia S@cmswexApptoe:smnngnt

ChooseAﬁ%ocess % r%ﬁgmg‘l)é% 0 bO¥tffhs Gt Ach: m&il"\)llcﬁlla}e[enert&?d thu@e dgen

I mage pr, r ésent |nvent|on ma conbuter

sy8t enWithin thesanea sehare the sesands mrnag@rsehrdéans&hﬁﬁerwomns a.rqz. g 190
E C 2002 - 24 18B. Vapi hbia%gg)t lbﬁ%f% do?rﬁrx%t OMLdSPhiR @
rC!waPéo

S| LI CON GRAPHI CS | NC. SOT’ Fe which
generates the hidden el"&nB ry\m}qgg ‘f‘ 5&@09% conput er
capabl e of handling hi §econsasy image, aidphi cs, the SA@ nachine i s used

hsed to scan the primaf @%&&@g&g@%ﬁg p{%@?ﬁ%@iﬁ ig’% ~
cdiputer 1806. In the &X fn%nstvﬁ’é -boldery for

i npl enenting the desi grpop‘il@@}r am aI t hough any conputer wt h simlar types,
val ues, and paraggt ers are sel.e t he user, Encqding.algorithnms are

appl i ed by the s tam%ﬁslé ofSSERLa 8 1 e dots,pF gixelowilh &g diStPREGSL wi t h
vi si bl modifiedregmpaiedom thempptaiucedPoimiry ienapetentp. new merged file using
wor kst ati on 1808. The new nerged file may be in a "tif ' file format, for
exanpl e. The conBeérenigdeFign 6i antexample ds/shebovh b haw mrﬁmmtmimsr}udd&ﬂlo

""%Ch %e?é‘ﬁ?ebtgi’or‘?ﬁatﬂ{d %ﬂrfég i§ gﬁsefd S8nd H@r&ﬁy‘%f‘tﬂe H&E)rﬁﬁig;%“ ”%essar y

mai ntai h_an condar eco

h| gh- qeells 692,n64h Goésmetdqswnamdageeﬁ@t ¢adls i Lnew high mf@efmanos i b g

ggrorg}‘ | The gﬁ@m@l bra %eﬂrﬁg@% 804 Bgcti elé@edarbq/awea%fndtﬁa&nt wgglédgtsgg g&to tﬂd erlaur e
progr aFﬁSG%%V"de;[F’eFégy oPlus gt % E>]*7r2r é%ﬁ%gbwrﬁfe fihg QE’i’stltl?%?éggﬁhoom ng
whi ch type of process will be perforned and under which paranetric
conditions. Various screens, typical of "wi ndow' type environments are 20
presented .to the user to facilitate user selections of the various
criteria. The environnent is simlar to conventional G aphical User
Interfaces (GUI) which use a variety of user input and selection devices
and, as such, a detailed explanation is not provided. Typical user
interface screen may provide, for exanple) File Menu 2s options (e. g. ,
About, Load Settings, Save Settings, Sound, and Quit), Directory options,
File retrieve options, File store options, File Type options, Sound
options Fllter optlons etc. Further screens mnthln the progranthlerarchy




One of the nost useful applications for the above descri bed process IS
where the primary imge is a photograph and the secondary inmage is
signature of that subject of the photograph, for exanple. Using t@ﬂ&ﬁ'ﬂm
process) the primary inmage ~o0 may be rasterized and then the si gnature can
be nmerged into the elemental pattern-bf-the primary inmage raster. The
resulting encoded image will be a visible image of a person's photograph)
whi ch when decoded will reveal that person's signature. The secondary i mage

m ght 68Rs604N6bEI608} 680, atid 612 Ste@péﬁwe@\’f THEd@fEith ij&hé ceu@sﬂdsmd jtc. This

hi gh securit, o] tr usef n

i t errs BRSCSE Eﬁﬂ}l?lg brg‘gg\‘mgi 2¢Pom;§t X)ell Bﬁgbf ‘et ‘P???ar&ya g’ﬁpr ty
of thehdsravldagerdredsmy@frsughir:eheﬁlﬂtmdﬁété ﬁnéqumdby maki ng 3 coI or
separations in Cyan, Magenta, and Yellow of the inmage after the hidden

i mage process h&Refbering pewf tr Figl.7, Anessample @f hom infdrmhation ke hiddensandd t o

each eet
wion Chilenpéicn Vs R ShodHas Srf e R IR0t 8 oF Al 5]
appea@re¢g perceptaghe lnkigded celle!0% rsélseeca@ep@dmrfmg%n%mra:ewpaar in color.
Thet ﬁ%fbﬁﬂﬁt idin c?frn%f‘ﬁo@@?&rrla lagwm%émwl mmfa?oﬁ%i'ﬁt &t c#%tr 4 WQH‘B@E? yeL
ano ac r e copirolle en. usjng di fferent co s of in
paper tietowBe e Afea of intrmeiub Eagistaidl J0% saslsihe 45Rb oF 83t B8 e Rt
secur |dt1}extwordsl walhﬁmthdaofcﬂmmngcqnam;s sa2isfiedi | | anot her possible use of
the program woul d be to create interference, or void tint, conbi nati ons on
pti nted matter. Bquatione@hni que 41+ Zponceal certain words, |ike "void" or

“invalid" on itens such as concert tickets. If the ticket is photocopied,
the underlying word "WBeu: Zui 15 the det areacpercentage 9§ dehdOh@nde render it

invalid to a ticket i7speedot afeepeRichimve o\ thatidVéatierdobici ent and
| ow cost 30 alternative to produci ng suchi void tint patterns. The exenplary
pr?CGSS (sztthe ﬂ{flt%ﬁfih ln\?h\&etdF f¥) 87a eladep leJfaﬂﬁ@glﬁﬁer?@ﬁQﬁHMen and

wat er nmar at t.erns | Q 0 Vi

penct A er B ST PR o Bhfalathh B piecenla8 SIS sySerBBR ot Aih e 1
ptodugencentaged DEEi@.082supesc¢lbBAy nsused/asaam mfemmaﬁbna:armmupercm}hs for
exanpl rﬁ%@i r 4P SNy d cost
effectlrﬁ@e rolillpSrQ)éagec£H £r"rtgeg’scﬁdc?h reswa‘\%r%éeq gﬁ%e cfea‘fé E?Ir%re?ﬁogarra i ncl ude
encodilpfpratations3QH wal e fidder wheadhe ayarpgsidotdsen Pﬁfcteﬁ?aéé of supercgllfid4 er ent

col Or'e‘élﬁﬁﬁrtﬁé'aﬁreﬁag’e%t' drb@@e@éht@é&iﬂsd%%’ell%@@mlﬁWer'v{’ofﬁg'v&iﬁeh%bon Upon
rej oi or s, |nt]§ﬁ ntr ng the secondary image will be readable by

decod?ﬂggﬁé@g gguatgm)}ﬂs& T egi st ratr on perfor med bel ow the required,

uracy both pr seco be damaged efficient I y.
gorcl | ot her usef%{@aé% ?@atr onnﬂ ght é‘“ge%é?atr on and optim zation of
digital screens consig élrég ly&f\era‘g% a@d gredl eyofjﬁgp% exanpl e:
| etters, ~o0 patterns, rawﬁ over u user deti nabl e
screens might be appl$&agnd slﬁﬁhsra"@éagfed@eﬁﬁﬂ Sﬁﬁemfe%lpﬁfﬁ%h@%r
mul ticol or process, even w t hout di econdary i e.into the rrmary
i mge, an enhang?rf@ﬁ‘imgﬁmfve% H}geramaé)h%(aggpslp%s ‘PW%@J% Fﬁgr@é@%
i mage hif¢drewithivg arcell whefe g hiddeh &Edrmmasm caryidreis ani anghs (@ Fi@co) c/al i ng

ot oy e 22 R BSRs AN, EaalER telly MRS DGR PRl Such o e

p(ﬁrt |k dnfarmation 90dyal] benkiddsmvwiiea aithee £q. r(ab odEQ. Kh)y. atema, an&)sﬂﬁisﬁedr ne
I
enbos e e S FipPY; iffoftpadeRogy ey bbOLREe BrOBEN oAy, Anglpidimafet

enboss |ne rasterizin
22F, &emnysang erfaom grs ‘3{5863952265 cross raster; Fig. 22H, 20 Iatent round
Fi g. 22 Cross Anot her

raster; Fig. 22l raster.:

| |
t echni que, cros gé’é?“r %%Fgr % (G, CXHRP Eé%s%‘@nﬂleﬁ%@nmt
densi thidden Withiy ardellcwherd theeinforthayien crtehéy psidome dnflgnlohmpmceltso nt al

10 gk I AR AL S e

refractive characteristics across the face of a 2s single | ens. Hence
different parts of the printed matter may be encoded at different
frequencies and still be decoded by a single |lens for conveni ence.
Undoubt edl y many ot her rasterizing types exist which are easily adaptable
to the encodi ng techniques. Regardless of the type of rasterizing used, a
variety of other security neasures may be perforned using the program and
the underlying principles so involved. For instance, the consecutive
nunberi ng system found on tickets or noney m ght be hidden to insure
further security against copying. The program m ght also digitally generate
hrdden bar encodrng 19 OEC 20p2 -27 Yet another common security printing




Referring now to Fig. 21, certain exanple details of an exenplary
scranbl i ng-process of the prior art are shown. In this exanple, th'FQDECZWZ
process is generally referred to as a "one phase" encodi ng operation whic
is sliced up into elenental slices, or segnents of width h. An el enentary
slice is shown on Fig. 22. Each slicgjgidth h is a function of severa
factors such as density) overlapping, mrroring, doubling, zoom ng and base
code. Referrlng nom/to Flg 22, a "two phase" scranbl ed encodi ng process is

S0U et 0Nk % 91 o S L0 (Shohaloh e B s R-EASRS shmiloes®, "
H ;Z: sup e&eﬂgmosl i Iifoandtios enilicheshiddeh ngB%rZM)Tb@o\{%hgﬁgWé@d Sllrl edt@@l(l) 01; i
Cor o2 e TR, S SR BRI hae VatleS Betis etkEebbes ¢ he

odd slhiding desirade conposed of elemental lines fromthe pr| mary one file,
and the even slices 16 are fromthe pri two file. Upon 2s decoding, the
fi¥st and secondReferng aoy tmﬁgesllwamemmﬁms shayem of hewt infoanatien isi bl e.
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i magesupercelit Pi0ddedinls thet totaledot amgidfsupercethl Y02 stetsthat Ed. {¢) issatisfiedg

out put 1 mage, every third slice 2300, 2302, and 2304 conmes fromthe sane
respective firstRefemingadovoto Fig.ri2, ani examplé id showwaf howpimfonteatoati isg, t he
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hi ddereitheo @5 (3) ohé4)eatehatisiidden part conpensates the otherwi se naturally

visible sign of the scranbled process by hiding the scranbled slice
ellenments (under Theakesthesecondasy imiage wisibléed éweicai/vot plectronimdedodimgit i n a

hi gh ﬁg?g:@d‘j@gﬂh&&@a@é gévies arﬁ‘ﬁ&é‘derd' ”Qhﬂﬁ@éédér rgp?fer?tﬁir sRlbcBX ALt faef the

hi dde ess IS ostage _stanp is
creat dﬁermlomw 8 dets Hlﬁ%léleffor usiag a statistical mnkmgmth fori mages,

ori entegy@niffle dRORRAtdPIREE0dEN 8Ad makeQhé Btidén! ih@iced vishsie @o ¢Re ser, of the

visible primary inmage. The visible primary image - as conprised of its
original RGB col Thecompsnensofatle pascess diayi beatoriegted thsalgh awappropgiate i nt o

30 o dafihit dhahe p0ELes @S@% gen@& B 43 abpitbstisl ity ﬁ tglglkt 3508
are srpmmaryrhnageea@mluahl readabilisy pfdbe sidden) mﬁ@m%mntmwa@ynt@dhm nati on

of a ssgegﬁ@ﬁ? g@ge 2510 with any one conponent color of the visible
image. In thfs c the secondary invisible image 2510 with the repeated

symbol USPS f orIneariyiiereexemiplaey e@Bodiniénttdfeh efifirvenflbA! theZdessThe
result an cal ove - Wl I, Show, t he

or o1 HaRSs S B ESelayBrthe diRefert cBSwnets pohe FePrORCHAmLPHRSEBA bt t he
ses:ondmey defiued pbtaenetrmger ptibtities, orprodect a migh ghalityadsibie pﬁmmtmm e A

o or 45 RRARAY SRS i BERn TR e F HiRATROmRIh Ehotdkl, Do

i mage ipBLthe mhzslblemacondwun@germge (similar to 2500) will then be re 2s
conposed using t or| inal Yello 506 and ck ,2508 pl ate W th

t he encoded Cya gsemal Wﬁ&%WF%%E‘@? ?‘ibﬁiei S‘F‘fpgstrat ed
and demrdmgaﬂamaem, rather ithatenfikeh painieeérsi nmeuhibea:dmp bey kinbsotiitertp t he
Slﬁ ai lrFﬁ Fcfhﬁwn. Rat h@)rl% var i O#Jes nmodi éat I-CP 4Ty be made in the details

Pt hi € AUV YR YRR F BRGETE r%&l?iy\}%ﬁ LS he clains and so without
departing fromthe 4 i |rred 1. A
met hod for encod 'néﬁgxg%h%?wlfﬁaggmwﬁgwlgssec&ﬁd‘ﬁ&gai %rlg%lg conprising the
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(b) rasterizing the secondary inmage into a second el enental i nmage; é@% 2002
nmerging the first elenental inmage and the second el enental inage i 5
uni fied el enental inmge based on a predeterm ned decoding principle, the
second el enental image hidden within the first elenental inmage; and (d)
produci ng an out put imge based on thg unified el enmental imge, said
primary image being visible to an un-aided eye and said secondary i nage
bei ng hidden fromthe un-ai ded eye, wherein the decoding device is an

optical |ens corre_ssigﬂ di ot 8r Hiftipsedet er m ned decoding principle. 2. The
met hod of claim1, th COHB{]IS"IQE? the step of: (e) viewing the
X put image by activating a decoding
gfﬁ%ﬁ ¢ i b i vat | decodi

!
secondary i nmage hi'cﬁfgxs%ﬁ?
devi ce. 3. A net hodhedratyre tREHNABHITAEH, tsHrh a8 backgroynde Patieiagy t o

create encoded scr geoOSIréotext,netor porati ng a secondary inmage as an
anti-counterfeiting security feature into a visible primary inmage, the
mét hod conpri si Rg thashsraserisics qfthe diddan segondarysiswaged sa¢h asmge accor di ng

to a user selected decodi ng_devi to_produce an encoded output inage; (b)
mer gi ng the encode'os"Bé]lepq?rlg’l' %&Bﬁﬁﬁ‘a‘%é user sel ected basic screen to create
an encoded screen -a$XbrPIEWIBUPIRGTE PeRBRBary i mage as a hi dden secondary

i mge; (c) integratopticallyereepgnizhblepimageror dinertidigitalidatmretsecondary i mages

in the output, Ry conputerized screening of the primary inage, using the
encoded screen 30@8%%@%1% o‘gﬁ TSRIASHALPY Pifgéﬁjéﬁm Rdequategereening 2002
-180 (d) reprodugddhfioldps, isitle@sat ed out put images in accordance with a

reproduction technol ogy corresponding to the user sel ected decodi ng device
used to encode the thedgeselatipniafethe reproguetion precessicoded i nage i s encoded

usi ng a successi ve thephiminabsizerand shape of the applicable dot or minimal width
i of the thinnest applicable line
- the applicable minimum space between the elementary dots or lines
15 - the size and shape of the preferable screen relevant to the actual
reproduction process (continuous tone, dot, line etc.)
- electronic reproduction (for a display) or “hard copy”
(for printed media)
- traditional printing (offset, intaglio etc.) or digital printing
20 (computer printers, such as laser printers, inkjet printers, dye
sublimation printers etc.) or digital printing machines (Xeiko,
Indigo etc.)
- continuous tone screening, dot screen screening, etc.

4, the characteristics of the decoding device, such as

25 - simple optical decoders for reading optical codes made on the
' principle of a simple optical filter with different geometrical forms
using periodical or random filtering patterns.
- complex optical decoders for reading optical codes with different
optical (magnifier, reverse, prismatic diminishing etc.) effects.

30 - simple electronic decoders for reading optical codes with software
simulation of functions of the optical decoders without electronic
recognition.

- advanced electronic decoders for reading optical codes with
software simulation of functions of the optical decoders with

35 electronic recognition.

- complex user programmable electronic decoders for reading direct
digital codes which are also programmable by the users.



wherein the successive approximtion is inplemented in a softwark9dha20R
executed in a general purpose conputer. 4. The nethod of claim 3, wherein
t he encoded output image is optinmally encoded based on characteristics of
t he decodi ng device. 5. The nethod of claim3, wherein the basic screen is
sel ected according to the reproductiqg_technology used to reproduce the

I mge. 6. The nethod of claim3, wherein said successive approximtion is
based upon at |east one of a plurality of user defined paraneters of the

reproduction process, used_to reproduce the .image. 7. T met hod of claim 3,
V\:hgl’ ein said Iroe-gr égﬁé‘?"r?g °§t3€‘|’:}“'i? éPPV'é%YQEECHHBv gﬁfnroasmbﬁf% £iGg ofCR #edi um
i1) displaying on Is ' gl Lid; [ on a storage nmedi um
8. )The ﬁet%odgof Eﬁhlgm ggg\%%?\%e;&?ﬁe e ?:%%%Sé&o(ﬁg%sed on di st%rtions of
el ement ary dot 5 of hAAEe ) Tehrpleb AEeCuleianth O roklacmctige
i nvi si bl e by conperiBaeneedest datganusiheopratesied of the said el enentary dots.
95 The net hod of elpbtecBipnwiferithen thé priswearyridragy, seopdarsimagedabl e onl y
et hod of I ai . 3 R e O o at e | L apxel
met hod of cl al I S I LS S | I_X
o enmont o ¢ iara F8IIGH @ity “SB0GRIch FRalén BRA AaG b HisBalA The
pi xeluseralefined parametees] onprivrigiesal Ini thisoexemplary embodiment, 1 usére net hod of
cl ai ' .of the digital infornmation carriers is
nmodi ﬁ%%ptgﬁggfﬁﬁegst@ggg@hgéé of the g?oup consisting of: i) a shape of
tibe pi xel el enent - the )qualisi aftef primaryiimege el ement,

- the sharpness and readability of the secondary image

- the nature of secondary image (such as, alphanumeric, picture,

binary code, etc.)

- the process of decoding (physical, electronic, software, etc.)

15 - the actual reproduction technology used (such as, electronic, digital
printing, traditional printing, etc.)
- security (such as, data protection and protection against reproduction)

Referring to Fig. 18, an exemplary embodiment of a document

personalization system of the present is shown. In Fig. 18, digital camera 1802 is

20  used to photograph a primary image (not shown) to create a digital representation of
that image 1804. Input device 1806, such as a keyboard, may be used to input
personal data 1822 for incorporation into the primary image. The image 1804 and
personal data 1822 are provided to workstation 1808 which contains database software
1810. The personal data 1822 and image 1804 are processed by encoder 1812 to
create a hidden image file 1813. Hidden image file 1813 is then provided to software
1810 which operates on the image 1804 and hides a data 1822 within image 1804 to
create a unified file 1814. The unified file 1814 is output to printer 1816. Printer
1816 then prints personalized document 1820 based on unified file 1820. Workstation
1808 may be connected to a host computer 1818 if necessary to control and/or supply

30  additional data to workstation 1808. This exemplary embodiment is useful where very
high resolution is not a requirement. The format of the above mentioned files may be
in a “DLL” format for ease of use with PC based systems, although any file format
may be used depending on the target system and/or user requirements.

An exemplary embodiment of the present invention for generating high
35  resolution images is shown in Fig. 17. In Fig. 17, Various image files (not shown)



iii) an angle of the pixel elenment, iv) a position of the pixel elenent, v)
a frequency of the pixel elenent, and vi) a density of the pixel ethﬁfﬁz 002
13. The method of claim 12, wherein the nodified parameter of the digital
information carrier is contalned within a single color |ayer of the inmage.
14. The method of claim 12, wherein tpe-nodified paraneter of the digital
I nformation carrier is contained wwthin a plurality of color |ayers of the
i mage. 15. The nmethod of claim 3, wherein the secondary information is at
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device Is a co aV| n% erent opti ts for
r eadi r@n@gtpz;é é‘geate a new merged file 1708 using hidden image process 1706.

The new merged file may be ina “DLL” file format, for example, although any file
format may be used depending on the target system. The completed design is then
provided to an output device 1718 which is capable of printing the final image with

15  the resolution necessary to maintain and reveal the hidden secondary images upon
decoding. A preferred output device is manufactured by SCITEX DOLVE, although
any high-quality high-resolution image-setter may be used. Optionally, proofing
apparatus 1724 may be used to proof the final product 1722 to ensure compliance with
the user selected preferences.

20 As the exemplary process is a compensation based process, the user may
hide more that one secondary image within a single primary image. Accordingly, the
process would allow the user to indicate the appropriate primary files on which to
perform the process and indicate one, two, or more secondary files to hide within the
image represented by the primary file. Other operations which could be selected for

25 calculation, would include a ‘““tint”” method, a “scramble’” method, a “multilevel”
method, and a “raster” method. Otherwise, the user might choose to exit the
program, or re-enter the selection process.

Upon transitioning past the selection process, the process checks the
various input settings selected the user. The process detects errors relating to each
30  selection, and displays an appropriate error message. Based upon the input settings
selected, the various operations will be performed, e.g. hide one secondary image and
save the results to an output file; hide two secondary images and save the results to an
output file; hide more than two secondary images and save the results to an output



22. The method of claim3, wherein the different optical effects include at
| east one of the group consisting of: i) magnification, ii) reversd| 9 DECiZM0?
prismatic, and iv) dimnishing. 23. The nethod of claim3, wherein the
decodi ng device is an el ectronic decoder for reading optical codes using a
software simulation of functions of {P@-optical decoders. 24. The nethod of
claim 23, wherein the el ectronic decoder incorporates electronic
recognition. 1 9 DEC 2002 -33 25. The nethod of claim3, wherein the
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software application of claim27, wherein the user selected screening is
sel ect ed based oRi®BFinarydmagedaeybaiargray sepedmageivwhich aaahiniclde one or
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10  its color components into which one or more secondary images may be hidden in any
or all of the color components. The primary image may also be a color image in
which one or. more secondary images are hidden. When hiding more than one
secondary image in a primary image, each secondary image may be rotated with
respect to one another, such as at angle of between 0-359 degrees, for example.

15 Rotation of secondary images is applicable in both gray scale and color primary
images and may be within a single color component layer or between color component
layers.

The associated software program uses a variety of user interface screens
which facilitates choosing which type of process will be performed, and under which
20  parametric conditions. Various screens, typical of “window” type environments are
presented to the user to facilitate user selections of the various criteria outlined above.
The environment is similar to conventional Graphical User Interfaces (GUT) which use
a variety of user input and selection devices and, as such, a detailed explanation is not
provided.

25 Typical user interface screens may provide, for example, File Menu
options (e.g. About, Load Settings, Save Settings, Sound, and Quit), Directory
options, File retrieve options, File store options, File Type options, Sound options,
Filter options, etc. Further screens within the program hierarchy may provide, for
example, Decoder options, Phase options (one phase, two phase, etc.), Density

30  options (light to dark or positive to negative). Variable options may be provided via a
conventional slider type bar or a digital representation of an analog control, such a
knob.
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overlay different sets of text that will be viewed together, yet be seen as separate
words when decoded.

Additional user interface screens are provided for performing an
“indicia tint” operation. Unlike the hidden image, the indicia tint will flow as
smoothly as possible through the image, ignoring tonal variations.

20 One of the most useful applications for the above described process is
where the primary image is a photograph and the secondary image is a signature of
that subject of the photograph, for example. Using this process, the primary image
may be rasterized and then the signature can be merged into the elemental pattern of
the primary image raster. The resulting encoded image will be a visible image of a

25 person’s photograph, which when decoded will reveal that person’s signature. The
secondary image might also include other vital statistics such as height, weight, etc.
This high security encoded image would prove to be extremely useful on such items as
passports, licenses, photo ID’s, etc.

The security of the hidden Indicia might be further enhanced by making
30 3 color separations in Cyan, Magenta, and Yellow of the image after the hidden image
process has been performed. These colors would then be adjusted to each other so
that at natural gray could be obtained on the printed sheet when the colors are
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maintain a neutral gray becomes yet another factor to be controlled when using
different combinations of ink, paper, and press. Maintaining these combinations adds
another level of security to valuable document currency.

Referring now to Figs. 13 and 14A, flow charts of an exemplary
embodiment of the present invention is shown.

Referring to Figs. 13 and 14A, at Step 1400, secondary image 1300
(consisting of one or mare images, text, data, etc.) is input. At Step 1405, a
preselected or user defined encoding scheme 1302 is loaded. At Step 1410, secondary
image 1300 is encoded based on encoding scheme 1302 to generate encoded image
1304, At Step 1420, a basic screen (not shown) is selected based on a desired
reproduction process including attendant technological imperfections of that process.
The basic screen is preferably selected from a data base 1306 and optimized based on
the desired reproduction process. At Step 1425, user selected priorities 1308 are
input for consideration in the hidden indicia process. At Step 1430, the encoded
screen 1312 is generated based on the an approximation of the information carriers
1310 contained within the encoded secondary image. At Step 1435, primary image
1314 is input. At Step 1440, primary image 1314 is screened using the encoded
screen 1312 to generate integrated image 1316. At Step 1450, integrated image 1316
may optionally be decoded with decoder 1318A, 1318B to reveal secondary image
1320A, 1320B (identical to image 1300).

Another exemplary embodiment of the present invention is shown in
Fig. 14B. In Fig. 14B, at Step 1470, primary image 1314 is input. At Step 1475,
primary image 1314 is screened based on a user defined screen. At Step, 1480
secondary image 1300 is input. At Step, 1485, the first screen is modified and
compensated for based on secondary image information. At Step, 1490, integrated
image 1316 is generated. At Step 1495, integrated image 1316 may optionally be
decoded with decoder 1318A, 1318B to reveal secondary image 13204, 1320B
(identical to image 1300).

Referring now to Fig. 15, an example of hidden image generation in color
separation is shown. In this example, a photograph 1502 is reproduced whereby the
process incorporates two different secondary images 1506 and 1508 , oriented 90
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the easy combination of a secondary image with any one cornponent color of the visible

image. In this case, the secondary invisible image 1506 with the repeated symbol
JURA, for example, is merged with the Cyan color plate 1502C. The resulting Cyan

10  color plate 1510C - as described above - will show the original visible image in a
rasterized pattern to the unaided eye, but the secondary invisible image will be encoded
into the rasterized pattern. A second secondary invisible image 1508 with the repeated
mark JSP, for example, is merged with the Magenta color plate 1502M to produce the
encoded Magenta image 1510M. The final visible image 1512 (similar to 1502) will

15  then be re-composed using the original Yellow 1502Y and Black 1502K plates along
with the encoded Cyan 1510C and Magenta 1510M plates. Secondary information
1506 may be read as information 1518 from printed image 1512 using decoder 1514,
Secondary information 1504 may be read as information 1520 from printed image
1512 using decoder 1516.

20 Referring now to Fig. 16, an example flow chart of the steps performed
by the software in Fig. 15 is shown. The primary image 1502 is first digitized at Step
1600 and then divided out into its component CMYK colors 1502C, 1502M, 1502Y
and 1502K at Step 1605. Each color plate can be independently operated on by any of
the processes implemented at Steps 1610, 1615, 1620, and 1625, respectively. In this

25  case, a hidden image technique (or rasterization in single color) is performed. Next,
the hidden image process is applied to the first secondary image 1506 at Step 1630
and the second secondary image 1508 at Step 1635. The final output image 1512 is
created by re-joining the encoded Cyan and Magenta color plates with the unaltered
Yellow and Black color plates 1510 at Step 1640. In this example, only the Cyan and

30  Magenta colors were encoded. Other examples might choose to encode one color,
three colors, or all four colors.

The hidden image process of the present invention may be implemented
on any computer system. In the present invention a preferred setup is shown in Fig.
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10% U&SQD ¥drkStation 1802 which executed software which generates the hidden elements.
While the software might run on any computer capable of handling high resolution
graphics, the SGI machine is used because of its superior speed and graphical
5  abilities. Scanner 1804 is used to scan the primary image. The scanned information
is provided the computer 1806. In the exemplary embodiment a MacIntosh computer
is used for implementing the design program although any computer with similar
types, values, and parameters are selected by the user. Encoding algorithms are
applied by the software on the SGI 1802 to merge secondary images with visible
10  images from computer 1806, to create a new merged file using workstation 1808.
The new merged file may be in a “tif”” file format, for example. The completed
design is then provided to an output device 1810 which is capable of printing the final
image with the resolution necessary to maintain and reveal the hidden secondary
images upon decoding. Any high-quality high-resolution imagesetter may be used.
15  Optionally proofing apparatus 1812 may be used to proof the final product to ensure
compliance with the user selected preferences.

The associated software program uses a variety of user interface screens
which facilitates choosing which type of process will be performed, and under which
parametric conditions. Various screens, typical of “window” type environments are

20  presented to the user to facilitate user selections of the various criteria. The
environment is similar to conventional Graphical User Interfaces (GUT) which use a
variety of user input and selection devices and, as such, a detailed explanation is not
provided.

Typical user interface screen may provide, for example, File Menu
25  options (e.g., About, Load Settings, Save Settings, Sound, and Quit), Directory
options, File retrieve options, File store options, File Type options, Sound options,
Filter options, etc. Further screens within the program hierarchy may provide, for
example, Decoder options. Variable options may be provided via a conventional
slider type bar or a digital representation of an analog control, such as knob.

30 Both the primary file and destination file boxes have conventional
“browse” capability to facilitate ease of use so that the user need not remember in
which location or director a particular file is located within the system or network.
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The “filter”” options allow the user to select a specific file name and
have the program search for it. The *“‘resolution” option allows the user to select the
desired resolution of the final output image. Preferably, this number is matched to the
resolution of the destination output device. Conventional compression techniques may

5  also be used during file save operations to keep the overall size of the files smaller and
conserve disk storage space.

One of the most useful applications for the above described process is
where the primary image is a photograph and the secondary image is a signature of
that subject of the photograph, for example. Using this process, the primary image

10 may be rasterized and then the signature can be merged into the elemental pattern of
the primary image raster. The resulting encoded image will be a visible image of a
person’s photograph, which when decoded will reveal that person’s signature. The
secondary image might also include other vital statistics such as height, weight, etc.
This high security encoded image would prove to be extremely useful on such items as

15  passports, licenses, photo ID’s, etc. (Fig. 18).

The security of the hidden indicia might be further enhanced by making
3 color separations in Cyan, Magenta, and Yellow of the image after the hidden image
process has been performed. These colors would then be adjusted to each other so
that at natural gray could be obtained on the printed sheet when the colors are

20 recombined. Hence, while the printed image would appear gray to the unaided eye,

the decoded image would appear in color. The adjustment of the separations to
maintain a neutral gray becomes yet another factor to be controlled when using
different combinations of ink, paper and press. Maintaining these combinations adds
another level of security to valuable document currency.

25 Still another possible use of the program would be to create interference,
or void tint, combinations on printed matter. This technique will conceal certain
words, like “void” or “invalid” on items such as concert tickets. If the ticket is
photocopied, the underlying word “void” will appear on the copy and hence render it
invalid to a ticket inspector. The software would provide an efficient and low cost

30  alternative to producing such void tint patterns.

The exemplary process of the present invention may also be adapted to
produce watermark-type patterns which are typically introduced to paper via
penetrating oil or varnish. Furthermore, the process may be applicable to producing
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holograms via line diffraction methods, for example. Again, the program would
prove to be more efficient and cost effective for producing such results.

Other useful application may include encoding of a secondary image
hidden and divided in three or more different color-separations requiring extremely high
5  accuracy in registration. Upon rejoining the colors in printing the secondary image will
be readable by decoding device. Should the registration performed below the required
accuracy both primary and secondary images would be damaged efficiently.

Still other useful application might include generation and optimization of
digital screens consisting of user definable elementary dots for example: letters,

10  patterns, drawings or whatsoever, although user definable screens might be applicable as
high value security features in one or multicolor process even without hiding a
secondary image into the primary image, an enhancement of feature might be the hiding
of the secondary image.

Referring now to Figs. 19A-19], various techniques for activating the

15 decoder are shown which may be used to encode images into visible primary images.
Accompanying each Figure is a circle showing an enlarged portion of the image. The
example types include: Fig. 22A, double line thickness modulation; Fig. 22B, line
thickness modulation II; Fig. 22C, emboss line rasterizing; Fig. 22D, relief; Fig.
22E, double relief; Fig. 22F, emboss round raster; Fig. 22G, cross raster; Fig. 22H,

20  latent round raster; Fig. 221, oval raster; and Fig. 22J, cross line raster. Another
technique, cross embossed rasterizing, may use one frequency of lens density on the
vertical plane and yet another frequency on the horizontal plane. The user would then
check each secondary image by rotating the lens. Yet another technique may include
lenses which varying in frequency and/or refractive characteristics across the face of a

25  single lens. Hence different parts of the printed matter may be encoded at different
frequencies and still be decoded by a single lens for convenience. Undoubtedly many
other rasterizing types exist which are easily adaptable to the encoding techniques.

Regardless of the type of rasterizing used, a variety of other security
measures may be performed using the program and the underlying principles
30 involved. For instance, the consecutive numbering system found on tickets or money
might be hidden to insure further security against copying. The program might also
digitally generate hidden bar encoding.
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lines on the printed matter.

5 Referring now to Fig. 20, one scrambled image is processed into a
visible image. This process is generally referred to as a “one phase” encoding
operation. In any encoding operation, an output image is a function of the decoder
lens density. An output image 200 is shown which is sliced up into elemental slices
202, or segments, of width h. Each slice width h is a function of several factors such

10  as density and base code. Fig. 21 illustrates a scrambled image where segments 2100
of the image are flipped with respect to one another and result in flipped segment 10.

- Referring now to Fig. 21, certain example details of an exemplary
scrambling-process of the prior art are shown. In this example, this process is
generally referred to as a ‘“‘one phase” encoding operation which is sliced up into

15  elemental slices, or segments of width h. An elementary slice is shown on Fig. 22.
Each slice width h is a function of several factors such as density, overlapping,
mirroring, doubling, zooming and base code.

Referring now to Fig. 22, a “two phase” scrambled encoding process is

shown whereby the method is similar to that for the one phase process. In this case,

20 however, each slice of width h is further divided into a first 2200 sub-slice and second
sub-slice 2202. The elemental lines of first and second secondary images will be
stored by the software program in ‘primary one’ and ‘primary two’ files. In the
resulting output image, the odd slices 14 are composed of elemental lines from the
primary one file, and the even slices 16 are from the primary two file. Upon

25  decoding, the first and second secondary images will appear independently
discernible.

Referring now to Fig. 23, a “three phase” scrambled encoding process
is shown as similar to the one and two phase encoding processes. In this case, width
h is divided into three parts. The first, second, and third secondary images are stored
30  in three computer primary files. In the resulting output image, every third slice 2300,
2302, and 2304 comes from the same respective first, second, or third primary file.
Again upon decoding, the first, second, and third secondary images will appear



1000 19 DEC ggnz
1000! 0S294.0%00&' () - @ DS2940% 0' 0&' () - @ < #@&10%00& ()-g! #@10% o' 0& () -g! 5#
@10% - & ()-grcsc}ccdd ghoMeCl f - &10%&' () - M fOyy&10%&' () - ! fOyy&L0O%&' () -
Hfyy&10%& ()- @10%& ()-'10%& ()- 10o0o0hhj k% pmgnr mUGCI f - & 10

10! ~Of / %4 09%&' ()-!f/%0% " & ()-!~0f - &2@U&' ()-M ~Of - &10%&' ()-M , f-&10%& ()-M
ms nmmmooor P/ Cl

pl0%& ()-!, g#10%vV& () - zOy &10%\/& ()-'y-&10%Kk& ()-FALO%WE ()-&10%WK ()-G

L00ongBL AR Ciyderh BIOVMI 3t S Sl AU ey oA 16 O
10|v|v| cmegaxmmmgvugh 2 BEUES & @pglelsg_aomgxfrpm—l DB&I dzgrees, for exammley wxaBMVC!

, F&IF&10% & ()-& ! S &LOY%& (}: 109&' (
1 $10%& () - - 100RelerTing sw 9 i&?%{%pﬂp%mvﬁll application of this invention to

X 0]‘) fttlﬁé hﬁdbﬁ&é&%@@f?x( blref}iﬁ&lﬁ)%cfﬁm&&ﬁgﬁf&w{/&d&mﬁi bxﬂﬁgfel@@ﬁﬂé) &t
f‘lP g‘ %ﬁ%ﬁ @rpgﬁ}él %ro ﬁﬁgg{l gx,c%gﬁ rocegl wagex(e) the h18den part

Il k @dAafype M@%dr}visqoﬁ@iﬂm\/(s)blb@gxﬂ@&ﬂie)sc!rir@lh@"/ﬂirlm&é{s)b Qiding ) - ++bwlb

ol }0@33%%%@@11@@5&8@%@5 Ao SR Gye) with is

complement in a high accurate digita process

Referring now to Fig. 25, an example of the hidden scrambled process is

10 shown. In this example, a postage stamp is created whereby the process incorporates
two different secondary images, oriented 90 degrees to each other, into two different
base colors of the visible primary image. The visible primary image - as comprised
of its original RGB colors - is scanned, as a digital high resolution image, into a
program such as ADOBE PHOTOSHOP. The image is then divided into its

15 component images of Cyan 2502, Magenta 2504, Yellow 2506, and Black 2508 are
shown. The versatility of the process allows for the easy combination of a secondary
image 2510 with any one component color of the visible image. In this case, the
secondary invisible image 2510 with the repeated symbol USPS, for example, is
merged with the Cyan color plate 2502. The resulting Cyan color plate 2512 - as

20  described above - will show the original visible image in a rasterized pattern to the
unaided eye, but the secondary invisible image will be encoded into the rasterized
pattern. A second secondary invisible image 2516 with the repeated mark HIDDEN
INDICIA is merged with the Magenta color plate 2504 to produce the encoded
Magenta image 2518. The final visible image (similar to 2500) will then be re-

25 composed using the original Yellow 2506 and Black 2508 plates along with the
encoded Cyan and Magenta plates.

Although the invention is illustrated and described herein, the invention
is not intended to be limited to the details shown. Rather, various modifications may
be made in the details within the scope and range of equivalents of the claims and

30  without departing from the invention.
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1. A method for encoding a primary image with a secondary image

comprising the steps of:
(a) rasterizing the primary image into a first elemental image;
(b) rasterizing the secondary image into a second elemental image;

(c) merging the first elemental image and the second elemental image into a
unified elemental image based on a predetermined decoding principle, the second

elemental image hidden within the first elemental image; and

(d) producing an output image based on the unified elemental image, said
primary image being visible to an un-aided eye and said secondary image being hidden

from the un-aided eye,

wherein the decoding device is an optical lens corresponding to the

predetermined decoding principle.
2. The method of claim 1, further comprising the step of:

(e) viewing the secondary image hidden within the output image by

activating a decoding device.

) 3. A method for a computerized digital screening technology to create
encoded screens for incorporating a secondary image as an anti-counterfeiting security

feature into a visible primary image, the method comprising the steps of:

(a) encoding the secondary image according to a user selected decoding

device to produce an encoded output image;

(b) merging the encoded output image and a user selected basic screen to

create an encoded screen as an output the secondary image as a hidden secondary image;

(¢) integrating the visible primary and the hidden secondary images in the
output, by computerized screening of the primary image, using the encoded screen

containing the hidden secondary image, and
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wherein the successive approximation is'implemented in a software module executed in a

general purpose computer.

4. The method of claim 3, wherein the encoded output image is

optimally encoded based on characteristics of the decoding device.

5. The method of claim 3, wherein the basic screen is selected

according to the reproduction technology used to reproduce the image.

6. The method of claim 3, wherein said successive approximation is
based upon at least one of a plurality of user defined parameters of the reproduction

process used to reproduce the image.

7. The method of claim 3, wherein said reproducing step is at least

one of:
i) printing on a medium,
ii) displaying on a display device, and
iii) storing on a storage medium.

8. The method of claim 3, wherein the encoding is based on
distortions of elementary dots of the primary image and the secondary image is made

invisible by compensation of the distortions of the said elementary dots.

9. The method of claim 3, wherein the secondary image is readable

only through a decoding device corresponding to the encoding process.

N

10.  The method of claim 3, wherein the secondary image is separated

into pixel elements.
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v) a frequency of the pixel element, and

vi) a density of the pixel element.

13.  The method of claim 12, wherein the modified parameter of the

digital information carrier is contained within a single color layer of the image.

14.  The method of claim 12, wherein the modified parameter of the

digital information carrier is contained within a plurality of color layers of the image.

15.  The method of claim 3, wherein the secondary information is at

least one of the group consisting of an image, data, printed matter, and a bar code.

16.  The method of claim 3, wherein the user selected screening is one

of the group consisting of:
i) a round screening,
ii) a line screening,
iii) an elliptical screening,
iv) a rotogravure screening,
v) a stochastic screening,

vi) a geometric screening,
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17.  The method of claim 3, wherein the decoding device is at least one

of an optical decoder and a user programmable digital decoder.

18.  The method of claim 3, wherein the image is encoded using a

software implementation of the decoding device.

19.  The method of claim 3, wherein the decoding device is an optical
decoder for reading optical codes using an optical filter with at least one of a plurality of

geometrical forms.

20.  The method of claim 19, wherein said decoding device uses at least

one of periodic and random filtering patterns.

21.  The method of claim 3, wherein the decoding device is a complex

optical decoder having different optical effects for reading optical codes

22.  The method of claim 3, wherein the different optical effects include

at least one of the group consisting of:
i) magnification,
i) reversal,
iii) prismatic, and
iv) diminishing.
23.  The method of claim 3, wherein the decoding device is an

electronic decoder for reading optical codes using a software simulation of functions of

the optical decoders.

24, The method of claim 23, wherein the electronic decoder

incorporates electronic recognition.
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26.  The method of claim 3, further comprising the step of calculating a
high accuracy registration between various color layers of the image for use in a banknote

printing apparatus.
27.  Anintelligent computer software application comprising:

a successive approximation algorithm for processing an encoded image and
a user selected screening to calculate an optimized data holder screen, the algorithm
automatically taking into consideration user defined priorities and characteristic of a
predetermined reproduction technology including technological imperfections of the

reproduction technology.

28.  The software application of claim 27, wherein the user selected

screening is selected based on only the predetermined reproduction technology.



