1 SYSTEM AND METHOD FOR DETECTI ON AND LOCATI ON OF ROGUE W RELESS
ACCESS USERS I N A COWUTER NETWORK Field of the Invention [0001] The
present invention relates to nethods to conputer networks. (0002] In
particular, this invention relates to a nethod to detect and | ocate a
rogue wreless access user to a conput &r net wor k. Background of the

| nventi on (0003] Wrel ess conputer networks have grown in recent
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or recreation. [0004] A WLAN nakes use of w reless access points (AP)
to send and receive signals to connect conputers wirelessly to a
central conputer or server. OpafR éffHLIMveRtion de WANs to

facilitate their enployees, business partners, students or custoners
t 0o access t heil0ooskerMherpresenitioge mmreretates o imeatbods ta cmupumrc]allet\mrdxg.
net wor k ( LAl re acces ans that ser's c er S t e
hysi cal |y coMild: duPagELare i Mreni elatesia Smef tordetdsf e lodein
to wireless LANSUOMLIdSSHECESs AstSRa EBmplfdtetwhii €l ess access card
on his conputer for access to the network. [0006] This wreless
access card nay al so be present as an in-built capability in
conputers and other w reless conmputing devices such as personal
digital assistants (PDAs), tablet conputers, nobile tel ephones and
conbi nation devices with features of these w rel ess conputing
devices. [0007] In a W.AN depl oynment, while servers and access
poi nts have native securit\BafigoHad ofithedaventionot be su:‘fi ciently
or properly e edvi ' ' |
ci reumvent od_ BeREREeIGes Bohph #HeRNEs et TRk B pit only for
business enterprise environments but also for the small office / home office,

universities and even cafes. The wireless local area networks (WLAN)
make it very convenient for users to access information in a computer
network, whether for work or recreation.

[0004] A WLAN makes use of wireless access points (AP) to send and
receive signals to connect computers wirelessly to a central computer or
server. Organizations provide WLANSs to facilitate their employees,
business partners, students or customers to access their servers.

[0005] However, unlike a wired local area network (LAN) where access
means that a user’'s computer has to be physically connected to a network
socket via a wire or cable, access to wireless LANs only require a user to
have a wireless access card on his computer for access to the network.
[0006] This wireless access card may also be present as an in-built
capability in computers and other wireless computing devices such as
personal digital assistants (PDAs), tablet computers, mobile telephones and
combination devices with features of these wireless computing devices.
[0007] In a WLAN deployment, while servers and access points have native

security measures, these may not be sufficiently or properly enabled due to



[ 0008] Nunerous nethods and devices to restrict access to a WAN to
aut hori zed users only abound. However, when an unauthorized or rogue
user is detected, existing nmethods and devices of the prior art are
not able to detect the geographical |qcation of these rogue users.

[ 0Oooe] To detect rogue users, the techﬁﬁques of the prior art may use
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are limted by requiring & human to physitca patro e ar
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A L R P T L N

an extra | ayeanéefhepdeviece! b @ustotniged résaivem@tnardiredc8684l &iténna. This
device is brought to the area where the rogue user is suspected to be in, to
“home in” on his signals. Such a device may be couple to a Global
Positioning System device as is taught by W0O02/089507 (Younis).
[0011] Another invention uses a time acquisition unit to determine the
distance of a mobile terminal from an AP (WO03/046600, Dietrich and
Kraemer). Yet another invention (US2003023876, Bardsley), correlates
network and intrusion information to find the physical connection port into
the protected device rather than the geographical location of the rogue
user.
[0012] However, all these inventions cannot detect and locate the rogue
user without having to physically be on the ground, in the area covered by
the WLAN. As such, these methods of the prior art are limited by requiring a
human to physically patrol the area with a receiver to locate rogue users.
Therefore, a method of detecting and determining the geographical location
of unauthorized or rogue access users without having to be physically on

the ground, will add an extra layer of protection to critical network resources



3 without having to incur high costs, especially in human resources.
Such an invention will be welcone to address this deficiency in the
prior art. Sunmary of the Invention [0013] The present invention
seeks to provide a system and net hod agfinst unaut hori zed, rogue
users of a computer system [0014] Accotdingly, in one aspect, the

t o _detec

present inventi.gn provides .a nethod and geogr aphi cal
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program nmappi ng a geographi cal area covered by the w reless conputer

network into at |east one island; neasuring at |east one network
performance paraneter for eacd island btain a spatial
per f ormance nodel ; deriving a BEV‘P%%%?@‘@ \?’r‘{&é'bof‘or each i sl and based

on the at | eagbo18N€ThepgrickentMertidrREEERs R provident systemoard metiesd hghinst
rogue user based at | east on his Media Access Control (MAC) address

and I nternet MNGURsized) mgm@wa‘?r@a@mexﬁyﬂem!- east one
pr 7 s AP P Bl e

one performan dex e po 1 al

| ocation of t e dptdctandajeogoapreicalyeiochle & mmay isty Wikdesgig atosseims a
i ndex of the potenti al trwg)gue user wi.th historical, average

per f or mance i FQMERLeLRetuor the method coMmmISNY t o the current tine of
d ion; ' i re
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agai nst the rogue user. [0015] In anot spect ent

i nventi on proviarping agesgsaphicaldares covermtiby hegwieless abmputercmaterosk
rogue user wrelessly.accessing a conputer network, the system
conpri si ng: a'@&?zi‘? ORERBPR with at |east one wirel ess access

point, at | easdasuningRitdséat ol network performance parameter for each island to
obtain a spatial performance model;
deriving a performance index for each island based on the at least one
performance parameter;
identifying a potential rogue user based at least on his Media Access
Control (MAC) address and Internet Protocol (IP) address:
measuring at least one performance parameter of the potential rogue user;
deriving at least one performance index for the potential rogue user;
determining location of the potential rogue user by comparing the
performance index of the potential rogue user with historical, average
performance indices of each island pertinent to the current time of
detection; and effecting at least one network security measure against the
rogue user.
[0015] In another aspect, the present invention provides a system to detect
and geographically locate a rogue user wirelessly accessing a computer
network, the system comprising:
a computer network with at least one wireless access point,
at least one processor,
at least a network management system,
at least one storage means, and



at | east a network managenent system at | east one storage neans,
and 4 at | east one inplenentation of the algorithmof the present

i nvention, wherein the rogue user is able to be geographically

| ocated wi thout having the conmputer nefwork's user having to be
physically in the vicinity of the rog user. Brief Description of
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how t he al gorithm of the resent invention works in another
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enbodi nent of the invention vant ages of the pre
enbodi nent i ndletwlerkapériwmeancetdharacienistids. admi ni strators using the

i ti t i t ect ogue user eed in e
wrel ess net wiBE H1Bh30t 5 e feafra Nwchan bR ApE I alstihm o the
detected, secprédehtMASHIOASVORY nb@néaslﬁ%boﬁﬂ@hf\éf thehhi?éntWhen repeat
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present invention works in another embodiment of the invention.

Detailed Description of the Drawings
[0021] The invention will now be described. In the following description,
details are provided to describe the preferred embodiment. It shall be
apparent to one skilled in the art, however, that the invention may be
practiced without such details. Some of these details may not be described
at length so as not to obscure the invention.
[0022] There are many advantages of the preferred embodiment of the
invention. The advantages of the preferred embodiment include allowing
the network administrators using the invention to monitor, detect and locate
rogue users speedily in the wireless networks without leaving his desk.
When a rogue user is detected, security measures may be taken against
him. When repeat offenders are located after being warned, they may be
prosecuted according to the applicable laws of the country concerned.
[0023] The present invention provides a method and a system using
network performance information to detect and geographically locate rogue

users in a wireless computer network.



[ 0023] The present invention provides a nethod and a system using
network performance information to detect and geographically | ocate
rogue users in a wreless conputer network. 5 [0024] The overall
strategy of the present invention is ildustrated in FIG 1. First, a
commerci al | y-avai | abl e Net wor k Manage t System (NMS) is depl oyed
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10026 Ther eaf e characteristic of each spot or
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by the network
for students. Alternatively, the mapping may be systematic, that is, a

member of the information technology office staff may position himself at
each pre-identified or predetermined island or spot, log on wirelessly with a
computer or a suitable wireless computing device, and allow the
performance characteristic of his computer or device to be captured for
each spot or island.

[0026] Thereafter, the performance characteristic of each spot or island (as
identified by their respective position index) may continually be captured
and monitored at fixed intervals throughout the day. As such, this
information is dynamically updated at these time intervals by the deployed
Network Management System (NMS) used by the network. Under the
present invention, the performance characteristic of each spot is the
aggregate of the measured values of various network performance
parameters for that spot or island. As the performance of the wireless
network changes through the day depending on the number of users
accessing the system, these spots or islands may also be dynamically



present invention, the performance characteristic of each spot is the
aggregate of the neasured val ues of various network perfornmance
paraneters for that spot or island. As the perfornmance of the

wi rel ess network changes through the day dependi ng on the nunber of
users accessing the system t hese spot or islands may al so be
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t opol ogy, [0030] To establish the spatial performance model for a particular WLAN,
any suitable, commercially available NMS software may be deployed (101,
FIG. 1) and used. These programs are able to collect and show the MAC
and IP addresses of computers and access points logged into the network
as well as other performance characteristics of each wireless connection to
the network.
[0031] Each “layer” of the network system has performance parameters
whose values varies in accordance with the following variables such as
distance from access point, number of wireless users, network topology,
building materials used, and time of day. These performance parameters
may be used for the determination of geographical location of rogue user.
[0032] With reference to the Open System Interconnection (OSI) reference
model for data communications, at the physical layer, the signal strength
and signal-to-noise ratio may be used. At the network layer, “ping”
response time and propagation delay times may be used. At the application
layer level, the transaction response and delay times may be used. At the
data link layer, the link utilization, packet rate, number of error packets and



buil ding materials used, and tine of day. These performance
paraneters may be used for the determ nation of geographica

| ocati on of rogue user. 00321 Wth reference to the Qpen System

I nt erconnection (OSI) reference nodel ;or data communi cations, at

t he physical layer, the signal strength® and signal-to-noise ratio
may be used. rk_| r. 'ping: response ti nd
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structures that reduce the transm ssion streng e sign
[ 0034] Thus, &yuniilging stayctofest that rademedhe tranemagsiom gtrehgthwif Ak signalse

pl otted using st agne.perfor e parapeter or char istiec.
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measured and represented, the better. This map is illustrative of the
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change.
indices in the map sharing the same performance characteristics at a

particular time period of the day (FIG. 2 and also below). It will be
appreciated that this mapping of the islands or spots in the area covered
may be dynamic and the mapping is updated as the performance
characteristics of the islands or spots change.
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1 3i Island of simlar i performance \ 1 ~1i 10/ i 8 -'~-- 7 12
[ 200 ] Wreless Access Point 8 [0035] This information may
also be listed into a corresponding matrix table representing the
performance nodel (102, FIG 1), an elenment of the present

45 ]

spati al
i nventi

on.

The matrix table for the abdve di agramis:

Princi pal Nort hSout hEast West Direction Positionl23456789101112 | ndex,
Pi ng0. 080. 150. 110. 120. 180. 140. 070. 170. 10. 050. 20. 3 Response Ti e

Si gnal To0. 90 (G286} ﬁ@}|§ﬁ@oﬂ5&|cﬁﬁﬂa§@%c§9e 75[@d9319>é‘@oﬁésMcﬁﬁ?\lﬁﬂithﬁtable

[0036]

Thi s table is |loqgg

and dynam ca at ed

o ot anl Ty TAPIGSGRS i oty polibrBhte mask! (102, 16y &b Sovelument akthe
of the netwoy ife?é}'ﬂ ﬁ\!esn?.oﬂn 'Itl%em%?rﬁﬂamé fotr¥hé) fabI)\pee d a@ t Of rogue

users.

Thi s

Principal North South East West
Direction

Position 1 2 3 4 5 6 7 8 9 10 11 12
Index, j

Ping 0.08 {015)0.110.12)0.18 [ 0.14 ( 0.07 [ 017 | 0.1 |005| 02 | 0.3

Response
Time

Signal To 09 |055( 07 |082(045|065|086| 06 |0.75{092] 04 | 0.65

Noise Ratio

[0036] This table is logged and dynamically updated by the NMS
periodically throughout the day, depending on the processor demands of
the network and also on the possibility of the threat of rogue users. This
periodic updating is performed as the performance characteristics vary with
the number of users logging into the network. For example, the network
characteristics may be optimal at the early hours of the morning and least
optimal during the day when the network’s wireless traffic is heaviest.
These records are stored and averaged to obtain dynamic, moving
averages for the performance characteristics of each spot or island at each
time period of the day.

[0037] Under the present invention, the NMS may be readily configured to
periodically collect MAC and IP addresses of users wirelessly connected to
the system for identification of possible rogue users. The identification is
done by comparing the collected MAC and IP addresses with a reference
set of valid addresses of authorized users. Users with addresses not on
this reference set are considered as potential rogue users 103.

[0038] The next step in the method of the present invention is to analyse
and geographically locate these potential rogue users. This step has two
parts. First, the subnet address and hence, the nearest wireless access



periodic updating is perforned as the performance characteristics

vary with the nunber of users logging into the network. For exanple,
the network characteristics may be optimal at the early hours of the
norni ng and | east optimal during the y when the network's wireless
traffic is heaviest. These records ar€ stored and averaged to obtain
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rogue users. Weﬁa%ﬁiﬁ&\ﬁlgbmm,% éﬁemé:dtro??he ?Fb‘ée’ﬁf‘?f‘v%htié‘ﬁ,%%éd%d

hence, the nearest w rel'esS access poi nt (AP), serving the rogue

user is deter gsonyareyhepefformamee charagieciatics Memmeaﬁalmogmmeggithhe
captured | P agdress and .the subnet sk of he roque user.. [0039].
The second pa eﬁgertagercgftﬁﬁgl Wécadé?n%ﬁﬁ%ep?r&%"&é\?gr‘gﬁﬁ?gﬁf'ﬁ%%ﬁr}'B?\nt
of the rogue 6 €fe timehfidiyesfefetsction 108.S, the nearest AP. To do this,
the performance characteristics of the potential rogue user are

captured 104. [00#pleThg alngkﬂﬂﬁgngm@@'rmh;ﬁn@ramll Weldsta @?rfmlme:rmeeh%if@(, )
[ [ [ ristics e
potent al ool gserg ¥ BefdinialEeAFler S eIRES (st b Gechie it

performance clhearsst &H, stittcthapef thevegue user's hApprofrié addsn®may then be

detection 105, ]0040] The algorithm normalizes, ranks and yields a
per formance i Fﬂ%@,mg:éﬁﬁesenti ng the perfornmance characteristics of

each island cejogfedhymelifod S'W@Et‘?ﬁ%%eﬁggn\y@ﬁtgnté&ten%m} RRateRoue

user's. Appropriate actions
geographically potential rogue users based on their performance

characteristics which standout from the background of moving performance
averages.

[0042] This setup of the method of the present invention may be
implemented in a number of ways and two embodiments of mathematical
operations are given to illustrate its application. In no way should the
present invention be seen to be limited to these two examples as many
other mathematical operations that achieve normalization and ranking of
performance values to establish the closest fit may be used to implement
this step of the method of the present invention.

[0043] The following example illustrates how the algorithm works by a first
series of mathematical operations. The two performance parameters used,
ping response time and signal to noise ratio, are only illustrative and do not
limit the present invention.

[0044] Table 1 below shows the historical, average values, P, of the
selected performance parameters of 12 islands around an access point for
the time period in question 301.



taken 106, 107. [0041] This nethod of the present invention
essentially | ocates geographically potential rogue users based on
their performance characteristics which standout fromthe background
of noving perfornance averages. [0042% This setup of the method of

t he present invention may be inplenen Qd in a number of ways and two
enbodi nents of mathematical operations are given to illustrate its
application. In no way should the present invention be seen to be
limted to thg@siacipad0 ExanmMogs as Jmanyso@k her [mat hemgi 1 cal] openaét ons
t hat achi eve [@edmhi zption and ranki ng of pdgrformance val ues to
establish the|Robibgest | f1t| nay| I#e Jusled t50 |i epl{erfent 8 t/hies [stoep Uf [t12e
met hod of thellpgesdent| i nventijon. [ 0043] The flol | gwi nd exanpl ¢
il lustrates h{Ringt he alYBr| e Hm Wor|k&120y0- @ (4 1#9t0.079 17 @s0.bff 0.05 | 0.2 | 03

mat hemat i cal FPO&‘F? ohs. [The [two |perflor mgnce |par gnet ers ysed| ping
responsetirremmlﬂ i io—larelonlV illlustdati and..d

not limt th§'%‘?' I%ent OPn Qe?ﬁi B8h.| $BALAP [FH01| 988 bt QR 7anOwR | (e | 065
hi stori cal, aqé §g,e val ue H;,,j |of tlhe |[sel gcted penformanc
par armet ers of “f2-r&fands—arotnd—amaccess—point—for—the tire—petie
in question 301. 10 Princi pal NorthSout hEast West Direction

Posi ti on123456789101112 I ndex, Table 1

Pi ng0. 080. 150. 110. 120. 180. 140. 070. 170. 10. 050. 20. 3 Response Ti ne, P1,
m Si gnal To0. 90. 550. 70. 820. 450. 650. 860. 60. 750. 920. 40. 65 Noi se Rati o,

P2, i [0045] And the values of the performance parameters of the rogue access

user captured at time of day, C; 302 are :

Ping Response Time, C; 0.07

Signal To Noise Ratio, C, | 0.88

[0046] Subtracting to obtain the differences E;, j for the values of each

performance parameter, i at each position index, j 303 using the formula
Eiwj= [Ci-Pi;]| .,

(where C; is the captured performance parameters of rogue user at time of

day, P;, j is the moving average of the performance parameters at each

position index or island),

we get Table 2 below.

Principal North South East West
Direction

Position 1 2 3 4 5 6 7 8 9 10 | 11 12
Index,

=T 0.01 10.08 |0.04 [0.05 [0.11 [0.07 | 0.01 0.1 [0.03 |0.02 |0.13 [0.23
Es, 0.02 10.33 |0.18 [0.06 [0.43 |0.23 | 0.02 [0.28 [0.13 [0.04 [0.48 [0.23

Table 2



Tabl e 1 [0045] And the values of the perfornmance paraneters of the
rogue access user captured at time of day, C 302 are : Ping
Response Tine, Cl10.07 Signal To Noise Ratio, C20.88 [0046]
Subtracting to obtain the differences % 1 for the val ues of each
performance paraneter, i at each posit|3n i ndex, j 303 using the
formula E,lI =1C-P;,1 | , (where C, is the captured per formance
paraneters of rogue user at time of day, Pi,1 is the noving average
of the performance paraneters at each position index or island), we
%§§4§§$gg1312§§u¥&@§§hm%h vahgécn%%%%nﬁ gk¥£3é3o4gﬁgtlon Position
El , 0. 010. 080. 5P 0640} 070. 010. 10. 030. 020. 130. 23

E2, 0. 020. 330. Jmmquoggu 230. 020. 280. 130. 040. 480. 31 Table 2 11 And
the m ni mum varUes—toreach differences 304 are: EL nin E2 min 0.01
0.02 [0047] Normalizing the value of each differences to obtain the
rank numnber s [00R7) NorB@fizingi thg viahe dfoeanh diff®rencesto bbtain the (arfk i , j )
m n,

(-3(-

numbers, R ;; 305 using the formula

Rij= Eij / (Eij) mins

(where E ; j min is the minimum for each difference), we get the rank
numbers R;,; in Table 3:

Principal North South East West
Direction

Position 1 2 3 4 5 6 7 8 9 10 | 11 12
Index, j

Ry, 2 16 8 10 |22 | 14 1 20 6 4 26 | 46
R, | 1 |165 | 9 3 [213 [11.5 | 1 14 [6.5 2 24 115
S; 3 325 |17 |13 435 |255 | 2 34 |125 | 6 50 |57.5

Table 3

[0048] Summing up the columns for each position index to obtain S, the
sum of rank number for each position index, j 306 . Thus S is the derived
performance index for each island as identified by their respective position
indices. From the performance index S, we can obtain the island or spot
with the lowest value, which is the most likely location of the rogue user
307, where

n
i =2 Ry

i=1

In this example, n = 2, since two performance parameters were selected.



(where Ei,j minis the mninmumfor each difference), we get the rank
nunbers Ri,j in Table 3: Principal NorthSouthEastWst Direction
Position 123456789101112 | ndex, R1,2168102214120642646

R2, 116. 59321. 311. 51146. 522411.5 Si 332. 5171343. 525. 523412. 565057. 5
Tabl e 3 [0048] Sunmi ng up the colums r each position index to

obtain S, the f rank nunber for each position,index., | .
Thus S s ¢ notgRi Brafie BEiaTRicR, g RsPe t riatup R dpetalions
identified bynidiedlso besreetdyi iN@tidie®By thé fBllbAsng 566sRd RRthod example.
performance index S, we can obtain the island or spot wth the

| onest val ue, ThAidekR insTable 1481 i againywseddathis seepnd pEamelfue user

307, where n o= > fad ~dsel A i = i .
per t or mance. plPSlled BF RS ofiae peftoladof pFuSterd afe st RO by

i nvention, ot Hridisgthern with thetdmealist valuedfpetiaitiparemeter 03| 404 b@E rosed
as is illustrated the foll ow ng _second nethod exa The _g%toa5

y I | e.
in Table 1 40laple gdﬁ?ﬁ“ﬁ%’@ét vﬂugmféh%eewtskaﬂwns.rggm tirmgd
val ues of the g tek i 1Sk lized by
di vi di ng ¢ hon 2Rl forh gt RAHBIEE! 181i8 pafdmbidro S Amet or 403, 404.
(From Tabl e Dbostlhéhemmrinatized ahlues afe givenpgariami: 4r of ping response
time is 0.05, and for the signal to noise ratio paraneter, it is
0.4.)

Principal North South East West
Direction
Position 1 2 3 4 5 6 7 8 9 10 11 12
index, j
Ping 1.6 3 22 24 3.6 2.8 1.3 3.4 2 1 4 6
Response
Time,
normalised
P11j
Signal To 22511381175 205|113 | 163 |215| 15 | 188 | 2.3 1 1.63
Noise Ratio
normalised
Pa,

Table 4

[0052] The captured performance parameters of rogue user, C; are then
divided by the smallest value 403 to obtain normalized values 405 as

tabulated below:

Ping Response Time, 1.4
normalised

Cs

Signal To Noise Ratio, 2.2
normalised

C,

[0053] The differences are calculated for each spot or island 406 by
subtracting the normalized captured performance parameter value of rogue

user and the normalized values of spatial performance model and these are



[ 0051] The nornmalized values are given in Table 4:

Pri nci pal Nort hSout hEast West Directi on Positionl123456789101112 | ndex,
] Pingl.632.22.43.62.81.33.42146 Response Tine, nornmalised Pl, i
Signal To2.251.381. 752. 051. 131. 632. 151, 51. 882. 311. 63 Noi se Rati o
normal i sed P2, 1 Table 4 [0052] The captured perfornmance paraneters

of rogue user o a en,. di yvided b he snall est val ye 403 t
obt a8 por e Pyl Fot 85 et e Vlue bs S Bt gk nHex iias spot
Ti ne, 1. 4 nor ngt iskRd. CTHe fadiitalard @ivedi inerdiaé 60, 2. 2 nor nal i sed C2
[ 0053] The differences are cal culated for each spot or island 406 by

subtracting the normalized captured performance paraneter val ue of
rogue user pl‘iincii;:jép oT e AEd vat uesg g, spatat—pgLf ormapceugst

and these arépiletigymfed 407 to obtain the value of 'S, thel perfornance
i ndex for eadposgdRT |0f i[Slkandz [Ng Negulitg are gjvgn[i& Tagl E12:| 12
Inde>5|,_j '
normalised 02| 16/ 0.8 1 22| 14 0.1 2| 06| 04| 26| 46
Eq, |
nommalized 0.05 0.83| 0.45| 0.15 1.08] 0.58/ 0.05| 07| 033 0.1 12| 058
Ey, ; '
S; 0.25| 2.43] 1.25| 1.15] 3.28| 1.98/ 0.15| 2.7| 093] 0.5 3.8| 5.18

Table 5

[0054] By this second method example, the most probable location of the
rogue user is given by the island or spot with the smallest performance
index (S value) 408, which, in this case is location number (or position
index) 7.

[0055] Thus, no matter the number of possible mathematical methods used
for deriving the performance indices of the islands and that for rogue users,
the same or substantially the same method is used to for both the islands
and for the rogue users.

[0056] Upon determining the location by the methods of the present
invention, immediate arrival at the spot or island by the network
administration or law enforcement staff may allow photographic evidence of
the intrusion as well as the likeness of the rogue user to be captured for
identification purposes. The measures taken after detection and
determination of the rogue user’s geographical location of course depend
on the prevailing laws of the land.

[0057] Thereafter, the location and performance characteristics of the rogue
user may be recorded and flagged for tracking. In addition, predetermined
security measures such as denial of access, warnings and prosecution may
be effected according the user’s organizational security and computer

usage policies.




Pri nci pal Nort hSout hEast West Directi on Positionl123456789101112 | ndex,
nor mai se0. 21. 60. 812. 21. 40. 120. 60.42.64.6 El,. norns
i ze0. 050. 830. 450. 151. 080. 580. 050. 70. 330. 11. 20. 58 Ez,
S0. 252. 431. 251. 153. 281. 980. 152. 70. 930. 53.5.18 Table 5 [0054] By this
second nmet hod exanpl e, the nost probab | ocation of the rogue user

is given by t[b% ISl eq‘ I8 & 'teh | .el S stieldu:1y f'%dex
(S value) 408; IC,F £ & ? J) 5 é S t%n
i ndex) 7. [O0Opfdsehblifvention ietd frkt ina@ the Bipeds 6bvared Hylthe vawibhs waides
met hods used for denwﬂr}get he performance_i ndices of the islands and

that for roguBCerssrroint efifbe sompuier Refweoriantheipalier fre BaworkPerormagee
used to for b ﬁ&a‘c’fb‘?{s‘tié& %Egé?h ﬂ:ﬂ:g\ti%)ﬁ%BBP??éw&%?gﬁtﬁlly[tﬂgég eJpon
e y the nethods o e n

determning t ["'ocat’1 on prese I nventl on,
i mredi at e ar r chalactdristibe, arpaietermined dydadayeddtngnednousknetwork
adm ni stration qr | aw enforcenent Osétaff hot ogr aph

I

al | ow j C .
evi dence of _PRECTRRIGEPIAMRICI0r obiain baskaraunsbellics apeo Potpplsh
to be Captur egh il pokAfahbd ARidePBt i RSB inTERIGTRAAYEABWHAPRe t o

detection and " determ nation of the rogue user’'s geographica
| ocati on of cexampledegieen thisraggnegatian,mialyibegobtaineddiy a membendf [ 0057]

Thereafter, the.l ocaliqgn and. perfor ce racteristics of the rogue
user may b rBESBRICA AP SUBIVRGP AV TG o Oigrues fp defive &
predet er m nedped@endinde/inbdBR HHtGEvEalS fhé ot prelabié gasgrphicalMiidaitiBe of
and prosecution may be effected according the user's organizati onal

security and thenjeguerusgsage polici es.
[0059] In the techniques of the prior art, any rogue user accessing the
network may be identified by his MAC and IP addresses. However, the
spatial performance model of the present invention may then be used to
locate him by matching the performance characteristics of his computer
with that of the island or spot with the same or substantially the same
performance characteristics.
[0060] The person skilled in the art will also recognise that the algorithm of
the present invention may be readily represented by various equivalent
mathematical operations and implemented in a vériety of programming
languages or routines, to be linked to the NMS so that the present invention
may be implemented and practiced.
[0061] Thus, to enable the invention to be practiced, a person skilled in the
art will appreciate the minimum physical embodiment of the present
invention consists of a computer network with at least one wireless access
point, at least one processor, at least a network management system, at
least one storage means and at least one implementation of the algorithm
of the present invention. By implementing the algorithm of the present
system in such a computer network, rogue users may be located without
having any of the network’s staff having to be physically in the vicinity of the
rogue user to locate him, unlike the limitations of the prior art. Other



14 [o005s] A person skilled in the art will appreciate that the nethod
of the present inventionis to first map the areas covered by the
various wreless access point of the conputer network. Thereafter,

t he network performance characteristiﬁ§ of each | ocation spot
sharing substantially the same characteristics, are determ ned by
aggregating vatk sls [ d i
background va JggH%ﬁgﬁto eé?gﬁﬁéggoﬁﬁé Egggb?gﬁéggr %@h@%%gaﬁ%wgl of
t he present ipnesehtimwentisn.shown by the exanples given, this
aggregati on nmay be_obt ai ned by a nunber of |t hemat i ca] operatjons
which all yiel%883] h@h§Qﬁ%s%j'@éﬂt'%:th%@f%f@rmmé' & %P?M@H@ig?rﬂhﬂkand
that reveals gi £ E' i I

user. [0059] | n?%%‘e)ﬁtoerc eﬁ?&%dﬂg‘?@f&%@% pﬁ%‘rly Lrt , hg(rﬂ?gl?éoaﬁéé’%sueéryg% @
accessi ng t hewiralesamopiigr hetwiodle that fovercdmed)ics atfeashmalevibtesdtheesses.
However, the .sRaﬁialigﬁrfornaHﬁg nodel of the present invention may
t hen be u;ed.WH a"HE%? ﬁﬁﬁpﬁﬁ tching the performance .
characteri stipgeaf It Wil be AR GatedthhhaltHitightdnd prRférédBehbydirhBat had th
t he sane or SUbSta”t'@uéé he same performance characteristics.
[0060] The pebegrhdeseneastinidetaihyagious wmodificationsranddgireeemaats aanebe

var tous  equi VERBRSY §BERem Rl e PR Bl R ERETTEF:Bhe s the

variety of proegsentinvgntiordnguages or routines, to be linked to the
NMS so that the present invention nay be inplenented and practiced.
[ 0061] Thus, to enable the invention to be practiced, a person
skilled in the art will appreciate the m nimum physical enbodi nent
of the present invention consists of a conmputer network with at

| east one wireless access point, at |east one processor, at |east a
net wor K managenent system at |east one storage neans and at | east
one inplenmentation of the algorithm of the present invention. By

i npl ementing the algorithmof the present systemin such a conputer
networ k, rogue users nmay be | ocated w thout



having any of the network's staff having to be physically in the
vicinity of the rogue user to |locate him unlike the limtations of
the prior art. OQther 15 variations and enbodi nents of the present
invention will be under the present ijpvention. [0062] The present
invention therefore provides a nethod, an algorithmand a system for
detecting and geographically | ocating rogue access users to a

W rel ess conputer network that overcones, or at |east alleviates, the
limtations of the prior art. [0063]Claimsi || be appreciated that

al t hough,one prefgrr di nent _ has, . e scribed in d il

Sar i oue hod: 1 Ruapfighe R A GodiaBnicali Redfe g rbdRe et RSy

jSki |l Qd in théc@éésir\@ & RoHiputemnsetiviori) tﬁé@rﬁéthb@c&ﬁﬁﬂi%ir@: the present
invention. 16 Cains A nmethod to detect and geographically |ocate a

rogue user w fRel esdeployingctdeasipne Nemmnik Managemet Systemmsoasdn;

or ogr am | b. Rapp RRPRELA bebRHhic 3raf bR WY RO RIEs s YanEller

conputer network hetworkintbextddastiomeiisladd, c. neasuring at |east one
net wor k perfor mance pararretﬁfr for each island to obtain a sfgati I

per f or mance nBdel ; MEASHERY & 1R7ShOP. NEBY RERITArMEEC MAraBSta! FPEP
based on the at |egging tQW% gb%'g)%r@%gﬁgé%dd . identifying a
rl)ase at n his ’

potential rogue user east di a Access Control
(MAC) addressdand tetiéngetperfamanck ifdé) faedchssand based sarthe @t daast

| east one performance aneter of the potential rogue user; g.
deriving at |east 89%%&%’8?9%8@@% Y for the potential rogue user;

h. determ ning, | ocRfehgfyiy alpotertl Piuciliseratised it f6asoncISEdia AdcBSs
Control (MAC) address and Internet Protocol (IP) address;

f. measuring at least one performance parameter of the potential rogue
user,;

g. deriving at least one performance index for the potential rogue user;

h. determining location of the potential rogue user by comparing the

performance index of the potential rogue user with historical,
average performance indices of each island pertinent to the current
time of detection; and

I. effecting at least one network security measure against the rogue

user.

2. A method further to Claim 1, the mapping further comprises pre-identifying

at least one island.

3. A method further to Claim 1, the deriving at least one network performance
index for each island further comprising:
a. obtaining the differences between the captured values of the
performance parameter of rogue user and the performance
parameter in the spatial performance model;

b. determining the minimum value for each difference;



performance i ndex of the potential rogue user with historical,

aver age performance indices of each island pertinent to the current
tinme of detection;, and i. effecting at | east one network security
nmeasure agai nst the rogue wuser. 2. A jethod further to aim1l, the
mappi ng further conprises pre-identifylng at |least one island. 3. A
met hod furthep to ' e LYl t :
per f or mance |E'ndex %@b%ﬁanc%wbsﬁa‘ﬁéé &r%@rd'ﬁ%@tﬁgﬁgﬁ’é’%@w@@ lzJarinr?leFig
the di fferences betangen the captured val ues of the performance

par anmet er of rogue user. and th erformance  paraneter in_the spati al
per for mance nfdel ; SYMMiBg dheTan &WHQF%HF%WW%@ plfainpitg gerformance
difference;, 17 c. pyjxel i zing the values for each difference to
obtain rank nunber; and d. summng the rank nunbers for each island
to obtain its performance index. 4. A nethod further to daim1l, the

deriving,at |east,0 t wor erformgnce. index for each island
further Gonpr ﬁ@}o?igfyaﬁgﬁﬂﬁ)r ﬁ{q?mnh?lgeggeﬁylﬁpIﬂ?ﬂg%pﬂggeg\yog(aeﬂ?ormance
per formance pmdeNEbeEattisldritFfubthal taphsingor mance nodel ; b. _
normal i zing the val ues of each performance paraneter in the spati al

per f or mance n@del deigradpog theimaniuon rales g saghwesiosmance pgramelgs én
to obtain the rank;,nu : i ni .the differences between the
rank nunbers of pe¥&o§%ﬁigeﬁ8gﬁ§rﬁ1€% &pggln spatial perfornmance nodel
and the captubed perhalizimntie Reauesef 6ach pérfogarcais@ametddindhe spatial
summ ng the differences for each island to obtain its performance
i ndex. performance model and captured performance parameters of rogue
user to obtain the rank numbers;
C. obtaining the differences between the rank numbers of performance
parameters in spatial performance model and the captured

performance parameters of rogue user; and

d. summing the differences for each island to obtain its performance
index.
5. A method further to Claim 1 wherein the deriving of at least one

performance index further comprising dynamically re-mapping the islands
previously mapped based on the current performance index of each island

at time intervals.

6. A method further to Claim 1 wherein the deriving of the performance index
of the potential rogue user is substantially similar to the deriving of the

performance index for each island.

7. A method further to Claim 1, the determining of the geographical location of
the potential rogue user by comparing further comprising matching the
performance indices of the at least one island with the performance index of

the potential rogue user.



5. A nethod further to Claim1l wherein the deriving of at |east one
performance index further conprising dynam cally re-mapping the

i slands previously mapped based on the current performance i ndex of
each island at tine intervals. 6. A hod further to Claim1l
wherein the derivi ng of the performance index of the potential rogue

user is ubst i an, Lot riving,of .the er f,or mance

i ndex for: eac gﬁ’gﬁé’fuﬁberk% 3d{}\9u$‘f??é'r‘9tag I%ﬁsélor%elne?WRg( securl

det erm ni ng ohgdggr@mf@@bmismgpcatl on of the potential rogue user
by conparing further conprising matching the performance indices of

the at |east Wegingparigulars pf thegrogeefuseiance |ndex of the potenti al

rogue user. 1§|§ ﬁﬁ%é@rggw 2&{ artlgngf%é“r} ueu eff_ecti ng at |east

one network sec Rer conpr | bggl ng particul ars
of the rogue demyingaicepssato thg regagnaphiaml |y Iocat| on of the rogue
user, denyin access to the rogue user, and prosecuting the rogue
user. 9. A syBt %??P'HB”% eefﬂgU&ere(jeogr aphl cally locate a rogue user
wirel essly accessing a conputer network, the systemconprising: a
conputer network with at | east one wi reless access point, at |east
one procBssorA sazstdm&sdebsahahdxgdogm’rﬂ@lydntate;@t@qe ussEr Wiﬁessly)ne

t d.at | t f .th I t hm of
The present | AGERCIEHA CORBATTIHET: Jg6 8V aell CoBREEG: (o be

geogr aphi cal | ¥ coffiit&tndtwone Withaveag onbhﬁwél@%’blb@ésd}%lﬁpr k's user
havi ng to be phéSl cally in the vicinity of rogue user. 10. A

system accor dahlgastorms QrQﬂ%SOIt,he conput er network further conprising

Wi rel ess acceatslegg{ thﬁtw\’\gpk(mar%geerﬁ(gmtt&q, to the wired conputer

net wor k.
at least one storage means, and

at least one implementation of the algorithm of the present invention
wherein the rogue user is able to be geographically located without having
the computer network’s user having to be physically in the vicinity of the

rogue user.

10. A system according to Claim 9, the computer network further comprising

wireless access points which are connected to the wired computer network.

11. A system further to Claim 9, the at least one network management system
further comprising at least one storage means further comprising storage of
network performance parameter values, derived network performance
characteristics and mapped islands covered by the at least one wireless
access point.

12. A system further to Claim 9, the at least one storage means further
comprising storage of network performance parameter values, derived
network performance characteristics and mapped islands covered by the at

least one wireless access point.



11. A systemfurther to Caim9, the at |east one network nmanagemnent
system further conprising at |east one storage neans further
conprising storage of network performance paraneter val ues, derived
net wor k performance characteristics ang, mapped islands covered by.the
at | east one wireless access point. 12 A systemfurther to Caim?9,

ber for meige. pAr SRR D 00 e an s YRR eIRIERe! lesEPng sRufgE et ey ¢
characteristipe p@m_cbﬂm@mwbésvbﬁ@d@m@mgdagémbh%yﬁteml east one
wi rel ess access point. 19 13. A systemfurther to Caim9, wherein

the at | east one storage neans may be part of the at |east one

net wor k nag - AgS i.m.9 e at
| east ongE [ mﬁ%ﬁ@ﬁ%tﬁ&o’tp J"?‘ﬁgﬁ\ gaffg%?ﬁ?%%{%’&e{mﬁggg‘rg@gééﬁ” ?fr;[bgnti on
abl e to geogr algorittah lof theopadsent mwentign ebleuvsgedayapiatally logatet theaagte
one network perfaor rr&}rg&@}ichar cteristic of t rogue user W

h Wi .t h
| east one net HBeToY RRAAE IE3SHhAPE PERVPIK R TSN I°@§@Cter§bﬂl9 Ofat}"e
pre- mapped i stayi Herliith HEELE dnheitk pRFofthah&8ehalitferidit & &8 feast

access point.
one pre-mapped island of the network around the at least one wireless

access point.



