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The i‘nvention relates to a nethod and apparatus for preventing 5 m suse of
a copied subscriber identity in a nobile conmunication system

In all tel ecwowsmios@ti on networks, both the users and the netren§o00202
operator nust be protected as well as possible against undesired invasions
by third parties. Consequently, there is need in the networks for nany
types of security functions. The nost inportant features relating to
the security of the 10 network are (1) protecting the information conveyed

by the netmrmmﬂe(@p|gps|mL¢M| cating the users and controlling their

access. The nost inportant safety neasure for protecting information in
the foreseeable future is sone ki nd of encryption. Authentication is a
way by means of which an effort is made to ensure that information

originates frBACKGRQUNELEFITHE NVEMTIN to 15 originate from Typically,
it is based on paSSWh‘ésm%Qﬁhéﬁ?Yél?teécﬁeé E{h%gt %ndn ﬁgPé%‘% f(irg Bééglgnﬂ]pd lity
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radi o connect gﬁjelg{'g?lrﬁlfst lb%rmo{g@@dl &s \WSﬁ g@'bﬁsiél@%ns%ﬁdesired invasions by
third parties. Consequently, there is need in the networks for many types of
security functions. The most important features relating to the security of the
10 network are (1) protecting the information conveyed by the network and (2)
authenticating the users and controlling their access. The most important
safety measure for protecting information in the foreseeable future is some
kind of encryption. Authentication is a way by means of which an effort is.
made to ensure that information originates from the source it is claimed to.
15 originate from. Typically, it is based on passwords and keys. Access rights
refer to the ability to transmit and/or receive via a transmission channel.
Access mechanisms are based on some kind of a password or key.

As - transmission to mobile subscribers takes place by a radio

connection, radio. connected Public Land Mobile Networks (PLMN) are
20 particularly sensitive to unauthorized users using their resources and

eavesdropping on the information exchange on the radio path. This results

from the possibility to listen to and to transmit radio signals from anywhere

without having to gain access to the equipment of the user or the operator. It

can be seen that better standards of security are required in PLMN networks
25 than in conventional communication networks.

The basic structure of the Pan-European digital cellular radio
system GSM (Global System for Mobile Communications) is illustrated by
Figure 1. The structure of the GSM network consists of two parts: a Base
Station Subsystem (BSS) and a Network 'Subsystem (NSS). The BSS and

30 mobile stations MS communicate by radio connections. In the BSS, every cell
is served by a Base Transceiver Station (BTS). A group of base stations BTS
~are connected to a Base Station Controller (BSC) whose function is to control
the radio frequencies and channels used by the BTS. The base station
controllers BSC are connected to a Mobile Switching Center (MSC). The

35 function of the MSC is to switch calls that involve at least one MS. Some
MSCs are coupled to other communication networks, such as a Public



20 particularly sensitive to unauthorized users using their resources and
eavesdropping on the information exchange on the radio path. This results
from‘the possibility to listen to and to transnmit radio signals from

anywher e wi t hout having to gain access to the equi pnent of the user or
t he oper at orwobénsioso can be seen that better standards of Sgepbbidm@® €
required in PLMN networks 25 than in conventional comruni cation networKks.

The basic structure of the Pan-European digital cellular radio system
GSM (d obal System for Mbile Comuni cat1jzons) is illustrated by Fi gure
1. The structure of the GSM network consfsts of two parts: a Base
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subscriber's present location. The second register type is a Visitor Location
Register (VLR). The VLR is usually connected to one MSC, but it may also
10 serve a plurality of them. The VLR is commonly integrated in the MSC. Such
an integrated network element is referred to as a VMSC (VLR + MSC). When
the MS is active (it has registered in the network, and may make or receive a
call), the majority of the subscriber data cincerning the MS included in the HLR
is loaded (copied) into the VLR of the MSC in whose service area the MS is
15 located.
The GSM system comprises a most secure authentication system.
This also holds true of the derivatives of the GSM system, such as the DCS.
The authentication system is based on a so-called challenge and response
principle. Upon drawing up a subscriber contract, a secret subscriber
20 authentication key (Ki) and an International Mobile Subscriber Identity (IMSI)
are assigned to the subscriber. The Ki is stored in a network eilement serving
this purpose in the GSM network, referred to as an Authentication Center
(AUC), which is associated with or connected to the subscriber's HLR. The
AUC aiso contains a ciphering algorithm known as A8, an authentication
25 algorithm known as A3, and a generator of random numbers RAND. On the
basis of Ki and RAND, a ciphering key Kc is produced by the algorithm AS.
Similérly on the basis of Ki and RAND, a Signed Response (SRES) is
produced by applying the A3 algorithm. These three parameters, RAND, Ki
- and SRES form a triplet which is characteristic to the subscriber.and which will
30 be employed in later authentication and ciphering.
Referring to Figure 2, the AUC comprises a database 20 to which
the authentication key Ki of each subscriber in the GSM network is stored. A
subscriber's Ki may be retrieved from the database 20 by using the IMS| as
an index.
35 To avoid computing and transmitting the triplet every time it is
needed, the AUC/HLR computes several triplets for each subscriber in



I ntegrated Services Network (PISN), and they conprise sw tching functions
for processing calls to and fromthese networks. Such nobile sw tching
centers are referred to with the term Gateway MSC (GVSC) .

Routing of calls involves two types of databases. In a Hone 5 Location

Regi ster (HLgh odlafpsst Or€d, permanently or semi -pernmanently, pcr/FosRe£r i ber
data of all the subscribers of the network, such data contai ning

information on all the services the subscriber is entitled to, and the
subscriber's present |ocation. The secondgregister type is a Visitor
Location Regi ster (VLR). The VLR is usually connected to one MSC, but
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authentication, g Siplels comauted t to the MSC/VLR in th
. plets computed are sent to the in the SEND PARAMETERS
RESULT message and they are stored in the VLR.
Referring again to Figure 4, the MS transmits an access request to
20 the MSC/VLR. The MSC/VLR retrieves a triplet assigned to the MS from the
security parameter file 40 by using the IMSI as an index. On the one hand the
MSC/VLR conveys the Kc value to the BSC’s channel equipment to be used in
traffic channel coding, and on the second hand it conveys the RAND value to
the MS in an AUTHENTICATION REQUEST message. This is illustrated by block
25 41 in Figure 4. On the basis of RAND, the MS computes the other values of
the triplet (SRES and Kc).

" Now referring to Figure 3, the mobile station comprises in its
memory a copy of the mobile subscriber's authentication key Ki, as well as the
encryption algorithm A8 and the authentication algorithm A3. Upon receiving

30 an AUTHENTICATION REQUEST message, the mobile station MS extracts the
RAND from the message and feeds it and the stored Ki to the algorithms A3
and A8, respectively, to compute a signed SRES and the encryption key Kc.
The computed SRES is conveyed to the MSC/VLR in an AUTHENTICATION
RESULT message to complete the authentication, as illustrated in Figures 4

35 andb5.



Referring to Figure 2, the AUC conprises a database 20 to which t he
aut henti.cation key Ki of each subscriber in the GSM network is stored. A
subscriber's Ki nay be retrieved fromthe database 20 by using the I MSI as
an index. 35 To avoid conputing and transmtting the triplet
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if required supplies themto the VLR to phich they are stored. The
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In the exemplary GSM system, the authentication of the mobile
- subscriber requires an identity unit, which is subscriber-speciﬂb. The terminal
10 equipment proper is therefore not confined to a specific subscriber. The
subscriber identity module, such as a SIM card, is a functional card or a smart
card which is placed in the mobile station and which contains information, e.g.
an authentication key Ki, required for identifying a subscriber and for
encrypting radio traffic. In the present application, a subscriber identity
15 module, such as a SIM card, refers to a functional card that can be removed-
from a mobile station and by means of which a subscriber is able to use a card
controlled mobile station.
Consequently, if a subscriber identity module, such as a SIM card
(Subscriber Identity Module) is in use, the user need not have a mobile station
20 of his own, but a subscriber identity module issued to him by the operator of
the mobile communication system is all he needs. Such a subscriber identity
module can be, for example, a SIM card which is, in a way, a phone card by
means of which the subscriber can make and receive calls from any mobile
station of the system. On the one hand, it is the function of the SIM card to
25 provide data that identifies the user safely secured for use by the mobile
station, and on the other hand to provide services to the mobile station. The
services include maintaining (entering, changing) the personal identification
number, maintaining the data encryption key, i.e. the authentication key -Ki,
and unblocking a SIM card in case its use has been blocked as a result of too
30 many attempts of entering a wrong PIN (Personal Identification Number).
Unblocking of a blocked SIM card takes place e.g. by a PUK code (Personal
Unblocking Key). '
As an alternative way of implementing a SIM card in hand-held
phones, a so-called plug-in-SIM has been introduced. A plug-in-SIM is a coin-
35 sized part containing the electronics of a credit-card-sized SIM card, and it is
placed in a phone so that the user is not able to replace it with ease. The



his disposal, 'a request is made to the AUC/HLR to conpute and send back a
new series. The suppl enenting procedure of the triplets consists of two
messages: SEND PARAMETERS and a response thereto SEND PARAMETERS 15 RESULT.
The former contains the nobile subscriber's I M5l which is used to

retrieve thewtiosAmse conputing the triplets, as disclosed i npepmegezezon W th
Fi gure 2. The triplets conputed are sent to the MSCNLR in the SEND
PARAMETERS RESULT nessage and they are stored in the VLR

Referring again to Figure 4, the M5 trangmts an access request to 20 the
MSCNLR. The MSCNLR retrieves a triplet assigned to the Ms fromthe
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by IMSI (international Mobile Subscriber Identity), which identifies the mobile
subscriber. Similarly within the scope of the present application, the concept
SIM generally refers to a subscriber identity module, such as a SIM card, the
15 small plug-in-SIM, the credit card sized functional SIM smart card, and the MS-
incorporated subscriber identity module containing the subscriber identity and
the authentication key Ki, unless the context gives reason to some other
interpretation.
According to GSM recommendations 02.17 and 11.11, three
20 algorithms are used: A3, A5, and A8. The algorithm A3 is used for
authentication, A8 for generating the encryption key and A5 for encryption.
The algorithms A3 and A8 have been stored both in the SIM card and in the
authentication center AUC. The algorithm A5 has been stored both in the ME
of the mobile station and the base station BTS. in addition, e.g. the following
25 information is stored in the AUC: the IMS), the authentication key Ki and
information on the version of the algorithm used. The same information is also
stored in the mobile subscriber's SIM card.
A problem in the prior art mobile communication system described
above is encountered e.g. when the SIM card or information contained by it fall
30 into the hands of a dishonest person. This may result from e.g. misplacement
or stealing of the entire phone, or only the SIM card being stolen from the
phone, whose information is copied to another SIM card. The system
consequently comprises two SIM cards with identical information, i.e. the
original card and a copy thereof. Any use of the copied card is harmful to the
35 mobile subscriber having the original card, regardiess of whether the misuse is
plentiful or slight. In case the misuse is plentiful, it may result in high costs
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Referring to Figure 4, the MSCNLR extracts the value of the SRES from
t he AUTHENTI CATI ON RESULT nessage (bl ock 42) and retrieves the stored

val ue of thew&bizEiofor omthe file 40 (bl ock 43). Foll ow ng t heca/Fidswo26zhi s -
connection and prior to other processing, the MSCNLR aut henticates the 5
nobi | e subscri ber by checking that the SRES conputed in the AUC HLR is

i dentical with the SRES (bl ock 44) conpuged in the nobile station. If the
t wo val ues are identical, access is allowed. If not, access is denied
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The invention is based on the view that the copied and original SIM.

15 cards cannot always roam in the same location areas in the mobile
communication network. At least sometimes situations are bound to occur
during which the copied and original SIM cards are within service areas of
different mobile switching centers. Such a situation results in a location
updating to the home location register. The existence and location area of a

20 copied SIM card may then be detected on the basis of unexceptionally high
activity of location updating between switching centers. Such a situation may
be detected e.g. by maintaining an event counter in the mobile communication
network, which counts iocation updatings carried out within a monitoring
period. When the number of location updatihgs within the monitoring period

25 exceeds a preset threshold value, a sighal is produced that indicates a
possible misuse.

The invention improves the security of the mobile communication
system against misuse. The invention may be applied to a small, restricted
clearly defined area in the sofiware of the mobile switching center and/or the

30 home location register. No modifications are required in the subscriber
equipments or other parts of the network architecture.

BRIEF DESCRIPTION OF THE DRAWINGS

In the following, a more detailed description of the invention will be

offered in association with the preferred embodiments and with reference to
35 the following drawings, in which



station of the system On the one hand, it is the function of the SIMcard
to 25 provide data that identifies the user safely secured for use by the

nobi e station, and on the other hand to provide services to the nobile
station. The services include naintaining (entering, changing) the
personal i degbiokis@ad i on nunber, nmintaining the data enpcyppwscnekey,
i.e. the authentication key Ki, and unbl ocking a SIMcard in case its
use has been bl ocked as a result of too 30 many attenpts of entering a
wong PIN (Personal ldentification Nunmbeg). Unbl ocki ng of a bl ocked
SIM card takes pl ace e. g by a PUK code (Personal Unbl ocki ng Key).
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phone is i derpresertdnygntione basi s of the external card, otherw se on the
basis of the incorporated plug-in-SIM I n the sense of the
present appl i pETALED DESCGRIPTIGNDF THE IMYENTION
The telephone network operator is able to determine the number of
location updatings per time unit in a simple manner by e.g. setting up an event
10 file having a record for each subscriber being monitored for storing the number
of location updatings. Alternatively, an existing subscriber file in the system
may be supplemented with an extra field in which the number of location
updatings being monitored is maintained. At its simplest, the invention
operates so that at the beginning of the monitoring the number field of the.
15 subscriber's event record is set to zero and it is incremented at each location
updating. The contents of the number field in the event record (number N of
the location updatings being monitored) are read at least at the end of the
monitoring period (e.g. after 24 hours) and they are compared to a
predetermined threshold value Ny, Exceeding the threshold value generates
20 a signal on the basis of which the operator may place a subscriber under
special supervision in which it is possible to follow the location updatings more
closely (e.g. to store in a memory the dates and times, base stations etc.
related to the location updatings). The threshold value may be set to for
example 10 location updatings within 24 hours. The number of location
25 updatings may also be menitored during the monitoring period, for example at
the very moment of a location updating.
in the way described above, the invention is relatively simple to
implement. A person skilled in the art may discover several alternative ways to
implement the invention. To take an example, it is not strictly necessary that
30 the updatings being monitored occur between switching centers. In order to
reveal copied subscriber-identities any location updating will suffice that takes
place between two base stations that are geographically a long distance apart.
Here, the concept "geographically a long distance apart” means e.g. some
tens of kilometers. If a location updating with the same subscriber identity is
35 carried out several times within 24 hours in places that are tens of kilometers
apart there is reason to suspect copying of the subscriber identity. By




5 consists of the following two parts: a Mbile Equi pnent (ME) and the
Subscri ber ldentity Module (SIM. The SIMcard is specified in the GSM
recormendation 02.17. The recomrendation 11.11 defines in closer detail
the issues specified in the recommendati on 02.17 by determning e.g. the
protocol s bewoesgmaioshe SI M and the ME, the exact contents angctenfbderf the
10 data fields in the SIM and issues relating to the electronitc and

mechani cal interface. An exanple of a data field contained by a SIM
card is represented by IMSI (Internagional Mbile Subscriber Identity),
whi ch identifies the nobile subscriber. Simlarly wthin the scope of
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t he ocation updating activity in the mobile communication network is not directed
continuously to all the subscribers; instead, a suitable subgroup of subscribers
may be selected to be monitored at a time, for example IMSI numbers within a
20 specific range. This embodiment provides the advantage of reduced
requirements for memory resources.
Implemented according to the simple embodiment described above,
the invention may cause false alarms e.g. in a situation in which a mobile
station roams repeatedly in service areas of different mobile switching centers.
25 Such a situation may result from a mobile station being used by the driver of a
public transportation vehicle (particularly if the same mobile station is in use
jointly by all the work shifts). False alarms may be prevented e.g. by storing, in
the subscriber record, also subscriber-specifically such a number of location
updatings within a monitoring period for which an alarm is activated.
30 Alternatively, the subscribers may be divided into at least two categories (such
as corporate users and private users), of which one category is used for such
special subscribers, with'the threshold value leading to an alarm being higher
in this category than for normal subscribers.
An alternative approach may be to determine for such special
35 subscribers a category or a subscriber-specific condition in which the
monitoring scheme according to the invention is not in use. The same



35 nobil e subscriber having the original card, regardl ess of whether the

m suse i-s plentiful or slight. In case the msuse is plentiful, it may
resul't in high costs WO 98/ 41050

PCT/ FI 98/ 00202 6 before the
subscri ber deoegamsd he problemin his next phone bill. On tperpbieno

hand, if the msuse is slight the problem may not be detected for a Iong
tinme. Wthin the scope of the present application, using a copied SIM
card refers to any techni que of deceptfully using the information in
the SIMcard of another 5 nobile subscriber. BRI EF DESCRI PTI ON OF THE

! N\/E'\f[l'I ON t outcom% is achiéved I§y ﬁﬂﬂﬁﬁﬁ%@"ﬁ Sepdrie di:e?ﬁlﬁn Gie néd%?sﬂ&wﬁﬁﬁﬂ{o t hod
for sl vi g cHESR SRnsyhariRE: GFRUGR GB taleRo et e kptnbeing cmanitared: M car d

or i nfor mat i dioweverhd giomitofihe is ompletelyl offtfer i sorestsubscribets athe evedt Wi t h

met hods and Séfﬁé@% that thé Babschblr fleMified 6f dsubchiflal b‘@&b@@té] iSliggy 0>ed

in the ind pr I'nent's o e rnvention
are set fo t ?Fﬂgarpﬁﬁse?féﬂaﬁmay cl ai ms. The invention is
based on the view t hiit might beofeasiblends @n giterahtivé ¥mbodiment, to make the

threshold value - i.e. the number of location updatings within a monitoring
period that leads to an alarm - adaptive. This may be accomplished e.g. by
forming the threshold value from the mean number of location updatings by

10 the same subscriber and adding thereto a suitable margin of certainty, e.g. 50-
100%. If the frequency of location updatings changes significantly, there is
reason to suspect copying of the subscriber identity. This embodiment
provides the advantage that it is easy to reveal changes in the activity of
location updatings for each individual subscriber identity.

15 Figure 6 is a flow chart representation of how the procedures’
described above may be combined. Reference number 60 denotes an
inventive event record which comprises an event counter N and possibly the
maximum number Ny, of the events. The event records 60 may be stored in a
separate event file or they may constitute a part of an existing subscriber

20 record. This information may be maintained on the basis of the IMSI directly in
the MSC or the HLR of the network. Figure 6 only shows one event record.
Naturally, there exists a dedicated record for each subscriber being monitored.

Steps 600 - 602 illustrate how the monitoring of the location
updatings according to the invention may .be incorporated in the mobile

25 communication system into the software maintaining the location of the MS,
most advantageously in the MSC. At step 602, it is examined whether the
location updating belongs to the type whose total number is being monitored.
As noted in the above, a particularly well suited type of monitoring location
updatings is inter-MSC location updating because information on such an

30 updating is in any case transferred to the HLR of the subscriber's home
network. In case steps 600 - 602 are incorporated in the MSC into the
software carrying out inter-MSC location updating, the separate step 602 is not
required. At step 604, the value of the event counter N is incremented, and at
step 606 it is compared to the predetermined threshold value N,y. If the

35 threshold value is exceeded, an alarm is generated at step 608, and at step
610 the counter N is set to zero for the succeeding monitoring period. The step



15 cards canncot always roam in the sanme |ocation areas in the nobile
comuni cati on network. At |east sonetines situations are bound to occur
durirng which the copied and original SIMcards are within service areas of
di fferent nobile switching centers. Such a situation results in a |location
updating to woes/lmse | ocation register. The existence and | peBtpginey €a of
a 20 copied SIMcard may then be detected on the basis of unexceptionally

hi gh activity of location updating between sw tching centers. Such a
situation may be detected e.g. by mjgtaining an event counter in the
nobi | e communi cati on net wor k, which counts | ocation updatings carried

out within a e@picducing an alapfrhaf be \Shppleientet oM Wiy HESdtibed beidw @t | Ngs

B suneq PP RGP A 52 S M5 BIE 6 b Wl o’ 9"
i nventi on i npursladiogtaeatinues as inyrier atthe nobi | e comuni cati on system
SPSurEy ot nc oo A0S0 S08 WSROI Uyity TR b1 S il
Ch e, Sety el e AdhghE SELIIRS S i By oSy b R o
subscri ber  predgterpined: times. Therprocess is deghntah thebegioningaf tihe tmenitaring
1 o5 o B e o ot S L0
et o e B0 bEad YR ikl by 2 G 56 e Whshas
draw ngs, i n thieimanitoring period (e.g. 24 hours) has elapsed. In reality, a separate test is
10 not necessarily required at all, as test 624 may be carried out implicitly by
adding steps after it to the software which in a center or the like is in any case
carried out at predetermined intervals, e.g. at midnight. At step 626 the event
counter N is read (most suitably on the basis of IMSI). Also the maximum
number Ny.x of events is determined. In the example of Figure 6, the
15 maximum number Ny, is determined by reading it subscriber-specifically from-
the same record 60 as the event counter N. As set forth above, the maximum
number Ny.x may also be fixed or category-specific. At step 628, the value of
the event counter N is compared to the allowed maximum number Ny,y. if the
value of the event counter N exceeds the maximum number N,,.x, an alarm is
20 generated at step 630. At step 632 it is examined whether a false alarm is in
question, i.e. whether an honest subscriber's mobile station performs several
location updatings monitored within 24 hours. If such a false alarm is in
question, the value of the maximum number N,,, may be increased e.g.
subscriber-specifically. Alternatively, the IMSI in question may be stored in an
25 exception file (not shown) which stores subscriber identities that do not
generate an alarm. '
" The method according to the invention described in connection with
Figure 6 may be implemented with relatively simple changes in the software
and/or hardware if compared to the prior art mobile communication system. If
30 inter-MSC location updatings are monitored, it is possible to utilize signals that
are in any case conveyed to the MSC. in such a case, all the modifications
required to implement the invention may be limited to the software and
databases of the MSC/HLR. In addition, only the alarms are signalled to
outside of the center (for example to the billing center, which is not shown in
35 the figures). The event counter N shown by Figure 6 may be implemented e.g.
so that the subscriber data maintained at the HLR is supplemented by



WO 98/ 41050 -

PCT/ FI 98/ 00202 7

Figure 1 illustrates the parts of a nobile comunication network t hat
are essential fromthe point of view of the invention,

Figures 2 - wpédidipsat rate identification of a subscriber in rcTR9smo202r t

GSM system and 5 Figure 6 is a flow chart illustrating the

t echni que according to the present invention. DETAI LED DESCRI PTI ON
OF THE | NVENTI ON The tel egt]one network operator is able to
determ ne the nunber of | ocati on updatings per tinme unit in a sinple

manner by e. g rhiiﬁ? aP g@éntelé&EHtetl(N fthéretd) 2d HossibCAkE & MubRasier
subscri ber bein &Dg{éore or stofrl ng the nunpe

h r o&l l'ocaf i on

updati ngs. AFR pybscrnersrediagaXmyee PHHERF Niuxdos eterYénéyst em may

be suppl ement ed wi t hAarpeesarr askilledl dni thenhart hwillhefinduribesbvidud dbat, i with

updatings belgafhdsefh iEcHiRidk2! R0 ball ideh B HeCShverkiBh H3yeREi On
a er i ‘Iéffis’b/

operates so t at the beglnn) f the njtoring the nu of the
15 subscr i PeimBlemaiied in ig@g "ﬁyszé?‘g igventian”has jbgep each

| ocati on wiyeftexagnplé imeconmettion witlo the GENMhsystem ahdétsdidrivatives, bulshis record

er N of >a0e ! ! . ol oo
bt The. end of2PplighdlE 19 %@ﬁ%flfﬁ%'#é’%’ﬂ“&@aﬁﬁ g?"‘*ﬁ?‘?é‘ﬁ’”ﬁ‘i%ﬁﬁfg :e%n ey ar e
conpared to ahcorporgiectherein ntgy ‘F‘ﬁ?‘@h & i}gﬂsﬁ%b%erlﬁ"fat'@x i 'AeatioRe

t hreshol d valupdatieger Thesindéntions agdaits cambddimenatsi arefnothiestrictéd: toptheat or
may pl ace | n I, ak M A S L LCh it is
possi bl e f‘g %g%ﬁg;\}ﬁjﬁéem}lébgg{?gx%édaﬂ g'}g}sﬁ#ggesxbﬁé thgs%é%g( e.g. to store

in a nenory the dates and tines, base stations etc. related to the

| ocation updatings). The threshold value may be set to for exanpl e 10
| ocati on updatings within 24 hours. The nunber of |ocation



25 updatings rnay al so be nonitored during the nonitoring period, for
exanpl e at the very nonent of a |ocation updating. I n
t he way descri bed above, the invention is relatively sinple to

i mpl ement. A person skilled in the art may di scover several alternative

ways to wopd/gaosnt the invention. To take an exanple, itparervsao2e@tri ctly
necessary that 30 the updatings being nonitored occur between switching
centers. In order to reveal copied subscriber identities -any-location

updating will suffice that takes plﬁce bet ween t atijons that
are geographically a |long distance apart. Her e, mﬂ ﬁﬂﬂ’ J’I’ ”,II,
"geographically a long distance apart” neans e.g. sonmes ¢ | .

kilometers. IdsmmMsocation updating with the sane subscriber identity is 35
carried out several tinmes within 24 hours in gl aces that are tens of

kil oneters apar #- A mathoq fordetacting capying géasubstsipen ifeptity (MSHimacr i ber
i de?t It y) By mobile communiv¥&iciSnethdB0in which the location of mobile stations (MS) is
PCT/ FI 98/ 002

. ‘ . 8 restricting
t he nmonitori g‘éd? E)edi |Htaé#e_a|%@%6%?tlern HsL,R’aV LrB toef\}\%er P%Q/Nogﬁvant age w || ~ be
gai ned, beBause it iShexeaciteikzeddy an incident that the location of the
subscriber is updated i@nitbhg)Ebivat HeddBome ofthe tndiiel Sthidns aNg),t e

et onal! Uudlnd 8 BENAMADpHINREY S50k tr B efhg o EORE AL "
based on t he menitosingpesiedy eveal i ng of copi ed

-~ comparing said number of location updatings to a predetermined

10 threshold value (Nyax);

— in response to said number (N) of location updatings exceeding
the predetermined threshold value (Ny.y), generating a signal indicative of the
exceeding.

2. A method as claimed in claim 1, characterizedin that the.

15 type of location updatings being monitored comprises an inter-MSC location
updating.

3. Amethod as claimed inclaim1or2, characterizedinthat
the type of location updatings being monitored comprises a location updating
between such base stations (BTS) that are at least some tens of kilometers

20 apart.

4. A method as claimed in any one of claims 1 - 3,
characterizedin that the subscribers are classified into at least two
categories with said threshold value being different for each category.

5. A method as claimed in any one of claims 1 - 3,

25 characterizedby maintaining a group of special subscribers, and
generating the signal indicative of the exceeding only when a subscriber is not
one of said special subscribers. )

6. A method a claimed in any one of claims 1 - 3,
characterizedin that said threshold value (Ny.y) is subscriber-specific

30 and depends on the previous frequency of location updatings by the same
subscriber. :

7. A network element of a mobile communication network,
advantageously a mobile switching center (MSC), to which the means (HLR,
VLR) are functionally coupled to handle the location updatings of a subscriber,

35 characterizedinthatthe network element (MSC) further comprises:



subscriber identities does not require a particularly conplicated

algorithm In the case of the exenplary-GSM system copying of

subscri ber identities is in any | i cat ed enough to prevent

acqui sition of the equi prent and 10 ﬁm ’ﬂmr to copy just one or
a few subscwdessipsdentities: if u*naut i.ng t sforerigdeetee, the
operation is probably w despread. Unaut hor i Zed *copying is already

hi ndered in advance by the know edge t hat t he nobi |l e comruni cati on
networks may even afterwards be provideqawith a functionality according

to the invention, in which, practically speaking, a user 15 of a copied
/skubsc;I i bertl dentity Atmhﬂ-.éam t(di@)Uforandﬁmtngbesubsdmﬁr%léetémeéls«r thé rlumbisdr-
ccording to anpther ni.t orin
| ocati on updé’gfnoé agtl??ﬁtt ﬁ%‘ﬁt@“cﬂﬁﬁr}ﬁwgﬁm r%t'g(ﬁpﬁtef@'“ﬁgt
directed msvioring eetey; to aII the subscribers; instead, a suitable
subgroup of subscri b-errﬁeans( zf&%oﬁﬁiaﬁﬁﬁ%ﬁlémrﬁﬁeﬁm?'té eeyg eBbtefmined®, for
[

exanpl e | specific range. Thi§ e ment provi des
t he advant gg18gﬁﬁgdﬁ@%d W“)§ uirements for nenory resources.
| npl enent ed accor di ng Means39) figr genemtingi arsignaldadicativecol atbexeseding lnt he

i nvention mayedpynse ftg! e8! Mirfibere: m) igt ocHtibHalip@Btihds V‘%k{elédﬁw
station roans eatedlﬁ1 %ﬁﬁﬁ¥VICZ as of different e smntchlng
centers. 25 §U§ﬁQ§U@F?ﬁ d FuBdNwid- from a nobil e station being used by

the driver of a public transportation vehicle (particularly if the same
nobile station is in use jointly by all the work shifts). False alarns
may be prevented e.g. by storing, in t he subscriber record, also
subscri ber-specifically such a nunber of |ocation updatings within a
nmoni toring period for which an alarmis activated. 30 Alternatively, the
subscri bers may be divided into at | east two categories (such as

corporate users and private users), of which one category is used for such
speci al subscribers, with the threshold value |eading to an alarn1be|ng

hi gher in this category than for nornmal subscribers. An
alternative approach may be to determ ne for such special 35 subscribers a
category or a subscriber-specific condition in which the moni t ori ng

schene according to the invention is not in use. The sane
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PCT/ E1 98/ 00202 outcone is achi eved by maintaining a separate
exception file (not shown) into whi ch such subscriber identities are
stored that are not being nonitored. However, if nonitoring is

conpl etel y o¥dod/soseSone subscri bers, the threat ener ges pdgitod/incoz
subscri ber identities of such subscribers becone particularly 5 tenpting
targets of false play. It nl ht be feasible, as an

al ternative enbodi nent, to make the ht/8shol d value - i.e. the nunber

of location updatings within a nDnitoring period that |leads to an al arm
- adaptive. This may be acconplished e.g. by form ng theéﬁg%eshogg

val ue fromthe nean nunber of |ocation updatings by 10 the s bsati ber
and adding thereto a suitable margin of certainty, e.g. 50-

the frequency of |ocation updatings changes significantly, tﬁgfg

reason to suspect copying of the subscriber identity. This enbodi nent
provides the advantage that it is easy to reveal changes in the activity of
| ocati on upggNi ngs i ndi vi dual subscri bpr— '
Figure 6 i pSPHiQws
descri bed agpme may
i nventi.ve event recOTd

Tch COI’TpI’I ses an event cou
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MSC1 » VLR1 MSC2 » VLR2
BSC1 BSC2
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maxi mum nunber N err]of the events. The event records 60 may be stored in a
separatée event file or they nmay constitute a part of an existing subscriber
20 record. This information may be nmaintained on the basis of the | NS
directly in the MSC or the HLR of the network. Figure 6 only shows one
event recordwosMioblat urally, there exists a dedi cated recorgctprpseren .
subscri ber bei ng nonitored. Steps 600 - 602 illustrate how
the nonitoring of the l|ocation updat i ngf according to the invention may
be incorporated in the nobile 25 conmuni ca &®n systeminto the software

mai nt ai ni ng the | ocation of the M5, nost advant ageously i ohe . At
step 602, it is exam ned whet her the | ocati on updati ng be ﬂ%ot he
type whose total nunber is being nonitored. As noted in the above, a
particularly well suited type of monitoring |ocation updatiRER AR
inter-MSC | ocation updating because irmormation on such an 30 updatiQp IS
in any case tran®ASABASHE o the HLR of A he subscriber's hone netwark. In
case steps 606 662—are+reorperated in th f
carrying out [i nt quadyBC | qcat i ogj updat]i ng, the separate step 602 is
required. At {step 604, the value of tlhe event counter | S increnmenjed, and
at step 606 iM;’@ confpared,,t o thgq predef erm ne old valuefNerr].
I f the 35threshd alug is e!&:eedec, an ajarmis tég at step 608
and at step 610 the qounter N1S|set to| zero f ceedi ng
monitoring pgriod. iThe stlep @ WD 98f 41050
PCT/ FI 98/ 0022 :
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10 608 producing an alarm may be suppl enented in the way descri bed

below in connection with steps 632 - 634. At step 612, the process
mai nt'ai ni ng | ocation updating continues as in prior art.
Steps 620 - 636 illustrate a way by neans of which nonitoring 5 l|ocation

updati ngs aoeopzising to the invention nmay be inpl enented at pCcT/FI98/00202
predeterm ned tines. The process is begun at the begi nning of the

noni toring period at step 620. At step 622, the event counter N is set
to zero for all the subscri bers. Step5%§4 of the flow chart illustrates
a test which checks whet her the nmonitoring period (e.qg. hours has
el apsed. In reality, a separate test is 10 not necessarily réEa¥ al
as test 624 nmay be carried out inplicitly by addi ng steps a it to
the software which in a center or the like is in any case (PBKNRf@H7out
at predetermined intervals, e.g. at mdnight. At step 626 the event

counter Nis read (nost suitably on the basis of IMSI). Also the nmaxi num
nunber N err] of events is determined. In the exanple of Figure 6, the 15
maxi mum nunber N err] is determ ned by reading it subscriber-specifically
from the sane record 60 as the event counter N. As set forth above, the

maxi mum nunber N err] may al so be fixed or cific. At step
628, the val ue of "the event counter Nis gg%gggg@iég&ﬁgg al | owed
maxi mum nunber NMerr]. If the val ue of t N exceeds the

maxi mum nunber N err], an alarmis 20 generated at z&ep 630. At step 632 it
i s exam ned whet her mis in questio i.e. _whether an

honest subscri bers ;blfe statfo perfornms seyeral I(xx*lon updati ngs
hours Kjl f sugh a fal se al arm i RAND question, the
nunber N errl] may be inc eased e.g.

nmonitored within 24

val ue of the maxinu

subscri ber-speci fi caty errrati vel y, the | MBF—Trprrest+oh nay be stored
in an 25 exception file (not shown) which stores subpscriber identities that
do not generate an al arm The met hpd according to the

i nvention described in conpection wmth Figure 6 pay be inplenented with
relatively sinple changes Lo_the sloftware

A8 A3

\ 2 Y

Ke SRES
AUTHENTICATION

RESULT (SRES)



andl or
If 30 inter-MSC | ocation updatings are nonitored,
signal s that

the nodifications
t he sof t war ev@swhioso

it
are in any case conveyed to the MSC.

dat abases of the MSC/ HLR
are signalled to out si de of the center
center, which is not shown in 35 the figures).
Figure 6 may be inplenented e.g. so t
at the HLR i s suppl enmented by WO 98/ 41050
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an event counter N thereto, and possibly also a subscri ber
subscri ber-speci fic maxi mum nunber N err] for the events.

person skilled in the art will find SECURITYUSARARETER FILE

mai

hardware if- conpared to the prior art nobile comruni cati on system
is possible to utilize
In such a case,
required to inplenment the invention may be limted to
I n addi ti on,pcaipds/dobe al ar ns
(for exanple to the billing
The event counter
t he subscriber d

al |

N shown by

ntfai ned
i r%lc%?péf

orating

(RRIQRBRT)

of a

advancenent s

in technol ogy, the basic idea of the"mgyentlon may be 5 1 nplenented 1§ many
di fferent ways. The invention has been dcob.ircd By way—ofr—exanpte§ n
connection with the GSM system ang_i TRIRJ&T dafi ¥&. but RAND § SRESpIikabl e
to other nobile communication systenfRIPIEN2hav&® mpchRANDN| SRES
incorporated therein to control the subscrrbefs™ Tocftron ang Tocatrory
updatings. The invention and its erbedirenrts—pre—rRettrestreted—to—the
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10 exanpl es above, "but they may vary within the scope of the clains.
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PCT/ FI 98/ 00202 12 CLAI M5
1. A nethod for detecting copying of a subscriber identity (IMSI) in a

mobi | e commypb 6fdilogon network in which the |ocation of nobilgofkeéseeas (M)

IS updated in at |east one register (HLR, VLR) of the network, 5
characterized by - m)nitorg(r;g, for at | east sone of the

nobil e stations (M5), the nunber (N) | ocation updati of at.| east
one type during a predeterm ned nonitoring period, :El 5)
conparing said nunber of |ocation updatings to a predeterm g"t eshol d
value (Nerr]); - in response to said nunber ((MRIOR ARThti on
updati ngs exceedi ng the predeterm ned threshold value (Nerr]),
generating a signal indicative of the exceedi ng. 2. A

method as claimed jgg claiml1l, c hmgorvieRc t e r i z eplR/AUGat the 15 type
of location updatings being nonitored conprises an inter-MC |ocation

updati ng.
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3. Arethod as clainmed in claim1 or2, characterizedi nthat t he type of
| ocati on updatings being nonitored conprises a |ocation updating
bet ween such base stations (BTS) that are at | east sone tens of kiloneters

20 .apart. 4. A nethod as clainmed in any one of clainms 1 - 3,
c har acwosmiose z e d in that the subscribers are cl assdrmsekdogi0 at

| east two categories with said threshold value being different for each
category. 5. A nethod as clained in any one of clains 1 - 3,

25,char acter i zedbyggintaining/6 group of special subscrlbers
Lndi cative of the exceeding o ng‘u

and generating the gna
subscri ber is not ogecpy §ai d special subscribers.
any_one/of clainms T - 3, chalr acteriz e

nmethod a clainmed iR
d in that said thresholdwalue (N err]) |is subscriber- sp |f|c6% and
depends on the previqus | Re

subscri ber. Locatlbn

net wor Kk, %y
means (HLR, monitbred?t i ordl |y cqupl €d to handl e tl¢esl ocat i
updati ngs of I~k 35°c har aljctjer i_z ediwm that t net wor k
el emrent (MsSCQ) further | X 4 WD |98/ 4105
PCT/ F1 98/ 00202 510, Benerate Alarm
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(57) Abstract

A method and apparatus implementing the method for detecting
copying of an international mobile subscriber identity (IMSI) in
a mobile communication network in which the location of mobile
stations (MS) is updated in at least one register (HLR, VLR) of the
network, According to the method, the number (N) of at least one
type of location updatings (advantageously inter-MSC) is monitored
within a predetermined monitoring period (e.g. 24 hours). This
number (N) is compared to a predetermined threshold value (NpAx),
and if the number (N) of location updatings exceeds the predetermined
threshold value (NMax), a signal indicative of the exceeding will be
generated.




