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processi ng apparatus, information processing nethod, and Mmmwmmmmmm@Mium
Technical Field The present invention relates to an infor i ng
apparatus, information processing nethod, and providi ng nmedi ums«sipse
particularly, it relates to an information processing apparatus—

i nformation processing nmethod, and providing medi umthat uti t ed
i nformati on. Background Art There are systens that encrypt ﬂwW@@mwﬂﬂmMMW
(hereafter referred to as content) such as nusic and send

i nformation processing apparatus GESCREPIIONs who have made a re€{®er ed
agreenent, so that the wusers can decrypt and use the content on their
information processing apparatus. If a user possesses two or nore

i nformation processing apparatuses that nmake it possible to use contents,
he/ she Iofie nmadnisire precesistiant apphaetis, pinte Healt 1 amd i sHn ¢ owettéed /i Andhe
informati on processing apparatus to which the content is transferred.
Howev eI oVl qiiisks meskialm t her e has been a problemthat the information
processi ng apparatus which is the transfer source does not retain the -1
content so that the user can not use that content in information

Technical Field

The present invention relates to an information processing
apparatus, information processing method, and providing medium. More
particularly, it relates to-an information processing apparatus,
information processing method, and providing medium that utilize

encrypted information.

Background Art

There are systems that encrypt information (hereafter referred
to as content) such as music and send it to the information processing
apparatus of the users who have made a required agreement, so that the
users can decrypt and use the contént on their information processing
apparatus.

If a user possesses two or more information processing apparatuses
that make it possible to use contents, he/she can transfer a content
that is provided, and use the content in the information processing
apparatus to which the content is transferred.

However, in this case, there has been a problem that the information

processing apparatus which is the transfer source does not retain the



processi ng apparatus of transfer source. Disclosure of the Invention The
present iwvention has been nade in view of the above circunstances. It
makes it possible to have a content retained in an information processing
apparatus of transfer source while having that content transferred in

ot her information processing apparatuses. To solve these problens, the
present invention provides an information processing apparatus which is
connected to other information processing apparatuses and which decrypts
and uses encrypted value information, characterized by conprising: storage
means for storing usage information including the key needed to decrypt

the val gentefivr sat that tisageseondaiinos wfet tieavatowet émf of mrat n Hoymatnicon
transfer status information which indicates whether the value information
has beeprtcessiegreadpasappsyofieansns$ ber sspptgeng the value information
together with appropriate transfer information including the key contai ned
in the usage irnformation to the other information processing apparatuses
when the usage conditions contained in the usage information stored by the
st or ageDiheahesure efghheahdveneionansfer status information contained in
the usage information indicates that the value information is not
transferred; fihstordsanife st oy hammpeiy nate ity ahserofsttdreysbove
information to indicate that the value information has been transferred if
the val GerFRATPSEABERDN aifd MA@ st F&nRPEFLIPAROFEIA T @ ﬁ8§tB§§nr%H%bm$@dU%@n
the other _i nformation processing apparatuses by -2 the supply neans
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i nfornmati on Broce35|?g aggaratuses i f %he transfer
content transferr in other i1nformation processing apparatuses.

To solve these problems, the present invention provides an
information processing apparatus which is connected to other
information processing apparatuses and which decrypts and uses
encrypted value information, characterized by comprising: storage
means for storing usage information including the key needed to decrypt
the value information, usage conditions of the value information, and
transfer status information which indicates whether the value
information has been transferred; supply means for supplying the value
information together with appropriate transfer information including
the key contained in the usage information to the other information
processing apparatuses when the usage conditions contained in the usage
information stored by the storage means are right and the transfer status
information contained in the usage information indicates that the value
information is not transferred; first change means for changing the
transfer status information to indicate that the value information has
been transferred if the value information and the transfer information

has been supplied to the other information processing apparatuses by



status information contained in the usage information stored by the

storage means indicates that the value information has been transferred

and the transfer of the value information to the other information
processing apparatuses is cancelled; and second change neans for changing
the transfer status information to indicate that the value information is
not transferred when a reply signal is received from the other information
processi ng apparatuses in response to the control signal sent by the
sendi ng neans. Al so, the present invention provides an information
processing mnmethod for an information processing apparatus which is
connecttetk tsoppotyherednd ;orgratdiony prezoes Siary ssppHma we s patiadte deortyetls
and uses encrypted value information, characterized by conprising: a

st or ages igtaglp tof tiee ortihey Undgembhfonreitders s ind awdpagathe ckeyf tdedédansfer
decrypt the value information, usage conditions of the value information,
and tretreffes igtfars tivrogaattiadmeghileh thedivsages internai ippestarge by the
informati on has been transferred; a supply step of supplying the val ue
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key contained in the usage information to the other infornmation processing

appar ataiesththdirand e ffe eshdialbnsiiammatian it thhe edfe  Infmadtiooh
stored by the storage step are predeterm ned conditions, and the transfer
st at us RIRCATRNDARRFRHURRS i 1P (HRD G it REGBHE NG TEE NSO T he
value information is not transferred; first change . .step h ing,the
transf A RNE tiq’rﬁ ST RS T 553 Y dé‘tfzjrt“}?é’(lotrh © @d\}glaﬁg :%}?‘Pgr i X%lﬁﬁs
been transferred if. the v%!ue i forqgtion and _the tranﬁfer infonnatiggogas

been s q%ﬂ?ﬁ%?%iﬁf(ﬁQﬁy LS SFS Isflhen a reply sighal 1s receivéd

theotherinformationprocessingapparatusesinresponsetx>the£ontrol
signal sent by the sending means.

Also, the present invention provides an information processing
method for an information processing appératus which is connected to
other information processing apparatuses and which decrypts and uses
encrypted value information, characterized by comprising: a storage
step of storing usage information including the key needed to decrypt
the value information, usage conditions of the value information, and
transfer status information which indicates whether the value
information has been tranSferred; a supply step of supplying the value
information together with appropriate transfer information including
the key contained in the usage information to the other information
processing apparatuses when the usage conditions contained in the usage
information stored by the storage step are predetermined conditions
and the transfer status information contained in the usage information
indicates that the value information is not transferred; a first change

step of changing the transfer status information to indicate that the



processing apparatuses by the supply step; a sending step of sending an
apprapriate control signal to the other information processing apparatuses
if the transfer status information contained in the usage information
stored by the storage step indicates that the value information has been
transferred and the transfer of the value information to the other

i nformati on processi ng apparatuses is cancelled; and a second change step
of changing the transfer status information to indicate that the val ue
information is not transferred when a reply signal is received fromthe

ot her information processing apparatuses in response to the control signal
sent byalhee sienith map tsitaep . hdauttdeer noree,s fiere quf eferthe vadmnei anfprowicdes and
provi di ng medium that provides a conputer-readable programfor executing a
pr ocessthe trang fforimdta e tprooc desi g cap sapatluis datioc i hies otbrmednédrmatopher
i nformati on processi ng apparatuses and whi ch decrypts and uses encrypted
val ue infarefrsinh appededctses baydthe shaplyhetep ocesendigrpsitess ofasendiage
step of storing usage information including the key needed to decrypt the
val ue ¥ GRREQRON. 2t pntaunldigismst dfo tthe adiere imfampdtiiosh Prase Ssidsf er
status information which indicates whether the value information has been
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with appropriate transfer information including the key contained _.in the
usage iHSGRATHAP tFOuSD R Hre i HHGIER i HhEBr dfs e WMfen t he
usage conditions ontained in the usage i nformati on stored t he storage
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contained. in the Q§aqﬁlinfq{natjo indicates that the value information is
not information to e other information processing apparatuses 1s

cancelled; and a second change step of changing the transfer status
information to indicate that the value information is not transferred
when a reply signal is received from the other information processing
apparatuses in response to the control signal sent by the sending step.
Furthermore, the present invention provides a providing medium
that provides a computef—readable program for executing a process to
an information processing apparafus which is connected to other
information processing apparatuses and which decrypts and uses
encrypted value information, characterized in that the process
comprises: a storage step of storing usage information inclﬁding the
key needed to decrypt the value information, usage conditions of the
value information, and transfer status information which indicates
whether the value information has been transferred; a suﬁply step of
supplying the value information together with appropriate transfer
information including the key contained in the usage information to
the other information processing apparatuses when the usage conditions

contained in the usage information stored by the storage step are



transferred; a first change step of changing the transfer status

i nformati on to indicate that the value information has been transferred if
the value information and the transfer information has been supplied to
the other information processing apparatuses by the supply step; a sending
step of sending an appropriate control signal to the other information
processi ng apparatuses if the transfer status information contained in the
usage information stored by the storage step indicates that the val ue

i nformati on has been transferred and the transfer of the value information
to the other information processing apparatuses is cancelled; and a second
change mtefe i riciteetyicngdiihé onsaarsd éhest manster stetmst i ofotwa § ek cansatihatd
the value information is not transferred when a reply signal is received

f r om t Hen dihiseusiagieo A g oiron tpooc éndiiagtespphr bt thesva e depongmttion e not
control signal sent by the sending step. Furthernore, the present invention
provi ddsrans feradvatd ol r 9 cdendag iparatahangimg nffee natarorfen cfes8isng

met hod, and a providing nediumthat store usage information including the
key neededP iR ittt §ptindhreataltheti o vadiicoh f aseyfel e hasthorls topnsherystue
information, and transfer status information which indicates whether _the
val ue inf 5PRaY3 b HAL oF@Et lonapRE dhee8r2BEHRF Y R IRF MAL RN PABGY¢RR iSYRPLied

together with ropriate transfer information includin he key .contai ned
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when the usage conditiqns caontained in the,usage information stored t he
ot or ageh SRS ShesuO e SARAS e BRARPPERBE MRS LRR T Fahe &8k diqidte gthel
information contained in t.he usage 'nfornag% n 'ndig Les_that t.he val €on
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contained in the usage information.storedkn/the storage step indicates
that the value information has been transferred and the transfer of
the value information to the other information processing apparatuses
is cancelled; and a second change step of changing the transfer status
information to indicate that the value information is not transferred
when a reply signal is received from the other information processing
apparatuses in response to the control signal sent by the sending step.
Furthermore, the present invention provides an information
processingapparatus,aninformationprocessingmethod,anda;uoviding
medium that store usage information including the key needed to decrypt
the value information, usage conditions of the value information, and
transfer status-information which indicates whether the value
information has been transferred; supply the value information together
with appropriate transfer information including the key contained in
the usage information to the other information processing apparatuses

when the usage conditions contained in the usage information stored

by the storage step are predetermined conditions and the transfer status



to indicate that the value information has been transferred if the val ue

i nformati on and the transfer information has been supplied to the other

i nformation processi ng apparatuses; send an appropriate control signal to
the other information processing apparatuses if the transfer status
information contained in the stored usage information indicates that the
val ue information has been transferred and the transfer of the val ue
information to the other information processing apparatuses is cancell ed;
and change the transfer status information to indicate that the value
information is not transferred when a reply signal is received fromthe
ot her i i Honmd € don Eoodes siengi @ her as age s nifio rmesponsend dcé bes thartt e value
Furthernore, the present invention provides an information processing
appar at usfeumzhios icomtecredsferoeder ¢hdngethiedir grobesstagus dpfaraaises
and which decrypts and uses encrypted value information, characterized by
conpri stagndicedst tbat mdengaive indogingtrignt hes walaretrans denaed dif shpplaleg
fromthe other information processin% apparatuses and transfer information
cont ai ni mEe¥het key anskied trerdd@y pniohBatapndas beennaitPRh e tor tye ard@is
for storing the transfer information received by the reception neans;
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means when an appropriate control signal is received fromthe other
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appropriate reply signal when the transfer infornation js deleted the
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i nfornation rocessin thod for an infornmat rocessin tus
whi ch Ighevaﬁ%egn%ormgtggihasbeentransferr A dq: ransgechQEEevalue

information to the other information processing apparatuses 1is
cancelled; and change the transfer status information to indicate that
the value information is not transferred when a reply signal is received
from the other information processing apparatuses in response to the
lcontrol.

Furthermore, the present invention provides an information
processing apparatus which is connected to other information processing
apparatuses and which decrypts and uses encrypted value information,
characterized by comprising: reception means for receiving the value
information supplied from the other information processing apparatuses
and transfer information containing the key needed to decrypt the value
information; storage means for storing the transfer information
received by the reception means; deletion means for deleting the
transfer information stored in the storage means when an appropriate
control signal is received from the other information processing
apparatuses; and sending means for sending an appropriate reply

signal when the transfer information is deleted by the deletion means.



connected to other information processing apparatuses and which decrypts
and uses éncrypted value information, characterized by conprising: a
reception step of receiving the value information supplied fromthe other

i nformati on processing apparatuses and transfer information containing the
key needed to decrypt the value information; a storage step of storing the
transfer information received by the reception step; a deletion step of
deleting the transfer information stored by the storage step when an
appropriate control signal is received fromthe other information
processi ng apparatuses; and a sending step of sending an appropriate reply
si gnal when Fuhre hetrmarsf, e it hien foarersginiton nvendelogt @ olvyi dielse ade ietfioomastiep.
Furthernore, the present invention provides a providing medium that

provi desreceonng ene rleadiafd e v oigromiiatri ex aoudders impragesattus wnich is

i nformati on processing apparatus which is connected to other information
pr oces stannepped att @i seth ein di vio ote tdiewr ypt acegril ne expparadrugste dandwhd ch
information, characterized in that the process conprises: a reception step
of receladryptheandluges rfrerRteh wbpt | edformaimahe Srdrachaifigrathtton
processi ng apparatuses and transfer information containing the key needed
to decr§@PEhel NGl e reeEREIRN | DYEP P BRI ey W iis nd kHaatrigisf er
information received by the reception step; a deletion step of deleting
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control, signal is received fromthe other inforpmation processing
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when the _transfer information s del eted the del etign step. )
information; a storage sLep of stor?Xg phe transfer gnPormatlon

received by the reception step; a deletion step of deleting the transfer
information stored by the storage step when an appropriate control
signal is received from the other information processing apparatuses;
and a sending step of sending an appropriate reply signal when the
transfer information is deleted by the.deletion step.

Furthermore, the present invention provides a providing medium
that provides a computer-readable program for executing a process to
an information processing apparatus which is connected to other
information processing apparatuses and which decrypts and uses
encrypted value information, characterized in that the process
comprises: a reception step of receiving the value information supplied
from the other information processing apparatuses'and transfer
information containing the key needed to decrypt the value
information; a storage step of storing the transfer information
received by the reception step; a deletion step of deleting the transfer
information stored by the storage step when an appropriate control

signal is received from the other information processing apparatuses;



Furthernore, the present invention provides an information processing
apparatus,; an information processing nethod and a providing nediumthat
receive the value information supplied fromthe other information

processi ng apparatuses and transfer information containing the key needed
to decrypt the value information; store the received transfer information
; delete the stored transfer informati on when an appropriate control

signal is received fromthe other information processing apparatuses; and
send an appropriate reply signal when the transfer information is deleted.
Brief Description of the Drawings Figure 1 is a systemdiagramillustrating
a EMD sarsd emsdnidiinie 2tes @f systdingliagrappidpnisttratiaml ¢ hel greglorwhen the
information flowin the EMD system Figure 3 is a block diagram show ng

t he functammadr conféguatatomnis afelat &M werhe cde losnitasr dteg-i gure 4 is a
schematic diagramillustrating the transm ssion of delivery keys Kd at the
EMD servi ce Fvartherrmbreqi duree tf €ise rdn dintvem tsoe npertoivi. dgisa gima rniflolrasittriani ng
the transmssion of delivery keys Kd at the EMD service center 1. Figure
6 i s anvidressihe@pbas adiusgr am infammatdtompronessingds Bxidandfa gabinidinpg
keys Kd at the EMD service center 1. -8 Figure 7 is another schematic

di agr arftediwsttlat ngeedieve t thamsra bae o ofreRel i aersumkelsekdf zam ttHe ENher
service center 1. Figure 8 is another chart illustrating the transm ssion
of del i VeF3rmxelan RFOSE SEAB IEMP Tt i &S aefiteranpfer information containing

the key needed to decrypt the value information; store the received
transfer information ; delete the stored transfer information when an
appropriate control signal is received.from the other information

processing apparatuses; and send an appropriate reply signal when the

transfer information is deleted.

Brief Description of the Drawings

Figure 1 is a system diagram illustrating a EMD system.

Figure 2 is a system diagram illustrating the major information
flow in the EMD system.

Figure 3 is a block diagram showing the functional configuration
of an EMD service center 1.

Figure 4 is a schematic diagram illustrating the transmission of
delivery keys Kd at the EMD service center 1.

Figure 5 is another schematic diagram illustrating the
transmission of delivery keys Kd at the EMD service center 1.

Figure 6 is another schematic diagram illustrating the

transmission of delivery keys Kd at the EMD service center 1.



Figure 9 is a chart for explaining systemregistration information. Figure
10 is a chart for explaining use point information. Figure 11 is a bl ock
di agram showi ng an exanpl e functional configuration of a content provider

2. Figure 12 is a chart showng UCP. Figure 13 is a schematic diagram
illustrating control transfer of content. Figure 14 is a schematic di agram
illustrating first-generation duplication. Figure 15 is a chart show ng an
exanpl e of code val ues of service code and condition code. Figure 16 is a
chart showi ng an exanpl e of code values set for wusage conditions of UCP.
Figure 17 is a schematic diagram showi ng a content provider secure

cont ai ner. HMigre 1B iis anoddieenstdhenditigr alhasitam rnd las teadriploe the
authentication certificate of the content provider 2. Figure 19 is a bl ock
di agr ant sHovihgs itie dfinde} brelty comfs gid aat orhe JfMR SRFViIeR gReNel- 3.
Figure 20 is a chart show ng exanple PTs. -9 Figure 21 is a chart show ng
an exanpl e dtLowsi@ isapetheechpgit 1Ipsigeat gy tg’ﬂfst.raliﬁj‘l}rsélz@zl ¢§ dg layemy
showi ng an exanple of other PTs. Figure 23 is a chart showi ng an exanpl e of
code vafewes K@taf ofhe "RfP cegeryige gt Prs.:

Figure 9 is a chart for explaining systemregistration information.

Figure 10 is a chart for explaining use point information.

Figure 11 is a block diagram showing an example functional
configuration of a content provider 2.

Figure 12 is a chart showing UCP.

Figure 13 is a schematic diagram illustrating control transfer
of content.
| Figure 14 is a schematic diagram illustrating first-generation
duplication.

Figure 15 is a chart showing an example of code values of service
code and condition code.

Figure 16 is a chart showing an example of code values set for
usage conditions of UCP.

Figure 17 is a schematic diagrain showing a content provider secure
container.

Figure 18 is a schematic diagram showing an example authentication
certificate of the content provider 2.

Figure 19 is a block diagram showing the functional configuration
of a service provider 3.

Figure 20 is a chart showing example PTs.



Figure 24 is a schematic diagram showi ng a service provider secure
container: Figure 25 is a schematic di agram show ng an exanpl e
authentication certificate of the service provider 3. Figure 26 is a bl ock
di agram show ng an exanple functional configuration of a receiver 51 in a
user home network S. Figure 27 is a schematic di agram show ng an exanpl e
authentication certificate of SAM 62 of the receiver 51. Figure 28 is a
chart showi ng an exanple of UCS. Figure 29 is a schematic di agram
illustrating the internal structure of the usage information storage 63A
in the external storage 63 of the receiver 51. Figure 30 is a chart
showi ng an éXanplee 2df iac @ouhtairtg shofwdnainoexampilguod 8bdes valakar seshdwoirng
the information stored in the nenory nodule 73 of the receiver 51. Figure
32 is a'khara” ifdwsATating reference information 51. Figure 33 is a chart
showi ng an exanple of use point information of reference information 51.
Figure 34 i figugikard? sisow et shanging eagiesemptlicon fl iogher PIG.Fi gure 35
is a block diagram showi ng an exanple functional configuration of a

recei ver 20Fiigmnen@usér shomarntetdhomking, ap grrarde o goseh#mdvies de&gifam
illustrating the internal structure of the usage information storage 213A
in the Sshalfat ity PAS: of the receiver 201. Figure 37 is a chart

showi ng the information stored in the nenory , .
Figure 24 is a schematic diagram showing a service provider secure

container.

Figure 25 is a schematic diagram showing an example authentication
certificate of the service provider 3.

Figure 26 is a block diagram showing an example functional
configuration of a receiver 51 in a user home network 5.

Figure 27 is a schematic diagram showing an example authentication
certificate of SAM 62 of the receiver 51.

Figure 28 is a chart showing an example of UCS.

Figure 29 is a schematic diagram illustrating the internal
structure of the usage information storage 63A in the external storage
63 of the receiver 51.

Figure 30 is a chart showing an example of accounting information.

Figure 31 is a chart showing the information stored in the memory
module 73 of the receiver 51.

Figure 32 is a chart illustrating reference information 51.

Figure 33 is a chart showing an example of use point information
of reference information 51.

Figure 34 is a chart showing an example registration list.
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modul e 223 of the receiver 201. Fi gure 38 is a flow chart illustrating

process for utilization of content. Figure 39 is a flow chart illustrating
t he process of sending delivery keys Kd fromthe EMD service center 1 to
the content provider 2. Figure 40 is a flowchart illustrating a fl ow of
mut ual aut henticati on between the content provider 2 and EMD service
center 1. Figure 41 is a flow chart illustrating another flow of nutual

aut henti cati on between the content provider 2 and EMD service center 1.
Figure 42 is a flow chart illustrating another flow of nutual

aut henti cati on between the content provider 2 and EMD service center 1.

Fi gure 43 i §igufdeowchar ta idlogdt datigngnt sdopriogess ekageddi fygngt iovatlent
provi der secure container fromthe content provider 2 to the service

provi derorgfiguratFiquref 44 jeceiearow Chaim tihe ustemthare thrtvynodeess of
sending a service provider secure container fromthe service provider 3 to
the receivéidre Reyire 45dhemg tico@iagaem illystratiing the prdeassali n
which the receiver 51 receives the service provider secure container.

Fi gur e EFYGEW S PR asRge LREPFBR | hen (HO Gvasc 3 3R i fhrcer tgrena t storage

51 reproduces content. .
213 of the receiver 201.

Figure 37 is a chart showing the information stored in the memory
module 223 of the receiver 201.

Figure 38 is a flow chart illustrating process for utilization
of content.

Figure 39 is a flow chart illustrating the process of sending
delivery kéys Kd from the EMD service center 1 to the content provider
2.

Figure 40 is a flow chart illustrating a flow of mutual
authentication between the content provider 2 and EMD service center
1.

Figure 41 is a flow chart illustrating another flow of mutual
authentication between the content provider 2 and EMD service center
1.

Figure 42 is a flow chart illustrating another flow of mutual
authentication between the content provider 2 and EMD service center
1.

Figure 43 is a flow chart illustrating the process of sending a
content provider secure container from the content provider 2 to the

service provider 3.
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Figure 47 is a flow chart illustrating an account settlenent process.
Figure 48'is a flow chart illustrating the process of control transfer of
content. Figure 49 is a flow chart illustrating the process of termnating
control transfer of content. Best Mdde for Carrying Qut the Invention
Enbodi nents of the present invention will be described below (1)
Information distribution systemFigure 1 illustrates an EMD (el ectronic
nmusi ¢ distribution) system by the application of the present invention.
The EMD system consists of the EMD service center 1 that nanages

i ndi vi dual pieces of equi pment, content provider 2 that provides content
(In this exdiguee o isoat Ehow phavt dekbugtnating X ame qassvicddedefudéhar red
to as sinply content provider 2 unless needed to distinguish them) The
same afifliesce Profifar gesars geasajinesefvpietbe oveHercs Rimiigand des the
predeterm ned services corresponding to content (In this exanple, two
servi cEeA Movilders 3-1 and 3-2 are provided), and user network 5
conposed of _ the equi prment ireceiver 51, receiver 201, and receiver 301 in
this exanpFéPguse %@iéﬁ oh %Htch%rﬁs%%ﬂuqtﬁﬁ¥kﬁﬂeﬁﬁeinQﬁ?ﬁQNBrSV@ﬂ§§1F§e
digital data whose information itself has a value. In this exanple, one
pi ece ML L ITRPHRITN] FHUEIRE RRW ERA BRBH® (P Yfitece of

nmusi c. The ¢gnt ent is.proviged for the users by one piece of content a
one. uni 1 (SEAGUEE 46 18 Spfavel FR9T bl L oA LA Uik RAAGe T Buiy e Hger
pur chases t.he
_ receiver 51 reproduces content.
Figure 47 is a flow chart illustrating an account settlement
process.
Figure 48 is a flow chart illustrating the process of control
transfer of content.

Figure 49 is a flow chart illustrating the process of terminating

control transfer of content.

Best Mode for Carrying Out the Invention

Embodiments -of the present invention will be described below.

(1) Information distribution system

Figure 1 illustrates an EMD (electronicmusic distribution) system
by the application of the present invention. The EMD system consists
of the EMD service center 1 that manages individual pieces of equipment,
content provider 2 that provides content (In this example, two content
providers 2-1 and 2—2 are provided (referred to as simply content
provider 2 unless needed to distinguish them.) The same applies to
other apparatuses.), service provider 3 that provides predetermined

services corresponding to content (In this example, two service
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content .(in fact, purchases the right to use the content) to use it.

Besi des misi ¢ data, however, content can be video data, gane prograns,
conputer progranms, literary data, etc. The EMD service center 1 sends the
delivery keys Kd needed to use content to the user honme network 5 and
content provider 2, as shown in Figure 2, which shows the major
information flow in the EMD system Also, the EMD service center 1

recei ves accounting information and the I|ike fromthe user hone network 5
and adjust charges. As shown in Figure 2, the content providers 2-1 and 2-2
possess the content (encrypted with a content key Kco) to.be provided,

cont entprdeldddon IehcanydtEe viteh pradeldedary dogly ukdr meddedk & dempppedt hé
content, and usage control policy (abbreviated as UCP hereafter) that .
descri e adteinmenfe teaetisenidobontatriveand Sup@nd tHRGRiven RO dimtduld ed
a content provider secure container (described later) to the service

provi degxampleaheon arhi ge grvhverferiB-usethd 3-2 prepare one or nore price
tags (abbreviated as PT hereafter) according to the usage details ,
contained -Th® igentigatudm anpFMDed Vs efthé Sc frgdhe lpdafeadhose e osaafiea
provider . 2 sends the_ prepared PT(Ss) toggther Wi th thg content (encrypted
with alcthtbhaskeyvatds-, Cohbédt kP Ieo PEnbLeseedt GIH L WE iﬁ?@%’%@ﬁ

Kd) , and UCP supplied by the content provider.2, in the formcalled.
o vi ce o BT ir R G RIS F R AP B e HE ABREhame T (0Pk S8 o i Sag iged

network. 4 consisting of a prjvate cable network, the lInternet, .or
commni%%i%h%?%%’f%%?;ft%%‘? H’heéc%scé’f HINE Het Vori's Lbrfjetpafselsnc-{}s%?ge Enf ol
status éfﬁ%ﬁfﬁ%fugg contents as one unit (album). The user purchases the

content (in fact, purchases the right to use the content) to use it.
Besides music data, however, content can be video data, game programs,
computer programs, literary data, etc.

The EMD service center 1 sends the delivery keys Kd needed to use
content to the user home network 5 and content provider 2, as shown
in Figure 2, which shows the major information flow in the EMD system.
Also, the EMD service center 1 receives accounting information and the
like from the user home network 5 and adjust charges.

As shown in Figure 2, the content providers 2-1 and 2-2 possess
the content (encrypted with a content key Kco) to be provided, content
key Kco (encryptedwith a delivery key Kd) needed to decrypt the content,
and usage control policy (abbreviated as UCP hereafter) that describes
the usage details of content, and supply them in the formcalled a content
provider secure container (described later) to the service provider
3.

The service provider 3-1 and 3-2 prepare one or more price tags

(abbreviated as PT hereafter) according to the usage details contained
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as UCS hereafter) according to the supplied UCP and PT(s) as shown in

Fi gure 2 and perforns the process of using the content based on the
prepared UCS. Al so, the user hone network 5 prepares accounting
information, timed with the preparation of UCS, and sends it together wth
correspondi ng UCP and PT(s) to the EVMD service center 1, timed wth, for
exanpl e, the provision of the delivery keys Kd. In addition, the user hone
network 5 can be set 'not to send UCP and PT(s) to the EMD service center

1. In this exanple, the user honme network 5 is conprised of the receiver
51 which is connected to HDD 52 and has SAM (Secure Application WMdule) 62
and t helmr édes VEIP 20bpdtiiech biys tbenaestedtt preDleo 2 and HeaserSANE2 PZOVIHEr
receivers 51 and 201 are connected by such as | EEE 1394. (2) EMD service
cent er Fisands Ihespyeplger 8rdg) ahrghbehgiite Ftham@dndhmiit dercryted va thof
the EVD service center 1. The service provider managenent section 11

suppl i es Sendrint sARHRy i rratrati bay ta nenserpied Wwrdviadéel Bverreey Xa)
content providef managenent section 12 sends delivery keys Kd_and supplies
prof i t -AHAMNCRGS AP b fataYoRhe FAHee o RTENEL 8ot dér the frad egpypfghservice
managenent section 13 sends  information about the usage of content by the
user hdthe® FediorSe B e CPRE2APBF ok | eeuéﬁﬁy?‘i”@%tne%%gn%}hfo‘b%ﬁ “F6¥’°rk
exanpl e, JASPAC.(Japanese Society. for Rights_of _ Aut hors, Conposer.s and
bl | SHEFRRS LFRa R et (e CSbbP Sl itk o ° RS TRE tareh CUBBRT ICath o

t he . cont€%i fgovider 2 through the content provider nmanagenent section 12
or to tIRLTsErtHome network 5 t hrough the user nanagenent section 18.

The user home network 5 prepares usage control status (abbreviated
as UCS hereafter) according to the supplied UCP and PT(s) as shown in
Figure 2 and performs the process of using the content based on the
prepared UCS. Also, the user home network 5 prepares accounting
information, timed with the preparation of UCS, and sends it together
with corresponding UCP and PT(s) to the EMD service center 1, timed
with, for example, the provision of the delivery keys Kd. In addition,
the user home network 5 can be set not to send UCP and PT(s) to the
EMD service center 1.

In this example, the user home network 5 is comprised of the
receive_r 51 which is connected to HDD 52 and has SAM (Secure Application
Module) 62 and the receiver 201 which is connected to HDD 202 and has
SAM 212. The receivers 51 and 201 are connected by such as IEEE 1394.

(2) EMD service center

Figure 3 is a block diagram showing the functional configuration
of the EMD service center 1. The service provider management section

11 supplies profit-sharing information to the service provider 3. The
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The delivery keys Kd supplied to the user honme network 5 equi pnment (for
exanpl e, the receiver 51 or the receiver 201) and content provider 2 from
the EMD service center 1 will be described with reference to Figures 4 to
7. Figure 4 shows the delivery keys Kd possessed by the EMD service center
1, the delivery keys Kd possessed by the content provider 2, and the
delivery keys Kd possessed by the receiver 51 in January 1998 when the
content provider 2 starts to provide content and the receiver 51 conposing
the user honme network 5 starts to use the content. In the exanple of Figure
4, a delivery key Kd is valid fromthe first day to the |ast day of a

cal end&rOTHth F(Ilﬁ'—ﬁitlﬁiqrnéﬂqmﬁ%ent Foctioak? &endfe dedliiveryy Kedp IKdl @i on

1 with a value of "aaaaaaaa" consisting of a fixed random nunber of bits

i s avaiduhie 5 GRfEduahpT g J}ggf@%“@t%é@ e cpgge ottt IHdaTsiare

(i.e., the content key Kco that encr $t t he content d| stributed to the

user hone ngFﬁoFRpgr&gat Fﬁ8a§%W9PEeS% iRl $5%bm ﬁHHP}an f@@gttBhe
January 31, 1998 15 e mnth t he ive Kd ver3|on 1

dol | veripaes SRaForseRs By Die BRI ohe e P TR Bisth BB SRRk b COP VLA Eed

108 bO= e s P08V 'f% av?'ﬁég Bt TR PRy TRt SRSt ﬁé’%@ﬁ#&pf
distri t}\ut dortso t le userr e, ne e5 via the service provider 3 during
the giveh perl’o STy it e%l '{})Vyt)lhsél dfeﬁ i very key Kd version 2).
?Lg]32{:zér§ﬁ%eggkd¥§%¥%#§%4§9i?ﬁ%ia er dur?llﬁ gn?%%b@%LN?%%ﬂ:égflvery
key Kd é’ﬂl%n@p%o'\ﬁd@fabl@ipi&l&wﬂﬂég c%lée?i%ggrogﬁge}%ang&éﬂ&{ﬁ' section 12
or to the user home network 5 through the user management section 18.

The delivery keys Kd supplied to the user home network 5 equipment
(for example, the receiver 51 or the receiver 201) and content provider
2 from the EMD service center 1 will be described with reference to
Figures 4 to 7.

Figure 4 shows the delivery keYs Kd possessed by the EMD service
center 1, the delivery keys Kd possessed by the content provider 2,
and the delivery keys Kd possessed by the receiver 51 in January 1998
when the content provider 2 starts to provide content and the receiver
51 composing the usef home network 5 starts to use the content.

In the example of Figure 4, a delivery key Kd is valid from the
first day to the last day of a calendar month (both inclusive). For
example, the delivery key Kd version 1 with a value of "aaaaaaaa"
consisting of a fixed random number of bits is available from January
1, 1998 to January 31, 1998 both inclusive (i.e., the content key Kco

that encrypt the content distributed to the user home network 5 via

the service provider 3 from January 1, 1998 to January 31, 1998 is
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key Kd version 6 is available during June 1998. Before the content provider
2 starts to provide content, the EMD service center 1 sends six delivery
keys Kd -- delivery keys Kd versions 1 to 6 -- available fromJanuary 1998
to June 1998 (both inclusive) to the content provider 2, which receives
and stores the six delivery keys Kd. The reason why six nonths' delivery
keys Kd are stored is that a certain period of tinme is required for the
content provider 2 to nake preparations such as encryption of the content
and content keys before starting to provide the content. Before the
receiver 51 starts to use content, the EMD service center 1 sends three
del i vergndaypst el withdelias ated iesmy Kekweéfdigrs don ol )3 - Thegy dellames vi kem Kd
January 1998 to March 1998 (both |ncIu5|ve) to the receiver 51, which

r ecei Ve TIPS or Bsh eheatne o debPbhePhbkapnsddtinmpée FHRERST aRRgT papper
keys Kd are stored in order to avoid the situation in which content woul d
not be A &iIthlie aved laddien§roReFEBEHREY L1hel 9Bk LAY & &ir dPNGe bRAD
that the recejver 5 cannot be connected to -16 the EMD service center 1 or

ot her t¥HBISIYhd(} & rediR® SHEESakKDh K‘E%etll%'éreqﬁ)‘?@%&%rqpr‘st

decreasing the nunber of connections to E service center Dur i
t he percilo%lflrta%ﬁ%%ﬁeawe psefgame @eférmfaw vip t Nggg%er\flrree pa&wesism ;éév »@%

(oe! o 5 e b bhe BID s o coer L sl RSP and
oS o S o e 400 S0 s B ok A5,
the delivery key Kd version 4 is available during April 1998, the
delivery key Kd version 5 is available during May 1998, and the delivery
key Kd version 6 is available during June 1998.
Before the content provider 2 starts to provide content, the EMD
service center 1 sends six delivery keys Kd -- delivery keys Kd versions
1l to 6 —- available from January 1998 to June 1998 (both inclusive)
to the content provider 2, which receives and stores the six delivery
keys Kd. The reason why six months' delivery keys Kd are stored is
that a certain period of time is required for the content provider 2
to make preparations such as encryption of the content and content keys
before starting tb provide the content.
BeforethereceiverSlstarUstousecontent,theEMDserviéecenter
1 sends three delivery keys Kd -- delivery keys Kd versions 1 to 3 --
available from January 1998 to March 1998 (both inclusive) to the
receiver 51, which receives and stores the three delivery keys Kd.
Three months' delivery keys Kd are stored in order to avoid the situation
in which content would not be available even during the term of the

contract due to trouble in that the receiver 5 cannot be connected to
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be described with reference to Figure 5. The EMD service center 1 sends

six delivery keys Kd -- delivery keys Kd versions 2 to 7 -- available from
February 1998 to July 1998 (both inclusive) to the content provider 2,

whi ch receives the six delivery keys Kd and store themoverwiting the

exi sting ones. The EMD service center 1 sends three delivery keys Kd --
delivery keys Kd versions 2 to 4 -- available from February 1998 to Apri
1998 (both inclusive) to the receiver 51, which receives the three
delivery keys Kd and store themoverwiting the existing ones. The EMD
service center 1 stores the delivery key Kd version 1 as it is. This is
done t ¢heak¥Dpser vdelel weny elkeyts okd ogwegirl sbbebfler andetpnreduse bheuhexpdeetned
trouble or in case an illegal act is conmtted or detected. During the
peri od theoRsEEbheme yetwordo® by drpfepsinedhelpogbernef qrainesdriprceyokghe
version 2 is used by the EMD service center 1, the content provider 2, and
t he red¥M &Y Gehglend@Fpdses the user honme network 5. -17 Now the

transm ssion of delivery keys Kd fromthe EMD service center __1 to the
content probPdeprd2thRdPrELRFVEFOBIVMIAEY chr £2%F0de® Wirruagy 3deséPPBedt Pt h
reference to Figure 6. The END service center 1 sends six delivery keys Kd
-- del i‘iﬁgﬂ’%éfygekédv\é%%% 131% gsgd.by &b 3%?8”%8&%%?1 gB“E\é@Est

1998 (both .incluysive), to the caontent provider 2, which receives the _six
del 1 ver Re B aritcs e TEReh BTori AP COTRESER] LEPnyStRebomeHBSENE X
servic% center 1 sends three delivery keys Kd -- delivery keys Kd version
3to 5 available fromMarch 1998 to May 1998 (both inclusive) to the

receiver 51Nom§é1t£gﬁgin¥§§igﬁeoé Qéf?very keys Kd from the EMD service center

1 to the content provider 2 and receiver 51 on February 1, 1998 will
be described with reference to Figure 5. The EMD service center 1 sends
six delivery keys Kd -- delivery keys Kd versions 2 to 7 -- available
from February 1998 to July 1998 (both inclusive) to the content provider
2, which receives the six delivery keys Kd and store them overwriting
the existing ones. The EMD service center 1 sends three delivery keys
Kd -- delivery keys Kd versions 2 to 4 -- available from February 1998
to April 1998 (both inclusive) to the receiver 51, which receives the
three delivery keys Kd and store them overwriting the existing ones.
The EMD service center 1 stores the delivery key Kd version 1 as it
is. This is done to make past delivery keys Kd available for use in
case of unéxpected trouble or in case an illegal act is committed or
detected.

During the period from February 1, 1998 to February 28, 1998, the
delivery key Kd version 2 is used by the EMD service center 1, the content
provider 2, and the receiver 51 that composes the user home network

5.

-17-



delivery keys Kd and store themoverwiting the existing ones. The EM
service center 1 stores the delivery keys Kd versions 1 and 2 as they are.
During the period fromMarch 1, 1998 to March 31, 1998, the delivery key
Kd version 3 is used by the EMD service center 1, the content provider 2,
and the receiver 51 that conposes the user hone network 5. Now the

transm ssion of delivery keys Kd fromthe EMD service center 1 to the
content provider 2 and receiver 51 on April 1, 1998 will be described with
reference to Figure 7. The ENMD service center 1 sends six delivery keys Kd
-- delivery keys Kd versions 4 to 9 -- available fromApril 1998 to

Sept enber 1908 {lotiranscligsive)of del heecpritegrst Kd dirowi tee ERD sghiclce eertees
the six delivery keys Kd and store them overwiting the existing ones. The
EMD serlvitee téentcentengepdoviilese? dedli veeylkeysSKdn Majulh ver y IREywikd be
version 3 to 5 -- available from April 1998 to June 1998 (both inclusive)
t o t he daseriiad wi thwtiedkreneeet 9 el qiee tthr e@hdeElh e3§r Wegss qantaid 1seends
themoverwiting the -18 existing ones. The EMD service center 1 stores

t he delSivede liaiey KevweKdi onsdaliveryieys &d vRegiare. 3R ihgt REapérbda
fromApril 1, 1998 to April 30, 1998, the delivery keg Kd version 4 is
used byt aieMerphsk? 98 do Braver 120§ Hboébmwu%‘fﬁ/i der the copfentherpEdepver
51 that_conposes the user hone network S. In this way, if delivery keys Kd
are di stri"BHEITEEFEVES RBRt RS d&1 ARrah&&YSukerand st Pifr HhaSeC¥BRYERT 1BFen
if they do nqot access the EM service center 1 at all for a ygnth or two,

and | a_tté}e Fﬁé}?t&élﬁ QRedss THOEMBVBFEEIGF ek dr SEndRAdtPTee YiEdys kq¥Sa
COﬂVGn%&Ptmthgﬁivery keys Kd version 3 to 5 -- available from March 1898 to

May 1998 (both inclusive) to the receiver 51, which receives the three
delivery keys Kd and store them overwriting the existing ones. The
EMD service center 1 stores the delivery keys Kd versions 1 and 2 as
they are.

During the period fromMarch 1, 1998 to March 31, 1998, the delivery
key Kd version 3 is used by the EMD service center 1, the content provider
2, and the receiver 51 that composes the user home network 5.

Now the transmission of delivery keys Kd from the EMD service center
1 to the content provider 2 and receiver 51 on April 1, 1998 will be
described with reference to Figure 7. The EMD service center 1 sends
six delivery keys Kd -- delivery keys Kd versions 4 to 9 -- available
from April 1998 to September 1998 (both inclusive) to the content
provider 2, which receives the six delivery keys Kd and store them
overwriting the existing ones. The EMD service center 1 sends three
delivery keys Kd -- delivery keys Kd version 3 to 5 —- available from
April 1998 to June 1998 (both inclusive) to the receiver 51, which

receives the three delivery keys Kd and store them overwriting the
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As above, three nonths' delivery keys Kd are distributed to the equipnent
formally tegistered in the EMD system and the content provider 2 in the
user hone network S. However, to user hone network equi pnent which is not
formally registered in the EVMD system and tenporarily registered
(described in detail later) , as shown in Figure 8 one nonth's delivery
keys Kd instead of three nonths' delivery keys Kd are distributed. In this
exanple, in order to register the user home network 5 equipnent in the EVD
system registration procedure such as wuser-crediting process is required
whi ch takes approxi mately one nonth. Therefore, in order to nmake the

cont enteXhadi Irgblanagur | Aget B¥Dpaervice (eprtemnt Dt dresm tdyspIde Ly aregiketysakdon
to formal registration, delivery keys Kd which allows one-nonth use are

di st ri BIREHE AT the Zquiifshehtas WHigth 4% not formal |y registered. Returning
to Figure 3, the | og data managenent section 15 stores t he accounting

i nf or mat i on DYGEHG: L Perd ogsBF Tdwaddnbntl 998cks dRris, 30 P19 980er ke pEAdIVRE YL 0
the content, and UCP corresponding to the content. -19 The profit-sharing
secti ot KBS I4ed 15 REe éJsYpE‘égiE\’)@ PPEYIES Cebtefnlr ENB S SR PEONEERTT,
content_ providers 2-1 and 2-2, and service roviders 3-1 and 3-2 according
Co"t he Ao G e oy 1de TOFOIER M SQRF A4S and

orout der  madBoeties: “aget FE0Ct b ERucRre K AT AR E i Seb g monthe
] i 13. Th fit-shari i 1 I | at i nt

for Tha b pPoeraera Baross e R pia fhEr S P Cr el B e

reSpeCtE‘hMﬁ?ls%r&Eg% cér?t[:eg]?rl gpealﬂr QI)JL:taS m%lh%h c?r.[ tRJEBe, ggaelg&er 9?185{ éjasr?%’ccteg%

| ager the poi

the EMD service center 1 and receive keys at a convenient time.

As above, thrée months' delivery keys Kd are distributed to the
equipment formally registered in the EMD system and the content provider
2 in the user home network 5. However, to user home network equipment
which is not formally registered in the EMD system and temporarily
registered (described in detail later), as shown in Figure 8, onemonth's
delivery keys Kd instead of three months' delivery keys Kd are
distributed. In this example, in order to register the user home
network 5 equipment in the EMD system, registration procedure such as
.user=-crediting process is required which takes approximately one month.
Therefore, in order to make the content available during the period
(onemonth) fromapplying registration to formal registration, delivery
keys Kd which allows one-month use are distributed to the equipment
which is not formally registered.

Returning to Figure 3, the log data management section 15 stores,
the accounting information output by the user management section 18,

PTs corresponding to the content, and UCP corresponding to the content.
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becone) according to the calculated profits and outputs the use points to
t he user ma-nagenent section 18. Fromnow on, the use point in the content
provider 2 is called content use point and the use point in the service
provider 3 is called service use point. The nutual authentication section
17 perfornms nutual authentication with the content provider 2, service
provider 3, and wuser honme network 5 equi pnent. The user managenent section
18 manages the information (hereafter referred to as systemregistration

i nformation) about the equipnent in the user home network 5. The system
registration information contains information corresponding to the itens
"SAM I D, " " Ehs prerdtl t udlyremg’ sesgtipheheta ldp l'ateAccobnt rSeped i inge Pemfits
Information," multiple "Subordinate User Information," and "Use Point

| nf or me®f oe’ EMBPssehwinge iGeIHigjule RN tENVPIDVidemsa?nd atk 2SAM 0@ St

| ater) 1D of the manufactured equipnment conposing the user home network 5.
The "SARFPYRAeBH BTl ERe 3-20265RIHYT d§i sheatr Barnat bemgrticor ded Prgehe 199
contains the SAM 62 ID of the receiver 51, SAM 212 |ID of the receiver 201
" Equi pneate NORBRFEMPRE t FRChufBet © adRf gRebPEbBS t Hee usePukbietpetpriervice

equi pnent that possesses SAM |f a piece of equipnent in the user hone

net wor kP5° Ry efh%a%%%%ﬁ?PFt§e%Ebﬂﬁuﬁ}caﬁ?QﬁﬁP?ﬂRﬁﬂﬁlq?f(ﬂﬁﬁﬁﬂﬁ%ﬁﬁ?&SeCtlon

net vor k(3" aiGThAST FOFCRANDD e, STlc CARRLIR T JorSIGRE Rt SEHF Lebnt] - (.

contents_of.UCP, and PT to the user or the capabilit a_display wunit and

per at P T BERET TP Eb AP | S EhB UGy 7 o-uLrERE Fhe RRMY® abrh pae confent
providers 2-1, 2-2 and service providers 3-1 and 3-2 respectively (the
larger the profits are, or the more the user uses, the lager the points
become) according to the calculated profits and outputs the use points
to the user management section 18. From now on, the use point in the
content provider 2 is called content use point and the use point in
the service provider 3 is called service use point.

The mutual authentication section.17 performs mutual
authentication with the content provider 2, service provider 3, and
user home network 5 equipment.

The user management section 18 manages the information (hereafter
referred to as system registration information) about the equipment
in the user home network 5. The system registration information
contains information corresponding to the items "SAM 1ID," "Equipment
Number, " "Settlement ID," "Account-Settling User Information,"
multiple "Subordinate User information," and "Use Point Information,"
as shown in Figure 9.

"SAM ID" contains the SAM (described later) ID of the manufactured

equipment composing the user home network 5. The "SAM ID" row of the
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in UCP, an equi pnent nunber of 100 or higher is given to that piece of
equi pnent *(hereafter, referred to as naster equipnent) . The pieces of
equi pnment wi t hout such capabilities (hereafter, referred to as sl ave

equi pnent) are assigned an equi pnent nunber of 99 or lower. In this
exanpl e, the receivers 51 and 201 have the above-nentioned capabilities
and are assigned an equi pnent nunber of 100 or higher (100) . Therefore,
equi pnent nunber 100 is assigned to each "Equi pnent Nunber" correspondi ng
to SAM 62 ID of receiver 51 and SAM 212 |ID of receiver 201 in the system
registration information of Figure 9. "Settlement ID' stores the

pr edet e7¥§ FRIY Tt tpdriton Drgosingiiden whehigererdd lopnteginst éhedSAM &\VDID of
system_In this exanple, since the receivers 51 and 201 have been formally
regi st it EHER HERY gjed e 2%t epenithe Oediteasilgned settlement ID s
stored in each "Settlenment |D' corresponding to SAM 62 ID and SAM 212 | D
in the syst e¥EHEYNPBRET D the MeRPRF aFsggnedoto the uagedigie setioirkg
User Information" cqntains, the name, address, phone nunber, settl enent
i nst i t ut i SIS et n POSSGSSeh&MM-edif Bk HeChbAIULRRANE dM (b HSer
age, sex, |D, pas d, etc. of tge user who . is fo settle the account
(hereaﬁFEW?HEG@ﬁrzwgééF f@eF@P@PF ¢ Ho | GUMMUR TR QRS PELPCKY (R EPTIMuRigate
name, address,  phqne nunber, . settlenent institution information, g te o
birth anldr%ceil%fw]’totﬁle tg‘c?cﬁﬁﬁy}ggtm?'ﬁjgdﬁge? %E&br BT ¥ege By M ds &P rRig
an applj cat, /g r registration is filed_b the user (hereafter the itens
cont ai néeglaeler‘f‘%r}r c%o&r?t%- éétsl’l itfﬁﬁ %‘é%ﬁnpi?hf?ﬁ%ﬂ‘ﬁ%%llﬁgtx € Oetotug_'(?ut%o (8§e5’§é&)s
generaLtHéﬁégﬂggﬂgglég ﬁé§”§5d5¥T to the user or the capability (a display
unit and operator panel) to allow the user to select the usage details
in UCP, an equipment number of 100 or higher is given to that piece
of equipment (hereafter, referred to as master equipment). The pieces
of equipment without such capabilities (hereafter, referred to as slave
equipment) are assigned an equipment number of 99 or lower. 1In this
example, the receivers 51 and 201 have the above-mentioned capabilities
and are assigned an equipment number of 100 or higher (100). Therefore,
equipment number 100 is assigned to each "Equipment Number"
corresponding to SAM 62 ID of receiver 51 and SAM 212 ID of receiver
201 in the system registration information of Figure 9.

"Settlement ID" stores the predetermined settlement ID assigned
when formally registered in EMD system. In this example, since the
receivers 51 and 201 have been formally registered and assigned the
settlement ID, that assigned settlement ID is stored in each "Settlement

ID" corresponding to SAM 62 ID and SAM 212 ID in the system registration

information of Figure 9.
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no need.to handle themindividually) . O these itens, the name, address,
phone nunber, and settlement institution information nust be accurate
(e.g., the information registered in the settlenent institution) in this
exanpl e because they are used for the user-crediting process. On the other
hand, the date of birth, age, and sex in the user's general information
are not used for the user-crediting process and need not be accurate in
this exanple. Besides, the user is not necessarily required to provide
them The account-settling user's ID and password contained in
"Account-Settling User Information” is assigned and set when the user is
regi st ered i"AcchenEvDesydtiom UsAc clouitrngdtitdr"ngosei nEnf ohermanen " afidreshe
SAM 62 ID of the receiver 51 in the systemregistration information of

Fi gur e thagonnuainhsr, tdet tisarens geabt bt Lom dnfetinelt ipnole ded bjeuseadid cand
is an account-settling user of the receiver 51, as well as the I-D and
passwortinsfrlusgtate otAbéalihy - 86€t | PRY. Usler RaForaidi fc £ @f the SARK2who| D
of -2 2 the receiver 201 contains the user's general information provided
by usersS Easefeile dda meqmindnhd hrreaidied ofSusderd As8thd S gefiprred to as
account-settling user of the receiver 201. "Subordi nate User |nformation”
cont ai RCINE R t HdtF 83T )phone  nunber, date of birth, age, sex, |ID,

password, etc. of the user who _does not settl-e_his/her account .for
hi nsel f/ her &1 n(aﬁ@r'ezi‘ﬂtdéres%clﬁ’h%ef’ém%’reé 'y éﬁgﬂt#&a‘e?g éé‘si&%bl&df’ﬁat e

o e s If 5 AP e P T ORI o v

Iblm; ?Lfmé%og\{nidé@%y %gtéo{lgiegav%ﬁeﬁjsaer{ Ia%prl%rg:%’ti%%drfS%%e(?PQQPaPEgPeirs fqalte% %fy
the user (hereafter the items contained in "Account-Settling User
Information” is referred to as user's general information if there is
noneedtohandléthemindividually). Of these items, the name, address,
phone number, and settlement institution information must be accurate
(e.g., the information registered in the settlement institution) in
this example because they are used for the user-crediting process. On
the other hand, the date of birth, age, and sex in the user's general
information are not used for the user-crediting process and need not
be accurate in this example. Besides, the user is not necessarily
required to provide them. The account-settling user's ID and password
contained in "Account-Settling User Information" is assigned and set
when the user is registered in the EMD system.

"Account-Settling User Information" for the SAM 62 ID of the

receiver 51 in the system registration information of Figureé)contains
the user's general information provided by user F, who is an

account-settling user of the receiver 51, as well as the ID and password

of user F. "Account-Settling User Information" for the SAM 212 ID of
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and sex contained in "Subordinate Use-r Information" need not be accurate
because subordi nate users are not subject to a crediting process. For
exanpl e a nicknane may be used for the nanme. Although the nane is used to
identify the user, the other information is not necessarily required. The
subordinate user's I D and password contained in "Subordi nate User

I nformation" is assigned and set when the subordinate user is registered

in the EMD system In this exanple, since no subordinate user is registered
for both receivers 51 and 201, "Subordinate User Information” for the SAM
62 1D and SAM 212 IDin the systemregistration information in Figure 9
does ndthegrtca ivean Gilnfontratihenthé Usse Pbé nderierf ok nmtficamatiiont peovgdepobmt
information output by the profit-sharing section 16. In this exanple, "Use
Poi nt usHFrest Wehl dfsothe AP BaMpe2swDrdrmdf Sapr Z2Wwh®isoan acasunkhesasél pvont
information respectively. Figure 10 shows an exanple of use point -23

i nf or matsoon of thee reesdivwar B. In the exanpl e of Figure 10, content use
poi nt of the content provider 2-1 is 222 points, content usecPojnt of the
content provisg@orginate ¥Ysgrphhfpunakier| conisd nfothe ANe haddr@ss,cehone
-provider 3-1 is_ 345 points, and service use point of the service provider
3-2 i s mRA  datmrofakd Hdyi st 158 Xus P/ F PESSHisl - 86| Phg th@sBEFT o hPhe
receiver 51. In this exanp the sum points 345 (= 12 + e use

} e, ( 222) of th
poi nt s 9FS it StEh P IH/RATIEC PP tad@ e St ffPeFisgdt Jhersadtene sigh

points 345 (= 345 + O f_ the service use points of _each service proyider
3-1 altPIohidht rp%%ﬁ%%f 6 5 P RRAR bR - IR Other words, 1t

contains the information contained in "Account-Settling User
Information" except the settlement institution information. The
subordinate user's name, address, phone number, date of birth, age,
and sex contained in "Subordi-nate-Use-r Information" need not be accurate
because subordinate users are not subject to a crediting process. For
exémple a nickname may be used for the name. Although.the name is used
toidentifytheuser,theotherinformathnlisnotneéessarilyrequired.
The subordinate user's ID and password-contained in "Subordinate User
Information" is assigned and set when the subordinate user is registered
in the EMD syStem.

In this example, since no subordinate user is registered for both
receivers 51 and 201, "Subordinate User Information" for the SAM 62
ID and SAM 212 ID in the system registration information in Figure 9
does not contain any information.

"Use Point Information" is the use point information output by
the profit-sharing section 16. In this example, "Use Point
Information" for the SAM 62 ID and SAM 212 ID contains the use point

information respectively. Figure 10 shows an example of use point
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As to the receiver 201, since content is not used at this point, "Use

~Poi nt I nformation" for SAM 212 | D does not contain any information. In
addition to nanaging this systemregistration information, the user
managenent section 18 prepares registration |ists for predeterm ned
processes and sends themtogether with the delivery keys Kd to the user
home network S. Returning again to Figure 3, the billing section 19

cal cul ates the amount charged to the user based on, for exanple, the.
accounting information, UCP, and PTs supplied by the | og data nmanagenent
section 15, and supplies the results to the cashier section 20, which then
set t | esik@ourtson wicémeuneeatven WMt h lexttéengkapahRsobrEidiere il Ceotent
shown), based on the amounts of usage fees to be paid or charged to the
user, bR @ingr ofi tlee contant paoviiderploli el PALEES, t fenarhiwge point
section 20 infornms the user managenent section 18 about the results of the
set t | erfthtthe pmrngREQVidat | 215 et e e v AGdiiGe o e ke iadcodntigg

i nformation supplied fromthe_equipnment in the user honme network 5 as well
as the SREVH® Provifes 3nk 18cPAPipoinds, andRediel GorSamPint edathaservice n
this exanple, the audié section 21 receives UCP fromthe content provider
2, PTs BYOM 4R & vic p&%\ﬁ'd@ipaia’éﬁc?%%’r%f?p&ﬁd?ﬁﬁrLFCF‘agﬁéPunIST§eltrt§Hﬂghe

user hone nFtwfr%mS. (%#fCOnt t provider Figure 11 is a bl ock diagram
showi nd* & Furftt i ohal T comfiQurati on of the content provider 2-1. The

content server %1 stores.the .content .to b pplied 10 .th er_and .
suppl i es it%th t%?%%?k?hg#gﬁéPﬁbBOlngs §Z§LL-HE + Zé%) o% Eﬁe use points
of each content provider 2-1 and content provider 2-2 and the sum points
345 (= 345 + 0) of the service use points of each service provider 3-1

and content provider 3-2 are made to be equal.

As to the receiver 201, since content is not used at this point,

"Use Point Information" for SAM 212 ID does not contain any information.

In addition to managing this system registration information, the
user management section 18 prepares registration lists for
predetermined processes and sends them together with the delivery keys
Kd to the user home network 5.

Returning again to Figure 3, the billing section 19 calculates
the'amount chafged to the user based on, for example, the accounting
information, UCP, and PTs supplied by the log data management section
15, and supplies the results to the cashier section 20, which then
settles accounts in communication with external banks or the like (not
shown), based on the amounts of usage fees to be paid or charged to
the user, content provider 2, and service provider 3. Also, the cashier
section 20 informs the user management section 18 about the results

of the settlement.
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32, which then waternmarks the content supplied by the content server 31
and supplies it to the conpression section 33. The conpression section 33
“conpresses the content supplied by the watermarking section 32, by ATRAC2

(Adaptive Transform Acoustic Coding 2) (a trademark) or another nethod,
and supplies it to the encryption section 34. The encryption section 34
encrypts the content conpressed by the conpression section 33, by

comon- key cryptography such as DES (Data Encryption Standard) by using

t he random nunber supplied by the random nunber generator section 35 as a
key (hereafter this randomnunber is referred to as a content key Kco),
and out put sThReapdsll esctdonhdl sbeake EBAt HrheAlprepar APPORCSRERT BRI 38.
The random nunber generator section 35 supplies the random nunber

consi stinf@rertd on FEBPAGREefron Hi¢ STHPHAYE 48 the Lot dMNKEPLOsk Po28 he
encryption sections 34 and 36. The encryption section_36 encrﬁpts t he

cont entVeldy 2R oy addiitiy: REVF TS Wl F Bphy- S ucFReSXSEECT APy Ld&9Rg 2RE) -
delivery key Kd supplied. by the EMD servi center 1, and_ outputs th

Fesul t S0t $Pie SXATRIE C SRERAHER tpPESRART o SECPRRSaHC PDEE s thR content
encryption nethod that_encrypts 64-bit blocks of plain text by usi a

S6- by - BIGHHGI ay.  Hnck 1S CHPoSBEE L Lot STE St S hBnd R SaRai g UG dnd
sectiog%,t t c nvertséplain te&{ t %{pher text by mxing it with the key
and thé pa C?kg§“bﬁ5¥es§FW§ $Ecti9r) Ythat generates the key (expansion
key) for usz3gy tg data n%§hn section fromthe common key. Al the DES
al gorithns ar 88e o Phe pu8 ic. Therefore, only the basic processing in

the data m %&Bﬂrée‘ﬂ' Po X“Ll)ioc}pedicgegsrca{nil %%%Jlef{ge abrfiuﬁfckﬂbnal configuration

of the content provider 2-1. The content server 31 stores the content
to be supplied to the user and supplies it the watermarking section_
32, which then watermarks the content supplied by the content server
31 and supplies it to the compression section 33.

The compression section 33 compresses the content supplied by the
watermarking section 32, by ATRAC2 (Adaptive Transform Acoustic Coding
2) (a trademark) or another method, and supplies it to the encryption
section 34. The'encryption section 34 encrypts the content compressed
by the compression sectién 33, by common-key cryptography such as DES
(Data Encryption Standard) by using the random number supplied by the
random number generator section 35 as a key (hereafter this random number
is referred to as a content key Kco), and outputs the results to the
secure container preparation section 38.

The random number generator section 35 supplies the random number
consisting of a fixed number of bits for use as the content key Kco
to the encryption sections 34 and 36. The encryption section 36

encrypts the content key Kco by common-key cryptography such as DES
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First, 64 bits of plain text is divided into high-order 32 bits Ho and
loworder ‘32 bits Lo. Using, as input, the 48-bit expansion key K1
supplied fromthe key processing section and the |oworder 32 bits Lo, the
output froman F function is calculated by m xing the loworder 32 bits
LO. The F function consists of two basic conversions: "substitution"” for
substituting nuneric values in a prescribed manner and "transposition" for
transposing bit positions in a prescribed nmanner. Then the hi gh-order 32
bits Ho is XORed with the output from the F function and denoted as L1. Lo
is denoted as Hl. After 16 iterations of the above process based on_the

hi gh- ol¥eMS139 phesdebl wemy IKRY 5AderrB2isity (the EMR $@EVl €§ M ™Hi%h-lor 8BF
32 bits H16 and |l ow order 32 bits L16 are output as cipher text. For

decr yptqWRULS HEQBER B &d (s S& & TfeFordad "eei Ry PR a&&ﬁﬁnﬁe%;}o{}séﬁ

for th t -26_The pol t t th

for cont ent U b0t it r YR 1 REneEh FhETeBRE SYRET B < e 5t el PAA B
Fi hows_UCP has b t tent h t
Cerver tegat °“\%ﬁrm o ed R0l | A)esCBPaBEOSERt| BRPA7SCA DEPCE.

cont ai ns fined.infor t|o egar di ng ".Cont en D Y ["Content Pr r
D i G TR 1) PRTTLORE SRE O BARRR: FEKE, +O e Mk g %

e P W St RS0 e
L20) SO A1l <SSR SERDEOE FEP g Fuseai %%o%@&ss@ i
of LK})f}6H“£Héj%d%mon key. All the DES algorithms are open to the public.
Therefore, only the basic processing in the data mixing section will
be described here briefly.
First, 64 bits of plain text is divided into high-order 32 bits
H, and low-order 32 bits L,. Using) as input, the 48-bit expansion key
K, supplied from the key processing section and the low-order 32 bits
L,, the output from an F function is calculated by mixing the low-order
32 bits L,. The F function consists of two basic convefsions:
"substitution" for subétituting numeric values in a prescribed manner
and "transposition" for transposing bit positions in a prescribed
manner. Then the high-order 32 bits H, is XORed with the output from
the F function and denoted as L;,. L, is denoted as H,.
After 16 iterations of the above process based on the high-order
32 bits H, and low-order 32 bits L,, .the resulting high-order 32 bits
H,, and low-order 32 bits L, are output as cipher text. For decryption,

the above procedures are reversed using the common key used for the

encryption.
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contains the ID of the content provider 2-1. "UCP ID' contains the 1D
_assigned to the given UC-P: "UCP ID'" of UCP A contains the ID of UCP A and
"UCP ID'" of UCP B contains the ID of UCP B. "UCP Validity Period" contains
i nformation about the validity period of the UCP. "UCP Validity Period" of
UCP A contains the validity period of UCP A "Usage Conditions" contains
predefined information regarding "User Conditions" and "Equi pnment
Conditions."” "User Conditions" <contains the conditions for the user who
can select the given UCP. "Equipnent Conditions" contains the conditions
for the equipnent that can select the_given UCP. In the case of UCP A,
"Usage Condfheorel i@y §torasecistcddon Bdeptotendis SKE s6t &prerppent and
Condi tions 10" contains information ('200 Points or Higherﬁ? indlcating&
that cOHEPHESNsTaFR tHthfasechEeusSenpaiReE PERRADD PRI FRE A" Hilghef 1ure
"Equi pment Conditions 10" of "Usage -27 Conditiopns 10" c ntain% i nformation
(' No CSREWSi Bt )R Whdictabpradedmrsett hoF SRt et @OESPFiHh.t Genterb LU be

el ected only .y he dseisy g, hare 200 o husher conl it upetol gl ol
PP el SEATKALR A R GRO 0% B OB B BB, g
{1 USRGRE B SURSZORIENNLS SR LRS! oSO BUEDY CoRL U 908 5l
oL, Db 1155E AP R0 200t LONCEREOIBOE U 5oLt snL 60
"D given UCP is applied. Each "Content ID" of UCP A  (Figure 12A) and UCP
B (Figure 12B) contains the ID of content A.
"Content Provider ID" contains the ID of the content provider that
provides the content. Each "Content Provider ID" of UCP A and UCP B
contains the ID of the content provider 2-1. "UCP ID" contains the
ID assigned to the given UCP: "UCP ID" of UCP A contains the ID of UCP
A and "UCP ID" of UCP B cohtains the ID of UCP B. "UCP Validity Period”
containsinformationabéutthevalidityperﬂxioftheUCP:"UCPvalidity
Period" of UCP A contains the validity period of UCP A.
"Usage Conditions" contains predefined information regarding
"User Conditionsa and "Equipment Conditions." "User Conditions"
contains the conditions for the user who can select the given UCP.
"Equipment Conditions" contains the conditions for the equipment that
can select the given.UCP.
In the case of UCP A, "Usage Conditions 10" is specifiéd. "User
Conditions 10" of "Usage Conditions 10" contains information ('200

Points or Higher') indicating that conditions are that the use points

are 200 points or higher. "Equipment Conditions 10" of "Usage
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"Type,". "Paranmeter, " and "Control Transfer Perm ssion Information." "ID"
_contains the ID assigned to the information contained in "Usage Details."
"Type" contains information that indicates the use type of the content
such as reproduction or duplication. "Parameter” contains the predefined
information corresponding to the use type contained in "Type." "Control
Transfer Perm ssion Information"” contains information which indicates
whet her control transfer of the content is possible (permitted or not) In
the case of a content control transfer, the content is copied to the
destination equi pnent while being kept on the source equipnent, as shown
in Fi gGeradizAonisnlef heeniwins,infrrwdhiant (' Nos Cosdd thenh ) ornghea g cehahd
destination equipnment. In this respect, control transfer differs from
nor mal t&GHceht BPapRP@Ftion whildhsSeoRFENE c?B herRiaf fabrriNebyothgesers
equi prent and noved to the destination -28 equipnent, only where the
cont enWhoshaver&d0 afahdgbar a_nseRwssh PEigkseCt 181 Gemd Breyatrsi2-1.
transfer of content, the source g ui&nent canpot  transfer th%,c ntrol of
the content IRotBAyCaH i f 5di BrentSewetCondtmere 0" 4S SREKA IERAR guY RS
13A. Thus, the content is kept aonly . on the two pieces of _equipnent:
sour ce @G SreRe #Ad &gétpﬁéﬁﬁoﬁongdﬁﬁﬁﬁéngp IﬁogﬁﬁénﬁeéBéegwagbﬂPeﬁfEB%
control_transfer differs.fromthe first-generation du gﬁ atjon which. can
b odUECHTILE: BreLGUBFY &atBLLCR 8, LHRh T GrieH Gt REo5r FEnarccontant
as shown i gi ure 14A, Al so,,content control .transf.er differs % g
one-ti ﬁ%ed%% P%élni%ﬁnor %R‘d’\%ﬁ'i n %ﬁ%erﬁéopﬁlfcﬁgpscr?‘(o@ntgﬁt U];:S(‘)El er% Irl(gg)%i Igs
transf%@megohgagg%rdNo Condition'. Thus, UCP B can be selected only by the
users who have 200 or lower content use points of the content provider
2-1.

"Usage Details" contains predefined information regarding "ID,"
"Type," "Parameter," and "Control Transfer Permission Information."
"ID" contains the ID assigned to the information contained in "Usage
Details.”" "Type" contains information that indicates the use type of
the content such as reproduction or duplication. "Parameter" contains
the predefined information corresponding to the use type contained in
"Type."

"Control Transfer Permission Information" contains information
which indicates whether control transfer of the content is possible
(permitted or not). In the case of a content control transfer, the
content is copied to the destination equipment while being kept on the
source equipment, as shown in Figure 13A. 1In other words, the content
is used both on the source and destination equipment. 1In this respect,

control transfer differs from normal content transfer in which content

is removed from the source equipment and moved to the destination
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equi pnent if the content is returned fromthe source equi pnent. Returning
to Figure 12A, UCP A has four "Usage Details" fields: "Usage Details 11"

'to "Usage Details 14." "ID 11" of "Usage Details 11" contains the ID
assigned to "Usage Details 11. " "Type 11" contains the information
indicating the use type of 'Purchase and Reproduce' neaning that the
content will be purchased and reproduced. "Paraneter 11" contains the
predefined i nformation corresponding to 'Purchase and Reproduce.' "Control
Transfer Perm ssion Information 11" contains the information indicating
that the control transfer of the content is permtted ('Permtted ). "ID

12" of edkiqyeeDot ahly WX re dhtateist et isDs besegred toedUsageho®etigi Fsgnge"”
"Type 12" contains the information indicating the use type of
'First-IGheration Duplicate' meaning that first-generation duplicates will
be produced. By purchasing the rights for the use type -29

'Fi r st - GenePRGigy Dupiieer e frangdarsef e qittodide ponEEpleguipmant cannot
generation duplicates fromthe original content as shown in Figure 14A

Howevertrarsiar ddie prasiinle b Hro vt aide ditt-ajehdritih re ipmeddt ot r om

first-generation duplicates (not, permtted) . "Paranmeter 12"  contains the
predef | 35 matd Do ddh I HE tIA Fi F8seehBrarPrBhenbupfi kgpE. only
"Control Transfer Perm ssion Infornmation 12" contains the infarmation

i ndi cat?hd that*% RASERL PO TR ARBERF * ofNE 1P WoRt SHUTRNSHG: anfefRPELBaEoRot
Per S, 15 B R0ge 0ot alkp AT conal 1s e L0y psl e (00
Repr Od%fxis%igénnedz_ja a,ltoinn Qil}pqei cuasteiér}/ pwq'lit ShTER Opdruocdedgeo il tlefa“:Z\l.Cc—:i fciu%qicates
(first-generation) from the original content, as shown in Figure 14A.
Also, content control transfer differs from the one-time duplication
shown in Figure 14B in that content control can be transferred to third
equipment if the content is returned from the source equipment.
Returning to Figure 12A, UCP A has four "Usage Details" fields:
"Usage Details 11" to "Usage Details 14." "ID 11" of "Usage Details
11" contains the ID assigned to "Usage Details 11." "Type 11" contains
the information indicating the use type of 'Purchase and Reproduce'’
meaning that the content will be purchased and reproduced. "Parameter
11" contains the predefined information corresponding to 'Purchase and
Reproduce.' "ControlTransferPermissionInformationljf'containsthe
information indicating that the control transfer of the content is
permitted ('Permitted').
"ID 12" of "Usage Details 12" contains the ID assigned to "Usage
Details 12." "Type 12" contains the information indicating the use

type of 'First-Generation Duplicate' meaning that first-generation

duplicates will be produced. By purchasing the rights for the use type
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period (tine) "Pararreter 13" contains the start tine and end tine
_cor[espondl ng to 'Limted-Tinme Reproduction.' "Control Transfer Perm ssion
Information 13" is set to 'Not Permtted." "ID 14" of "Usage Details 14"
contains the ID assigned to "Usage Details 14." "Type 14" contains
information 'Pay Per Copy 5 indicating the use type (coupon for
duplicates available for five tines, so to speak) to duplicate five tines.
In this case, it is not possible to produce duplicates from duplicates
(not permitted), as shown in Figure 14B. "Parameter 14" contains
information indicating that it is possible to duplicate five tines

"Dupl i cé?lésﬁw@ﬁﬁrr’?éslon ‘Togrtiicait e, Tr dmsf ais efe Ogins Fireduasf swuddticde f4rsits
set to '"Not Permitted." UCP B in Figure 12B contains "Usage Details 21" and
" Usage do@regidts orpdupld catogfrgm t@@afglélqjé%%]i congentcpphshions thdigure 14A.
predeterm ned 1D _assi gned to "Usage Details 21." "Type 21" contains

i nf or MélaWSIYepay t 3¢ pat B@Wl@l% ai Eé?fiH&et REcQye- ﬂ?ﬁér%lpépgﬁﬂbééafﬁe
times. _"Pargmeter 21" containps information indicating that it is possible
to reprodudd TUI NGREE 29Re st GE tesur (MRtheerm i rol " TREAGEERT 12

Perm ssion Information 21" is Not Permtted.' "ID_22" of "Usage

t t .

et ai | £5B2 Fon AR e S IO RAEF G 197 COERGEPOBERENI 0 S51% St TypReDatLon
t P t 22" " te T

P ree Dordimate: ' aﬁﬁpﬁfoﬁafm%f Fﬁﬁaﬁﬁaﬁ SRyt 'tcgo%t%oltn“?the

Permtte

d d whi | h
navi ng i ezaan S5 g tEal S 6Pntkal Getedtes A ERE oty d s BT
Det ai | %elfn{leét%s ( %O%g%e%l@éed ]’1 to "Usage Details 14," the user

"ID 13" of "Usage Details 13" contains the ID assigned to "Usage
Details 13." "Type 13" contains information 'Limited-Time
Reproduction' indicating the use type to reproduce for a specified
period (time). "Parameter 13" contains the start time and end time
corresponding to 'Limited-Time Reproduction.' "Control Transfer
Permission Information 13" is set to 'Not Permitted.'’

"ID 14" of "Usage Details 14" contains the ID assigned to "Usage
Details 14." "Type 14" contains information 'Pay Per Copy 5' indicating
the use type (coupon for duplicates available for five times, so to
speak) to duplicate five times. In this case, it is not-possible to
produce duplicates from duplicates (not permitted), as shown in Figure
14B. "Parameter 14" contains information indicating that it_is
possible to duplicate five times “Duplicate Five Times”. "Control
Transfer Permission Information 14" is set to 'Not Permitted.'

UCP B in Figure 12B contains "Usage Details 21" and "Usage Details
22", "ID 21" of "Usage Details 21" contains the predetermined ID

assigned to "Usage Details 21." "Type 21" contains information 'Pay
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havi.ng a: use point of 200 points or |lower can only sel ect fromtwo "Usage
Details" fields: "Usage Details 21" to "Usage Details 22." I nci dental |y,
Figure 12 shows UCP A, UCP B to show an exanple. Actually, in addition to
service codes shown in Figure 15A and condition codes shown in Figure 15B,
"Usage Conditions 10" of UCP A and "Usage Conditions 20" of UCP B
respectively contain value codes indicating values or predefined type
according to the service codes. Figure 16A shows code val ues of. each code
set as "Lber Cbnditions 10" and "Equi prent Conditions 10" of "Usage

Condi ti 0" in, UCP A gFlgure 12A) Since "User Conditions 10" of "Usage
Condi ti pr |nd98§ﬂ€§ 208 58?nP§eoFYﬁﬁgﬁ@rrear§éﬂﬁﬁc518@d§18@ﬁxh
(Figure"k %ﬁ& anigg "with conditions for use point", a value code 0000C8h

i ndi cat | yaf tie FYB-H"T Hd oried iofd 1RaRaRELBE Ehdle id6H S(PPgELELeSE)
Equi paBRPTEURAR FoHE Tomern BeBTACHRG: EabEs TIRBSCond (¥ohtol Baws{ae
havi ng RO RGRRLHY ARACKRESAAPL Pan CSa8=b0RO( LNGbr ETBBE thdani ng +No.
S?”SAEL"QLQZ‘E%?%?O%@' L3RR 578 23 i Lotk ishait SERMEPERoRS BePadH
o202 SRALLDSE SO R S e | PIA) O A o galen. 98

and condrFon S0dg B %%e%"e s hean g o (RS PPl e

and condition code Igure nmeani ng
CbndltlQﬁ§ormaggghpg§ntigbggtttgnsNgQ"Pbgmyggegohndlcates "No condition"

Here, comparing the details of UCP A and UCP B, while the user
having a use point of 200 points or more can select from four "Usage
Details" fields: "Usage Details 11" to "Usage Details 14," the user
having a use point of 200 points or lower can only select from two "Usage
Details" fields: "Usage Details 21" to "Usage Details 22."

Incidentally, Figure 12 shows UCP A, UCP B to show an example.
Actually, in addition to service codes sﬁown in Figure 15A and condition
codes shown in Figure 15B, "Usage Conditions 10" of UCP A and "Usage
Conditions 20" of UCP B respectively contain value codes indicating
valﬁes or predefined type according to the service codes.

Figure 16A shows code values of each code set as "User Conditions
10" and "Equipment Conditions 10" of "Usage Conditions 10" in UCP A
(Figure 12A). Since "User Conditions 10" of "Usage Conditions 10"
indicates200pointsorhigher,aservicecodeBOxxh(FigurelSA)meaning
“with conditions for use point”, a value code 0000C8h indicating the
value 200 at this time and condition code 06h (Figure 15B) meaning “>

= (equal or smaller)” are set as "User Conditions".
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simlarly to "Equi pnment Conditions 10" in UCP A, and the both have the
_sane'code val ues, an explanation for it will be omtted. Returning to
Figure 11, the secure container preparation section 38 prepares a content
provi der secure container consisting, for exanple, of a content A
(encrypted with a content key KcoA) , a content key KcoA (encrypted with a
delivery-key Kd), UCP A UCP B, and the content provider's signature, as
shown in Figure 17. The signature is obtained by encrypting a hash val ue
with a secret key (the secret key Kscp of the content provider 2 in this
case) in the public-key cryptosystem of the content provider. The hash

val ue, in tEincendsibiamerngbtandedioby Hppipi VP & hadhcatmet NonCerdi heorat a
that needs to be sent (content A in this case (encrypted with the content
key Kc@AFprviesmedre QGPIKIBATuErenkt?yhimsdniind "Nreceoedivee)” kay VRAYe apde
UCP A. -32 The secure container preparation section 38 sends the content
provi dEFESEEly Ba¥6RE dihBLapsngMNd ar GPeel piovicrde 80By (B 9wehiln§) theaning
authentication certificate of the content provider 2-1 shown in Figure 18.
The aut HonfGoe&itdRrcerief iS€&t &ScoRsiudPaedft COaNEAONON nunber, its serial
nunber assigned to the content provider 2-1 by the certification a encg,
the al gorit hnf 488 parehErers vadHepRE eachnaede Sett AR "Wasd oPnghelons

cortt {5 LA ARtk hec L X park o, Al he Sl Cal AN e p

e SeeldktaoR gl lnacuhl L% LatesogBoul AL B, TolentsPravL I5t

conput ic%%’e nygﬁa(r}sl g?lfreal g‘ﬁ? rzhefa%rl%tgi 4 tﬁ crcl)er‘lsdq tvi%lnusefé]r: %rget Bgirqéu' ? a value
code 0000C8h indicating the value 200 and condition code 03h (Figure
15B) meaning “> (smaller)” are set as "User Conditions".

"Equipment Conditions 20" in UCP B indicates “No condition”
similarly to "Equipment Ccnditions 10" in UCP A, and the both havé the
same code values, an explanation for it will be omitted.

Returning to Figure 11, the secure container preparation section
38prepareéacnntentprovidersecurecontainerconsisting,forexample,
of a content A (encrypted with a content key KcolA), a content key KcoA
(encrypted_with a delivery key Kd), UCP A, UCP B, and the content
provider's signature, ‘as shown in Figure 17. The signature is obtained
by encrypting a hash value with a secret key (the secret key Kscp of
the content provider 2 in this case) in the public-key cryptosystem
of the content provider. The hash value, in turn, has been obtained
by applying a hash function to the data that needs to be sent (content
A in this case (encrypted with the content key KcoA)), content key KcoA

(encrypted with the delivery key Kd), and UCP A.
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to be sent and encrypting the hash value with the secret key of public-key
_cryptography. Hash functions and signature authentication will be described
bel ow. A hash function accepts as input the data to be sent, conpresses it
to data of a specific bit length, and outputs it as a hash value. Hash
functions are characterized in that it is difficult to predict the input
fromthe hash value (output), that if one bit of input data changes, nany
bits of the hash value change, and that it is difficult to find out input
data that have the same hash value. The receiver that has received the
signature and data decrypts the signature by the cryptographic public key
to obtain aThesgedurg deadhivgiruerepranrtiloa Iveshieal 48 ekndhethecepPnédndat a
is calculated and conpared with the hash val ue obtai ned by decrypting the
si gnat WO videy3 sarudtfeconiidiiear tehehewse husne vial erekder 3 |bd’eﬁtttéé}£ln9f thRey
are determned to be identical, the received data has not been falsified
and it #Hheeiraen BertAd isaiger e CRESCHAPEREIRT Key ebpyRsigoRdPHE S
to the pubI i ¢ key. Exanples of the hash functions used for signatures

i ncl ude8 D %%&%%15%thn4cemfl§%e( Seegie tRash Altéof"fetrﬁﬁr?n nERPerNow
publ i c-key cryptography will be described. In contrast to the.  cqonmmon-key

crypt ogrieh e inka £ M HRET 137+ R K&y (e rﬁﬁfhtef{éty)prf%"rl & thkiyoﬁha?nd
decryptlon ubI c ke cryptograp use dlf rent ke S for |on and
decr yptFont 1 %‘éﬁ/y J%leogark%/%ﬂﬁ/l eﬁggsc%

but the ot her an be kept  secret 5 atlhat can b Vmi ubI|

cal I ed salémﬁoﬁ%e R}W%’% Bhe ke CeRGt e kélbt LR ”ﬁ% RS et
key. of the authentication certificate, and the name, public key Kpcp, and
signature (éncrypted with the.secret key Ksca of the certification
agency) of the content provider 2-1.

The signature is used to check for falsification. It is produced
by computing, by means of a hash function, a hash value from the data
to be sent and encrypting the hash value with the secret key of public-key
cryptography.

Hash functions and signature authentication will be described
below. A hash funlction accepts as input the data to be sent, compresses
it to data of a specific bit length, and outputs it as a hash value.
Hash functions are characterized in that it is difficult to predict
the input from the hash value (output), that if one bit of input data
changes, many bits of the hash value change, and that it is difficult
to find out input data that have the same hash value.

The receiver that has received the signature and data decrypts
the signéture by the cryptographic public key to obtain a resulting

hash value. Then the hash value of the received data is calculated

and compared with the hash value obtained by decrypting the signature,
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Now a typical public-key cryptosystem RSA (Rivest-Shamr- Adleman), wll
be described briefly. First, two significantly large prines p and q are
"determ ned, and then their product n is deternmned. The |east conmon
multiple L of (p - 1) and (q - 1) are conputed, and the value e that is
equal to or larger than 3 and less than L and that is relatively prine to
Lis determned (i.e., the value that will go into both e and L, which is
only 1). In nodulo L arithnmetic, the multiplicative inverse d of the
element e is determned. In other words, the relationship ed = 1 nod L
exists anong, d, e, and L, where d can be cal culated by Euclid an

al gori tifmcheagy evhathan artevpdiidic vedye st e, idgntambhld adé sbevebrkeys.
Ci pher text C can be calculated fromplain text Mby equation (1) C = M
mod n dete(rlt)lneceztorm edpnencaéxtt@euse@ew%t@@ta ftas et Pleginn ferége LveBy
equation (2) M= (2) Denonstration is omtted. The reason
why pl &nd tléxfﬁa%me@eseeembértbeoﬁerrﬁef &hphehas e BYCRSA ki cOrprePonging
can be decrypted is that RSA is based on Fermat' s first theorem and that
equat i dr° E8F RBPYEC Mgy chxampiies af thaedashyfupgtions. u%e;l figr §AENRAYKES
t he secret ke and g, he/she can congute t he secret d fromthe
publ i ¢ ¥&H pssage NS impér P éSeeuFﬁéHa5G6%: TH + gtc.
i ncreased t the extent that the unique, orization, 6 of_the ubI i c ke
is difficul O'Wnp‘f‘%r ?thﬁé’PéH‘P&&ﬁPhdfth%%??Sﬁl bedhe TpEPBLIREY P the'

cannot be COmetyEdcgy[potoc_}rhaepkputx)/\lrhllcchk?yse and tsha(:f‘nemlpher(common key) for

encryption and decryption, public-key cryptography uses different keys
for encryption and decryption. 1In public-key cryptography, one of the
keys is made public, but the other key can be kept secret. The key
that can be made public is called a public key while the key that is
kept secret is called a secret key.

Now a typical public-key cryptosystem, RSA (Rivest-Shamir-
Adleman), will be described briefly. First, two significantly large
primes p and q are determined, and then their product n is determined.
The least common multiple L of (p - 1) and (g - 1) are computed, and
the value e that is equal to or larger than 3 and less thaﬁ L and that
is relatively'priﬁe to L is determined (i.e., the value that will go
into both e and L, which is only 1).

Inmodulo L arithmetic, themultiplicative inverse d of the element
e is determined. 1In other words, the relationship ed =1 mod L exists
among, d, e, and L, where d can be calculated by Euclid an algorithm.
Here, n and e are public keys and p, g, and d are secret keys.

Cipher text C can be calculated from plain text M by equation (1).

C =M mod n e (1)

-34-



text cannot be decrypted based sinply on know edge of the public key n. As
_desgribed above, the RSA cryptosystem can use different keys for '
encryption and decryption. Now anot her public-key cryptosystem Elliptic
Curve Cryptography, wll be described briefly. Let B denote a point on the
elliptic curve y2 =x3 + ax + b. To define additions of points on the
elliptic curve, let nB denote the result of n additions of B. Simlarly,
subtractions wll be defined. It has been proven that it is difficult to
conpute n fromB and Bn. Suppose, B and nB are public keys and n is a
secret key. Using a random nunber r and the public_ keys, cipher text C
and C2 ar eThenpiPRErf ot pf dish desaypliesy ie§aatnenkle ) el A5Py epuatipprn
rnB... (4 C =rB... (5 -35 Cpher text d and C2 are decrypted into
plain teXt- Mby equation (6) M= Cl - nC2 ... (6) Decryption is possible
only when the secret key n is available. As can be seen fromthe aboie

di scussi on, MEFA CptFedCirve Cryptography allows the use of different (kéys
for encryption and decryption, .as is the case with th RSAEcr pt osystem
Ret ur ni ng t BSFCRLE AFEOM 8 AELG&ESaut HeRt FERt PBNWEECP BHI 36551 CEReDS
content_ provider .2-1 perfor tual_ gut henti,catio Lth the EgD servj ce
cont o SETHESH gt TRy SGoEPRbrSY Bk RA FLERErbe bk bR GhCrRhed 55
It can ,al so rform mutual_ authenticatjon with th ervice rovj.de

bef or 6 SEATIRNG 15 Eo55H S S def oot phstish APt Ht efifgcBo8" (Hhotas.

: M=c'= (M)?=M"=Mmod n ce. (3)

If one knows the secret keys p and q, he/she can compute the secret
key d from the public key e. However, if the number of digits of the
public key n is increased to the extent that the unique factorization
of the public key n is difficult in terms of the amount of computation,
the secret key d cannot be computed from the public key e and the cipher
text cannot be decrypted bésed simply on knowledge of the public key
n. As described above, the RSA cryptosystem can use different keys
for encryption and decryption.

Now another public-key cryptosystem, Elliptic Curve Cryptography,
will be described briefly. Let B denote a point on the elliptic curve
y’ = x>+ ax + b. To define additions of points on the elliptic curve,
let nB denote the result of n additions of B. Similarly, subtractions
will be defined. It has been proven that it is difficult to compute
n from B and Bn. Suppose, B and nB are public keys and n is a secret
key. Using a random number r and the public keys, cipher text Cl and
C2 are computed from plain text M by equations (4) and (5).

Cl =M + rnB ce. (4)

C2 = rB ce. (5)
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service -provider 3. In this exanple, however, since the content provider
_secure container does not contain secret information, this nutual

aut hentication is not necessarily required. Since the content provider 2-2
basi cally has the sanme configuration as the content provider 2-1, show ng
in Figures and explanation will be omtted. (4) Service provider Now, the
functional configuration of the service provider 3-1 will be described
with reference to the block diagramin Figure 19. The content server 41
stores the content (encrypted with the content key Kco), content key Kco
(encrypted with the delivery key Kd), UCP, and a signature of the content
provi der 2 EEREMEEXENCE RNEE7t aRe PeovyRieed 1g® pdadmeteshtMiterdsasgpried
by the content provider 3 and supplies them to the secure container
preparatlon section 44. The pricing section 42 checks the authenticity of
the content provider secure container based on the signature contained in
t he conten@4ﬁ76VidéFm§%cure cont ai ner supplied by the content providé? 2.
In this case, the certificate gf t he_content provider %fis checked.,

. f it
i s aut henti OeX YR RePOSF1PHE EBAY eBCRr RECEERITY Bk 16 \?éfﬁ.lla£1&&|-0n
the basjs of this given lic,key, ;the authenticjty of the caqgntent
ovt S bl Sefpifrl the GrbTkeat SFnSEh Bt A FLESH £ e BivBlbgranty
providep%?ecur cont ai r.es PTg ccording to the

er. i confirme it _pre
o cof LTt A e RonthhEer BB Toac GRrEERRt s aie SRt T Ahdm
to the secure caontainer paration section 44. Figure 20 shows two price
t ags, ep\_iai?:ivblut?}‘len&e 1076 @rfptosysterﬁ.
Returning to Figure 11, the mutual authentication section 39 of
‘the content provider 2-1 performs mutual authentication with the EMD

service center 1 before receiving delivery keys Kd from the EMD service

center 1. It can also perform mutual authentication with the service

provider 3 before sending the content provider secure container to the
service provider 3. In this example, however, since the content
provider secure container does not contain secret information, this
mutual authentication is not necessarily required.

Since the content provider 2-2 basically has the same configuration
as the content provider 2-1, showing in Figures and explanation will
be omitted.

(4) Service provider

Now, the functional configuration of the service provider 3-1 will
be described with reference to the block diagram in Figure 19. The
content server 41 stores the content (encrypted with the content key
Kco), content key Kco (encrypted with the delivery key Kd), UCP, and

a signature of the content provider 2 contained in the content provider
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20A) and PT A-2 (Figure 20B) , prepared according to UCP A of the Figure
~12A, "A PT contains the information to be specified in "Content ID,"

"Content Provider ID " "UCP ID " "Service Provider ID " "PT ID," "PT
Validity Period,” "Pricing Conditions,”™ and "Price."” "Content 1D, "
"Content Provider ID, " and "UCP I D" of PTs contain the information
specified in the corresponding itens of the UCP. That 1is, "Content |ID" of
PT A-1 and PT A-2 contains the ID of content A their "Content Provider

| D' contains the ID of the content provider 2-1, and their "UCP ID"
contains the ID of UCP A "Service Provider |ID'" contains the ID of the
servi cEYTHA FontainerasuRRS 1BARY dete (e tgnFeRT PT1IdeBet \Ak SPPRYiL§Sr them
of PT A-1 and PT A-2 contains the ID of the service provider 3. "PT ID"
cont ai i L7 S4RUD G YMAF (RF R afiAEh FELLPT 49" of PT A-1 contains
the IDof PT A-1 and "PT ID'" of PT A-2 contains the ID of PT A-2. "PT
Validity PéP€o®t l(,c&ﬁtgaisﬁé:tilﬁf‘or‘lﬁaf:ihﬁﬁiébcyg‘te EHENGRILGLEY Bér itﬁa SPHEHEt
given PT:. "PT Validity Peri.od" of PT A-1 contains the validi.t eri of
IR B T S PR R e SR 2 e AL e PR ST B B of
PT A-2. "Priging Caonditions" consjists of "User ndp tions”. and_ "Equi pnent
Cond ¢S Pog itk BBERTSI TIE A R RY Ehh i Y pg PV RTE
Condi tiQns', .contains ji.nfao t.i out i ti.0 r,.the user

§1Cé¥e thE?F&H%aﬁﬁgﬁgﬁ %ﬁb%%% %%%Q@%t %oLQde&n?O#%angﬁged.

. can se EChJT _e_gl\/en ! tions ::ota|n5| |

chout L1 FTELLAERLE, 4 Hena B LR G AChEBl 0P ALYER MR,

10" of AI% Bﬁitr?{é @Q?Etdfo%iég'iv%ﬁfﬁlﬁch% i(@i/(,)rﬂn%t i\l?f'héﬁ%&f"cybf the content
provider secure container is checked.

If the authenticity of the content provider secure container is
confirmed, it prepares PTs according to the UCP contained in the content
provider secure container and supplies them to the secure container
preparation section 44. Figure 20 shows two price tags, PT A-1 (Figure
20A) and PT A-2 (Figure 20B), prepared according to UCP A of the Figure
12A. A PT contains the information to be specified in "Content ID,"
"Content Provider ID,"™ "UCP ID," "Service Provider ID," "PT ID," "PT
Validity Period," "Pricing Conditions," and "Price."

"Content ID," "Content Provider ID," and "UCP ID" of PTs contain
the information specified in the corresponding items of the UCP. That
is, "Content ID" of PT A-1 and PT A-2 contains the ID of content A,
their "Content Provider ID" contains the ID of the content provider
2-1, and their "UCP ID" contains the ID of UCP A.

"Service Provider ID" contains the ID of the service provider 3
that has provided the given PT. "Service Provider ID" of PT A-1 and

PT A-2 contains the ID of the service provider 3. "PT ID" contains
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i ndi cating that the user |s mal e. "Equi prent Conditions" of "Pricing

) Conditions 10" is set to 'No Condition.' Thus, PT A-1 can be selected only
by mal e users. In "User Conditions 10" and "Equi pnent Conditions 10" of
"Pricing Conditions 10", actually, code values of each type of code are
set as shown in Figure 21A "User Conditions 10" of "Pricing Conditions
10" contains a service code 0lxxh (Figure 15A) neaning "with condition of
sex", a value code 000000h indicating a nmale, and a condition code Ah
(Figure 15B) meani ng"=". "Equi pnent Conditions 10" contains a service code
0000h nmeaning "No condition", a value code FFFFFFh having no nmeaning in
this cabe 3Rdaastendilt tontheds Woh Peaf PﬁgIDthﬁbﬁﬁﬁfﬂoﬂontﬁ3gslﬁhﬁhéDc%ge
of PT A-2, "Pricing Conditions 20" is specified. "User Conditions 20" of
"Prici #§ Gohdapfof gT 2P" OhtEdi As2i APBraaRPoRhe (IRetalRF Pindi cBEi Bt tAhty
the user is female. "Equipnment Conditions” of "Pricing Conditions 20" is
set to eNdoéon§PP¢@ﬁns'1Pﬁﬁ§mapT0R abeyf the ¥alédisy BﬁF}OByOfeHﬁPeghg%?s
In "User Conditions 20" and " FEqui pnent Condjtions 20" "Pricin

Condi t Fdiis’ Q@'Vaéefiasm/erﬂc%e A SRY f%’é’&ﬁi’f‘?p"eh%fvac]dc?elt#é’ 31°daef PT
cont a1 A4 SOVED Hadd St RECRPHr B118K) AigaRPRESi 0t ABoKA tHoRE PBFod
sex ode 000000h indicating a female, and a condition code dh
(Flgur8f1%§3 T€dni ng "Equipgent Condi ti ons 20" contains a service code
0000n meant 0 el PO S e FREECE N BBV A0 10 PO AL
Figurec%%dléTan%%" %f €E§t %P% 'Q§MEQ%.u%%%%ec%%%%ﬁtlons" in UCP. "User
Conditions" contains information about the conditions for the user who
can select the given PT. "Equipment Conditions" contains information
about the conditions for the equipment that can select the given UCP.
In the case of PT A-1, "Pricing Conditions 10" is specified. "User
Conditions10"of"PricingConditionle"containSinformation('Maleﬂ
indicating that the user is male. "Equipment Conditions" of "Pricing
Cbnditions 10" is set to 'No Condition.' Thus, PT A-1 can be selected
only by male users.
In "User Conditions 10" and "Equipment Conditions 10" of "Pricing
Conditions 10", actually, code values of each type of code are set as
shown in Figure 21A. "User Conditions 10" of "Pricing Conditions 10"
contains a service code 0lxxh (Figure 15A) meaning “with condition of
sex”, a value code 000000h indicating a male, and a condition code Olh
(Figure 15B) meaning “=". "Equipment Conditions 10" contains a service

code 0000h meaning “No condition”, a value code FFFFFFh having no meaning

in this case and a condition code 00h meaning “No Condition”.
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when the content is used in the use type specified in "Type" of "Usage
_Detai'l s" of the corresponding UCP. This neans that '2000 Yen' specified in
"Price 11" on PT A-1 and '1000 Yen' specified in "Price 21" on PT A-2

i ndi cate the purchase price (charge) of the content A since "Type 11" of
"Usage Details 11" in UCP A (Figure 12A) is specified 'Purchase and
Reproduce'. '600 Yen' in "Price 12" of PT A-1 and '300 Yen' in "Price 22"
of PT A-2 are the prices of the rights to use the content A according to
the use type "First-generation Duplicate” as indicated by "Type 12" of
"Usage Details 12" of UCP A 1100 Yen' in "Price 13" of PT A-1 and '50
Yen' in "Prigdipncage ETPA-B 2y & Pri€ ipgi cerd bt ieme 20" ght spegidded - 39UsRE
content A accordi n% to the use type 'Limted-Tinme Reproduction'  as

i ndi catte@ddiy Lonyppe 0’30 fof" Pricddy Borgiitd opg 20" geptainszgafegmation "price
14" of PT A-1 and '150 Yen' in "Price 24" of PT A-2 are the rices _for
usi ng thée@ereent 1adaEebi B o thRIRE 1syhemate duplﬁ%la}tpé“e“ftlpggng?‘ﬁégnﬁs

indicated, by."Type 14" of "Us Detajls 14" of A, Ln this lLe

whon. e nEFEABrCta Rt ons At dnpat 80 o CopgREdPrand THAS prE AR Zgfian
PTA-2 (appli.cable to fenmal e users) are conpared, it can be seen that the
pri cesgﬁg%ﬁeﬁ- 9 P& 1iXibde fa?é“aﬁieg%ﬁsa?srst‘hengri ces Ion PT A-2. For exanple,

LB G b f0 Shfr Al SR TRy etV 2080 Yoy
5 Lot 15 biRe SRERLTAGY Lius Tffes 1 chiy EUbEooR Lol b At gee
A2, Ta3RArtn FEOBLE 2B8TS QAR MR ndiRLERE 26 8 £ | 'BEIc ] €@%ditions 20"
contain a service code 0lxxh (Figure 15A) meaning fwith conditions for
sex”, a value code 000000h indicating a female, and a condition code .
0lh (Figure 15B) meaning “=”. "Equipment Conditions 20" contains a
service code 0000h meaning “No condition”, a value code FFFFFFh having
no meaning in this case and a condition code 00h meaning “No Condition”.
Returning to Figure 20, "Price" of PTs contains the usage charge
when the content is used in the use type specified in "Type" of "Usage
Details" of the corresponding UCP. Thismeans that '2000 Yen' specified
in "Price 11" on PT A-1 and '1000 Yen' specified in "Price 21" on PT
A-2 indicate the purchase price (charge) of the content A since "Type
11" of "Usage Details 11" in UCP A (Figure 12A)is specified 'Purchase
and Reproduce’'.
'600 Yen' in "Price 12" of PT A-1 and '300 Yen' in "Price 22" of
PT A-2 are the prices of the rights to use the content A according to
the use type "First-generation Duplicate" as indicated by "Type 12"

of "Usage Details 12" of UCP A. '100 Yen' in "Price 13" of PT A-1 and

'50 Yen' in "Price 23" of PT A-2 are the prices of the rights to use
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Figure 22 shows PT B-1 and PT B-2 prepared according to UCP Bin Figure
J12B..'PT B-1 in Figure 22A includes the ID of content A |D of content
provider 2-1, ID of UCP B, ID of service provider 3-1, ID of PT B-1,
validity period of PT B-1, pricing condition 30, and two types of prices
31 and 32. "User Conditions 30" of "Pricing Conditions 30" in PT B-1 is set
to "No Condition" and "Equi prent Conditions 30" contains information

(' Sl ave Equi prment') which conditions the equipnent to be a sl ave

equi pnent. Therefore, PT B-1 can be selected only when the content Ais
used by the slave equipnent. -40 In "User Conditions 30" and_"Equi pnent

CbndltlQﬂ%;QQ?tQﬂt'ﬁPﬁQﬁQﬁflnGOﬁﬁiFP§n§S§OtYp§ct&émﬁ§edCE&@evgﬁﬁégdBFtéQEh

type of cade are se shomm |n Figure 23A. "Use itions 3Q ont ai ns
a servide %@d@a@(ﬁfbﬁi’y (EVG&r &7 IrrﬁéﬂgﬁgDeRBlen{i? i Oh"UCE A é @oé@n

EEF)F Fﬁ&aﬂ?&gl%mﬁ%aﬁ?ﬁgph ol a rrghuilsﬁeﬁﬁe%?ﬂg?t BRges0f i Pﬂb%%"—% Gaeyhhe
" g 00 L
i TR s A gl S MR, L
|nd|ca1f5ég tl aIu%ﬁ} §%5%§ gon y%%0p4pod§ w&sg tse§£a£¥1 O%ché

(smal | er de’values ar si'nce the eqU|pnent

number - i %%t5$H§b%&%wpﬁ%”b%%e%thf° riRe sskav Teﬂ”ﬁpqggél#cﬁgg B m%@e

"Price 31" on rice mhe reproductio orne

tines a5 . TSY)pgrzlaji:"h %rlé@%gg %e aﬁ!(%p%é"l.c%fblgng %emglfhgfgeers]')zg%\%gﬁmp%@e%s

' Pay Per rice e price

dupl i caty ean ﬁe%eéérprtﬂ%@ EMO 4RSS B8 PTYRE 2%¢ twice as high as the prices
on PT A-2. For example, while "Price 11" on PT A-1 for "Usage Details
11" of UCP A is '2000 Yen,' "Price 21" on PT A-2 for "Usage Details
11" of UCP A is '1000 Yen.' Similarly, the prices specified in "Price
12" to "Price 14" on PT A-1 are twice as high as the prices specified
in "Price 22" to "Price 24" on PT A-2. 1In short, female users can use
confent A at lower prices.

Figure 22 shows PT B-1 and PT B-2 prepared according to UCP B in
Figure 12B. PT B-1 in Figure 22A includes the ID of content A, ID of
content provider 2-1, ID of UCP B, ID of service provider 3-1, ID of
PT B-1, validity period of PT B-1, pricing condition 30, and two types
of prices 31 and 32.

"User Conditions 30" of "Pricing Conditions 30" in PT B-1 is set
to “No Condition” and "Equipment Conditions 30" contains information
('Slave Equipment') which conditions the equipment to be a slave
equipment. Therefore, PT B-1 can be selected only when the content

A is used by the slave equipment.
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of "Usage Details 22" of UCP A indicates 'Pay Per Play 2'. PT B-2 prepared
.according to UCP B includes, as. shown in Figure 22B, the ID of content A
I D of content provider 2-1, ID of UCP B, ID of service provider 3-1, ID of
PT B-2, validity period of PT B-2, pricing condition 40, and two types of
prices 41 and 42. "User Conditions 40" of "Pricing Conditions 40" in PT B-2
is set to "No Condition" and "Equi pnment Conditions 40" contains
information (' Master Equi pnent') which conditions the equipnent to be a
master equipnent. In short, PT B-2 can be selected only when the content A
is used by the master eqU|pnent -41 In "User Conditions 40" and "Equi pnent
Condi ti ons 4p""ser lﬁrqr@lﬁglor@oﬁa "t 3RS Bapriprgatyapngit égne IR ¢ds" BF iesed
type of code are set as shown in Figure 23B. "User Conditions 40" of

"Prici ﬁ:@nédr?&oﬂsoﬁg 402CtER AL ¥ NSRS s‘é"lf]\Hec'Se odo8@cbobERe (H qide PIK) ShEaRf ng
"No Con tlon", value cqode FFFFFFh having no neaning in this case, and a

condi t *6K7Eotfe FighSE) 2 6bh A TGOnNbE EBR ﬁ@nF?hnSEqﬁ?ﬁﬁéﬁ? SoHeaP 0P B
Eoul proiotEe 1S%) S Rnlige o' EaPat s JoBB00an TRRiFcapfagt FEEFRR B &eﬁmanao
t he condltlon S set to_06h neani. I arg In,this
exarpl 82203 i3 G048 5aF88 aPERd: cgflﬁ&égpﬁecsa% BB FhanEer Ty ceeing
N RS ong 90 Er LUBGTIRREL.BURIECL 105, PELCES LORL SR o LLEL oo
accor dicg e, Uinebype Lndheated.iLn £a6h LIRS 44 0Bl adR . Rg! e
Conditions for Equipment”, the value code is set to 000064h indicating
“value 10” and the condition code is set to 03h meaning “< (smaller)”.
In this example, such code values are set since the equipment number
is set at below number 100 for the slave equipment.
'100 Yen' in "Price 31" on PT B-1 is the price when reproduction
is performed four times as "Type 21" of "Usage Details 21" of'UCP B
(Figure 12B) indicates 'Pay Per Play 4'. Also, '300 Yen' in "Price
32" is the price when duplication is performed two times as "Type 22"
of "Usage Details 22" of UCP A indicates 'Pay Per Play 2°'.
PT B-2 prepared according to UCP B includes, as shown in Figure
22B, the ID of content A, ID of content provider 2-1, ID of UCP B, ID
of service provider 3-1, IDof PT B-2, validity period of PT B-2, pricing
coﬁdition 40, and two types of prices 41 and 42.
"User Conditions 40" of "Pricing Conditions 40" in PT B-2 is set
to “"No Condition” and "Equipment Conditions 40" contains information
('Master Equipment') which conditions the equipment to be a master

equipment. In short, PT B-2 can be selected only when the content A

is used by the master equipment.
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Here, conparing the prices on PT B-1 (applied to the slave equipnent) and
PT B2 (applied to the nmaster equipnent), the price on PT B-1is found to
be set at two tines as nuch as that on PT B-2. For exanple, while "Price
31" on PT B-1 indicates '100 Yen', "Price 41" on PT B-2 indicates '50
Yen'. Simlarly, while "Price 32" indicates '300 Yen', "Price 42"
indicates '150 Yen.' Returning to Figure 19, the policy storage section 43
stores the content's UCP supplied by the content provider 2 and supplies
it to the secure container preparation section 44. -42 The secure
cont ai ner preparation section 44 prepares a service Erovider secure

cont ai ner c&ns{¥s¢nGoNdrt ionenpPe and "ElealipsendnEonditénes ift'e@ fni PRiGging
content key KcoA), cont ent key KcoA (encrypted with a delivery key Kd),
UCP A, i iogisgA& ur acbRal ki, corderita lpraoviodepach, tire Qf coolp AXg sp¥ &51,
PT B-2, and signature of thq service provider, ~—as shown in Figure 24.
Al so, thevsedr BLagBReAHer plUSSr SOPEAtIeBEi HR" 4L S\FIIGiey CRBALSIERAr 40
service provider secure container to the user_ hone network 5 bé_attaghing
an aut FORGEAS GnSEEVEFEi £ade, 0n HELIWE oImb s AsaR 1% "Heghpeddsion”, a
consisting of its version nynber, its serial nunber assigned tq. the
servi c&3dsyFaer BEEFRh DAY 108 B MSARWh 1agEhtS Casfe 2BAgbAOPRhtdnG code
par anet ers u grfor the gjgnature, .the n Qf the certifi.catiaon, agen
bhe val(dy 5B M6aPGRSt NRCAGPRERE 1981 t orth CET4 L e COPR CASHE 40d pabti ¢
key Kpsp of. the service pr viﬁ r..3-1 and\gp signat.ur.e _of. th . "
cor 1 RERILSE SGBRcy® REbUR (GorD AU R ISR, ek Eauipment,
aut hentt'h%%éfﬁ]esc%c d Pl set to 000064h indicating “value 100” and the condition
code is set to 06h meaning “= > (equal or larger)”. In this example,
such code values are set since the equipment number is set at over number
100 for the master equipment.

The prices indicated in “Price 41” and “Price 42” on PT B-2 are
charges when using the content A according to the use type indicated
in each "Type 21" of "Usage Details 21" and "Type 22" of "Usage Details
22" in UCP B. |

Here, comparing the prices on PT B-1 (applied to the slave
equipment) and PT B-2 (applied to the master equipment), the price on
PT B-1 is found to be set at two times as much as that on PT B-2. For
example, while "Price 31" on PT B-1 indicates '100 Yen', "Price 41"
on PT B-2 indicates '50 Yen'. Similarly, while "Price 32" indicates
'300 Yen', "Price 42" indicates "150 Yen.'

Returning to Figure 19, the policy storage section 43 stores the

content's UCP supplied by the content provider 2 and supplies it to

the secure container preparation section 44.
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45 perfornms nmutual authentication with the content provider 2 before
_recei'ving the content provider secure container fromthe content provider
2. It also perfornms nutual - authentication with the user home network 5
bef ore sending the service provider secure container to the wuser hone
network S. However, this nutual authentication is not perforned if, for
exanple, the network 4 is a comunication satellite network. In this
exanpl e, since the content provider secure container and service provider
secure contai ner do not contain secret information, -43 the service

provi der 3 need not necessarily performnutual authentication with the
content provingeseZuird ceSée IRGFe PAEPAGEIE 1SN SPREE OPhé 4cBREPLFSAt PoResl 1Ce
service provider 3-2 is the sane as that of service provider 3-1, show n
in Fi Qi KRt SEIEmRIGBTamer GiAnsisting) (9derX98we enefloltke ConEpnt A
Receiver 51 Wth reference to Figure 26, an exanple configuration of the
recei veteTR YR @h& 1idep ﬁ%%’ée‘ﬁ*étw KapR)phEopseBtvErY 5C% (SHirivatsdyWish a

conmuni ca |ons bl ock 61, SAM 62 external stora e 6 res ion .
secti orf EELIEMIMiBatDns Wifodke S5F iFt &rifhed §§gﬁa§ OBAPEoPFaYidgT

and i nput ol | e C cations bl ock 6 receiver.
conmuni <, FES}QV\{T ﬁTt‘éu 'sngvg b %mi'%ieraréfﬁg?ﬁ uEﬁ/ﬁ]fsgL%%eerV]c%%PgPVfder’

t hr ough th netmorg? gﬂ{ng and receiving necessary information. SAM 62
consi st oA httidl Hik fcation modul e 71, accounting nodule 72,

merory modul so,’t%nc%%%h&%PQ%S&EX% ro%rn%%%k%lon’s%QQig%t%4 supplies the

prepared service provider secure container to the user home network
5 by attaching an authentication certificate, such as the one shown
in Figure 25, consisting of its version number, its serial number
assigned to the service provider 3-1 by the certification agency, the
algorithm and parameters used for the signature, the name of the
certification agency, the vaiidity period of the authentication
certificate, the name and public key Kpsp of the service provider 3-1,
and the signature of the certification agency.

Returning to Figure 19 again, the mutual authentication section
45 performs mutual authentication with the content provider 2 before
receiving the content provider secure container from the content
provider 2. It also performs mutual authentication with the user Home
network 5 before sending the service provider secure container to the
user home network 5. However, this mutual authentication is not
performed if, for example, the network 4 is a communication satellite
network. 1In this example, since the content provider secure container

and service provider secure container do not contain secret information,
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check nodule 75. It is made up of single-chip | Cs designed exclusively for
cryptographic use. It has a nulti-layer construction in which the nenory

cells inside are sandw ched by dummy | ayers of alum numand the |Iike.
Since it operates at a small range of voltage or frequency, it is
difficult to read data illegally fromoutside (tanper-proof). The mnutual

aut hentication nodule 71 of SAM 62 sends SAM 62 authentication certificate
(shown in Figure 27) stored in the menory nodule 73 to the partner of

mut ual aut hentication, perforns nutual -44 authentication, and supplies
the tenporary key Ktenp (session key) consequently shared by the partner
of nut uale aBEhBht? CREPHHAEH ¢ heeednteypieen? et Iyt Ponfapaunetyal The
authentication certificate of SAM contains information that corresponds to

the i nfOPHAETbHCRbHRRI el Fhe tFRN R hat Eeld o i iYSathonst nefavazdntient
provi der 2-1 and rggqt'hent',cati on certificate of the service provider 3-1.
Therefore, ST iR oYL ORT 1. Sere S SFmtidsF nodulls 709 sage as
exanpl e_of, usage control status. (UCS) and UCS when the rights for content
have be‘i'é}ﬁa%uqnil aesrevdlca%t?d:roalllﬁger ) lt’hé}lﬁgénﬁybﬁ %L)\?g“‘?%? c?fééee%rﬁetplr%&r&'
and pr ei%ﬁ{fiegccounti ng information based on the usage details of the .
sel ecte . Figure 28 shows an exanple of UCS when the rights for

content have, de rchased ccording to the use type 'Purchase and

Repr oduce. "’ @gﬁ%eeq‘ggldgﬁeo%set%?A generated based on the usage details 11
in UCP A shown +in Fi gur and "Price 11" on PT A-1 shown in Figure 20A
As shown in g]glu)r e@%%@ont ains the information specified in "Content

L’PE)VI dg(r)nf g%\ijhtkﬂr%/f.éieernd@’tc; Fi ré [%6," an@a\éﬁ‘lfedlé%ﬁegrdr%%lon "o i ieCe
' receiver 51 in the user home network 5. The receiver 51 is consisting
ofeacommunicationsblock61,SAM62,externalstorage63,decompression
section 64, communications block 65, interface 66, diéplay controller
67, and input controller 68. The communications block 61 of the
receiver 51 communicates with the service provider 3 or the EMD service
center 1 through the network 4, sending and receiving necessary
information.

SAM 62 consists of a mutual authentication module 71, accounting
module 72,.memory'module 73, encryption/decryption module 74, and data
check module 75. It is made up of single-chip ICs designed exclusively
for cryptographic use. It has a multi-layer construction in which the
memory cells inside ére sandwiched by dummy layers of aluminum and the
like. Since it operates at a small range of voltage or frequency, it
is difficult to read data illegaliy from outside (tamper-proof).

The mutual authentication module 71 of SAM 62 sends SAM 62

authentication certificate (shown in Figure 27) stored in the memory

module 73 to the partner of mutual authentication, performs mutual

44—



"PT ID, " "PT Validity Period, " "UCS ID, " "SAMID, " "User ID, " "Usage
Detai’ls,"” and "Usage Hi story." "Content ID" "Content Provider ID" "UCP
I.D," ™UCP Validity Period," "Service Provider ID " "PT ID," "PT Validity
Period" of UCS contain the information specified in the correspondi ng
itemrs of the PT. Thus, in the case of UCS Ain Figure 28, "Content |D'
contains the ID of content A, "Content Provider ID'" contains the ID of the
content provider 2-1, "UCP ID" contains the ID of UCP A "UCP Validity
Peri od" -45 contains the validity period of UCP A "Seryvice Provider ID
contains the ID of the service provider 3-1, "PT I D" contains the ID of PT
A1, afheptgatinny aost i9wprldsf &bt tamparanikey péemsd (GfesProR Key)UCs
| D' contains the ID assigned to the given UCS, and thus "UCS |ID'" of UCS A
cont ai FECRFRIYGH oY TERTLd gAMb P o i M UD uthand iEqhiisredc e
"SAM | D' of UCS A contains the SAM 62 I D of the receiver 51. "User |ID'
cont ai IO IHP Y IPHAeHYRISAD MRfUSes’ 4 he TREnEEEheRkdcatigrr ceptibicats AT
contains the D of user F. "Usage Details" consists of itens "ID" "Type,"
" Par amstd} CONEAADS-BR AT L H9Th DRy Caf BE SRORATIG HRE S HQAE t IqrpFont ) EG:
and "Par ter" contain the information s ified.in the caryespondin
tems ot NOS G TR A AN (G e B 0 OB TS oA DPIG USEA 2 o Bl ns
t he infaqrnmati,on (I.D of a tail %;1 sec.ifiedin"lD_é‘L'I % age
Dot al | U O SoR ( Ceit (3 LT9ACHE FRY Hpr et FBRFOTOLE,
speci fi, in 2 Type 11" of " qéﬁge Details 11," and "Paraneter" contains the
i nformﬁqéjson%séi%l%ecﬁq%mlsano n dﬁ nme) specified in "Parameter ii" of
Usage Deta@%% %ECounting module 72 is an example of usage control status
(UCS) and UCS when the rights for content have been purchased according
to the use type of 'Purchase and Reproduce,' and prepares accounting
information based on the usage details of the selected UCP. Figure
28 shows an example of UCS when the rights for content have been purchased
according to the use type 'Purchase and Reproduce.' Figure 28 shows
UCS A generated based on the usage details 11 in UCP A shown in Figure
12A and "Price 11" on PT A-1 shown in Figure 20A. As shown in Figure
28, UCS contains the information specified in "Content ID," "Content
Provider ID," "UCP ID,"™ "UCP Validity Period," "Service Provider ID,".
"PT ID," "PT Validity Period," "UCS ID," "SAM ID," "User ID," "Usage
Details, " énd "Usage History."
"Content ID," "Content Provider ID," "UCP ID," "UCP Validity
Period," "Service Provider ID,"™ "PT ID," "PT Validity'Period" of UCS
contain the information specified in the corresponding items of the
PT. Thus, in the case of UCS A in Figure 28, "Content ID" contains

the ID of content A, "Content Provider ID" contains the ID of the content

provider 2-1, "UCP ID" contains the ID of UCP A, "UCP Validity Period"
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"Control Transfer Status" of "Usage Details" contains the respective |Ds
., of the source equi pment (equi pment that has purchased the content) and
desti'nation equiprment if "Control Transfer Perm ssion Information" of the
selected UCP is set to "Permitted (i.e., control transfer is possible).
If no control transfer is performed, the ID of the source equipnent is

used as the ID of the destination equipnent. |If "Control Transfer
Perm ssion Information" of the UCP is set to 'Not Permtted,' "Control
Transfer Status" should be set to 'Not Permtted. -46 I n that case,

control transfer of the content is not %erfor med (not permtted). In
" Cont r SloNfRamst Ehesyat tidt tyfPICP ROk HEF| Ps ﬁelb‘bltcl’ﬁ Psr(ﬂ]’rléj@raﬁ&’ dESPFALEF on
equi pment are set to the ID of SAM 62 because "Control Transfer erm ssion

| nf or métioAP12E Pt S HagE DRrariser1d-or A A F§n§§ﬂn§oth9&%q &d' Aand

because the confrol of content A is .not transferr “Usa

Cﬁnt ai 7% hé hlvﬁ]ﬁﬂ}tﬁ‘f %é%pésoqt?lr{shé: ﬁ’@lléj&dyelﬁ)terl eflg!% W?&tion

f)fh “bes A e?ﬁﬂ%xsﬁiﬂ%onaﬁs%eﬂ?ﬁ PbSes Fongd ikt wecd Bt Uk Averbre "Ry
bed

Vai T o P gl &g tar“\e%ltlhcﬁ & R B HraveSplenr pEePFREfs " PierR, ST

LNeSe |1 GE. IFitne RPL P SRECIH £0 0.0 06, UGS, Mg OG0 (100DLERL ey

Pr ovi der n speci e Speci fled

'f Fhe UCP"bgeESIBn' BﬁtgggggPE%OIbdg@t%Béehggrcgﬁ ggegreﬁbdgénFEPt and

Siml ar ervi ce I’OVI not Specl

uni que WQD”L%f R I YedhiS 3R ke 1 QK dfer F.

"Usage Details" consists of items "ID," "Type," "Parameter," and
"Control Transfer Status." Of these items, "ID," "Type," and
"Parameter" contain the information specified in the corresponding
items of "Usage Details"” of the selected UCP. Thus, "ID" of UCSA
contains the information (ID of Usage Details 11) specified in "ID 13"
of "Usage Details 13" of UCP A, "Type" is set to 'Limited-Time
Reproduction'’ specified in "Type 11" of "Usage Details 11," and
"Parameter" contains the information (Start Time and End Time)
specified in "Parameter 11" of "Usage Details 11."

"Control Transfer Status" of "Usage Details" contains the
respective IDs of the source equipment (equipment that has purchased
the content) and destination equipment if "Control Transfer Permission
Information" of the selected UCP is set to 'Permitted' (i.e., control
transfer is possible). If no control transfer is performed, the ID
of the source equipment is used as the ID of the destination equipment.
If "Control Transfer Permission Information" of the UCP is set to 'Not

Permitted, ' "Control Transfer Status" should be set to "Not Permitted."’
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The UCS prepared is sent to the external storage 63 and stored inits

., usage information storage 63A, together with the content keys Kco
(encrypted with a save key Ksave) supplied by the decryption unit 91 of

t he encryption/decryption nodule 74 of the receiver 51. As shown in Figure
29, the usage information storage 63A of the external storage 63 are
divided into M nunber of blocks (1 MB each, for exanple) : BP-1 to BP-M
Each block BP, in turn, is divided into N nunber of usage infornmation
nmenory areas: RP-1 to RP-N. The content keys Kco (encrypted -47 with a

save key Ksave) and UCS supplied by SAM 62 are stored, in natched galrs
in thelapﬁbéﬁrpéﬁéru§§§érpﬁfEFﬁﬁﬁﬁﬁﬁ REnbRe GPBREVRPLBf NP haP Tk %@pe not

information storage_63A In the exanple of Figyre t )
Flgurepfgméﬁﬁeﬁﬁe EBnt ERRTKRY RE@%HE%EC$§%F% M FHU%SSEV q%S:ﬁké gmb?gh
decrypt the conteg A are stored, in_nmatched alr

nf o méePaR<nger 9 e5kiRatRphsear PRenE| oks $HE 1O &t %Etéﬁﬁaggy%e%%%?e

K

Zﬁd §r2%8ggf8#ggraﬁﬁf?ﬁ %E%b%8+%?ﬁvﬂﬁﬁﬁgﬁ%ﬁﬁﬂgéusa easqﬁié TR P
P-1. f

RN oD CEnE itoset Bel ] BRE iR RaTe sh Ao RAREY  BhEBoRT | OF: cGEHe Ac’ls

current%* %%a%%%e Qe any content key Kco or usage control status UCS and
cont ai n the |n|t|al i‘nformation which indicates that they are enpty.

rereal ter, h€agEoRi 8L KAYRKEQ  hENERUPLEd ML 2 BBYC FEYS KeaYeln ggahES

stored in sage | rmati on nenory areas | ective

ref erv ey digas yaage: hRLORIRE LAN:hL ! PBpEelante MPGACKOSLT £AY RBSHbduce !

separately gure ows the accountihg ormati on A prepared together
is stored now in "Usage History" of UCS A. For example, if the receiver

51 has used content A before, the then use type is also stored.

In the case of the UCS described above, "UCP Validity Period" and
"PT Validity Period" have been specified. However, these items may
not be specified for the UCS. Also, although "Content Provider ID"
has been specified for the above UCS, it may not be specified if the
UCP ID is unique enough to identify the content provider. Similarly,
"Service Provider ID" may not be specified if the PT ID is unique enough
to identify the service provider.

The UCS prepared is sent to the external storage 63 and stored
in its usége information storage 63A, together with the content keys
Kco (encrypted with a save key Ksave) supplied by the decryption unit
91 of the encryption/decryption module 74 of the receiver 51.‘ As shown
in Figure 29, the usage information storage 63A of the external storage
63 are divided into M number of blocks (1 MB each, for example): BP-1
to BP-M. Each block BP, in turn, is divided into N number of usage

information memory areas: RP-1 to RP-N. The content keys Kco (encrypted
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with UCS A shown in Figure 28. As shown in Figure 30, accounting

,infoﬂnatién contains "Content ID," "Content Provider ID " "UCP ID " "UCP
Validity Period," "Service Provider ID " "PT ID," ""PT-Validity Period, "
"UCS ID, " "SAMID, " "User ID, " "Usage Details, " and "Accounting

H story."” "Content ID " "Content Provider ID "™ "UCP ID " "UCP Validity
Period," "Service Provider ID " "PT ID" "PT Validity Period," "UCS ID,"
"SAM ID," "User ID " and "Usage Details" of the accounting -48 information
contain the information specified in the corresponding itens of the UCS.
Thus, in the case of the accounting information A in Figure 30, "Content
D' corfidithg saEe NS 10KSENE) cinl SIS AUPP EbRAE dit SAB & ifdér STRFedonttalfAs CPRE
| D of the content provider 2-1, "UCP ID'" contains the |ID of UCP A "UCP
Val i di tR2Feti 68" tROAPRIABIERE CIFE Y (P LOFBATIANGICIEY AT S8R PLe 1t BIPEEr
| D' contains the ID of the service provider 3, "PT ID'" contains the |ID of
PT A 1,1PForRaficoR (S-PAIDPL R contains the validity period of PT A-1, "UCS

5 o215, 08 B U5 A LD (EETVELTE A OocE S e
con 1o e} BHGTAPSA R0GESEH S e ARG RRA, oo spuen
79 oA NG AL O pLISBRCRUILS CTCUANTHAD 3 BRI £ R0 LS
el SRR e S e
SpeCifiﬁFEth%%ve key Ksave) and usage.contrbl status UCS 1 and 2 are stored
in the.usage information memory areas RP-1 and RP-2 of the block BP-1.
The usage information memory areas RP-4 (not shown) to RP-N of the block
BP-1 as well as blocks BP-2 (not shown) to BP-M currently do not store
any content key Kco ér usage control status UCS and contain the initial
information which indicates that they are empty. Hereafter, the
content keys Kco (encrypted with a save key Ksave) and UCS stored in
the usage information memory areas RP will be collectively referred
to as usage information if there is no need to treat them separately.
Figure 30 shows the accounting information A prepared together
with UCS A shown in Figure 28. As shown in Figure 30, accounting
information contains "Content ID," "Content Provider ID," "UCP ID,"
"UCP Validity Period," "Service Provider ID," "PT ID," "PT Validity
Period,""UCSID,""SAMID,""UserID,""UsageDetailsﬂ'énd"Accounting
History."
"Content ID," "Content Provider ID," "UCP ID," "UCP Validity

Period,"™ "Service Provider ID," "PT ID," "PT Validity Period," "UCS

ID," "SAM ID," "User ID," and "Usage Details" of the accounting
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may not .be specified for the UCS. Also, although "Content Provider [|D' has
been'specified in the accounting information described above, it may not
be specified if the UCP ID is unique enough to identify the content
provider. Simlarly, "Service Provider ID'" may not be specified if the PT

I D is unique enough to identify the service provider. Returning to Figure
26, the nmenory nodul e 73 stores keys such as the public key Kpu of SAM 62,
the secret key Ksu of SAM 62, the public key Kpesc of the EMD service
center 1, the public key Kpca of the -49 certification agency, the save key
Ksave, and three nonths' delivery keys Kd, the authentication certifjcate
of SAM O(IFiiadi}r%“ mﬁtaldbdﬁlﬁ]t%ﬂf@ﬁwtdﬂ?aﬁml(fﬂ(ﬁd xXarfiite CORE SROEGIMT ng
information A | ure 30), reference information 51, and M nunber  of

veri fi cdtq®n Ofvélh@eg SP- 1T]P‘65HP“MU%1% S § i @&Fé’u@flnlgl @Blf@rg‘étéﬁ&/\é
the reference |nf%rrrpt|on 51 stored in the rrermrég modul e 73. The reference

i nf or met® &t WGt dPns S?BE%’PErW é‘an'ﬁarff'rbS'r' & OF etcl?‘?lcéﬁltfed“rt Bach CBP F'ﬁe

o e B R I e S S i O .

+ AccouiORaTY TG thert (Y5 S et 5 Vgﬂééﬁg;?dfw%g san a3 ”??5%159353

e PRlgiod WOGRB hOia L8 LELE RS N CaRIRSL T BENAIIP ° ooy

A U SRS ) P PS5 YRR et
contains the validity period of PT A-1, "UCS ID" contains the ID of
UCS A, "SAM iD" contains the ID of SAM 62,'"User ID" contains the ID
of user F of the receiver 51, and "Usage Details" contains the
information specified in "Usage Details 11" of UCS A.

"Accounting History" of aceounting information contains
information indicating the total of the accounts calculated in
equipment. "Accounting History" of accounting information A contains
the total of the accounts calculated in the receiver 51.

In the accounting information descried above, although "UCP
Validity Period" and "PT Validity Period" have been specified, they
may not be specified for the UCS. Also, although "Content Provider
ID" has been specified in the accounting information described above,
it may not be specified if the UCP ID is unique enough to identify the
content provider. Similarly, "Service Provider ID" may not be
specifiaiiftheEﬂ‘Ujisuniqueenouwntoidentifytheserviceprovider.

Returning to Figure 26, the memory module 73 stores keys such as

the public key Kpu of SAM 62, the secret key Ksu of SAM 62, the public

key Kpesc of the EMD service center 1, the public key Kpca of the
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51 contains the I D of SAM 62, equi pnment nunber (100) of SAM 62, settlenent
I D aof user F, account-settling user information of user F (general
i‘nformation (the nane, address, phone nunber, settlenent institution
information, date of birth, age, and sex), ID, and password of user F),
and use point information shown in Figure 33 (information simlar to that
shown in Figure 10) of the receiver 51. "Charge Limt" contains the upper
limt on anmounts charged, which varies depending on whether the given

equi pnment is registered formally -50 or tenporarily. "Charge Limt" of the
reference information 51 contains the upper limt on anounts charged for

f or mal 1§52 Flebf ¢ atfli et 'SlaéﬁerrﬁleYRggii‘é?r An@rihrasedidd st'heeddyerver
51 has been fornmally registered. The upper limt of anounts charged when

f or mal 152Y% i sthe R4 D% gt it e et e 195 6O AntUrit i & iallged when
t enpor ari(le%uregi stered. Next, M nunber of the verification values HP-1 to
HP- M st¥F et f it ng Hé‘@f’b’ﬂ‘iﬂ’%%d@loé ?520RAGn FHeF‘?@‘Eﬁ"éHQBDWJII}f%“%%Ané&.

The verjfication value HP-1 js_the hash | ue ained b he application
ot e rE R AP R ae ottt R T b ThBEse ot et et o
i nfornmation st e 6 t he ternal storage 63. The verification
1/al ues ‘ﬁ;tflﬁeﬁ oﬁf—ﬁgl\}f%ﬁﬁﬁ&sh‘a%aﬁ&@ obt i FEE Byt he appl ;/ca!ti Ion o:‘ t he

hash functi t ata stored.n the correspondi bl ocks, BP-2 to BP-M
o he ot el it 38 803, il BB hle FRELERRONONNG ReBRER B éhd frenBiy

HP- 1. RESMIINL N L 0 10U 30, e anshyupti andes R o mdulg fa0f - SAM
62 consi sts of an ecryptl on unit - random nunoer gener ator unit
information specified for each of the items of "SAM ID," "Equipment

Number," "Settlement ID," "Charge Limit," "Account-Settling User
Information," "Subordinate User Information," and "Use Point

Information."

"SAM ID, " "Equipment Number, " "Settlement ID," "Account-Settling
User Information," "Subordinate User Information," and "Use Point
Information" of the reference inférmation contains the information
specified for the items corresponding thereto in the system
registration information (Figure 9) managed by the user management
section 18 of the EMD service center 1. Thus, the reference information
51 contains the ID of SAM 62, equipment number (100) of SAM 62, settlement
ID of user F, account—settlihg user information of user F (general
information (the name, address, phone number, settlement institution
information, date of birth, age, and sex), ID, and password of user
F), and use point information shown in Figure 33 (information similar
to that shown in Figure 10) of the receiver 51.

"Charge Limit" contains the upper limit on amounts charged, which

varies depending on whether the given equipment is registered formally
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92, and encryption unit 93. The decryption unit 91 decrypts the encrypted
.cont.ént key Kco with the delivery key Kd and outputs the results to the
encryption unit 93. The random nunmber generator unit 92 generates a random
nunber with predeterm ned digits generates a tenporary key Ktenp, and
outputs themto the encryption unit 93 as required (for exanple, during

mut ual aut hentication). The encryption unit 93 encrypts the decrypted
content key Kco again wth the save key Ksave stored in the nmenory nodul e
73. The encrypted -51 content key Kco is supplied to the external storage
63. Wen sending the content key Kco to the deconpression section 64, the
encr ypProkempeirerd3 Yencr GRE5Irt i k"t A€ ERApBREPYCRE) KREAPNYRhRRaPed by

t he random nunber generatqr unit 92. The data check mdul e ZS checks thg
data i FORUBAGSK 1B GPPERe ldBdde Oni APSPREEI 6R2EEERagBT 63ATBR L { Het 8%t &F AEP
storage 63 for falsification, by cqonpari t he hash val ue of e, dat
storedQQ¥Hﬂm§nﬁldcfbgﬂaﬁ1ﬁ?glﬁﬁéag&PPe§pg%&PHéevé efF@&FPHﬁrv§EuQaﬁP%§F8red
in the nor,y nodule_ 73. The data check, le 75 ,also calculates the

ver 11 CAETBPIVAPSEt SER aiten i DRREE LiBbE ZHIBOHRF 8l i Eaes b FobREbhY

t ake place and t.ores (updates) .it in_the. memr dule.73. . The
deconpr&SSiSn’ - éjit]isoﬁ‘lg ecproralfé]iaé% 08t URPRT dart u%éﬁgr‘%’ﬂoél&tisoﬁhaﬁg&& Eheg
decrypti on nmodul.e 102,. decrypti on nodul e 103, deconpression nodule 104,
and maﬁﬁ?%%%ﬁ%ﬁﬁ%%nﬁﬁﬁﬁgiﬁﬁ . 'The mutual authentication nodule 101 perfornmns

mitual aut NRALLcay ! Al N SANL o204 BULRULS VL e s IEPPOTAS ek SKLEUR LA

t he decryption fo he decrypftion nodu uses the tenporary

key Kt TR tm%ngﬁ(i/r mtdlfl%e 7C30r§th%nwtn ii%y Elé(‘g%r%n(?@y%qq be explained. The

verification value HP-1 is the hash value obtained by the application
of a hash function to all the data stored in block BP-1 of the usage
information storage 63A of the external storage 63. The verification
values HP-2 to HP-M are hash values obtained by the application of the
hash function to the data stored in the corresponding blocks BP-2 to
BP-M of the external storage 63, as is the case with the verification
value HP-1.

Returning to Figure 26, the encryption/decryption module 74 of
SAM 62 consists of an decryption unit 91, random number generator unit
92, énd encryption unit 93. The decryption unit 91 decrypts the
encrypted content key Kco with the delivery key Kd and outputs the
results to the encryption unit 93. The random number generator unit
92 generates a random number with predetermined digits generates a
temporary key Ktemp, and outputs them to the encryption unit 93 as
required (for example, during mutual authentication).

The encryption unit 93 encrypts the decrypted content key Kco again

with the save key Ksave stored in the memory module 73. The encrypted
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by the tenporary key Ktenp, and outputs the results to the decryption
_nodul'e 103. The decryption nodul e 103 decrypts the content recorded on the
HDD 52, with the content key Kco, and outputs the results to the
deconpressi on nodul e 104. The deconpression nodul e 104 further

deconpresses the decrypted content by a method such as ATRAC2 and outputs
the results to the watermarking nodul e 105. The wat er mar ki ng nodul e 105
wat ermarks information (such as SAM 62 ID) in the content for -52
identification of the receiver 51 and outputs the results to speakers (not
shown) to reproduce mnmusic. The comuni cations bl ock 65 communicates with
the receintemt2@ey K€othe ugwlimghgonsheoektSrnThestionagd £ 68hednyerdsng he
signals from SAM 62 and the deconpression section 64 into a specified form
and outthgt sontisaty &eyl Ksot got hkheHIBCERmPressabsoseshvent 84t hehei gpargrtom
the HOD 52 into a specified formand outputs the results to SAM 62 and the
deconpridddi 83 ety 64 WitHe thesirmnoxont kel ey Jepsrasies phdhsut pdoro
a display unit (not shown) The input controller 68 controls the input from
an op&UHLST FETEratedt WHEWTY -consi sting of various buttons. The HDD 52
stores registration lists |like the one shown in Figure 34 in addition to
the content ThRdi*Fe qhack Bagpleetd Khrecks shedaded 1pradnigsk BP ofhdhe usage
regi stratjion |ist consistspgf the |list section that stores

i nf or mAtITOF TG Ah & LRARGENPAAnaT | BhE ST i T a0 Pds feﬁe%?fglé E_ggtion

T TR ot QUL L1l 005 SaReS e 0L YEl Lo SLSHER: o
the corresponding verification value HP stored in the memory module
73. The data check module 75 also calculates the verification value
HP when purchase, use and control transfer of content take place and
stores (updates).it in the memory module 73.

The decompression section 64 consists of a mutual authentication
module 101, decryption module 102, decryption module 103, decompression
module 104, and watermarking module 105. The mutual authentication
module 101 performs mutual authentication with SAM 62 and outputs the
temporary key Ktemp to the decryptionmodule 102. The decryptionmodule
102 uses the temporary key Ktemp to decrypt the content key Kco encrslpted
by the temporary'key Ktemp, and outputs the results to the deéryption
module 103. The decryption module 103 decrypts the content recorded
on the HDD 52, with the content key Kco, and outputs the results to
the decompression module 104. The decompression module 104 further
decompresses the decrypted content by a method such as ATRAC2 and outputs
the results to the watermarking module 105. The watermarking module

105 watermarks information (such as SAM 62 ID) in the content for
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SAM | D of the equi pnent that possesses the given registration list, in
“this exanple, the SAM62 ID of the receiver 51. It also stores the
validity period of the registration list (in the "Validity Period" field),
versi on nunber of the registration list (in the "Version Nunber"” field),
and nunber of equi pnment connected (including this equipnent) (in the
"Nunber of Equi pnent Connected” field) , whichis two in total, -53 in
this exanple, including the receiver 51 itself and the receiver 201 _
connected to it. The list section consists of nine itens "SAMID, " "User
ID," "Purchasing," "Accounting," "Equipnment Billed," "Master Equipnent,

" St at ust deirdd, 1 cadiiprardr he or Comidi et gris andamtpstgn@wrr@&@ta?é@ §Peake6ﬁ
List" and, in this exanple, stores specified information in each item as

t he regﬁr?ctr AN e drlinaRAPsiusie S iiecei ver 51. "SAM I D' stores the SAM ID
of the equipnent. In this exanB the SAM 62 ID of the receiver 51, SAM
212 1D of tR8er EOBMYBL CAGLoRSe épglkeéS cow@émr«@tea Bikh the FECeiveReZfler
of the correspondlng eqU|pnent In this exanp he |1 D of user F a t he

ID of Rfelhs BFer PR tWPhKchasiThg" 1§F%FE§C?rﬁ%Fﬁﬁf’F6ﬁs( Fesigpalsnprem

whi ch indi cates mhether t he correspondi ui pnent can rchase, co
(nore SMbEP<Rd, cAp echass e o SOl A B0 B T CAIS P MRt SRBRETS

R e L SR e 150l S g
e O O R S B IS R %@4%@
perfor g ACHPIN %5116 etlo'}ue dser Fis
The display controller 67 contrqls the output to a display unit
(not shown). The input controller 68 controls the input from an
operator panel (not shown) consisting of various buttons.
The HDD 52 stores registration lists like the one shown in Figure
34 in addition to the content and the like supplied by the service
provider 3. The registration list consists of the list section that
stores tabulates information and the SAM informatioh section that
stores specified information ébout the equipment that possesses the
given registration list.
The SAM information section stores (in the "SAM ID" field) the
SAM ID of the equipment that possesses the given registration list,
in this example, the SAM 62 ID of the receiver 51. It also stores the
validity period of the registration list (in the "Validity Period"
field), version number of the registration list (in the "Version Number"
field), and number of equipment connected (including this equipment)

(in the "Number of Equipment Connected" field), which is two in total,
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regi stered as account-settling user and so is the user A So the
appropriate row of the "Accounting"” colum stores 'Yes.' "Equipnent Billed"
‘stores the SAM I D of the equi pment with which accounts are settled. In
this exanple, since the receivers 51 (SAM 62) and 201 (SAM 212) can
perform accounting for thenselves, SAM 62 ID and SAM 212 ID are stored.
-54 Master Equipnent"” stores the SAMID of the connected equi pnent that
can provide content if the given equi pnent receives content from other
equi pnent connected rather than fromthe service provider 3. In this
exanple, the receiver 51 and receiver 201 receives content from the

servi cellpritdiisderagplee imebidbng dheg rReréVEIWAL it sldi eadethe egce vy @0ils
no equi pnment providing content is stored. Providing content here does not
i ncl udecovrrerdttanster. "Status Flag" stores any restrictions to the
operation of the given equipnent. If there is no such restriction,
appropri at e Thef drirfet isgetiomMEomessitstisctafomine jifafisor"sdM 110 t" helsedr dPany
restrictions or if there is any condition that will stop the operation,
appr opr'1 BRECh 3T B dml | FFCQURES i ¢t defiuigimengg &ﬁhl%spee{‘)ﬁs\}:&ryfcﬁuslpg‘teoﬁted.
For example, if_—settlement has failed, "Status Flag", of that equipnent is
set to tﬁé‘é‘i?ia%@.} FWQW%U%%a%I%?n‘?h@%%i pn%‘?'fg Wt HEre StAt us Fl ag”
set to 'Restricted _can use the cqntent already, purchased,_but .cannot . .

pur chadte FERF ERTA @R 3t SRGY (10 dat Yo aMBdfr | EEPERS SHEC T Sbd g - Raron

e GeotHeirt - S & e v SE S BN ot AR ok Bt Btodivetiothe

equi prrent iSwﬁﬁPEBadstngéqﬂﬂfgkhYIDQﬂ?tﬁ%”é&@fﬁ%e&@? qg1k899eéxample, the.

SAM 62 ID of the receiver 51, SAM 212 ID of the receiver 201 are stored.
"User ID" stores the ID of the user of the corresponding equipment.
In this example, the ID of user F and the ID-of user A are stored.

"pPurchasing” stores information ('Yes' or 'No') which indicates
whether the corresponding equipment can purchase content (more
precisely, purchase the rights to use the content). In this example,
since the receivers 51 and 201 can purchase content, 'Yes' is stored.

"Accounting" stores information ('Yes' or 'No') which indicates
whether the corresponding équipment can perform accounting in
communication with the EMD servicé center 1. In this example, the
receivers 51 and 201 can perform accounting since the user F is
registered as account-settling user and so is the user A. So the
appropriate row of the "Accounting”" column stores 'Yes.'

"Equipment Billed" stores the SAM ID of the equipment with which
accounts are settled. In this example, since the receivers 51 (SAM
62) and 201 (SAM 212) can perform accounting for themselves, SAM 62

ID and SAM 212 ID are stored.
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recei ve .any service fromthe EVMD system In this exanple, no restriction is
pl aced on the receivers 51, 201, and their "Status Flag" is set to 'No

‘Restriction.'" "Signature to Conditions" stores the signature of the EMD
service center 1 to the information stored in "SAMID, " "User ID, "

"Purchasing, " "Accounting," "Equipnment Billed," "Master Equipnent," and
"Status -55 Flag." In this exanple, signature to registration conditions

of the receivers 51 and 201 is stored. "Signature to Registration List"
stores the signature to the entire data specified in the registration
list. (5-2) Receiver 201 Figure 35 shows an exanple configuration of the
recei ver 20MasHee Fpmporeerit'"s sftoms Heec GRYUAIDc atfi dive slooglec2kl eguiippent
controller 218 of the receiver 201 have functions simlar to those of the
comuni gzt are pylogéklestonbenhel f e gdaery elbépmestofecdibve e crini@Ents from
Thus, their detailed descriptionis omtted where possible. The external
st or ageo 2e3r jestudiprieddd cppnecPedundiere pfthisinoEkenBNre sery iRt Provdfesxanplld,
di vided at every one negabyte) and has the transfer information storage
213A i ntivks @R asrle bl ek IBVSiyedi vildagd heeeVaund@l regekrs (Gonfsmdr from
information menory area RM1 to RME For,exarrpl e, when the control

t r ansf eFh@fS ORGP T Itad crms@, 1nharezEepPRal  Nebe ahevh baty indcad aotthértt
key Kco (encrypted with the save, key Ksave) to the caqntent ‘G:f? of the
cont ent CRgR SAMPPDEERIPRENE RF QBL AR (SfdhettheSesFPERD . i MU P gaontent
these, referred to as,trg{ll fer information_if there is no need to handle

t hem i A TF dERATT YOt HERCBYES SENR TP bnk SHNF 5SX -

"Status Flag" stores any restrictions to the operation of the given
equipment. If there is no such restriction, appropriate information
('No Restriction') is stored. 1If there are any restrictions or if there
is any condition that will stop the operation, appropriate information
("Restricted' or 'Stop,' respectively) is stored. For example, if
settlement has failed, "Status Flag" of that equipment is set to
'Restricted.' 1In this example, the equipment with its "Status Flag”
set to 'Restricted' can use the content already purchased, but cannot
purchase new content. In short, certain restrictions are placed on
the equipmeht. Besides, if illegal acts such as illegal duplication
of content are detected, "Status Flag" is set to 'Stop' and the operation
of the equipment is stopped. Consequently, the equipment can no longer
receive any service from the EMD system.

In this example, no restriction is placed on the receivers 51,
201, and their "Status Flag" is set to 'No Restriction.'

"Signature to Conditions" stores the signature of the EMD service
center 1 to the information stored in "SAM 1D, " "User ID," "Purchasing, "

"Accounting, " "Equipment Billed," "Master Equipment,"” and "Status
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The transfer information nmenory area RM2 of the block BM1 in the
transfer informati on storage 213A in Figure 36 stores content key KcoA
(encrypted with the save key Ksave) to the content A (encrypted wth the
content key Kco) , content A ID and SAM 62 ID. This represents the
transfer information storage 213A in which control transfer of the content
A fromthe receiver 51 is conpleted. -56 The transfer information nenory
area RM2 (not shown) to RMQ of the block BM1 and bl ocks BM 2 (not
shown) to BMP do not store transfer information but stores initial
information indicating that they are free (can store the transfer

i nfornalflan)” The thdroeyampdel e s2a8abfir SAM 2199 % or @51 e bt red kehorkgp 1p fofth6AM
212, secret key Ksu of SAM 212, public key Kpesc of EMD service center 1
publ i c k@geKpress ol candi20tai$ optakedhcy, save key Ksave, three nonths
delivery key Kd, authentication certificate of SAM 212 distributed from
the certificatiBayenty Ravisdratden ksl ehoaeisnfls ragnafuretahde@ntire
nunber of verification values HM1 to kﬂAgi_as shown in Figure 37. P nunber
of veri93catFRECYal efsimvie t beFHMVE T &k EOhakhsval ues obtai ned by the
application of a hash function to data stored in blocks BM1 to BMQ of
the transfer(3#loriRiA§ 0P Stdtage 213A of the external storage. Explanation
for HDD 202 j.s omtted since it has the function simlar to HDD 52. The
HDD 202 st oréésgur%eg%gt%é‘?‘?’%ﬁ“c%ﬁ%l‘f‘ﬁ’ %ﬁ?n&flgt%é‘trlé’é’ei’g]etrhe SECPAYREA Rl | Thehe

list section of registration |ist of .recejvyer 51 _ip Figure 34, a

rogi st ratTBIRTAE? Cridt GHORTTBR RS PRy EF 281! FaviT G Gt e g e

wher e rggit%terpétci:e()lr]ve(:r()antﬂa%nesfg}clcE{]gng %(i%ii %' to those of the communications
block 61 to the input controller 68 of the receiver 51. Thus, their
detailed description is omitted where possible.

The external storage 213 is divided into P number of blocks BM-1
toBM—P(forexample,divid@iateveryonenmgabyte)andhasthetransfer
information storage 213A in which each block BM is divided into Q number
of the transfer infbrmation memory area RM-1 to RM-Q. For example,
when the control transfer of content is performed, the'exterhal storage
213 stores content key Kco (encrypted with the save key Ksave) to the
content, ID of the content and SAM ID of the source equipment (hereafter,
including all these, referred to as transfer information if there is
no need to handle them individually) that are sent from SAM 12.

The transfer information memory area RM-2 of the block BM-1 in
the transfer information storage 213A in Figure 36 stores content key
KcoA (encrypted with the save key Ksave) to the content A (encrypted
with the content key Kco), content A ID and SAM 62 ID. This represents

the transfer information storage 213A in which control transfer of the

content A from the receiver 51 is completed.
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201 are set. In this exanple, to nake it sinple, the external storage 63:of
the receiver 51 is only provided with the usage information storage 63A,
and the external storage 213 of the receiver 201 is only provided with the
usage information storage 213A. Actually, the external storage 63 of the
receiver 51 is also provided wwth the transfer -57 information storage (not
shown) in addition to the usage information storage 63A. Simlarly, the
external storage 213 of the receiver 201 is provided with the transfer
information storage (not shown) in addition to the usage information
storage 213A. (6) Purchasing and utilization of content Now the processing
in the EMD sist éemanidflerbéndesorithed mehbryrafes e t(@otthehdbvow chaM-Q o f
Figure 38. Here it is assuned that the content A in the content provider
2-1 i s suppiilicatk BY-dnchdidddclhy Bie? (nedeslhewnblitmBMt-Relauser sooee rigtansiers
via the service provider 3- 1. . (6-1) Transm ssion of delivery keys from
EMD serynferpehien bot sonresntimptioiddernformstieporslindidet ided ithety theps adk
are supplied to the content provider 2-1 by the EMD service center 1.

Det ai | stb¢et hfsnppberesthe tsapnker ninhermabiwrehart of Figure 39. In Step
S31, the nutual authentication section 17 (Figure 3) of the EMD service
center 1 perfhs memomyt BadudathehfcafMonl iste nasePrbl 6l ke tmenel cBAM e 2,
section 39 (Figure 11) of the content provider 2-1. Wen the authenticity
of the tORFehtkep it ddr SAM 2412 veupbililed kewhEPe st @hit EBP o2 HekCoretritfetients

section 12 . . . '
public key Kpca of certification agency, save key Ksave, three months'

delivery key Kd, authentication certificate of SAM 212 distributed from
the certification agency in advance, reference information 201 and Q
number of verification values HM-1 to HM-Q, as shown in Figure 37.

P number of verification values HM-1 to HM-Q are hash values
obtained by the application of a hash function to data stored in blocks
BM-1 to BM-Q of the transfer information storage 213A of the external
storage.

Explanation for HDD 202 is omitted since it has the function similar
to HDD 52. The HDD 202 stores registration conditions of the receiver
51 indicated in the list section of registration list of receiver 51
in Figure 34, and registration list (not shown) of the receiver 201
having a list section where registration conditions of the receiver
201 are set.

In this example, to make it simple, the external storage 63 of
the receiver 51 is only provided with the usage information storage
63A, and the external storage 213 of the receiver 201 is only provided
with the usage information storage 213A. Actually, the external

storage 63 of the receiver 51 is also provided with the transfer

-57-



of the EMD service center 1 sends the delivery keys Kd supplied by the key
server 14, to the content provider 2-1. Details of nutual authentication
‘Wi ll be described later with reference to Figures 40 to 42. -58 In Step
S32, the encryption section 36 of the content provider 2-1 receives the
delivery keys Kd sent fromthe EMD service center 1, and stores themin
Step S33. Wien the encryption section 36 of the content provider 2-1 stores
the delivery keys Kd, the process of Step S11 finishes and Step S12 in
Figure 38 begins. Before explaining the process of Step S12, the nutual
aut henti cati on (process of checking for spoofing) in Step S31 of Figure 39
wi | | beidesaiatiesh dtaddaye tiiwcadewnn Mhi éddDbeor otdthe keyades ingedmaEiigur e
40), the case in which two cormon keys are used (Figure 41), and the case
in whi chtarggdla3A kegimslagéd, (Ehguieait)al Eguaged@1Bsoé thew edwinte mRi0dh
descri bes the use of one conmon key in common-key DES cryptography for the
oper at i on pfowmderalwi tgut tremt tcats Oer biet fvaews it ien mitard gautientshoadn Jonin
section 39 of the content provider 2 and mutual authentication section 17
of the &M tsmr vicetlbemsagd . inforSiapi @4lstategen@ L3A . aut henti cati on
section 39 of the content provider 2 generates a 64-bit random nunber Rl
(it may al sl )béugehersdtnad angd e rigrdammefbeondemdr at or section 35) . In
Step S42, the mutual authentication section 39 of the content provider 2
DES- encr ypt S'ovh&heamd@aanaiie iRl thie EMP svededr ed ldomepdlaseyr iked withi s

al so possible to make the encryption section 36 perfoarmthe encrypti on)h :

I n SteprEasrentr tauthsl faavneraredd §agsset $8n IPHF itthés assumed that the

content A in the content provider 2-1 is supplied to and used by the
receiver 51 of the user home network 5 via the service provider 3-
1.

(6-1) Transmission of delivery keys from EMD service center to
content provider

In Step S11, the delivery keys Kd are supplied to the content
provider 2-1 by the EMD service center 1. Details of this process is
shown in the flow chart of Figure 39. In Step S31, the mutual
authentication section 17 (Figure 3) of the EMD service center 1 performs
mutual authentication with the mutual authentication section 39 (Figure
11) of the content provider 2-1. When the authenticity of the content
provider 2-1 is verified, the content provider management section 12
of the EMD service center 1 sends the delivery keys Kd supplied by the
key server 14, to the content provider 2-1. Details of mutual
authentication will be described later with reference to Figures 40

to 42.
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content provider 2 sends the encrypted random nunber R to the nutual
‘authentication section 17 of the EMD service center 1. In Step S44, the

mut ual aut hentication section 17 of the EMD service center 1 decrypts the
recei ved random nunber Rl with a prestored common -59 key Kc. In Step $45,
the nutual authentication section 17 of the EMD service center 1 generates
a 32-bit random nunber R2. In Step S46, the nutual authentication section
17 of the EMD service center 1 replaces the loworder 32 bits of the
decrypted 64-bit random nunber RL with the random nunber R2 to generate a
‘concatenation RIHHIR2, where RHis the high order n bits of R and AlIB
is a concat dmatStep 324 & Bt t iopwseraderom 3§ tof diheA caond emth i o igheg
concat enated to produce n+n1bitsé In Step S47, the nutual authentication
sect i o1y rffcaifee EMbesdediivervckayarkd ToEs dyonypshe RID|$®vige Icafer 1,
comon key Kc. In Step S48, the nutual authentication section 17 of the
EVMD serdfi@esteergertienehpsSEee Seherypted RI"IIR2 to the content provider
2.. In Step $49, the nutual authentjcation section 39 of the content

provider 2 d&@nshe eRErYREEPH LTI RP Gf tHe KONESMtoRIREYARE . 2Th S&gss

S50, the nutual authentication section 39 of the content provider 2 checks
the hi gFhordRtiserpikRyikendtRRAL/ASTE R ISP &yl s ishes witgh-Sheder 132
bits RIH of, the r om nunber Rl generated.in Step S41, and if they ch,
't certih ST RPN SoPFrEEtBRPor 2Pd CPegriraate of (519 hmorditd
R ande £651 VAL B0, TR oL e BRSERSa RokeumbaRL ey, f A0Sy o
gﬁ?ﬁ;ﬁ:c? aﬁ‘%ﬁf%le‘;(’:% Ir\gﬂpgg]beg? esec!ribl:{e?’d,i r%aﬁglerpg Sc5r§|'é clanseStierp w%512cjh tor}lee rg‘!)tnﬂt%ln
key is used (Figure 40), the case in which two common keys are used
(Figure 41), and the case in which a public key is used (Figure 42).
Figure 40 is a flow chart which describes the use of one common
key in common-key DES cryptography for the operation of mutual
authentication between the mutual authentication section 39 of the
content provider 2 and mutual authentication section 17 of the EMD
service center 1. In Step S41, the mutual authentication section 39
of the content provider 2 generates a 64-bit random number R1 (it may
also be generated by the random number generator section 35). In Step
S42, the mutual authentication section 39 of the content provider 2
DES-encrypts the random number R1 with a prestored common.key Kc (it
is also possible to make the encryption section 36 perform the
encryption). In Step S43, the mutual authentication section 39 of the
content provider 2 sends the encrypted random number R1 to the mutual
authentication section 17 of the EMD service center 1.

In Step S44, themutual authentication section 17 of the EMD service

center 1 decrypts the received random number R1 with a prestored common
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the content provider 2 produces a concatenation R2I1R3 by placing the
random nunber R2, which is the |oworder 32 bits taken out of the received
and decrypted RIHIIR2, in the high-order position and placing the
generated random nunber R3 in the | ow order position. In Step S53, -60 the
mut ual aut hentication section 39 of the content provider 2 DES-encrypts
R2IIR3 with the conmon key Kc. In Step S54, the nutual authentication
section 39 of the content provider 2 sends the encrypted concatenation
R2I 1 R3 to the nutual authentication section 17 of the EMD service center
1. In Step S55, the nutual authentication section 17 of the ENMD service
center Kexiésr.ypiis Bhepretei vidte cortaatlepathentRZrcRINVEehtide EbrmibriheeMD
Kc. In Step S56, the nutual authentication section 17 of the EMD service
cent er SEHk CaHeehi Yot s diis ift thandpse mpmbar dohcatl@n&tiednS46,
R21 I R3 agai nst the random nunber R2. |f they match, it certifies that the
cont entth Bufdal authentdgatiing sectiop Hayoﬁﬁhﬁcﬁ@ FETVEERIGeMTET 1 grplaces
process, determ ning that the content provider 2 is illegitimte. Figure 41

is a g UM 4deidd RS thfe AR Yot adnd dcbrtork andeys NP ean & 1k2 thn

common- key DES cryptography for the operation of nutual authentication,
bet vveent}t%éfarﬂﬂ%lnu&%{eﬁe%@i Eat PBREEREE] %ﬁ%‘?%ﬁenﬁwrbd‘rﬁtﬂﬁﬁ% ' p¥BEF B2 18nd
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prest ord o Key el iy ShEReRP3eal REATULURLoRUHHEE GRS iilD 125V
center 1 DES-encrypts R1,|R2 with the common key Kc. In Step S48, the
mutual authentication section 17 of the EMD service center 1 sends the
encrypted RlH"R2 to the content provider 2.

In Step S49, the mutual authentication section 39 of the content

provider 2 decrypts the received R1,[|R2 with the common key Kc. In Step
S50, the mutual authentication section 39 of the content provider 2
checks the high-order 32 bits of the decrypted RlH"RZ against the
high-order 32 bits R1l, of the random number Rl generated in Step S41,
and if they match, it certifies that the EMD service center 1 is
legitimate. If the generated R1l, and receivéd Rl, do not match, the
process is terminated. If they match, the mutual authentication
section 39 of the content provider 2 generates a 32-bit random number
R3 in Step S51. 1In Step S52, the mutual authentication section 39 of
the content provider 2 produces a concatenation R2||R3 by placing the
randomnumberRZ,whidhisthelow—order32bitstakencnn:ofthereceived

and decrypted R1,||R2, in the high-order position and placing the

generated random number R3 in the low-order position. In Step S53,
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2 sends the encrypted random nunber R to the EMD service center 1. In Step
S64, ‘the nutual authentication section 17 of the EMD service center 1
“decrypts the received random nunber R1 with a prestored conmon key Kcl. In
Step S65, the nutual authentication section 17 of the EMD -61 service
center 1 encrypts the random nunber R1 with a prestored common key Kc2. In
Step S66, the nutual authentication section 17 of the EMD service center 1
generates a 64-bit random nunber R2. In Step S67, the mnutual

aut henti cation section 17 of the EVD service center 1 encrypts the random
nunber R2 with the common key Kc2. In Step S68, the mutual authentication
secti ontHe moitudle &EMheervdael aendert dorsedtiso f ehe nooyipdred pranidiem inber s
Rl and R2 to the nmutual authentication section 39 of  the content provider
2. In NERH-S6x yrthe RAJREZIWhLH Hem | camian kectKon 30 Stephd Sdonttdwet mutual
provi der 2 decrypts the received randomnunbers R and R2 with a prestored
common Keghet2i catni @t spcsion 3he hthaajordiaritenrprvates? ssadsi Une 3R catyrities
content provider 2 checks the decrypted random nunber Rl agai nst the
random mmﬁermtm&ﬁh@dtpntl& aptosd gupbephhgshiADMRELiq ljepbriche EMD
encryption) . If they match, it certifies that the EMD service center 1 is
| egi ti nBBEV1ce ¢YeHol not match, it terminates the process, determning
that the EVMD service center 1 is illegitimte. In Step S71, the nutual,

aut hent i cat i'BhSEBR SN 8e ButURd erhenti ¢ olrRsrcE1o8nkt §httd & F¥P f&E™H5t%ed
random nunber R2 with the common key Kcl. In Step 2, th t ual

aut hent$eXt¢ort Qé&fiYBﬁSs’éh%frec%"@é#@ﬁFaB?BéFa@P R%f%% %[ TR fY

;3?ﬁgm£%g?%h§§%%%5ﬁeﬁgg/gp T i%ﬁ%ﬁﬁ%%iorll rs],egs:?.%nslngfttmee Jn.lkﬁ)usaelrvice
center 1 checks the high-order 32 bits of the decrypted concatenation
R2||R3 against the random number R2. If they match, it certifies that
the content provider 2 is legitimate. If they do not, it terminates
the process, determining that the content provider 2 is illegitimate.

Figure 41 is a flow chart which describes the use of two common
keys Kcl and Kc2 in common—keleES cryptography for the operation of
mutual authentication between the mutual authentication section 39 of
the content provider 2 and mutual authentication section 17 of the EMD
.service center 1. 1In Step S61, the mutual authentication section 39
of the content provider 2 generates a 64-bit randbnlnumber"Rl. In Step‘
S62, the mutual authentication section 39 of the content provider 2
DES-encrypts the random number Rl with a prestored common key Kcl. 1In
Step S63, the mutual authentication section 39 of the content provider
2 sends the encrypted random number R1 to the EMD service center 1.

In Step S64, the mutual authentication section 17 of the EMD service
center 1 decrypts the received random number R1 with a prestored common

key Kcl. In Step S65, the mutual authentication section 17 of the EMD
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center 1 decrypts the received random nunber R2 with the common key Kcl.
In Step S74, the nutual authentication section 17 of the EMD service

center 1 checks the decrypted random nunber R2 agai nst the random nunber
R2 generated in Step S66 (the random nunber R2 before encryption) -62 If

they match, it certifies that the content provider 2 is legitimate. |If
they do not, it termnates the process, determning that the content
provider 2 is illegitimate. Figure 42 is a flow chart which describes the

use of a 160-bits length elliptic curve in public-key cryptography for the
operation of nutual authentication between the nutual authentication

secti ose@3Yigle ceheetohtemur yrtevicter r@ndom mnther Rauw helntd paeistoredctomnon 7
of the EMD service center 1. In Step S81, the nutual authentication

sect i oke¥oKcaf the SEem ent, pEheinitiudl gervdeattdsag ies- pectiandbmafuber EVD .
In Step S82, the nutual authentication section 39 of the content

pr OVi deeryicsesentene Ir gedematesber GRrbdd wendoms nambest Rant | &at Foap S67,
certificate (acquired in advance fromthe certification agency) containing
its owtheguptial Refhrpép crs ioRsS Rl RN 1Athehe EMRt NV ke FFBRCT A SRCYHRLEMD
service center 1. In Step S83, the nmutual authentication section 17 of the
EMD sert\ﬂecéané@ﬁt%‘ﬁmieﬂé%r )‘/’[}ttgl the <PERRR Y EC2t-helPetetR &P BauithentiEdeton

certificate (encrypted with a_secret key Ksca of the certification y)
with t & t&@&(’:étc “Ié%%tb‘?ntlﬁéD%EP?lEN %?F%hc%é‘f@%fra]cﬁﬁpﬁé&h‘% ﬁna’avﬁ é

o9 KSR SR ok o8 BBl KoY, Kpepeol e content pr oy der
Kpcp ar%(ijlen%%%toefnt kf)el,o%grat ent2 provi der 2 cont a| ned
In Step S69, the mutual authentication section 39 of the content
provider 2 decrypts the received random numbers R1 and R2 with a
prestored common key Kc2. In Step S$70, the mutual authentication
section 39 of the content provider 2 checks the decrypted random number
R1 against the random number R1 generated in Step S61 (the random number
R1 before encryption). If theymatch, it certifies that the EMD service
center 1 is legitimate. If they donotmatch, it terminates the process,
determining that the EMD service center 1 is illegitimate. In Step
S71, the mutual authentication section 39 of the content provider 2
encrypts the decrypted random nuﬁber R2 with the common key Kcl. 1In
Step S72, the mutual authentication section 39 of the content provider
2 sends the encrypted random number R2 to the EMD service center 1.
In Step S73, themutual authentication section 17 of the EMD service
center 1 decrths the received random number R2 with the common key
Kcl. 1In Step S74, the mutual authentication section 17 of the EMD

service center 1 checks the decrypted random number R2 against the random

number R2 generated in Step S66 (the random number R2 before encryption) .
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as plain text in the authentication certificate. If the authentication
_certificate is a legitimte one issued by the certification agency, it can
be decrypted and the resulting hash value of the public key Kpcp and the
name of the content provider 2 should match the hash val ue -63 obtai ned by
the application of a hash function to the public key Kpcp of the content
provider 2 and the nanme of the content provider 2 contained as plain text
in the authentication certificate. This proves that the public key Kpcp is
the legitimte one that has not been falsified. If the signature cannot be
decrypted, or even if-it can be, if the hash values do not match, the

publ i ¢ Keyher paovhdert |C§r|t|1|fe@|5t thatethd gontieat paseidehel pﬁoéegstmate
termnated. If the authentication.is successful, the nmutual authentication
sect i o fl¥hey dh@okwDL & drandgat@ft EhelPrRerRs ut dotaTBATANG FanEdhengaBEENt R
in Step S84. In Step S85, the nutual authentication section 17 of the EMD
servi c@redhdar £ géhéﬂdﬁé@iéﬂﬁﬁﬁbatenatlon R1l I R2 of the randon1 nunbers R1
and R2. In Step S86, the nutual authentjcation section 17 of EMD
servi ce cenfé@ureeder ypta fhewc oRrrRhE oratFoieRqy iR sithe juse Oéwﬁ $&frbitRey

Ksesc. In Step_S87, the mutual authentication section 17 of the ENVD

ser vi celeé\é?rﬁ}brelj}lé’ﬁélcyﬁtlé"?h’en FORLdiCeTkay 6/ YREPEREPRY: RO tiHhe sismac eay of

Kpcp of the content provider 2 obtained in Step S83. Step
o hal TR G BEP SR CObACTOR TICBE (e M deRUE RENT AT AP 1S Sepit (ko

Rll | R2 d K K .
Concat W FORERTE| REORHEP) T S by LN FBE 14 Hoy S-S Ot e T B

o LB FEYEREE SO HOF ARG R A LRRILA 70
of the content provider 2 generates a 64-bit random number R1. In Step
S82, the mutual authentication section 39 of the content provider 2
sends the random number R1 as well as an authentication certificate
(acquired in advance from the certification agency) containing its own
public key Kpcb to the mutual authentication section 17 of the EMD
service center 1.

In Step S83, themutual authentication section 17 of the EMD service
center 1 decrypts the signature of the received authentication
certificate (encrypted with a secret key Ksca of the certification
agency) with the secret key Ksca of the certification agency acquired
in advance and takes out the hash value of a public key Kpcp of the
content provider 2 and a name of the content provider 2. It also takes
out.the public key Kpcp and name of the content provider 2 contained
as plain text in the authentication certificate. 1If the authentication
certificate is a legitimate one issued by the certification agency,
it can be decrypted and the resulting hash value of the publié key Kpcp

and the name of the content provider 2 should match the hash value
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section 39 of the content provider 2. In Step S89, the nutual
.authentication section 39 of the content provider 2 decrypts the signature
of the received authentication certificate with the secret key Kpca of the
certification agency -64 acquired in advance, and if it is right, takes out
the public key Kpesc fromthe certificate. This process is the sane as in
Step S83 and thus description thereof wll be omtted. In Step S90, the
mut ual aut hentication section 39 of the content provider 2 decrypts the
concatenation RLIIR2 encrypted with the secret key Ksesc, by using the
public key Kpesc obtained in Step S89. In Step S91, the nutual

aut hentobdatings Sacthenappl seat hen cohtehashr sungEion beckpisialie key Kpcp
concatenatlon R1I1R2 encrypted with its own public key Kpcp, by using, its
own se&fefhr&EPREE: px%vs¥%52syzd thRaaif AIthaucprebeR QFPBﬁd§éCZ( Feﬁtasgeaf
the content provider 2 conpares the concatenation RlIIR2 decrypte in Step
S90 andd RéadBnte¥kridt tOR @émlwta%%w%éﬁtrffst%esgl FF R \56

certifies that the EMD servi

t 1 |.e t t

mat ch, AYP4%T KeyafBSP e tﬁ‘@oi@?& qﬂ‘g{tgrﬂillénqbagi}?éga eE kE?\ﬁ? %@ﬁ?&o enllér
lisillegit te. If th t hent

aut hentitEa S S caies Be ‘5%&'&%%9%'0&%@%%2? hiees 1 shepPesh
randon1n nberd_ %n SE ﬁr g% ?tepk894 tr¥%$g1 aut ntlcatlon
section BFGF 99 K& cORt-& SVPHB 5 §eheatks oncast e ot BT Rs &P
the ra om n nber ob d S9 d th d nb R3
genera’?ttcail au5§ ‘ep ¥ frqéeasl’sftnels I§gesr%lt aterragt 32I au'?h(rag?l ngt |ngn g:actl on 39
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section 17 of the EMD service center 1 generates a 64-bit random number
R2 in Step S84. 1In Step S85, the mutual authentication section 17 of
the EMD service center 1 generates a concatenation R1|R2 of the random
numbers R1 and R2. In Step S86, the mutual authentication section 17
of the EMD service center 1 encrypts the concatenation R1[|[R2 with its
own secret key Ksesc. In Step S87, the mutual authentication section
17 of the EMD service center 1 encrypts the concatenation Rl“R2 with
the public key Kpcp of the content provider 2 obtained in Step S83.
In Step S88, the mutual authentication section 17 of the EMD service
center 1 sends the concatenation Rl"RZ encrypted With the secret key
Ksesc, the concatenation Rl"R2 encrypted by the public key Kpcp, and
authentication certificate (acquired in advance from the certification
agency) containing its own public key Kpesc to the mutual authentication
section 39 of the content provider 2.

In Step 589, the mutual authentication section 39 of the content
provider 2 decrypts the signature of the received authentication

certificate with the secret key Kpca of the certification agency
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key Kpesc,obtained in Step S89. In Step S96, the nutual authentication
.section 39 of the content provider 2 sends the encrypted concatenation
R2I 1 R3 to the nutual authentication section 17 of the EMD service center
1. -65 In Step S97, the nutual authentication section 17 of the EMD service
center 1 decrypts the encrypted concatenation R2IITR3 with its own secret
key Ksesc. In Step S98, the nutual authentication section 17 of the EM
service center 1 checks the decrypted random nunber R2 agai nst the random
nunber R2 generated in Step S84 (the random nunber R2 before encryption).
If they match, it certifies that the content provider 2 is legitimate. If
t hey decauotiredt ineddaratess ankdel pridcéssridet errakdasmngutt blae nuiel icokegnkpesc
provider 2 is illegitimte. As described above, the nutual authentication
secti oATOR bihe (drr tIEHMT &t vi A iceRreseds drid thiesae i 1auf hentS&henenthus
section 39 of the content provider 2 perform nutual authentication. The
r andondggeBéps ions éderep ft Wé ldubgaomdttednt i Eat $oaP aP 80t e%@r%@?‘lkbys Kt enp
valid onl for the processes subsequent to the given nutua
authen?P@ﬁ@P&ﬁcaGeoﬁ)S?F&H@ﬁl@@l@ﬁ 6PecéﬁpéﬁptfP69Wé§ﬁFeﬁtdﬁFéVP&értPS
service provider, &RZ rocess of Step S12 in Figure 38 w ||

t
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concatenation Rl“RZ encrypted with its own public key Kpcp, by using
its own secret key Kscp. In Step S92, themutual authentication section
39 of the content provider 2 compares the concatenation.Rl"RZ decrypted
in Step S90 and the concatenation Rl"R2 decrypted in Step S91. 1If they
match, it certifies that the EMD service center 1 is legitimate. 1If
they do not match, it terminates the process, determining that the EMD
service center 1 is illegitimate.

If the authentication is successful, the mutual authentication

section 39 of the content provider 2 generates a 64-bit random number
R3 in Step S93. 1In Step S94, the mutual authentication section 39 of
the content provider 2 generates a concatenation R2"R3 of the random
numbers R2 obtained in Step S90 and the random number R3 generated in
Step S93. In Step S95, the mutual authentication section 39 of the
content provider 2 encrypts the concatenation R2[|R3 with the public
key Kpesc obtained in Step S89. 1In Step S96, the mutual authentication
section 39 of the content provider 2 sends the encrypted concatenation
R2||R3 to the mutual authentication section 17 of the EMD service center

1.
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that represents the content provider 2, and supplies content Ato the
_conmpression section 33. In Step S202, the conpression section 33 of the
content provider 2-1 conpresses the watermarked content A by a

predet ermi ned nethod such -66 as ATRAC2 and supplies it to the encryption
section 34. In Step S203, the random nunber generator section 35 generates
a random nunber for wuse as a content key KcoA and supplies it to the
encryption section 34. In Step S204, the encryption section 34 of the
content provider 2-1 encrypts the watermarked and conpressed content A by
a predeterm ned nethod such as DES by using the random nunber (content key
KcoA) generlat 2deby Shet randboehutigrergenestaitar ssetioon 361 thiecEMD sedvape
5205, the encryption section 36 encrypts the content key KcoA by a

pr edet erernitresd 1nee droyb 531 d¢h eagn OER byd uminmg tene tdein RéHBB ket IKd tsuppt seg rey
the EMD service center 1. In Step S206, the secure container preparation
secti orke38 Ksfesthe Ipoftent SPBovilermetuak onpihent keaasin egatd iy thef the
application of a hash function to the content A (encrypted with the

cont entEMperydRe cepbarehichacds khgadeener et apndamh nppbegeR? \a3i ey the)

, and UCP A and UCP B (Figure 12) for content A that are stored_in the

pol i cy TRy Weke Y div IENemmfedndy WwiteP 13 Hdde vangemvnumbiets Rewkeded et

key Ksesc, to generates the signature shown  in figure 17. In Step S2Q7,

the sehe Wntfner Ifr &bsvafesiisedti 65138 tdrest A& te Shee FONSERY BEPVEIILT
prepares.the content praqvider secure container, shown in figure 17, which
cont ai r?sléglrﬁ%]nt(lwt(%ncrlfp%é%y\ﬁiotqﬁo?hé%c'ﬁﬁ%mates the procesg, determining

that the content provider 2 is illegitimate.

As described above, the mutual authentication section 17 of the
EMD service center 1 and the mutual authentication section 39 of the
content provider 2 perform mutual authentication. The random numbers
used for the mutual authentication are temporary keys Ktemp valid only
for the processes subsequent to the givén mutual authentication.

(6-2) Transmission of content from content provider to service
provider

Now the process of Step S12 in Figure 38 will be described. In
Step S12, the content provider secure container is supplied from the
content prévider 2-1 to the service provider 3-1. Details of the
process is shown in the flow chart of Figure 43. In Step S201, the
watermarking section 32 (Figure 11) of the content provider 2 reads
content A from the content server 31, inserts a predetermined watermark
that represents the content provider 2, and supplies content A to the
compression section 33.

In Step S202, the compression section 33 of the content provider

2-1 compresses the watermarked content A by a predetermined method such
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key KcoA), the content key KcoA (encrypted with the delivery key Kd), UCP
A, UCP B (Figure 12), and the signature generated in Step S206. In Step
S208, the nmutual authentication section 39 of the content provider 2-1
perfornms nutual authentication with the nutual -67 authentication section
45 (Figure 19) of the service provider 3-1. The process of this nutual
authentication is simlar to that described with reference to Figures 40
to 42 and thus description thereof is omtted. In Step S209, the secure
contai ner preparation section 38 of the. content provider 2-1 sends the
content provider secure container prepared in Step S207 to the service
provi des BTRAQGY atd scipipig eshe tatio e ieoatriyprt iopesectiont ¥4 ( FilgubEepsy203,

i ssued in advance by the certification agency. Wen the content provider
secur e thenrahdem hgmbeppyerera oot heeckirvite gureriades 3- raadonenerbpedior
above, the process of Step S12 finishes and Step S13 in Figure 38-begins.
(6-3) Wsanswi ssicontentcbayeReohs anfsepppdéepr b¥i g@rtltl@) PREEYREEON | PESE EpD
S13, the service provider secure container is supplied fromthe service
provi déf-3-1 to the user home network 5 (receiver 51) Details of the
process is shown in the flow chart of Figure 44. In_Step S221, the pricing
section 42 {Figtee 9994 ofthhere ¥R hrRAtdan 34- PfcﬁE€k§0PH§n§|©ﬁ%Yh?%r
contalned in the authentlcatlon certificate attached to the conten

pr ovi dér s%%%ﬁb@%ﬁbs.wre@w 9 APAE VST EPBGPHEIAEYJ? pﬁd%%rmmed

aut hentication c rt|f| ure 18) has, not een fal r|C|n
ot T omebopo et R DER By ks ey thon F gl BYRER, (GPBYERG: Ky Regh) o 0
tcgret f‘;‘f gg}t%té' ? 'S%tﬁer%%%é@ﬁb%mb@egexee{é{érc%te' Q0 ,2f 54 he AUt hentd. até%‘s

the encryption section 36 encrypts the content key KcoA by a
predetermined method such as DES by using the delivery key Kd supplied
by the EMD service center 1.

In Step S206, the secure container preparation section 38 of the
content provider 2-1 computes a hash value by the application of a hash
function to the content A (encrypted with the content key KcoA), content
key KcoA (encrypted with the delivery key Kd), and UCP A and UCP B (Figﬁre
12) for content A that are stored in the policy storage section 37,
and encrypts the hash value with its own secret key Ksesc, to generates
the signature shown in figure 17.

In Step S207, the secure container preparation section 38 of the
content provider 2-1 prepares the content provider secure container,
shown in figure 17, which contains content A (encrypted with the content
key KcoA), the content key KcoA (encrypted with the delivery key Kd),
UCP A, UCP B (Figure 12), and the signature generated in Step S206.

In Step S208, the mutual authentication section 39 of the content

provider 2-1 performs mutual authentication with the mutual
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process.of Step S83 in Figure 42 and thus description thereof is omtted.
.In Step S222, the pricing section 42 of the service provider 3-1 decrypts
the signature in the content provider secure container sent by the content
provider 2-1, by using the public key Kpcp of the content -68 provider
2-1. It checks the content provider secure container for falsification by
determ ni ng whether the resulting hash value matches the hash val ue

obtai ned by the application of a hash function to the content A (encrypted
with the content key KcoA), content key KcoA (encrypted with the delivery
key Kd), and UCP A, UCP B. If the two hash values do not match

(f al si fawtdtdrdgni dat det secédpnthe (priguessl Pk oft ehaistatvede pnovhisr eéxdnpl &he
however, it is assuned that there is no falsification of the content

provi derrazesf e feomt aimwdnadneuSrept Spaiond speihbtaednehket depQiidredp2gh
the pricing section 42 of the service provider 3-1 takes content A
(encryptefernange tigeFégnrentdkdp RKéompd thusedessrént iRaythaeenf (ienemypted.-
with the deIiverg keﬁ Kd), and the signature out of the content provider
secur e CbALEPNEA0 anEPSUPPTIER COREMLPE LtPERDTR BN sgetdep B ofviie Ropkent
stores them Also, the pricing section 42 takes UCP A and UCP B out of .the
cont entPiRO\A&Ter? e ScbR€aFARECRAMPSAPPIE ESSEFUr § CAHS I P& PGS A

Drepar ol 90 S35F LON 08 s PSR, 200% 410 PLLCLNG, SERLLON #2 0L Lhe senvtee
(Floure. 22, pased, @ ibe pifackes) Vo2 Acad sypplies Lhamig Lhe pecue
preparationW%%ﬁiéﬁ%‘%%n'%n%h%rovider secure container is supplied to the
serviceproviderBélasdescribedabove,theprocessofStepSlZfiﬁishes'
and Step S13 in Figure 38 begins.
(6-3) Transmission of content from service provider to receiver
In Step S13, the service provider secure container is supplied
from the service provider 3-1 to the user home network 5 (receiver 51).
Details of the process is shown in the flow chart of Figure 44. 1In
Step S221, the pricing section 42 (Figuré 19) of the service provider
3-1 checks the signature contained in the authentication certificate
attached to the content provider secure éontainer sent by the content
~provider 2-1. If the authentication certificate (Figure 18) has not
been falsified, the pricing section 42 takes the public key Kpcp of
the content provider 2-1 out of the authentication certificate. The
verification of the authentication certificate is similar to the
process of Step S83 in Figure 42 and thus description thereof is omitted.
In Step $222, the pricing section 42 of the service provider 3-1

decrypts the signature in the content provider secure container sent

by the content provider 2-1, by using the public key Kpcp of the content
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service provider 3-1 prepares the service provider secure container shown
in Figure 24 fromcontent A (encrypted with the content key KcoA) read
fromthe content server 41, the content key KcoA (encrypted with -69 the
delivery key Kd), and UCP A, UCP B, PT A-1, PT A-2, PT B-1, PT B-2 and
their signature supplied fromthe pricing section 42. In Step S226, the

mut ual aut hentication section 45 of the service provider 3-1 perforns

mut ual authentication with the nutual authentication nodule 71 (Figure 26)
of the receiver 51. The process of this nmutual authentication is simlar
to that described with reference to Figures 40 to 42 and thus description
t her eoforicyigiein t2ed.. | AtSchpck22thet henseotr erovntarnercprepapatpdneseéeton
44 of the service provider 3-1 sends the service grovider secure cont ai ner

pr epar dd lisi fSiaat ispp byt de t pemi piey wre Blepthehse gy b iRgria Hetiadide Batphes
attaching the authentication certificate (Figure 25) of the service
provi déhe3heshyyad ueheb§aippdebr bie depP sbeakEon Whtaihseh ifanskion se £he
the receiver 51 by the service provider 3 as descri bed above, the process
of SteF BLEI i sRCTARF St o 11 41 GanfiRTd FPhEGNY / @Pbe e S KT Pof
by ho (STEUREEDRBITT A 06 - 9at ditock by (e 1iecery el G Tof eho thSeFvo
SR M A ALY I L I ST
O oS dSSAel, SLIBSLASLTE ML 8] ST SR Ln M AL Il e 4 o

. falsification of the content provider secure container and Step S223

is performed next.

In Step 5223, the pricing section 42 of the service provider 3-1
takes content A (encrypted with the content key KcoA), the content key
KcoA (encrypted.with the delivery key Kd), and the signature out of
the content provider secure container and supplies them to the content
server 41, which then stores them. Also, the pricing section 42 takes
UCP A and UCP B out of the content provider secure container and supplies
it to the secure container preparation section 44.

In Step S224, the pricing section 42 of the service provider 3-1
prepares PT A-1, PT.A—2.(Figure 20) and PT B-1, PT B-2 (Figure 22) based
on the extracted UCP A and supplies them to the secure container
preparation section 44.

In Step S$225, the secure container preparation section 44 of the
service provider 3-1 prepares the service provider secure container

shown in Figure 24 from content A (encrypted with the content key KcoA)

read from the content server 41, the content key KcoA (encrypted with
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t he comuni cations block 61. If the nutual authentication is successful,
.the .comuni cations block 61 receives the service provider secure container
(Figure 24) fromthe service provider 3-1 that -70 participated in the
mutual authentication. If the authentication fails, the process is
termnated. In this exanple, however, it is assuned that the nutua

aut henti cati on has been successful and Step S242 is perforned next. In
Step S242, the comunications bl ock 61 of the receiver 51 receives an

aut hentication certificate of the secret key fromthe service provider 3-1
that participated in the nmutual authentication. In Step S243

encr ypttihénAgéeérepti baY bl @t U6F BneU¢Rdbi Fdr A-31 Bﬁé%k%'ﬁﬁeEklgnEFu?ez
contained in the service provider secure container for falsification

recei védd it §ﬂép53$$ftuFﬁ rapeliedatiton the @ei&dndd Sechd opr cess |s
termnated. _In_this exa however, i assuned tha he
falsificatioh %%F') §2e%"ng§$ IF‘%%%JY f%%tm&loquﬁegrtéﬁns’ééz?fr?ﬁlé fﬁ:ﬁ%l‘fﬁat
satisfy the usage .conditions and s .t.hat tisfy t

condt { PRV ISR Soilo IO T S o t Rt R G EAIon HE o RusHagE: qure 32
stored _in th f the r 51, and displa d on th

di spl af U lﬁ&%ﬁbm?wﬁr 5ok enes i €Lk, o aci T o THES BEpb0Ss
sel ectsftq%lus%%) arI ?fctloc% ig 1; Eshhe hl&Psarb){:orr%rﬂta%uld%ggr}qbtgi [‘ﬁﬁ}%r at or

panel fhot shiown erence ails

di spl ayed. Then, hfh%@pg; £ORYT 9181 (88 OULDUES, 10 A2, ¢ Lieodi 0PaLS

t hat correspon user opération inpu € oper pane
In Step S227, the secure container preparation section 44 of the

service provider 3-1 sends the service provider secure container
prepared in Step S225 to the receiver 51 of the user home network 5
by attaching the authentication certificate (Figure 25) of the service
provider 3-1.

When the service provider secure container is supplied to the
receiver 51 by the service provider 3.as described above, the process
of Step S13 finishes and Step S14 in Figure 33 begins.

- (6-4) Recording of content by receiver

In Step S14, the service provider secure container sent by the
service provider 3-1 is received by the receiver 51 of the user home
network 5. Details of the process is shown in the flow chart of Figure
45. 1In Step S241, the mutual authentication module 71 (Figure 26) of
the receiver 51 performs mutual authentication with the mutual
authentication section 45 (Figure 19) of the service provider 3-1 via
the communications block 61. If the mutual authentication is
successful, the communications block 61 receives the service provider

secure container (Figure 24) from the service provider 3-1 that
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In this.exanple, "Use Point Information"” of the reference information 51
.indicates that content use point of the content provider 2-1 counts 222
poi nts as shown in Figure 33. According to this reference -71 information
51, out of UCP A and UCP B set in accordance with the content A UCP A
whi ch shows "User Conditions 10" of "Usage Conditions 10" contains '200
Points or Hi gher' is selected. Besides, since "Account-Settling User

I nformation" of the reference information 51 has set the user F as 'Male',
"Pricing Conditions 10" of PT A-1 (Figure 20A) are satisfied. Therefore,
in this exanple, out of PT A-1 and PT A-2 prepared in accordance with UCP
A PT Rarbigipated by thednaial pythentbcptaioand Hrthe putthendiisiatapadf ahl s he
display unit. Also, in this exanple, as above, the user F has sel ected
usage d&¥aRIOCEFOisudeIRingfae IR ShipTeAanmpley nhorgpespast ifeassumed
accounting nodule 72 of SAM 62 of the receiver 51 prepares UCS A (Fi gur,e
28) and d:@r‘ﬁi“h’&‘%a&f GUrRERH CAtAENg s BEFD, Supssed iyl eRE EhePySéfZ is
"Usage Details 11" of UCP A (entries of "Usage Details 11" of UCP A-1)

sel ect EF P8 "§¥44. This means that, in this case, the content Ais

h d d df 2000 .. L.n St S24 t A d
purchaved 28 Esapodced LR 200048k, 0, BR.R4% CanLe & febervele
e OB, BRGS0 Ll S NG RIS e
d t ] .uni of t i d ti it.74.d ts.the.
dect PN AN b Sh0ht ey FRELYBLLPILOEEIRL U SEEENBLR L0 o

service proVRdglSeOE tHNLALPRE: 3h) e kDS PEL HRdh 1P 4K0 Sy 8ckivbbe

menory nodu
51 checks the signature contained in the service provider secure

container for falsification received in Step S241. If falsification
is detected, the process is terminated. In this example, however, it
is assumed that there is no falsification and Step S224 is performed
next.

In Step S244, the UCPs that satisfy the usage conditions and the
PTs that satisfy the pricing conditions are selected, based on the
reference information 51 (Figure 32) stored in the memory module 73
of the receiver 51, and displayed on the display unit (not shown) through
the display controller 67. The user selects the usage details of one
oftheUCPsbynmnipulatingtheoperatorpanel(notshownfwithreference
to the details of the UCPs and PTs displayed. Then, the input controller
68 outputs, to SAM 62, the signals that correspond to the user operation
input from the operator panel.

In this examplé, "Use Point Information" of the reference
information 51 indicates that content use point of the content provider

2-1 counts 222 points as shown in Figure 33. According to this reference
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In Step S248, the encryption unit 93 of the encryption/decryption unit 74
.encrypts the content key KcoA decrypted in Step S247, by neans of the save
Key Ksave stored in the nenory nodule 73. -72 In Step S249, the data check
nodul e 75 of SAM 62 searches the usage  information storage 63A (Figure 29)
of the external storage 63 for the block BP which has free space and in
whi ch the content key KcoA encrypted wth the save key Ksave in Step S248
and UCS A prepared in Step S245 are stored in matching pairs. In this
exanpl e, block BP-1 of the usage information storage 63A in Figure 29 is
detected. Incidentally, in the usage information storage 63A of Figure 22,
t he usatfel PFRdFHAR i%dn Cnkrdr YCBAeanRBIGF Bfsethé N eekr BPiae Wd tihdh coptent
al ready store the content key KcoA and UCS A In this exanpl e, however,
Chey ars HORP sh GPRtCRESIPHT o GoPht CHpRl  HPiskle Gt HHTRAT droHHDIRN S
'RP-3 of the pblock BP-1 is free, containin redetermned initial

i nf or nEEPRFEITH KD ZHRtS 1Pk Bighethebk g5 oPethéerectPER 51

oht ey B QoS0 YELUE. O gBLYLAR 8 T WEthen L0 e ok Bt o,
Set oot 5} B B P TS SR B R AR TR S sy
P (O & At BT RIS B Bt g g
T L e

L0 COBETRE ABRLSIE- 1y S SHOodWh RS LCBIBY nd) LERST S i
example, as above, the user F has selected usage details 11 of UCP A
(price 11 of PT A-1).

In Step S245, the accounting module 72 of SAM 62 of the. receiver
51 prepares UCS A (Figure 28) and accounting information”A (Figure 30),
based on the entry of "Usage Details 11" of UCP A (entries of "Usage
Details 11" of UCP A-1) selected in Step S244. This means that, in
this case, the Content A is purchased and reproduéed for 2000 yen.

In Step S246, content A (encrypted with the content key Kcod),
UCP A, PT A-1, PT A-2, and the signature of the content provider 2 are
taken out of the service provider secure container, output to the HDD
52, and stored there. 1In Step S247, the decryption unit 91 of the
encryption/decryption unit 74 decrypts the content key KcoA (encrypted
with the delivery key Kd) contained in the service provider secure
container, with the delivery key Kd stored in the memory module 73.

In Step S248, the encryption unit 93 of the encryption/decryption

unit 74 encrypts the content key KcoA decrypted in Step S247, by means

of the save key Ksave stored in the memory module 73.
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menory area RP-3 of the block BP-1 in the usage information storage 63A
(of the external storage 63) as shown in Figure 29. -73 In Step S253, the
data check nodule 75 of the receiver 51 conmputes a hash val ue by applying
a hash function to the block BP-1 data in the usage information storage
63A, including the usage information stored in the usage information
menory area RP-3 in Step S252. In Step S254, the data check nodule 75
overwites the verification value HP-1 stored in the nenory nodule 73 with
the hash value. In Step S255, the accounting nodule 72 stores, in the
menory nodul e 73, the accounting information A prepared in St ep S245, and
t he process In Sitspe§24Pn thegasasdhedk modellgat & chédM o delae CT& sdbh e rus ates
that the conputed hash value and the verification value HP-1 do not match,
the bl bBkoppatigatatoeadodsh fELgFred) @fn§é§u©m¢§/nal e dge @Refkr the
nodul e oes to Step S256, where it determ nes whether all the bl ocks BP
inthe Béagg BE\WBi fhthah L5e6rSRpc B8Rddm vhéchxihe RantsnbrkrieKegA rnas yiteash
checked. L it determnes that not all the blocks BP in the external

st or age"63PhEDE PRBR kewdicare iin §5ep 348t epdsPss énﬂr%%%?%%elsn Stp 5245
unchecked bl ocks, (other blocks with free space), returns to Ste S250,
where t RESrERr et rlflhléa ?Bb’égéqusrsexeéﬁt'é%llsIeﬁ‘aStpéﬁfSE%Cklﬁp‘t]h@fd'é}ﬂ%‘bﬁé}ﬂ(

dul e 75_det t hat the _bl ocks,_BP th f t
Cor aget BIATBRCLHE. SKPBRHSI C3h of BB IRE° nAac 1%2@%%%%%83 e in

bl ock f h
i n?gr maEl %g&sa Isgqf??eﬂ[{qvori i Oﬁlaégegéﬁ E?lst &2 t?g‘{%se%%‘;rsaqbfé)r&a&ﬂl%r
Secure Iﬁgﬂgflﬂ/%erreé ﬁPt—Bugf t%%%i’&‘gk %—l is shown to already store the content

key KcoA and UCS A. In this example, however, they are not stored at
this point and the usage information memory area RP-3 of the block BP-1
is free, containing predetermined initial information.

In Step S250, the data check module 75 of the receiver 51 obtains
a hash value by applying a hash function to the block BP-1 data (all
the data stored in the usage information memory areas RP-1 to RP-N)
detected in Step S249. Then in Step S251, the data check module 75
compares the hash value obtained in Step S250 with the verification
value HP-1 (Figure 31) that is stored in the memory module 73 and that
corresponds to block BP-1. If they match, the block BP-1 data is free
of falsification and Step S252 is performed next.

In Step S252, SAM 62 of the receiver 51 stores the usage'information
(the content key KéoA encrypted with the save key Ksave in Step S248
and UCS A (Figure 28) prepared in Step S245) in the usage information
memory area RP-3 of the block BP-1 in the usage information storage

63A (of the external storage 63) as shown in Figure 29.
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the receiver 51, the process of Step S14 finishes and Step S15 in Figure
.38 begins. -74 (6-4) Reproduction of content In Step S15, the contents A
supplied is used by the receiver 51. 1In this exanple, according to the
usage details 11 of UCP A selected in Step S224 of Figure 40, the usage
type of content A is reproduction. Thus, reproduction of content A wll be
descri bed next. Details of the reproduction is shown in the flow chart of
Figure 46. In Step S261, the data check nodule 75 of the receiver 51
conmputes a hash value by applying a hash function to the block BP-1 data
in the wusage information storage 63A of the external storage 63, including
the cont ent IReYtRR 0% IonéPgpieta ihark Redsage’ R&f kegvESCRhRE UGS ﬁ\O@PBF@ﬁ
in the usage information nenory area RP-3 jn Step. S252 of Figure 45.

St ep S%@asphgaélé?ab%r?é?ﬂ@ﬁﬁlﬂtﬁjlaeh?shofu?%%l?%c"é? \F@;e éioeésn%%rééia%énhsgﬁ
val ue conputed in Step S261 with the hash value (verificati value HP-%)
conput F3IE SPERTEIEION SEPFATR B addSStGiad FhRetirA%e TSt SFSTF

S5 St Ars, R U ks W 3 o g st L0 o
of 52%3@5%?3%@" o ed%&qie%ﬁﬁﬁﬁﬂ%% Y R cRoReR Befuq T GROReE
+ Par andter SIS B i s AT i PHEPoP282ag S and i
S MR I, SERSR P AR O T B
avai | abl g a0 i fod A prepared in Step $245, and the process finishes.

In Step S251, if the data check module 75 determines that the

computed hash value and the verification value HP-1 do not match, the

block BP-1 datahas been falsified. Consequently, the data checkmodule

75 goes to Step S256, where it determines whether all the blocks BP
in the usage information storage 63A of the external storage 63 have
been checked. If it determines that not all the bloéks BP in the
external storage 63 have been checked, it goes to Step $S257 and searches
for unchecked blocks (other blocks with free space), returns to Step
S250, where the rest of the process is executed.

In Step S256, if the data check module 75 determines that all the
blocks BP in the usage information storage 63A of the external storage
63 have been checked, there is no block BP (usage information memory
area RP) that can store usage information. Consequently, the process
finishes.

When the service provider secure container is thus received by
the receiver 51, the process of Step S14 finishes and Step S15 in Figure

38 begins.
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is not withinthe limts, the content is judged to be unavailable. On the
.other. hand, if "Type" of "Usage Details" for UCSis set to a use -75 type
that allows reproduction (duplication) up to a certain nunber of tines,
"Paraneter” stores the information about the renmaining nunber of tines the
content can be used. If the available nunber of tines stored in
"Paraneter" is not zero (0), the corresponding content is judged to be
avail able. On the other hand, if the available nunber of tinmes is zero
(0), the corresponding content is judged to be unavailable. Since "Type"
of "Usage Details" for UCS Ais set to 'Purchase and Reproduce,' in this
exanpl e, thé6c6htBﬁPrﬂdP§tbGPcﬁ§s€§n5ﬁBtreproduced without limt.

Therefore, "Paraneter” of "Usage Detail s" contains informati
that cont enfli $t&RaF] 2blldie AP HaRisS ﬁnSPﬁPéleéKES %@é¥h¥'§P§pr§§83ver St

ﬁSQE.e”T%l &rs éfe%p?ehiagée%éﬂbbﬁé’%@%F@s”%@%ﬂq%w ﬁta&ovfeﬁ‘éél pRLreEed”

ucs A A sho

upaat ed %E b“’%%ﬁ&fsglﬁﬁﬁse of r%tﬁéggg%r%%o BBhk Rl éﬁ-ererogucPlon-
T n

2l 1 ous T od FEETOBIR R G of Garar Aunt Zastfﬁécirtlﬁs‘é’i Ry PBEaLhdsor

t he SAI\éI 62 gef rtogﬁ\ %an ver s%]o tqr esch[ hefllé(v?rsch%rl{p ur}e8t4%p S264 ( not

actually up exanp e) usage in orna on nenory area
5 0 CISPLORY L \RLIE VG LT TR GO ) e
hash V%JHQS%YVQEHEyB Eﬁﬁ%ﬂV%ﬂb”fuﬂgghoﬁunctlon to the block BP-1 data in the
usage information storage 63A of the external storage 63, including
the content key KcoA (encrypted with the save kéy Ksave) and UCS A stored
in the usage information memory area RP-3 in Step S252 of Figure 45.
In Step S262, the data check module 75 of the receiver 51 compares
the hash value computed in Step S261 with the hash value (verification
Valué HP-1) computed in Step S$253 of Figure 45 and stored in the memory
module 73 in Step S254. If they match, the block BP-1 data is free
of falsification and Step S263 is performed next. |
In Step S263, it is determined whether contents A is available,
based on the information contained in "Parameter" of "Usage Details"
for UCS A (Figure 28). For example, as "Type" of "Usage Details" for
UCS is set to 'Limited-Time Reproduction, ' "Parameter" of the UCS stores
the start time and end time of usage. And it is determined whether
the present time is within the limits. That is, if the present time
is within the limits, the content is judged to be available and if it
is not within the limits, the content is judged to be unavailable. On

the other hand, if "Type" of "Usage Details" for UCS is set to a use
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to the block BP-1 data in the usage information storage 63A of the

.external storage 63, including the UCS A stored in Step S265 and -76
overwites the verification value HP-1 stored in the nmenory nodule 73 wth
the hash value. In Step S267, the nmutual authentication nodule 71 of SAM 62
and nutual authentication nodule 101 of the deconpression section 64
perform nmutual authentication and share tenporary keys Ktenp. The process
of this nmutual authentication is simlar to that described with reference
to Figures 40 to 42 and thus description thereof is omtted. The random
nunbers R1, R2, and R3, or their conbinations used for the nutual

aut henti¥Ra it tapd L evsr P ERAY &HHIR ardHRley R Hinp UP| RO R i ISFed nyfRer of

decryption unit 91 of the encryptjon/decryption nodule 74 decr% ts the

Cont entC RESE KGR TBIRGATIL S4ORFPh P Rot BEVETREYOR RERIY) oo 68 BEoBRTERE 1

63A of Ghd WG CUVge 05 E sk S350t BVGatebls, BYBRE| Rg ERECS
k K . stored int . dul e 7 Next, in St S269, the,

cnor ypr I Slb 1 93 RS T iy JE GiRdedipt (8 FOAGPEEPASERE; SprS PR S

d ted tent k KcoA,, b [ t he t k Kt 1S

5270, " SIEH Sohdes T IARAS pt Sl £0%: BT Koy SREoA dn hypt L8 APPRe; ARtbeE

t ey Kt t ' ect i 6 I

ompor oty NI IR, (e BRTIESOn ARG N A Ly SERF R, dde

key KCQﬁg@%ifﬁﬂ%bthe tenporary key Ktenp. In Step S272, the deconpression
section 64 receives the content

Since "Type" of "Usage Details" for UCS A is set to 'Purchase and
Reproduce, ' in this example, the content A is purchased and reproduced-
without limit. Therefore, "Parameter" of "Usage Details" of UCS A
contains information that content is available. And thus in this
example, in Step S263, contents A is judged to be available.
Consequently, Step 8264 is performed next.

In Step S264, the accounting module 72 of the receiver 51 updates
UCS A. Although UCS A does not contain any information that should
be updated, the available number of times stored in "Parameter" is
decremented by 1 if "Type" of "Usage Details"” is set to a use type that
allows reproduction up to a certain number of times.

Next, in Step S265, the SAM 62 of the receiver 51 stores the UCS
A updated in Step S264 (not actually updated in this example) in the
usage information memory area RP-3 of the block BP-1 in the usage
information storage 63A of the external storage 63. In Step S266, the
data check module 75 computes a hash value by applying a hash function
to the block BP-1 data in the usage information storage 63A of the

external storage 63, including the UCS A stored in Step S265 and
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A (encrypted with the content key Kco) recorded on the HDD 52 t hrough the
interface 66. In Step S273, the decryption nodule 103 of the -77
deconpressi on section 64 decrypts content A (encrypted with the content
key Kco) with the content key KcoA. In Step S274, the deconpressi on nodul e
104 of the deconpression section 64 deconpresses the decrypted content A
by a predetermined nethod such as ATRAC2. In Step S275, the watermarking
nodul e 105 of the deconpression section 64 watermarks the deconpressed
content A for identification of the receiver 51. In Step S276, content A
is output to speakers or the |ike (not shown) and the process finishes
Step SPFETWHLiGSS jtheq¥eElfifradirh S%\peé?szl ﬁé’treldhénhﬁgﬁ RERQUeY H@M&Z
in Step S261 angﬁiqha h val ue stored in the nmenory nodule 73 of the
recei vert ¥t €or if the content is judged to be unavailable in

ﬁégé’a§§6§n ﬁﬁ”sﬁeep‘#§§7 ﬁeﬁﬁ{sﬁ”ﬁgﬁﬁaﬁﬂ%’r{wﬁr%ﬁf&?h@ %wteplﬁydé’% W Porna7
d
on t ho e Ve tri-,e?%t% g Jp%&osésu%ﬁ“ﬁ% g e e Rookey
Fi h
et | | AT 6 “e”ﬁvéciaétlvoé}”ea&id 14 eteﬁnéosoﬁrf.s%’eﬁ%ﬁ Ak
the fl %\%o(we dst olfntlﬂQﬁ%%uaﬁ.%u&%x?%ﬁégfféﬁ ' ﬂlfﬂg ﬁgtth@

post ed “excee rese It char ge ormal or tenporary

regi stral O, Ok, bigapss%se azoin&'eé vseegs%%@t%gnbe&%géf%Seh%%ed

maki ng it 1 npossible exanpl e, to decrypt t cont ent
(encrypied MWddbnt Ren®elHisVRiY R2, and R3, or their combinations used for the

mutual authentication are stored as temporary keys Ktemp.

In Step S268, the decryption unit 91 of the encryption/decryption
module 74 decrypts the content key KcoA (encrypted with the save key
Ksave) stored in block BP-1 (the usage information memory area RP-
3) in the usage information storage.63A of the external storage 63 in
Step S252 of Figure 45, by using the save key Ksave stored in the memory
module 73. | |

Next, in Step S269, the encryption unit 93 of the
encryption/decryptionmoduie74encryptsthedecryptedcontentkechoA,
by using the temporary key Ktemp. In Step S270, SAM 62 sends the
encrypted content key KcoA encrypted with the temporéry key Ktemp to
the decompression section 64.

In Step S271, the decryption module 102_of_the decompression
section 64 decrypts the content key KcoA by using the temporary key
Ktemp. 1In Step S272, the decompression section 64 receives the content
A (encrypted with the content key Kco) recorded on the HDD 52 through

the interface 66. In Step S273, the decryption module 103 of the
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key Kd) .in Step S247 of Figure 45 (and thus inpossible to receive the
servjce provider secure container). -78 In Step S301, nmutual authentication
i's perforned between the receiver 51 and EMD service center 1. This nutual
authentication is simlar to that described with reference to Figures 40
to 42 and thus description thereof is omtted. Next, in Step S302, SAM 62
of the receiver 51 sends an authentication certificate to the user
managenent section 18 (Figure 3) of the EVMD service center 1. In Step
S303, SAM 62 of the receiver 51 encrypts the accounting information stored
in the menory nodule 73, by neans of the tenporary key Ktenp shared with

t he EMdesmmp s ient eectionrcStepr 804, carntkrseAdendr ymrddhei EMIsecontent
center 1 together with the version of delivery keys Kd, UCP and PTs, and
regi st rkaty dfcd)i stithsttdreedcdnterie KDDKEDA .l n Step S304, after the
information sent by the receiver 51 in Step S303 is received and
decrypted, tlheStser SAdAagehendecumiossion miduke lEI\ﬂDos‘-eWieCéecempéeS§ion
checks the receiver 51 for any illegal act that would nmake "Status Fl ag”

i n the Sl £14 sleqarprassase W@ dasrypdiash.contendt ép b3365 prter«;iéett@irlrrlnrna@l
section 19 of the EMD service center 1 analyzes the accounting information
recei vére ihpdttirhs3@3 ATBAEZ!- culat BteR 2 B urits Wad sy@adidige do0g lehd Ogs et
(for exanple, user F), . Then, in Step S306, the user nmanagenent sectlon 18
checks & §§€°F‘Pr€ﬁ§188c%%’%%°n\ﬁé‘r\éa§§F¥‘PéHSsUb%é’§§Pﬂ‘Plr3?sSﬁds‘?% enpgh for

Next, in Step S307, the user agerrent section 18 of the EMD )
identification of the receiver 51. 1In Step S276, content A is output

to speakers or the like (not shown) and the process finishes.

In Step S277, if it is determined in Step S262 that the hash value
computed in Step $261 and the hash value stored in the memory module
73 of the receiver 51 do not match, or if the content is judged to be
unavailable in Step S263, SAM 62 runs predetermined error processing
to display an error message on the display unit (not shown) through
the display controller 67 and the process finishes.

| In this way, when content A is reproduced (used) on the receiver
51, the process finishes, and so does the entire process in Figure 38.

_(6—6) Account settlement

Now the processing procedures for settling accounts with the
receiver 51 will be described with reference to the flow chart in Figure
47. This process is started when the amount posted exceeds a preset
ceiling (the.limit charge for formal or temporary registration), or
if the versionof delivery keys Kd becomes obsolete, making it impossible,
folr example, to decrypt the content key Kco (encrypted with the delivery
key Kd) in Step S247 of Figure 45 (and thus impossible to receive the

service provider secure container).

~78-



service center 1 sets the registration conditions of the receiver 51 -79
based on the results of checks run in Steps S304 and S306, and attaches a
signature to it to prepare a registration list of the receiver 51. For
exanple, if an illegal act is detected in Step S304, the "Status Flag" is
set to 'Stop, ' which stops all the subsequent processes. In short, the
receiver 51 can no |onger receive any service fromthe EMD system On the
other hand, if it is confirnmed that the settlenent has failed in Step
S306, "Status Flag" is set to 'Restricted,' in which case, the receiver 51
can no | onger purchase any new content although it can reproduce already
purchased cadnt &ftep Nsdl, v uidc awithesdtitdadriom iy eeeso nyssk bed wSteap tHR08,
where the user nanagenent section 18 of the ENMD service-center 1 encrypts
the | aERCEIVRYF s?bralst EYE iseai Geeypsnker( the Thitestutivale@uidartisicaddlany ésy
keys Kd) and the registration |list prepared in St%p S307, by using the

t enpor a¥ ke %%ﬁé{ataﬁl&%éﬁa@dmétgeéﬁf%em@e thee Flgegiaged 0510 4heand thus
registration |ist does not need to be encrypted because of its attached

si gnat IFRSCTIPE D G300 5aN 62 bEtedhe receiver 51 receives the deljvery
keys Kd and registration |ist sent by the EVMD service center 1, through
the comuniN&&thrond mtEdk S@@,z'desal‘@/pﬁ% dthdhe FFFEtSirest ReRdsh athe nenory

dule 73 .and the HDD 52 stores the registration list. At the same _tine,
the accOUR TG FHE b eRS Tk St o (PRe URBROPS ABTP AL 7285 SLon it &d Tire

Egﬁtﬁggéf%% gﬁ%?;@@g%e%ggcgeEEX€é¥ f?yﬁjﬁgt%kesggg?tggM 65@55%ﬂ§?&%2% V%L
51 encrypts the accounting information stored in the memory module 73,
by means of the temporary key Ktemp shared with the EMD service center
1 in Step S301, and sends it to the EMD service center 1 together with
the version of delivery keys Kd, UCP and PTs, and registration list
stored in the HDD 52.

In Step S304, after the information sent by the receiver 51 in
Step S303 is received and decrypted, the user management section 18
of the EMD service center 1 checks the receiver 51 for any illegal act
that would make "Status Flag" in the registration list to be set to
'Stop."'

In Step S305, the billing séction 19 of the EMD service center
1 analyzes the accounting information received in Step S303 to calculate
the amounts to be charged to the user (for example, user F). Then,
in Step S306, the user management section 18 checks to see if the accounts
were settled successfully in  -Step S305.

Next, in Step S307, the user management section 18 of the EMD

service center 1 sets the registration conditions of the receiver 51
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Now t he pr.ocessing procedures used when the control of content Ais
transferred fromthe receiver 51 to the receiver 201 will be described
with reference to the flow chart in Figures 48. In Step S401, nutual
aut hentication is perfornmed between receivers 51 and 201. This nutual
authentication is simlar to that described wth reference to Figures 40
to 42 and thus description thereof is omtted. Next, in Step S402, SAM 62
of the receiver 51 (source equipnent of control transfer) and SAM 212 of
the receiver 201 (destination equipnment of control transfer) checks
whet her control transfer of content is possible, referring to their own
regi st r REF6A N dihee respadcist ¢ £allegrksSANhoin thes0EB04 @udigyEnt aLSAM 6ci0ds
the receiver 51) checks whether the registration conditions of the
dest i nati dh9egtilpAReh? 1frteecdinana0) ragd stonrttdioned iistt bfstbenreegisér aii on
~list. If the are, it judges that control transfer of content is possible.
Simlarly, SHRMPRE  dbE Binnhl | ota kagitphe die teSARIA21IR Stk pt $130 4 £ tiev'es t 2049
checks _whether the registration conditions of the source equi pnent
(recei vBFa9513s 3@t dent &iteed 'i Whiel atpPs ey it isobskeiasent| prohegsase, in
j udges Elha control transfer of content is possible. If either side judges
that coftPbF-tFARsTeFebeotk €AP N8 | oMBeki M ee iV @nit 66a¥d Cies fromr Hhe AN,
In this exgngl e,oh ver, the registration lists of both receivers contain
gt on~

the regP$tr&tio P8RS BRNBothf técép\erriirmefsleiheysebbi Amentdus

Sep s100 681 Rerror! AI8F e si080= Chbaul 15 CRREKE ol 6 DIEE e | hen Which

receive&agg} the receiver 51 can no longer purchase any new content although
it can reproduce already purchased content.

Next, the account settlement process goes to Step S308, where the
user management section 18 of the EMD service center 1 encrypts the
latest version of delivery keys Kd (the latest three months' delivery
keys Kd) and the registration list prepared in Step S307, by using the
temporary key Ktemp, and sends the results to the receiver 51. The
registration list does not need to be encrypted because of its attached
signature.

In Step S309, SAM 62 of the receiver 51 receives the delivery keys
Kd and registration list sent by the EMD seérvice centér 1, through the
communications block 61, decrypts thém, and stores them in the memory
module 73 and the HDD 52 stores the registration list. At the same
time, the accounting information stored in the memory module 73 is
deleted and the registration list and delivery keys Kd are updated.

(6-7) Setting of control transfer
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searches.the transfer information storage 213A (Figure 36) of the external
storage 213 for the block BMthat stores the transfer information (content
key KcoA encrypted with a save key Ksave, ID of content A and |ID of SAM
62) received in Step S414 described later. In this exanple, block BM1 is
detected in Step S403. Incidentally, in the transfer information storage
213A of Figure 36, the transfer information nenory area RM1 of block BM1
is shown to already store the content key KcoA, ID of content A and |ID of
SAM 62. In this exanple, however, they are not stored at this point and
the transfer information nenory area RM1 is free. In Step S404, the data
check nodul eN@?5thhé¢ pheceestnyeprdfddeheskssed hehdah oicke Bhb it dat ao flet @t et
in Step S403 for falsification. Specifically, the data check nodul e 225
conput ed ash&shneieusedy fappl yhrgreaehash blntbi bhet vethévdat 403t widd ba
the block BM 1, and checks if the hash value matches the verification

val ue HNpscrhkedi wishoredeirsncensonsher flawdaher223nafdgtinas 46rr esponds to
the block BM1. If the match, the block BM1 is judged to be free of

fal sificati ot 2t¢P g0l prydend gebken bl Srepors4Ge) foSiep bsiosensrasoive vs
the receiver 201 sends a signal to the receiver 51 through the .
communi cat #BAs2Phe bitck MBial p@tbentigatisen isomtnslarr hasteet clesoniked
is possible. In Step S406, when the receiver 51 receives the signal from
the reteifeFe561enFRdtCafiAYTERafOcSAt Al apAahbier dBFCEbREEAR FEepESSi BFe,
t he data cggc nmodul e 75 of the receiver 51 detects the block BP-I that

-82 is PBE&LER in the usage information storage 63A (Figure 29) of the

Next, in Step S402, SAM 62 of the receiver 51 (source equipment
of control transfer) and SAM 212 of the receiver 201 (destination
equipment of control transfer) checks whether control transfer of
content is possible, referring to their own registration lists.
Specifically, SAM of the source equipment (SAM 62 of the receiver 51)
checkswhetherthéregistrationconditionscﬂfthedestinationequipment
(receiver 201) are contained in its own registration list. If they
are, it judges that control transfer of content is possible. Similarly,
SAM of the destination equipment (SAM 212 of the receiver 201) checks
whether the registration conditions of the source equipment (receiver
51) are contained in its own registration list. If they are, it judges
that control transfer of content is possible. If either side judges
that control transfer of content is impossible, the process is
terminated. In this example, however, the registration lists of both
receivers contain the registration conditions of both receivers.
Consequently, both sides judge that control transfer of content is

possible and the process goes to Step S403.
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external. storage 63 and that stores the content key KcoA corresponding to
the content A whose control is to be transferred. In Step S407, the data
check nodul e 75 of the, receiver 51 checks the block BP-1 data detected in
- Step S406 for falsification. Specifically, the data check nodule 75
conputes a hash value by applying a hash function to all the data stored
in the block BP-1. Then, the data check nodule 75 checks if the conputed
~hash val ue matches the verification value HP-1 (hash value conputed in
Step S253 and stored in Step S254 of Figure 45) that is stored in the
menory nodule 73 and that corresponds to the block BP-1. If they are
proved to beNéxlentirc8ltep $4e3, the dalteckhBPkImodtheiX2F odetbe receiver 201
falsification, Step S408 is perforned next. In Step S408, SAM 62 of the
recei vegeslicigheckBewhseheferhenfigenat ype storhge cohbniFigur®udchast tinel
Reproduce,' referring to "Type" in "Usage Details" of UCS A (Figure 28)
whi ch i8x5ebhred fhorpgebPbékfoBpthe (bhecksBethat oshareonthenbrynafen RP- 3)
detected in Step S406 in the usage information storage 63 of the external
st or agel BBOrPRERON " {GpRtent key dropanginypteads wish Bosapgrkpusesavel ID of
Reproduce,' as is the_case wth UCS A the use type of the content is

j udged £onbent Pyra2hdstl AhdSREpDHUERCe iRl iheS iRk Hhld Firscnidbest ditsap9.
In Step_S409, SAM 62 of the receiver 51 checks whether its owmn IDis

speci fi B0 BRI F IR LY RQFhAdn IeqGrERESES AN E5RPr B O0Fr andrcddendiadil g
in "Usa whet her the content_is under -83

t ransf e?’?e %:?ﬁlfg%?.géﬁf ;Jgﬁsﬁéhﬁ%)m%rﬁté?@r%%‘? ahtferot B 1y IR ridianshste

processig9g§m£9i§%e£e§§%9.area RM-1 of block BM-1 is shown to already store
the content key KcoA, ID of content A, and IDof SAM 62. 1In this example,
however, they are not stored at this point and the transfer information
memory area RM-1 is free.

In Step S404, the data check module 225 of the receiver 201 checks
the block BM-1 data detected in Step S403 for falsification. |
Specifically, the data checkmodule 225 computes a hash value by applying
a hash function to the data stored in the block BM-1, and checks if
the hash value matches the verification value HM-1 that is stored in
the memory module 223 and that corresponds to the block BM-1. If they
match, the block BM-1 is judged to be free of falsification and the
process goes to Step S5405.

In Step S405, SAM 212 of the receiver 201 sends a signal to the
receiver 51 through the communications the block 215, indicating that
control transfer of content is possible.

In Step S406, when the receiver 51 receives the signal from the
receiver 201, indicating that control transfer of content is possible,

the data check module 75 of the receiver 51 detects the block BP-1 that
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In Step .S410, SAM 62 of the receiver 51 specifies the ID of SAM 212 of the
,recel ver 201, which is the destination equipnment of this control transfer,
as the ID of destination equipnment in "Control Transfer Status" in "Usage
Details" of UCS A. Next, in Step 5411, the data check nodule 75 of the
receiver 51 conputes a hash value by applying a hash function to the data
stored in the block BP-1 that stores the UCS A which had the information
in "Control Transfer Status" in "Usage Details" changed in Step S410 (the
destination equi pnent I D was changed fromthe ID of SAM 62 to the ID of
SAM 212). In Step S412, the data check. nodule 75 wites the conputed hash
val ue overledetedrirespoadisgge htishoxmh Lok 1oxage eeBA n(Eheurend?y abdile
73. Next, in Step S413, SAM 62 of.the receiver 51 decrypts the content key
KcoA (emt@pm@b stiatage §év@n<|ietylartsév@re§tbh@d:qrx’cetnrtek@b'd&@@norre(wd}@@ge
informati on nenory area RP-3) of the usage information storage 63A of the
externatOst@‘?—a@@négnbypxt%]éo§%v@01k’é§/0ksh$et0efh%r‘ym%SfﬂrQ@' t he tenporary
key Ktenp shared with the receiver 201 in Step _S401, and sends it together
with its owth |§t(e|H356107$Af9h629ia‘éﬁddW@k m@rl%aﬁt eit th%\ L9eRt Yol whecks
"Content |D'_ of to the receiver 201. In tine with ¢the executlon of

this pr’é}é%slélo‘t:ﬁeB%oht%ﬁ't:aAdgF%?*é%ldlhnt%EeFHDi)‘l%@ for ﬁoﬁ]s%l@e‘?ﬂ }QPt he

(encrypPRack 1F84 b (iRr be P hes) REGHDS 7 0%@%§$e§¥\%s%és ey

PRAGATL L RE S SO LGN S gl S o) ?e]npg:Ta{}egP' b

Ktenp) gg%h éﬁgc Hggﬁféy7§e¥hec £SP1 £ SPRE géﬁpﬁéegghés w@éfue matches the
verification value HP-1 (hash value computed in Step $253 and stored
in Step S254 of Figure 45) that is stored in the memory module 73 and
that corresponds to the block BP-1. 1If they are proved to be identical,
i.e., the block BP-1 data is free of falsification, Step 5408 is
performed next.

In Step S408, SAM 62 of the receiver 51 checks whether the use
type of the content is 'Purchase and Reproduce,' referring to "Type"
in "Usage Details" of UCS A (Figure 28) which is stored in the blqck
BP-1 (the usage information memory area RP-3) detected in Step S406
in the usage information storage 63 of the external storage 63. When
"Type" in "Usage Details" is set to 'Purchase and Reproduce,' as is
the case with UCS A, the use type of the content is judged to be 'Purchase
and Reproduce,' and the process goes to Step S409.

In Step S409, SAM 62 of the receiver 51 checks whether its own

ID is specified as the ID of destination equipment in "Control Transfer

Status" in "Usage Details" of UCS A, i.e., whether the content is under
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save key Ksave it possesses, and stores it simlarly together wwith the 1ID
of SAM 62, and the ID of content A, and its own ID (ID of SAM 212) in the
transfer information menory area RM1 of the block BP-1 detected in Step
$403, in the transfer information storage 213A (Figure 36) of the external
storage 213, as shown in Figure 36. Next, in Step $S416, SAM 212 of the
recei ver 201 conputes a hash value by applying a hash function to the data
in the block BM1 that stored transfer information in Step S415 and that
is located in the transfer information storage 213A, and wites it over
the verification value HM1 stored in the nenory nodule 223. In Step $417,
t he corftansmmpytd egnigyotlhe Féddierepnbentsisnotednden tranHRBrpgP contripl, i s
determned in Step S404 that the block BM1 data in the transfer

i nf or metOPHIRTHIEBA DI Stere B:&rnal storage 213 has been falsified or
if it is determined in Step S407 that the block BP-1 data in the usage

i nf or mat i on 18t §t&§e SR, oFAMhEZeRf bl et ERje BB IReCi b the Jil iodd SAMhe
process is termnated. That is, if the menory area storing transfer )

i nfor nv?(]i?orP%aF_é’l%é@?an_‘{%Ii A% othiHhe ifsdde Aessinaiion KAS1PRER t Qifsithilsd
(nmore precisely, if it is suspected that any of them may have been

fal si fiCPErHo CHRFIRT1 radhistis I SorfdsiinatiQs §TERC el hr T d s

also termnated jif it is degtermned i, ep S407 that the use type of
cont ent RS Sof Aisch a8 UREORA Sk o UFh 2+ p8A /| STARTER A Ao

SUep, 08 4B cCOM Rl Aol S URICT L AUSL 0T ShEROLL O nash U1 Hy £
~a hash function to the data stored in the block BP-1 that stores the
UCS A which had the information in "Control Transfer Status".in "Usage
Details" changed in Step S410 (the destination equipment ID was changed
from the ID of SAM 62 to the ID of SAM 212). In Step S412, the data
check module 75 writes the computed hash value over the corresponding

hash value HP-1 stored in the memory module 73.

Next, in Step S413, SAM 62 of the receiver 51 decrypts the content
key KcoA.(encrypted with a save key Ksave) stocred in the block BP-1
(the usage information memory area RP-3) of the usage information
storage 63A of the external storage 63 by the save key Ksave, encrypts
it by the temporary key Ktemp shared with the receiver 201 in Step S401,
and sends it together with its own ID (ID of SAM 62) and the ID of content
A specified in "Content ID" of UCS A to the receiver 201. In time with
the execution of this process, the content A stored in the HDD 52 is
also sent to the receiver 201.

In Step 5414, the receiver 201 receives the content key KcoA
(encrypted with the temporary key Ktemp), ID of SAM 62, and ID of content

A from the receiver 51. In Step S415, SAM 212 of the receiver 201
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only in the case of the use type that allows content to be purchased and
reproduced. Al so, control transfer of content cannot take place further
(is not pernmitted) if the content is under transferred control. (6-8)
Cancel l ation of control transfer Now the processing procedures used to
return the control of content A to the receiver 51 (cancel the control
transfer) after it has been transferred to the receiver 201 follow ng the
procedures described above will be described with reference to the flow
chart in Figures 49. In Step 5431, nutual authentication is perforned

bet ween receivers 51 and 201. This nutual authentication is simlar to

t hat dedzrriyiets thd lracfisreshcenttenki gayekcdl {end2ymined tvhitish déwsc tiepiploarary
thereof is omtted. Next, in Step S432, SAM 62 of the receiver 51 (source
equi pnefry Kfergontwioth ttrlensfemporzany Say Kikng!, tdnenvede vdr a2@lin with the
(destination equipnment of control transfer) checks whether cancell ation of
the comvelkeyr BAsierit Posessidss, andf sterag ito siméilrrduntoegtber atitgn the
lists. The specific process for that is basically the same as that of Step
$402 i nIFiqfuis@Mig2anandhtbedEB cet prameitthéreand $tonPrReld (¥P StleSrdu2d2)

t he data check nodule 75 of the receiver 51 searches the usage information
st or agelT6SRe( Fr aus Eeponfrrnatd aaxmemaay afenr el 68 the bﬂ-ﬁéktﬁ%‘ck de ecred
stores the content key KcoA for the content @ A (encrypted with the content
key KcoA) SHf& Si%9undBrthe dnstnet e %ﬂrﬁl@ltlonTﬁéoﬁﬁaékzhﬂl(E%g%?eﬁeéPf

in this exa -86 Next, in Ste $434, the_data check nodule 75 of the
recei veq'h%lrgjtcﬁfér&]s %W%J%C%(l%pg o%ﬁ‘a”r&ie]tréc@%“?% Hep S433 for

falSIfICatI%th, in Step S416, SAM 212 of the receiver 201 computes a hash
value by applying a hash function to the data in the block BM-1 that
stored transfer information in Step S415 and that is located in the
transfer information storage 213A, and writes it over the verification
value HM-1 stored in the memory module 223.

In Step S417, the content supplied by the receiver 51 is stored
in the HDD 202.

If it is determined in Step S404 that the block BM-1 data in the
transfer information storage 213A of the external storage 213 has been
falsified or if it is determined in Step S407 that the block BP-1 data
in the usage information storage 63A of the external storage 63 has
been falsified, the process is terminated. That is, if the memory area
storing transfer information has been falsified or the usage
information has been falsified (more precisely, if it is suspected that
any of them may have been falsified), no control transfer of content
takes place.

The process is also terminated if it is determined in Step S407

that the use type of content A is not 'Purchase and Reproduce' or if
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The specific process for that is basically the sanme as that of Step S407
in Fi;gure 48 and thus description thereof is omtted. If the block BP-1
data in the usage information storage 63A of the external storage 63 is
judged to be free of falsification in Step $S434, the process goes to Step
S435. SAM 62 of the receiver 51 reads the ID of SAM 62 and I D of content A
fromthe UCS A (Figure 28) stored in the block BP-1 of the usage
information storage 63A of the external storage 63 and sends themto the
receiver 201 together with an appropriate signal requesting to cancel the
control transfer (her-eafter referred to as the Cancel Control Transfer
requestisiigriiderninest ep S$43654hehrb asfinta B2 s ulexf teensértrrad aumtrol.
Cancel Control Transfer request signal are received fromthe receiver 51.
Then, i Shept ssaantsay ransfer el regdiandy 01 toddr dHese Hd st parafigrited)
information  storage 213A of the external storage 213 for the block BMthat
st or es Ohe ID tdfe Coneemt Ahet HeeshiBeokkahsal ews eeatent |1 dfe Ewmchmses
The block BM1 is detected, in this exanple. In Step S438, SAM 212 of the
r ecei vé#PQFERIABIGRhes AtFerhePnEkel FrrBFLSAM B2cortRIE frNRe teke d a5V
62 ID regceived iin Step S436 is stored in the block BM1 (transfer

i nf or met o HerfdSyRal L TN CHe D 1T e CPRRSPEI S HRSEHat ¥ 3RS SebFag &t IR lof

t he external(é_taﬁraege Zégﬂéartllf it_is stored, Stefp S439 is performed next. In
this exanpl €,°tHe Phir NP &ea RM1 of the bl ock BM 1
doss 519r® Wiy LRy Wrochl 08 BRdLINS LI Bl BESST S0P SR SIF %oty
that SHQH%;'&Hgagé%éybé%AM16%cg%%eqe%ﬂefgéﬁ%iéfdtr;ygfgpfqg éé} it has been
transferred to the receiver 201 following the procedures described
above will be described with reference to the flow chart in Figures
49,
.InStepS431,mutualauthenticathnlisperformedbetweenreceivers
51 and 201. This mutual authentication ié similar to that described
with reference to Figures 40 to 42 and thus description thereof is
omitted. Next,inStepS432,SAM(iZofthereceiverSl(sburceequipment
of control transfer) and SAM 212 of the receiver 201 (destination
equipment of control transfer) checks whether cancellation of the
control transfer is possible, referring to their own registrationlists.
The specific process for that is basically the same as that of Step
S402 in Figure 48 and thus description thereof is omitted.
In Step S433, the data check module 75 of the receiver 51 searches
the usage.information storage 63A (Figure 29) of the external storage
63 for the block BP that stores the content key KcoA for the content
A (encryptedwith the content key KcoA) that is under transferred control.

The block BP-1 is detected, in this example.
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process for that is basically the same as that of Step S404 in Figure 48
and thus description thereof is omtted. If it is determned in Step $439
that the block BM1 is free of falsification, the process goes to Step
S440. In Step S440, SAM 212 of the receiver 201 deternm nes whether the
content ID received in Step S436 is stored in the block BM1 (transfer
information nenory area RM 1) of the transfer information storage 213A of
the external storage 213. If it is stored, Step S441 is performed next. In
this exanple, the transfer information menory area RM1 of the block BM1
does store the content ID of the content A and thus the process goes to
Step S441. Nex$tepnSsiep SARK212hefdahe ¢heek vieed@ba Heladt ddiet e cedaiest &l
information fromthe block BM1 (transfer informati on menory area RM 1) of
t he trarixdes i HiormdloBRtordige B3R GTed Ha Stresy r$é|33stf@rraéél§1§lca}:§0@
result, the transfer information nenory area RM1 of the block. BM1 stores
pr edet 6P rEREGHE 1G DTICEDT kY drhall i basigald t Hbe eameau@sothet ofi Step
process, the content A stored in the HDD 202 is also deleted. Next, in

Step 54807 tHe KW e dUIE BB G LREOR dheiRIT J0l oidiiRAes a hash

val ue by applying a _hash function to the data in the bl ock BM 1 t hat

cont ai ns thé[%ré’@sfképqlﬁfﬁ? atdad® r?fé‘rr&rhgﬁ A58 SR TGl ORhiSER TBRE or*AnSifer

oo e 08 s L S S e wes, 95 L ouer the hesh

the bl ogk BML. 10 Step $443 AL 1% . T pes 151 20L 360 5 Uilad
the ID of SAM 62 and ID of content A from the UCS A (Figure 28) stored
in the block BP-1 of the usage inforﬁation storage 63A of the external
storage 63 and sends them to the receiver 201 together with an
appropriate signal requesting to cancel the control transfer (hereafter
referred to as the Canéel Control Transfer request signal).

In Step S436, the ID of SAM 62, ID of content A, and Cancel Control
Transfer request signal are received from the receiver 51. Then, in
Step S437, SAM 212 of the reéeiver 201 searches the transfer information
storage 213A of the external storage 213 for the block BM that stores
the ID of content A, the same one as the received ID of content A. The
block BM-1 is detected, in this example.
In Step S438, SAM 212 of the receiver 201 determines whether the

ID of SAM 62,‘the same one as the SAM 62 ID received in Step S436 is
stored in the block BM-1 (transfer information memory area RM-1) of
the transfer information storage 213A of the external storage 213. If
it is stored, Step S439 is performed next. Inthisexample,thetransfer

information memory area RM-1 of the block BM-1 does store the ID of

SAM 62 and thus the process goes to Step S439.
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receiver.51, indicating that the control transfer of the content has been
cancel l ed (hereafter referred to as the Control Transfer Cancelled

signal). In Step S444, when the Control Transfer Cancelled signal is
received fromthe receiver 201, SAM 62 of the receiver 51 stores its own
ID as the ID of destination equipnent in "Control Transfer Status" in
"Usage Details" of UCS A (the ID of SAM 62 has been specified as the ID of
source equi pnent). Next, in Step S445, the data check nodule 75 of the
receiver 51 conputes a hash value by applying a hash function to the data
in the block BP-1 that stores the UCS A which had the information in
"Control TranStep S#3PusSAY RIUsdgdhpetaresverhdhhetriermsings et herhéhe
destination e pment |1 D was changed fromthe ID of SAM 212 to the ID of
SAM 62)b1°CF]ﬁBg.t'épt®M6toFﬁé e ADcheERMIbRE bW rt 84 TiRd - cohpiERECihash
val ue over the hash value HP-1 that is stored in the nenory nodule 73 and
that cARTEHOhdLL Sheteisl berippliy Wrrsatfe aSokbrS OFr%*ﬁ%If etd U 1AL aNES s
cancel led in.the manner  descri bed above, the transfer |nfornat|on|

del ot et raf {HEs o%%%qmﬁweﬂmﬁ%tlst%tr%1 Ve 36115n8etRgTiped in

SAM 1 D TR el 3 e THRRIRSTE TGS 00 FY 1 usiIdr AP & CEFoErPreds
al so as_the _ 1D, of éigénatlon eqU|pnent |n "Cbntrol Transfer Status" in
"Usage 9% Dt ait v owi ng the receiver 51 to performa new control

Egﬁ?fgfrtrgﬁg#EE COEEEBt §ﬁM¥¥f£] tHenrggglsé%n?$f ég%ggﬁfﬁggi%%eéier the
content ID received in Step S436 is stored in the block BM-1 (transfer
information memory area RM—-1) of the transfer information storage 213A
of the external storage 213. If it is stored, Step S441 is performed
next. In this example, the transfer information memory area RM-1 of
the block BM-1 does store the content ID of the content A and thus the
procesé goes to.Step S441.

In Step S441, SAM 212 of the receiver 201 deletes the transfer
information from the block BM-1 (transfer information memory area RM-1)
of the transfer information storage 213A of the external storage 213.
As a result, the transfer information memory area RM-1 of the block
BM-1 stores predetermined initial information. In time with the
execution of this process, the content A stored in the HDD 202 is also
deleted.

Next, in Step 5442, the data check module 225 of the receiver 201
computes a hash value by applying a hash function to the data in the

block BM-1 that contains the transfer information memory area RM-1 from

which the transfer information was deleted in Step S441, and writes
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content was possible only when the use type of the content was ' Purchase
and Reproduce, ' it is also possible to enable control transfer of content
even when the use type is 'Linmited-Tine Reproduction.' Also, although the
receiver 51 sent a Cancel Control Transfer signal to the receiver 201 (

e . , the receiver 51 requested the receiver 201 to cancel the control
transfer) in the above exanple, it is also possible to allow the receiver
201 to request cancellation of control transfer. Al so, the public key Kpu
and authentication certificate of SAM 62 were stored in the nenory nodul e

73 of the receiver 51 in the above exanple, it is also possible to store
t hem ori tt IRy eHDIIIBD hasimivadiey HM-tlh&hedbliisc Sikey ekpd NadealieRenti Bagisf 223

certificate of SAM 212 can be stored on the HDD 202 as wel|l. Besi des,
al t houghd HhadortartesnPidfe ehdiee deRGk i dn was nusic data, it can also
be noving picture data, still inmage data, text data, or_program data. Then
in using a dPfPEEENEifypeSHY Eé%t%ﬁtth%.E%ﬁﬁﬁ¥ﬁﬁn%ﬂﬂrﬁﬁqﬂﬁjaséﬂﬁéﬁletPth?he
content type can be selected: for MPEG ( Movi ng ure Ex

& oup) RS sda. 1Pine tadt Ghet Fge%@Erﬂét%ra%%e’E o G iRy kas
sui table for the tent can al so el ecte

crypt od?ea?ﬁth?nﬁEé(iﬁ/Hi @?’F?%agt%ﬁ GSQeEFﬁﬁet?o ﬁést%%QBBtt ﬂgvms #%KEDSF&&SQM
by NTT (trademark), IDEA (International _90 Data Encryption Al gorithm

or a st¥YeHicipher that encrypts a bit or several bits of data at a tine

gﬁgr ggt egglnﬁéﬁgt%slgd%|4l4', 'a‘rlhterr]lo%%h (‘C%rﬂr{[%%lk%‘%ans%pt O%r a%@i lW%S sli%%
received from the receiver 201, SAM 62 of the receiver 51 stores its
own ID as the ID of destination equipment in "Control Transfer Status"
in "Usage Details" of UCS A (the ID of SAM 62 has been specified as
the ID of source equipmeﬂt).

Next, in Step S445, the data check module 75 of the receiver 51
computes a hash value by applying a hash function to the data in the
block.BP—l that stores the UCSIA.which had the information in "Control
Transfer Status" in "Usage Details" changed in Step'S444 {(the
destination equipment ID was changed from the ID of SAM 212 to the ID
of SAM 62). 1In Step S446, the data check module 75 writes the computed
hash value over the hash value HP-1 that is stored in the memory module

73 and that corresponds to the block BP-1.

When the control transfer of content is cancelled in the manner
described above, the transfer information is deleted from the
destination equipment, the receiver 201, making it impossible for the
receiver 201 to use the content A any more. Then, the SAM ID of the

source equipment (SAM 62 of the receiver 51) is specified also as the

ID of destination equipment in "Control Transfer Status" in "Usage
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content keys Kco as described above, public-key cryptography can also be
used.. In the present specification, a systemneans entire equi pnment
consisting of two or nore equipnent itens. As for providing nediumfor use
in providing the prograns for running the processes described above, in
addition to recording nmedia such as magnetic discs, CD- ROV, or solid
state-nenories, communications nedia such as satellites can al so be used.
The receivers according to the enbodi nents of the present invention

descri bed above allow value information to be transferred while ensuring
protection of the copyright because when the transfer status information
i ndi catled aifat, 'valldeviimdotet reachisrndt bearen ek feenegdconitiodakyansfer
information is supplied to other information processing apparatuses

t oget h&f \iiheh qordiegfte® i nf or mati on containing the key required to decrypt
the value information, the transfer status information is changed to

i ndi cat e t hadthRaghaline thef 6XpRPLendeasTBbed abpiRsf ePREYOlakgansigrr efl y

signal is received in response to a given control signal, the transfer

st at us GAFENFaYREPqsS dhhgad Yiwhemdineai e tvpg: of fhgeCrREBRRfdoNPHAS ASE
been transferred. Alsq, the receivers according to the enbodinents of the
pr esenttd RERRPFBRE deddr 1 B ad SARRES MR tenai S er PR YhItEE NSRS MarPBReRS

be wutilized while ensuring protection of .the copyright becguse stored -91
{r ansf GG IRt Toh 16 dOe o WHEPA ¥ SRRAIEH ot or o
10T 0090 0L e Y LRSS0 Rer 4P VB HR "R AR
signal to the receiver 201 (i.e., the receiver 51 requested the receiver
201 to cancel the control transfer) in the above example, it is also
possible to allow the receiver 201 to request cancellation of control
transfer.
Also, the public key Kpu and authentication certificate of SAM
62 were stored in the memory module 73 of the receiver 51 in the above
example, it is also possible to store them on the HDD 52. Similarly,
the pﬁblic key Kpu and authentication certificate of SAM 212 can be
stored on the HDD 202 as well. |
Besides, although the content in the above description was music
data, it can also be moving picture data, still image data, text data,
or program data. Then in using a different type of content, a
compression method suitable for the content type can be selected: for
example, MPEG (Moving Picture Experts Group) can be used if the content
is image data. The type of watermark suitable for the content can also
be selected.

As to common-key cryptography, DES which is a block cipher was

used. However, FEAL proposed by NTT (trademark), IDEA (International
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i nformation processing apparatuses. Industrial Applicability The present
Invention can be applied to information processing systens that encrypt
and distribute nmusic data, noving picture data, still inage data, text
data, or programdata. -92 Clainms 1. An information processing apparatus
which is connected to other information processing apparatuses and which
decrypts and uses encrypted value information, characterized by
conprising: storage nmeans for storing usage information including the key
needed to decrypt said value information, usage conditions of said val ue
information, and transfer status information which indicates whether said
val ue iO¥fter Facrapties Béoarithnst ep¥ edl;stgepl ¢ipbansthet enppBihg dditdor
value informati on together with appropriate transfer information including
sai d keevesgilailnide i9f sHth afsayd inf saraticormrd oEd ast el li-nf or mat i on
processi ng appar atuses when said usage conditions contained in said usage
i nf or mat i onAdtthpEghhgomBangkeyorayet oA wMe s L§RE BARREI WP condeat an
status information contained in said usage information indicates that said
val ue GATtGHatkeds Ksondt desaisiRad ébover rRePLhankeY ieafREIHraRMafGMELS8i d
transfer status information to indicate that said value information has
been t RHHFed if said value information and said transfer information
has been suggl%gq to said other_.information processin aratuses b aid

supply meand? SBRAPRESHEnSRRGT [UERGRAG aft S¥GLEH FEPE c SRELGE SRR

sai d consisting of two or more equipment items.

As for providing medium for use in providing the programs for
running the processes described above, in addition to recording media
such as magnetic discs, CD-ROMs, or solid state-memories,
communications media such as satellites can also be used.

The receivers according to the embodiments of the present invention
described above allow value information to be transferred while
ensuring protection of the copyright because when the transfer status
information indicates that value information has not been transferred;
if value information is supplied to other information processing
apparatuses together with transfer information containing the key
required to decrypt the value information, the transfer status
information is changed to indicate that the value information has been
transferred; and if a reply signal is received in response to a given
control signal, the transfer status informationjischanged1x>indicate
.that value information has not been transferred.

Also, the receivers according to the embodiments of the present
invention described above allow transferred value information to be

utilized while ensuring protection of the copyright because stored
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ot her. i nformati on processing apparatuses if said transfer status
i.-nformation contained in said usage information stored by said storage
means indicates that said value information has been transferred and -93
the transfer of said value information to said other information

processi ng apparatuses is cancelled; and second change neans for changi ng
said transfer status information to indicate that said value information
is not transferred when a reply signal is received fromsaid other

i nformation processing apparatuses in response to said control signal sent
by said sending neans. 2. The information processing apparatus according to
cl ai m 1,trafvdfreictid i@ Gien Het :desls tp ds tdredy & ateein oL 1 o rawsrifiiogur 6 amys fer
plurality of blocks divided into nenory areas which store said usage

i nfor natlirbﬁ%{r%%iwqtrﬁld%m iR Pt eI ash e Staey YU tther vadmsr i ses,
conmput at.i on nmeans for conputing a hash val ue by applying a hash function
to all tHEIRAEIA% Ak &s BredhiPnidde Sidnatticor esedrved fnems sitdhedl ocks
conposi ng sai d storage neans, hash val ue storage nmeans for storing has

val ues, R S eSS o PR SRSty whet her sai d storage neans has
been falsified, based on the results of conparison between said hash val ue
conputed by said conputation neans and an appropriate hash value stored in
said ha t grage ans,_.and control nmeans for controlling the supply
fron1saﬁgmgﬁg%ﬁfﬁﬁégﬁélgﬁ%%éﬁ“bn t he determ nation made by said
ey, ! Ot BRRser AAvLALILHEAR"bR" 8BI2LA08° ROC1QE: 80 HRORLERELS"

systems that encfypt and distribute music data, moving picture data,

still image data, text data, or program data.
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apparatus. which is connected to other information processing -94
appar.atuses and whi ch decrypts and uses encrypted val ue information,
characterized by conprising: a storage step of storing usage information

i ncluding the key needed to decrypt said value information, usage
conditions of said value information, and transfer status information

whi ch indicates whether said value information has been transferred; a
supply step of supplying said value information together with appropriate
transfer information including said key contained in said usage
information to said other information processing apparatuses when said
usage conditions contained in said usabeinsf ormati on stored by said
storage step are predeterm ned conditions and said transfer status
information contained in said usage information indicates that said value
information is not transferred; a first change step of changing said
transfer statusAihniofaamabhontproagfeine apparabie whick isformre¢boedhts
been transferred if said value information and said transfer information
has beé&fhapphnifedmad iosapgosersingnfBPARELBASPrIR@ I HE AfravRtifséadoysssi d
supply step; a sending step of sending an appropriate contraol signal to
sai d = AEYREED YO ueedsity fpadiides9d eaicPmatadsingr: st at us
information contained in said usage information stored hy said storag

step indi caféSTEHEt TSANG FRFUS HOREGOMESRER RAS OBBEN 1O an cdPrdaTatae ke
transfer of said value information to sajd other infornmatjon rocessin
appar atfiReed £0 ARrTaM tolR 1 17 LUE SBEORRE EHahyd Se08 R TrI Lhiei RG Wi valte

transfer status. infor i on . . . . .
information, angPEransfer status information which indicates whether

said value information has been transferred;

supply means for supplying said value information tdgether with
appropriate transfer information including said key contained in said
usage information to said other information processing apparatuses when
said usage conditions contained in said usage information stored by
said storage means are right and said transfer status information
contained in said usage information indicates that said wvalue
information is not transferred;

first change means for changing said transfer status information
to indicate that said value information has been transferred if said
value information and said transfer information has been supplied to
said other information processing apparatuses by said supply means;

sending means for sending'an appropriate control signal to said
other information processing apparatuses if said transfer status
information contained in said usage information stored by said storage

means indicates that said value information has been transferred and
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to indicate that said value information is not transferred when a reply

-95 signal is received fromsaid other information processi ng apparatuses
in response to said control signal sent by said sending step. 4. A
provi di ng medi um that provi des a conputer-readabl e program for executing a
process to an information processing apparatus which 1is connected to other
i nformati on processi ng apparatuses and which decrypts and uses encrypted
val ue information, characterized in that said process conprises: a storage
step of storing usage information including the key needed to decrypt said
val ue information, usage conditions of said value information, and

transf ethetbramsfaf opfiasabd Waled |mEermeesomher herld satklewal wkoymatokemt i on
has been transferred; a supply step of supplying said value information

t oget heProfehsingproprrateses ahsfeaneai bedat2aB® i ncl udi ng sai d key
contained in said wusage information to said other information processing
appar at uses Sfnd shieadesheene didi £hanrgirgniai hédans e gt ukagd nivrdatdtalon
stored by A said storage step are predeterm ned conditions and_ said transfer
status L0 irsihRRteARNednal e 1Ue $RF AT EYRN i 1i¥ BPhetT I §$0f ShES T hdCRIA d
value information is not transferred; a first change steg of changi ng sai d
{ranst eF 1 GPAL (is® MRCSHTRE SROM 3 1 HAEhTe | PRAETE AR AEVBFRIECT PR HHE G THEES

been transferred if said, ,value informatjon a d%said. ransfer information
has beehhSHEBPPREC 5O Sai@ GPREFOF nf bPRRL | O prgessi Ag SRpar & TE® by sai d
supply step; a sending step of sending an appropriate control signal to
said other information processing apparatuses if said transfer status

2. The information processing apparatus according to claim 1,
characterized in that:

said storage means is configured by a plurality of blocks divided
into memory areas which store said usage information; and

said information processing apparatus further comprises,

computation means for computing a hash value by applying a hash
function to all the multiple pieces of said usage information stored
in said blocks composing said storage means,

hash value storage means for storing has values,

determination means for determining whether said storage means
has been falsified, based on the results of comparison between said
hash value computed by said computation means and an appropriate hash
value stored in said hash value storage means, and

control means for controlling the supply from said supply means,

based on the determination made by said determination means.

3. An information processingmethod for an information processing

apparatus which is connected to other information processing
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-96 infor.mation contained in said usage information stored by said storage
step.indicates that said value informati on has been transferred and the
transfer of said value information to said other information processing
apparatuses is cancelled; and a second change step of changing said
transfer status information to indicate that said value information is not
transferred when a reply signal is received fromsaid other information
processi ng apparatuses in response to said control signal sent by said
sending step. 5. An information processing apparatus which is connected to
ot her information processing apparatuses and which decrypts and uses
encr yptapard i ¢ hfagdnhiieh, dehavaEseandddsdy arsmuritgsichyaliugcéptoonadans
for receiving said value information supplied from said other information
pr oces SHF P A day FRNRTIFgTEr i nformation containing the key needed
to decrypt said value information; storage neans for storing said transfer
i nf or mat i on & &EOTREE 1B ePs &ifd Stecdpgi Hifageandfogapétron 1Rcaneingr thel &eivng
said transfer information stored in_ said storage neans when an appropriate
cont r olP&§prhfoideqamt veydrdme safarBehieni WEeERatP M bl oresd $rytd value
appar at uses; and sendin%gneans for sending an aggro riate reply sigggl when
|

said YRR I oANE FERATSS edePERERS by SAFHA PR (1 b hd & cag e sThgether

that SHH QT I0e TG S0 B by SRRty - 07 of bl ocke di vi ded

Into ”E”Drya?%%%%l@hgggpségrguég'91%389515rﬁé¥d§“fé¥5rmation together with
appropriate transfer information including said key éontained in said
usageinformationtx;saidotherinformationprocessingapparatuseswhen
said ﬁsage conditions contained in said usage information stored by
said storage step are predetermined conditions and said transfer status
information contained in said usage information indicates that said
value information:is not transferred;

a first change step of changing said transfer status information
to indicate that said value information has been transferred if said
value information and said transfer information has been supplied to
said other information processing apparatuses by said supply step;

a sending step of sending an appropriate control signal to said
other information processing apparatuses if said transfer status
information contained in said usage information stored by said storage
step indicates that said value information has been transferred and
the transfer of said value information to said other information
processing apparatuses is cancelled; and.

a second change step of changing said transfer status information

to indicate that said value information is not transferred when a reply
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and said .information processing apparatus further conprises, conputation
nmeans: for conputing a hash value by applying a hash function to all the
mul ti pl e pieces of said usage information stored in said blocks composing
sai d storage neans, hash val ue storage neans for storing has val ues,

determ nation nmeans for determ ning whether said storage neans has been
fal sified, based on the results of conparison between said hash val ue
conput ed by said conputation neans and an appropriate hash value stored in
sai d hash val ue storage neans, and control neans for controlling the supply
fromsaid supply neans, based on the determ nati on nade by said

det er mi BAENSA HBarRCE Ivedyd rons 6¢ it @ e prisdesdiatyg arePROGES S NaNARIA 07 s ¢ Hn
processing apparatus which is connected to other information processing
appar at t8e§SERANARI ER deéfypratand adevadneepit bd valde senférgasten,
characterized by conprising: a reception step of receiving said val ue
information supplied from said other information processing apparatuses
and transfer |nfornat|on contai ning the key needed to decrypt said val ue

i nformation; “a dt Breye BEpmef1EFot i ag R WL 495 4 FERPRA 6T FREBR. P deerdee

by said rece n step; -98 a deleti,on step .of deleting said transfer

i nfor ma P5ne§g gﬂngy %Eﬁ%ﬁ%?d?%dﬁl§F&Brﬂﬁ§ﬁ°§npéﬁﬁﬁéﬁgpat%p86ﬁ?FBF whirhl

is recelved from i.nf.ormati.on processi.n ar at uses; d

Sandi ng ¥t 68" BFCSERdr Ro ok ApiPaRFRarSoe B CErgiae RRBA-akiges and which
decrypts and uses encrypted value information, characterized in that
said process compfises:

a storage step of storing usage information including the key
needed to decrypt said value information, usage conditions of said value
information, and transfer status information which indicates whether
said value information has been transferred;

a supply step of supplying said value information together with
appropriate transfer information including said key contained in said
usage information to said other information processing apparatuses when
said usage conditions contained in said usage information stored by
saidstoragesteparepuedeterminedconditionsandsaidtransferstatus
information contained in said usage information indicates that said
value information is not transferred;

a first change step of changing said transfer status information
to indicate that said value information has been transferred if séid
value information and said transfer information has been supplied to
said other information processing apparatuses by said supply step;

a sending step of sending an appropriate control signal to said

other information processing apparatuses if said transfer status
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transfer information is deleted by said deletion step. 8. A providing
nedi um t hat provi des a conputer-readabl e program for executing a process
to an information processing apparatus which is connected to other
i nformati on processi ng apparatuses and which - decrypts and uses encrypted
val ue information, characterized in that said process conprises: a
reception step of receiving said value information supplied from said
ot her information processing apparatuses and transfer information
containing the key needed to decrypt said-value information; a storage step
of storing said transfer infornmation received by said reception step; a
del et | oﬁngf)éﬁlaéﬂoﬁe‘l:‘éﬂ?\bn%%ildl fprafsi®rge ibhdioraeitdenss bpeed iy ssaidds tamagge
step when an appropriate control signal is received from said other
i nf or raf*6R predEsseigthpparatdsiaiugninfosealiiay baepbesn serrpafenred and
appropriate regly signal when said transfer information is deleted by said
del eti oR gtgﬁa sggr Of sald value information to said other information
processing apparatuses is cancelled; and
a second change step of changing said transfer status information
to indicate that said value information is not transferred when a reply
signal is received from said other information processing apparatuses

in response to said control signal sent by said sending step.

5. An information processing apparatus which is connected to
other information processing apparatuses and which decrypts and uses
encrypted value information, characterized by comprising:

reception means for receiving said value information supplied from
said other information processing apparatuses and transfer information
containing the key needed to decrypt said value information;

storage means for storing said transfer information received by
said reception means;

deletion means for deleting said transfer information stored in
said storage means when an appropriate control signal is received from
said other information processing apparatuses; and

sending means for sending an appropriate reply signal when said

transfer information is deleted by said deletion means.

6. The information processing apparatus according to claim 5,

characterized in that said storage means is configured by a plurality
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of blocks divided into memory areas which store said usage information;
and

said information processing apparatus further comprises,

computation means for computing a hash value by applying a hash
function to all the multiple pieces of said usage information stored
in said blocks composing said storage means,

hash value storage means for storing has wvalues,

determination means for determining whether said storage means
has been falsified, based on the results of comparison between said
- hash value computed by said computation means and an appropriate hash
value stored in said hash value storage means, and

control means for controlling'the supply from said supply means,

based on the determination made by said determination means.

7. An information processingmethod for an information processing
apparatus which‘is.connected to other informatioﬁ processing
apparatuses and which decrypts and uses encrypted value information,
characterized by comprising:

a reception step of receiving said value information supplied from
said other information processing apparatuses and transfer information
containing the key needed to decrypt said value information;

a storage step of storing said transfer information received by

said reception step;

-98-



a deletion step of deleting said transfer information stored by
said storage step when an appropriate control signal is received from
said other information processing apparatuses; and

a sending step of sending an appropriate reply signal when said

transfer information is deleted by said deletion step.

8. A providing medium that provides a computer-readable program
for executing a process to an information processing apparatﬁs which
is connected to other information processing apparatuses and which
decrypts and uses encrypted value information, characterized in that
said process comprises:

a reception step of receiving said value information supplied from
said other information processing apparatuses and transfer information
containing the key needed to decrypt said value information;

a storage step of storing said transfer information received by
said reception step; |

a deletion step of deleting said transfer information stored by
said storage step when an appropriate control signal is received from
said other information processing apparatuses; and

a sending step of sending an appropriate reply signal when said

transfer information is deleted by said deletion step.
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