SYSTEMS AND METHODS FOR PRESERVING DATA INTEGRITY WHEN
INTEGRATING SECURE MULTIPARTY COMPUTATION AND BLOCKCHAIN
TECHNOLOGY

ABSTRACT

Disclosed herein are systems and methods for preserving data integrity when integrating
secure multiparty computation (SMPC) and blockchain technology. In one exemplary aspect,
a method may split, via a data publisher, data into a plurality of data secret shares using an
SMPC protocol, wherein each secret share of the plurality of data secret shares is assigned to
an SMPC compute node of a plurality of SMPC compute nodes and wherein the plurality of
SMPC compute nodes may be members of a blockchain network. In some aspects, the
method may determine parameters of a message authentication code (MAC) condition based
on the data, may generate secret shares of the MAC condition parameters, and may include a

plurality of MAC secret shares with the plurality of data secret shares.
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