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| BACKGROUND INFORMATION
20 " A number of benefits can be achieved using 2 medium which can readily and

economically provide both content-mastered information and the ability to write or record
information. As used herein, "information content-mastered" refers to a medium in
which content is provided on the medium before it reaches the user. A common example
is music CD's in which the music is information content-mastered ("ICM") prior to
25 distribution to users. Information written onto the same medium which contains ICM
~canbe uscful_? e.g., in any of a number of systems for accounting for or collecting usage
'fées; royalties or similar charges for use of proprietary intellectual property in such
content, including systems involving use of the Internet (or other communications
systems), thus effectively providing a device which is not only an electronic book, music
30 or multimedia player or similar content-output device, but also effectively an Internet
appliance (i.e., an apparatus which can operate, at least partially, in connection with

information obtained using the Internet or similar communication system).
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Many previous attenpts to provide ICMand witeable portions on the sane
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i nfl exi bl enettieh thetddhniques and materials used in these processes are generally different from
those used for providing writeable areas. Although it is possible to provide, e.g., a dye-
based or other writeable optical disk with some data thereon pre-recorded, typically the
25 pre-recorded data on a dye-based CD must be serially recorded. Accordingly, previous
approaches, in order to provide both parallel-written, content-mastered information and
writeable areas were required to have different (e.g. masked) regions for these two
different types of areas and/or different materials and techniques, such as an optical disk
having an inner radial area with molded mastered content and an outer radial area with
30 writeable dye media. Media with two different regions of material have proved to be
expensive and unreliable to produce. Moreover, the techniques, machinery and materials

for producing such a two-medium storage device would typically predetermine the



changing the relative proportion of ICMand witeable area would require
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X11111 CH 111 1111 WD 01/18731 PCT/US00/ 24783 4 small formfactor, such -
as a disk with a dianeter Imm(ﬁbfﬁhn%@ﬂﬁbﬁmters. In this

20 The present invention includes a recognition of the existence and nature of certain

problems in previous approaches, including as described herein.

In one embodiment, an optical medium uses a single structure or format (such as .
identical materials, Jayers and the like) for both a region for holding ICM data, e.g., data
which is written substantially all at once or in parallel, and for defining a writeable area,

-25 - such as a user-writeable area. In one embodiment the ICM data is provided by an
injection molding process. In one embodiment the data layer is a phase change layer
including a phase change film. One suitable medium is described in Application Serial
No. 09/315,398, supra, incorporated herein by reference. In one embodiment the
medium has a high data density of about 2.6 Gigabit per square inch of data surface. By

30 providing a high data density of this type, the presént invention can provide for both a
relatively large amount of ICM data and a relatively large amount of writeable area, e.g.,

totaling about 0.25 Gigabytes or more on one side of an optical disk, while providing a
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way, it is possible, for exanple, to provide a disk which can include
unconpressed text data equival ent to about 45 or nore 1000- page books,

pl us a wwig@aee area sufficient to acconmpdate about 5@EQA/US00/2478E pages
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111201111 1ktttiCiedlit onelor mdré of\@® \(am#ty&féfadﬁlﬁﬁﬁl §1800ys bengalimited to use on a

particular playback device, limited to use by a particular user or person, limited to a

certain number of playbacks, limited to a predetermined time period of playback, limited
to using a particular geographic location or site, or combinations thereof and the like. For
example, the system can be configured such that, in response to a user's entry of an access
25 code, the system will record, into the writeable area, information pertinent to the license
(or other use rights) for the ICM or other data. For example, when use is to be limited
to a particular playback device, the system can be configured such that a processor serial
number, playback device serial number, (secret) key or other identifier of the playback
device is recorded into the writeable area. Thereaﬁef, before reproducing the ICM data,
30 the system will verify that the identifier for the playback device matches and identifier
recorded on the writeable area. In some embodiments, information providing playback

rights for a second playback device may be recorded into the writeable area, usually in
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5 addition to or in place of the original playback device identifier, e.g.
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present invention;, Fig. 2 is a flow chart depicting a nedia use procedure
accor di ng progeams, sueh aslsearabtengine pragrame(seg. foriuse émssarohing AON data gy gther

PCT/ Uscd 21 e7r§s?j, deﬁabase programs (e.g. for use in organizing or accessing ICM data or other

items) and/or programs related to decryption (or other copy protection functions) or
20 annotations (or similar later-written information). In this way, the media can be self-
executing, and/or platform independent, in the sense that users can perform desired
functions or operations without having to separately acquire and load software for
performing such functions. Preferably, techniques are included in the disk data format
to prevent binary copies.
25
BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1A is a cross sectional view of an optical disk without molded content,
according to one embodiment of the present invention;
Fig. 1B is a cross sectional view of an optical disk with molded content, according
30 to one embodiment of the present invention;
Fig. 2 is a flow chart depicting a media use proceduré according to an

embodiment of the present invention;



Fig. 3is a flowchart depicting a security approval procedure according to
an enbodi nent of the present invention; Fig. 4 is a cross-sectional view

i |1 ustr WOAYIYHe exanpl e of storage of data on a disk aREHPHMORE™8o an
enbodi nent of the present invention; Fig. 5is a block diagramof a
system according to an enbodi mrent of the present invention; Fig. 6A and B
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DETAILED DESCRIPTION OF THE
15 PREFERRED EMBODIMENT
According to one embodiment of the invention, a data recording medium such as
an optical disk is provided which can be configured to have both ICM data and one or
more writeable areas. In one embodiment, the disk is a first surface, writeable medium
20 generally as described in Application Serial No. 09/315,398, supra, incorporated herein
by reference.
. An understanding of features of the present invention is facilitated by considering
the invention in the context of a Data Device Model, having certain similarities to the

International Standards Organization (ISO) network model. The Data Device Model is

25 compared to the ISO model in Table I. .
TABLE I

The ISO Model: The Data Device Model:
Layer 7 Applications and Services

30 Layer 6 | Presentation } Applications and Services
Layer 5 Session
Layer 4 | Transport Layer Host Interface Layer
Layer 3 Network Layer Data Controller Layer
Layer 2 Data Link Layer Data Link Layer

35 Layer 1 Physical Layer Physical Layer
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~~~ Il WD 01/18731 PCTI US00/ 24783 7 As seen from Table |, the Data )
Device Model is a five layer nodel generally relating to layers 1-4 and 7
of the |g@diagagommuni cations nodel at the |eft. ‘General pgTusboasedss 5
through 7 it the ISO nodel are system specific and vary considerably. They
are often sinplified to a single layet (as is done in the Data Device
Model . Data flows 5 -bidirectionally between | ayers using predeterm ned

protocol s and e&ssechdiom Tablednthg Dato Rgwice dodel ise fivelaysrmiodelgeperallizen

| ayers direct.ly. above.and .Bel.gw.i The Physi _ Devi ce
Model dealr§fa\%wg i %ﬁ%}%@ﬁ“‘ﬁ@&ﬁ‘g I%?éc lfﬁ?g‘lm@%aﬁ%ﬁ%m% ﬁ%t% {trhg?)erfléggﬁ lﬁg and
0's. It rekalesthrougdhTif HYSOGRIdel 2P Eptanipetifieand varyltonsidérably) Theyré S,

mar ks, grooves, |ands, physical nodul ation, reflective spots, photochromc
marks, 10 oftenisimplifiedkigracsingle deyerdas isdone in theRaa device Madaln Dataflows he | ke.

Incl uded | YO ; » . g dat
whi of ey DarSBenllh Riifn 1S beind prif G broRbol 386 clth Rer Wady 10 197
conbi nat i ogpneémetivith dansactiond detden dayersaiiteethypabove afid belowlinse det ecti on,
litude detection, reflectivity, polarjzation and the like. T t ent
e e e el ot o e Dot el s v i oot o™
SCNeeS,  Cyghais RATLIELGE 'L Bd b DO REeS10 ROPhysRAMHeHesdratl BT B A Vi

e.
met hods, i provi are 1 nc Int ayer. For an optical disk
drive, it epiw, marks, geovesdasdssphysical moddationf flectivierspots gyhotochronic aradsm access

I nf [ f eat d inf ti . (whi z Dat
L1 0L ay e DUPIes BeBRFAC ARaH FOBPTS, mREfel oo s tbecies tniiioet e )7t e
part of 't NG RRYPL£—H islt Bocer bt AladlritunBiritinil dla WEXE indbeldiBorhlishedeVi Ce

Model , the ta 1s organfzed into units typically call'ed frames. The Data
Li nk Layerusing opivel maguketigi drithéringl tmeanss of & corobinatinh ofrraetbpds and dstegtion f r anes.

To do so this | aye St dul at e/ dul at.e code/ de ; rovi de
servo i nf of® ?Sp‘%dl; Bs%ge ‘ﬁ?‘: owpﬁlgﬁ%_edr&eﬁé% f&ﬂ:ﬁﬁgﬁr, P Pféﬁgﬁ}%&%ﬂh&éadep
(address) ghatTidonttdest dbXataGalirrdloGat iahie RRgkiGIDegdesltioaph hvkdulatibwr mat i on.
A data link 25 is a point to point comrunication connectjon COI’]EI S.%I ng of

t he 1fedi a sshemesatesg.s epémizedyfor the mediacard yead(Writg gompengation; methadsdf 5 [ nk
Layer, data h . | ) .
ranber . Hiraiapa EPEEHIE BRAE hyer. P SRDRRANMCENR RUYKIES bffooud AT

ese <data are used sol ély by
the |ink, mak follbwing serve andamibm-acchisgfeevo infdrmation featurésgret mformatiémr mat i on

I s coded using nethaqods appropriate to the nedi.a. Lnforpation. trgnsferred 30
at the Dat@vhicharepseddy tﬁﬂi“kif‘mb‘,“ @Fg?cFSSag@rbYB?Yﬁ&‘r OV'H%@? afﬂéﬁlﬁdi ng
t hose whic itten to the disk. WO 01/18731

PCT/ USDO/ 2 Gire PArESAROPRREEPT ayef.

20 Atthe Data Link Layer ofthe Data Device Model, the data is organized into units

typically called frames. The Data Link Layer is concerned with the transmission and
reception of data frames. To do so this layer must modulate/demodulate, encode/decode,
and provide servo information to the Data Controller Layer. Each frame has a header
(address) that includes physical location and embedded control information. A data link
25 - is a point to point communication connection consisting of the media and data send
(write) or receive (read) link. At the Data Link Layer, data has embedded codes
representing data boundaries, frame numbers, header information, etc. Some of these
data are used solely by the link, and others are passed to higher information layers.
Information is coded using methods appropriate to the media. Information transferred
30 at the Data Link Layer would include, e.g., user binary files including those which are

prerecorded or written to the disk.



8 The Data Control |l er Layer of the Data Device Mdel is concerned with the
sel ection, extraction, and managerment of binary files between the source
(data orWaOHI&Al for exanple) and destination (host conPEt/EB00ZE3
exanple). The Data Controller Layer rfsol ves the | ogical and physical

| ocation of the information stored on the disk. Services 5 include data
detection, de | &L \ ' | r . Dat a

Li nk Layer fornma t]?%ﬂa%o%l@{%%}gg eegblgﬁgmf)ggile\ﬁ%geg %b?l%%i‘?r% ed and
stripped tslectiogakactionand hithhgeansenit of bimay fileks bewveen fhersommice (data cbhadifigt a
Control l er Layer nmay extract or enbed information nanagenent codes in the

frame i nf oforexanenie) and;dsstinafion (hostompader, 108 examplel dhe DatasContepllen hayes)
t f p $ ! o
T or mat | clgsg1E e RRRAL ABEMICP oo dind ihmh i Bltorobh e ik SRRIEL |

Layes pr eineludb dyta deteviicie demoddhtiony fatningg diterlengingg ECEiroeessksand Bats o
provi de encryption decryption and, key managenent services. I.n the Host
| nterface L’&i}/éay?ﬁt[opﬁémﬁﬁt i)_aBeWiC_E’%O (j’_@ﬂ,PaBlF%‘&\%O!’ F’F‘_E@tegr%‘dtm&efiéi’r ed
between  Ngefio st it isBPoifliy 1t Midinftibh, Ofhd 1948 ContryPerd Adnthl et or

communi catlion i nterftace. anples of this intertace”are "USB, SCSI,
ESDI, and ¢rhieed infemation managemsst eodesrinttis fmoehinfismatek, Thisdayer pravides

identification, information key request, and power agenent be
paseed bet WEGHIEHRHS SR GBS FSIETRT (6 SaPgPETALaD PLE hdesser DFVEe Layer
of t He Dat acdhei ffortMati6h is gabse@ HRRFE BdstTntcPracd BAYP HRIDANCOAtrdliep Rhyerf i | s by
the host and, in principal, does not include or require 20 drive related
processes peforgily prayides iinteHigonteachemahagsment et fray alsofpravide escyptiotiese
processes are file é\kansf ers, file.manipulation, application software, user

i nt er f ace, SERPUORPUSPITRBBRITR I SHs, whi ch generate specific command and

control i nfor memitesTHb6$ Intérfiste Lapsrof the Dt Dévicd Modélchinirg filenedieaniRiedai N and
transfer binary files. As depicted in Fig. 1A in the absence of |CM data,

t he di sk 1hgtweenshehastansithedrive viag highdevahdynicallypublic, segmmamicatiqnigterfipg
di ' lithig: f
oG5 19 Lt AlEheBRVFY USRESCHL TR MR y81 el GRE 01 7

and st r uct stich aofeek tedd, aritaidentifidation, imfbrhatioakepFigaést,and powelitarfagemiaid i N a

substantially_ parallel fashion, i.e. such that substantially all of the
mast er ed n@eEpbe passpdbetypenthe best and hedrivere. | n one enbodi ment, an injection

mol di ng pr OceSSTlh_e%%bﬁlfsfzgtg{ngﬁn r\;ﬁgéck‘hﬂagé&?ﬂ{é‘iﬁtﬂ?ﬁggéﬁbﬁéﬂ i-QLoncF{nS{ljf‘vitﬂb' y, the

recordi ng | ayer SO 0O nat ure SOnMe or a at | east
t hose ar eamanipulatiompfbmaty fil&\by thechost aride &bprincipal adgels ewwt dDiclude @¢ oeqirag | ayer s

having these characteristics are described . in Seria 09/ 315,398 This
Shedd Has SREE TS BROBERSFS PR hpse imyalyig)th host iniepipps. Examples of these

processes are file transfers, file manipulation, application software, user interface, and

network communications, which generate specific command and control information to

and from the drive in order to manage maintain and transfer binary files.
As depicted in Fig. 1A, in the absence of ICM data, the disk 112 has a substrate
25 114 and a recording layer 116. The recording layer 116 may be vertically monolithic or
may be made up of a plurality of films. Preferably, the recording layer 116 includes
materials and structure of such a nature that mastered material may be formed in a
substantially parallel fashion, i.e. such that substantially all of the mastered material is
provided at one time. In one embodiment, an injection molding process is used for
30 providing mastered material. Preferably, the recording layer 116 is also of such a nature
that some or all of at least those areas which are not ICM, are writeable. Examples of

recording layers having these characteristics are described in Serial No. 09/315,398
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WO 01/18731 PCT/ USOOn4783 9 supra. As depicted in Fig. 1A, in one

enbodi nent a first radial extent 118 of the disk 112 has such a recording
| ayer theweorris78d t hough, in the depiction of Fig. 1 a, tmCTusbhoairssext ent

118 is depicted as. extending through tdﬂe entirety of the region fromthe

central opening 122 to the outer edge “124, the particular read and/or

wite formats orprocedures.5 used in conpnection with the disk_ 112 may
and/ or f abr %t i%&&%ﬁ‘@&fﬁ%é%ﬂ%%%ﬁ’qua a3t radipl Sed 18 ofth g al |y
adj acent t fl@z%@ﬁdcﬁhr&laﬁﬁﬁgﬁ%&%&réﬁn. eAlfifoukRin tlREdePicRvh OEFig, Y4, ial

recording |ayer naterials and/or w th-recording layer ‘material 116
which is restentiEiisadepicted as extending thyongly therantiretyaf tharegmmt fram ther Gentralb| e
areas. In one .e | ment t.he disk 112 is of such g pnature that, if no
portion of ﬂpﬁfémgz%f {é’lqﬁee?wgﬁfigﬁ@’ @83 CHarze #@WE‘?’F’H OLRTACEEIes, i al
extens 118 used!intoonAéctiofanith thb Ak Gy and/oP FabMchiiiPproBeduddst M@ IRin
particular read/wite technol ogy used in connection with the di sk may nean

t hat cert aicartainragess e rastinlly asliaceny the ientral @pening 12 or edgeg124; beprovideded f or
formatting,,_.tr I QQV. SEr i lar itens and | noral |y
unavai | abl €' l;hc())ﬁ&ég%rfl g’\%ﬁ &efﬁxat_efnﬁgrl\éggﬁélgfvﬁﬂ {eﬁ%rdlrfggwf Eﬁag *‘M@%‘P’ﬁl‘iﬁ of Fig.
| a is of gieclsed afidotrict usdbld fos tasterd comteht)or ititeabl dréas) I Siwy edtodindént, Ty be
parallel-witten with ICMdata. In_one enbodinment, ICMdata is provided in

a radi al exheditk 1124s pfsugh a natyre that, if nopgrtionef theradialextenp 1Y eantaingICMe | CM
St ol &1 5% ' . . . ' o
(s 18,° any Shtrthe EARETtm 3Rkat 165 BRLEY BOCRE fEbRRSDBL bifable GRANAR'S ©1 'S

correcti on pafticelat fead/vaite echrldgy usedlin@nndction wvithkhd disk ihegimeatthatcertaind
simlar techniques as 20 wil]) be understood by those of skill in the art

b
af ter under&PaREPARHoRHS the sadislextent, bl prsagservedliforiomypfting fracks gIeQYedt s a
singl e radigghogxkigfiar ﬂ:&ﬁﬂm ﬂﬂﬂiﬂﬁgll?%a\;amb#%%\dﬂ?ﬁ\?gtsiﬁ ) IFefefiBR? I'e to

distribute 1CMdata on the dis n a nunber o ons 1 nc ng a
plurality oécosting byeraldardf Figmdaas osuck ansture thit substiustiallyrany portivnrthereafnt i nuous

spir region ci.rcunferenti lons or frames, multiple |ayers,
regi ggns on ﬁﬁpﬁ%‘ﬁﬁﬁﬂnﬁﬁﬁgéh%ﬁe 25 like. Preferably, substantially
al | portions of If be éRbcdifibnt I_Crmaafaié9Mw%a%malki&nm@aig.qmb?at I CM
(such as by molding and the |ike) are regions that are available Tor

witing (duddingpracessi referablydhe data is Higitakeomtant apbiheanalding provtides| B) . I n-
i ; i o D o the A
area 1o i Oppay'rhfuafREhs Thiitk B O PHEANT S Bl QURIGEE nb il T o) O,

t est ar eas corétipf offerrdrebrrecistsle exligje aar linkdimitdd@oing)ande i techhiquesds t he
Physi cal in the (Qtherwise) witeabple

L f the Data Device . Mdel 1
regi#h of ?ﬂﬁﬁ {’aﬁgcl@rﬁ@ byﬁ?%&%éﬁﬁ%wghﬁ%ﬂ)@ﬁw@awaeéwﬁhqEaﬁeaf iByentio) s
formatting ’Algbﬁéﬁaﬁig. {8 QFictsta AL Mbiflexteif 124 GALHERT 16F the IBMdathgeE Has

Been Repl ace
possible to distribute ICM data on the disk 112 in a number of fashions including a

plurality of spaced-apart radial extents or "tracks" one or more continuous spiral regions,
circumferential regions or frames, multiple layers, regions on both disk surfaces and the
25 like. Preferably, substantially all portions of the recording layer radial extent 118 which -
are not ICM (such as by molding and the like) are regions that are available for writing
(such as radial region 128 in the example depicted in Fig.1B).
In one embodiment, the same molding procedure which provides the ICM data
in area 126 is also used to provide formatting, frames, focus, tracking and/or test areas
30 (e.g. for uses as described above in connection with the Physical Layer of the Data -
Device Model) in the (otherwise) writeable region of the disk 112. Although both

Physical Layer features such as formatting, frames, focus, tracking or test features or
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Lot reerrr reer rer ekt WO 01718731 PCT/ US00/ 24783 10 areas and the
like and | CM data can arguably be considered to store or convey

i nf or mat WSAOVBRYYy can be di stinguished at |east in terns RET/USIORHSE ayer s
they reach. ICM data, as used herein,jgefers to data which can reach at

| east the Data Controller Layer, and, typically, the Applications and

Services L Ik Vol i f { Y, cQdj etc.,
2s desor i batfes AnEaae ke Yerlt ICMORRY BB aBinl) B SORTREH 10 s o bl
general , i idformationptheycanfhealistingsiskdd at feastRinjesins af whigh #yemithsireschn IOM r each

above the ta Link Layer (suchh as franes or formatting information) are
not consi d&pBgas ‘Psali/m‘ﬁ;’afeﬁ?‘-ﬁ 9 amaﬁéﬁc,}laﬂﬁésmlpa%lgm@lm&Wle e for

use foll ow },Eﬁo | ceu . odi | tional
steps are S{rﬂg’vi edami?’o?llhé]o\?\}pﬁég%%gm d?‘%"‘éegr%%éu Fejssu hgiatg‘a%é?@%gévmth a
pr ef & abl y refhimat{ing, glecddings etch as dederbed Ofdnnedtioprwittethe iData Devite Modkl),

har deni ng, _curin or qther cpating steps.a the like. |n sone

enbodi ment & erqaﬁ]gg .gmfiﬁowﬁtfgﬁw ﬁrsi%F‘Wﬁr%ﬁl??nﬁlem JC?V jch,c3p nglreathe sane
on al'l the ;HH@tA) Dits LMK Haly & (sudhds Fa@ e rith@aitify i i biderdt i on to
t he user, g. . by the manuf ag%urgr aﬁd/c#r) 15 %@f‘?ﬁ%ﬁ?@rﬂ{%ﬁ?grr&%#%n can

i ncl ude soA@ thl | of a serial nunber (or other identifier), date and/or

ti f f Vot j / ti o ti dthe ljke. F
Certain types. oft g RBRE, M SR 112l SyhitaBle0bl Roc BlicRite tHrcmpld: e | on
shoujgd be dceure OMGAotheHEHboIE &R ddaltioRMRYE aRipréN8EYBIbRHIRE Y RiidgOn

information). The relative portion of the initial radial extent 118 which
i s devot ed Presequrgsuchag cqating vathnreferablydhin(egi lossstharmabout 1 @ iyn) prbtectid i n any

a nunber o [ . de [ , i t he.anti cipated use.for the
writeable fr'%afgt;%%?i h%%?lmgb@ﬁ@ga%@# c??tﬁllg% tepg aa‘ﬁﬁeg’f‘isai‘ga‘“{‘%a‘f‘&‘{‘??&n% i t eabl e
regi on 128iifermationgsuch asinformatibrowhivh il nétbe thé saﬂ{bainrmthaﬁeﬂmﬁsj Wrikteand

simlar puragses (e.qg. ag described below) a relatively sma portion,
such as | edktherymtealye areas befare,distyibntiens to the sern a8t by the manufaturgeansderd t o
wri tepbl e f ARNE can bdchd | G4 . ' dat es,
cor r??t i ong%rSﬁ‘gur%l rté)ri g%tpons\b?gg%isl{cmd% s@g%]&%%@h%@&é f&?%lﬂr?egri e}éﬁgéejrﬁ)’s) and
the |ike widhte abd/ontiimetof mantifseturey enalyptionvddcyyption geforrastidn md tA& Bké. OFort he
writeable ar:ﬁagnmg%(?f desi.red, such.as gbout 5 tqg 10% or nore. A nunber of
systens caff® _E’? _W“?tl PREWatt & RIFICECS F@ktheﬁnfageﬁmﬁe@d\bpmte-t he
present T g (siihas Skl rhmbBOVKeneBiA0 ARl infohAdipt 2 storage, for
npl e,”"an

purposes of 30 illustrating one éxa ose of skill in the art
wi | | under st and Thevelativeppastionief the linitiabiratim] extentabl8 which dsrdevatdd ©rICM,

deystanding th t | tiom. If. i h t
necehar y) Yot UieRREEgbu SR ot o Ahiber ¢ el coopendtng P al 1

i nwar d | ocalgl, @idnticipated use for the writeable region 128. For example, ifit is anticipated that

the writeable region 128 is to be used only for security, licensing, decryption and similar

purposes (e.g. as described below) a relatively small portion, such as less than 5%,

preferably less than about 1%, can be devoted to writeable area. If, however, it is

25 anticipated that extensive updates, corrections, annotations (possibly from two or more

different users) and the like will be written, then a relatively larger portion 128 for the
writeable area may be desired, such as about 5 to 10% or more.

A number of systems can be used for storing data on a disk in accordance with

the present invention. Fig. 4 shows one possibility for data storage, for purposes of

30 illustrating one example, and those of skill in the art will understand how to provide other

data storage systems, after understanding the present invention. It is common (although

not necessary), in optical disk systems, for initial tracks to be in radially inward locations.



WO 01/18731 PCTI USOONn4783 11 In the exanple illustrated in Fig. 4,

radially inward portions 412 are used as a drive managenent area. A drive
managenegd od#al can be used for storing itens such as a,PCRUSIOR4M8BI y

uni que, disk identifier (e.g. a seri a{ nunber), an area for storing access
or unlocking information, a Table of ontents or ot her indexing system for

the main 5 witeabl e_area 414 driv alibration r ons gst regions

f or deterﬂﬂﬁ%@‘aﬁ}i’éﬂﬁ}“@? i Fig- g Wﬁ}'“lﬂ’ar P@F@PF Bﬁ(eanagt“e‘irﬁ'

settings k) { teabl e
foina %e zone é{ydrt?‘ﬁgmaﬁ%eﬁx%ﬁtemed gbn Eilse@fﬂ}%ﬁurﬂféri fernsiSu6h ¥4 4,

area 414 can rive . ally out ward of the
main wi t@aéﬁmbbrnnmquéld;sk identifier (elg. lsmaiMber)bmdamrfon stodngadeeysl afi sk

|nforrrat|onr iaon_.416. Th | tI.O an _be used f
storing 109} °t° infpopation, éwgg a‘}ﬁt%"n‘? ?{Hg:éf ﬁﬁ 08 em f or o
the 4 CM d%&xﬁeéﬁ@areaaw d}wec‘cahbﬂﬂomegeaﬁa (b.8bket r@g;bﬁseﬂbldeteaﬁﬁm amiyoif act ur er

information, type of content, Infornmation on how the disk can be used
and/ or hO\MdrmgobumakDr@mfemsd reasl/wiitetpomer settings fordhis disk), ged the file.dFxgneun| ocked,

so that, for naive yser, can r ructions.
15 Pref eréB}bg‘)’ F‘FFQ %Wg?eliliimﬁs 8?’5‘?‘7 %P@ng&ﬁﬁl“lserg(%% ‘éel'n@j\)el gdfnﬁlé(nd i s
conpat i bl @uiwirll Bf Hz8nAiR vEREBERS i B14Yih Imeaumamemts&cﬁmn f3ra JOMdiskr i t e
drive which is also relatlveléMsmall and_|ightwe ]g Preferablythe di sk
i's |ess t timformasntregion A16.| ThestGM dliskrinformationgegion A6T ran besessd for stofidgonnect i on

with the drive havin eSS t l.,ess than
abot 10mtteHl ™ &ﬁglleé)gg‘lof‘ ‘orog&?naf%% §§nera §I§¥: g??? bagd 20 in
Seri al mcﬁ&(tﬁiﬁoﬁ&?aﬂaﬁu Pivitealile eir€y, ahdnyfactuier ﬂmmunﬂoﬁ,l@pbad‘ cantant,i vel y

hi gh data capacity such as storing about O0.25 gabytes or general ly

as descri befermaficpanihgw thegdisk ¢o/bg yse @QQ/OYE%FOA)M%”F WS?%BF?’““FH& g‘P‘é’k 112,
and the dr I t f y small
and Ilght\ke gthtggas?tl%k{ Eee&(l%ge 1%’9:8}(1 Olﬁntggﬁ%%%gegggirx?%%i% a{pghg)?:itwreonl c
devi ce (PExE})trusﬁﬁ:is as described in Serl al No. 09/315, 398, supra, and

| udi 25 pl f t d { ,
| CSiat & pr ov deemR BRmES I8 Fefe Vs SERL s SRR eiel R RaPepls
substant i %khvus%fi?unﬁk tgdmvkﬁ&aaasﬁxh &o&?@wwraeaﬁe@wmwasé fe%iiv"elyona|

medi a. For exanple l'a accord o the present invention used fo

provi di ng semilaat Ihghthlghed’mfmbb/tb@ k is logsahan Aboutadft millimpters igiiameternd
smaller than. tr ona bhoo yen | ze and
mass of aapadﬁéfe \}p(,cgmgeﬁﬁ?ré%ﬁh tg%@‘“v%% W‘f}ﬁﬁg, e tﬁ%%ﬁ%&tr%a devi ce -
i ncl udes ahiciq@@ﬂess&mwhﬁohfnomacadepmesman Bbcait 40, genefa]ﬂb"ak &tsenlbaﬂxt s (or
other content) can use the sane rrermbi)h as opposed to fIa B&ﬁ ry-based

dev2@es suuoiSenal wa/iiﬁé%,aﬂupman@?@%a dheomeding Uthaayﬁa%‘r@ Y Thi s

Sheet Has cl;ea? ?o%ng about 0.25 Gigabytes or more, generally as described in Serial

No. 09/315,398, supra. Preferably, the disk 112, and the drive useable in connection with

disk 112, is sufficiently small and lightweight as to the useable in connection a portable
electronic device (PED) such as described in Serial No. 09/315,398, supra, and including
25 players for so-called electronic books. Advantageously, the ICM data provided on media
according to the present invention are substantially smaller and less massive than
corresponding traditional media. For example, media according to the present invention
used for providing so-called "electronic books" are substantially lighter and smaller than
traditional print books, even when including the size and mass of a reader device therefor.
30 In one embodiment, the reader device includes at least some electronic memory.
Preferably, multiple texts (or other content) can use the same memory, as opposed to

flash memory-based devices such as many di gltal cameras and/or audio playback devices
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111 W 1112112 HHirrrririi W 01718731 PCT/ USOO 24783 12 such as IVP3
whi ch typically use conventional flash nenory techni ques

mul ti plﬁe 83?1‘[5 to use at the same nenory and, typical Té/]lo’b?@ users
to purchase multiple (relatively expgpsive) flash menori es and/ or to

di scard content to make room in the flash nenory. 5 As depicted in Fig. 2,
accordi ng g, NRIParREEh ERitallfusd &ﬁwgﬁt?o‘iﬁpfladhr&ﬂé‘tﬁ&iy%chm le8 8t AiRwWiRgY 1CM
data and witeable areas are distributed to users”or pofential users 212.

A nunber afultipletcontsutsito uss gtthe samememornanst w;:e@ll(mforctmg usassito purchage possi bl e

bookst or edntPle gty Silelye] RRERenSaG i B oo Ebreiidn Byt °

di stribut g¢ tid 43 We - use licenses, or with Iimted-use 10 |icenses, or
may be distributed with full or substantial use licenses, typically
incl &iding a r dysadepjctest in Eig. Z,e@cmdrngctg\p@f:|en@0ﬂh@entyﬁdleapraseekmmh®t li cense

W U dit 1 o pRICMplaing BARSIIE fogh A ciibdebd el of oM 201 1

di fferent gaehba@fdiaibution sitenisRid pRicedires'dan®b ubedd & i®possibleRdishswiesi r ed,
considering the various _costs). The license information js preferably 15
encoded orfuglhdisksay P«enﬁeemmbﬁetaalsmaap@s sipilante boaksforesias Fasarded musisistagps: t t en

into the t I ] types
of i censeslsH grd%;ﬁgéstﬁ?ﬁ@% 0 ns‘){ %a?lmg{rl%&é“{}tglblﬁa ggﬁgg{)\éﬂg cfnogltﬂ?lmtteﬁ%‘?

l'i mloat i orfjcehses,coramay Beadisteibmad with il or substantialalse lis@ses) typiqallyixdeding
licenses imted to ge particul ar user or a particular pl a%back machi ne
(e.g. keysyally of use &e fpreayaangt e@@é@nﬂéye&taqfdwsvse@mé# REWIBNd 18 he
like), lim t ol hi c
ocat | on dusbiccBpiHekeif ik Hadbe enbBicR it ifter s o enBS3ORP L 0 0
user may hrestrittier @ypicallycaciowithnidifferent dost/sot thet a:umymayaellaetrwmuatypb iofense t he

| CM data, typically .at a. substanti.all r..cost, .but wth tanti all
o oot o didkhieS desitede tongidering e drinys ey T6S LS@Re InfopatAB gt BRI pe
di syki but eéi‘xcb&dséipﬁxeaméﬁﬁﬁ' &thet Q@Eaﬁ%ﬁh@ﬁCMzﬁfé’:lxﬁatﬁﬁ bhGriteh Shtbi thé ' i cense

righis are not provided or available at the tine of distribution but maybe
r equest ed writeahle acnccl. by the rétail lcatidnger botto rThextypesloélicansesom eesgidtiod thag nt |

TR Tl e s B B RS BBt TR RS, 2

have requesih@dcks)fcémel Rmited td 4 paticuldiadet b@btpaﬂxcﬁﬁck)ﬂla%ackl Madhin@e @ppodi ment
such mass-distributed medi a has at | east some 30 | data which iIs

encrypt ed keyed o @ruges passworda wser) key| eardvor lether tekea andpthe like), dimilgdctoss  code
whi § ;ﬁsa?ﬁ‘édl%’nrﬂg DeriodCa BYRENAPLS gk 10@kioR REWTRe: 1 R iSTRed HED

enb og i ment
some embodiments or systems, a user may be offered an opportunity to buy the copy

rather than license the ICM data, typically at a substantially higher cost, but with
substantially no restrictions on use or resale.

In other systems, the medium may be distributed in such a fashion that some or

25 all of the potential license rights are not provided or available at the time of distribution

but may be requested or acquired at a later time. For example, in one embodiment, media

may be distributed, such as mass distributed, e.g. by mailing and the like, to subscribers

or potential subscribers, to potential users who have requested the media, or in an

unsolicited fashion. In one embodiment such mass-distributed media has at least some

30 ICM data which is encrypted or otherwise not available without the input of an access

code which, typically, will be available only for a payment. In some such embodiments,

certain portions of the ICM media may be accessible, on a full or limited basis, without



certain portions of the I1CM nedia nay be accessible, on a full or limted
basis, without WO 01/18731 PCT/US00/ 24783 13 a fee. For exanple, a book

cl ub nmay wmerisadist ri but e di sks havi ng one or nbre books POTAISeZ478N
encrypted form and correspondi ng book review, author interviews,
advertisenments, pronotion, selected chlépters or other portions and the like

avail abl e i encrypted, for Pr ef er ab users may then choose to obtain
a |icense, 3Jff cPT ﬁ@a asb‘?ﬂ?ffrf‘h? n’?ﬁg‘aﬁg‘é’é‘%ﬁ?" disks daving one o8 moERBPokBove or
ot her typegeion! W%ﬂ&?&ed'ﬁnﬁxﬁktﬁ%ﬁe%gédiggdes Oé\ﬁiew""@%ﬁ#ﬂﬂf&rﬁ&% user

wi Il be provided with”one or nore acc ( obtai ni ng access to one
or nore boadertisgnents propotion deleeted chaptebscordienl pbrsions tindthe likp availabke ih CM dat a-

including still | es, Vi i ctureg or, videos, .data for use by conputers
such as peP’%%WQPl‘e asis : fabﬁ)%glf%f)gl?y%f ﬁh%‘is_ﬁfq 1 3 GRS licﬁgl,ay?f orage
for music ey otthetypddoflitdhdes ALScHBEEsbovE BE bHEK thFesIrcRRs fif bxdRrgdorY Cr S,
notion picture, hone video or other video stdrage purposes, volce data,

conput er pa egymens, whereapondthe aserpeillshenpriovided wvithatriecor more atatsa codeshfons

nmedi cal datg,. identification sswoid Qr encryption/ decrypti.on data,
credit inf Bﬁﬁ'é’mgo%?esﬁ koe‘gwtoré'?orggﬂcﬁ?' §é{?§”ipﬁ?c§fi%§f F?f'ﬂéea‘ff&d %é"*ﬂ%@?sl ndeed,
it is beligeM dadadchiding¥till imagespMioviepidtares ¥r ViSOG AAD AR USe bPcdpuvérsle for

use of the present invention in a 15 wde variety of devices, e.g. to
provi de f ofuchasperssmakaerputess, lapiaps, wigk stationsand the dike,stprage foramusic ore.gagr bet ween

Comiuni oat Pio Hitb0s AP ko e MY ity bRiuch BfellSed cromher,

musi ¢ dat ayidesstolage pipgses, voicatats, icompatefprogiatie tnd)6F datd) pérsdrial infon@tion nusi c

reproduction_devices, portable or  fixed television or video reproduction

devi ces, cOnfAR sichpasmesdieal datagideptificatiop,passwerd oy sngryRon{derrypsion dgieni ng or

ganbl i ng dguk: N ' I ' | L G P ile

o er cos or N Sormibly cred! (3R callibloRaRintlndife ARIThA%s, iy CIRIBE. P oos

such as athttitwill be patiCwarhynadvhntageous to prohide fdrask ofithe Ipresemst, inventidn g

machi_nes, and the |jike. In one enmbodi nent, . the user may select anong

i ffrent Ve ofdE¥ions Be Gerovioer et e Uathe SabmSRLR e Heh

di ff erent QF.! GREvcRh DRMBIN®s GhclGdifig, b RACLMETB HoRMelices 4or LHIfy-bickense may

be content-Timted such as providi ng t he opportunity to sel ect” bet ween ;
8

accessi ng, canapunieatiop or yeproductianiof datp Gucluding e« image: dseo ermbisiprdatrisveh f or a
second fee Sl N ol ' Vi . jrd f cessi ng
PP of ool B ool RS e B

text and au or a or afifth

fee and cofikddnalevision o Ridled edpidtiuation dévides Syoifputer phfiplivisl deviees]icomplter
| i censees or potential |icensees may obtain desired |icenses and/or 30
acc@fs coo®amg fevicescgasming o5 gambhng dgvicesy stillt videq ax motien picyiercameras; ephone

P15t o ol oA il B BB, ),
the |ike aashummaicpelles amabinesormtier bal matHies, vending machines, and the like.
In one embodiment, the user may select among different types of licenses or
restrictions, each associated with different prices or levels of cost. In one embodiment,
25 the license may be content-limited such as providing the opportunity to select between
accessing, text-only, for a first fee, accessing text and graphics for a second fee, accessing
text, graphics and video for a third fee, accessing text and audio for a fourth fee,
accessing commentary and text fora fifth fee and combinations and permutations thereof.
In one embodiment, licensees or potential licensees may obtain desired licenses and/or
30 access codes in a remote-fashion e.g. over the Internet, over a telephone system and the

like. In one embodiment, the drive, player 512 (Fig. 5), read/write device, electronic

book player, video player, audio player and the like and/or a personal computer or other



WO 01/18731 PCTI US00124783 14 conputer 514 coupled thereto, is configured
for reproducing the 1CMdata is configured for such renote access, such as
bei ng coMAYUBBA for |and-1ine, cellular tel ephone or ot REFUSRPRHERSS
connection, satellite connection, locgl area network connection or other
connection to a host conputer 518, such as a host for a web site e.g. via
the Intern L . Qla |4 :

erboc mentooeyRe st LRI EhaHS, oRRa RS Re Repl R RicRne KM BARI CoeBRRY | g
t he |i censforqich fein®s sccessisich bsbeiny confif@dd for tandelikrgelialar tel¢phomesorettizodi ment a
user receiving such a disk 510 may choose to sinply, access, desired
portions ovirela® egnigctiony satclits copppction, losal preaustwerk eqnsestion, gk ofher s
accordi ng ' ' ol 1 . lsager tinmne,
acoess o rSimkton bk BRRbmpRLFIYS Usils aiostibe d 0B ik I vidthe Blor o6 |

sat ebl i t e for obtaining amsactess avdeardieeriser Inl anreenbediment sanewn bl ponions ofthe t y

paynments such as by _chargjng.a predeterm ned credit card .or, other charge
Deount . JRIPSHISHS BTNt 10 bR o HFmsn ot Soro HAe A RPEg ERCEHAER o
tel evisi onpngae G@di&%ntﬁk&%ce‘i&ﬁhé ek aﬁ%k%h@%@%ﬁ?%&%‘t% @gle)ié&&sh bésireq! N ONE

enbodi ment, authorization by the user 1S reques qui red before such
aut omat ed pwortibnsnaf the diskeangj ingresponse;rthe phayer orl &themappamtesndvodidirggnto tepi ct ed
in Fig. 6A and B, a.user. inserts a disk 612. Preferably, .each disk has a
uni que, - or PR RyeSHATs S G gh & otth S+ ot JURRIPH W C£ 8fa B8,
numgrs arRidhé? hRA/BPYVIY a kdNoRElor dAteflitt REK, sb ARECRRPEOTR iLERE fePaGmehts t he
depi cted enbodinment, the 'reader initiates a key validation process 614.
Pr ef er abl yortteyaltyi payoientsssuch@s by chirginga predeterminedicredit candaari ather wharge

conbi nati on _based on. the serial .anupber and .a first copde. (i f one exists)
whi oh has HeRREamnens A6 o aed bilhE SeelE s PieRhonk: ety SRV Gion iR s

| naccessi bytherafiliy seiby adchie an@ thedikeP I \éHel cifodithént RRGirzhon by Wk Ustrng hash
nunbers, prinme nunber nultiplications or conpound nunber factoring, and
the |ike. Sreguestedentsanised bafere gnch avgamatedibillineoeschasgingis perfermedki |1 in the
art .@fter undergt ' Nt Lnvention.o T, e fe N

cont}lgnat ion wl @gdééln% gg:’@%és&ég%? %ﬁn?@n%h]gg gl%lyg‘r%s%ﬁlg‘lé&sc%rﬁ%kgﬁpéd to

i nterpret PBrefeasbly, kactetiek higeunijue; lor héarBruniquey tériah fubert dith@ideifiecon t he
di sk can be played or otherw se accessed., In one particul ar vzile‘i,_dation

process, t PRI PERDYS pFPrRisEly loppiedinaussinacqessiblpiead zoge- fhg depi
recor ded KEHbodhbi, tllreaABYihitlaf AW KED Gall o BREER 6147 PAeEAbly' IS ilobVes

£l
Pref er abl y, as a m croptrocessor I ch executes m crocode for
per f or m ngpSformaigagpatdefined caldulutiod or combiiffdtionbaseden twrspridl@embermdadirstk ey

Si the disk .identifier _and the . k alue., If t nmast ey, key i ndicates
;J hia %ac c esgt"q%@fé'&‘p%%'?@é‘{ 1¢ ergqﬁlﬂ}égé‘?\éﬁqog‘?cw ‘gg" Péﬁ%%ra{;b’ﬁb%e IB?FF la nt

decrypt i ONjREQEEHS S8ne. WA/ typG drearibRaAbRHEHoRibIE HMding hadRurhbef€- Thi s
Sheet Has Been Repl aced

prime number multiplications or compound number factoring, and the like. Other

combinations will be understood by those of skill in the art after understanding the
present invention. The result of the combination will be an access code which the player

25 is configured to interpret so as to determine which if any portions of the content on the
disk can be played or otherwise accessed.

In one particular validation process, the disk drive reads the disk serial number
or ID and the recorded key value (if any) from the non-copyable zone of the disk.
Preferably, the drive has a microprocessor which executes microcode for performing

30 validation in the drive. The drive computes a master key using the disk identifier and the
key value. If the master key indicates that access is approved, the disk is enable, such as

enabling content decryption processes, enabling read protected directory or the like.

This Sheet Has Been Replaced

AT




1 iH¢t 2112221 [iii it liii W 01/18731 PCT/ USOCO 24783 15 If the desired
portions are validated, the player proceeds to play (or otherwi se access)
the contewuaoladm |f the desired content is not validat edpcrivsogrsagser
preferably initiates a registration pr gcess 618, e.g. requesting user
identity, credit card information and 18he Iike. If the registration
process is not c an error is _declared 622, e.g. for 5

|
error-handling. &qﬁéﬁ‘?ﬁ'@@P°‘3‘ﬁn%§'ﬁl"|"“3§§t?‘b@WB&*@H‘?@P@%‘PW&O{ NhFl)Wlfﬁr esents
key ‘and oot a0t IARAF 6ol B8R oL DXoARUARH) A0 il BORRPY. © 0.

via the Inter t he confact Is unsucces 'S declared
628, e.g. finitiates ameglhmndh progessi6n8 teng requestingtuset ideritivg] Icfﬁelittcarcﬁﬁfdimﬁﬂi@x such

as a JAVA or s i.s downl paded from the " t-of -sal e' host,
032" Tt ' M o i P Bl onrpes (et coprioy sarer Ao s 2 £ 0K e
mediag Int Q%,quﬁﬁ priate
di sk cont e%rﬁﬁgdlg%e?%ﬁgﬁﬁ%bgﬁr&g?h%?ﬁg% 'S nt i ? %%%ﬁéan gfa&r)rd this
i nf or mat i orcontent informatien tocBkost ﬂ&bjnomltacrtmgdse 1mst:6124;mgt eiatthahﬂlernetlSdﬁJ at es
.the paynent_.gnount and the dj 640, |1f _payne I S sed .or, the step
ot ot s 50 Spfacl Apmbeshl in i s festared BT B Ry oo binliRg o R kil 1 n.
Q herw se td%gxcfeélsémb%ﬂﬂﬂb‘ht tsbftwardl Gichat SQAW&Ss?mHﬁya ft islddwilodded feaer ' S
"client"” 14 which }é)resents it to the API. The pfayer 512 computes the

val i dat i on the&méntfoffseb bestr 632 dhis alsoipossible m;pﬂoegderthn‘anpmamot’mratdm di sk
- 646, l.Ng her rel
Ot ot Lo e BietRE o 8 Sepifted R Simele B dbviniidet S refde Mool ik
t ermi nat ed cafifént SEAS fidiiber Y bthert disk JAeMPRS 639 RS sdhd\this iefofh#ARA t6thet he
di sk, the desired content is played 652, either in the original player 510

20 or any dok636p Thedpstaeads suchrcontenbandalsylatesdhe prymeat ameunt gnd feylisk ot her
code. It 'ﬁc%%%s'r%&néﬂi’onﬁéﬂ{se&i%rﬁﬁ% @nx? seddces %f%ﬁheugﬁ Fﬁ%‘fm}’ | idation

key will permt pla y on one plrayer (or a ayers).
I n this eniediaredé? forferrar bandling. somadasahe hbse setids khehitnlaveal acoat keym@rr access

d b d d t it t
cont Bt | n 1 HE gy cicnsE PEGA TR BrRenis iy BAPh The ARSNGB ng (n a
reader and vfaﬁ!i%tf?xg'k@ﬁ@f&%es%&?ﬁﬂswnfi@ﬁférlde?ﬁﬂ?ﬁﬁﬁﬁﬁtcftﬂé dﬁﬁmme o m&al n an

appropriate validation key. “An enbodi men a content enabl e rocess -
i s il ustr dhekeyivalugj ahasly funttion oretheoreased infamationyt preforgblyt inia nos-gopyable a

renote web host ut e ndr ng a re uest di sk 712,

e.g., over Fhe F’r‘r‘fg}r% {diis g?ﬁ)%‘f% \%t& tbe p’é?pﬁ"sg?‘ié§¥‘ﬂ8rre 30
PC, or a niredopddd¥nahsikk Qﬁ@&ﬁd&@dcdﬂﬂexﬁm&ﬁiﬁa 832, &h&%m&m@yl 510t he .
client conputer, in turn, sends a request for the first dis , to the

di sk2Qir i ve or BBy ofttes playes eondigared totrecognisg the validation kel ear, othgr @ﬁet JbrsC ally
Wil bet he grseﬁe ahol\nﬁe% xIt'ofcbgﬁgué licdi'skas%cﬁl thsa?{ﬂea&lahﬁéjtm?ﬁgey will permit playing

only on one player (or a defined set of players).

In this embodiment, if a copy is made of the disk 510, validation or access codes

based on data stored in the source disk will not permit access to content in the copy.

25 - However, the copy can be enabled by inserting in a reader and following the process
described above for paying to obtain an appropriate validation key.

An embodiment of a content enablement process is illustrated in Fig. 7. In

response to a first computer, such as a remote web host computer, sending a request for

a first disk key 712, e.g., over the Internet 714 to a client computer, (¢.g. a user's home

30 PC, or a microprocessor embedded in a personal electronic device), the client computer,

in turn, sends a request for the first disk key, to the disk drive 716. The drive reads the

requested disk key, which typically will be the media identifier, such as a serial number

This Sheet Has Been Rep

[T
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other identifier 718. The disk key is preferably unique to the disk. The
first kewoowmsrsthis illustration, called "key A", is realHCTson/24es di sk
into the drive 720. The drive perforngs an operation or calculation ("FI")
on key A 722 to yield key B 724. A nudBer of functions can be used as F1,

I ncl udi ng a hash_function. F1 is preferably a one-way. 5 function (i.e. a
funct | on oSk idenpBFE{ YR, Jibg ciflkel iswrateebly vaignorths fisk. BBE SRR IRAt it is
very diffigul: £ 0] bis g i - N4, . for
recoveri ngtﬁ*%éyu%an%?’ggr#]&gyﬁéé{mvﬁ%l eoahigﬁ ng!\f\nezﬁiéﬁ gﬁ gé@%ﬁ‘?fg/ B q‘}l%*r: g?‘e’? ably,

t he code fpetfopras armoperatipniet calcwdatiae(SFE')bs keynA 782 toyyieldtkiey Bl 7241 A riumebedr i ve

oy 726 o finons Sarbs misd os i BCRA0E Sl5mt Gefiom Bl Hpreferiios Shergay e
I ntegnet  7R0erid (L. bt tbnHiOWisFeladrely @i&@ﬁi@&&%@[ﬁ:eﬁbﬁhﬂﬁ@ Lkuch ¥ ifiest

conputer has access to sufficient infoormation t It can formul ate an
"unl ock packediffiouli ertimsconsurhptiperte deduse thesnverse functingg fatireqpveriigkeyeh i on, on

(o oy iy Barlpobt TS et 3% VBl R R BRI BY 551 5
conf i gur edeefifed saBsthitidlly ehfirelyiifl the d¥ive Q¢! udidg b Bfal B br nfiBrobbd) diThK, Wi th

the "second information"” bei'ng configured Such that, when appropriately
conbi ned wélieht domyputer reqeivgs key Bi726 and sehds keytB tothehost sompatenT 28 e.g. ower |

recqgni ze gas.al |l ow.ng centai.n e of access. Accordingly, the "unl ock
pacagt " V\Atﬁf’ Ina%‘d'inft\fﬂ’e%b,’ p%ﬁeﬁb& 3%11%5 %%B@encc?f]ﬂ%&l(?ﬂ pé?to‘fogast two factors: key A
and the type ofTiasREcormsutétthas BERM tdQUfficldhe inforthadidl thadkeh ToMhdlate hake into
account how t he reader conbines key A (or 20 a code based on Key A) with

t he " secontinjask packst"ivdrch is egnfighred toresultin resgrding information, op theglisk, whic
e N e e _ . .
subst ant 1 animatet iRt ik it shlbed R tybrcali Bl )t e

procedur e ysen t The "adlbek paplsthipseferably is avafigedd o resuli &k storibg "secohécogni zed
and appropriately applied, by any reader device). In_one enbodinment, the
hostlSconpuinErmation"emithg disk, w&ﬁfher ggcopdynformatiar heng configyred sush that,wher ot

informati o d; OM qinver se
function (%brphg)rll{ aa p?@%?#ﬁgqgmge%‘gt }tgﬁl] egﬂdqggﬁgg%‘@?}”é‘ﬁgmfgﬂ aI‘é{a.:”"a”ll nor e

t han one tepegniz asfellomimgd cartain type of access. FAccordibgly, the JunlodkoparketBavilir om a
dat abase, I lahble to the. host, . |jisti various i.nverse functions (or
Funct s on pbamBraresy PRt st S BpBa ey Aare B Hanet SREHAPBF ser i al
nurmber s of hdi{ab@r B ullioskpdiely Yl take &t&n@ggdlshtgagﬁhe felifer E&?Bin%ﬁkbéy/{ for’ €cei ve

an identiflcation of the player nake, nd/ or serial nunbér, e.g.
al 02§ wi t éfncodeclrised ny Key\A)Byith the “second information™ (or with a code based on the

"second information"). It is anticipated that a wide variety, preferably substantially all,

players will use the same "universal" combination procedure (so that access permission

recorded on a disk will be recognized and appropriately applied, by any reader device).

In one embodiment, the host computer can obtain the first factor because it has

25 sufficient information to recover Key A, based on key B, such as knowing the inverse
function (or an appropriate decryption key) corresponding to F1. If more than one type

of F1 function is in use, F1 may be, e.g., obtained from a database, available to the host,

listing various inverse functions (or function parameters) corresponding to various

makes, models and/or serial numbers of different disk players (in which case, the host

30 will receive an identification of the player make, model and/or serial number, e.g. along

with receiving key B).



WO 01/18731 PCT/ US00124783 17 The host conputer has the second factor,
because it has received informati on about what type of access the user has
request ewo @nd7aahat types of codes will result in whi chPRTAS8N/28783access.
For exanple, if the user has requesteg (and, presumably, paid for) access
to the third track of a nusi c di sk [ corrputer wi || know what access code

5 permts thi S e of acce nd al cul.at e what econd
i nf or mati on, v?ﬁé °SE‘Eﬂ‘FH?“|’i"é k‘@‘lﬁléc “Lsﬁét ‘Rﬁ.’%f‘?&ﬂn‘g’s‘%‘?‘?’i’at i on
process, %bht Whift tfhe dfBERsHRE 853 hamqﬂestehf mﬁﬁw& Besodeawsll rekfieinuser had

requested a different type of access (e.g. had requested access to track
5, or acceslsichkindd ofaceess; [For example, ifishe user haedequpstpd ayd presumablycpaidiforlaccess,

or the like |ffe ond in tion" e _Ca, I resultlng
in the 10"“’6%% ‘ﬁ?@é@%éﬁﬁaﬁm@bcn@}o‘ﬁ evﬁoflﬁ) ﬁk“f’ﬁ’ \gfﬁag%g%ggl Yent, the
hostsappl i Remfs 886 BPE of diRSd, Afid tiust dan saitulte( Whatt"ﬁed&lﬂ ifBbrmatA, "t whe oduce

t he "unl ock packet”™ which is then sent to the client conputer 734, e.qg.

over the |combinediwingEey tusing the usiversak comhipation;processwillyield &hig A¢cs8k packet

738 it pre 0 gere
called ? Chsoﬁth? g@gr iﬂfe& ﬁlg 3%“3‘8 ré@%&’tle reﬁfgfrg]gtltgg é ﬁfkcc%gc(ggno% in the
form t hat féﬁdésteb@céc@@ﬁftﬁ@ﬂ 506r adeesscto al.tracky; optitherliphived orrpliy&ﬁrei&iutezit ed
enbodi ment, "Key Cis refornmed by apply ng a functiaq to yield

Key D 748.ackess. it likeh diffarent 56001941 TERHPR  Weltd be Pﬂ?‘é?%trF%\zM@n theshended

enco I Qs when the access is date-linted).
n ?éarl ousesgrgﬂa&@&htegcmég ganHAtElin}he sane as F1, can be related to FI
(such as the i miensanbddithempthe host applies g sevohdfuaction 2o &eyd\ fou tod ¢ydB).

Pr ef er abl F3 is, a on fupcti K n witten t he di sk
752 e qAPde erpdune e Qunlgdc T HNED BepisEat B AL BEL ORI Fom t he

di sk, a cl ﬂ]&gj.‘ CAkI gpgng mer forns a
read 814 fdrvgph%eh e 0 ?lgg#ﬁ{gmfﬁ%‘g&gm%%%aﬁ}g%%k%caeﬁd D 816. The

present i rptmhtscm(oah bOanfooresuk of thetplozls patpkgt,élde calledt key Gi' I¢d)dpshiege t he

covial o dhe B el K oRaN prile duin ol o 3R pesiphd Ba B BT, "ECE

confi gur edAéc%raxﬁglﬁ mhlecwfﬁ&ted EfibATHnkNt; KS)CO tsdemnﬂaybyapplym tivfMP3li nent s,
superceded keys destroyed (e.g. overw.itten) and/or marked as

obsol ete. 76 trowgld 1\29}’ D5 748 0 5] some Q@melﬁ%npmjﬂ‘é{qf&?? inforpatiet 154 r ect
oo 100 PRI s P SR RS EDs aBEhpl 1

di sk keys y ap ost or client Keys A

and D, in Jafigui Qﬁlﬁﬁd@rﬁerﬁé B @sh bthé Senetis$H, cande related eF Isudhois the ivvants ned by

the "universal" combination pr ess to he desired acce ode. This
enh3fices sfunetion).pr canthe ap ugpelaied §“‘B1e i ﬁeﬁé\@ﬁ}a@é&f a one-way fanction. Rey D"

is then written to the disk 752.

As depicted in Fig. 8, when a user tries to access content from the disk, a client
application request keys 812, and the drive then performs a read 814 from the disk,
indicating it needs to have keys A and D 816. The present invention allows for users to

25 upgrade or otherwise change the level or type of access, and accordingly it is possible the
disk may have several different key D's recorded thereon. Typically, the system will be
configured to read the most recently-recorded Key D. In some embodiments, superceded
keys may be destroyed (e.g. overwritten) and/or marked as obsolete. Although it is
possible to use configurations in which direct reading of keys is permitted, e.g. for some

30 content, preferably, the disk keys never directly appear to the host or client, i.e., theKeys
A and D, in the form as stored on the disk, can not be directly combined by the

"universal" combination process to yield the desired access code. This enhances security,
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Lrrerer e rrer rrbierrr 1 Wo 01718731 PCT/ USCQ 24783 18 since it
will be difficult or infeasible to reverse-engi neer a know edge of the

pI ayer aW@OVL83Ltode scheme based on the data stored on dPERAISO0R$ER: di ngl y,

a function, such as F 1 (which can be,the sane as, or related to, function

F1 used in enabl ement 722, or can be unrel ated), i s applied to Key A 818,

to yield K | f desired,

(0 Lol d Ktk GA oo B8t aIAR vl HoFks iR e RS iEa o0,
Keys B and chdeschemertasedesh thl@ datmmadﬁrdxske Qccoidinpdy, & faastiom sudds fISi ve R
conbi nat i on, the |ike yiel d Key F 828. Such a convol uted ke process

0
can be useQWhFEFa‘?h‘fg‘Fﬁ eé%f’ﬁfﬁlﬁt?‘l:t&t ﬁtlwaWunermemmam,om@n § eads

Key B and 4 f | t y

pr ocoseos thedeh sifedioKeya SRD} O ey 8% GRA 1 RS LFRL 1S Tl
enbod? ment Hj&?.‘ﬁ ctlédesiredf-separafy functiomssanieeappliedito Kegli IA:aﬁd Gtay Dha bie
royalty or ensellg ee ha been meg or arranged for I n response to

a communi ¢ §f’1 ‘"?9“5 4 ﬁéﬂ &§e 9! in the reader{g gusings I@slppreeéphlgw 8

pr ocedur e r other
Pecount | or airARof S HERG RS RATPEIE Such s Eof AR SEER} ar e ™'
rel ati ng t dontihterral mah@mcatsorrwotopdedl‘hemltehethemmadsmb}' B and K2y Eér KéyE, t ype of

i nformati on, whi,Cc depend on, t pe of ||cense involved.
For exanpl &f ap thqfl S:ﬁeﬂ‘{]&'@ 4Pp l?ﬁ“ﬁflt W%%?Séhi)gﬂsum%aprmﬁﬁ 1y, enablefe
recorgled i phmemmdzyon may include an identifier or profile of the machine

or conponents thereof. |If the license is [imted to a particular tine
period, the inf brﬁhapmbﬂdlmyt depisteddeFig. 2,in response & n iodicatiorethatithearoyalty dat e.

20 If th l t ed, t er, the informt

i ncl ude Eey}ggr ggferc %afhmln p%f%?ggﬁﬁraapg‘?a%ﬁt"ﬁgefg 6’?1re%¥s3%&s§\%?‘&°ﬁl“m1\5‘?%?‘|? Hman)d/ t he

like. If 1l Hose2856r ih Sesporie t@4lplefranged procediité RichAb A BRfarRhgddla ?%3 Bh

di spl ays, the nunber _of pI ays or display maybe recorded and Th "ﬂ [ke At

that poi nt fo eheee A eeditagrd ps othen acapus ar inresnaasetoagnsry qfra lpbagdyasslcode)vl ce 226

f 5 t As d ted
or I:152 acﬁﬁﬁﬁﬁeﬂﬁn%laﬁﬁg ﬁ%éﬂ ngg?s redof g (f lﬁghfafeggf Sﬁld saf?ﬁﬁ . ’lmgc}y%e gpicte

user wou PI ca I nser n t he

pI ayer 312mﬂmaeiopwhm1herepbxay¢wuvmhﬁu or tha behédngﬁﬂs@lvwfwreﬁﬂéﬁe from
the record e.area 314. For exanple, the player _device may rea

expi rat i onidag icense is fimited in amasticwlsr machips, the regerded infommasion mayincludean) j ke.

eS;;Prplr Zadi %ﬁ%ﬁﬁﬁ%'p?dﬁlé of thB SihchRP AL Sifpdrnts Merbd£C RRE 16L&t ¥ ikfitetBa FOT

particular time period, the information may include a current date or an expiration date.

20 If the license is limited to a particular user, the information may include key card or other
token information, password information and the like. If the license is limited to a
particular number of plays or displays, the number of plays or display may be recorded
and the like.

Atthat point, the user may use the media in the player or playback device 226 for

25 accessing or using the mastered and licensed content. As depicted in Fig. 3, user would
typically insert the disk or similar media in the player 312 whereupon the player would
read the license information from the recordable area 314. For example, the player
device may read an expiration date, a total number of plays, a user password, and the like.
Such read information is then compared to the license criteria 316. For example, if the

30 license is restricted to a particular player or similar device, the player's serial number
recorded on the media and read in step 314 is compared to the player's own serial number

or similar information. If the comparison indicates that the access to the ICM media is
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30 license is restricted to a particular player or simlar device, the

pl ayer's serial nunber recorded on the nedia and read in step 314 i's
conpar ed wo ot/i873pl ayer' s own serial nunber or simlar irdowussbR4mss | f the
conparison indicates that the access tqQq the ICMnedia is This Sheet Has
Been Replaced | 1111111111 WO 01/18731 18cTi usool 24783 19 approved 318,

pl ayback can begi 22, Ot her e f conparisqns can include, fo

exanpl e, co?ﬁ?é?‘?eﬂg’ lg’ P@&@cgﬁﬁ? %@P%ﬁgdé)cﬂée’tt@eﬂ? CRPPALIONS g3k ’é‘FI“éBrfrﬁ%lri ng a
d | | | I t

rea passm?aénquacaﬁparﬂ@%ea%ﬁmoqdaﬁm%ﬁl&gﬁé%@qﬂ%@%s%@ ays to

a counter o ecuted plays and the Iike. yback,
fol | owi ng ate@Endu@mit pasks/ord, companing dmexicruppitinsber of playstoygxtoandter of gxecitedn t he .

dia. Pref bl t ft f ' the d t] N i ded
o e o Blapuen the dikes T oie epnadimeRt glokick. tlrins Aot 3 8eionRl on (o
ot her ssof t wgdcpyptish dF &Q{}dfed’&ﬂteﬂi ot 1 mhaM, OpeforatiMy thd\SofiapdkoR bOYdrefiRg @

nunber of advdntages. The user does not need to Separately acquire and | oad
decrypti on thedeeryption is pravidadgm the imediss(erge dy part afthedCM data). Rrowidingube e may

be stored op th er's 10 chin r|at r{reuse) .,.JIhe di a can be
largely pla efcf?ﬂ’ﬁ}o{q zﬂre%tg?fasé) ”?aree_reéﬁeiﬁnc € ‘ifﬁ{let @e%&aﬁpﬂne_ gd# %qu?f’ df a
plurality Ohunie® _Bf idvastagdss. The @ieh@éeshbﬁiefa@fd&pirbﬁly@émiﬁednﬂlod&iﬁdrypﬁon

sof tware appropriate for accessing the content on such platformis found on

the nedi a.sofware (althowghe if desired; sewe op all isuch safarare maw befstared oy the wer's of t war e
to ohtain (and. t ' C f 0 f e

oo dBe) on Bihind OB b TR b R RO RS8R, L0 bl

decr ypt i on) thatDrdghelleznof eraich o & ipliiality ofbbuk readerd vredtherqilitfdiths the medid ion
different disks, to thwart unauthorized use arisi nqui rom previ ousl y- br oken
codes and/ ovsef ¥, spitRyare aPRIARKiale for aggesting the content opsushnlatiorm is So 1€ | n one

enbodi nent , heThes: | | ' ' i access
code (whi chm'f(lillg' user y‘?){{)ctggﬁtnﬁs%?gdr&g%e %S’Tg&@tﬁg{mﬁﬂ%etgg?%{rn ((L)l?ﬁer
i dent i fi er)thensdr's déack@fi khdweledgedofandfer accesstto 2k decyptionmsoftisare iscalso edgpfubai n

acce to conte on a_seco di sc py. usin he access, cod of the first
dser 13 ManyPQuRne et eoYrioat: PTFTD diERAGhtT HoSearery LRy 1§ on
to or in plRs&d & differeBNEikND 1 AWACETHOHS ﬁ@%tabﬁﬂxtgaﬁorﬂ?ﬁ@iéx&ﬁdbﬁﬁﬁye- In
one enbodi nent, the protection systemuses a_ (preferabl'y unique) )

i denti fi er eides dnd/atito previde thegwer withcthe mosp-tordaid spiftvgren Inppegrebadimed; r andom

nunber key or sim.lar, co or Jddentifier in a.drive I y (ROM
o "ade. v « e SRR R Forieg 6 g colimatp s e o F08E (PRI R { ey
of the di skebtsihé forh fé) ahd Bertll nuhib&{orBtetideifier)opritheh dibe hedla (@/gdsaused,

e.g. as part of a systemto restrict usage of a particular disk to a
part 28ul ar aisecord usepeangot gain access to content on a second disc by using the access code

of the first user).

" Many other systems for protection of data can be used, in addition to or in place
of an encryption/decryption method as described above. In one embodiment, the
protection system uses a (preferably unique) identifier of the drive device (such as

25 - providing a unique and/or random number key or similar code or identifier in a drive
Read Only Memory (ROM) or made with a drive identifier), and/or a (preferably
unique) identifier of the disk, either or both of which may be stored on the disk and used,
e.g. as part of a system to restrict usage of a particular disk to a particular drive. For at
least some media, including at least some media described in Serial No. 09/315,398,

30 supra, the ICM part of the disk will display a different reflectivity than a writeable area.
In one embodiment the system can be configured to block attempts to read certain types

of content and/or certain disk regions, which display a reflectivity indicative of a
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| east sonme nedia, including at | east sonme nedia described in Serial No.
09/ 315,398, 30 supra, the ICMpart of the disk will display a different
reflecti WQQ/BBFHn a witeable area. |n one enbodi nent t RCTASH0R4A82an be
configured to block attenpts to read %rtai n types of content and/or
certain disk regions, which display areflectivity indicative of a This
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di screte rggi | ' . i le PRYP | so
poss bl o 15 sesegiollof St i b3 o bhldh Palca "R fsPBARibId b el

I nt eSsper ssoand drall sughdata in hed@M ared (eq: intdrspegseditiehewithy aspurtofiozr alongwithr err or
correction code (ECC) data, and.the. li ,,to e such data hard to

i dentify aWcB‘FlHPnﬂ(‘?Btb‘?& VA m%&gﬂﬁﬁwaﬁpﬂﬁgé@l%@ggﬁw ]t‘}f‘éuioﬁﬁ?kezsélﬁh d8taess.
Witeable $do (ﬁ#ﬁfrctﬁ b0 | : ed to
copi es matdlclaaffila gag?rﬁ{\%en a{%tijse ’ %sthﬁﬁﬁggﬁ%sﬁgghgﬁdﬁéggr‘ﬁ&ﬁ%@% of

copi es. | narsasf therdiskaianbeused tastergsformatioplyelated tesipids imasle gde. whdan usdri ch

bl ank or ot kll.ervvi Wi tqab.‘ed di %ks fﬁ%n. be. provi ded with speci al

r oper t1 es'™ g & ek a e aureE o{SoRiser bl Soms ribpgimaents. gy nay be

(pr gber abl ytapiskbdandel viich blAROsd dthewise Writttbil digksRah bOPrRVRRA WithRpdal
encryption key, e.g. such that a drive can only read such key Tf it is in
a | CM ar eaprppérties, thsssist indgtegtingunauthorigedenpiesasucb ys 4 (rueferably uragqueddiskzed di sk
to a wittgn disk nd t like. .15 |f the conparis i_.ndj cat es t.hat
access to %ﬂf fasﬂaﬂ‘gi % f‘fesa"d%*\?ee&?ryaﬁ%ﬁ%ﬁﬁ- sutcgrhf*}]ié‘ 68 At of
Fig. 3, a fedisach kyif duisibta m:msiawaa(khx@rthmﬁgq&eﬁl?tsttbebo $@rkeydfom lafdi cati ng
that access is denied, nmay o P(ut an offer indicating the coSt to the user,

| t

of one or? oA kR as yw”pglif haud thedikeni t access, and/or may initiate, or
for fULIRE codBiddedtion : .

2;; gg? o'? Ler uaté}f:oﬁ3 ﬁft“Be.éé’?‘t‘%‘gco"rs& ﬁg“’%’ggﬁ’gqgﬁp&ragﬁéF@{a%ﬁoeg&gﬁog{i‘l&g C:}f"

Potenti al tocthetinbsdifnrennofFipr B atdevitk naycbutnacignal biGiEsvagd Rkt asersdium or
media pl a%/lgr i.ncludes the_ ability to annotate, supplenent, update, correct

or ot her wi Sdicalinghatacesss indenirdeimay opput srcafiferdndicaiing the 6ost 4 thedwseriognal
data. AccogfliRfoYe lidehsedWhidh would permit access, and/or may initiate, or arrange for future

initiation, of a procedure to charge the user's credit card or other account e.g. according
20 to a predetermined arrangement.

Potential benefits from a practical and economic ICM/writeable medium ormedia
player includes the ability to annotate, supplement, update, correct or otherwise
supplement or modify the ICM data with new or additional data. Accordingly, it would
be useful to provide a system apparatus and/or process which is practical and economical

25 for both mastering of content and writing of content or other data on the same medium.

In the embodiment of Fig. 2, optionally the system may be configured to permit
the user to record later-written data 228 such as by annotating, highlighting, writing
notes, modifying, correcting, rearranging, remixing, editing, adding to, and the like, the
ICM data. In one embodiment, the opportunity to record such material is provided

30 without further license fee or charge. In another embodiment, some or all additional
recording is provided only in response to payment of a fee. In one embodiment, the

additional material may be material which is downloaded or otherwise obtained from a

This Sheet Hag Been

i



be useful to provide a system apparatus and/ or process which is practical
and econom cal 25 for both mastering of content and witing of content or
ot her daO6M18He sanme nedium In the enbodi nent of Fi gPCT/USOp2478nal |y the
system may be configured to permt th 1user to record later-witten data
228 such as by annotating, highlighting, witing notes, nodifying,
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sonme or all additional recordlng I's provided only in response to paynent
of a fee. |mapbreinpayenhionthe rght to acress andfnaldowmicadirenisiong omrewradditianal  whi ch
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material, an_ instructor or teacher, and the |like. In one enbodi nent, sone

or all of w3 readersior peressing, (exh Bogk contspte.®: drng aepdemicgleetures and dways and/ or
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exam nati on questi ons, ‘answers or In mat i er s

i nf or mat i orhandwiritikge réaogmnom);l andie emrhmdntaﬂntandathstlu@mnngytheﬂectﬁx’eeor medi a .
reader for CCGSSI ng t ext ,book .content e.qg. Eg, academ c é ectures and
may record ‘i’rHEEfHStH‘g)ﬂ'&EAﬂ CEmat. Iﬁ' 26me gF albpelvarapsad (et her
diregjly org y%m ok (i SR8 UpBE- It 9s GRRATERAL the

i ke, duri na t he ectur SB% her eaf te;fd.l m Il i ge | nﬁs‘tﬁtgwfl némsubj ect
matter. Prgrevidingsome e aHrofahd: adwahtagey éesusbnd dtﬁwé Gm comriectiony withesstingg or
using such Jater-witten material rovided on the nedia, providing sonme
or all of REFYRIRAH Beé§°‘6t8§tc"}cf?§§3°§tﬂ%9e in connection with storing

decryption or otAy@brdafdtb ¥Rt eMbE@RRNE MhedHeorighfat BEGsEY of %&ﬁ@p@’&aﬁﬂ' ment,
when the original |icensee, or anot her potential |icensee, w shes to

ext end t he licersepsaishes t«gext@n;i the bicende ecgi ¢ inclyde hdditional pmeupsdeds, toextsodend 15
O L | oR8hadlflat s GTERI oY WiEhinfR Shl0CR REEP SRR R Pt et

and e Ilke an ad | cense roya arge and pald 232

e.g. incl Udnmngbﬁalalcemwéﬁltymﬁ&&:hﬁigE@@ﬁh paid 233 ede sivlhudingivialaaemotel n
response, the new or, extended Jicense information is recorded.in the

recor dabl e 2§¢e8% metipdagid e%eess@mdaawﬁ H8 T§5Rogse, rthe nEWRregxtensisd licepse

accordance G to

that 20 de%%?“‘e‘%ﬁ’“ x%é«?rg-gtﬂ@f{h‘%#ﬁgﬂégﬁggﬁgg% l‘mhtﬂg rese%ﬁﬁgiﬁl’s&gﬁ?%gpﬁ I ncl udes-

a et hod f @38 cinrdccaridhnoegvitic hesextended license, e.g. using a procedure similar to that :
20 depicted in Fig. 3.

In one aspect, the present invention includes a method for controlling access to _
optical disc content, which includes steps of providing at least first content on each of a
plurality of optical disks, the optical disks readable by at least a first optical disk reader,
the disk reader being configured such that at least a first region of the optical disks are
25 non-user accessible, the content requiring at least a first key for use; providing
identifier numbers on the non-user accessible regions of the plurality of optical disks, the
identifier numbers being readable by the optical disk reader, wherein no two of the
plurality of disks have the same identifier number; and calculating the key, in a
calculation device coupled to the reader, using both the identifier number on a first
30 optical disk and a second number different from the identifier number, wherein use of the
content is enabled. In one embodiment the second number is obtained in exchange for

payment. In one embodiment, the second number is obtained using an Internet



optical disc content, which includes steps of providing at |east first
content "on each of a plurality of optical disks, the optical disks
readabl VOYVHT3, east a first optical disk reader, the dPGHUSWRATE peing
configured such that at least a firstjpegion of the optical disks are 25
non-user accessible, the content requiring at Ieast a first key for use;
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at a renote site. In one embodiment, the second nu I's cal cul ated using
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to another nedium | n one enbodinent, calculating is perforned at | east

partial | y disldeinfermetion authpriziag aideast someruse of the eantents dn onpembadimentk. | n
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aut hori zing at |east s& use of, the cgtent I n one enbodj pent, storing
i ncl udes stwrbengf Bermissidle eppies: a fimg it for yseofithe Fenient; or idensificationiofabng

StONSNG. | Ak B SreRdelr 1 Gnichl AR b oSl rf:{n‘?&k&h%gcfr}%“&lpﬁﬁnaﬁﬂ' ng of

a naxl mum nunber of perm ssi bl e cop atine use of
the conte Mmmeexﬁeﬁﬂieﬁm\manmmclnﬂea méthod femstbrmgl data evdﬂeir includesfbmting access
of the content restrict

t f ot
i nventi on $heRt tfa %a%tsmgﬁ e?(f“GFh & ?ﬁtﬁgﬁﬂé{a& W&ﬁ %Yﬁrc %E&stat?ls?ﬁ&grﬁg an

optical dalgent HoRASn Eérﬁﬂel%tahﬁr&tpoh%%f tl?e ddtd §ibra g@i@eﬁhﬁﬁ RFin 3%Bhd havi ng
at least first content stored in parall on a Tirst portion of the data

st or age | agtmttept atifferest foorh tige Swt contentcun eenrpr,ld nomberoéme datpstotage ldyer, st
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change nat gfahgé mb@Mhlﬂﬁvﬁgfsﬁff&ieﬁﬂﬁeﬂé&M@% allovk deadliag BF the'Wrdt easteMOInet he
first content. In one enbodinent, storing second content includes witing
data to t h@nbndgment; istosing second content includes writing data to the disk. In one
embodiment, writing data includes serially writing. In one embodiment, forming an
optical data storage disk having at least first content includes forming an embossed disk.
25 In one embodiment, forming an optical data storage disk includes injection molding. In
one embodiment, forming an optical data storage disk includes forming the disk as a first-
surface medium. In one embodiment, forming an optical data storage disk includes
forming a disk having a diameter less than about 35 mm. In one embodiment, the write-
once phase change material includes InSnSb alloy. In one aspect, an embodiment of the
30 present invention provides a data storage medium which includes at least a first data

storage layer having a first portion storing parallel-stored first content and a second

portion storing second content, different from the parallel-stored content, the first content



enbodi nent, witing data includes serially witing. In one enbodi nent,
formng an optical data storage disk having at |least first content - '
i ncl udeswiooowIYly an enbossed di sk. 25 I n one enbodi nent, ptomsborgd7san opti cal
data storage disk includes injection nplding. In one enbodi nent, form ng
an optical data storage disk includes Bor mi ng the disk as a first- surface

medi um I n, one,enboﬂigdr{ent, form ng an optical data storage di sk includes
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which is not parallel-written content.

30 In one aspect, an embodiment of the invention includes an optical data storage
medium with at least a first recording layer having a first region thereof containing

parallel-written ICM data and a second portion thereof which is user writeable. In one
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region in a rranmi:r which is cost efficient and conveni ent. The
ight of the above description, a number of advantages of the present invention

can be seen. The present invention provides a medium which can provide both a ICM
region and a writeable region in a manner which is cost efficient and convenient. The
25 present invention can provide a medium, especially an optical medium, which uses the
same materials, components and/or layers for both a ICM, preferably parallel-recorded
content and providing a writeable area. The present invention provides a medium which
can store a combination of ICM and later-written material with a high date density and
capacity. The present invention provides a cost effective and feasible system and
30 apparatus for providing reliable and preferably flexible licensing for ICM proprietary
intellectual property. The present invention makes it possible for text content including

relatively small-distribution items such as academic textbooks, technical or other
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area. A unique identifying key related to the data encryption, may be written to the disk

25 at the time of manufacture, or later. The present invention makes it possible to provide
" annotations or comments which stay with the media and thus are transferred with the

media whenever the media is accessed, regardless of which player or device is used. The

present invention can be used to provide a small and lightweight system for accessing

text or other material e.g. for use by travelers, students, technicians working on-site and

30 the like. In many prior situations, a person who annotates text (or other content) cannot
effectively position or store the annotations so that they appear adjacent to, or otherwise

related to, the text to which they refer. In some situations, annotations are not readily
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writing e.g. annotations and the like and vice versa. It is possible to provide media that

includes both ICM areas and writeable area without using the same structure, material,
layers and the like for the two areas. In some embodiments, some or all of the ICM
25 material may be re-writeable and/or erasable. In some embodiments, it is desired to
permit accessing the ICM data in any suitable playback device so that the data is not
limited to a particular player. In some embodiments, electronic text books or other
content can be viewed or accessed with any or all of a number of devices including, e.g.
a personal digital assistant (PDA), portable computer or electronic book reader.
30 Preferably, notes, highlights, bookmarks, cross references, annotations and the like may
be included in the text material for later printout or review. In some embodiments, keys

embedded in the reader unit and/or the media can control portability. The later-written
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errata), creatrng or stori cust om book per sonal
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ref erence wor ks, such as at al O? % nual s, atlase tiavel Qui des,
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an up-t o- dgkigh RS eRBolifnents may be downloaded or otherwise acquired at the beginning

of a course, book updates or corrections (e.g. errata), creating or storing a custom book

collection, storing of personal settings, preferences, bookmarks and the like, updating or
correcting reference works such as catalogs, user manuals, atlases, travel guides, phone
25 - directories and the like (e.g. so that a user can have access to an up-to-date resource by
downloading only corrections, i.e. without having to download an entire new edition).
A number of systems and procedures can be used for obtaining a decryption key or other
access code (e.g. in exchange for a payment), including, without limitation, by telephone,
by the Internet or similar communications system, in a bookstore or other traditional
30 retail location, in a classroom (e.g. for textbooks), through a system of kiosks, and/or by

buying or otherwise obtaining pre-unlocked disks.
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In vari Ouﬁrﬁﬁpgﬂb%ﬂfeﬁtsm@feﬁﬁfincl%d]\ﬁ/% HPihB Gbdecd SEsuBR RERE Gs Blay Bi¥dhdeh €™ 2S
may have been used I n previous devices Or processes, e.g. ¥ o 1 Tpr ovi ng
per f or mancesed am pregious dewess@r peovdssos, erge dardimpgovimsperfirmange, aechieting ex8. The
present invepntion inclydes i.tenms whi are 10 novyel, and term nol ogy

adapt ed fr@’f‘r&?frr%‘{}]“f@%ogﬁgwe gfﬁ?tﬁlj‘oﬁgef’@éﬁﬁ&vﬁﬁﬁl%}‘f@aﬁ’s e ¥hice in
desqui bi nondiRy cind {ehifroRizy PIRFEE o HEVIBR! afFSCRRMobY 1EBhBloic8 foraspect s
of conventional usage of Such term nology. The foredoing disclssion of the
i nventi on ¢rawelieros ipdessubing dovad items ppproesssest do ndtineesssamily meminalll aspestsr i pt i on.

The foregoi is.not, intended to limt the invention to the 15 form or
forns di sc?%‘%gﬁe%g%li"ﬁ?ge q%ﬁ%htﬁﬂn?'ﬁg’lg&escri ption of the invention has

i ncl uded descr i Piid foregdingXliSusdionTsf MeaHRABDABAY Bechlfiesehicl 3bP piiPbidlorons and
nodi fications, other = variations and nodifications are within'the -scope of

t he i nventillyptrationgnd descripiion Thgjforggping dseotdntendeddn dimitbalienegtionfo thhose in

theqart, r r i 1 h i scl.os . lt.is int dto
obtdin 1 clopflop AHARTARCRA Bch RIBEGBARE B BuARON e inyedicn oy efiHES

per m tt ed, désadptivatiof gnabrtmeers ainbodith gt asrgRRPirRtis 4 m 6di Ht MRS Wher
structures, functiagns,  _ranges or_ steps to those clainmed, whether or not

such al t er YAsaBons W@F@m@ﬁ?ﬁ@@cﬂf@w&h@/@? scope;of the nvantion; pgcasunasbe wighist i ons,
ranges or ke Al knfh RAEOSCAloNARhd'ar Hitly hddiBhtaing b BAMLACuL JodiP! 1 C1 Y

dedi cate any patenta | ect matter.
It is intended to obtain rights which include alternative embodiments to the extent

20 permitted, including alternate, interchangeable and/or equivalent structures, functions,
ranges or steps to those claimed, whether or not such alternate, interchangeable and/or
equivalent structures, functions, ranges or steps are disclosed herein, and without

intending to publicly dedicate any patentable subject matter.
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PCT/ USOCQ' 24783 29  What is clainmed is: 1. A nethod for controlling access
to opti C%‘/oﬂi'/ﬁﬁ gcontent, conprising: providing at |east pomssoos48s ent on
each of a plu a?fity of optical disks, said optical disks readable by at

| east a first optical disk reader, sai @di sk reader being configured 5 such
that at least a first region of said optical disks are non-user accessible,
sai d cont enWhat Belaimedijy: at | east a first key for use; providing identifier

nb i d - i bl . reqi f. sai.d plurality..of optical
Gi'oks. “said | denti 11 ok HRBEIE SpgolipeAceaam Psgri SotiplicombrioRe °F eader
wherein no two Ofroblirk aflcdstHriticunteht ol caiibofadlgralityorophital didRe) kaifl bpticahunber ;

10 calculating said key, in a calculation device coupled to said reader,
usi ng bot h disksireadapbmivy atileast afinssoptiesd diskreader, saidh digkareadgrdieingrrenfigwed ond
nunber. different from sai Ldent 1.f.i er. er i of.. £aI ont ent
i s enabl ed. s‘fgr&}i‘t ﬁ{alﬁf&ﬁ,%rsggegé naqr}lﬁ%lg oﬁﬁca@ﬁggsmari P%mﬁéc?g?%elds;igllengaggdg n ft:nunt)er

i s obtai nedreq{lﬁing&@taagquirgtqgengnt. 15 3. Anmethod, as clainmed in claim
1, wherein said second nunber is obtained wusing an Internet comuynication.

4 A method, as cpraviding identifiesnymbers epfaidaion-user ageespibleaagions af gaid plurajiy s
ft f t apli shing Sai t heat | -
ol ai mod i n_Bf GisAb alsfe s iaBidher AWEHBS bel IUMNE by Ga opeal Bk Bder?

r enot el Si ltewhgreinﬁqd%ftﬁdaid@mrﬁlli@ioﬂ&idksi linve ki samk idesitiiechumisaj d second nunber
Is calculated using a m croprocessor, in said reader. 7. A nethod, .as
clai €d in cl ainsal 83id keya inp cgleplajpn deyice CBMF‘SWtsalidéead%P%@é%‘qﬁ‘%m t he

group consi il a8 Qumter off! §gil,r§iyo ‘ﬁt:alttgé‘ﬁ ax&d JBGEord nrhB§Odifelent Boreshi@n said
content reproduction of audio d’at a based on said content, and copyi ng of
at | east sofdentifiersainberx; ovhereirt userof said comprtiiceriablbidsk t o anot her nedi um '
2.  Amethod, as claimed in claim 1, wherein said second number is obtained
in exchange for payment.
15 3. A method, as claimed in claim 1, wherein said second number is obtained
using an Internet communication.
4 A method, as claimed in ¢laim 3, wherein said optical disk includes

software for establishing said Internet communication.

5 A method, as claimed in claim 1, wherein said second number is
20 calculated at a remote site.
6. A method, as claimed in claim 1, wherein said second number is

calculated using a microprocessor in said reader.
7. A method, as claimed in claim 1 wherein said use of said content is
selected from the group consisting of:
25 display of text, image or video data based on said content
reproduction of audio data based on said content, and
copying of at least some of said content from an optical disk to another medium.
8. A method, as claimed in claim 1, wherein said step of calculating is
performed at least partially under control of software stored on said first optical disk.
30 9. A method, as claimed in claim 1, wherein said step of calculating is

performed at least partially under control of software downloaded using Internet
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8. A nmethod, as clained in claim1, wherein said step of calculating is
performed at | east partially under control of software stored on said first
optical dYQRVIS3Y 9 A pmethod, as clained in claimil, wherBGHUSH24783t op of
~calculating is performed at |east panrpially under control of software
downl oaded using Internet communications. This Sheet Has Been Repl aced |
LR T 11 g, 1A e ; i r&é}%%ﬂ%ls :

01/ 18731 PCT/ USiOdOI 247?§m°g%%§$zéﬁlﬁgd%’%ﬂ%F%q,- _ r#’%%ll’%n%&k{s\é\ﬂ her
conpri si ngopticak disky, informetgriavthorizing aj eastsmimedise lof said Comtentt i on aut hori zi ng at
| east some use pf sajd content.. 11. A .nejhod, as clained in claim1l0
wherein said st Ongqegl}q ny ‘%“BWﬁ&Fh‘é@lm i‘?wﬁ?rﬁlgsaw s@{g‘gsﬁ?ﬁ‘%ﬁ%’@?@fécessi bl e
region. 5 égﬁngbomqmuﬁga&ggim@fgg;@_cl aim 10, wherein said step of
storing conprises storing information selected fromthe group consisting
of séid key; a Faxintim iclaimegiaroldimsliOpvbereinsaigstep of storing compiiges f or use
of said co i | tifdication of at .least one reader, to which
access of gsiéﬁ 1(1:1£on 3n$n%e§e%r&gséér'§?}ee%9upC.LQ??“K“%'hod for storing data
conprising: forgudkeyan optical data storage disk with at |east a first data
storage |ayer having at |east first content stored in parallel on a first
portion of sai cP WaXimum pymbsE of peratissible eepiesig second content, different from

said first cont . C ' of 15 said data storage |ayer,
after said stepﬂgéw#lg{r?trrﬁaﬁggo\%g%rd&%&ég?ﬁ data storage |ayer conprises a

wri 18- once phasidentifiatien ofait iaitaine rdader, fowhidh htcebsoTisaidebhRat is Yéstictdd al | ow
reading of said fir 14. A nethod as clainmed in claim 13 wherein

st caontent.
said step of stbhi ndgm(forﬂ%ﬁ%‘?ﬁta%m%s witing data to said disk.
20 15. A met hodeaginglad bpBd | i | ' L .conpri ses
serially witi ngaﬁlf .aﬁA met Eég%&ggdgg}iélﬁndé%eaﬁ %aglazﬁ%%fgsbé{ﬁfgég]%%gst ep of
form ng anatdeast fixat conttant storstion parellelionla firatporgomof daithdita §torage layent ent
conprises form ng.an enbossed disk. 17. Aaig}athod as clainmed in claim13
wher ei n sai d s_tsé T SCF '°H§n5|‘“fge|5?’?t%'éﬁm Sy TIgsy contentopmy secgnd RoRtiR0f des
i nj ggtion gapy ditd\étorage layer, after said step of forming;

wherein said data storage layer comprises a write-once phase change material
having sufficient reflectivity to allow reading of said first content.
14. A method as claimed in claim 13 wherein said step of storing second
content comprises writing data to said disk.
20 15. A method as claimed in claim 13 wherein said writing data comprises
serially writing.
16. A method as claimed in claim 13 wherein said step of forming an optical
data storage disk having at least first content comprises forming an embossed disk.
17. A method as claimed in claim 13 wherein said step of forming an optical
25 data storage disk includes injection molding.
18. A method as claimed in claim 13 wherein said step of forming an optical
data storage disk comprises forming said disk as a first-surface medium.
19.  Amethod, as claimed in claim 13 wherein said step of forming an optical
data storage disk comprises forming a disk having a diameter less than about 35 mm.
30 20.  Amethod, as claimed in claim 13, wherein said write-once phase change

material comprises InSnSb alloy.
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18. A nmethod as clainmed in claim13 wherein said step of form ng an opti cal
data storage disk conprises forming said disk as a first-surface medi um
19. A newwelsisam clained in claim13 wherein said step ofPCTaISA/24983an
optical data storage disk conprises fggm ng a di sk having a dianeter |ess
than about 35 mMmm 30 20. A nethod, as~Clained in claim13, wherein said
write-once phase _chan terial.conprises InSnSb alloy. 1111 [111I1 1111}
T TSt L B s vibdes Fomes medie SEg3 31 21. A data storage |

medi um conpri si Ngleagda firfiafta storhpe1ffer HiViRg $HRE pétfion Sfihg paNdlBtoted firk6t
portion storing parallel-stored first content and a second portion storing

second contmmtent alid# secend portiemsteringiepend-aontent, diffarent frompspidparallel-gtomed | r st
s

onc. O . e . T
Conge. s choblsph AaiaCR itk ot Bty B8pf bviRd p ke BE BRI LY 1
bit reflectad ¥aid sxBAEconttnt Eahi¥ing 4 slinatiai of bits hawing@sedod bitrefldctivity vity,

said first and second bit reflectivities  being different from adﬁacent
| and r ef | ecangs, diffeent from saamrstrse!dll&,rpﬂwwrsaﬁgk.st and secand bit zeflectiyitige

medi um as ,cl ai i | ai \a/qgﬁ L:D: S QU "'t}ﬁ.’%f? ed first content
i s enbosseabel%&%engﬁ%gt%%{%‘%%gagge égﬁﬁl%ﬁngasl.g%fégeﬁl‘eﬁ in %e' ai m 21, wherein
sai d second corgzent A datarstdrigermediti) asSelaichelliin slaira @1f whereirssaidparalikl- 24. A
data storage nmedium as clainmed in claim?21l, wherein said first

reflectivi tsjoredfiEss confentis embesset | v distinct fromsaid land reflectivity
range,to permt ut o{rayt,d | L3l bRk VA& banghatdasiadod t s of
sai qui rst cont ezr?'?. fg%%igcst'%h a‘?’é@’%?ﬁé@“ﬁﬂﬁfﬂum as cl ai nmed }n C(I)ai m 21,
wher ei n sai ¢gbnfepci3vhittenefflersiid fifst yontent icformseds uf fi ci ently distinct from said

| and reflectivity range to permt . automatic differentiation between | and
areas and bits ot*saift k¥ gE&‘Ftdé‘?W’. as)glaimed i, claim g1, 2’ ; |sﬂﬁ‘|m§r3€
claimed in r%héFtMt?]rang@‘fsrs%fﬁbi&ﬁlyddi§ﬁrfc§tﬁ'oﬁﬂ§aid I8EORMIeEDfilyehpy td pernges are
sufficiently distfnct” fromone anot her tgwi)erm t automatic 20

di f f er ent i adutematizatifferentiation detween landoraas and bitsofsaidifissteamentporti on. 27. A

dat a_ storage nmedjum | ai med i | g efqel ' 4r

refl égt Ivity i sdébsgt mégﬁa%bsg?f?g%%e%n ’ g%g]&ﬁ%%& élgigpziia%’a rglhsst%%ir?é%ndnedi um
as cl ai med jefledtivity Tarde Whaffihtlyadistiee GoRd s4ld land ffflectiityviange ic plmtiteen
about 55% and about 80% 25 29. A data storage pedium as clained in claim
21, wher ei rautemhatic differentiation between land areas and bits of said second content .

26. A data storage medium, as claimed in claim 21, wherein said first and
second reflectivity ranges are sufficiently distinct from one another to permit automatic
20 differentiation between said first portion and said second portion.
27. A data storage medium, as claimed in claim 21 wherein said first
reflectivity is between about 5% and about 25%.
28. A data storage medium, as claimed in claim 21 wherein said second bit
reflectivity is between about 55% and about 80%.
25 29. A data storage medium, as claimed in claim 21, wherein said land
reflectivity is between about 30 % and about 50 %.
30. A datastorage medium, as claimed in claim 21, further comprising at least
a first absorption coating.

31. A data storage medium, as claimed in claim 30, wherein said coating

30 comprises ZnS
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reflectivity is between about 30 % and about 50 % 30. A data storage
medium as claimed in claim2l, further conprising at le LLSt
absor pt WPt ng. 31. A data storage medium as cl ai mﬁa’ﬁs@’%ﬁ"‘fﬂ 30
wherein said coating 30 conprises Zn8This Sheet Has Been Repl aced
11112122 e 111211333 00 ot * CL Ns o 1112112 bErrrr rrrr ra oills
WO 01/ 18731 PCHUSOOK 444 8Bragdsneditod, Colplidngt Or age nethod, conprising:
reading data fromat least a first optical data storage |ayer having a
first portion st orimmedingdaid from at leastalfifst opticat data etntagaﬂmrcaf{@é@mﬁrsporti on
storing second content different from.said parallel-stored . content, said
First contRAOLSRE @rHist-Sopd ik optshtidg speort B sipripeeran et

ref | ecti vidifferenf fidin sfidpatali Genel coRftne Bdid GENBSt&it b6mpPrifthgd plutdliyy sfbithi ts
having a second bit reflectivity range, different fromsaid first said bit
fefl ecti vihayingsafitst bif reSectiyity range ssicond eqntent cpmprising apdyrality pfpiter ent
from adj acent. | (IR e I Q. I Vi qe; ing said
et leat | vilf e §cop bl ey ed, isfooo Bl (o] G i VdePENRE sl
second confirstind s€cdnd Bit ekfleativitiewba iy différemtdronasd;sdefit IamdkeflectBlittesih 8Rnd f ur t her
conprising: preventing at | east sone access to content which is not

par al | el - viefleqtoiya®@eent . | 11100 TLI0I0 111 11111 * CL M S

using said reflectivities to distinguish said parallel-stored content from said
second content.
33. A data storage method, as claimed in claim 32, further comprising:

preventing at least some access to content which is not parallel-written content.
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