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Heal th Monitoring Method and System Field of the
I nvention The present invention relates to a health

worwtzrisng system of particular but by no nmeBEESG2008/000092

excl usi ve application as a health insurance

ri sk-rewards managenent system Background of the

I nvention Existing health insycance principally

i nsures the expense associated with the treatnent of
the sick and unvghlin @#flidfing SEEREAIRE shfekesPect of
the expense of certalin prevehtative nmeasures. This
provi des, however, no incentive to the insured to

P38 of MR Iertdeal th, as the cost of the insurance is
ggnerally not, coypl ed to the health of th? i nsur ed
P

f BEsRentARveRyaR relafes o healh pratierng svlfb et paiaypebyt py no
ifeand @Used d@ﬁﬁé@i@nd@@ hedi@Sndub@ice iRk QEwaie maBagde@ienfsystem.
snoker, or otherw se undertakes to refrain froma
practi ce known to danage heal th. Even then, however,

‘Baekground ofitles lnventdéon r el y on t he nmere undertaki ng, or

‘ %g%ﬁ%gbgalﬁ%élﬁgl}c:é %%H%}%%llf&sﬁef%%:egg&ﬁe?%Js%)?ll(%%ﬁ [@gﬁgg Freatment

[ exam n ] a sul y* qua )
pf the sickiand anwellanddn soth¢ eases ingespeatt af theé expenderdf coftainhe

HisVe mELbufSS TRR Pi&ifes EWeveE HOGRENRVER U8 ins¥R¥AG0 preserve
F re r*ﬂ EI qu ﬁ

uent exam nations are possi ut their expense™
a?miqhqarﬁbmﬁéh? e0ft et thg insuraneris @eRsTRYY pet qourlerl £9 tg headghef the
hﬂd&ﬂbé@@hs nonitor their own health, such as by
checki ng bl ood pressure or pulse, possibly in

‘association with regul ar exercise. For exanpl e,

Aentost, A reduicsd premitreandy Heqayabieifi thoinsued peisondedlires that he or
SR1S hetd %?ﬂolgéfr, & é)‘fﬁle?\%} e ?ﬁ&e@@késr RRefih tﬁ%%n 9?%0306%0% to damage
receiver) are adapted for privaté use by thosée Wth
health) Evex hent hoveeverbaalthainsurers gastizeln on theaherawndertakinggor
B@Biﬁ)_%]f ngﬁlegésﬁlgts ?g g Et&%&' 1%151& e Q'tég{}ln&ﬁ&ﬁ reﬂ;ﬁnﬁlggoﬁ‘ g)try a suitably
certified. ut k | .2 Sul: ual i fi y. .
fiya lé?d P}Fgﬁ?gﬂaﬁ“%onﬁﬁ 8’?‘8 S%/mg?%fg’f’ isfaiteo‘g@%)ﬁ‘ SEWR&?@“ ‘?51§ mn
dsdvessing\aarew, oeduded prediing. Morafrequeit exunaiaaticns pecpossible but their
f.Qr 0r es [ 0N provi des a sensor for
G e A T o R oo
transducer for;collecting bi ometric data for ,
5oREBIANG@1S MohHGHthéif Ywh HedMh, SR XibgeRbckifs BIB6@Piéssure or

or surjng at [ east one physjol oglcal .
ORton with & 1 Reh r?a&n existing heart

beat monitors (such as those consisting of a chest strap transmitter and a wrist receiver)
are adapted for private use by those with little expertise. However, records of such
monitoring cannot be used by insurers as such records are not certified as authentic by a

suitably qualified party (i.e. typically a medical practitioner).

Summary of the Invention v
According to a first broad aspect, therefore, the present invention provides a sensor for
use in a health monitoring system, comprising: '

a first transducer for collecting biometric data for biometrically identifying an
individual; - ’

a second transducer for measuring at least one physiological parameter and
outputting data indicative thereof; and

an output for outputting the data.



outputting data indicative thereof; and an output for
outputting the data. The first transducer may be, for

we@x@optaEg7 a fingerprint sensor, a DNA anal yserPCHESG2008/000092
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retinal pattern sensor, an iris pattern sensor, or a
face recognition sensor. The physiol ogi cal paraneter
may conprise, for exanple, ratg_of heart beat, rate of
br eat hi ng, bl ood sugar content bl ood al cohol content,
0 r g
fi tinal
ORS00, o WEnpl € FAEAPAN LA AR fBer. st
fHPENSeS, B Bt eigaenios\asla fﬁ@nf e@QﬂmUO& SpRy- f at
content nonitor, a bIood al cohol content noni t or, or a
nj ne | evel nonltor princi e first
iﬁ%ﬂ? Y%1918ﬂ§61u%?‘§e%§‘13:¥e°‘1¥118\‘ﬁed Pes irag heart beat rate of
tmmﬂigc Broodlsﬂgiﬂm&nﬁlm@(ﬂi ARl cohterite of b@d)b far®htehC Thus, the

rivable fr east_on
oS Faf et e, b’ & Brhogn BRmBR Rl bR rf monitor,
elvlend slgan @h'el mexitaraz Yodyntht conteidimani®g aprload aleotanh content monitor,
i&d&ﬁ%t fgln{olﬁﬁ i ndi vi dual ' s exercise or well bei ng-
are none ess sufficiently characteristic of the
|nd|V|duaI to be used for identification. In one
eﬁf‘iﬁ'ﬂi B8 khe fiREarRIRRERd &ﬁﬁhﬁ&?ﬁn@}%%%ﬁ@d hOQ sﬁ%‘é WaRsducer, in

rdi’ |taIIy S|gn|ng and/ or _encr ptlng t he dat

b P @Rqdamens where the bigmetraydataris derivabis fromdbe pideast eee
njstq»sfonccgaéau pﬁram%tet hBordsaple ¥oke Eﬁicﬂ@g@d enaftdrf)@ven though

STATETR TR A Nt W
visming-yaregqonbthelasst sufitientlyt ghacicterikiic dithaindfhduad enbouseddgr

bReshiigyred to store a registration biometric
nmeasur enent for subsequent conparison with a bionetric

‘data collected by the first transducer, and arranged

LI@. dﬁ@'tehfbﬁﬂnﬂ&lt ohe fmbortiRGudtata eﬁ&ly)étloﬂ mgﬂkﬂe T(?gillgﬁdé@:shﬁﬁhg
nmetric rement. a ionetric data
R epiusplgE s Py fleaaeuolint of her
enbodi ments, the sensor is adapted to output the
¢l Ao B TR h G e B bl B7 SELEL b3 Hibryptod
vandydligitallyisigmed tefa Aps boeaiteansmitted lacheniealyl te @pvalidation system for

biegiffhg e AdlcAticifcefAhdimng. t o anot her broad aspect, the
[ nvent| on.provides a health nonitoring system

conprising: a server conprising a data processor and a
MHexeysor aray be configured to store a registration biometric measurement for

subsequent comparison with a biometric data collected by the first transducer, and
arranged to collect or output the data only if the registration biometric measurement
agrees with the biometric data collected by the first transducer. In other embodiments,
the sensor is adapted to output the collected biometric data with or in association with
the data, so that the data can be suitably associated with the individual indicated by the
collected biometric data. ‘

According to another broad aspect, the invention provides a health monitoring system,
comprising;:
a server comprising a data processor and a memory; and

one or more sensors as described above;



one or nore sensors as descri bed above;wherein the
server is arranged to receive the data fromthe one or

wWorRoe/1samsors, to process the data associ at ed »1/BG2008000092

respective i ndi vi dual from which the data was

collected, and to output at |east one result of the
processing of the data. The segver may include a
cryptographic unit for decrypting the data, and

option %\lﬂeyelrf fﬂ &Vgﬂg %bﬁ?eﬁ't? gegiéﬂg frbfﬁ tBO8%E or more Sensors,
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hicgi&kedObind BWRIpuUREALAR oAd fekult JiBe PRI T tR@ata.
enbodi ment -i ncl'udes an i ncentives modul € with

incentive data, for processing the data and
dahesérver mgy iatlyds 868pebgaphtuninit foe dediptingrthé b&ta, and optionally for

|ngl \e”tdcuﬁ? {B]ant]the data and fromthe |ncent|ve dat a.
| St UF&#%enbodi ment, the server is al so adapted

to anal yze the data, and to generate and output health
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or nore physiol ogical paranmeters. The data may be
di gltally authenticated wwth, for exanple, bionetrics,
&hf pery g oar pmRodigient-mnciHdasan ceRsiven Bieiple with incentive data

aﬂiﬂp@dﬁebﬁﬁg ) dﬁlﬁ&h& He&ﬁﬁ@&%&n@@ewixﬂ lor extalgphedt forthe individual

| d t to th
| R P rigaanTRORie BseBid® cuar a- of i ni vi dual <

whose |ifestyles |lead to | ower health risks and who

e ?@E@%ﬁﬁ%@@éﬁ?éﬁﬁé%%Ed%?‘i&mta&?lbf?ﬁt&gﬁéﬁa%d t

| BRnEFAle udkoutpt hepithmdvicerfar e andividealifroay whpmebe data@as collected.

Such a program can be structured to revvard i ndi vi dual s

f eerC|S|n IarI nd. kee [ th R
(s S YRl i ) et SR Bl st iociag and

t mcmdtdmelon diové physiosko giced panasietess. STheSlatimay by digitaily suthéhticated
SJ»FVO nbﬂt%f ﬁ i élkﬁ}/%n%{ﬁ!:ﬁ? écg téf é@sl:g%)‘fn%fét H}d@ﬁﬁﬁﬁg fo s%ﬁ#ft%ﬂh@ntlcated
bleeaﬂtérre@rwgc@ qxacn}ple Nnlinguzange a@emyefgr anpdysigyanddnpud into the
nﬁ@hﬁﬁﬁatlbﬁ]ﬁaﬂ&%%{blffe(ﬁ]mt . g ﬁﬂ[%ﬂt?a@ds i r@v?%s‘(;e‘l%ﬁ%d?%gd qu8wer
He TRty eeTors e coemsa Iowes Cor ds Lrnppegy 1he turer
eomr givesewatdseé suhi ulidilvidjaal!sas idtent&%e ifisyi tRém \t6 trfaditdin healt'hryg

t r ical exa xam

RS IR R oo R Rf AR, R AR e
aegulariyend kéepingie adieslthyodiets thetebywedieing the wmwf hsbalutlemtsurance to
PEWE N idhdid Sla4e8LQNn, and give club nmenbers

Such a system could also be used by employers who would be interested in promoting
héalthy lifestyles amongst their staff for better productivity. Military agencies that need
to monitor the health of their servicemen could use the system of the invention to allow
servicemen to record their own exercise, and to submit records of that exercise = -
electronically to the agencies without having to undergo physical examination by a
medical examiner. Fitness clubs may also use such a system to promote and track the
exercise of club' members without direct physical mterventlon and give club members
incentives and rewards in return.



incentives and rewards in return.ln another broad
aspect, the present invention provides a nethod of

worwtizrikng heal t h enpl oyi ng t he sensor or SsySPENSG2008/000092
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descri bed above. hi a further, broader aspect of the
present invention, the health nonitoring system ("the
Systern') IS operated by a trus4ed third party
("Trusted Service Provider") who provides nonitoring
s r
%Xde ?1-?&? b}o%d %slgépg rteyen%r\{glgtfotn ?&‘Slﬁé’%ﬂn@t‘ﬁog 3P Hloﬁlrtg’nng health
eﬁ@@l@m eS@h@WﬁMﬁP@@CW@@Vﬁrow der operates the
System and i ssues bio-sensors to registered
uals for collection of health netrics. Service
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erwesle é‘@gslmml Suhisgubé togneraforing eerivick and are; tbgefome reheved of the
ssﬁrasﬁ §chaShieMb HEanaR S Getate fﬂ% @3&%“ %yeh ah BEbYaitHAt fusther

agr eenment vvlth t he " Service

abRnsEsiiadividyals yeip then nge pﬁky rﬁglﬁ'ﬁ{ yltbmﬁsrr&l%momé@wseb\fwe to

Cﬁh@&&ﬂ%nétlﬁé SLAPRiralitp bf Sétvide TohsmdrorAn m‘did\ﬁdlﬁll specifically
vi dua rvi ce Copsuner. a
Bihonse S TRt rovideb hioasn a0 L health metrics to
cemhdctidriengce Oensupprgdepatingantihdividual’s agre¢onénd withttheBervice
| T - P

SEpARHES Sltn DMTRiK) SP B AL b ickRAE consent
CHeuRaRt, of podigitakiosay where u@@nélmmsuwg ihervi¢a{gonsuimgr a digital

: d¢e@ﬂ1ﬁ@ke pRIFérhblyaBioBgh Said bidSdeRebr VnifiBg B{eoa{)bﬂ%ate%u%nsanon

ital ifi.cate cont |n|nformat|o
gﬂm? lafa%‘@fg OTRIRS, RSl e raVl&Frgﬁotrsllea%?éF{APfPH PO said health
vmaﬂn«is toethe SevidedlC@ndmspEmnftheSérvicn Consurhéraupmittisg efid digital

S&H@ﬁ&?ﬂgﬁl}ug{g eﬁér&icetﬁoxg&a g% Qﬁ%gatl cc]}i]i thyr?é/ec%nta.gn information |

Ser vi I ovi 0 va

diugh asexpiardafasibesiend whishiaid étgltbycemﬁw@wouldrb@uM@ aadd
S@e@iﬁ@éfcﬁfn@ BT ke ;ﬁﬁ@ bE 91‘1'(! Eéjﬂth‘inétﬁésec@%% r8@£§e§ (Ffle Tﬁisged Service

alth netri in or on the vall
2@8"@5@&*? ?ad‘igﬁ’%fﬁméﬁ g Eﬁ"@YetS&Pm‘tted by §em°e
c@ssufnesang salBrSyefenﬂe &Gmﬁgairdbd]ﬂ r@IEastehﬁrtE)bﬁm@ Yedtth Iﬁétﬁleg
t nyvention e cl ace a|n ..
bl SR O YR AR SRR Rlon eiOREH B g

viettificatsf er ence to the acconpanyi ng dr awi ng, |n vvhi ch:
Fl gure 1 is a schematic view of a health noni toring

st em accor di nght 0 an
rle_f Description of the Drawing

In order that the invention may be more clearly ascertained, embodiments will now be
described, by way of example, with reference to the accompanying drawing, in which:

Figure 1.is a schematic view of a health monitoring system according to an
embodiment of the present invention; |

Figure 2 is schematic view of a bio-sensor of the system of figure 1 accordmg to
the present invention;

Figure 3 is schematic view of the server of the syétem of figure 1 according to
the present invention; and |
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enbodi nent of the present invention; Figure 2 is
schematic view of a bio-sensor of the systemof figure

wazeeaandi ng to the present invention; Figure BCT/8§G2008/000092

schematic view of the server of the systemof figure 1
according to the present .invention; andFigure 4 is a
flow di agram of the nethod i ny enented by the system
of figure 1 according to the present invention. Figure

5 111 Usrales 3?& g%llrgﬁfgﬁ%fn@?fﬁhﬁhn@gm@n%& Hg‘ﬂf‘eds stem of figure 1

Servi ce”Provi nrtorin Vi ces
t@cardma}pélpqmrysqafmsemmnce Consuners and i ndi vi dual s.

Det ai | gguleesifitRidsQR edfbolifiert IVBSNALA Tﬁis&ars%n&cé proalder
schemati.c vi ew of a health rmnltorllrtlg S st(;g

RTE YA he s Mo HiEsT o AP IYTALY 9 gt qurﬁ gnd
Méivetmalk00 | ncl udes a server 102 and a plurality of

bi o-sensors 104 and data coll ection devices 106. Data

col l ection devices 106 are in data conmunication wth
sléctaﬂed]l)@@nptmndfmhemmbn the internet 108. Each

bi*lgur%qu? 9%c1i'e91”3uc Qﬁ\’ev&l Sf a[elﬁe% tﬁ'nq(ﬁgtohﬁ% g;gcf?e% ?(EP ?C%Eanujlg to an.

ow, conmunicates w corres
cottiodinens of &mrwntllosemnRISystc@ri@DsndWS alyper 102 and a plurahty

ORISR 1980Ad §2h Lekda6n Q¥v1pésol'0%e‘ﬁﬁ9ar 118 &vices 106 are in
quadedto data col |l ecti on devi ces and from_there

tagcomyrapniqasion vifhyserver d B¢ ¥1ag eaa@plsdaﬁvéan@tol 08¢ Eagh hio-sensor
bl}O41 adk Vék}ﬁib,lﬁlb@ inVdreatbredetai e ) f'bdnﬁﬁlhtﬁad’ﬂé‘samﬂy\h bétré@ponding data

urer) er des e
rBRRp e b By e el Hht S oot eslied by pio-sensors
t19d idnaglbadedito dam @oldextion devises H$Land drool thewtte server 1421, |
be appreci ated by those in the art, however, that

/stem 100 could be used to coll ect heal t h data for
lﬁéﬁnssm WWawe adaptadiio s wosn by individualywhe bavedieelth ingirapce (with

dﬁﬁﬂﬁu& ; ¢ ke h@u&ﬂ?fb@ﬂg@sﬁ% h 64 toPfeilifhOME @olfeckiSn 8f information
SC ena | \VANE a DI Oz sor I O- SENSO
i it B o Bfed sats, 25vILR SeFrged by tiose n

cthqzm, dnglwapdm, thakgystengEitecomi dbe ased te baltedeltkalth datatfueother purposes,

SLtPA9 R oY Binchd fal dbfEHhER UPLurbd WP iRl ibn N

insurer) o I O- sensor processing hardware
and - logic for digitally signing data recorded by

mlgirr§ eRsPEchbBitic dehast acblf)fs&%? 'PM Eﬁﬁ)bld E&@W%bpﬁ%gs a

ORI TORHG | AR CoBr ORI, KO8 Scpei) apghencoded into the
S:Y}g)ftigraphlﬁuﬂilf arﬁsld;ume lisshdritypicallyeRsinsures) off drrdibeadsor dd4eand

?)?(Q:gss%a 1112{118’%51% and Eo TSt A glt]éilly signing data recorded by bio-sensor 104, a
radio frequency (RF) transponder 112 (for communicating and exchanging data with a
cofresponding data collection device 106 by RF signal), a transducer 114 for measuring
heartbeat rate sand a fingerprint sensor 116.

Each bio-sensor 104 also includes a processing unit 118 that includes a CPU 120,
memory 122, a clock 124 and a calendar 126. Memory 122 includes software 128
executable by CPU 120 for controlling the respective bio-sensor 104. Each bio-sensor
104 is powered by an electrical power source in the form of a battery 130, though it will
be appreciated that other power sdurces may be used in other embodiments (such as
photovoltaic cells or, where the bio-sensor need not be portable, mains power).



Each bi o-sensor 104 al so i ncludes a processing unit
118 that includes a CPU 120, nenory 122, a clock 124

wa@emazaat endar 126. Menory 122 incl udes sof t weeBSGRB8S/000092
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execut abl e by CPU 120 for controlling the respective
bi o- sensor 104. Each bi o-sensor 104 is powered by an
el ectrical power source in thegformof a battery 130,
though it will be appreciated that other power sources

[ e [ . j

ot egg PARohBoR bMEen kBRI TRl SHED aREroBIRY B AR
méingerppiated thedasuredhpasontbatcan bean assignedd, septhervisgproyiged with,
io ][ﬂlim%t Egéd_iﬂnc lSlrSIesgrilsbr a0y Bi?%ietﬁ;& o9 g@n pérfoval furtheearR dhat s

I nsu erson_that has been assigned,. or
o U REtS DB Ve oo PE e Setgron Pt L S OIRed St sy of the
Bihﬁ)suﬁ@lrljbm’onJWselmﬂlg theefifgefprink thetdo€ miiill&_'ﬁidgéi‘])riﬂat@s%r 116. It will be
measur.enent s. onl y...when, it _subsequen t ect.s that
SRRt AE Y R R T g e R BRI Yesf B S R gt dada may e
s stoséchin at faeanidterired forim tand hempared withithe simglerlp pamameterized
s . i ' il ked:in
¢ Rty it At et oPEcARBBEGUM ittt pbERectloh, 1Pl 7
magmparisonditsdpossitdy plerarmseher pbwpetiions oA fusupriffaneagurement and
Wichfphi@n$ biB-seabdry RRLPBRESEPEA! ANERE RiriaPredéBihéd Fdriod.
the start of each subsequent netrics data coll ection.
If this conparison fails (possibly after a nunber of
r gpedd, _tHeEHT@re,Oi%ipfséﬁwE 14 fd%grdcriﬂ DBt seidifal Wf thferson whose fingerprint or
conpari son),. bi.o;sensor spends_.oper ation .
" ZEB i Ef rkvigRug bR it i ARERGSEOR PR BlokiBpog 104, s
binetsanatris ihsequently dploadddrtop dlse ahatespanidingsitaenilsctivn device 106,

. . s v | )
r a8 Gan Q! ) il cchfeoRiilgu DARLMCRIGARUS, 106 38 Sy 102 over, n
més prBodiment, the infemet Hfe ntheinsisetran dien; wlidpte the metrics data and
f@ét%ﬁﬁi;ﬁt@ %hﬂ%atdtﬁgaﬂtthé eklefEiol vaticiidy ihcakﬁféh%rsloiﬁﬂﬁi met the conditions

ransmtte corr espondi .data col |l ection

e bt heohekpbbe St BHRRIe R E v e et . ¢ he
i nt ernet 108. The i nsur er can t hen validate the
{1 (5Bt Mle R R Bl ookl A BBy BB Bher hourty
neeradsathgserdata arpmepsiged anfl jseordedhby biopenaaitlOf dhesedata are
| RafdMhitty@to tBYBrEEponding 84t8 cEINdRAEM BBAEe 106§ oRREdeiviSg from the

e e T T T

birsusdisdivididl4s thih amaitdetd awhick ehatdesshe irtseintocdnipany to
CQEERTROYALAG: 21258 Hollh NG IBoHRALe cxercis resime

receiving rrom ' _ I'Oon devi c
adrbtherefore eptittadiio insientivesnsor 104 to do so. The insured
i ndi vidual is thus nonitored, which enables the

i nsurance conpany to _determnm ne whether the individual
i Eaghhblesansop Wwﬁ griaenaly be pprvidadavidy ather seasqrs suphbasygnsor for
t Bee@RiRmS bidYd subdetdd ahd6@BE blé6& related metrics that can be used to track
an individual’s dietary habits and hence the corresponding entitlement to benefits.
Other embodiments substitute for fingerprint sensor 116 sensors that detect other types

of biometrics to identify an individual person, such as a miniature camera mounted on

spectacles to scan the wearer’s iris or retina.

In still another embodiment, transducer 114 is instead adapted to measure other health
indicators of the individual, such as the breath alcohol level, rate of breathing or body
fat content. Such measures, referred to hereinafter as metrics, can be used to detect how
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Each bi o-sensor 104 may optionally be provided with
ot her sensors, such as a sensor for determ ning bl ood

waegan2dievel and ot her bl ood-related metrics tPeL/SGZNN8/000092

be used to track an individual's dietary habits and

" hence the corresponding entitlenent to benefits. O her

enbodi nents substitute for fiLmgerprint sensor 116
sensors that detect other types of bionetrics to
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of the individual, such as the breath al cohol |evel,
rate of breathing or body fat content. Such neasures,
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d | cohol
SEUEE g A BRI TRy PR § o i i Eemsors 104
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tﬂl%@ §EI?¥§BIF‘§C mygntayes Fﬁ%mau%aatl a h@éﬁ@ly lefés(tyhyetayd bencepeduce health
inEntegthcpesgoONs by automatical ly anal ysi ng the DNA of
the body tissue they are enbedded in, and al so include
transducers that capture netrics by sanpling bl ood.

Haeh hietsenss 104 1is progtaroheedtb contirmiogsly nheawtetr and record the metrics for

‘%x'z'hgé}f eShQ baﬁ&\éee%nsoodﬁﬂé}xtsot R§g a({é ged%‘ d%&gﬁé hd oﬂ?p‘ﬁt fi@ata in

I nsurer I Nsur e
@@W@ﬁed and|digitpldy asm@pﬁmatdétaurmpééﬁ fovtbe date c%cﬁmad@m@p 106

hah ihyddd é&fewé@d@ﬁ& lh)%gﬁﬁs [t€EteQpHERhS &ofﬁéhibtr G08RGM RF

costs ensor 1 IS ranmmed to
GRtR; 150 Ma Mrri s Shmpied gt LRl TEeR e epyplographic keys
Wh.u«may the tifsdrer and presioanlydoded fxits thd bib Seasdap cegtdgdaphic unit 110

m and output the data in encrypted and
g%@tﬂkﬁ%y gned nmetric data records to the data

coll ection device 106 when the data col| ection device

%@&rs]cgﬁgﬂ fod & %o&ﬁ)gd'rat 4 ﬁ?@ ngd@g F_ﬁE rﬁet?i%g ﬁ{&ﬁ tH & Méalglgletgﬁlt? metric
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t ur er 0-SEenso

Y BRRS AR fe Rt or fas3 it SRl §'sjorkd B &BRAYe mdkfic data

measiirkabld hswnmetisds thedenngentsafeucsa mietrid datd teesrd upbmdediby a

single netr a recor
 set of netrics data, but in

nore

; _ Table 1: Metric Data Record .
Data Description Remarks

Metrics Data Data measured by bio-sensor, in this embodiment
comprising average heartbeat.

Insured Policy Number | Encoded into the bio-sensor by insurer prior to bio-sensor
and/or other unique being issued to insured person: identifies the insured

identification code of person to the insurer
the individual
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thi s enbodi nent the data of each data neasurenent is
stored in a separate netric data record. Table 1

W@ awaARi1dEes t he contents of such a netric dat aPCEEGL0E8/000092

upl oaded by a bi o-sensor 104 to its correspondi ng data
col l ection device 106, and transmtted to server 102.
Table 1: Metric Data RecordTall-e 1: Metric Data Record
The bi o-sensors 104 are adapted to store a plurality

of such netric data T?&QﬁdﬁenﬁsDQQ%‘éEdrﬁed above, the

1.0 A

et ol Ub dl © U[JI Udu I'Tomnroire orou=->stcrisor 5~ 1Ua4 LU lIIC

¢ Daecand diveg eigMatiica B@qall%mnmfpdd@vﬁhe b-seosr afiliedime this set of

REaptugnal s to i nducgretdg ifdpaigaor 104 to transmt the
tric_data records, Jne data thus colfected 15, Sent

pMeHeTHRR a col | ect??ﬁ? thatindisates e tyns of Metyie that isbeing
automatically, by Uﬂéb&aéd ﬁﬁhismatad@&cadtﬂbr%gmgle Megic Type A
gver a secure |n_te t COHPF I d%ic[;% t[11 g £

depi cted schemati cid X‘/‘aﬁeﬁ élasrrgcoor fFajes,thq gemoer o

incl udes, inter all@ntiauasmviautep dmirgswhiok thetiehrt béék,is more

server cryptographig. U ﬂd)d tlr}légltnaallgﬂn%t R#e\ﬁ?c nypené S BEE that

144. Server cryptographic uni
¢corr espondi ng functtiltsnscqrdslrchqapﬁso@whnuownnmumsm oflay

b o-sensor 104 WeRBRGIHE £ Bl SRR TR o 1B flan X

i 0- sensor 104, server —cryptographic unit verifies
e authenticity ofPe HEngswhers X dwe thyeshpldyatugsetdyy the Insurer.

as%n?thpé:ki ntg thg fllhzgldt m§gm@% ﬁerﬁ\ﬂeﬂb Iﬂibec tographlcUmtm
counter-parts o Iy hic ke s
nsurer previ 'O?SH tﬁ%é ‘)rgﬁh& W?éee??éd E(ft%é@fetgvré?‘;rd and -
pbr ocessi ng uni w@m previdéd iy sufee iy ehe
renory 148, a cal erkc(jrg,Pt aO %rtq ?ﬁu qur g—;é/

phJ ni sﬁ% ﬁ%a efH entv\%a S, this data

counter-parts are i oserver
s al so provided vurwprép,nqlaﬁsgwsrtlwelgswgdhate:hqaztacontmnedm

ncentives nodul e |1hf [bied HdRRuRRI h 1 ncentives data

nmd T NCENtT VES sortvvare Wit CIm 1 ogetl IIET rnmay be
descri bed asconstituting the insurer's incentive

ahe @icagens@ﬂaelmr&e raﬂ%pé%ﬁ tldz §t6fd/\@|pﬁ1ralﬁy g}ﬁ%?&lﬁglefrﬂ: 8&a records. As
xec ver epy 0 etermn

GECRRIS Pl ghY clsrerd®  Eifa pRRoR CrorR) tien (PO rER 404 to the

bersesgomhng ldetai endlentions devickat ED6arwhithh BsaT_B.F riigmleiat anduce the bio-

Qéng{ie &d t%ﬁ Qﬁ%cojr 4). The insurer

pu SC

es a rewar ds versus bi o-sensor
readi ngs, so that |nsured persons can ascertain how

rhedatiMs¢88 a8 isia@mrbyim&h&tb CHIRRHBR dbACRN06 S B ihiRbr
revvard?ﬁ?]é{ ntltlcg H’r‘? Thi s pugéjfcatlonforrrs ar?gart
RO, S SHaPRE MegiataAdornPe t0% e SHaFd iipenhgBancetion.
SedvenEi2ds depitted ctheneiticeEnini figgine &r Saner 102sticledespaitaatia, a
?érQersi)?gcsegsrmé S%g l151(9 a server cryptographic unit 142 and a network interface 144.
Server cryptographic unit 142 performs corresponding functions to cryptographic unit
110 of bio-sensor 104: when encrypted data is received from a bio-sensor_104, Server .
cryptographic unit 142 verifies the authenticity of the data by decrypting the data and
checking the digital signature with the counter-parts of the cryptographic keys that the
insurer previously loaded in bio-sensor 104.

Server processing unit 140 includes a server CPU 146, server memory 148, a calendar
150 and a clock 152. The key counter-parts are stored in server memory 148; which is
also provided with an incentives module 154. Incentives module 154 includes both
incentives data and incentives software, which together may be described as
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are calibrated according to the insurer's assessnent
of the health risks (or reduction in risks) arising

WO p@ail2e7? r eadi ngs. For exanpl e, readi ngs consPGT/&¢2008/000092

wi t h physical exercise (say, at |east 60 m nutes of
daily activities when heartbeat and breathing rate
exceed 30% of the resting rates) for a period of 12
nonths entitle the insured person to a 5% di scount on

t &%sﬁt'ﬂlﬁﬁ theﬁﬁs%?@rtmhcéﬁﬁaéi bfb%%m%hﬁé‘&rﬁ&ﬁ%@ fariRe 1sbid9§t€d to be

sugar vels eri,o urther ent '
t ﬁ@cﬁ‘tﬁ V &V ‘H ]g% ﬁag Bn‘gt%ﬂﬁegg&ﬂ?tewn%%"L pipsuzgd Personls rewards or
r ethed engisleents biseé ofl €l ineshtivey@dts andthe ﬁd:dudslcﬁtmﬁ(kecbﬁedl from a
q%s%qut ﬁ% 3%is given. Alternatively, or

di°t 85& the rewards maybe in the form of
subsi di sed nenbership to gyns or health clubs, health

| R BOPRIEIS sy D UETE B PRI BB

t RETSNES gk aspertain bew pheyduasdesigrdthelr Heal@ragimetto optimize thelr reward

r&%ﬁﬁ&neﬁ@ el‘lﬂﬁ ﬁﬂBli&ﬁl&i 2R Atpart 0P insBrePd R Lketing, and also forms
aut o(g_gfl%ca, cal cul ated and the i nsured person is

REmsteAon{TAct bEtIRER dnsyyer @A insHied PSTSAR-, Big-seapgr readings
Tdae caliiated dccbﬁﬁﬁg)tib tHBihsﬁﬂeﬁ’@ abse?@mene of thb ﬁe&lﬁfﬁsﬁkﬁ (6¥freduction in
\Y) ifin artn chant acl to cla
i) a0 B R e Ho? BERhstE Seadingoongs ey phiRica
nexecdisgr(sayi, 8t lpasoﬁﬁ) denuited dfrdadplactinatiescelmshebrbeat andbredtbidg rate

L et ﬁf Pﬁle F&‘ﬁﬁé Fﬁstéjsr) ot zﬁﬁerrﬁ)ﬁ%f %2 |tﬂs eﬁﬂﬁggﬁe ﬁﬁ%sitd%rson to

process n”anot’her enbo

| o fliRsqun Oplthﬁ mualypr@mtmaR@ad@@Sdbo‘(vmg peﬁblpsectblp@l% jugar levels
ecﬁ)%f"th‘éfsax‘g@ bﬁx‘fbd @upﬁlﬁﬁad&@ﬂte %@n@&é@g&%dnwt% ﬁl dméﬁﬁ%ftz% If all
ac n 1. ssue 0 e ective
%‘ﬁ? su?fﬁev% a\g‘q’&’l"ﬁiﬂt ?nqsé@swtefg%g given.
rAEanaiB/e(}e ogaddmcgmny,_rthesrtmasdn Ry bdatthé form dfeabsidival rdatdbership

t8 Ig&ﬂx%‘ ?ﬁéagtlhschﬁ) eralth tf&%r %Bé]teﬁle{lgmét? ngnE gcﬂe e% glgtomated as the

er nerc
amtnp data regeeds ase @stesml@@d vlmttpnmélyé@mvew 02 ter prﬂ@qwegi and

Qﬁfe‘fﬁ[hatlbﬂ 8f FRafdiaNthe HPRhIANSIiScoRAl, %rreﬁﬁﬁ fe, isQuicadficiiile

ecord fromthe sqart. card,
a?&@g[af%r ﬁéﬂ inped H%ra?vela'@é%dstﬁﬁ PEGHEWPF?‘S@%HY that discount, if any.
Qiieiinguadd persoslenagealsollﬁh?glaadﬂfemhoma bflvisitiag etie pmmer merchant

electronically, whether.inr or .
TRATNL RS 052 BRI 8 b mdCE). Whel it DAk ibfepgt s
ipsovgest wish dnlife acessa taisaredtd 0P o determilittheiingmedsperson’s entitlements
12§ $blo¥Es Ft?ﬁé’cg Ig%ﬁ&tﬁélg‘%rﬁgodﬁeﬁthé tea T PRFinERALs aﬁlﬁ%a(leity of

summarl ze tlve Pro rans

FERHsardsi(ox ﬂm Caéﬁ%) Sashedwhich é prayd é‘h’éﬁt TEEPASY VR PSYIgd-person.
H0h sinbrt SHANRhéZRSheld Ro fﬂe%spéb@@er ﬁmrécﬁpersdh frdctides 2 411 gmat record
otfg.gy rewardsa(e %I g g}slrgrl]r?é)rrrlbersclnp)\/@atrhavg beerr]l alvpaic&gdetg tlgJ car s owner,
thereby allowing the insured person to claim the reward at a partner merchant offline.
When presented with the card by the insured person, the merchant employs a card
reader to read the reward record from the smart card, thereby ascertaining the insured

person’s entitlement. Optionally, server 102 and the card reader may communicate

- electronically, whether in real-time or throdgh subsequent éynchronization, so that

server 102 is apprised of reward redemptions.

The insurer’s incentive program, according to this erhbodiment, is summarized in Table
2. ' |



perfornms a fingerprint scan with fingerprint sensor
116 as an identity check. At step 164, bio-sensor 104

W@ ipardd’ t he scanned fingerprint with a previ BUBEE§2008/000092
regi stered fingerprint of the jpsured person, to check
whet her the insured person is indeed the current _
wear er of the bio-sensg 66, b|o sensor 104
det-erm “1%a c S agree; if

noihdmmoamtmqng ends. |If they do agree' prcqaﬁﬁwmg
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106. . At _step i 6, bio nsor 104 responds fo
pol-le pyera, 12 nadnthy p rmd any metric data rnrnrdc not
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col
or| P@odrds via a secure I nt er net connectl Ol ot MmswencegIremium

égtzl:]oer'r?%g ?cﬁl@ )é'glgl %e%ﬁéﬁ‘? rgz{tﬂ 58%1{%%% t g|mtt F;Eé%y[rhmembershlp

t4qeg ngLExge 6raam@ftlméébm&thﬁryaar i f foundfcm]i menths et C’s
at| step 182incentives nodul e 154 determ neggygpards or
other entitlTenments due to the insured persomn, based oOmn
the incentives data and the contents of the netric
d&he metiai of this embodintat, aSanplemedioRby Sy@érﬁ (] Oadﬁmrﬁﬂaﬂi&d in flow

C
ooRor AT 10 Ak B BB 26l i binsb Bt 87 iR person—
pef: O 4 %wrmw Beaa-with fipgerpring @msdr Hﬁjawom@muty check. At step
5 ON6gMié-SerRbOM4IRDnAPR tﬂélécgﬁ'ﬁb‘aeﬁt%ﬁrpﬁﬁ@wﬁtﬁ(y preAY&ly feBistered

ohserve al't hi | ifest I's advice Is

t %ﬁ%%fmiil& C&EEWSES Q%TFO%%CX‘“«?}% Fbether thepasused pereng is fngleed the

t hlﬂrem mrearer bAthe bitatensaro| Ataedpi 166, lﬁiﬁksleﬁs&)r 106 detéhginadhvh@RBer these
i ar anet er s sever

 BaPbERRs BlalaBRS: QRoD B RIRIH Gar TRAS AT oated Pisttpntiues
oiit Séfm 16&, Wereml@moﬁl G4 mwtmeatrmﬁuarﬂaamahh foemtof aferage

10 CROPILBAGARIVY £Ferfld' & g.g ?15%”&[518( Zt% ”Pcfdsﬁ'h&g 2 ?hetncgdata record

Trusted Service Prow ) pr ing noni

SEATIPRERRS the meagyred mefricy da aSéW%IilQH? o@msiataeasﬂembog above. At

CSLEP1 72 ibidsdsért 1085 eS#the snekSdHi£Fe2ofd%d momorg TR OYer s
(212) and Health Care Providers (213), and t0 a

plurality of registered individuals (230) who w sh
Steps 162 to 172 may be repeated plural times but, at some point after one or more

15 repetitions, bio-sensor 104 receives—as shown at step 174—the périodic RF polling of
data collection device 106. At step 176, bio-sensor 104 responds to the polling by
transmitting any metric data records not yet uploaded to corresponding data collection
device 106. Upon receipt, at step 178 corresponding data collection device 106
transmits the metric data record or records via a secure internet connection to server
102. - At step 180, server cryptographic unit 142 authenticates (i.e. checks the .
authenticity of) the metric data record or records and, if found éuthentic, at step 182
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their health and proof of healthy habits to be

nmonitored. A contract (214) is signed between Service
w@oovsunan? and Trusted Service Provider for saiPBPCTSGX0&000092

Service Provider to release netrics informati on (215)

to said Service Consuner of said registered

i ndi vi dual s (230) who aut hort §k—said Trusted Service

Provider to do so. Said Trusted Service Provider (220)

i insengiges 2edule bHbdetemsivessrepvaniy pr piher enditleingntaldge (PO jnsured

\(’gé?s S epHsed 6% tHedRhtiVbd dhts Hddnd. &Hﬁérﬁ?oiﬁﬁé ﬁie'ﬁ‘?c (Fa&é)l‘ébglﬁror

Said netrics information collected by sal
Heerrdensor s (240) fromsaid registered individuals
(230) are sent to said Trusted Service Provider, who

then rel eases e trics jnformtio 215 id .
kv 00 SR %8 B el dﬁ@%ﬁi#&@%ﬁiﬁ%ﬁsxﬁ@aamowde the
(28085 of that maejvsvse—ﬁﬂ]hd foret ofl pessohaifsed mh\tweanto( thd Isured individual, -
C i nyen
B S SPBp R syt Bl S TRy Rigal SV PRy HifePfe. This
t@vum d%tmlsmattbd ‘ttyh@r@ﬁ 303, via thatinternets108p weime Appropsate data
. s ;
mécg(tg)%p 910%1 2§6e Pﬁfgb%@}é&aﬁ RE{E%@Q 'bFﬁ:ﬁ ﬂ%ﬁﬁ‘fé'téfrp F(ﬁd% m‘éﬁéyever
1921thad apsyaceenieches rbidauidelinesrfophealth dict 0eetiviil, except
wher e the context requires otherwi se ow ng t 0 expr ess
|.angu necessar i cation, the word
G 3 sPies 58 Gemoutnent Bl ee Se1bs ABRpsTeHH pI00) Gomprising.
wSEdsted S&mCIe mb\uder\(emms\admg @dnitofing berviepewi o pluﬁaliﬁj of Service
o%%t?rggrg é %tcgr%plslgdgtg %%?161%56 sg t falsJ ?r{sﬁlgefgs &qtl tEo e;%)(ee%s &q S) ‘and
\Hﬁal GeretmovidersdAt ¥), aifd toraeplimliymfiregistered nmdmdualaf%ﬁo) who wish
rediehGRR %mﬁ‘ BloBEBf ﬁ&ltm/ hQWitsAh 'i)e hﬁmﬁ&ted' 9& &ﬂl%gt (?P@'lgﬁkﬂed

that such prior art forns or formed
OSHYRSA Sﬁ’é’h‘?rca‘?nSRWSV\Fé’dB‘é‘S@ﬁFW PIOVIAersf@h‘éaé‘ii T%Fedl%‘évwe
IBﬁox&déT&a kdl&asaﬁmi@rmmnsu@i (@03) t6 A IetvibgComufret &f said

1 b '
SFARER ERtikghs G20 FROlNBod PRI Rl g do so. sai
tTrr@ﬂ’q@shWe Povidee £220) iissgesa@2 1 )dussersnrs (@HY)sd ardigiduals (23 0) who
Q@élﬁgie(tﬁﬁ V@fﬂgsﬂ&’ TRikdd S'Ei’wgéplgviéﬂg gfz@%'%?a hB&Ls ﬁffon@ﬂign

an_out for out uttln? sal sSensor
Splg 31 wdcblaﬁﬁmprs WAet Eom sgléur@glftmeétmdlmﬁslaﬁ%@a axesseat to

fshidgeugeed Sérvise BﬁcﬁﬁderawRNﬂqeﬁ lﬁélbaééﬁﬂh? ndetfi@ infAmatie Q5o said
ensor, an ir ern S ce .reco
SR codimgf IR Hh R PR i RobRE T & HRhe i merris

seovnadmodAb)t r ansducer i s a heartbeat rate

Modifications within the scope of the invention may be readily effected by those skilled
. in the art. It is to be understood, therefore, that this invention is not limited to the
particular embodiments described by way of example hereinabove.

In the claims that follow and in the preceding description of the invention, except where
the context requireé otherwise owing to express language or necesséry implication, the
word “comprise” or variations such as “comprises” or “comprising” is used in an
inclusive sense, that is, to specify the presence of the stated features but not to preclude
the presence or addition of further features in various embodiments of the invention.
Further, any reference herein to prior art is not intended to imply that such prior art
forms or formed a part of the common general knowledge.
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-sensor as clainmed in claiml1l, wherein said sensor

i ncl udes an encryption nodul e %or digitally signing
and/ or encrypting said data pdfore said data is

outputted. 5. A sensor as clained in claim1l, wherein
s€hdMS:s configured to store a registration biometric
measur enent for subsequent conparison with a bionetric

data col | ct ed d first transducer,. and arranged

t g c?F’i‘Sé’E Orgse Blﬂvlﬂﬁ??d@&?%mﬂ%% SySEFRIFOpTiSige

r egi sta fitst @imsbucrgdn doll edtiR@bidraeEb daado s metrichllysidestifying an

COllﬁfth bi onetric data. 6. A sensor as clained in
wherein said sensor is adapted to output said

col | ect sedotl trarBtwdec fatanceswingat deast oneghysiologtcabparamétbr and

ta can be suitably
assqgLl g%&‘%aﬁﬂ%%ﬂ ?éoﬁic?ﬂ\ﬁu dual indicated by said
col | ecqrwtmé@mu.tm@umaai data. A health nonitoring
system conprising: a server conprising a data
processor and a nenpry; and one _or nbre sensors as

ct- o FEHOT 75 Apigiehia clavmérwh?re@aﬁaai st pansdesr iy finggEwing sensor, a

rONai anelysé 8 refiabPpattefBes@irfarOifig pafteriRERof Qe r8coghRion sensor.
process sald data associated wt h said respect ive

i ndi vidual from which said data was coll ected, and to
ot Augenstr dsedsined e clags Ul, twhefeirs adid spwdnde:misdugexoifs asledadtbeat rate

SR » APBE TSR TE AR LA MBI, 1688 comen
Japwtoger Blood geohpl cortpmtinenitonpr datieptigdeyel mpmmsr bot h
decrypting and authentlcatlng said data. 9. A system

a | ai med in clal wher ei n sald se i ncl udes a
‘fd%é%f@%fzj s & £t al.m br¥lczein;sald sensog mglidss g gpciyption odule
| fdedigitiliy sighing and/orcknatypting tdid dagleeforesaill duwis diggdtted.

risk. 10. A systemas clainmed in claim7, wherein said
server includes an incentives nodule wt h i ncentive

Pat sersor asplaimed &1 elgins bi whetein seraed isckon gered tongjorgayregistration

dl lﬁ&at}ﬁétﬁc ﬁ{eaﬁig%hgrgffﬂieﬁﬁ)n géq‘ri:ltént% git'lglgi Ojé_i]t_ﬁi L) o;ﬁéh@é Ribllected by
id i IV y

c?la’é‘aﬁ{é AT, ARg grrangg fogelfecto rcP"élé‘F\?%‘fi%ﬁ? ogivalg}saéa rggistration

anahstzie neashuderdaitagraen oitheaidenteatEbondrivdapit heal th

advice for the individual fromwhomthe data was

collected. 12. A systemas clainmed in clains 1 to 11,
Wh ek snsorastelaised th deiny 1 cehqpeiv saidsensopéradepted tedudput said

Q@ﬁ{;éts%ﬁ ﬂglgbtltr% éiafhgwﬁﬁ{ ?It s g?ﬁlﬂﬁ%vlﬁlaéa% SRNIO Rt §Ad data can be
sul ably associated with said 1nd1v1dual indicated by said collected biometric data

7. A health monitoring system, comprising: -

a server comprising a data processor and a memory; and

one or more sensors as claimed in claim 1; -

wherein said server is arranged to receive said data from said one or more
sensors, to process said data associated with said respective individual from which said
data was collected, and to output at least one result of said proceésing of said data.



and validate data collected fromsaid sensors, and

rel eases said data to sel ected service consuners
wa@eibarilged by said individuals to recei ve sai BCH&G2008100092

said individual. 13. A systemas clained in claim 12,

wherein said individual uses said sensor to issue
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12. A system as claimed in claims 1 to 11, wherein a trusted service provider operates
said health monitoring system, issues said sensors to registered individuals, and collect
and validate data collected from said sensors, and releases said data to selected service

consumers authorised by said individuals to receive said data of said individual.

13. A system as claimed in claim 12, wherein said individual uses said sensor to issue
digital certificates containing authorisation information authorising selected said service
consumers to receive said data from said trusted service provider, and wherein said
trusted third party validates said digital certificate and releases said data accordlng to - .

the authorisation contamed in said digital certificate.

14. A systen_i as claimed in claim 12, wherein said authorisation is given by individual
to said service consumer and/or said trusted service provider in physical paper form.

15. A method of monitoring health, comprising:
providing an individual with a sensor that comprises a first transducer for
collecting biometric data for biometrically identifying an individual, a second
transducer for measuring at least one physiological parameter and outputting data’
indicative thereof, and an output for outputting said data;
receiving said data from said sensor at a server; .
processing said data associated with said individual with the server; and
outputting from said server at least one result of said processing of said data.



