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.Technical Field This invention relates to a quantum crypt ogrmmmmlwmm"w"":
comuni cati on device and a quantum cryptography comuni cati o h
share random nunber information while maintaining privacy by detgsjdg an
eavesdropper based on 10 uncertainty principle in quantum nmechani cs.
Background Art. A whol e configuration chart in Fig. 5 illustrates

convent i oﬁ&ghﬁbé]h‘ﬁpql?ésoq@Wg@éWMOE?5%uant um crypt ogr aphy which was first
proposed by Bennett and Brassard in 1984 (Docunment 1: C. H Bennett and G
Brassard, "Quantum 15 Cryptography: $pdsificatkamys Di stribution and Coin

Tossing," in Proc. |EEE International Conference on Conputers, Systens, and
Si gnal Processing, Bangalore, India, PP175-179, (1984), and Docunent 2: C.
H Bennett, F. Bessette, G Brassard, and L. Salvail, "Experinmental Quantum

Cryptography,” J. C YREPPPOGRAPEHY ZHMMBOIAIOATION APRARAGUZO In Fig. 5,
a quantum sendi ng device 100 is a device which sends a ci phertext by using

t he gquant um crypt ography, and a quantumreceiving unit 200 is a device

whi ch receives the ciphertext by using the quantum cryptography. A guantum
crypt ograﬁh co n':l&ati on channel 1 is a conmuni cation channel for
transmtti ?fé‘%{c%}e fromthe quantum sendi ng device 100 to the quantum 25
recei ving devi c,ihZ0.0. 1. he qubit includes arbitrary. two-Ievel

re, t
states: 0-, | 1LhisHyention; ﬁ@@séoqm%%mﬁaww@ R igatipn device
superposition of the states 5 is allowed. Specifically, .in quantum
crypt ogr apRg ScHRMRIE STYRNOST ARl commyanigationmethodiwhich shamggaademypamherc
of a photon are often used to represent a state of the qubit. A classical
communi cainformasionovhile nnamteibting vevagpyant detestingiamgeakesdeepper Megedand t he
quantum recei vi ng devi ce 200. The cl assi cal comuni cation network 2 is a
netdor k f anc@eaimyprigeiptninignaaturmmmeoediaren t he both devices in a
conventional comruni cation nethod. Secretly shared information 3 and
secretly Bagkgsbund Aftmation 21 are 15 information secretly shared between
t he gquant um sendi ng devi ce 100 and the quantum receiving device 200 in

advance. It is anyRBieSohfiYurhfibn CHAM HIFEE WPHRGLARBY cbRveliasSall REER  ues
information which is muchlarger than the above secretly shared information
bet ween t pgpr%ﬂ@ﬂfe‘ﬂnﬁf ﬁﬂghﬂgmdc?yi){:oegr;lgﬁy%ch%as first proposed by Bennett and
Brassard in 1984 (Document 1: C. H. Bennett and G. Brassard, “Quantum
15 Cryptography: Public Key Distribution and Coin Tossing,” in Proc. IEEE
International Conference on Computers, Systems, and Signal Processing,
Bangalore, India, PP175-179, (1984), and Document 2: C. H. Bennett, F. Bessette,
G. Brassard, and L. Salvail, “Experimental Quantum Cryptography,” J. Cryptology,
pp.3-28, (1992)), for example.
20 In Fig. 5, a quantum sending device 100 is a device which sends a
ciphertext by using the quantum cryptography, and a quantum receiving unit 200
is a device which receives the ciphertext by using the quantum cryptography. A
quantum cryptography communication channel 1 is a communication channel for

transmitting a qubit from the quantum sending device 100 to the quantum

25 receiving device 200.
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guantum recei ving device 200 while maintaining the privacy. A qubit
generating neans 4 outputs a predefined qubit 0 20 periodically. A random

. nunber generating neans 5 outputs a first random nunber bit. A random
nunber generating neans 6 outputs a second r andom nunber bit. A quantum
encodi ng nmeans X7 perfornms quantum encodi ng of the qubit 25 which has been
generated by the qubit generating nmeans 4 ,in accordance with the 2 first
random nunber bit which has been output fromthe random nunber 5 generating
means 5. The quierenthenaabrt ducludes apbitranyetvwiesdevel skatepel ow. Wien the first
random nunber bit is 0, an identity transformation: 10~~0 + 1~~1 . When the
first random nuth)erlSl})it is 1, an X transformation: O-~l|l + 1~-~0 . The X
transformation in the above rule is a bit-flip transformation, and an x

el ement | Thidaguibit ivd guwancenr stapewderé evehéintalr lsapeiwisiebh of thé&\stptast um
nodul ati ng neans H8 perforns quantum nodul ati on of the 10 qubit on which
guant um encodi ngx|(b}a;5ﬁ en performed by the quantum encodi ng neans X7 ,in
accordance with the second random nunber bit which has been output fromthe

rangpm ”“E@igﬂox%&er 8 é&ﬁc?ﬁ?% cglaq{%ﬁﬁ{ LR@%Q&@% comfr ugﬁﬁ?c[i&f@i%ﬁ%”n”“”ber

bit 1s 0, an identrty trdnsformation:” "l t he
random nunber bit,.is The .nodul ation rule will be an Htransformation: -~
0o 1 B e i sface, ADHERE 8rte! 88k of nptton aff o b ReC BRI

rule is a d%gagdﬂ;@a}gsfor mati on, and 20 the H transformati on corresponds
to a baseSt3%SMABE PO, As stated above, a protocol for transmitting the
qubit using two conjugate bases of + base _and X base is call ed BBg84 )
protocol . The t ficclassigalgemmpynicadion natworke? gomnocts sbe awantuesensing dewice
later. Further, in conparison with the above BB84 protocol where the qubit
has 25 bedfAO0tanahthe quantums irecpiving dedcs 300 onThewlassic comanidimationynetwork
transformation and the H transformation, in six-state quantum cryptography
( Danurrent 23s abhetBrorkSor performing communication between the both devices in a
conventional communication method.

Secretly shared information 3 and secretly shared information 21 are
information secretly shared between the quantum sending device 100 and the
quantum receiving device 200 in advance. It is an object of the quantum

15 cryptography to share random information which is much larger than the above
secretly shared information between the quantum sending device 100 and the
quantum receiving device 200 while maintaining the privacy.

A qubit generating means 4 outputs a predefined qubit

0)

20 periodically.

A random number generating means 5 outputs a first random number bit.

A random number generating means 6 outputs a second random number
bit.

A quantum encoding means X7 performs quantum encoding of the qubit

25 which has been generated by the qubit generating means 4 ,in accordance with the

2



"Optimal Eavesdropping in ~luantum Cryptography with Six States,"” Phys.
Rev. 81, pp.3018-3021, (1998)), the nodulation is performed by using three
-bases (nodul ation rules) by adding a phase Hadamard transformation, SH ~
0~~0 + O~ I +il 1~~O - il I~~l I~/ 5 to the transformations used for
guantum nodul ation. In this case, the above three base transformations are
selected for the second random nunber which has three values of 0, 1, and
2. A base exchangi ng neans 9 perforns classical conmunication with the
quant um r 8essi randgmyarmherob whieh has beppoutpuhliom Higrperdepinumhbes been

out put 10 by the random nunber generating nmeans 5, and extracts random
shar ed i ngeneratingnmeans &t r dthecquareeim egcodiagrul®wib bieotessribhd belagsi cal
comuni cation with the quantum receiving device 200 through the cl assi cal
conmmuni cat i on NWHEY thelfifddrahldent anader Piefse@ | nformati on whi ch has been
out put by the base exchanging 15 nmeans 9 and perforns error correction. A

cl assi cal commgﬁq&éﬂmym@@ﬁ)rma{tm@uqbﬂoﬁpﬂqi_on 11 is provided so that
t he base exchangi ng neans 9 and the error correcting nmeans 10 performthe

cl a%;:i cal commw %élﬁnﬁggt&nﬁgﬁl gugﬁ%&l&{ gcgi ving device 200. As

expllicitly describéd 1 n cuien cunent 2, the secretly shared

information 3 i . aut hent i 10 the classical comunication
means with aut h%%??%@%goﬁ%%{lt} \ pri va@hlarrg}@?'yi ng means 12 anplifies the
privacy of the errqr-corrected random shared i.nfarmation, i ch has been
output fromt he’(f'bia Sgpra@@fqrgéqql% 1%&&‘?@%‘1@. r‘glﬁ 1%&%&3’2!8 d&F PﬁﬁaHQPe%Pﬁﬁ@
means 13 judges whet her there has been 4 eavesdr oppi ng based on

addi t i onak elethentiin Panlivhatix sexrepperdotin the Xitramsformasioner correcting
means 10. A private key 14 is a key which is output fromthe privacfy

anpl i fyi ng 5 neAnpai@uanthehdagdgwedns H8 mpréormsmnasbimimgddedioneof2de
while the privacy with the quantumreceiving device 200 is naintained. A

r andom nugtibit @ewhict qogntmarancadingulipubsempétformed diyddie quendiaim bhtodiAg
guant um denodul ati ng neans H23 perfornms quantum denodul ati on for 10 15 the

qubi t tragseRnster ihHeuEh iRy HARE Wete Y PARIE i BNV ERh la kdsannel 1,
in accordance with the third random number bit whi ch has been out put from

the output from the random number generating means 6. The modulation rule will be
described below.
When the random number bit is 0,
15 an identity transformation: |0)(0|+|1)(1|.
When the random number bit is 1,
an H transformation: (0)(0] +|0)1| +|1)(0| - | 1)z,
The H transformation in the above rule is a Hadamard transformation, and
the H transformation corresponds to a base transformation.
20 As stated above, a protocol for transmitting the qubit using two conjugate
bases of + base and X base is called BB84 protocol. The two conjugate bases of
+ base and X base will be described later.
Further, in comparison with the above BB84 protocol where the qubit has
been transmitted using two modulation rules of the identity transformation and
25 the H transformation, in six-state quantum cryptography (Document 3: D. Bruss,
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random nunber generating neans 22. A denodul ation rule will be described
bel ow. When the random nunber bit is 0, an identity transformation: 10~~0 +
-1~~1 . When the random nunber bit is 1, an Htransformation: ~ O~~O + 0~~1

+( 1~~0l - | 1~~1 ~/ ~ . Further, in the six-state quantum cryptography,
the denodul ation is perfornmed by using three bases by adding a Hadanmard
anti-phase transformation, 20 HS-1 ~ ~ O0--~0 - il O~ | + 1~~O + i 1~~1

~/ to the_ transformations used for the guantum denodul ation. In this case,
t he above“©ntigealdbavesdrepmingimnaaua Cayptograpby wish SiKStatasdofhye ek 81,
whi ch have three values of 0, 1, and 2. A quantum measuring neans 24

per forns gpaBal8302k {1998%: nthefmpduleeiddbisqerifarnoed biriusing threeumsdsnodul at i on
has been perforned. As the neasuring 5 result, for qubit 0O~ ) "0" is

out put, alglofiQlatéibiled) by aadi'ng' s output. Specifically, in a case that a
pol ari zation state of a photon is used as the qubit, it 5 can be easily

realized using g sar - ZHadaRfadr s Rhéfol@fatRdnd SEHO NOWELGeY O -Si

exanpl e. A base eljgfc::ahangi ng means 25 perforns the c@gi rcrazéqcolnzgulnﬂisl&{l {)\/ni
with the ' ' 0 he o) har e

ot o mat 1 SRR AP e ot B P Hl A Boh oA RECEE AP Bbove ¢ 1y
t he gquant asur,in 0 ans 24 and,t t.hi rd random,nunber .whi gh S
been out pHETByP TR AR BRP IR Er e SEIREES g Brcitrana S S RARTLR R B Eg STER fiatg
means 26 perfor t he cl assjcal comunication with the quantum sendi ng
devi ce 106hgevaEes 8 sl be- correction, with respect to the random shared
information which has been output fromthe base exchangi ng 15 neans 25. A
cl assi cal commuAi kaseiexehanging meahs Spdréomis alaiseigabgomsnywrisetignaviththe
perform ng the cl assical conmunication with the quantum sendi ng device 100
at a ti nmequoAntsnngceiving deeice2004nyithe firstarsndtbn antnbéewdiclohas beer ontpgt
means 26. The secretly shared information 21 is used for authentication

Wi t10 t he Byahetamdomseanibey gdavifttngd dband Rrandaestrachl tandong sherds 28
anplifies the privacy of the random shared information on which error

correcti ofpnfoamalerR) perfornmed. An eavesdroppi ng detecting neans 29 judges
whet her there has been eavesdroppi ng based on additional information which

has been out put sbyethe cSirb&ing means 10 performs the classical communication with

the quantum receiving device 200 through the classical communication network 2
for the random shared information which has been output by the base exchanging
156 means 9 and performs error correction.

A classical communication means with authentication 11 is provided so
that the base exchanging means 9 and the error correcting means 10 perform the
classical communication with the quantum receiving device 200. As explicitly
described in Document 1 and Document 2, the secretly shared information 3 is

20 used for authentication by the classical communication means with authentication
11.

A privacy amplifying means 12 amplifies the privacy of the error-corrected
random shared information, which has been output from the error correcting
means 10.

25 An eavesdropping detecting means 13 judges whether there has been
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25 correcting neans 26. 6 A private key 30 is a key which is output from
the privacy anplifying neans 28 and shared wth the guantum sendi ng devi ce
-100 while the privacy with the quantum sendi ng device 100 i s nmi ntai ned.
Next, operations will be explained. 5 A whole process chart in Fig. 6 shows
t he conventional technique of the quantum cryptography conmuni cation

nmet hod, represented by Docunent 1 and Docunent 2. A whole process can be
divided into two large steps, .i.e., _a |large step, of_ quantum cryptography
communi catdasdreanmog dpn addjist w@rmﬂtmwgmh has heew optpetefremthe
(S200). The processing on a left side is perfornmed by the quantum sendi ng
devi ce l10€rroacdrrehtingrmeansilig on a right side is perforned by the quantum
recei ving device 200. The | arge step of quantum cryptography conmmuni cation
(S 100) is a stAprivaterlaysn id a kgyaviidhiib oatputfroht the prieady aniplifyaendi ng
device 100 to the quantum 15 receiving device 200. For each qubit,

fol | oW ngyRighsSieRsd 6RAled wiPihag8ahiRRFb8L virdy A8¥ice 200avEIO ke 9?&%'&9“ ng
step (S11), the qubit generating nmeans 4 generates a predefined qubit™ 0

per izodi Cak]iéhts Oq ey ir@c@ﬁgﬁ%‘ﬂéx‘z‘i@b%gqgh éip%%ﬁi%d(. S12), the quantum

encodi ng néan encodes ener at ed qubi ased on the first random
nunber bit which _has been qutput by,.the rand nunber generati,ng neans 5.
'n a quant um moidPREPREPERIR EEPSTHHPR B¢l e AR RRHTI ARG "ARAAD Hiber
nodul at es, t he encoded qubit based on the second random nunber bit which has
25 been oh’ttput by the random nunber generating neans 6. 7 By this

nmodul ation, the qubit becones a nodul ation bit which has four states first
random number OAMusntym dempdulating yennseti 2§ performs-qugntym demodagptiendor ng
0 and 1 by two pairs of nutually conjugate bases (+ base and Xbase). In a
quant um t tlengubitttragsmitsed ¢Btogh threqudtien ropptograplny bomnignicatiosmhanae ]
fromthe quantum sendi ng device 100 to the quantum recei ving device 200

t hriqugh t heimaesotdane widthogteaghiyd eandami mahbenbithahivhl hds bddh batputduamt thi
denodul ati ng step (S 15), the quantum denodul ati ng nmeans H23 denodul at es
the transpand@f fithbér foRshataid MRalk R, bas@smefuldior Puledwill be described

below.
When the random number bit is 0O,
an identity transformation: |0)(0|+|1)(1].
15 When the random number bit is 1,
an H transformation: QO)(O] +|0)(1] +|1)(0| -| 1><1|)/\/§.
Further, in the six-state quantum cryptography, the demodulation is performed by
using three bases by adding
a Hadamard * anti-phase transformation,
20 S (0)o] - o)1 + 1ol + 1) 2
to the transformations used for the quantum demodulation. In this case, the
above three base transformations are selected for the random numbers which have
three values of 0, 1, and 2.
A quantum measuring means 24 performs quantum measurement for the

25 qubit on which quantum demodulation has been performed. As the measuring

5



random nunber bit which has been output by the random nunber generating
nmeans 22. Here, by using a characteristic that if the identity
-transformation and the 15 Hadamard transformati on which have been used in
t he quant um nodul ati on and the quantum denodul ati on are repeated tw ce, the
transformati on becones the identity transformation, it can be known that
only when the second random nunber and the third random nunber are
identical and the sane transformation is used for the quantum nodul ation
and the qnﬁﬂtbn1denndulat|on t he quantum 20 encoding is perfornmed, and the
quant um denodul ation of the gubit on which quantum nodul ati on has been
performed is cofaregubiy (6).f 60 nad outputs amdant um measuring step (S16), the
quantum neasuring nmeans 24 perforns quantum neasurenent of the qubit on
whi ch quant um dforogibiat i|bn ‘Hasisoeerpuper f or med. In the quantum nmeasurenent,
25 when the qubit is 10~ , bit "0" is output, and 8 when the qubit is 1~
bit is Siaecﬂﬁ%aﬂytlﬁhué casd mrz?f)glrzﬁlza‘@i@)'llyst‘ﬁ/f@ﬂf ﬁ?ﬁo%ﬁliﬁ H&@Eg@l‘i’é‘ habiton has

been correctl y performed in the quantum denodul ati ng step (

cuant um ek St a8 reAed Eind FRRAMANEIRR-TLYHRE AT SrFRh) ?&d%t\é\%rl‘st“e

becones |?ent| cal, wwth the first random nunber bit only vmth 1/ 2
or obabi | i {3F SRR i bed above, after repeating the six steps of the qubit

generati ng 10 s (S11 throu h t he quantum asurln step (S16). for

of the qubits, Sieaf‘rxg%agggiﬁ a&ﬁ%?ﬁ?@@%%?@ﬁﬁv BQH%HHPH@@%I% “(léfiIOO)
ends. In the Iar step of classical data processing (S200), the follow ng
four st epﬁhgquapgpmcﬁemémg deyice 100mnd eyefsacts,tbnangdomr sharediinfprmation, syith
base i nformati on, second 15 20 25 random nunber bit information and third
random numtrmecbm the horasaringrestltcwhich/badbeen ogtptf by thdgquguntunumeasuring
nodul ati on and t he quantum denodul ation in transm ssion of the qubit, which
hasl(been pesamer 24 dnt nhe hRiddaragelon apntberowhivhuilachydi ogtathyy taenrardaat i on
(S100), are exchanged between the quantum sending device and the quantum

recei vi ng ng@yb drivratial hbgnebassi cal communi cation network 2. At this
time, if the exchanged base information is identical, it can be known that

the correct quantugmy @!&lr%&ﬁﬁg Iﬁ@%éé ??P%WoEﬁﬁtth%L@Qééféﬂl%ﬁﬁﬁﬂh%t%W

been perforned. There ore random nunber bit and the quantum

At ggf‘%e ﬁgkggﬁxpg%et%’hgﬂgﬁ%bfég 1 efhﬂi@irf‘bx Cgchi ‘2% Bassh 'tvl?lfr%ﬁ é%%é b0 the

nrum m) quarit'u
P R T e
quphgs Wh;&ﬂnﬂ; g been transmtted fromthe quantum sendi ng device 100 to 9
A classical communication means with authentication 27 is provided for
performing the classical communication with the quantum sending device 100 at a
time of using the base exchanging means 25 and the error correcting means 26.
The secretly shared information 21 is used for authentication with the quantum
20 sending device 100.
A privacy amplifying means 28 amplifies the privacy of the random shared
information on which error correction has been performed.
An eavesdropping detecting means 29 judges whether there has been

eavesdropping based on additional information which has been output by the error

25 correcting means 26.



t he quantum recei ving device 200 becones invalid. In the six-state quantum
crypt ography in Docunent 3, about 2/3 of the transmtted qubits becones
-invalid. In the classical conmmnication used in this step, eavesdropping
action can be ignored. However, tanpering and spoofing by a third party
must be prevented. 5 If the spoofing is allowed, a device owned by an
eavesdropper relays in each of the quantum cryptography comuni cation
channel 1 and the c¢lassjical comunication network 2 connecting the quantum
sendi ng devi ce S0UTEME kave3Qimn ke which i iongp aeiions thoprivape amplifyingwned
by the eavesdroiger can act as a false quantumreceiving device 200 for the
quant um smﬂﬁnsg’f ani shatabwavhithe quastumfseinding deviva100wkide dhe prieey ovedth00
for the quantumreceiving device 200. Therefore, an attack becones

possi bl e, théighaatymiseaidink dgvics 190asafaimeaecl i vel y bet ween the quantum
sendi ng device 100 and the device of the eavesdropper and between the

device of the epngsdRRRGONIRAIIIIEHNANtedN recei ving device 200, the
guant um sendi ng devi ce 100 sends a ci phertext using the key shared in the

quarg um 15 cryphQghsRMNroEENEBHYLE 2h 9P, ®¥nbe92heIDEy morgﬁ\éﬂsgﬁn%lgt({}ﬁge

eavesdropper as’ the appropriate quantumreceiving device

devi ce of the, eavesdroppef. decrypts the ciphertext using,t ke i ch,has
been shar SHAFPR ERELGRERPv A T b aB/REBh o P hsatRlaP ) Thetlerl | Gane
private kf¥ mhichﬁgas been shared with the quantum receiving device 200,
and sends BN Her t ext to the quantum 20 receiving device 200. Therefore,
for preventing the tanpering and the spoofing by the third party,

aut henti cati on Asvheleinrecesscqaa by disided antoniwn Haep stermileh tiaregpstep of
secretly shared in advance between the quantum sendi ng devi ce and the
quant um r quehtumgraptagrephy somyeupieationrSd 00Gandralarge step ohdasgieal data
transmtting step (S14), even if the device of the 25 eavesdropper

eavekdr opprodessinga$200).t €fhepbodessingeonlaveftesidé id perfenned dbyahpeauaktum
cannot al ways perform correct quantum denodul ati on as the device of the

eavesdr oppefidisigetevied 100)amd fR Pasesding ohrmtighe sit i8H ey rSERy e guhftuhhe
quant um nodul ati on. |f quantum denodul ation is carried out wongly, the

transm tt ggeiiiRigtdesh@nges. to a qubit in a conpletely different state
according to 5 uncertainty principle in the quantum nmechanics. Therefore, a

trace of eavesd ' [¢NS; [ o ol

crror is correct oy b R HenRue R lark S AT BRI R ks o' of
output in_the base exchange .processhng st S21). while t | assi cal
conmuni caﬂ%ﬁ’%ﬁ ot %ﬂ%gﬁlﬁéﬁ%i‘a?’&ﬂﬁ&‘ B?Ral&géisevl(@ ﬂgq %%?1?%9\}1?%“1“
ta ring and the, spoofing is perforned.yja.the. classical nyuni cati on
notlor k. ey ReRe sdn bk ettt loSung i pRpedSahr S0 deeropeed.
devi ce. Therefo&g, t he aut henti cat.i on nu?t ge performed using the secretly
shar ed i nf or mat F&stwm 2 HuRHSenesatingster (§1Hh ke qubK seaesntingseearseh t he
qguant um sendi ng devi ce and_t he quantum receiving device. Further, data 15
processi ngeherates paredefined g@hitch the error correction is perforned,
however volunme of information |eaked to the third party is small and the
privacy is nain? ined. At this tine, a bit rate and a bit error rate are
output as additional information. It is judged if there has been the
eavesdr opperigdivadlgd on a size, change, etc. of this value. 20 In a privacy
anplification processing step (S23), by adopting a hash function to the

er 1y - COr rect e Noapdarm 3ah ! H BT LOR, (5105, el Akl eh@@dihg‘;rg%% ken

regarding the information volune is anplified. In a secretly sh

| nfor mat | Qﬂcﬂrr]tfe%atthie &%ﬁwﬁfbd( ik bakOf oﬁec?xieqiﬂs}f rﬁH&&&drEgrﬁfBg% g?tf)w%rﬁmli ﬁaé‘B%ﬁ{

ed
for next qua mcr ography comuni cation using a e random
shared infotﬁutiogpot ichIPr'vac¥ ha%.been ampl i fied, and 11 remai ni ng
r andom shQPE B K o i Re EPnetatine MegRs @ ey, Further, a procedure
of outputting tbhe random shar q Lnfornak%o f§§n1the abovg secretly shared
information in tRE CHHAR 'F’Eﬂfﬁ} appgstter b@yt gepntymygpdulating means H3
modulates the encoded qubit based on the second random number bit which has

25 been output by the random number generating means 6.
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t he quantum cryptography will be explained briefly. 5 In this case,
secretly shared informati on which has been secretly shared in advance
-between a sending device and a receiving device is used as an encryption
key and a decryption key, encryption comuni cation of random i nformation
which is larger than the above secretly shared information is perforned, by
usi ng comon key bl ock cryptography, stream cryptography, etc., and the
random 10 i nfornation is shared while the privacy_bei ng nmaintaj ned.

However, in t heBydiiemadsiaton, the Gynbpreomenarmodualationdhiy schich hssfgur
detecting function. Therefore, if the eavesdropper can perform processing
in a suffstdteatly | arge conputation volune, the eavesdropper can
cryptanal yze the random i nformati on whi ch has been encrypted. Specifically,
in the conventi fipstl rakfdont yandgrapby, the privacy of the random shared

i nformati on which has been transmtted is secured only based on the
security of the4edmeetati onal vol . Nhanmhihp, in the quantum

crypt ography, when the eavesdropping is detected based on the eavesdroppi ng

detegtion functivnagcording to t@®4gggﬁy§n1nﬁ@h?90g$§ the communication is
e t

di scarded, and processing such as’r ting comuni cation until it
is confirmed that. there,i,s no eavesdroppi ng i s_perfornmed ereforne, .t he
brivacy | SoarssbptineCaRY 1 CroBYE o ARy, Gub e SRR Sk RO5F Rl R
transmtted qubit for which no eavesdroppi i aranteed. .In._the

convent i onal quaheUHHAYH thesmﬁf%% Bﬁe gEﬁ’/YecElogﬁgaté%mScat i on
nethod, there is a problemthat the authentication pust be 25 perforned.in
cl assi cal teansrittadirpenthe gnaptum sendingdeyice 48P da the uyertemorecaiing deyice
has been prepared in advance. Further, there is a problemthat the base
exchange 2A0whrehgh theogqrantwn cyptdgzaply commwaitationicdvanael lguant um
denodul ati on i s exchanged between the sendi ng device and the receiving

devie via the Thaspiasiunt demodiutatingstepe(Si)kthaysintim penfaluirtingimeansier
to extract a valid bit fromthe 5 neasurenent bit whi ch has been obtai ned

in the quani3igemeatlHtks 8hé GFhnsaigtcdONSsY tRdALYatidkBU) basé@bh thahbuid 2/ 3 in
a case of six-state quantum cryptography) of the qubit strings on which

quant um t LaRgESHhABeP BT RRRA RES bATBE & ByPile rditdGfomBdgéndriing 1S NO
eavesdroppi ng detecting function in the conventional cryptography, there is

a problen3§g§&§§@e privacy is threatened 10 dependi ng on processing
capacity o e eavesdropper regarding the conputation vol une. is an

I t
obj ect of this ipvention.to pfovide .a. n r. raphy.ec i i
device and a quZﬂ?ﬁnﬁ%F@BF%%FQBHv%%Hgﬂgﬁﬁ%%#ﬁ%%lﬁgﬁﬁg%9ﬁﬁ¥§ﬁ%§ggﬁ%§%?é§§ire
t he, aut hentication in the classi.cal ,comunicati.an nor the 15 b exchange
andS ur ¢ nefadnaR LRSI SHAN HHIERBSVF AREM EEAD JIE TR BRGRIRTOn and”
transm ssion while nmaintaining the securjty, of the tr?nsnitted qubi t
r egar di ng thadvantemndemedulpsiomarexeperte kbivicedibp pangiaaatian hecamet theon.
Di scl osure of the Invention A quantum sending device includes a fjrst
pseudo- r andemtityutroasfozmagioreribcam e kmowmbhathonlyrieher ébe ge¢andsrandom

pseudo-random nunber from sets etly shared informati on which has been
secret|y shanker amd dbe almrd ranthmangoder wre identical and the same transformation

is used for the quantum modulation and the quantum demodulation, the quantum
20 encoding is performed, and the quantum demodulation of the qubit on which
quantum modulation has been performed is correctly performed.

In a quantum measuring step (S16), the quantum measuring means 24
performs quantum measurement of the qubit on which quantum demodulation has
been performed. In the quantum measurement,

25 when the qubit is|0), bit “0” is output, and
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recei ving device synchronously with generation of a pseudo-random nunber
performed by the quantum receiving device, a quantum encodi ng unit which
-performs quantum encodi ng of a qubit 25 which has a predeternm ned quantum
state, and 13 a quant um nodul at or whi ch perforns quantum nodul ati on of
the qubit on whi ch quantum encodi ng has been perfornmed by the above quantum
encodi ng unit, based on the above first pseudo-random nunber. Bri ef
Description of the awings.5 Fig. 1 shows a whole configuration chart of
Enbodi nent 1. FW ?n%’@ﬁb%ths &Ma%ﬂ% é?%?ﬂ@‘&phy communi cati on process of
Enbodi nent 1. Fig. 3 shows a whol e configuration chart of Enbodi ment 2.

Fig. 4 shihereford)ondy edien the qhamtum klemiodflativhddisieren @rrddlyperfotmsdans a
whol e configuration chart of quantum cryptography in conventional art. Fig.

6 shows atldguhntdrhUinicdulatingUasp (S15), Wbheasaihye wtobiamhidCitel Rft RAAL6HES 1 N
conventional art. Best Mdde for Carrying out the Invention 15 Enbodi nent 1.

Fig. 1 shgwspmrW¥iPbscdReidditi@hl OwWkdiatie Qﬁaﬁmﬁq%ﬁulhioh%ﬁg%%éeéwréﬂﬁy

quant um sendi ng device 100 and t he quantumreceil ving device

connect ed guan | i [
e e S T L R e R G
recei ving cjcevilce ]%a Thete?ﬁ)l.ﬁ%ai cal communication network 2 is a
conmuni caPPAPIR SR A2 RERAPIEBAnect s t he quant um sending device and t he
guantum recei vi ng device, The secretly shared informatjon 3 _and the |
secret|y shar edApriessihed ahove, afber repepting thesikgatansiihe annbgenerasing
shared in advance between the quantum 25 sendi ng device and the quantum
r ecei vi ngs@®ASdd) thrpughathe quantvan measuring s 169 famall glitle anbienidieng
device 100 w Il be explained. A qubit generating unit 40 outputs a
pr edef i nethrgalstép bDguanpenicogp toerhphy Hemenunratioa (§10D} ends.pol ari zat i on
state of a photon, which is for qubit O~ , horizontal polarization state H
~ ,1and for qubld tHelargéatép ofiblapsical Haed prsvessingdSYO0RhEdo BV AL RAlr A
phase state in a case of having constructed a system of

steps are performed.

First, in a base exchange processing step (S21), base information, second
random number bit information and third random number bit information which
have been used for the quantum modulation and the quantum demodulation in

15 transmission of the qubit, which has been performed in the large step of quantum
cryptography communication (S100), are exchanged between the quantum sending
device and the quantum receiving device through the classical communication
network 2. At this time, if the exchanged base information is identical, it can be
known that the correct quantum modulation and the correct quantum

20 demodulation have been performed. Therefore, only the first random number bit
and the quantum measurement bit in transmission of a qubit where the base
information is identical, and correct quantum modulation and correct quantum
demodulation have been performed are extracted and output as random shared
information. Since a half of the base information is not identical, about a half of

25 the qubits which have been transmitted from the quantum sending device 100 to
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interference may be al so selected as the qubit. Further, besides the
photon, 10 arbitrary two-|evel states such as an electron nay al so be
-selected. In a case that the polarization state of the photon has been
sel ected, the stated qubit generating unit 40 can be easily realized by
placing a polarizer at an outlet froma |light source. A random nunber
generating unit 50 is a unit which outputs a first 15 random nunber bit. A
first pseudo-random nunber generating unit 60 is a unit which outputs a
first psetRRANARBHMISCHIBEIS gevwe@pﬁ@em@egéw@hdy Emthe gix stage guantwmn3 as a
seed. A quantum encoding unit 70 is a unit which perforns quantum encodi ng
for the gemyiptogwaphy imaBodrmeant8nabente?/3mf thhdramdmitted qubitsibegomes invdlid.
based on 20 the first random nunber bit which has been output fromthe
random nunber ghneha@tiaggicahedmbfunidditorneodiinghidstep| satdsdirophiag ddipn éiwlom
nunber bit is O, an identity transformation: 0~~0 + | ~~l1 , and when the
random nupdesndiell. | Howeve, @in?%ﬂiﬁé'&%ﬁ%ﬁ%ﬁh?rby Athikrd pakty thustdr prevehted.
exanple, in a case that the polarization state of the photon iIs selected as
t he zqubi t y¢ i : i r j i st ' (A u r
51UD! L 1f dtle GRBAAG EAtoled! SvER PN ed BY!AH L aRoRLAEIAI{1h SRAHOALRY

or a phase no ator so that egree polarization

transmtted in TE ( TRANSVERSE ELECTR|.C POLARI ZATI VWAVE) .node and by ..
per f or ni ngugnw&&p@é BCPHRYRCR nrc%‘&élﬁf ﬁtﬁ@%heo%ffl%&ggﬂ?%ﬂmlgatmn
nmodul at or 80 i uni t which perforns ant ym .nodul at i for the qubit, on
Wbt oh uaRE PSS Games iR Db B R S R Jo TS 1J0 A thechter e Hastiving
based on the first prseudo-,random nunmber bit _which has been output fromthe
first pse@enice 208omliberdnviceenard byide pavesdwprercandstiagta ise gquantum; s
that when a pseudo-random nunber bit is 0, an identity transformation:

| O~~O + teeeiviagdievidec20Gifqrdbedpandndo semdimgeteviice 106 and amh alsl a false
transformation. ~ 0~~0 + 0~~1 ~ + 1~-~-0 - | 1~~1 ~/ ~ . 15 The H

t r d0sf or mphantumseadbagldesicd 100d056 tle qaahtum @odivitg delvice 200( oTirirefore, an
corresponds to the base transformation. Further, in conparison with the

above BB84ttatRbeeome¥possbld, 2Rath $Fivite HeyliB&haudd FedirStiREBNb A dedr tHRd
using two conjugate bases, in the six-state quantum cryptography, the

modul at i 0fuhftRE AU dBYick 300hIdHIREIHASE Sf BiYe evAddbHiSkPa R Betyediptiagrar d
transformation, sH Go~~o0 + O~ | + 1 1e01l- I 1~~1 ~/"to the
GnflQve

transfor naLy00%f WS Hatarb eﬂmkﬂ%ﬁgﬁ%@t%eﬁgivfi#g éi%}bicﬁ he

t hr ee base trans?%rrmtl ons are selecte randor nuhber S whi ch

have sending device 100 sends a ciphertext using the key shared in the quantum

15 cryptography communication by regarding the device of the eavesdropper as the
appropriate quantum receiving device 200, and the device of the eavesdropper
decrypts the ciphertext using the key which has been shared with the quantum
sending device 100, encrypts again using the private key which has been shared
with the quantum receiving device 200, and sends the ciphertext to the quantum

20 receiving device 200. Therefore, for preventing the tampering and the spoofing by
the third party, authentication using the secretly shared information which has
been secretly shared in advance between the quantum sending device and the
quantum receiving device must be performed.

Generally, in the quantum transmitting step (S14), even if the device of the

25 eavesdropper eavesdrops the transmitted qubit, the device of the eavesdropper
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25 three values of 0, 1, and 2. Specifically, the above transformation on
the 16 pol ari zation state of the photon can be easily obtained by using
-the phase 5 nodul ator, installing the phase nodul ator so that a TE node

pl ane of the phase nodul ator and a horizontal polarization plane in the
pol ari zation state will form an appropriate angle, and perform ng
appropriate phase nodul ation only for the TE node. A first error correcting
unit 90 is a unit which performs classical 10 communication with the

quant um r 6¥RRQt Hy ayswmezforampooryget perndipelemodilatign asdheddeviga of thespect to
the first random nunber whi ch has been output fromthe random nunber

gener at i ngavesidropper dodssnadimw the bere infonm agtonowhiady hag been naedifon thear ed
information. A first classical communication unit 130 is a unit which is
provi ded gnantwiarmadulagion. hdf juaatuer danodolatoet isrgrriedtoudGviomgbether m t he
cl assi cal comunication wth the quantumreceiving device 200. In this
enbodi rr?ntnarishﬁmﬂqgﬂqt cBAHes tHaRbiti & Romplaeheddfadnt éwfbtafasoﬁﬁﬁ%% ly
shared i nformation and the secretly shared information 21 is shared by

t he gquant H%&%Hﬂtﬂ%ﬁ%@{eﬁgﬂlﬁ&uﬁgﬁw AR, T eﬂ?ér\éhfl%, 4G¥h G&Eo200-

Therefore, an aut on is not necessarily required. A first
privacy arrg‘llisfg(i)n L unit 110 is a unit which anplifies the privacy of 20 the
error-corf c‘?é1 PERE Y Ped i nformation. A first eavesdr oppi ng detecting

unit 120 is an gavesdroppi ng detecti nit which judges jf there has been
evesdropp ng. LS BE CGHOLSATSLIE FORAB 2P Shr o RFLE] bassd Fhhe g
first error correcting unit, 99. The private key 14 is a key which is output
fromthe fharad wnfoxmationvhigh hashaes iput 1p 6ha hase gaekanghpracesanasieni ng
the pri vag w th the quantumreceiving device 200. 17 Next, an internal
conf i gur at9%h while ke glassicahcomarunicagonsvhich allbwsihe eanesdrepringdat dwes
second pseudo-random nunber generating unit 220 is a unit which 5 outputs a
seckdnd psaotialownttertampdring apdche apoofihy iswteiforinedfviia the phmgibal r andom
nunber generating unit 60 using the secretly shared information 21 as a
communication network 2 between the quantum sending device and the quantum
receiving device. Therefore, the authentication must be performed using the
secretly shared information which has been secretly shared in advance between
the quantum sending device and the quantum receiving device. Further, data

15 processing is performed, in which the error correction is performed, however
volume of information leaked to the third party is small and the privacy is
maintained. At this time, a bit rate and a bit error rate are output as additional
information. It is judged if there has been the eavesdropping based on a size,
change, etc. of this value.

20 In a privacy amplification processing step (S23), by adopting a hash
function to the error-corrected random shared information, the privacy of the
information regarding the information volume is amplified.

In a secretly shared information updating step (S24), the secretly shared

information is updated for next quantum cryptography communication using a

25 part of the random shared information of which privacy has been amplified, and
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seed. A quantum denodul ator 230 is a unit which perfornms quantum 10 15
denodul ation for the qubit which has been transmtted through the quantum
-crypt ography conmuni cati on channel 1, based on the second pseudo-random
nunber bit which has been output fromthe second pseudo-random nunber
generating unit 220. The denodul ation rule is that when pseudo-random
nunber bit is 0, an identity transformation: I 0)(0 + 1)(1l , and when
pseudo-random nunber bit is 1, an Htransformation: ~ 0)(O + 0)(1 + 1)(0 -
1) (1 ~/ ~rempiyppgaandpm shared; nfanmatdon imenipntasd PEiyREDK9Y: t he

denodul ation is performed by using three bases by adding a Hadamard

anti - phase tr an¥hothexs a pmocadsrg of sutpyttinglthe)andom shaxed infoirhayion fgm the20
to the transformati ons used for the quantum denodul ation. In this case, the
above t hr gbotraserrbtlfshihos drbd foema tivheinsthleannednfional figptegaphypwhichoisrmotdom
nunbers which have three values of 0, 1, and 2. A quantum nmeasuring unit
240 is a Hﬁégu.ﬂﬁhﬁﬁ &ﬁﬁ{@&gﬁhgu‘qﬂtmﬁﬁam%@ﬂﬁnt for the qubit on which
guant um denodul ati on has been perforned. As the neasurenent result, 18

for gqubit, 10~ 1, "isicagg,géd%’éﬂy%ﬂgrécp r}fgﬁﬁhho*\jw“hich" s b IPéEoQH#ly has&f g

error correcting unit I's a unit pertorns the classica
connunicathon mﬁ$q;the quag#unuﬁgpqgng de%L%g.lo e@nd.ﬁgrnggns error ﬁPn
correct | oRIVAREF DTS 2 PEYINE JRyA A RBIECT I eIt &h URed 25 A8 SRSV
fromthe guantum neasurenent unit 240. Thi s out put becopes.the . .

o ror - cor REEtad % ARerRF SRS S A G oL T4 50k BfOrEHAT SR on
unit 260 is a unit which is provided in order for the second_erraor

correcti nip lateer toan the phevesepreHs shpsed infarmagiongamenformade HYWALt he
guant um sendi ng devi ce 100. The authentication function is not necessarily
requi red tommarhkey black aryptegrenhy.céneamicezptiognaphy,etd.3end Ahsganddmpri vacy
anplifying unit 270 is a unit which anplifies the privacy of the

er rir - cor irforma tioand aiasbdmddld tHeoprmacyobeing menvninehvesdr oppi ng det ecti ng
unit 280 is a unit which judges if 15 there has been eavesdroppi ng based on

the additional HowaveR!inOthedbngentisnaliéfiptodiaphiy! tieersas anttetdFoppingect i ng
unit 250. The private key 30 is a key which is output fromthe second

privacy aae%écftixﬂgﬂ%éfegbh ZﬁeMr%g?'tﬁgeMé(ﬁoﬂﬁéﬁéﬂ péﬁ_elmlmgroreéés\nlagxnwat h

t he quant um sen evi ce 100. Next, an operation w e expl ai ned.
sufficiently large computation volume, the eavesdropper can cryptanalyze the

random information which has been encrypted. Specifically, in the conventional
15 cryptography, the privacy of the random shared information which has been
transmitted is secured only based on the security of the computational volume.
Meanwhile, in the quantum cryptography, when the eavesdropping is detected
based on the eavesdropping detection function according to the quantum
mechanics, the communication is discarded, and processing such as repeating the
20 communication until it is confirmed that there is no eavesdropping is performed,
therefore, the privacy is secured based on the security of the information volume of
the transmitted qubit for which no eavesdropping is guaranteed.
In the conventional quantum cryptography communication device and
communication method, there is a problem that the authentication must be

25 performed in classical communication, using the secretly shared information which
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Fig. 2 is a whole process chart. The whol e process can be divided into two
| arge steps, i.e., a large step of quantum cryptography comruni cati on
-(S300) and a large step of classical data processing (S400). 25 The |l arge
step of quantum crypt ography comuni cation (S300) is a step of 19
transmtting a qubit string fromthe quantum sendi ng device to the quantum
recei ving device. For each qubit, followng six steps are repeated. In a

gubit generating step (S31), the qubit generating ns 40 generates_ a

pr edef i neBagbpen preparedpddyanse | urt*wr tqlﬁi&ﬁ% amrgﬁlgaar%t e segyrhangge
guantum encodi ng unit 70 encodes 10 15 the generated qubit based on the

r andom nuirbwhi¢h infahimabionam Peeguanim médalationcandquantwnrdeanodidatioatisng
unit 50. In a quantum nodul ating step (S33), the quantum nodul ator 80
modul at esexdieingeddidedeqnltht sbadng devitdantithetrepseinpdeviodoin thablassioal

whi ch has been output fromthe first pseudo-random nunber generating unit

60. By th&&nﬁﬁﬁﬁb@ﬁiwﬁetwm,%ﬁéﬁb@g@ﬂaﬁﬁemﬂoxsie@ttsaxf@@t asaiid big ffbratHel
by two pairs of nutually conjugate bases. pseudo-random nunber bit 0 1 ~-

base 0~ 1= ~ ~~Ihearnaldaimed o i L

ten (sa4reeRERient B Whihiad hoor bainedi the QuipUATOUIRLERGR I, e
sendi ng device 100 tg the guantum resel vl ng. deyvi.cs 0 um
cryptogr afj?ﬁlsegg ﬁ%ﬁﬁi %%ﬁlfqoanﬂ%ﬁgﬁﬁ%lllt % lflnr‘i 3%1%%‘4{1% ﬁs}t%%n%%lftg{ﬁ? 253;1&5 5%%@5) ,
t he quant um,denodul at.or 230 .25 denodul afes the transmitted qubit . based on
the Secontl BLecaidat eBHRERPAIHBER IRt bR LB RS PP EAeS Litbond
pseudo-random nunber genes ating unit 220. In this enbgdinent, the first
pseudo- r andom nirBderpsincoshete e easasdpeppingdetectingiiunetiaieinythint um

modul ating step (S33) and the second pseudo-random nunber bit which has
been generenwhtionad seyphogranhy, dhexsdisl aprotjen: dmt(the Privacy isyheenteneded.
Therefore, on the contrary to the conventional art where about 1/2 (2/3 in
t hel(si x- stlependingninuproceygihg gapatiyy obthd bavdésdroppert tepdrding thestcompigtatanme 5
invalid, in the quantum cryptography comuni cati on net hod according to this
enbodi menyelunig correct quantum denodul ation is constantly performed. In a
quant um neasuring step (S36), quantum neasurenent of the qubit on which

quant um denmodul g is0fh HFRcOEEhiP B Rititd Prigaé AR tub ciyiRogkHUM
communication device and a quantum cryptography communication method
which do not require the authentication in the classical communication nor the
15 base exchange and further which can use all of the transmitted qubits for signal
transmission while maintaining the security of the transmitted qubit regarding the
information volume by the eavesdropping detecting function.
Disclosure of the Invention
A quantum sending device includes a first pseudo-random number
20 generating unit which generates a first pseudo-random number from secretly
shared information which has been secretly shared in advance with a quantum
receiving device_ synchronously with generation of a pseudo-random number
performed by the quantum receiving device,
a quantum encoding unit which performs quantum encoding of a qubit

25 which has a predetermined quantum state, and
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measurenent, 10 when the qubit is 10~ , bit "0" is output, and when the
qubit is 11~ , bit "1" is output. Therefore, in the quantum denodul ati ng
-step (S35), the quantum denodul ation is always performed correctly.
Therefore, as far as turbul ence due to noise or an eavesdroppi ng action
does not occur to the qubit which is being transmtted, the 15 neasurenent
bit is always identical with the random nunber bit which has been generated
in the quantum encodi ng step_ (S32). After repeating the above six steps of
S11 through S1e62fisenium wodujatoyythich perfpsmsquantame megulgtigntafithe qubit on
crypt ography communi cati on (S300) ends. Next, in the large step of

cl assi cal whatlagpantensnegdin@ibay beemperformedibygthetalidveapiagtteps encaing unit,
performed. In an error correction processing step (S41), the error is

corr ect edbh@skéen ohe hbeve Anstopacudshemdom naaties. ated i n the quantum encodi ng
step (S32) and the neasurenent bit neasured in the quantum neasuring step

(S36), whBrRfTRcFipeDR sTahe AOFERRgeat i on whi ch al | ows eavesdropping is
bei ng perfornmed via the 25 classical comunication network 2 of the quantum

sendi ng device t L Vi d[f,p@ hough the error
cor(rgecti on is pg%&r%@ﬁ%g%}gagggggggﬁ@w%& orﬁadgﬁ%%t t he

i nformation vol yne ich |leaks to the . third party is small and the privacy
o pai it ar ned. N 2oty @YARehE G AR DR m R sl Rope e 0%, By ¢ and
a bit errgor rate are output. It is judged if there has 5 been eavesdropping
based on ﬁznél?‘;}tt%‘,ne@ﬁ&nge, etc. of this value. In a case of this invention,

t he quantum nodul ati on and the quantum denodul ation_are perforned based on
the secretly shEied shives aachaa canfiguratien sharteaf| Kmbpdiraent A5 or mation 21 in
the |l arge step of quantum cryptography conmunication (S300). Therefore, in
t he cl assical cBrndshoars anvhadeennfigurafeon pbaft efEmbddirhent 8. t anpering are
al | oned, consistent error correction processing is inpossible, and the
ead®sdr opper caRigé deivech edhole ichnfigufation chartTdfepefmingm cagptbgaphyl ay
attack which is seen in the conventional art is not possible, the

aut hent i cadnwntidgnagtaren i n the cl assical communication is not necessarily
required. 15 Further, in a case that the eavesdropper eavesdrops the qubit

whi ch is being Fi@@@&&@g cﬁlarf]hﬁlsqymﬁg%Bg%nﬁlr@%k@fagh9rboh§§ﬁ§ica&m

eavesdr opper cannot forecast the quantumnodul ation 1nforfration due to the

pseudo- rapgfc@sg@g%gﬁﬁeq{tggﬁdlca%_ Additionally, due to the random
S e q

character iCS 0 uantum encoding information, it is conpletely

i mpossi bl g t xiracty meani ngf.ul 20 information froma qubit of which

char act erggﬁfg/go‘ieh%f%tﬂéyw&?{%&g tenbémcopi ed has been proved by the

guant um nechanj.cs. Further, the eavesdropping action can be detected from
g%t urbm%‘llmﬁ’?ﬂ'i s inevitably caused by the eavesdroppi ng action.

Fig. 1 shows a whole configuration chart of Embodiment 1.

In Fig. 1, the quantum sending device 100 and the quantum receiving
device 200 are connected by the quantum cryptography communication channel 1
for transmitting a qubit from the quantum sending device 100 to the quantum

20 receiving device 200.

The classical communication network 2 is a communication network which
connects the quantum sending device and the quantum receiving device.

The secretly shared information 3 and the secretly shared information 21
are secret information which have been shared in advance between the quantum

25 sending device and the quantum receiving device.
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In the privacy anplification processing step ($S42), the privacy is
anplified 25 in a manner of the information volunme by using the hash
-function to the err or 22 corrected random shared information which has
been output fromthe error correction processing step (S41). In secretly
shared i nformation updating step (S43), the secretly shared information is
updated using a part of the random shared information of which 5 privacy
has been anplified for next quantum cryptography conmmunication, and

remai ni ng r andofingnieaalcanBgnratiomof theoguprtum sending deviee 100 wilkbet at ed,
according to this enbodi nent, a quantum cryptography comuni cati on devi ce,
i n whi ch explaimed.i on on eavesdroppi ng based on quantum nechanics is carried
out using the quantum comuni cation channel 1 for 10 perform ng first
signal transm SAiqifbitl?éﬂél'aTth% GHRMOUSR RS @prebibfiled qubed be nutual |y
observed sinmultaneously and the classical comunication network 2 for
perform ng secoﬂg classical informati on data communi cation, in which the
guant um sendi ng devi ce 100 and the quantum receiving device 200 can prevent
t he <t anpey ] th oQf L, t ! | j ing the
sectet |y TerSatilly RIEN Wiy SR at R SE SR MIGRbA IR 15 1 07

whi ch have been%%gﬁgﬂégl|§%Wogﬁ%bgﬁ%dlgrﬁgﬁgﬁg tea£g>i2 Bax/m ch the quantum

sendi ng devi ce e quantum-wecei ving devi can share the
random dat a secprel y. secr et i ncl udes  t guant um sendi ng devi ce 100
and the quantu Orr&}éleﬂﬂg Y@ﬂ%‘ﬁ?%?z it %@a‘ﬁﬂﬁ% sendi ng devi ce 100
includes the qubit generating unit 4 which can 20 constantly generate a
qubi t in may bestlecsd. qlephase sabe in atcage phhdvingeansérucied ersystey afni t 50
which is a signal source for quantum encoding which is inplemented to the
qubi t, t hinterfesengsmayde alsdeerlactetbes tiyenqubit | diprther, bésidekithh photen,s t he
secretly shared information 3 as a seed and generates the pseudo-random
nuriifer fr apbitfiry tsaelbvel Siatas sath as ancddetngn unay alkd dhsalbet2d. per f or ns
guantum encodi ng for the qubit based on the random nunber which has 23

been out put fr o hh@sé IREPTROPIARTIzatiRNEStatd HOtHEDRotRA ha btaNsdIBEtREdthat or
80 whi ch perforns quantum nodul ati on of the qubit based on the

pseudo- r apdamy %@%ﬁgﬁg@m it DR OME DAl féanzteh%ﬁg blaindg Setiasandom

nunber generati the first error “correcti uni t

perforns gﬁﬂgﬁﬁ%%{%qgﬁh%%uyg'le 5 perform ng the classical communication
with the quantumrecetving dévice 200 in maintaining the privacy, a first

cl assi cal comuni cat,j on_uni.t 130 whi.ch pe rms th l.assi cal, co ni cation
T order o por PandeRbnbtsr s atib stk p0 L8 itk vHiER oufdlisn e

recej ving deyice 200, the first privacy anplifying unit 110 which anplifies
théﬁ%rivaﬁﬁn‘PnﬂHHng%E#Et i nformation of which error has been corrected, 10
and the first eavesdropping detecting unit 120 which perfornms eavesdroppi ng
based on the addifiistpapudeirandem Hamkar epneratyig poit G(ﬂlstawenétrwbkclb@itm@éﬁ Bon
processing. Further, the quantumreceiving device 200 includes the second
pseudo r amstopsendobmmdpanaumbergitmisin@ e sdvretly tshaaed infoemadionel by asserded
information 15 21 as a seed and generates a pseudo-random nunber fromthis
seed, the quant Anquianmgykatating3thitiDdk apent evinish gerfodid saqnaomtuy epeodiagm ng
guant um nodul ati on of the received qubit based on the pseudo-r andom nunber
whi ch has fhegie @ubibwhith GiRstHeenSRGRStdASIBH tlee ﬁﬁbﬁ?@n@wﬁﬁg 020 MHalsBd ouni t

220, a quantum measuring unit which neasures the denodul ated qubit and

OUt%U*'O ts aRO Arkessldudh iiniber BiE WISERMAsSdeR o m%rh e YahHoAPRu e h

pertorns error correction after the quantum co nication finishes while

performn i.C G?H?H | I i L he quantum sendi ng device 100
in nainta%ﬁ%%%“ﬁ%gﬁgyﬁﬁgcy, g&%gégﬁgh%%%ggﬁcal comuni cation unit 260
whi ch perforns cl.assj,cal conmuni ation.iﬁ1order to per formthe error

correction procder egandony guseber bifiisith sendi ng devi ce 100, a second
privacy anplifying . unit which anpl.ifi] h i vacy of the secret
i nformation of \%ﬂi%éﬁn@FY Eﬁar}sgo% PRt ﬁ(@g&'ﬂaaﬁhéﬁ‘&cond eavesdr oppi ng

detecting unit 280 which detects eavesdroppi ng based on the additional
i nfor mati on whi ethensthmxtgndonm mumhlgerdritas 1correcti on processing. Further,

t he quant um crypt ography comruni cation nethod illustrated in 5 this
enb@d@i nent i ncl adeX transformation: |0><1|+|1><0|.
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a'large step of quantum cryptography comruni cati on which repeats for each
qubit a group of steps of a generating step for generating a qubit by the
-qubit generating unit 4, a quantum encoding step for perform ng quantum
encodi ng for the generated qubit based on the random nunber bit which is
generated by the 10 random nunber generating unit 50) a quantum nodul ati ng
step for perfor mng quantum nodul ation for the qubit on which quantum
encodi ng i s perfornmed based _on the pseudo-random nunber bit which is

gener at edFey expmple rigta pase idwmtitherodanizaen statgad 4he photen is steeted as the
secretly shared information 3 as the seed, a quantumtransmtting step for
transm t t gubit Hecaguibe easily védlizedchainstall g apdlaraingmaodulpser ar aphakeom t he
guant um sendi ng device 100 to the quantum receiving device 200 via the
quant um caioaidh watsothat A8 dedred pokarikiaidrisiade Witlbedrangmitted ihdrE per f or mi ng
guant um denodul ati on of the received qubit, and a quantum neasuring step

for perfoPRANIVERSHEPRL BV TRES HGNRRIZAPION' VAR kB aMd 6 pet@ iRy

denodul ation 1s performed 20 , and a large step of classical” data

pr o%essi n@)l\if Pﬂk&&aan%@fﬁs%a &&B%xﬁﬁb?ﬁbﬁ”or correction processing
step for pertformng error correction via the ¢lassical comrunication
network 2 for t

e classical,data phich is optained as a result of .
Communi cati ng aiquErieg Froggiato Al syl BRih et Arosttemgtulasion
perform ng the privacy anplification. by th uantum sendi ng device and the
55 quant uFts GEBIRATY H@%nwe;%wpﬁwy bas Brek Rertermed byt aantim whi ch
err or 25 correction_ is performed, and_a secretly shared infornmation
updat i ng enegslingrunipd@ibiasgd anghetfivst pspuderandomarumben bt whithchapbeemcy
anplification is perforned as the secretly shared information. In this
enbodi menbutguteromatiteufirstgsbairdoirandamdn tinderq ganerating dantoddl aThemadwation
performed based on the pseudo-random nunber bit which is output
synahr onouygleyisthtg the secretly shared information as a seed between the
guant um sendi ng device and the quantum receiving device. Therefore, the

base exchangi ngwhenta aBéhidd Pa@if RNAEPENBR iBpCcessi ng step which exists in
the conventional art may be omtted. 10 Therefore, all of the qubits can be

utilized effect hﬂqaé{nﬁ@sglgagf&ﬁnm:ng)ggﬂm}utg(l kad(2/3 in the six state
qubi

guant um crypt ography) of the transmt strings invalid, and high

speed character| ;eirnt:fgg o-wfd ;tznedﬁb%atr’ftiig\ﬁo times (or three tines) of

t he conventi ona an be rea cufarly, in the six state

t t 12. 79..which h i I bi t t
for secur ng.  PRRSBEE Py Ree: o w t BasiEINEL o " cocument &
o o5 b T SRR e PSS e BBt h e DA fcon

ef ficiency according to the conventional art is as low as 1/3, however, the
transmi ssceirespends ende basediransiprodtioi.s i nvention becomes three tines,
and 20 the transm ssion efficiency which is not infer for to the BB84

prot ocol can beFuethdrz edcomparisen withribe abbwe 3BS# protoed oy beteotranaohisdien
guant um denodul ation are performed using the secretly shared information
whi ch i s sh#hequbit ledvisswaepadommed usieg tuaodnjugacn basay, dethe eixasihte he
guantumreceiving device, it is equal 25 to that the authentication is

per f or med guantig drgHeserabp, tHe Modaldtior {9/ Pédamed Hy Afsing €RITEI 8 thyon
(S300), and it is not required to performthe authentication comunication
addjg i onalald)ihi@ the large step of classical data processing (S400) unlike
the conventional art. Further, by the eavesdropping detecting function, it

is possible to %cimdsren], iI{Iagafn ?Hﬁrmﬂﬂﬁﬁﬁoﬁavesm oppi ng. Therefore, the
ed qubrt w thou

security of the transmt eavesdroppi ng can be secured

regarding the i r J | une.. F it is possible to share the
privacy of the @ﬁy@XQﬁﬂQWHnlﬁm Fﬁ%ﬁ)‘rﬁ(ﬁ on conpared wth the
conventional cryptography which relies on the security regarding the
conput at i &0 thetiarsforrpatigns msed éomidie aeartum peodilakionm dpptogasgphlye above
comuni cation is realized by adopting a polarization state of an arbitrary
qubit as adhrexchast trexaforinatidievenesselecthed fouthe finstorandiooy napibers ovinchibeatki on
can be perfornmed by adopting a phase state of an arbitrary qubit.

Enbgsli nentthZee #8lukeBd of 0] 3, end i Bpecificatlyetiodbomntraatfoadnpiimon ahphase
state of a photon as a qubit and perform ng the quantum cryptography
communi cation using a Mach-Zehnder interfgroneter is described. Fig. 3
shows a whol e configuration chart of Enbodi ment 2. AMach Zehnder
interferoneter 900 includes the qubit generating unit 40, a first phase 20
nmodul ator 81, a quantum conmuni cation channel 101, a quantum conmuni cati on
channel 102, the quantum neasuring unit 240, and a second phase nodul at or

NS A ~ rc o e - o - I T - " - o - o - Y



communi cati on channel, the quantum denodul ator, and the quantum neasuring
25 unit. 27 Bel ow, conponent parts which are different from Enbodi nent 1
-are expl ained. The qubit generating unit 40 includes a single-photon source
700, a beansplitter 350, and a mrror 400. 5 A photon which has been out put
fromthe single-photon source 700 is split into two optical paths by the
beam splitter 350 and the mrror 400. A state in which the photon is in the
‘upper quantum communi cation channel 101 is defined as lu 10 and a state in
whi ch t hepplagizationsstate ohihe phetongaanenssibnoktisized bpiisingbiephase i s
defined as Il ~, then, a qubit to be generated can be described as 10~ _
~u~+l | ~~| modidatbmeinfstaldingthaghasedubdulatoBdo thatr & fFbndsletpdanbef ghaphase
encodi ng unit and the quantum nodul ator in Enbodinent 1. The first phase
nmodul at or mbHudetorGiritha Giddizbital gutadiigor pthtp BN thepolagidadidnostaed willdorm
generated qubit based on the first random nunber bit which is output from
the raUdOHhQHﬁﬁé?ﬁﬁﬁﬁﬁﬁéﬁ'HHdE@kRmﬁﬁné@%p&BﬁﬁBh!ﬁha&§ﬁﬂﬂ@ﬂéﬁ&ﬁ9ﬂbﬂﬂﬁhﬁk bi t
which is outpdt from20 the first pseldo-random number generating unit 60
o) %pat m@@ﬂmkpg random nunber bit is 0 and the pseudo-random nunber bit is
0, I'0~ _ ~u~+I'l"=~~I ~, when the random nunber bit is 1 and the pseudo-random
nunber bit is 0’:é1~ ~- U~ {.I~~L-§ 25 wh%n ﬁh% r ?ndon1nunbe{ bit is O
and the pseudo- * ESHSTAI FopRsCting wpig 9P 1s pgunitgyhich periorms cassical = 5 g
when the random nunber bit . is 1 and the pseuydo-random pnunber bit is 1,

| 1/ =~_i ~ucompunication yrith the ANARRRRSGHLVORE Hﬁglca%ﬂtalbcgp ERSEHER um
encodi ng 5 and quantum nodul ation have been performed to the quantum

recei vi ngcerre¢tden #oth respset tothrelrstmasdgm nnmhgyankich lsnbaen ewtbivsArandhael
101. Quantum denodul ation of the transmtted qubit is perforned by the
second phassdomduimber g@8drationy wsipdidi Athis outpret beramemtieemydiricatectddn
Enbodi nent 1 based on the second pseudo-random nunber bit which is output
10 1for om t hendeaahdrpd enfdemagiotiom nunber generating unit 220 which is
synchroni zed with the first pseudo-r andom nunmber generating unit 60 in

accordance W t hAtfivest chssial BeminkiEicadbe i €30 $64 @it RhadcHisprRededin odderO,
identity transformation: | u~~u + 1| I~~~ ~ , and 15 when the pseudo-random

d
nunmber bi ?ofﬂ: thelfird® Q"i‘?icgr_ (%&géi}g{)r%’ Rt Qﬁﬂ'toé)el’fc?rgg lt%’l% I} d s5idal goﬁﬁnﬁgicﬁtfoinr@ith

since the tirst pseu nunmber t a e second pseudo-random

name, b G SEkRE A8 Do S DR BB RsERe gRson o

O~=~u~+| ﬂﬁln;Beravggich is generated from the secretly shared information 3 and the secretly

15 shared information 21 is shared by the quantum sending device 100 and the
quantum receiving device 200. Therefore, an authentication function is not
necessarily required.

A first privacy amplifying unit 110 is a unit which amplifies the privacy of
the error-corrected random shared information.

20 A first eavesdropping detecting unit 120 is an eavesdropping detecting unit
which judges if there has been eavesdropping based on the additional information
which is output by the first error correcting unit 90.

The private key 14 is a key which is output from the first privacy
amplifying unit 110 and shared while maintaining the privacy with the quantum

25 receiving device 200.
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when t he random nunber bit is 1, |~ ~ u~ + |~~ based on the first
random nunber bit. 25 In the quantum neasuring unit 240 including a mrror
-241, a beamsplitter 29 242, a first photon detector 243, and a second
phot on detector 244, when the qubit is O~ , the first photon detector 243
detects the photon, and when the qubit is 1~ , the second photon detector
244 detects the photon. Qther configuration besides the above is conpletely
sanme as Enbodinent 5 1. As stated, even in a case that the phase state. of
the photon is aekheéd mdernad @a&gprﬁﬂan ok heyguantiwndiegpiving dewige 200 will be
comuni cation is perfornmed using the Mach-Zehnder interferoneter 900, high
speed chaexpdaarddsti cs of the quantum cryptography conmuni cation can be
realized by omtting the base exchanging unit 10 and t he base exchange
processi ng st epAwbisiil pxddo-tanddie nabengébrating inid 2200y authitivehiel al | of
the qubits effectively. Enbodinment 3. In the above enbodi ments, the qubit

gener at i NGy, ¢tk a%@oﬁ&%@en@&&‘x‘hﬂ&&n' ﬂhth@r gy'&!}iﬂéﬂbﬁgl@%ﬁﬁ t‘E%Vﬁl“s% p5EQdod N
this enbodiment, the systemcan be realized 15 also'with a configuration

2"88%?d225rf§#"én9‘%&%‘%% ol i 0P by The SR oIS AR IGRERAN 29 o' €

Zbi nden eﬁgt omated " Pl ug & Pl ay" fluantum Key Distribution,” Electronics
Lett. 2116-2117,(1998)). Fig. 4 shows a whol e confi gurati on chart

‘of Errbodl nment 3, In thls 20 od| as .illus dinFig. 4, a forward
path and a ret u?‘r‘iluﬁ‘é‘ttﬂn’o@?%@ tﬁ%%ﬁéﬁ?d’rﬂ%éﬁ‘ﬂ&ﬁﬁ@eﬂg’ﬁl“’@e‘l Whe quant um
recei ving device are provided respectively as the quantum conmuni cation

channel s demqdulation fsihermwat Mvick hasbepn itnarsmitethtarovahnthromamiyog

guant um commruni cati on channel in a return path 106). However, it is also
possi bl e ¢txypteglapby canvonhicaticat clamnel ytbiasad an the sedend 'psatlldtvpaildtah pat h
is used as a forward path and a return path by using an 30 optical path
conor ol uAuintewdit ehich haaiesploutper frohatladsgcondrpsendoatandohuntidrer i n Fi g.
4, the quantum denodul ator 230 is provided in the quantum conmmuni cation

channel i gehdiatingt wii 2280 h THSdehodaMeiord Rdedyahatim denodul at or 230 may be
provi ded aI so in the quantum conmuni cati on channel in 5 the forward path

105. In this e”@ﬂghg}%ﬁhdo%aiaﬁﬁl il 136i0h her enbodi ments can be
realized. Further, providing the qubit generating unit 40 in the quantum

receiving devi C%%@&tﬂ%’%‘gﬁsﬂﬁ'ﬁ?ﬂtﬁt@ fo dﬁ"ﬂ‘}'@ﬁ #hdrocessing load on the

gquant um sendi ng devi ce

when pseudo-random number bit is 1,
15 an H transformation: (0)(0] +]0)1] + 10|~ |01 |\ V2.
Further, in the six-state quantum cryptography, the demodulation is performed by
using three bases by adding
a Hadamard ° anti-phase transformation,
HS™ (0)(0]~i{0)(1] +{1)(0] + 1)1} V2
20 to the transformations used for the quantum demodulation. In this case, the
above three base transformations are selected for the second pseudo-random
numbers which have three values of 0, 1, and 2.
A quantum measuring unit 240 is a unit which performs quantum
measurement for the qubit on which quantum demodulation has been performed.

25 As the measurement result,
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I ndustrial Applicability 10 According to this invention, it is possible to
omt the processing of exchangi ng the bases between the devices. Further,
-the qubit can be utilized effectively. Further, it is possible not to
require authentication comruni cation again in the classical conmunication.
15 Further, it is possible to share the privacy of the secure random
information. 31 Clains 1. A quantum sendi ng device conprising: a first
pseudo-random nunber. .gener at.i .n nit whjch generates a first pseudo-random
number from sectbétqlﬁpl h&seﬁgiﬁg’dﬁﬂﬁk’ia&ﬁiv\hi ch is secretly shared 5 with a
quantum recei vi pg devi i,n, advance synchronously with generation of a
pseudo-r andom ng’ﬁ‘d& lbgﬁf’oﬂnﬁo‘b@‘{the quant um r ecei vi ng devi ce a quant um
encodi ng unit which performs quantum encodi ng of a qubit having a

predet er m ned qAaetemd sfmreozredttingoudit A5 iseduhrtwhichiperforpes flor cassjoaint um
nmodul ati on of the qubit on 10 which quantum encoding is perfornmed by the

above quagiHmBiiefHbnwithithe BagatudsdritingdevRef10054nPpeLMPmsREAM Nuber .
2. A quantumreceiving device conprising: a second pseudo-random nunber

genegratin i Js r |y
Shared i i oGt Niahr ARt 8 B B Bhe R e LR, WAROD KR HeRE ok RERRGE thL
device in . hi h I e - nunber
per f or mdqﬁgxﬁ%%gén uﬁ%&t@l& lﬁgz\ﬂgévilglgggﬁg&go%ﬁgﬁ}%n@ ee#ggu{:%{t}g&@fl o which
a qubit havi a,predeterm ned quantum state is sent fromthe quantum

sendi ng d%"’\‘/‘?‘g(gné”h‘ﬁr F%‘ﬁ%‘éﬁt nms quant um denodul ation of the sent qubit
based on the abgve second pseudo-random numher. 20 3. A quantum .
crypt ogr aphy ¢ R f:fa@ﬁlca ORI BREAFPE WYL 260 a3 8 ihvddel ihBreyaded tn

whi ch perfornms quantum encodi ng, nodul ation and transm ssion of a qubit~
and a quaexdenipethe seermddenrpr eoxperhg perit 8bRdo pasiormmiheeslpasicak i on of the
transmtted qubit, 25 wherein the quantum sendi ng device includes a first
psdido- r acalamBdication moéeh the qenatumgsamiihg wevike lfne Mieesuthdntication
pseudo-random nunber from secretly shared information which is secretly
shared w fndtivh Rb@tendpeasinily regqaieied lilge tley fiest ¢dlAsdedladpmem vhicitist Uit 130.
encodi ng unit which perforns quantum encodi ng of the qubit having a

predeterm ned quaRbsid prta@y adislifyidy ARLHATO is a unit which amplifies the privacy

of the error-corrected random shared information.
A second eavesdropping detecting unit 280 is a unit which judges if
15 there has been eavesdropping based on the additional information which is output
from the second error correcting unit 250.

The private key 30 is a key which is output from the second privacy
amplifying unit 270 and shared while maintaining the privacy with the quantum
sending device 100.

20 Next, an operation will be explained.

Fig. 2 is a whole process chart.

The whole process can be divided into two large steps, i.e., a large step of
quantum cryptography communication (S300) and a large step of classical data
processing (S400).

25 The large step of quantum cryptography communication (S300) is a step of
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5 nodul at or whi ch perfornms quantum nodul ati on of the qubit on which quantum
encoding is perforned by the above quantum encodi ng unit based on the above
-first pseudo-random nunber and sends the nodul ated qubit to the above
guantum recei vi ng devi ce, wherein the above quantum receiving device

i ncl udes a second pseudo 10 random nunber generating unit which generates a
second pseudo-random nunber fromthe secretly shared information which is
secretly shared with the abqve ,quantum sendi ng dgvice in adyance
synchr onotRANFIIEHRE S IEFB3Hgé¥IPWgeé%@W%“FH$§IIBg HHEH§H£GWPHHWH€%, and
a quantum denodul at or whi ch receives the qubit which is sent fromthe above
quant um nieRgiengrdexige. pdiarsiach aphihtiolowingisotapaarerersatede recei ved
gubit based on the above second pseudo-random nunber. 4. The quantum

recei vi ng devi ckn agjubet gemeratmgGtaprtB3]), fthe tqubit gamgmitBignneansdlrgemerates
measuring unit which nmeasures the qubit on which quantum denodul ation is
per f or redalpretiéfenébqubitquant um denodul at or and outputs a 20 neasuri ng
result. 5. The quantum cryptography comruni cati on device as defined in

Cl aism 4, wher ei {p)t he above quantum sendi ng devi ce further includes a first
cl assical comunication unit which receives the neasuring result which is
out put by EHSd?QH%E quantum neasuring unit and a first error correcting
unit which pertorns 25 error correction of the qubit on which quantum

reasuring 1 eoul P ameree Pl RREGe G R HRRRE R gl T Encles "

communi catjon unit, wherein the gbove guantum recei ving device further

i ncl udes H&ERRHAte] agg}t Seé&ﬂr&}ﬁ’f?a”c %Wr%e‘ﬁ'ﬂ’ﬁt&hlf’ é\é’is\hf@ntwpé}ﬁ&‘{mon
whi ch quantum encoding is 5 performed by the above quantum encodi ng unit,
and a secbhrirandep rasRbexgenarating unkiddh performs error correction of the
measuring result which is output by the above quantum neasuring unit based
on 0he qubit whirh qusinteoemeduliting kteralfdae, thecprantoina ssiddatardifhmodaitesn
unit. 6. The quantum cryptography comruni cation device as defined in Caim
5, 10 whetle¢ entdidedadudie bhsedbn tha$wst pbewhranda tiuonbemnbit veleighuisdsdess
with the above quantum receiving device w thout authenticating the above

quant um r gagiwt faemdhel fest pebederAntibR mpever geAeRAIEs: ans 6@l BRI cation
unit conmuni cates with the above quantum sendi ng device wi thout

aut hent i catdRfatibg, ARAYEHit BRI HEY ?cﬁﬁdétﬁgeslx'%g‘ii.@%ér%‘?% 6-anﬁ1fggp%

f
crypt ography communi cation device as defined | m3, C ris ngsg qubi t

generat i n%%igygv%hﬂﬁ&g%%%gé es a qubit in a predeterm ned period in either

one of the um'sendi ng devi ce and the above quantum recei ving

devli e, 20 wheregj n(L?r_\ a gase thﬁé It)iQe quit generating unit is provided in
t he "above quantﬁ?ﬁlf ce ﬁrén&‘é’{} e, the qubit genes ati ngl unit sends the
genes at ed qubi thb%sghe above quantum er]ﬁf)di ng unit, |1>

X base QO>+|1>)/\/—2_ (0)-|1))+2

In a quantum transmitting step (S34), the above modulation bit is

transmitted from the quantum sending device 100 to the quantum receiving device
20 200 through the quantum cryptography communication channel 1.

In a quantum demodulating step (S35), the quantum demodulator 230
demodulates the transmitted qubit based on the second pseudo-random number bit
which has been output from the second pseudo-random number generating unit
220.

25 In this embodiment, the first pseudo-random number bit which has been
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wherein the above quantum encodi ng unit. perfornms quantum encodi ng of
either one of the qubit which is genes ated by the above qubit generating
-unit and the 25 qubit sent by the above qubit generating unit. 34 8. The
guant um crypt ography conmuni cati on device as defined in Caim7, wherein

t he above quantum receiving device further includes a quantum nmeasuring
unit which neasures the qubit on which quantum denodul ation is perfornmed by
t he above quantum.d dul ator an t puts sur.i result, 5 wherein the
above qubBENg@Le é‘E% \ol qHﬁPP‘,‘“’tW@SH%VEg §ERN ﬁBéJ?’gtSSP‘?n REeudBTaRNdREnt um
denodul ator, and the above quantum nmeasuring unit are configured b

- Mach- Zehnsamhexthit pdviehhas beengengrateddnt the ataniusy demed udaiing ﬁt%éiﬁ) are
device. 9. A quantum cryptography conmuni cati on nmethod conprising: 10

per f or m ngymelaonisede ndidirefpref om thibintrhew to theacqrveddticeratiame o topora mboot Y21t e
generating a first pseudo-random nunber from secretly shared information
which is ¢pgrathy sehstRd quaANRIHARSS te@fpbyIoN thel tidiMswIt tadyhist isofingé akbe
above qubit on which quantum 15 encoding is perfornmed based on the above
gengy at edifydIRt, iRIRE YRAnRRRCHYPUSRIALhl @ishidaRhr AR tRAPUEHHIRS toMhighi ch
guantum nodul ation i s performed generating a second pseudo-random nunber
fromthe | i Qn I LS. S i niadvance
synohr onon ARG Be e oo B B T "ol
20 per form ng guantum.denpdul ati on  of abov ubit which is.trangntted
based on t he abiya LARHE BEAsHbERER SrB SERRGR R ens et S R phe
quant um cr ypt.ography conmuni cati qn thod gs defined jn Caim9, further
Compri si niisk 4uARRHY dereodWBHoniAs beeshberiEReY if REAT e ddh £he RiATSum
performed, 25 sending a measuring result 35 perform ng error correction
of the ab®easgupinenbn whi ch quantum encoding i s performed based on the
above neasuring result which is sent sending the above qubit on which

quat um encodi nghien therqwribis |Gndihe) Heomtpat.éndor correction of the above
measuring result based on the 5 above qubit which is sent. 36

. ALu&e. A  u2. A92whea. theupibit & AT), AltaZl”A5 ouBuiAL. ALN. A" E. A92. AL. AL. AL. A92. AL2
. ALE. ALUE. A" 2. ALa2. A" aY. ALE. A" aE. ALUE. A" UE. A" u3Y. A" | . ALI . A9E. ALY. ALuY. ALY. A
FE2Af hxT( ThBRMére Mn the quantum demodulating step (S35), the quantum demodulation is
}xsnid_Z]ca]ca]ca]ca]cé‘ca]ca]ca]ca]ca]ca]ca]ca]ca]ca ca] ca] ca] ca] ca] ca] ca]
ca] ca] ca] ik & pElf6AhERLEAKEANC: Th¥refore, as far as turbulence due to noise or an

eavesdropping action does not occur to the qubit which is being transmitted, the
15 measurement bit is always identical with the random number bit which has been
generated in the quantum encoding step (S32).

After repeating the above six steps of S11 through S16 for all of the qubits,
the large step of quantum cryptography communication (S300) ends.

Next, in the large step of classical data processing (S400), the following

20 three steps are performed.

In an error correction processing step (S41), the error is corrected based on
the random number bit generated in the quantum encoding step (S32) and the
measurement bit measured in the quantum measuring step (S36), while the
classical communication which allows eavesdropping is being performed via the

25 classical communication network 2 of the quantum sending device and the
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| 2ql z} xsni d_Z] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]c
-a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! Z, { A. KBU <! K-z} xsni d_Z] ca]ca] ca] ca]ca
] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca] ca]ca]ca]ca]ca
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5 privacy has been amplified for next quantum cryptography communication, and
remaining random shared information is output as a private key.

As stated, according to this embodiment, a quantum cryptography
communication device, in which a detection on eavesdropping based on quantum
mechanics is carried out using the quantum communication channel 1 for

10 performing first signal transmission using the quantum states which cannot be
mutually observed simultaneously and the classical communication network 2 for
performing second classical information data communication, in which the
quantum sending device 100 and the quantum receiving device 200 can prevent the
tampering and the spoofing in the classical communication using the secretly

15 shared information 3 and the secretly shared information 21 which have been
securely maintained in advance ,and in which the quantum sending device 100 and
the quantum receiving device 200 can share the random data securely and secretly ,
includes the quantum sending device 100 and the quantum receiving device 200.
The quantum sending device 100 includes the qubit generating unit 4 which can

20 constantly generate a qubit in an identical quantum state, the random number
generating unit 50 which is a signal source for quantum encoding which is
implemented to the qubit, the first pseudo-random number generating unit 60
which treats the secretly shared information 3 as a seed and generates the
pseudo-random number from this seed, the quantum encoding unit 70 which

25 performs quantum encoding for the qubit based on the random number which has
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5 performing the classical communication with the quantum receiving device 200 in
maintaining the privacy, a first classical communication unit 130 which performs
the classical communication in order to perform the error correction processing
with the quantum receiving device 200, the first privacy amplifying unit 110 which
amplifies the privacy of the secret information of which error has been corrected,
10 and the first eavesdropping detecting unit 120 which performs eavesdropping
based on the additional information which is output in the error correction
processing.
Further, the quantum receiving device 200 includes the second pseudo-
random number generating unit 220 which treats the secretly shared information
15 21 as a seed and generates a pseudo-random number from this seed, the quantum
demodulator 230 which performs demodulation by performing quantum
modulation of the received qubit based on the pseudo-random number which has
been output from the second pseudo-random number generating unit 220, a
quantum measuring unit which measures the demodulated qubit and outputs a
20 classical bit, the second error correcting unit 250 which performs error correction
after the quantum communication finishes while performing the classical
communication with the quantum sending device 100 in maintaining the privacy,
the second classical communication unit 260 which performs classical

communication in order to perform the error correction processing with the

25 quantum sending device 100, a second privacy amplifying unit which amplifies the
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additional information which is output in the error correction processing.
Further, the quantum cryptography communication method illustrated in
5 this embodiment includes
a large step of quantum cryptography communication which repeats for each
qubit a group of steps of a generating step for generating a qubit by the qubit
generating unit 4, a quantum encoding step for performing quantum encoding for
the generated qubit based on the random number bit which is generated by the
10 random number generating unit 50, a quantum modulating step for performing
quantum modulation for the qubit on which quantum encoding is performed based
on the pseudo-random number bit which is generated by the first pseudo-random
number generating unit 60 from the secretly shared information 3 as the seed, a
quantum transmitting step for transmitting the qubit on which quantum
15 modulation is performed from the quantum sending device 100 to the quantum
receiving device 200 via the quantum communication channel 1, a quantum
demodulating step for performing quantum demodulation of the received qubit,
and a quantum measuring step for performing the quantum measurement for the
qubit on which quantum demodulation is performed
20 , and a large step of classical data processing including a group of steps of an
error correction processing step for performing error correction via the classical
communication network 2 for the classical data which is obtained as a result of
communicating a qubit string, a privacy amplification processing step for
performing the privacy amplification by the quantum sending device and the

25 quantum receiving device respectively for the classical data of which error
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5 demodulation are performed based on the pseudo-random number bit which is

output synchronously using the secretly shared information as a seed between the
quantum sending device and the quantum recéiving device. Therefore, the base
exchanging unit and the base exchange processing step which exists in the
conventional art may be omitted.

10 Therefore, all of the qubits can be utilized effectively instead of making
about 1/2 (2/3 in the six state quantum cryptography) of the transmitted qubit
strings invalid, and high speed characteristics that the bit rate is two times (or
three times) of the conventional art can be realized.

Particularly, in the six state quantum cryptography (12.7%) which has

15 higher allowable bit error rate for securing the security compared with BB84
protocol (11%) (Document 4: H.-K. Lo, “Proof of unconditional security of six-state
quantum key distribution scheme,” quant-ph/0102138 LANL-preprint),
transmission efficiency according to the conventional art is as low as 1/3, however,
the transmission efficiency according to this invention becomes three times, and

20 the transmission efficiency which is not inferior to the BB84 protocol can be
realized.

Further, since the quantum modulation and the quantum demodulation
are performed using the secretly shared information which is shared in advance
between the quantum sending device and the quantum receiving device, it is equal

25 to that the authentication is performed in the large step of quantum cryptography
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Further, by the eavesdropping detecting function, it is possible to confirm if
there has been eavesdropping. Therefore, the security of the transmitted qubit
without eavesdropping can be secured regarding the information volume. Hence,
it is possible to share the privacy of the very secure random information compared
with the conventional cryptography which relies on the security regarding the
computation volume.

In this embodiment, the quantum cryptography communication is realized
by adopting a polarization state of an arbitrary qubit as an actual example.
However, the quantum cryptography communication can be performed by adopting
a phase state of an arbitrary qubit.

Embodiment 2.

In this einbodiment, an embodiment of adopting a phase state of a photon
as a qubit and performing the quantum cryptography communication using a
Mach-Zehnder interferometer is described.

Fig. 3 shows a whole configuration chart of Embodiment 2. A Mach-
Zehnder interferometer 900 includes the qubit generating unit 40, a first phase
modulator 81, a quantum communication channel 101, a quantum communication
channel 102, the quantum measuring unit 240, and a second phase modulator 231.
Difference in configuration from Embodiment 1 is the configuration of the qubit
generating unit, the quantum encoding unit, the quantum modulator, the quantum
communication channel, the quantum demodulator, and the quantum measuring

unit.
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The qubit generating unit 40 includes a single-photon source 700, a beam-
splitter 350, and a mirror 400.

5 A photon which has been output from the single-photon source 700 is split
into two optical paths by the beam-splitter 350 and the mirror 400. A state in
which the photon is in the upper quantum communication channel 101 is defined
as

)
10 and a state in which the photon is in the lower quantum communication channel
102 is defined as
1),
then, a qubit to be generated can be described as
10)= (u) + ) 42.
15 The first phase modulator 81 corresponds to the quantum encoding unit
and the quantum modulator in Embodiment 1. The first phase modulator 81
performs quantum encoding and quantum modulation of the generated qubit based
on the first random number bit which is output from the random number
generating unit 50 and the first pseudo-random number bit which is output from
20 the first pseudo-random number generating unit 60 so that
when the random number bit is 0 and the pseudo-random number bit is 0,
0)= (u)+ [V V2,
when the random number bit is 1 and the pseudo-random number bit is O,
1) = )+ )42,

25 when the random number bit is 0 and the pseudo-random number bit is 1,

28



10$109%&' ()- "10%& ()- 10%& ()-3 s 109%& ()- YI0%& ()-,3"10%& ()- aaabLbbbdEbC
10 10s' @O0%& ()-  YWy&L09%&' ()-F 10%& ()-FF 10%& ()-FF 109&' ()- FL10%& ()-b
-cVecceccdEbC 10 101 3' 109%.& ()-1 2mlO%& () -/ 109&' ()--:!10%& ()-+g 109%& ()-Y
) 10%& () - cEddddddd5exnbC 10 1010%& ()- 10 10 10<10%& ()-s:f#109%& () -

f 8@ 109%& () - L6#10%& ()-5e7eee' fOft f dEMbC 10 103 10%& ()- |

109 ()-S'10%& () - &" 0%&'() "109&' ()-s109& ()-tfwfgZguggdEnbC 10 10F
109 () - &10%& ( )‘fll /«% %2{3@%\ )-S 10%& ()-L10%& () - gghahhhHi dEnbC 10

10" '10%&'()-I% ' )-L1:110%& ()- 3"10%'() (V&O%?L'()-Hi"iiii)
j zj dEMDC 10 102#109%& ()-Y 0 10%& ()-- 109%& () - 010%&: ()

109&' () -) 109& ()M r;il}eer@mdovm klumr/bli@s 1garothe pgeu omm!op) number bit is 1,

B#LO%! () -5 10%. 641 ' () - 34mLOY%& () - " kakkkkkd I xY: /
10F@*10%& () - l) (1 Ju)|D002 () - 109& ()-mlO%&' ()-  109%& ()-
1001111 mdE: / 103 109& () - Z' 10% () - FLYOL0%& () - 910%& () -

Quantum transmission of the qubit on which quantum encoding
5 and quantum modulation have been performed to the quantum receiving device
200 is performed through the quantum communication channel 101.

Quantum demodulation of the transmitted qubit is performed by the
second phase modulator 231 corresponding to the quantum demodulator in
Embodiment 1 based on the second pseudo-random number bit which is output

10 from the second pseudo-random number generating unit 220 which is synchronized
with the first pseudo-random number generating unit 60 in accordance with the
following rule.

When the pseudo-random number bit is 0,

identity transformation: |u>< | +1 >< and

15 when the pseudo-random number bit is 1,

phase transformation S: [u)(u|+i|{)(!].

At this time, since the first pseudo-random number bit and the second
pseudo-random number bit are identical as stated above, the above qubit on which
quantum demodulation has been performed is

20 when the random number bit is O,

10) = (u)+|))/v2, and

when the random number bit is 1,

1=l + D) V2
based on the first random number bit.

25 In the quantum measuring unit 240 including a mirror 241, a beam-splitter
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Other configuration besides the above is completely same as Embodiment

As stated, even in a case that the phase state of the photon is adopted as
the qubit and the quantum cryptography communication is performed using the
Mach-Zehnder interferometer 900, high speed characteristics of the quantum
cryptography communication can be realized by omitting the base exchanging unit

10 and the base exchange processing step which exist in the conventional art and by
utilizing all of the qubits effectively.
Embodiment 3.
In the above embodiments, the qubit generating unit has been provided in
the quantum sending device 100. In this embodiment, the system can be realized
15 also with a configuration where the qubit generating unit is provided in the
quantum receiving device 200 (document 5 : G. Ribordy, J.-D. Gautier, N. Gisin, O.
Guinnard, H. Zbinden, “Automated “Plug & Play” Quantum Key Distribution,”
Electronics Lett. 34, PP. 2116-2117,(1998)).
Fig. 4 shows a whole configuration chart of Embodiment 3. In this
20 embodiment, as illustrated in Fig. 4, a forward path and a return path between the
quantum sending device and the quantum receiving device are provided
respectively as the quantum communication channels (a quantum communication
channel in a forward path 105 and a quantum communication channel in a return
path 106). However, it is also possible to realize a configuration in which an

25 identical optical path is used as a forward path and a return path by using an
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quantum communication channel in the return path 106, however the quantum
demodulator 230 may be provided also in the quantum communication channel in
5 the forward path 105.
In this embodiment, a same effect as other embodiments can be realized.
Further, by providing the qubit generating unit 40 in the quantum receiving device
200, it is possible to reduce a processing load on the quantum sending device 100.
Industrial Applicability
10 According to this invention, it is possible to omit the processing of
exchanging the bases between the devices.
Further, the qubit can be utilized effectively.
Further, it is possible not to require authentication communication again in
the classical communication.

15 Further, it is possible to share the privacy of the secure random

information.
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5 with a quantum receiving device in advance synchronously with generation of a
pseudo-random number performed by the quantum receiving device;
a quantum encoding unit which performs quantum encoding of a qubit
having a predetermined quantum state; and
a quantum modulator which performs quantum modulation of the qubit on
10 which quantum encoding is performed by the above quantum encoding unit based
on the above first pseudo-random number.
2. A quantum receiving device comprising:
a second pseudo-random number generating unit which generates a second
pseudo-random number from secretly shared information which is secretly shared
15 with a quantum sending device in advance synchronously with generation of a
pseudo-random number performed by the quantum sending device; and
a quantum demodulator to which a qubit having a predetermined quantum
state is sent from the quantum sending device and which performs quantum
demodulation of the sent qubit based on the above second pseudo-random number.
20 3. A quantum cryptography communication device comprising:
a quantum sending device which performs quantum encoding, modulation
and transmission of a qubit; and
a quantum receiving device which performs quantum demodulation of the
transmitted qubit,

25 wherein the quantum sending device includes a first pseudo-random
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5 modulator which performs quantum modulation of the qubit on which quantum
encoding is performed by the above quantum encoding unit based on the above first
pseudo-random number and sends the modulated qubit to the above quantum
receiving device,
wherein the above quantum receiving device includes a second pseudo-

10 random number generating unit which generates a second pseudo-random number
from the secretly shared information which is secretly shared with the above
quantum sending device in advance synchronously with generation of the above
first pseudo-random number, and a quantum demodulator which receives the qubit
which is sent from the above quantum modulator and performs quantum

15 demodulation of the received qubit based on the above second pseudo-random
number.

4. The quantum receiving device as defined in Claim 3, further comprising a
quantum measuring unit which measures the qubit on which quantum
demodulation is performed by the above quantum demodulator and outputs a

20 measuring result.

5. The quantum cryptography communication device as defined in Claim 4,
wherein the above quantum sending device further includes a first classical
communication unit which receives the measuring result which is output by the

above quantum measuring unit and a first error correcting unit which performs

25 error correction of the qubit on which quantum encoding is performed by the above
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wherein the above quantum receiving device further includes a second classical
communication unit which receives the qubit on which quantum encoding is
5 performed by the above quantum encoding unit, and a second error correcting unit
which performs error correction of the measuring result which is output by the
above quantum measuring unit based on the qubit which is received by the above
second classical communication unit.
6. The quantum cryptography communication device as defined in Claim 5,

10 wherein the above first classical communication unit communicates with the
above quantum receiving device without authenticating the above quantum
receiving device,

wherein the above second classical communication unit communicates with the
above quantum sending device without authenticating the above quantum sending

15 device.

7. The quantum cryptography communication device as defined in Claim 3,
comprising a qubit generating unit which generates a qubit in a predetermined
period in either one of the above quantum sending device and the above quantum
receiving device,

20 wherein in a case that the qubit generating unit is provided in the above
quantum receiving device, the qubit generating unit sends the generated qubit to
the above quantum encoding unit,

wherein the above quantum encoding unit performs quantum encoding of either

one of the qubit which is generated by the above qubit generating unit and the

25 qubit sent by the above qubit generating unit.
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10!! performed by the above quantum demodulator and outputs a measuring result,

5 wherein the above qubit generating unit, the above quantum modulator, the above
quantum demodulator, and the above quantum measuring unit are configured by
Mach-Zehnder interferometers in the quantum cryptography communication
device.

9. A quantum cryptography communication method comprising:
10 performing quantum encoding of a qubit having a predetermined quantum
state;
generating a first pseudo-random number from secretly shared information
which is secretly shared in advance;
performing quantum modulation of the above qubit on which quantum
15 encoding is performed based on the above generated first pseudo-random number;
transmitting the above qubit on which quantum modulation is performed;
generating a second pseudo-random number from the secretly shared
information which is secretly shared in advance synchronously with generation of
the above first pseudo-random number; and
20 performing quantum demodulation of the above qubit which is transmitted
based on the above second pseudo-random number which is generated.
10. The quantum cryptography communication method as defined in Claim 9,
further comprising:

measuring the above qubit on which quantum demodulation is performed,

25 sending a measuring result;
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