ENCRYPTI ON APPARATUS, PROGRAM FOR USE THEREW TH, AND
METHOD FOR USE THEREW TH BACKGROUND OF THE | NVENTI ON
1. Field of the Invention The present invention
relates to an encryption apparatus for generating
encryption data, a programfor use therewith, and a
nmet hod for use therewith. 2. Description of the
Rel ated Art For exanpl e, an authentication system
perforns authentication by using encryption data
generated by an encryp[jqp_gpparatus. Based on, for
. exanpl e, correspondence table data for indicating a
correspondence rel ationship between.input data and
| ai nt ext data, such.an encryption apparatus
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data, and encryptﬁwﬁg ggified | ai ntext data in
order to generate € ﬁ§%$i H A conventiona

encryption apparatus encrypts the above-descri bed
specified plaintext data by a predeterm ned single

 BAcKHmmwmﬁt@ﬂngthpdENfﬁM@ver, in the above-descri bed

conventi onal encryption apparatus, since only a

1. dHirgle ofnthgpinoeeninedhod i s adopted, if the
above-descri bed correspondence table data and
efbeypresanreinnahtdos ideledgalsl yoobhaenedyptive
encryption .data can be illegally generated. For this
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thefa% %%Etggg gpgg{ﬁgéﬁkof &%e therewith.

.2. Description of the Related Art

- For example, an authentication system performs

authentication by using encryption data generated by an

‘encryption apparatus. Based on, for example, correspdndencé'
‘table data for indicating a correspondence relationship

" between .input data and plaintext data, such an encryption

apparatus specifies plaintext data corrésponding to the

input data, and encrypts the specified plaintexﬁ data in

- order to generate encryption data. A conventional

encryption apparatus encrypts the above-described specified

‘plaintext data by a predetermined single encryption methed.

However, in the above-described conventional encryption

apparatus, since 6nly'a,single encryption method.is adoptéd,

"if the above-described correspbﬁdence table data and
,éncryptipn.méthod are illegally obtained, the encryption
. data can be illegally generated. For. this reason, in an

authentication system using such an encryption apparatus,




there have been demands for preventing encryption data
from being illegally generated and for increasing
authentication reliability. Exanple enbodi nents nay
provi de an encryption apparatus capabl e of
effectively preventing encryption data from bei ng
illegally generated, a programfor use therewith, and
a data processing apparatus for use therewith. In
accordance with a first aspzct of the present
invention, there is provided an encryption apparatus
for generating encryption data on the basis of
tispecihbivedbedtl efnidnidsatto@npdatant e RRELPPLbPNdata from
apparatus conprising: first selection neans for
bejaidediilaga bl errmeyptiednandt fod irdcmmsangnguahehtiad tifon
qﬁ ﬁliferent encryption nmethods on the basis of the
*S'd8Rtit1tati on data; second sel ection nmeans for

sel ' i_nt be .encrypted from anong a
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nmeans for obtainihg encryptiion data such that the
ildlegppl gxtenttad edsebeptregriay fdre usecandreel et ion Bedasa

I s encrypted by the encryption nmethod selected by the
PIOCPSEL1RS| ¥RIAGH IR dA. UThetldregithel ecti on means may
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generating encryption data on the basis of specified
identification data, the encryption apparatus comprising:
first selection means for selecting an encryption method
from among a plurality of different encryption methods on
the basis of the identification data; second selection means
for selecting plaintext data to be encrypted from among a
plurality of different pieces of the plaintext on the basis
of the identification data; and encryption means for
obtaining encryption data such that the plaintext data
selected by the second selection means is encrypted by the
encryption method selected by the first selection means.

The first selection means may select an encryption

method from among a plurality




pl ai ntext data to be encrypted fromanong a plurality
of different pieces of the plaintext on the basis of
the identification data. The encrypti on neans nay
obtain encryption data such that the plaintext data
sel ected by the second selection neans is encrypted
by the encryption nethod selected by the first

sel ection neans. In accordance with a second aspect of
the present invention, there3is provided a program
executed by a data processing apparatus for

generating encryption data on the basis of specified
Pdefit Ffeeant emaiats; i trhenethogisamnC @RRr bskNg: oA diid St
B&oced re for selecting*gn encryption method from
ANoRg: 51 Uhdt i98F%0f  dibef seeandeneiyption methods:y0melect

he; Is,of the identification data; a second
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a1 faiRG td ochhbedapr oggduLg-£90r,; obt ai ni ng _encrypti on
data such that the plaintext 9a¥%&Qse€%E1%§¥ ﬁ%¥ﬁén
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nmet hod sel ected in the first procedure. in t he ?F?gtby the
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S%ﬁgaratus may sel ect an encryption 4 nethod from
oG es BYubafi tir o @i ¥deriem mewemyption nethods on

the pasis of the identification data. In the
1 accordance with a second aspect of the present invention,

there is provided a

program executed by a data processing apparatus for
generating encryption data on the basis of specified
- identification data, the program comprising: a

first procedure for selecting an encryption method from

among a plurality of different encryption methods on the

oxr

+h

basis of the identification data; a second procedure
selecting plaintext data to be encrypted from among a
plurality of different pieces of plaintext data on the basis
- of the identification data; and a third procedure for
thaining encryption data such that the plaintext data
selected in the second procedure is encrypted by the

: encryption method selected in the first procedure.

In the first procedure of the program, the data processing

apparatus may select an encryption




second procedure, the data processing apparatus my
sel ect - plaintext data to be encrypted from anong a
plurality of different plaintext data on the basis of
the identification data. In the third procedure, the
data processing apparatus nmay obtain encryption data
‘such that the plaintext data4 selected in the second
" procedure is encrypted by the encryption nethod
selected in the first procedure. In accordance with a
méthéd BsReEnRg &h Lavention, . there i.s
provi ded a datg'pr%égggﬁgg&ng?h§g£#%ﬁé?Eu§Qﬁﬁﬁ?t&OEata

netipeds simgheappaiat os Lot gepetati Y £NE T on rdat g.
on the basis of specified identification data, the
Sefnd prresesineg behddtacpnpeess gy apdddaatusShep 8klect
sel ecting an encryption nethod fromanong a plurality
P Tt &ERcPYpENGRYREEA o8B rPmarie shadiugadfi tyhet

Jddentification datg, a second step of selecting .
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di ff.e t .pkege |l ai ntext data on the basis of
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in the second step is encrypted by the encryption
sefetchied $el ebtesecom theodddiste StseRnckPptbe £ 1 Ste St €D,
the data processing apparatus may select an
engRyPYpPR oRe BeeR otk Secfedmmandrg fa rpltupabibyupé .
di fferent encryption nethods on

In accordance with a third aspect of the present invention,

there is provided a
data pfocessing method for use with a data processing
‘apparatus for generating encryption data on the basis of
specified identification data, the data processing method
comprising: a first step of selecting an encryption method
from among a plurality of different encryption methods eon
‘the basis of the identification data; a second step of
sélecting plaintext data to be encrypted from among a
plurality of different pieces of plaintext data on the basis
of the identification data; and a third step of obtaining
-encryption data such that the plaintext data selected in the
second step is encrypted by the encryption method selected

in the first step.

In the first step, the data processing apparatus may select

an encryption method




the basis of the identification data. In the second
step, the data processing apparatus nmay sel ect

pl ai ntext data to be encrypted fromanong a plurality
of different pieces of plaintext data on the basis of
the identification data. In the third step, the data
processi ng apparatus nmay obtain encryption data such
that the plaintext data selected in the second step
is encrypted by the encryption nethod selected in the
first step. In exanple enbodinments, it is possible to
provi de an encryption apparatus capable of effectively
preventing encryption data frombeing illegally
generated, a_programfor use therewith, and a data
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DESCRI .PTI THE DRAWNGS Fig., 1 i | ock di
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I'C incorporated _ card shown Tn H : g.
erd s dﬁ&%%mﬂ%h@n@eg!BQQrM&iE&fbﬁfﬁiﬂﬁéﬁﬁﬂﬁﬂgibﬁestg-
1; Fig. 4 is a function block diagram of a SAM shown

pldinteixg. dbtaFiog. thA bhkistsatEse cRldraspardenea tabhe 1In
data TDA held 6 by an encryption nethod sel ection
theathiiod strpwn the Biga Ekocessing apparatus may obtain

encryption data such that the plaintext data selected in the
second step is encrypted by thé encryption method selected
in the first step.

In example embodiments, it is possible to
provide an encryption apparatus éapable of effectively
preventing encryption data from being 'illegally generated, a 7
program for use therewith, and a data processing apparatus

jfdr use therewith.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram of a card system according to
~ a first embodiment of the present invenﬁion;

Fig. 2 is a block diagram of an IC incorporated in an
IC. card shown in Fig. 1; .

Fig. 3 illustrates data defined within the IC shown in
-Fig.'l;

Fig. 4 is a function block diagram of a SAM showﬁ in
fgig,,l;

Fig. 5A illustrates‘correspondence table data TDA held




Fig. 5B illustrates correspondence table data TDB held
by a plaintext to be encrypted sel ection section shown
in Fig. 4, Fig. 6 is a flowhart illustrating an
exanple of the operation of the card system shown in
Fig. 1, Fig. 7 is a flowhart continuing fromFig. 6
illustrating the exanple of the operation of the card
system shown in Fig. 1;. Fig. 8 is a block diagram
of the SAM of the card system according to the first
enbodi nent of the present invention; and Fig. 9 :
illustrates correspondente6rable data TDC held, by an
encryption section shown in Fig. 8. DESCRIPTI ON OF THE
PREFERRED EMBODI NENTS A card system according to an

by ambestrgntief rdthopr estattionventtion ishogestni begl. 4;
bel ow. First Pnbodinpnt Fig. 1 is a block diagramof a
cdfid -s\PRt drhlussratff scorppoingance Asbdpodata g dqreld
in the card system 1, for exanple, after an |C

by IR 1O REUPEFTYBEER 3R ST ThrCtionafiown sim

wi (Sggure Application Mdule) 12 perform aut hentication

ig

Via a conputer 11, they perform processing for
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12 - corresponds to an encryption apparatus of t he

opef&ﬁiﬁﬂnof the card system shown in Fig. 1;

- Fig. 7 is a flowchart continuing from Fig. 6
illustrating the example of the operation of the card'system.
shown in Fig. 1;

Fig. 8 is a block diagram of.the SAM of the card éystem
according to the first embodiment of the pfesent-invention;
.and |

Fig. 9 illustrates correspondence table data TDC held

by an encryption section shown in Fig. 8.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

a card,systeﬁ_according to an embodiment of the presént
‘invention is deécribed below.

Fig. 1 is a block diagram of a card systém 1 of this
embodiment. As shown in Fig. 1; in the card system 1; for
example, éfter an IC (Integrated Circuit) 15 of an IC cérd
10 and a SBM (Secure Application Module) 12 perform
authénticaﬁion via a computer 11, they perform proceséing

for predetermined services in cooperation. Here, the SAM 12



i nvention, and the 1 C 15 corresponds to an out put
source of the present invention. The IC 15, as wll
be described later, has stored therein data on
vari ous kinds of services received by a user of the
IC 15 by using the SAM 12 and programfile data, and
usage authorization is set to services in which the
file data is used. The SAM 12 accepts, fromthe IC
15 via the conmputer 11, apparatus identification data
| DM uni que to the IC 15 and code CODE for |dent|fy|ng
services to be authenticatéd  (specified services to
be received using the IC 15). The SAM 12 sel ects an
encryption nethod fromanong a plurality of different
coreaepppﬁsononathﬂd&y@mlbheappsrstmé d¢ihecheaprasentts
identification data IDM Furthernore, based on the
invepdéomoDmd t the JAVILE2 cosreepanps At ;taroudR sousee of

encrypted fromanong the plurality of different pieces
the,pregPaf & M d&t™. . Then, the SAM 12 outputs, to the

Icfﬁé ceﬂ§r¥E}hﬂﬂld§éad§%§%ﬁ?) the SﬁleCt%ored

pl ai nt'ext” data encr e sélecF d ‘
the%e%yeatgnomm%usmgﬁé%%ZS@P&&J@ ﬂegell%e@e gog%ser
aut hentication on the basis of the encryption data
of &Rd perioryy NiNGRS $hagshar 12 hend abexprdesanidbedta, and
services in cooperation on condition that the nutua
usagel pdthoeszarieorcdsf iseredo Eachicesponedtichhalve ifilEi g.
1 is described below 8 -

" ‘data is used.

The SAM 12 accepts, from the IC 15 via the computer 11,
apparatus identification data IDM unique to tﬁe IC 15 and
- code CODE for identifying services to be authenticated

(specified services to be received using the IC 15). The
.SAM 12 selects an encryption method from among a plurallty
of different encryption methods on the ba51s of the
iapparatus identification data IDM. Furthermore, based on
the code CODE, the SAM 12 selects plaintext data to be
"encrypted from among-the plurality of dlfferent pieces of
?plalntext data.. Then, the SAM 12 outputs, to the IC 15,
encryption data such that the selected plaintext data is
'encrypted by the selected encryption mefhod.

. The SAM 12 and the IC 15 perform authentication on the
‘basis of the encryption data, and perform processing for_the
above-described services in cooperatibn on condition that
the mutual validities are confirmed. |

Each component shown in Fig. 1 is described below.



[IC15] Fig. 2 is a block diagramof the IC 15
incorporated in the IC card 10 shown in Fig. 1. As
shown in Fig. 2, the IC 15 includes, for exanple, an
interface 21, a nenory 22, and a CPU 23, these being
interconnected with one another via an.internal bus
2.0. The 1C 15 is, for exanple, an anti-tanpering
el ectronic circuit, which is configured in such a way
that data stored in the nenory 22 and data being
processed by the CPU 23 cannot be  externally
monitored or tanpered (diffitult to tanper). The
interface 21 perforns input/output of data with the
SAM 12 via the conputer 11. The nenory 22, as shown in
FilgiC 3,51has stored therein apparatus identification
data | DM unique to an individual IC card 10.
FuttShermifed Pheckefbrygrae ¢fstha diCed St Hecerpogatgd in
and programfile data used for processing various
thek?ﬂdggﬁg:ﬁ§é?VW@é§nrg&8rvéd by the user of the IC 15
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t he nenory §tored T herein systém code

int8FEALOE ARplemo2Pd 225CENLCE EPEE DERHaseTRR Syt em
code SYS C, the. area code ARC, and the service code

int SER @R DMkl cas 606eRcE0PEaton e SAN Lhsviza .t hehe
. <conputer 11. In this -enbodiment,, the- codes CCODE areé
IC USethsi ofadentampyleanaobpett - tanpariie micwdticgic circuit,
~corresponding to the services specified by the user.
which is configured in such a way that data stored in the
: memory 22 and data being processed by the CPU 23 cannot be
externally monitored or tampéred (difficult to tamper) .
The interface 21 perforﬁé input/output of data with the
SAM 12 via the computer 11. -
The memory 22, as shown in Fig. 3, has storgd therein
Jépparatus identification data‘IDM unique to an individuai Ic
card 1Q.'.Furthermore,‘the memory 22 has stored therein data
and program file data used for prdcéssing various kinds of
services recéived'by the user of the IC 15 by using the SAM
12, |
For example, as shbwn iﬁ Fig. 3, the memory 22 has
stored therein system code S¥8_C, area code AR C, and
service code SER C. rThe system‘¢;de S5YS_C, the area code
AR C, and the service:coae SER_C are output as codes CODE to
the SAM 12 via the computer 11. In this embodiment, the
codgs,CQDE are used to idéntify an object.for authentication

corresponding to the serﬁiceé‘specified by the user.



9 The systemcode SYS Cis identification data
assigned comonly to the SAM 12 bel onging to the sane
system Based on the system code SYS C and key data
corresponding to it, the IC 15 and the SAM 12 perform
nmutual authentication. On condition that the nutual
validities are confirnmed, the access to the IC 15 by
the SAM 12 is pernmitted. The file data of various
ki nds of services stored in the nenory 22 is stored
in areas, which are folders each having a
hierarchical structure. Eath area is associated with
the area code ARC for identifying the area, and the
key data. In this enbodi nent, based on the area code
ARG Fys tehe cokeySHaL 8 &S sobardtidd osittilen ﬁatahesstgnéﬁ
and the SAM 12 perform nmutual authentication.
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t.he ac Gess to t area hy.the M 12 is pe
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h the service code SER C for ntifying t ile

concﬂﬂiﬁs\n ant e keyudat ea118i thes srbadinmimedasad on

the service code SER C and the. key data associ ated
accaedd oo tthd 1T 116 by ahd Ehe 5AM 4 Depeirtftardn nmut ual

aut hentication. On condition that the nutua

valliediffifles daite pécwgnived kitvs adfceesviigeshetpree Hata

QX the SAM 12 is pern1tted
the memory 22 is stored in areas, whlch are folders each

having-a hierarchical structure. Each area is associated
with the area code AR C for identifying the area, and the
'key data.

In this embodiment, based on the area code AR_C and the
kéy data associated with it, the IC 15 and the SAM 12
perform mutual authentication. On condition that the mutual
‘validities ‘are confirmed, the access to the area by the SAM
12 is permitted. Furthermore, the file data for providing |
'tarious kinds of services stored in the area is associated
witﬂ the service code SER_C for identifying the file data,
and the key data.

In'this embodiment, based on the service code SER _C and
vtheekey data assoeiated with it, the IC’lS and the SAM 12
-perform‘mutual'authentication. On condition that the mutual
validities are recognized, the access to the file data by
the SAM 12 is permitted.

Besed on the program and the key data read from the



Based on the program and the key data read fromthe 10
menory 22, the CPU 23 exchanges data with the SAM 12
via the interface 21 and the conputer 11 in order to
performmutual authentication with the SAM 12. \Wen
the CPU 23 confirnms the nutual validities in the
above-descri bed nutual authentication, the CPU 23
perforns processing for services associated with the
key data used in the nutual authentication in
cooperation with the SAM 12. [Conputer 11] Upon
recei ving the indication of Services fromthe user of
the IC card 10 via an operation section (not shown),
the conputer 11 reads the apparatus identification
meneley &2 3 DNren Pt B8 epdeaRBBE datomwiid tBel5AHf 12heia Che

. . card 10, and outputs themto the SAM 12. The codes
intepfgce e St dhecsamP ey Gl Fiy Qe tea Pesgerm AR Eual

and 1 he servi, de . hath of whjch_correspond
S AR e e kT S R R RS
‘the A8 £YHNRL 1§REY P&]ﬁ eéh@"@om?@%{)dﬁ%e‘d” ml;aRPNSE to

the operation of the conputer 11 by the user, the

aut KOt arickl ateepbs, 25 Ofc XY SrdfeSygt 8By 588 &S
Cof the I1C 15 as the code CODE fromthe I C 15, and

assetipidd Wittt ahehte AL IR . uilenit thamututakival i diti es
: are confirmed in the nutual authentication using the
. authgntian dode 19ySoorhee ween WS |Thel $AM 12.

[ Computer 11]

Upon receiving the indication of services from the user
of the IC card 10 via an operation section {not showh), the
éomputer 11 reads the apparatus identification data IDMlénd
the code CODE from the IC 15 of the IC card 10, and outputs
.them to the SAM 12.

The codes CODE are.system code SYS_C, and the area code
AR;C and the service code SER_C, both Qf'which correspond to
the indicated services.

In this embodiment, when predetermined services are
-specified in response to the operation of the computer 11 by . -
the user, the computer 11 acéepts, for example, the‘sys£em
.'céde SYS_C of the IC 15 as the code CODE from the IC 15} and
outputs it to the SAM 12. |

When the mutual validities are confirmed in the mutual
authentication using the system code SYS C between the IC 15
'and‘the SAM 12, then, the computer 11 specifies the area in

- which the file data on the specified services is stored, and




and the. SAM 12, then, the conputer 11 specifies the
area in which the file data on the specified services
is stored, and - 11 accepts the area code ARC of the
specified area fromthe I1C 15. Wen the nutua
validities are confirmed in the nutual
aut hentication, in which the area code AR C is used,
between the IC 15 and the SAM 12, then, the conputer
11 accepts, fromthe ICl5, the service code SER C
associated with the file data on the specified
servi ces. Then, when the nut dal validities are
confirmed in the nutual authentication in which the
service code SER Cis wused between the I1C 15 and the
accgws 1the mrrreswideg AROE Ofr tHet epathBikd emsac g oins the IC
perforned between the IC 15 and the SAM 12 in
15'cooperation on the basis of the file data. [ SAM 12]
m of _the SAM 12 shown_in

Fig 4
Dol b B dE ) L BT o TR ae  ppy it a1
autﬁéﬁﬁfﬁé&16ﬂ1 'np%ﬁ&EﬁC%h%Oar@Q 88&&Y£§'é”i§“ﬂ5%%d beaween

sel ection section 31, an plainfext to be encrypt

the SBE €T8 | @1 926! SO 32, aREn, ABhe CAGHNDLAON 15 BelckgR s 33.
In this enbodinent, the interface. 30, the encryption

frometimdIG 6l Secttben sseﬁﬂiben cddle the Dl #dsdDeteldowilbB the
encrypt ed sel ection section 32; and the encryption

fll%e@%?%ﬁ“BSiﬁ¥épﬁéaﬁiﬁédsﬁyvlﬁeﬁ exanpl e, electronic
cifcui ts, Here, the encrypfion method selection, =

mutual authentication in which the service code SER _C is

used between the IC 15 and the SAM 12, processing for

predéfermined services is perfofmed between the IC 15 and

the SAM 12 in cooperation on the basis of the file data.
[ sAM 12]

Fig. 4 is a block diagram of the SAM 12 shown in Fig. 1.

‘As shown in Fig. 4, the SAM 12 includes, for example, an

interface 30, an encryption method selection section 31, an

piaintext te be encrypted selection section 32, and an

encryption section 33. In this embodiment, the‘interface 30,

the encryption method selection section 31, tﬁe plaintext té

be encrypted selection section 32, and the éncryption

géctidn 33 are realized by, for examplé; eiectronic circuits.
Here, the encryption method selection section 31

corresponds to the first selection means in accordance with

‘the first aspect of the present invention} the plaintext to

be encrypted selection section 32 correspdnds to the second




corresponds to the first selection nmeans in accordance
wth the first aspect of the present invention; the
plaintext to be encrypted sel ection section 32
corresponds to the second 12 selection neans in
accordance with the second aspect of the present
i nvention; and the encryption section 33 corresponds
to the encryption nmeans in accordance with the first
aspect of the present invention. The SAM 12 is, for
exanple, an anti-tanpering electronic circuit, which
is configured in such a Wdy—that data stored in the
SAM 12 and data being processed cannot be externally
- nonitored or tanmpered (difficult to tanper). The
- selédt v aken30iaubpubsdapparaiits diderkicbhaabspactadB the
IDM (first identification data of the present
presawventrivemt ichnpendf then ¢heryguniput eectiono3Bheorresponds
encryption nmethod selection section 31. Furthernore,
to thr sunrePries 3e286t put écc?lﬁ'@%@dé’lt@dﬁe(&éﬁaﬁo‘aspe“

of #?%E%%&%Lh%%e%%ﬁ%ﬁ O*F%e&{f? e %%”‘s%gm%%%«?‘y’%% ed
antf’ qr&:% r%% %(itelc‘ggﬁggata v?qucht q% Bhgiégfgdi}p

yptio e encrypti on

| _sucﬁe&tv#eﬂp 3! Buthe£omRut 8 e s Showka faEhbe By

the ercryption method selection section 31 has
pro€dd a5 prmdenc et aklkerdal ay Thihi tudeeabirngaimbered

encryption nethods ML to Mh corresponding to a
(dipfimall thp akmpgiréces of the apparatus identification

data I DML to | Divh,
The interface 30 outputs apparatus identification data

IDM (first identification data of the present invention)
-input from the computer 11 ﬁo-the encryptioﬁ method
selection section 31. Furthermore, the‘intérface 30 outputs
the code. CODE. (second identification data of the present
invention) input from the computer 11 to the plaintext to be
encrypted selection sectibn 32. In-addition, the interface
30 cutputs encryption data ED inﬁut froﬁ the encryption
section 33 to the computer 11.

As shown in Fig. 5A, the encryption method selection
section-Bl has correspondenée table data TDA indicating the
‘_ehcryption methods M1 to Mn corresponding to a plurality of
pieces of the apparatus-identification data IDM1 to IDMn,
TYespectively. ‘Based on the correspondencé table data TDA
shown in Fig. 53, the encryption method selection éection 31
 selects a single or a plurality of encryption methqu MI to

© Mn correspbnding to the apparatus identification data input



‘respectively. Based on the correspondence table data
TDA shown in Fig. 5A, the encryption nethod sel ection
section 31 selects a single or a plurality of
encryption nethods M to M corresponding to the
apparatus identification data input 13 fromthe
interface 30, and outputs selection data S31
indicating the selected encryption nethod to the
encryption section 33. Al or sonme of the encryption
methods M to Mh are encryption nethods differing
fromone another, and are,lX¥or exanple, public-key
encrypti on nethods and conmon-key encryption nethods.
In all or some of the encryption methods M to M,

frofuothexamipd efadeh S lgnanypbuapuss r eapt dsi@ndtadaheanount s
. (loads) of ‘encryption processing differ fromone .
indaRrpthRed .t cie f tesr encegpaienreathoddio figre exanpipgion
using key data of a different data | ength for
Secg¥8Py%%ion. In one exanple, since narrow band

i St | ired for the _
T dRRE T s TarE R e et MG re

enckPbOioh He @XUP B £ R rTRE EEoRNORE éﬁ%&ﬁé%f(ghd are, for
performng wrel ess communication, the comon-Kkéy ,

- exaRPTéE y PhbEM c RN @e cir§p@$ 50 Chat B6d ASartd) & RfIeyON

met hod. Wth respect. to the apparatus identification
encggphi¢mvaifhadse | CnlBliinoor ponatetl it erdwgdtGonard 10
- for performing settlenents, the realization of a high
methede|Mbftadbur ifoy exreplpri bhe tgncriierwf origengtyds and

i C- ion nethod is assocj ated as
thepggéﬁgtgethpsﬁy%&Jencryptgon processing differ from one

‘another. Such differences are realized, for examplé, by

ﬁsing key data of a different data length for eﬁcryption.

In one example, since narrow band characteristics.axe
required for the apparatus identification data IDM of the IC
15 incorporated into, for example, a mobiie phone device for
pefforming wireless communication;-the commop—key_encfyption'
method is associated as the encryption method. With respect
to the apparatus identificatidn data IDM of the IC 15
incorﬁorated-into the IC card 10 for performing setflements,

the realization of a high level of security takes priorify.

Therefore, the public~key encryption method is assbciated_aé

the encryption method. The encryption method of this

embodiment may be processing for performing editing on
‘plaintext data P in addition to an encryption process
performed on the basis of secret key data, public key.data,

~common key data, and so on.




the encryption nethod. The encryption nethod of this
enbodi nent may be processing for performng editing on
plaintext data P in addition to an encryption process
performed on the basis of secret key data, public key
data; common key data, and so on. 14 As shown in
Fig. 5B, the plaintext to be encrypted selection
section 32 has correspondence table data TDB
i ndi cating plaintext data P1 to Pmcorresponding to a
plurality of codes CODE. The plaintext data P1 to Pm
is, for exanple, mutuallydifferent data.. Based on
t he correspondence table data TDB shown in Fig. - 5B,
the plaintext to-be encrypted selection. section 32
sedecileowrhdnplfaignt 88t tht apPlithoePm to e ehcagpibea
interface 30, and outputs the selected plaintext data
selectyop heecklitt 3% hew secrrsroBdenThetainte yirtiaTDB
.. ,Section 33 encrypts the_plaintext data P. input from
IndPRRCHRG AT RK) f@tanEly pPefTsEPEEEFRMGHRG ithh @ 32 by
. £NC ' d indi ed. by.the selecti dat a
P;uggﬁlﬁﬁb%%p ééﬁ% ?ﬁ%ﬁgnchgtgg%lﬂg? Edg%% ec ﬁﬁh%ﬁbé'ron

for3dx a1 & 48t d0 19eR8FaLeR0CHYPLI On data ED, and
outputs it to thé interface 30. An exanple of the

OEidd @h @het BOreasHosySEM dalsT@VWMhtd D8 Ghodni $n Fig.
descri bed below. In step ST1, a user of the IC card 10
5B, i paitslaintext to be encrypted selection section 32
selects the plaintext data P1 to Pm input from the interface
30, and outputs the selected plaintext data P to the
_ encryption section 33.

The encryption section 33 encrypts the plaintext data P
input‘from the plaintext to be encrypted selection section
32 by the encryption method indicated by the selection data
531 input from the encryption method selection section 31 in
order to generate encryption data ED, and outputs it to the
interface 30. |
| An example of the operation.bf the card éystem 1 shown
in Fig. 1 is described below.

In step ST1, a user of the IC card 10 inputs an
“indication of services to be received by using the IC card
10 via an operation section {not shown) of the computer 11.

In step STZ; in response to the ipdicatioh'input in
step ST1, the computer 11-readé the épparatus identification
1data IDM and the code CODE‘corresponding to the indication

from the memory 22 -of the IC 15 of the IC card 10 shown in



i ndi cation of services to be received by using the IC
card 10 via an operation section (not shown) of the
conmputer 11. In step ST2, in response to the
indication input in step ST1, the conputer 11 reads
the apparatus identification data |IDM and the code
CODE corresponding to the indication fromthe nenory
22 of the I1C 15 of the IC card 10 shown in 15 Fig. 2,
and outputs themto the SAM 12. The SAM 12 out put's
the apparatus identification data IDMinput via the
interface 30 shown in Flgl-4‘To the encryption nethod
sel ection section 31. Furthernore, the SAM 12 out puts
the - code CODE input via the interface 30 to the
qupl%urn@&toutpdﬁﬁ téveor ypt €des8hBCl? on Bectdron 122 cukputs
: step ST3, based on the correspondence table data TDA
thesﬁ%ﬂ@F??P#ﬁ%feQEQleﬁéléﬁcﬁ?EﬁlBﬁMn%@ERRj%#ﬁ(&ﬂﬁ on

% sel ect .the encryption nethods ML to M
mt% n% diHE™ 3 Fao- aépﬁPa¥ﬁ§ PREHR i amsdhodat a
selép'é/iw ctiibS AP SE%rtﬁQQmoQgt pyﬁ% édﬂf Pzte £EHQ0 data

S31 indicating the encryption

cod€NEH YDt 15 8Gld @Me33ntbPrateP3& 4o Q?es‘%g.a@?lttegﬁ to be
correspondence table data TDB shown in Fig. 5B, the
_encpypied esdldarid eeetyphed2sel ection section 32
a selects the plaintext data P1 to Pmcorresponding to
t He gdd® DB bapad ¢m ShepcEizsmndiengeptitblehdata TDA
. _selected plaintext data P to the encryption section
showm in Figep2aTShet RECEREEY PRI BAtRRETVIRTI B Erfsien 31

seléé@% the encryption methods M1 to Mn correspondlng to the

apparatus 1dentlf1cat10n data IDM input in step ST2, and
- outputs the selection data S§31 indicating the encryptioﬁ
method to the encryption section 33.

In step ST4, based on the correspondence table data TDB

. shown in Fig. 5B, the plaintext to be encrypted selection

.section 32 sglects the plaintext data Pl to Pm correspoﬁding
to the code CODE.input in step ST2, and outputs the selected
'plalntext data P to the encryptlon section 33 |

In step ST5, the encryption sectlon 33 encrypts the
plaintext data P input from the plaintext to be encryptéd
selection section 32 in step ST4 by the eﬁcryptioh method
:ihdicated by the selection data S31 input from the
encryption method,selection'section 31 in step ST3 in order
‘ﬁo generate encryption data ED.

In step ST6, the encryption section 33 outputs'the'

énc;yption data ED generated in step ST5 to the computer 11




pl ai ntext data P input fromthe plaintext to be
encrypted selection section 32 in step ST4 by the
encryption nethod indicated by the selection data S31
i nput fromthe encryption nmethod sel ection section 31
in step ST3 in order to generate encryption data ED
In step ST6, the encryption section 33 outputs the
encryption data ED generated in step ST5 to the
conputer 11 16 via the interface 30. The conputer 11
out puts the input encryption data ED to the IC 15. In
step ST7, the CPU 23 of tH& I'C 15 decrypts the
encryption data ED input in step ST6 by using the key
‘ data . corresponding to the encryption data ED i n order

viat bhgeheratmcadedr.yptlibe datautéurt heswnpe;s tthe G:auuzs
encrypts the decrypted data on the basis of

Aencaﬁy%*a%?%rciﬁfr?e@q(etf d&®eaItnl8rder to generate encrypted

2%? The CPU 2% out uts the encrypted data to _the
55 1t he thAt GFPace 24 el 1 é%&%tY@FSﬁhe| n

A h l.i.d
o R ML UL}
corfé SFddie bedq e I %n%&?ﬁtg‘?gz dé6a hds ius-een, ggne nerate

descri according fo the SAM 12, as describ
decrgbpesenixd.0 Figs. 4 and 5, in addltlon to selectlng

pl aintext data P1 to Pm corresponding to the

r é3pddreirvereedébe COBE, 28 henergrtygpttihen deetriypdsdMiata &

the basis of predetermined key data in order to generate .
encrypted data. The CPU 23 outputs the encrypted data to
the SAM 12 via the interface 21 and ‘the computer 11.

In step STS; the SAM 12 authenticates the wvalidity of
the IC 15 on the basis of the encryption data input from the -
IC 15 in step ST7.

As has thus been described, aécording to the SAM 12;‘as
described with reference to Figs. 4 and-5, in addition to
- selecting plaintext data Pl to Pm corresponding to the
" respective codés CQDE, the encryption methods M1l to Mn
.corresponding'to the respective apparétus identification
data .IDM are selected. Therefore, even in the case of the
. same code CODE, if the appératus identification data IDM
differs, the encryption'data ED obtained by encrypting the
code CODE differs. 'For this reésog, even if the
‘correspondence table data TDB leaks iliegally, the
identification as to which encryption method the plaintext

~data P is enCrypted with. cannot be made, and therefore, the



corresponding to the respective apparatus
identification data IDM are. selected. Therefore,
even in the case of the .same code CODE, if the
apparatus identification data IDM differs, the
encryption data ED obtained by encrypting the code
CODE differs: For this reason, even if the
correspondence table data TDB leaks illegally, the
identification as to which encryption. nmethod the
plaintext data P is encrypted with cannot be nade,
and therefore, the 17 &éncfyption data ED cannot be
illegally generated. As a result, the authentication
_ reliability between the SAM 12 and the IC 15 can be
enciypricre da t dibf ceatbbnbef il i Instgebeiratdedentad m t he
-above-descri bed enbodi nent, as the first

resyldenttify catthentdsehion ¥hklghiddddnt Hatvesni bhe $Heé 12
apparat u i dentification data | DM unique to an

andiéﬁ%\ﬁﬁhﬁ% @ OFr d™BHOVEL- described as an exanpl e.

~ Ahannativeby. okheydi£8l.d deplidiigati on data may be

idenfifrcatron data indrcatl ng e security |level of

the aukhapbi,cabibonr pord UniRMAiiveh, t B8 thE £aret 10 or.

. may be identification data specified in accordance

- iderd il A1 d=E i deeasbigtheastr@derithe ratdrii@rin, C 8he Ofippa rldtals
is, in addition to the identification data unique to

identhid iigediivind gaital CO¥andid@e ther dewtiviidvali 6@ datd 10
shared anong a plurality of IC cards 10 na%_also be

&

1s qRRSrided Be 2P pEpmpHent (Al eatnadn wediva dPet hETHF esent

uideﬂgglfggé¥%n data may be identification data indicating

the security level of the authentication,performed with the
'IC card 10 or may be identification data specified in
accordance with the processing load of the authentication.
Thét is, in addition to the identification data unigque to
the individual IC éard 10, the identification data shared
émong a plurality of IC cards 10 ﬁay also be used as the

- first identification data of the present invention.

-In the above-described embédiment, the encfyption
pérformed by the encryption section 35 on the basis of the
selection data 831 generated by the encryption method
 ,selection section 31 includes an encryption in which, for
example, the encryption section 33 has individual programs
for a plurality of‘encryption methods in advance and the
aSsbciated program is se}eéted ana executed on the basis of
the selection data 331. In addition,'the encryption may

also be performed in such a way that the selection. data S31



In the above-descri bed enbodi nent, the encryption

performed by the encryption section 33 on the basis of

the selection data S31 generated by the encryption

- method selection section 31 includes an encryption in

whi ch, for exanple, the encryption section 33 has

i ndi vidual progranms for a plurality of encryption

met hods in advance and the associated programis

sel ected and executed on the basis of the selection

data S31. In addition, ﬁ encryption may al so be

performed in such a way 't 8t "the selection data S31 18

i ndicating the script of the encryption method

sel ected by the encryption nmethod sel ection section
indBgaingihsutscrdpithet éherglp@rmtmmemhoslsseéﬁdtefﬂaeby

encryption section 33 interprets the script and

‘the 9 mel’-EEPPfihéFi‘rﬁFElo’{‘ heeERkaTy ot G ABERBE to the

ele tian secti gener at e, selec i.on ta S31
| 3rai Feg Bre %

encypiion ,Sr?gca 5 AT YR Bh SRS ﬁ883 at her

-J_ntéﬂ?ﬁa@s S0l R REr xaal Qﬁe&‘?{é‘ggltfr om anong t he

encryption met hods to Mh an he processi ng
pm&&&ﬂw&ﬁ@rbhetﬁéfené&&bﬁ&ﬁh(mgﬂﬂﬂﬁ 5B@BLt 0ok Neaction 31
encryption section 33. In this case, the encryption
may SpmiemaEte 3@ lpetionndaaa RTrigdicatipipoeepdunsl hgy aof
plurality of specified encryption nmethods on the
enciRiirtreetdeds Parhput tharp o 3irgls sinsreetien pethod
- __encr sel ection section 32 in accordance with the
frmbr%%@% tg't? sreEERhienspetrrdediby-a A8 2881 EBEi on dat a
procSéSJSM{l; %L%gedhgegegﬁggeggft henc? r}%})’ pc}u%%u%attﬁem to the

. ehcryption sectidn 33. In this case, the encryption section

' '33 performs an encryption process using a plﬁrality of

specified encryption methods on the plaintext data P input

from the plaintext to be encrypted selection section 32 in

.accordénce,with the processing procedure specified by the

selection data S31 in order to generate the encrypted data

ED.

In the,above—described first embodiment, an example is '

- described in which the encryption section 33 of the SAM 12

actually encrypts the plaintext data P input from the
plaintext to be encrypted selection section 32 by the

encryption method indicated by the selection data S31 input

from the encryption method selection section 31 in order to

generate the encryption data ED.

In comparison, an encryption section 33a of a SAM 12a



ED. Second Enbodi nent In the above-described first

enbodi nent, an exanple is described in which the

encryption section 33 of the SAM 12 actually encrypts

the plaintext data P input fromthe plaintext to be

~encrypted selection section 32 by the encryption

nmet hod i ndicated by the selection data S31 input

from the encryption nethod selection section 31 in

order to generate the encryption data ED. In

conparison, an encryption section 33a of a SAM 12a -

19 of this enbodi nent hofds—in advance encryption

data such that plaintext data is encrypted by the

: encryption nethods M to Mir with respect to the

of i dndxididens Btlds Pm advaseecdniareiptioBagetdaosuthe
pl ai ntext data and selection data 531, the encryption

thag gelq gt 3da debraiAscrnatyyped dwy didtea encovpéspondehigods
them That is, the encryption section 33a does not

ML 0 Mo i h FERBRG bt FBntiat Rl JeMerdt 95 apPacESsPRT t er
J intext data_P dth | [ dat 31
cooddl FLAT 05 3 A0 0 ot echion s S35 e

Iragram o

datérgji; %EQPQBQEthigﬁ §£%W{bﬂrbégS%bﬁiig%hgnnég%%ggn data

i ncludes, for “exanple, an interface a cryption
corr@igniisel ect ikhBm. sechioni 81, tik RIRINLeXbnt QebBion 33a

encrypted sel ection section 32, and the encryption
doesguili grerFdam hn éhtsyeubadiderd gdrkeaténar ypbtess after
section 33a is realized by, for exanple, an
the plaintext data P and the selection data $31 are input.
 Fig. 8 is a block diagram of the SAM 12a of this
embodiment. As shown in Fig. 8, ﬁhe SAM 12a includes, for
-ékample, an interface 30, an encryption method selectioﬁ
~section 31, a plaintext to be encrypted selection section 32,
and the encryption section 33a. In this embodiment, the
‘ encryptiop section 33a is realized by, for example, an
electronic circuit similarly to the interface 30, the
_lencryption method selection section 31, and the plaintext to
‘ be encrypted selection section 32. Here, the interface 30,
the encryption method selection section 31, and the
.plaintext to.be encrypted selection sectidn 32 designated
with the same reference numerals as those in Fig. 4 are
identical to those in the first embodiment.
The encryption sectior 33a is désbribed.below. Tﬁe
encryption section 33a has correspondence table data TDC.

. Fig. 9 illustrates the correspondence table data TDC

shown in Fig. 8. 1In the correspondence table data TDC shown



electronic circuit simlarly to the interface 30, the
encryption nmethod sel ection section 31, and the
plaintext to be encrypted sel ection section 32. Here,
the interface 30, ‘the encryption nmethod sel ection
. section 31, and the .plaintext to be encrypted
sel ection section 32 designated .with the sane
reference nunerals as those in Fig. 4 are identica
to those in the first enbodi ment. The encryption
section 33a is described below The encryption
section 33a has correspondénce table. data TDC. Fig.
9 illustrates the correspondence table data TDC shown
in Fig. 8. 1In the correspondence table data TDC shown
in POg. 1% FElginGexpl denteRtisatizow iin awvrawn diltectawn,
direction, and the encryption nethods Mare shown in
andt Hee P tignr setheds Wtardeshrygr s Wsedoflived by t he
- row, and the col um, encrzg%ion dat.a P- M obt ai ned by

AireREYpt i g (Hhe 2PPAPAP eRPC TR E P RbrTs gGiiaRg £6°t he
colgﬁgocénacgrﬁfg:ltﬁé\gt g&éttt ?—MG%EX%%&LL 'Ieuetnrb%q?psl\é‘:lﬁlec;l Fher. .

corft espo € assocCl a

plaiftedNQLAY FERRLERERAIAY! €6 dH A Ao efidleSoul B the
encryption data when the plaintext data i1s encrypfed

encByptidie At ebriebpedsiM Lo dfe Wddbdiegad cooumhe -
plaintext data Pl to Pm respectively. By referring

is beld he Tt dspontlencerraspendatce TR Ishaata TRCFidgfiges
. the encryption section 33a obtains plaintext data Px

thej eperyetiom dedapaent ke PbabrtesHe sed Ss@nsgyPgrd by

the encryption methods M1l to Mn with regard to .the plaintext -
data Pl to Pm, respectively.

By referring to the correspondence table data TDC shown
lin Fig. 9, the encryption section 33a obtains plaintext data
Px input from the plaintext to be encrypted selection
section 32 and encryption data ?~M corresponding to an
~encryption method My indicated by the selection déta s31
. input from the encryption method selection section 31, aﬁd
'6utputs them as the encryption data ED to the interface 30.
In the above, % is one of the integers 1 to m, and y is one
of the integers 1 to n. |

The card system of this embodimenf.is identical to thev
card system 1 described with reference to the first
embodiment except for the above-described configuration and
cperation of the encryption section 33a. |

According to this embodiment, since the encryption

‘section 33a does not obtain the encryption data ED on the




section 32 and encryption data P-Mcorresponding to an
encryption nethod My indicated by the selection data
S31 input fromthe encryption nmethod sel ection
section 31, and outputs themas the encryption data
ED to the interface 30. In the above, x is one of the
integers 1 tom and y is one of the integers 1 to n.
The card system of this enbodinent is identical to the
card system 1 described. with reference to the first
enbodi nent except for the above-descri bed
configuration and operati?dn-of the encryption sectlon
33a. According to this enbodi nent, since the
encryption section 33a does not obtain'the encryption
bastlat@f Ehorcdhespbndeasikstabl é héa €orTms poidleness  hakl e
data TDC and does not performthe process for.
pergenerzhe mradesedorypenonatiatg BB endwympricueskitagED,.
time of the encryptlon section 33a can be shortened,
theaﬂﬂo??ﬁﬁ%ﬂﬁwﬁhﬂq §B€tPBﬁrEBE%%%wﬁ?ﬁ¢¥Qﬂrﬁ§?|Q@na e

and confl uratlo flcatlon
o B To BIbba e oL L aBBu bl Fhott? el S dngmed in a
AE 112 €49 t he correspondence tabl e
Slmgg%gg%DC ﬁgjdgggéﬁgﬂg |ngﬁh|ch the encryption data
5 @ Seo LA Vi : ng t he
encryptlon nethods M to M are deffned with regard to

alln tthe pbaveteescdibed Pled¢enPramtAidiaramat, i wel gxample of

correspondence table data TDC in which only the
the epeyygrinagidence table data TDC is described in which the

encryption data when plaintext data is encrypted using all
the encryption methods M1 to Mn are.defined-with regard to
‘all the plaintext data Pl to Pm. Alternatively,
correspondence table data TDC in which oniy the encryption
data corresponding to somerof the plaintext daﬁa or the
 encryption methods ie specified with regafd to at least one
Qf'ﬁhe plaintext data Pl to Pm and the encrypfion methods M1
to Mn may be used.

In this case, when the encryption section 33a
'determinés that the selection data S31 input from the
encryption method selection section BI and the encryption
f&ata corfesponding to the plaintext data P input from the
plaintext to be encrypted seleetion section 32 are defined
in the corfespondence table data TDC, the encxyption section
33a obtains the encryption data on the basis of the _
correspondence table data TDC. On.-the other hand, when the

- encryption éectipn 33a determines that the selection data



data correspondi ng to sone of the plaintext data or
the encryption nmethods is specified with regard to at
| east one of the plaintext data P1 to Pm and the
encryption methods M to Mh may be used. In this
case, when the encryption section 33a determ nes that
the selection data S31 input fromthe encryption
nmet hod sel ection section 31 and the encryption data
corresponding to the plaintext data P input fromthe
pl aintext to be encrypted sel ection section 32 are
defined in the correspondehce table data TDC, the
encryption section 33a obtains the encryption data on
the basis of the correspondence table data TDC. Ont he
- S3lotikenchaddfimbénin hthe encrgpboarienect tahlad3mta TDC, the
determ nes that the selection data 22 S31 is not
encFFPILAes FACEhRN cHTF cEperv@énée thabractmp i DClattzhéy
ac eniagption section 33a generates the encryption data

cBREFYYTERE iyt iIG PRExs dphitektPUAtEE PRsFYRtd on
I h i ndi d.b h | ect.i dat.a S
_met%BQrXRgiggtege% ggmig%f%%kﬁoa &a%afﬁgfégﬁg%gﬂ#ﬁ%}%ﬁh%£e

wi t hout "usin correspondence

corrB8p3aaande eehoth Rty 9T I arly to the nodification
of Fhe‘first enbodi nent, the encryption nethod

seirCth®nse SR ic@ibodimBRy, 08081 BhL1 P el L alHOhoddrdcd8ion
indicating a plurality of encryption nethods rather

of thanfarstnghleod Bmartyptthen emerhptibn one thmhgdlifeetion
encryption methods M to Mh and the processing
sechigRedtir BaY t HRPGILe Svdemiyoputiptie $hkmndicating a

plurality of encryptién methods rather than a éingle
gncryption method from among Fhe encryption methods M1 to Mn
_ and the processing procedures thereof, and may ocutput them
to the encryption section 33a.

In this case, the encryption section 33a gehérates the
.encrypted data ED by performing an encryption process using
a plurality of specified eﬁcryption methods on the plainfext
data P input from the plaintext to be encrypted se;ection
section 32 in accordance with the'prbcessing pfocedure
specified by the selection data S31. | )

In the process for performing an encryption pfocess
based on a plurality of encryption methods in_this manner,
when the associated encryption data is defined in the
correspondence table data TDC,the encryption section 33a
obtains the encryption data from the correspondence fable
data TDC, and when the associated encryption data is not

" defined, the encryption section 33a does nbt_candel the



to the encryption section 33a. In this case, the
encryption section 33a generates the encrypted data
ED by perform ng an encryption process using a
plurality of specified encryption nethods on the

pl aintext data P input fromthe plaintext to be
encrypted selection section 32 in accordance with the
processi ng procedure specified by the selection data
S31. In the process for performng. an encryption
process based on a plurality of encryption nethods in
this manner, when the asggciated encryption data is
defined in the correspondence table data TDC, the
encryption section 33a 'obtains the encryption data

enc%@ﬁg%la?g%%ﬁEgsﬂ ndence. { apl g, data EQQTa%@g ﬂﬁ@n the

encryption data is not ef1 ned, the

encPRSE N IS 8¢t hebudBay dorsr 1ot i k@GR éﬂ@%yﬁﬁlon data
encryption results up to that tine, and generates the

thaenis Wit elefdakd by abé usilbye@uenty ptamg sploedencey pabba
data that is not defined in the subsequent

datg FPedpovdenge thabfrcr At BT DS HA &fsi ng the encryption
results. In the second enbodi nent, the encrggtlo
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may CRLAUNS] LIQMLhe, Eor L espogdence, Lahice data TRE by an

nlned 'n a vance I'n or er to
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so be introduced when an upgrade is'install ed.
determined in advance in order to generate the encryption

data ED. Such an encryption may also be introduced when an
: upgradé is installed.

The present invention is not limited to the above-
deécribed.embodiments. In the above—déscribed embodiments,
Lan exaﬁple is described in which the encryption method‘
selection section 31, the plaintext to be enqrypted
selectibn sectibn,BZ,'and the encryption sections 33 and 33a
are reélized as electronic circuits. . Alternatively, all or
'.some of them may Qe realized in such a-manner that a data
processing apparatus, such as a qomputer, performs
éor:esponding steps within a program. In this case, for
"example, thg procédures of steps 8T3, ST4, aﬁd.ST? shown in
Fig. 6 are written in the form of a ﬁrqgram, and the data
" processing apparatus peﬁforms the steps, thereby realizing'
-the first prqceduie, the second prdéeduré,.and the third
- procedure in a;cordance'with the second asbect of the

present invention.



The present invention is not limted to the above-
descri bed enbodi nents. In the above-descri bed
enbodi nents, . an exanple is described in which the
~encryption nmethod selection section 31, the plaintext
to be encrypted selection section 32, and the
encryption sections 33 and 33a are realized as
el ectronic circuits. Alternatively, all or sone of
them may be realized in such a manner that a data
processi ng appar at us, SUCQ;?S a conputer, perforns
corresponding steps withina program In this case,
for exanpl e, the procedures of steps ST3, ST4, and
' g@ own in Fig. 6 are witten in the.formof a
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25 - WHAT IS CLAIMED I'S: 1. An encryption apparatus
for generating encryption data on the basis of
specified identification data, said encryption
apparatus -conprising: .first selection neans for
sel ecting an encryption nethod fromanong a plurality
of different encryption nethods on the basis of said
identification data; second sel ection nmeans for
selecting plaintext data to be encrypted fromanong a
plurality of different pieces of the plaintext on the
basis of said identificatfen data; and encryption
nmeans for obtaining encryption data such that said
pl ai nt ext data sel ected by said second sel ection
WHATEBh CLAIMEIC riFpt ed by said encryption met hod sel ect ed
by said first selection neans. 2. The encryption
apparatus according to daiml, wherein said first
sel ection neans,sel ects sald:§§§é¥ tlon nmet hod on.the
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according to Claim2, wherein said encryption neans
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said identification data on the basis

~method from among a plurality of different encryption

methods on the basis of said identification data;

second selection méans for selecting plaintext data to
be encrypted from among a plurality of different pieces' of
the plaintext on the basis of‘said identification data; and

encryption means for obtaining encryption data such
thét said plaintext data selected by said second‘selection
means is enc#ypted by said encryption meth&d selected by

said first selection means.

2. The encryption apparatus according to Claim 1,

wherein said first selection means selects said encryption

method on the basis of said identification data, and

said second selection means selects said plaintext data
on the basis of identification data differing from said

identification data.

3. The encryption apparatus according to Claim 2,

wherein said encryption means performs authentication with -




of said encryption data, said first selection nmeans
sel ects said encryption nethod on the basis of said
identification data, which is one of identification
data unique to said output source, identification
data indicating the security level of said
aut hentication wth said output source, and
identification data indicating the limt of the
processing | oad of said -awthentication, and said
second sel ection neans selects said plaintext data on
the basis of said identification data, which is
thédemtpdd catirer ¢&t aafiar ikdant Fiyangomnialy est ok sakds
aut henti cation performed by said encryption nmeans. 4.
of Theeidk ragroyriténnagpbaat us according to any one of the
preceding clainms, wherein said first selection nmeans
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5. The encryption apparatus according to any one of

data indicating the limit of the processing locad of said
authentication, and

said second selection means selects said plaintext data
on the basis of said identification data, which is

identification data for identifying an object of said

authentication performed by said encryption means.

4. The encryption apparatus according to any one of
the preceding claims, wherein said first selection means
selects a plurality of said encryption methods and the
' processing procedureé theﬁeof as salid encryption method used
for said encryption of a single piece of said plaintext
data, and

said encryption means sequentially encrypts said
plaintext data selected by said second selection means by
using said plurality of encryption methods and the
processing procedures thereof selected by said first

selection means.




t he preceding clains, wherein said encryption neans
encrypts said plaintext data selected by said second
sel ection neans by using said encryption mnethod
selected by said first selection nmeans in order to
generate said encryption data. 6. The encryption
appar atus according to any one of the preceding
cl aims, wherein said encryption neans refers to, with
regard to the conbinationm & all or sone of said
plurality of different encryption nethods and said
plurality of different pieces of plaintext data,
corf-esfitredenceydaian amolhcatungddarddagbitpakhgonoaadet
sai d encryption data corresponding to the :
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said conbi nation corresponding to the selection
results by said first selection nmeans and said second
sel ection neans does not exist within said
coré espbrdenceypbion apparangy yodoadingans aggnenates
said encryption data by perform ng said encryption on
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plurality of different encryption methods and said plurality
of different pieces of plaintext data, correspondence data
indicating the combination and said encryption data
.corrésponding to the combination, which are made to
correspond to each other, and specifies and obtains said
encryption data of said combination corresponding to the

selection results by said first selection means and said

second selection means.

7. The encryption apparatus according to Claim 6,
wherein, when said encryption data of said combination
corresponding to the selection results by said first
éelection means and said second selection means does not
exist within said correspondence data, said encryption means
generates said encryption data by performing said encryption

on the combination.




an anti-tanpering electronic circuit. 9. A program
executed by a data processing apparatus for
generating encryption data on the basis of specified
i-dentification data, said programconprising: a first
procedure for selecting an encryption nmethod from
anong a plurality of different encryption nmethods on
the basis of said identification data; a second
procedure for selecting plaidtext data to be
encrypted fromanong a plurality of different pieces
of plaintext data on the basis of said identification
data; ark andvivpd iPhOaBEYELhOTa Y AiRigNEcCRRYYBhE OB
data such that said plaintext data selected in said
- theepoadeping edlrions i svhencriypttée kycsapdiencapparotus is
met hod selected in said first procedure. 10. A data
anppBE&SERRRC PR ROl §Urraise wilkRuatdata processing
apparatus for generating encryption data on the basis
of specified identification data, said data processing

nmet od qﬂgg' : LISt Ste el ecti.ng an
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identification data; 29 a second step of selecting
idphbi it exticlatdattay Baidepepyphedcdtgriaimang a plurality
of different pieces of plaintext data on the basis of
‘said Fuesh igieerdwie detm;sedisgting an encryption method

from among a plurality of different encryption methods on
the basis of said identification data;

a second procedure for selecting plaintext data to be
encrypted from among a plurality of different pieces of
plaintext data on the basis of said identification data; and

a third procedure for obtaining encryption data such

~that said plaintext data selected in said second procedure
is encrypted by said encryption method selected in said

first procedure.

10. A data processing method for use with a data
. processing apparatus for generating encryption data on the
basis of specified identification data, said data processing
method comprising:

a first step of selecting an encryption'method from
among a plurality of different encryption methods on the

basis of said identification data;



a third step of obtaining encryption data such that
said plaintext data selected in said second step is
encrypted by said encryption nethod selected in said
first step. _ :

...29_

a second step of selecting piaintext data to be
encrfpted from among a plurality of different pieces of
plaintext data on the basis of said identification data; and

a third step of obtaining encryption data sucﬁ that
said plaintext data selected in said second step is
encrypted by said encryption method selected in said first

step.




