
ENCRYPTION APPARATUS, PROGRAM FOR USE THEREWITH, AND
METHOD  FOR USE THEREWITH BACKGROUND OF THE INVENTION
1. Field of the Invention The present invention
relates to an encryption  apparatus for generating
encryption data, a program for use  therewith, and a
method for use therewith. 2. Description of the
Related Art For example, an authentication system
performs  authentication by using encryption data
generated by an  encryption apparatus. Based on, for
example, correspondence  table data for indicating a
correspondence relationship  between.input data and
plaintext data, such an encryption  apparatus
specifies plaintext data corresponding to the  input
data, and encrypts the specified plaintext data in
order to generate encryption data. A conventional
encryption apparatus encrypts the above-described
specified  plaintext data by a predetermined single
encryption method. However, in the above-described
conventional encryption  apparatus, since only a
single encryption method is adopted,  if the
above-described correspondence table data and
encryption method are illegally obtained, the
encryption  .data can be illegally generated. For this
reason, in an  authentication system using such an
encryption apparatus, - 2  



there have been demands for preventing encryption data
from  being illegally generated and for increasing
authentication  reliability. Example embodiments may
provide an encryption apparatus  capable of
effectively preventing encryption data from being
illegally generated, a program for use therewith, and
a data  processing apparatus for use therewith. In
accordance with a first aspect of the present
invention, there is provided an encryption apparatus
for  generating encryption data on the basis of
specified  identification data, the encryption
apparatus comprising:  first selection means for
selecting an encryption method  from among a plurality
of different encryption methods on  the basis of the
identification data; second selection means  for
selecting plaintext data to be encrypted from among a
plurality of different pieces of the plaintext on the
basis  of the identification data; and encryption
means for  obtaining encryption data such that the
plaintext data  selected by the second selection means
is encrypted by the  encryption method selected by the
first selection means. The first selection means may
select an encryption  method from among a plurality 3
of different encryption methods on the basis of the
identification data. The second selection means may
select  



plaintext data to be encrypted from among a plurality
of  different pieces of the plaintext on the basis of
the  identification data. The encryption means may
obtain  encryption data such that the plaintext data
selected by the  second selection means is encrypted
by the encryption method  selected by the first
selection means. In accordance with a second aspect of
the present invention,  there is provided a program
executed by a data processing apparatus for
generating encryption data on the basis of specified
identification data, the program comprising: a first
procedure for selecting an encryption method from
among a plurality of different encryption methods on
the  basis of the identification data; a second
procedure for  selecting plaintext data to be
encrypted from among a  plurality of different pieces
of plaintext data on the basis  of the identification
data; and a third procedure for  obtaining encryption
data such that the plaintext data  selected in the
second procedure is encrypted by the  encryption
method selected in the first procedure. in the first
procedure of the program, the data processing
apparatus may select an encryption 4  method from
among a plurality of different encryption  methods on
the basis of the identification data. In the  



second procedure, the data processing apparatus may
select  plaintext data to be encrypted from among a
plurality of  different plaintext data on the basis of
the identification  data. In the third procedure, the
data processing apparatus  may obtain encryption data
such that the plaintext data  selected in the second
procedure is encrypted by the  encryption method
selected in the first procedure. In accordance with a
third aspect of the present invention,  there is
provided a data processing method for use with a data
processing  apparatus for generating encryption data
on the basis of  specified identification data, the
data processing method  comprising: a first step of
selecting an encryption method  from among a plurality
of different encryption methods on  the basis of the
identification data; a second step of  selecting
plaintext data to be encrypted from among a  plurality
of different pieces of plaintext data on the basis  of
the identification data; and a third step of obtaining
encryption data such that the plaintext data selected
in the  second step is encrypted by the encryption
method selected  in the first step. In the first step,
the data processing apparatus may select  an
encryption method 5  from among a plurality of
different encryption methods on  



the basis of the identification data. In the second
step,  the data processing apparatus may select
plaintext data to be  encrypted from among a plurality
of different pieces of  plaintext data on the basis of
the identification data. In  the third step, the data
processing apparatus may obtain  encryption data such
that the plaintext data selected in the  second step
is encrypted by the encryption method selected  in the
first step. In example embodiments, it is possible to
provide an encryption apparatus capable of effectively
preventing encryption data from being illegally
generated, a  program for use therewith, and a data
processing apparatus  for use therewith. BRIEF
DESCRIPTION OF THE DRAWINGS Fig. 1 is a block diagram
of a card system according to  a first embodiment of
the present invention; Fig. 2 is a block diagram of an
IC incorporated in an  IC card shown in Fig. 1; Fig. 3
illustrates data defined within the IC shown in  Fig.
1; Fig. 4 is a function block diagram of a SAM shown
in  Fig. 1; Fig. 5A illustrates correspondence table
data TDA held 6  by an encryption method selection
section shown in Fig. 4;  



Fig. 5B illustrates correspondence table data TDB held
by a plaintext to be encrypted selection section shown
in  Fig. 4; Fig. 6 is a flowchart illustrating an
example of the  operation of the card system shown in
Fig. 1; Fig. 7 is a flowchart continuing from Fig. 6
illustrating the example of the operation of the card
system.  shown in Fig. 1;. Fig. 8 is a block diagram
of the SAM of the card system  according to the first
embodiment of the present invention;  and Fig. 9
illustrates correspondence table data TDC held,  by an
encryption section shown in Fig. 8. DESCRIPTION OF THE
PREFERRED EMBODIMENTS A card system according to an
embodiment of the present  invention is described
below. First Pmbodimpnt Fig. 1 is a block diagram of a
card system 1 of this  embodiment. As shown in Fig. 1,
in the card system 1, for  example, after an IC
(Integrated Circuit) 15 of an. IC card  10 and a SAM
(Secure Application Module) 12 perform authentication
via a computer 11, they perform processing  for
predetermined services in cooperation. Here,. the SAM
12 - 7  corresponds to an encryption apparatus of the
present  



invention, and the IC 15 corresponds to an output
source of  the present invention. The IC 15, as will
be described later, has stored  therein data on
various kinds of services received by a user  of the
IC 15 by using the SAM 12 and program file data, and
usage authorization is set to services in which the
file  data is used. The SAM 12 accepts, from the IC.
15 via the computer 11,  apparatus identification data
IDM unique to the IC 15 and  code CODE for identifying
services to be authenticated  (specified services to
be received using the IC 15). The  SAM 12 selects an
encryption method from among a plurality  of different
encryption methods on the basis of the  apparatus
identification data IDM. Furthermore, based on  the
code CODE, the SAM 12 selects plaintext data to be
encrypted from among the plurality of different pieces
of  plaintext data.. Then, the SAM 12 outputs, to the
IC 15,  encryption data such that the selected
plaintext data is  encrypted by the selected
encryption method. The SAM 12 and the IC 15 perform
authentication on the  basis of the encryption data,
and perform processing for the  above-described
services in cooperation on condition that  the mutual
validities are confirmed. Each component shown in Fig.
1 is described below. 8 - 



[IC 15] Fig. 2 is a block diagram of the IC 15
incorporated in  the IC card 10 shown in Fig. 1. As
shown in Fig. 2, the IC 15 includes, for example, an
interface 21, a memory 22, and a CPU 23, these being
interconnected with one another via an.internal bus
2.0. The  IC 15 is, for example, an anti-tampering
electronic circuit,  which is configured in such a way
that data stored in the  memory 22 and data being
processed by the CPU 23 cannot be  externally
monitored or tampered (difficult to tamper). The
interface 21 performs input/output of data with the
SAM 12 via the computer 11. The memory 22, as shown in
Fig. 3, has stored therein  apparatus identification
data IDM unique to an individual IC  card 10.
Furthermore, the memory 22 has stored therein data
and program file data used for processing various
kinds of  services received by the user of the IC 15
by using the SAM  12. For example, as shown in Fig. 3,
the memory 22 has  stored therein system code SYS_C,
area code AR_C, and  service code SER_C. The system
code SYS_C, the. area code  ARC, and the service code
SER C are output as codes CODE to  the SAM 12 via the
computer 11. In this embodiment,, the  codes CODE are
used to identify an object for authentication
corresponding to the services specified by the user. 



9  The system code SYS C is identification data
assigned  commonly to the SAM 12 belonging to the same
system. Based  on the system code SYS C and key data
corresponding to it,  the IC 15 and the SAM 12 perform
mutual authentication. On  condition that the mutual
validities are confirmed, the  access to the IC 15 by
the SAM 12 is permitted. The file data of various
kinds of services stored in  the memory 22 is stored
in areas, which are folders each  having a
hierarchical structure. Each area is associated  with
the area code ARC for identifying the area, and the
key data. In this embodiment, based on the area code
AR C and the  key data associated with it, the IC 15
and the SAM 12  perform mutual authentication. On
condition that the mutual  validities are confirmed,
the access to the area by the SAM  12 is permitted.
Furthermore, the file data for providing  various
kinds of services stored in the area is associated
with the service code SER C for identifying the file
data,  and the key data. In this embodiment, based on
the service code SER C and  the. key data associated
with it, the IC 15 and the SAM 12  perform mutual
authentication. On condition that the mutual
validities are recognized, the access to the file data
by  the SAM 12 is permitted. 



Based on the program and the key data read from the 10
memory 22, the CPU 23 exchanges data with the SAM 12
via the  interface 21 and the computer 11 in order to
perform mutual  authentication with the SAM 12. When
the CPU 23 confirms  the mutual validities in the
above-described mutual  authentication, the CPU 23
performs processing for services  associated with the
key data used in the mutual  authentication in
cooperation with the SAM 12. [Computer 11] Upon
receiving the indication of services from the user  of
the IC card 10 via an operation section (not shown),
the  computer 11 reads the apparatus identification
data IDM and  the code CODE from the IC 15 of the IC
card 10, and outputs  them to the SAM 12. The codes
CODE are system code SYS C, and the area code  AR_C
and the service code SER_C, both of which correspond
to  the indicated services. In this embodiment, when
predetermined services are  specified in response to
the operation of the computer 11 by  the user, the
computer 11 accepts, for example, the system  code SYS
C of the IC 15 as the code CODE from the IC 15, and
outputs it to the SAM 12. When the mutual validities
are confirmed in the mutual  authentication using the
system code SYS C between the IC 15  



and the SAM 12, then, the computer 11 specifies the
area in  which the file data on the specified services
is stored, and - 11  accepts the area code ARC of the
specified area from the IC  15. When the mutual
validities are confirmed in the mutual
authentication, in which the area code AR C is used,
between  the IC 15 and the SAM 12, then, the computer
11 accepts,  from the IC15, the service code SER C
associated with the  file data on the specified
services. Then, when the mutual validities are
confirmed in the  mutual authentication in which the
service code SER C is  used between the IC 15 and the
SAM 12, processing for  predetermined services is
performed between the IC 15 and  the SAM 12 in
cooperation on the basis of the file data. [ SAM 12]
Fig. 4 is a block diagram of the SAM 12 shown in Fig.
1.  As shown in Fig. 4, the SAM 12 includes, for
example, an  interface 30, an encryption method
selection section 31, an  plaintext to be encrypted
selection section 32, and. an  encryption section 33.
In this embodiment, the interface 30,  the encryption
method selection section 31, the plaintext to  be
encrypted selection section 32, and the encryption
section 33 are realized by, for example, electronic
circuits. Here, the encryption method selection
section 31  



corresponds to the first selection means in accordance
with  the first aspect of the present invention; the
plaintext to  be encrypted selection section 32
corresponds to the second 12  selection means in
accordance with the second aspect of the  present
invention; and the encryption section 33 corresponds
to the encryption means in accordance with the first
aspect  of the present invention. The SAM 12 is, for
example, an  anti-tampering electronic circuit, which
is configured in  such a way that data stored in the
SAM 12 and data being  processed cannot be externally
monitored or tampered  (difficult to tamper). The
interface 30 outputs apparatus identification data
IDM (first identification data of the present
invention)  input from the computer 11 to the
encryption method  selection section 31. Furthermore,
the interface 30 outputs  the code. CODE (second
identification data of the present  invention) input
from the computer 11 to the plaintext to be  encrypted
selection section 32. In addition, the interface  30
outputs encryption data ED input from the encryption
section 33 to the computer 11. As shown in Fig. 5A,
the encryption method selection  section 31 has
correspondence table data TDA indicating the
encryption methods M1 to Mn corresponding to a
plurality of  pieces of the apparatus identification
data IDM1 to IDMn,  



respectively. Based on the correspondence table data
TDA  shown in Fig. 5A, the encryption method selection
section 31  selects a single or a plurality of
encryption methods Ml to  Mn corresponding to the
apparatus identification data input 13  from the
interface 30, and outputs selection data S31
indicating the selected encryption method to the
encryption  section 33. All or some of the encryption
methods Ml to Mn are  encryption methods differing
from one another, and are, for  example, public-key
encryption methods and common-key  encryption methods.
In all or some of the encryption  methods Ml to Mn,
for example, the encryption strengths and  the amounts
(loads) of encryption processing differ from one
another. Such differences are realized, for example,
by  using key data of a different data length for
encryption. In one example, since narrow band
characteristics are  required for the apparatus
identification data IDM of the IC  15 incorporated
into, for example, a mobile phone device for
performing wireless communication, the common-key
encryption  method is associated as the encryption
method. With respect  to the apparatus identification
data IDM of the IC 15 incorporated into the IC card 10
for performing settlements,  the realization of a high
level of security takes priority.  Therefore, the
public-key encryption method is associated as  



the encryption method. The encryption method of this
embodiment may be processing for performing editing on
plaintext data P in addition to an encryption process
performed on the basis of secret key data, public key
data;  common key data, and so on. 14  As shown in
Fig. 5B, the plaintext to be encrypted  selection
section 32 has correspondence table data TDB
indicating plaintext data P1 to Pm corresponding to a
plurality of codes CODE. The plaintext data P1 to Pm
is,  for example, mutually different data.. Based on
the correspondence table data TDB shown in Fig.  5B,
the plaintext to be encrypted selection. section 32
selects the plaintext data P1 to Pm input from the
interface  30, and outputs the selected plaintext data
P to the  encryption section 33. The encryption
section 33 encrypts the plaintext data P  input from
the plaintext to be encrypted selection section  32 by
the encryption method indicated by the selection data
S31 input from the encryption method selection section
31 in  order to generate encryption data ED, and
outputs it to the  interface 30. An example of the
operation of the card system 1 shown  in Fig. 1 is
described below. In step ST1, a user of the IC card 10
inputs an  



indication of services to be received by using the IC
card  10 via an operation section (not shown) of the
computer 11. In step ST2, in response to the
indication input in  step ST1, the computer 11 reads
the apparatus identification  data IDM and the code
CODE corresponding to the indication  from the memory
22 of the IC 15 of the IC card 10 shown in 15  Fig. 2,
and outputs them to the SAM 12. The SAM 12 outputs
the apparatus identification data IDM input via the
interface 30 shown in Fig. 4 to the encryption method
selection section 31. Furthermore, the SAM 12 outputs
the  code CODE input via the interface 30 to the
plaintext to be  encrypted selection section 32. In
step ST3, based on the correspondence table data TDA
shown in Fig. 5A, the encryption method selection
section 31  selects the encryption methods M1 to Mn
corresponding to the  apparatus identification data
IDM input in step ST2, and  outputs the selection data
S31 indicating the encryption  method to the
encryption section 33. In step ST4, based on the
correspondence table data TDB  shown in Fig. 5B, the
plaintext to be encrypted selection  section 32
selects the plaintext data P1 to Pm corresponding  to
the code CODE input in step ST2, and outputs the
selected  plaintext data P to the encryption section
33. In step STS, the encryption section 33 encrypts
the  



plaintext data P input from the plaintext to be
encrypted  selection section 32 in step ST4 by the
encryption method  indicated by the selection data S31
input from the encryption method selection section 31
in step ST3 in order  to generate encryption data ED.
In step ST6, the encryption section 33 outputs the
encryption data ED generated in step ST5 to the
computer 11 16  via the interface 30. The computer 11
outputs the input  encryption data ED to the IC 15. In
step ST7, the CPU 23 of the IC 15 decrypts the
encryption data ED input in step ST6 by using the key
data  corresponding to the encryption data ED in order
to generate  decrypted data. Furthermore, the CPU 23
encrypts the decrypted data on  the basis of
predetermined key data in order to generate  encrypted
data. The CPU 23 outputs the encrypted data to  the
SAM 12 via the interface 21 and the computer 11. In
step ST8, the SAM 12 authenticates the validity of
the IC 15 on the basis of the encryption data input
from the  IC 15 in step ST7. As has thus been
described; according to the SAM 12, as  described with
reference to Figs. 4 and 5, in addition to  selecting
plaintext data P1 to Pm corresponding to the
respective codes CODE, the encryption methods M1 to Mn



corresponding to the respective apparatus
identification  data IDM are. selected. Therefore,
even in the case of the  .same code CODE, if the
apparatus identification data IDM  differs, the
encryption data ED obtained by encrypting the  code
CODE differs: For this reason, even if the
correspondence table data TDB leaks illegally, the
identification as to which encryption. method the
plaintext  data P is encrypted with cannot be made,
and therefore, the 17  encryption data ED cannot be
illegally generated. As a  result, the authentication
reliability between the SAM 12  and the IC 15 can be
improved. Modification of the First Embodiment In the
above-described embodiment, as the first
identification data of the present invention, the
apparatus  identification data IDM unique to an
individual IC card 10  is described as an example.
Alternatively, the first identification data may be
identification data indicating  the security level of
the authentication performed with the  IC card 10 or
may be identification data specified in  accordance
with the processing load of the authentication.  That
is, in addition to the identification data unique to
the individual IC card 10, the identification data
shared  among a plurality of IC cards 10 may also be
used as the  first identification data of the present
invention. 



In the above-described embodiment, the encryption
performed by the encryption section 33 on the basis of
the  selection data S31 generated by the encryption
method  selection section 31 includes an encryption in
which, for  example, the encryption section 33 has
individual programs  for a plurality of encryption
methods in advance and the  associated program is
selected and executed on the basis of  the selection
data S31. In addition, the encryption may  also be
performed in such a way that the selection data S31 18
indicating the script of the encryption method
selected by  the encryption method selection section
31 is output to the  encryption section 33, and the
encryption section 33  interprets the script and
executes it. Furthermore, the encryption method
selection section 31  may generate selection data S31
indicating a plurality of  encryption methods rather
than a single encryption method  from among the
encryption methods Ml to Mn and the processing
procedures thereof, and may output them to the
encryption section 33. In this case, the encryption
section  33 performs an encryption process using a
plurality of  specified encryption methods on the
plaintext data P input  from the plaintext to be
encrypted selection section 32 in  accordance with the
processing procedure specified by the  selection data
S31 in order to generate the encrypted data  



ED. Second Embodiment In the above-described first
embodiment, an example is  described in which the
encryption section 33 of the SAM 12  actually encrypts
the plaintext data P input from the  plaintext to be
encrypted selection section 32 by the  encryption
method indicated by the selection data S31 input
from. the encryption method selection section 31 in
order to  generate the encryption data ED. In
comparison, an encryption section 33a of a SAM 12a -
19  of this embodiment holds in advance encryption
data such  that plaintext data is encrypted by the
encryption methods  Ml to Mn with respect to the
plaintext data P1 to Pm,  respectively. Based on the
plaintext data and selection  data 531, the encryption
section 33a obtains encryption data  corresponding to
them. That is, the encryption section 33a  does not
perform an encryption data generation process after
the plaintext data P and the selection data S31 are
input. Fig. 8 is a block diagram of the SAM 12a of
this  embodiment. As shown in Fig. 8, the SAM 12a
includes, for  example, an interface 30, an encryption
method selection  section 31, a plaintext to be
encrypted selection section 32,  and the encryption
section 33a. In this embodiment, the  encryption
section 33a is realized by, for example, an  



electronic circuit similarly to the interface 30, the
encryption method selection section 31, and the
plaintext to  be encrypted selection section 32. Here,
the interface 30,  the encryption method selection
section 31, and the  .plaintext to be encrypted
selection section 32 designated  .with the same
reference numerals as those in Fig. 4 are  identical
to those in the first embodiment. The encryption
section 33a is described below. The  encryption
section 33a has correspondence table. data TDC.  Fig.
9 illustrates the correspondence table data TDC shown
in Fig. 8. In the correspondence table data TDC shown
20  in Fig. 9, plaintext data P is shown in the row
direction,  and the encryption methods M are shown in
the column  direction. At the address specified by the
row and the  column, encryption data P-M obtained by
encrypting the  plaintext data P corresponding to the
associated row by the  encryption method M
corresponding to the associated column  is held. That
is, the correspondence table data TDC defines  the
encryption data when the plaintext data is encrypted
by  the encryption methods Ml to Mn with regard to the
plaintext  data P1 to Pm, respectively. By referring
to the correspondence table data TDC shown  in Fig. 9,
the encryption section 33a obtains plaintext data  Px
input from the plaintext to be encrypted selection 



section 32 and encryption data P-M corresponding to an
encryption method My indicated by the selection data
S31  input from the encryption method selection
section 31, and  outputs them as the encryption data
ED to the interface 30.  In the above, x is one of the
integers 1 to m, and y is one  of the integers 1 to n.
The card system of this embodiment is identical to the
card system 1 described. with reference to the first
embodiment except for the above-described
configuration and  operation of the encryption section
33a. According to this embodiment, since the
encryption  section 33a does not obtain the encryption
data ED on the 21  basis of the correspondence table
data TDC and does not  perform the process for
generating the encryption data ED,  the processing
time of the encryption section 33a can be  shortened,
and the encryption section 33a can be formed in a
simple and small configuration. Modification of the
Second Embodiment In the above-described second
embodiment, an example of  the correspondence table
data TDC is described in which the  encryption data
when plaintext data is encrypted using all  the
encryption methods Ml to Mn are defined with regard to
all the plaintext data P1 to Pm. Alternatively,
correspondence table data TDC in which only the
encryption  



data corresponding to some of the plaintext data or
the  encryption methods is specified with regard to at
least one  of the plaintext data P1 to Pm and the
encryption methods Ml  to Mn may be used. In this
case, when the encryption section 33a  determines that
the selection data S31 input from the  encryption
method selection section 31 and the encryption  data
corresponding to the plaintext data P input from the
plaintext to be encrypted selection section 32 are
defined  in the correspondence table data TDC, the
encryption section  33a obtains the encryption data on
the basis of the  correspondence table data TDC. Onthe
other hand, when the  encryption section 33a
determines that the selection data 22  S31 is not
defined in the correspondence table data TDC, the
encryption section 33a generates the encryption data
by  actually encrypting the plaintext data P by the
encryption  method indicated by the selection data S31
without using the  correspondence table data TDC. In
the second embodiment, similarly to the modification
of the first embodiment, the encryption method
selection  section 31 may generate selection data S31
indicating a  plurality of encryption methods rather
than a single  encryption method from among the
encryption methods Ml to Mn  and the processing
procedures thereof, and may output them  



to the encryption section 33a. In this case, the
encryption section 33a generates the  encrypted data
ED by performing an encryption process using  a
plurality of specified encryption methods on the
plaintext  data P input from the plaintext to be
encrypted selection  section 32 in accordance with the
processing procedure  specified by the selection data
S31. In the process for performing. an encryption
process  based on a plurality of encryption methods in
this manner,  when the associated encryption data is
defined in the  correspondence table data TDC, the
encryption section 33a  obtains the encryption data
from the correspondence table  data TDC, and when the
associated encryption data is not  defined, the
encryption section 33a does not cancel the 23
encryption results up to that time, and generates the
encryption data by actually encrypting the encryption
data  that is not defined in the subsequent
correspondence table  data TDC by using the encryption
results. In the second embodiment, the encryption
section 33a  may further encrypt encryption data
obtained from the  correspondence table data TDC by an
encryption method  determined in advance in order to
generate the encryption  data ED. Such an encryption
may also be introduced when an  upgrade is installed. 



The present invention is not limited to the above-
described embodiments. In the above-described
embodiments,  an example is described in which the
encryption method  selection section 31, the plaintext
to be encrypted  selection section 32, and the
encryption sections 33 and 33a  are realized as
electronic circuits. Alternatively, all or  some of
them may be realized in such a manner that a data
processing apparatus, such as a computer, performs
corresponding steps within a program. In this case,
for  example, the procedures of steps ST3, ST4, and
ST5 shown in  Fig. 6 are written in the form of a
program, and the data  processing apparatus performs
the steps, thereby realizing  the first procedure, the
second procedure, and the third  procedure in
accordance with the second aspect of the  present
invention. 24  In the above-described embodiments, an
example is  described in which the IC 15 of the IC
card 10 is used as  the authentication party of the
present invention (the  output source of the present
invention). Alternatively, the  authentication party
may be a computer or the like. The present application
contains subject matter related  to Japanese Patent
Application No. JP 2004-004827 filed in  the JPO on
January 9, 2004, the entire contents of which  being
incorporated hereby by reference. 



25 - WHAT IS CLAIMED IS: 1. An encryption apparatus
for generating encryption  data on the basis of
specified identification data, said  encryption
apparatus comprising: .first selection means for
selecting an encryption  method from among a plurality
of different encryption  methods on the basis of said
identification data; second selection means for
selecting plaintext data to  be encrypted from among a
plurality of different pieces of  the plaintext on the
basis of said identification data; and encryption
means for obtaining encryption data such  that said
plaintext data selected by said second selection
means is encrypted by said encryption method selected
by  said first selection means. 2. The encryption
apparatus according to Claim 1,  wherein said first
selection means selects said encryption  method on the
basis of said identification data, and said second
selection means selects said plaintext data  on the
basis of identification data differing from said
identification data. 3. The encryption apparatus
according to Claim 2,  wherein said encryption means
performs authentication with -26- the output source of
said identification data on the basis  



of said encryption data, said first selection means
selects said encryption  method on the basis of said
identification data, which is  one of identification
data unique to said output source,  identification
data indicating the security level of said
authentication with said output source, and
identification  data indicating the limit of the
processing load of said  authentication, and said
second selection means selects said plaintext data  on
the basis of said identification data, which is
identification data for identifying an object of said
authentication performed by said encryption means. 4.
The encryption apparatus according to any one of  the
preceding claims, wherein said first selection means
selects a plurality of said encryption methods and the
processing procedures thereof as said encryption
method used  for said encryption of a single piece of
said plaintext  data, and said encryption means
sequentially encrypts said  plaintext data selected by
said second selection means by  using said plurality
of encryption methods and the  processing procedures
thereof selected by said first  selection means. - 27
5. The encryption apparatus according to any one of  



the preceding claims, wherein said encryption means
encrypts  said plaintext data selected by said second
selection means  by using said encryption method
selected by said first selection means in order to
generate said encryption data.  6. The encryption
apparatus according to any one of  the preceding
claims, wherein said encryption means refers  to, with
regard to the combination of all or some of said
plurality of different encryption methods and said
plurality  of different pieces of plaintext data,
correspondence data  indicating the combination and
said encryption data  corresponding to the
combination, which are made to  correspond to each
other, and specifies and obtains said  encryption data
of said combination corresponding to the  selection
results by said first selection means and said  second
selection means. 7. The encryption apparatus according
to Claim 6,  wherein, when said encryption data of
said combination  corresponding to the selection
results by said first  selection means and said second
selection means does not  exist within said
correspondence data, said encryption means  generates
said encryption data by performing said encryption  on
the combination. 28  8. The encryption apparatus
according to any one of  the preceding claims, wherein
the encryption apparatus is  



an anti-tampering electronic circuit. 9. A program
executed by a data processing apparatus  for
generating encryption data on the basis of specified
identification data, said program comprising: a first
procedure for selecting an encryption method  from
among a plurality of different encryption methods on
the basis of said identification data; a second
procedure for selecting plaintext data to be
encrypted from among a plurality of different pieces
of  plaintext data on the basis of said identification
data; and a third procedure for obtaining encryption
data such  that said plaintext data selected in said
second procedure  is encrypted by said encryption
method selected in said  first procedure. 10. A data
processing method for use with a data  processing
apparatus for generating encryption data on the  basis
of specified identification data, said data processing
method comprising: a first step of selecting an
encryption method from  among a plurality of different
encryption methods on the  basis of said
identification data; 29  a second step of selecting
plaintext data to be  encrypted from among a plurality
of different pieces of  plaintext data on the basis of
said identification data; and 



a third step of obtaining encryption data such that
said plaintext data selected in said second step is
encrypted by said encryption method selected in said
first  step. 


