1 SPECI FI CATI ON COVMUNI CATI ON APPARATUS 5 Technical field 10 The present
invention relates to a conmuni cati on apparatus, a comruni cation system a
comuni cati on nethod, an encryption apparatus, and, an information
processing apparatus, an information processing system an information
processi ng nmethod, and a service providing 15 nmethod, and, in particular,
relates to a conmunication apparatus, a cemrunication system a

comuni cati on nethod, an encryption apparatus, and, an information
processing apparatus, an information processing system an information
processi ng nmet hod, and a service provirkari2@rmeirthod with which

comuni cates are perforned with a comunication partner with data

enci phered. Background art Wen enci phering data in a conmunication 25
apparatus, common key dat goipsnusedToRt Wweetr@arid ansm tting apparatus and a
receiving apparatus. At this time, inthe prior art, key data itself is
transmtted and received between these apparatuses, or an external factor,
for exanpleg general -weather information etc., is used as key 30 dat a.
NMoreover, even in a case where encryption is changed dynamcally, it
depends on predeterm ned external key data. However, w th such a .
conventional type of 2 communication apparatus, when key data or a place of
key data is |eaked, the code is decoded easily, and thus, the

comuni cation data is | eaked. The present invention has been made in view

of 5 the abovehgg%ghggfdf£gg&n, and ains at providing a

i0 The present invention relates to a communication
apparatus, a communication system, z communication method,
an encryption apparatus, and, an information processing
‘apparatus, an information processing system, an
information processing method, and a service providing

15 method, and, in particular, relates to a communication
apparatus, a communication system, a communication method,
an encrypticn apparatus, and, an information processing
apparatus, an information‘processing system, an
information processing method, and a sexrvice providing

20 method with which communicates are performed with a

communication partner with data enciphered.

Background art

When enciphering data in a communication

25 apparatus, common key data is used between a transmitting
apparatus and a receiving apparatus. At this time, in the
prior art, key data itself is transmitted and received
between these apparatuses, or an external factor, for
example, general weather information etc., is used as key

30 data. Moreover, even in a case where encryption is
changed dynamically, it depends on predetermined external
key data.

However, with such a conventional type of



communi cati on apparatus, a conmuni cation system a comrunication nethod,
an encryption apparatus and an information processing apparatus, an
information processing system an infornmation processing nethod, and a 10
service providing nmethod, in which secrecy performance is inproved
Di scl osure of the Invention According to the present invention, in case of
15 communi cations with a conmuni cati on par tner, data is converted with a
function or protocol which is conmon with "the communi cation partner, also,
the function or protocol is updated according to a conmunication operation
with a comunicat] . . ner or g the pres i @k, the
function or pro?%r[lér@{h‘l%?t%g ea%p;a%?@%csw g hggh%g%o&m}eﬁniogag%#%%]g% 9 and
the function or ¢«iot deollekBedpddicedddet ésndetgdddreasadly, canduivsat ithe
operation according tq the nunber .of co ni cati on operations, the
communi cati on dat&d"Brcat198 %%ilﬁatliegng-gger eof. In other words, an
encryption key used for engeyptéssnorindeaadbnghas isenf mgdreiatedsw TH s
encryption key is referred to as a self-gengratin key. 5 usi ng the
sel f-generatisng K&y, 2RAVENRRERCRSRE BURE i 8h %er?)?a& 6%8@ gn‘?eaaked, t he
function or protgggludisatebl, 3fpaenerat adchbamhueasdticRmayaiteal ion operation
or for each communication data, thus is updated sequentially, and,
thereby, the infermaisoRtéannBethne @3 ERCIERFprRIBWFAHS WL he | eaked
function or prOtﬁﬁfgrmégm%5?§¥océésﬁﬁfQﬁE%rétQQ?séﬁﬂfhﬁd%mhﬁpbﬁve the secrecy
performance on the comuni cation data. For exanple, updating of a function
table is such aprecessing sgshembean ginfiormasion pRRESEIRFURPERPY orpnG 2
oper ati ons at st iCl of, La fupctignal i to
updat e t he f nct?%ﬁe¥%%&%%v§8ELé £d8Uq Olin whiBgtd cyOB%Efgkﬁﬁhcé”¥¥
improved

Disclosure of the Invention
According to the present invention, in case of

15 communications with a communication partner, data is
converted with a function or protocol which is common with
the communication partner, also, the fupction or protocol
is updated acéording to a communicatioﬁ operation with a
communication partner. -

20 According to the present invention, the function
or protocol ig made common with the communication partner,
and the function or protocol is'updated internally for
each communication operation according to the number of.
communication operations, the communication data, or a

25 combination thereof. In other words, an encryption key
used for encryption or decoding is self-generated. This
encryption key is referred to as a self-generating key.

"By using the self-generating key, even when the function
or protocol is leaked, the function or protocol is self-

30 generated for each communication operation or for each
communication data, thus is updated sequentially, and,
thereby, the information cannot be easily deciphered only

with the leaked function or protocol. Thereby, it becomes



According to the present invention, the function for enciphering is
updated internally for each conmunication occasion, and, thus, encryption
can be 10 achi eved wi thout communi cating the function. Thereby, the
secrecy performance on conmuni cation data is inproved. Mreover, data
comuni cated with the communication partner is set as at |east one
coefficient of an operation perforned in function table, and the 15
function table is updated. According to the present invention, data
comuni cated with the comunication partner is set as at |east one

coefficient of an operation.perfornmed in_a function table nd the
function table i%oij%gj&ee&? élﬁ%r%‘ff:' ﬁf"s?egﬁg?)&p{?‘?r TEFER°Be Achi®ved wit hout

conmuni cat i ng t heomfiuticiaicoBnt @dte. Thereby, the secrecy performance on the
conmruni cation data can be_i nproved. Further nor one function or protocol

nor e
is selected froma pluraFPEySER R UPEREIBE DF Gt GABICE198 FRRls difsly set |

according to thesneiey tof sbtmese dhunfatadcrcoimaniralia@n epahdti@is,onand
encryption or decryption is performed. Mreover, one function or protocol

is selected ¥ roPRAPHEEl PEyabiflanic orensoBFE Prisidc 6ifs 2pFevFBtId) set
according to the,data.; ANd.88CLY Rl XL OkndeehyPli N 9180 updated. At this
: ; . 1e%

time, a nethod for updating the function or protocol 1s executed with
conbi ni ng updating procesécrgrding & Pplireabreyent divenddient tpeafunmfivst hods
for each 4 comupj ' i on. LeqQve it data, the
updating pr ocess?(l'r)\%aéllj*scqg)gr%%%gﬁeldpvﬁé}%tggn‘gﬁﬁle%ggl&% :)f:%le:r S?F?y of updating
met hods. Since tbaeniwmictatdbnoscqaitocokndsetht®r énhaypityphi can dan be nade

corpl i cated by t s SAIPLRIAGuE NSonaRl Gk LY Be FELEASAY UBMELLNG TRLhods.
secrecy performance on communication data is improved. '
Moreover, data communicated with the
communication_partner is set as at-least one coefficient
of an operation performed in a function tablé, and the
15 funciion table is updated.

_ According to the present invention, data
commmicated with the communication partner is set as at
least cne coefficient of an operation performed in a
function table, and the function table is updéted, and

20 thus, encryption can be achieved without communicating the
function table. Thereby, the secrecy performance on the
communication data can be‘improvéd_

Furthermore, one function or protocol i1s
selected from a plurality of functions orlprotocols

25 previously set, according to the number of times of data
communication operations, and encryption or decryption is
performed. Moreover, one function or protocol is selected
from a plurality of functions or protocels previcusly set,
according to the data, and encryption or decryption is

30 updated.

At this time, a method for updating the function
or protocol is executed with combining updating processing

in a plurality cf different updating methods for each



performance on comuni cati on data can be inproved according to the present
i nvention. Mreover, the present invention carries out 10 nonli near
transition on the function or the protocol. According to the present
invention, as the nonlinear transition of the function or protocol is
performed, the function or protocol changes in a manner of chaos-

Accordi ngly, even when a specific function,or 15 protocol is |eaked, the
function or protocol which is used subsequently cannot be obtained easily
therefrom Accordingly, deciphernent of the. code becones difficult.

Tnerofore, the Seqhecy O2LATIRICE AN (06 Al cADE LhDO¥athe20che

Furt her nore, accor e present inven a communi cati on
appar at us, conpris@&stirgr papyeasinems phtrfonted vwiatt cobbanangge a comon item

which is coomon _wth g reception end; key generating neans for generating
a key based on t?%?%%Hﬁﬁho%tgﬂ?ﬁ%ﬁ%?ﬁ?@ﬁo%ﬁ'said comon 25 item obtaining

part; encryption key genemah:agtieanismciobn generaiddid askdnesion or
protocol based on the key generated by said_%giéggneratin neans; .and

enci phering heafRCFBILIsEr LRNPRJIEEIS COPPE bR GHUEhE TR D 6

protocol generatgthhy 53 ¢reRSEYDLdAN bBY t U8HGhaIHIME M aBSsedfedecording to
the present invention, & cormon itemwhich is common between_a

transni ssi on endr@RfP@Enancec Opt FORMBHEATEOBbEAFH RN P SYPFSVEBt ai ned f or
selecting an engrypt i @%yhgé-é#EHEHtPEnQénE{&EPCO| is generated 5 based
d; and e -

on the key thus generat cryption is perfornmed based on the
function or protocol thusMyerevatedthelperebypt evesniiinen camiryes helkey or

oo, 1 P ol o S ede o RS TRILcolod s, OB L o
present invention, According to the present invention, as the
nonlinear transition of the function or protocol is
performed, the function or protocol changes in & manner of
chaos. Accordingly, even when a specific function ox .

15 protocol is leaked, the function or protocol which is used
subsequently cannot be obtained easily therefrom.
Accordingly, decipherment of the code becomes difficult.
Therefore, the secrecy performance on the data can be
improved.

20 Furthermbre, according to the present invgntion,
a communication apparatus, comprises: a common item
obtaining part obtaining a common item which is common
with a reception end; key generating means for generating
a key based on the common item generated by said common

25 item obtaining part; encryption key generating means for
generating a function or protocol based on the key
generated by said key generating means; and enciphering
means for performing encryption based on the function or
protocol generated by séid encryption key generating means.

30 According to the present invention, a common
“item which is common between a transmission end and a

reception end is obtained; a key is obtained for selecting

an encryption key; a function or protocol is generated



predeterm ned information of the function or protocol is obtained as a
key- Thus, the key cannot be obtained w thout obtaining the function or
protocol. Accordingly, 10 deci pherment of the code is difficult, and thus,
the secrecy performance can be inproved. Furthernore. according to the
present invention, the function or protocol is generated via nonlinear
transition. 15 According to the present ingention, as the function or
protocol is thus made to undergo nonlinear™ transm ssion, the function or
protocol can be changed in a chaos nmanner, and, thus, deci phernment of the

code becomes dif.fi.cu 1 fid.c f t] protacol is 20
obt ai ned. Accor&%ﬁggtéhtﬁ%§g$3sgﬂPgiﬁ%ééﬁééﬁ%’ %Eﬁg%ﬁéh§¥&:§?hags read from a
file and i s encigsheioededi pasarl annttéenfdnat sorf idre profiecehctlpke rgsthedattadt hus

enci phered is oreg' the data sto edtinlgaid intfr Ldiatetfkk E 25
decoded; and, as X Frddet&rnitied PIE, Thhdars PhtE “Heddaadcrs s%ored.
Furt her, accor didgigaiaetihedgrigseminehtvent tion, codeoiugi £aiddrt ,meadsthss,
provided for transmtting to a conmuni cation destination a file stored in

file storing® 30FifesRSTEra REHETBRRE KR AUIHAGTPE  he present inventi on,

original data is read frpmendd | acapddisg encidprepedseh Bventibar nedi at e
file, the enciphered data enciphered is 6 stored;, the data stored in said
i ntermedi ate filRrgdetepshnedcddgenatany ofasthe fregeter mhaFaiorel the data

decoded is Stp%ﬂcaﬁ%ers]gya idie e@ﬁh@beﬁ@@%aﬁa@t% Hadeds the
internediate file, and, thus, the secrecy performance of 5 the stored data

can be i nproved.wifihopitephtatninise thenferaedimtaxr birpgceah: béaaeaéniYed vi a

an ordlnarylo decipherment of the code is difficult, and thus, the

secfecy performance can be improved.

" Furthermore, according to the present invention,
the function or protoccl is generated via nonlinear
transition.

15 . According to the present invention, as the
function or protocol 1s thus mede to undergo nonlinear
transmission, the function or protocol can be changed in a
chaos manner, and, thus, deciphermenﬁ of the code becomes
difficult even when a specific function or protocol is

20 obtained.

According to the present invention, original
data is read from a fi;e and is enciphered; in an
intermediate file, the enciphered data thus enciphered is
stored; the data stored in saild intermediate file is

25 decoded; and, as a predetermined file, the data thus
decoded is stored.

Further, according to the present invention,
communication means is prdvided for transmitting to a
communication destination a file stored in file storing

30 means via a network.

. According to the present invention, original
data is read from a file and is enciphered; in an

intermediate file, the enciphered data enciphered is



communi cati on apparatus, encryption can be easily introduced. Furthernore,
according to the present invention. 10 an encryption part includes table
generating means whi ch dynam cally changes a table used for enciphering an
original data. According to the present invention, as the encryption part

i ncludes the table generating neans which 15 dynam cally changes the table
used for enciphering an original data, the_table used for encryption is
changed dynam cally. Thereby, even when tﬁe table is tenporarily

obt ai ned, the deciphering of the coded data is difficult, and, thus, the

secrecy perfor MACS.f LNE QaLA Lanche g0l Iprovad BUELDErss AEqQr dhag Lo
the present invention,” thé “enciphering part includes: key generating neans
for generating éedeedhased, omns & qordenerhimed tllee sbhkeddtagieaveadsifor

selecting a predeterm ned tahle fromanmpng a 25 plurali of taples
generat ed by t he®tHS gg%?% Yﬂgthenﬁﬁﬁépﬁ%@%% dcﬁEli'at fE™k % Sg%or%eeﬁtagdt Y the
key generating ieedSiedafdeenLlPheaird)g cheanstiorsgagietor fenfommicgpbifon
based on the table selected by the table selecting neans. According to the

present invem i ofe tHOTS ERER Pt NSy JPRFEVERnefaddes k&Y Bised on the

comon item  selgchScAiRtedel &L MNRedt abheshi OB ARAgahNEr@indgl ity of
t abl es based on the generated key, and perforns encryption based on the

tabl e sel ect ed. JPEnicAtopHedPRIAIECodENEREPIp@En REt SdRIYY t he tabl e but
al so the conmon iﬁ§¥g%?ggdkey shoul d be obtained. Accordingly, it is
difficult to easily decipher the code, and, thus, the secrecy performance
on the data can be inprovEdrShEumeteer acgorsdidy nep tidet Pgepert emvaniienti on,

in a CO”WUQkFatéﬁ”%ﬁ%@§%%ﬁbﬂeﬁiﬁ%rgﬂgiuﬁggiQgﬁiér5£nerating means which
dynémically changes a table used for enciphering an
original data.

According to the present invention, as the
encfyption part includes the table generating means which

15 dynamically chaﬁges the table used for enciphering an .
original data, the table used for encryption is changed
dynamically. Thereby, even when the table is temporarily
obtained,'the deciphering of the coded data is difficult,
and, thus, the secrecy performance of the data can be

20 improved.

Further, according to the present invention, the
enciphering part includes: key generating means for
generating a key-based on a common item; table selecting
means for selecting a predetermined table from among a

25 plurality of tables generated by the table generating.
means based on the key generated by the key generating
means; and enciphering means for performing encryption
based on the table selected by the table selecting means.

According to the present invention, the |

30 encipheiing part generates a key based on the common item,

| selects a predetermined table from among the plurality of
tables based on the generated key, and performs encryption

based con the itable selected. Thus, in order to decode the



communi cations via a repeating communi cati on apparatus between a source
communi cati on apparatus and a destination comunication-apparatus, the
comuni cati on apparatus 10 conprises enci phering nmeans for perform ng
predeterm ned encryption on conmuni cation data, and decodi ng

communi cati on data havi ng undergone the predeterm ned encryption; and
encryption perforned by said enci phering geans is made different for each
of the communi cation 15 apparatuses. Furthernore, in the comunication
system serial communication is perfornmed fromthe source comunication

apparatus o the.dest Lnation cHuLFatLon ARRAGALUS KIS, & chl UGA! Ly of

conmuni cat i on appar at uses relay manner, 20 ernore, accor
t he present i nveitoudd, beacketonimeni.cakcoordistlem iin whi dhf Bnorlypttioon

comuni cations are.perforned tween a plurality source conmmuni cati on
appar at uses and ea?sﬁ'llgr gteﬂé}?%? %@sﬁoﬁﬁt i %h&j’co Ai gg?i BN~ Appar at uses

i ncludes a firstpdrgbayateamanitrl danzapparsd usmp2dveli ch perforns encryption
comruni cations with the lurality of source communi cation apparatuses; and

a second rePay comuni caf o HppacsPasingi ith 1B PEFRENE W& yi%Rg flncti on

on encryption coMidpinGat EnSorbelween bberdiisly ekaynepagini cation
apparatus and the plurality of 30 destination comunication apparatuses,
and t hus encr ypt3FHURe BARLPA-T dti%0 As TaPea pErd CIOFEUNBERWERh AIRRTRSt rel ay

communi cati on apparaLys 2 LS@&%menhﬁh@é{tf&ri*‘gt@ia%%*thg”an&‘pé)%fe%tt‘iﬁatﬁoh” the

communi cation system the first relay communiCation apparatus perforns
encrypti on whi chdmgundicgfeer eprarenygst hehel eomuntigadios oaprerad@ismuni cat i on

appar at uses, ;5 Fébrn&afigiéesi &%%&e%ﬁﬁguﬂgggé | N mﬁ?@:tf%%iﬁgepﬁﬁf:e%%ihghay
communi cati 6n apparatus pérforns encryption Ichis
-encryptlon on communication data, and decoding
communication data having undergone the predetermined
éncryption; and encryption performed by said enciphering
means is made different for each of the communication
15 apparatuses.

Furthermore, in the communicaticn system, serial
commnication is ?erformed from the source communication
apparatus to the destination communication apparatus via a
plurality of communication apparatuses in a relay manner.

20 Furthermore, according to the present invention,
a communication system in which encryption communications
are perfbrmed between a plurality of source communication
apparatuses and a plurality of destination communication
apparatuses includes a first relay communication apparatus

25 which performs encryption communications with the
plurality of source communication apparatuses; and a
second relay communication apparatus which performs a
relaying function on encryption communications between the
first relay communication apparatus and the plurality of

30 destination communicatilon apparatuses, and thus encryption
communications are performed between the first relay

communication apparatus and second relay communication

apparatus.



different anong the plurality of destination conmunication apparatuses.
According to the present invention, as the 10 encryption of the enciphering
means is nmade different for each comunication apparatus, different
encryption is performed for each comruni cati on path. Thereby, the coded
data cannot be deci phered easily, and, thus, the secrecy perfornmance on

t he communi cati ons can be inproved. 15 Bri gf description of the Draw ngs
FIG 1 is a systemconfiguration view of a“first enbodi nent of the present
invention; FIG 2 is a block configuration view of a server 20 11 and a
client 12; FIG 3 is a block nfiguration view.of a., co 1 cat devi ce
27, FIG 4 is a block con??gEﬁ%t%ogﬁnu\ﬁlg\#%?nas%tr?ﬁnr’ytgﬁ; %gtﬁaé&a%g is a
dat a confi gur at i commuirewaafca dpprotator babfersd aredypribhewibrioris 32; FIG 6

is a processing tJ chart at ti of .co ni cation start of, the
communi cat: on S e SRE epgo e Blur il FheFron AR e
transmtting proggssiangsel.the comuni cation device 27, FIG 8 is a
processing flow chart of reception processing of the conmmunication device
27; FIG 9 i9 a processi n§UFFeF char {thef CTRUMAATICR PBATES R ar tRDHIrIREEEi ng

Flow chart of & anamiE e e Pttt Phiryepid phogsssing
communi cat i on deddfiferzpt mnang 19hd $larplbEvsei Mpsfioaténar corgiurigeéaenon
apparatuses.
According to the present invention, as the
10 encryption of the enciphering means is made different for
each communication apparatus, different encryption is
performed for each communication path. Thereby, the coded
data cannct be deciphexed easily, and, thus, the sécrecy
performance on the communications can be improved.

15

Brief description of the Drawings

FIG. 1 is & system configuration view of a first
embodiment of the present invention;
FIG. 2 is a block configuration view of a server
20 11 and a client 12;
FIG. 3 is a block configuration view of a
cbmmunication device 27;
FIG. 4 is a block configuration view of a memory
32;
25 FIG. 5 is a data configuration view of a
function table stored in the memory 3Z2;
FIG. 6 is & processing flow chart at & time of
communication start of the communication device 27;
FIG. 7 is a processing flow chart of
30 transmitting processing of the communication device 27;
F'IG. 8 is a processing flow chart of reception
processing of the communication device 27;

FIG. 9 is a processing flow chart of



processing of the first variant of the communication device 27; FIG 12 is
a bl ock configuration view of a 10 second variant of the comrunication
device 27; FIG 13 is a processing flow chart at a time of conmmunication
starting of the second variant of the comrunication device 27; FIG 14 is
a processing flow chart of 15 transmtting processing of the second vari ant
of the communication device 27; FIG 15 i? a processing flow chart of
reception processing of the second variant of the conmunication device
27, 20 FIG 16 is a processing flow chart of transmtting processing of a
third variant of _the .co ni cation _device 27 5 FLLG _17 |s. r in
fllow chart of rSEBPUPSRICBOCCoena B LR Ty & §&FTEnYe Sy Ganchel par
33; 25 FI G 18 shmwewuancexaspldevdiceappli cati on of the present invention;
FIG 19 is a systenlconfiguration view of a .secqu epbodi nent of the

present invention: FIG 20IFs H piSoékPESRTTYIARLT OGN ¢ @ﬁ?d&ga table 30

sel ecti on/ gener atd@mBating krodds@indlof stiah Operavhenagt agh ameof a vari ant
of a key generation nmethod; FIG 22 _is a systemconfiguration view of a 10
third enbodi RentCHREApEVIHVICHvEdtion; FIG 23 is a block configuration

view of an encryption deyige Plis Bl Groddsd Shp AlRCkngopfigwatdRnou ew of
a table 5 selection/generation part 323; FIG™ 25 is an operation diagram
of a table processing of the first variant of the communication
device 27;
FIG. 12 is a block configuration view of a
10 second variant of the communication device 27;
FIG. 13 is a processing flow chart at a time of
communication starting of the second variant of the
communication device 27;
FIG. 14 is a processing flow chart of
15 transmitting processing of the second variant of the
communication device 27;
FIG. 15 is a processing fiow chart of receptidn
processing of the second variant of the communication
device 27;
20 FIG. 16 is a processing flow chart of
transmitting processing of a third variant of the
communication device 27;
FIG. 17 is-a_processing flow chart of‘reception
processing of the third variant of a control part 33;
25 FIG. 18 shows an example of application of the
present invention;
FIG. 1% is a system configuration view of a
second embodiment of the present invention;
FIG. 20 is a block confiquration view of a table
30 selection/generation part 213;
FIG. 21 is an operation diagram of a variant of
a key generation method;

FIG. 22 is a system configuration view of a



sel ection/generation part 323; FIG 26 is a systemconfiguration view of an
exanpl e of application of an information processing system 10 301; 15 FIG
27 is a systemconfiguration view of a fourth enbodi nrent of the present
invention; FIG 28 is a block configuration view of an information
processi ng apparatus 511; FIG_ 29 is a block configuration view of an
encryption apparatus 539; FIG 30 is a da;tAf configuration view of a nenory
544; FIG 31 is a block configuration vie ®f an 20 information processi ng
apparatus 513; FIG 32 is a systemconfiguration view of a fifth

enbodi nent of t pr.esent .invention: FIG 33 i.s_a block configuration view
of an i nformatioHpr 8%%%%%66&a85aitg?u%reﬁ%§c ﬁvﬁf%w%ﬂ is a gata
configuration view of a nenory23 i44aobleckatdrafiiquetiti be Fidu lvfeahodi nent of
the present invention, FIG 35 is _a systemconfiguration view of a sixth
enbodi nent of t HEPBERSEAR 95K P38 30 FIG 36 is a system configuration

view of a seventh enbodigent of ihe BI&SEMorMRRLESRL Hids o37al $2B16l ock
configuration view of a first wvariant of an encryption/decryption device;

11 5 FIG 385 s stespépa{ yoreditdgranrt ¥ 3econd variant of the

encryption/decryption devige, fd Gg 39 Bﬁe@a@i’cﬁ{ ‘%ﬂ‘a%’:?%i gHratie ovi ew of an
ei ght h enbodi nent of the present 1nvention;

selection/generation part 323;
FIG. 26 is a system configuration view of an
example of application of an information processing system

10 301;

FIG. 27 is a system configuration view of a
fourth embodiment of the present invention;

FIG. 28 is a block configuration view of an
information processing apparatus'Sll;

15 FIG. 29 is a block configuration view of an
encryption apparatus 539;

FIG. 30 is a data configuration view of a memory
544;
FIG. 31 is a block configuration view of an

20 information processing apparatus 513;

FIG. 32 is a system configuration view of a
fifth embodiment of the present invention;

FIG. 33 is a block configuration view of an
information processing apparatus 211%;

25 FIG. 34 is a data configuration view of a memory
144 of & variant of the fifth embodiment of the present
invention;

FIG. 35 is a system configuration view of a
sixth embodiment of the present invention;

30 FIG. 36 is a system confiquration view of a
seventh embodiment of the present invention;

FIG. 37 is a block configuration view of a fixrst

variant of an encryption/decryption device;



FIG 40 is block configuration view of a server 1111; FIG 41 is a block
configuration view of an output term nal apparatus 1112; FIG 42 is a

bl ock configuration view of a 10 portable encryption device 1113;' FIG 43
is an expl oded perspective diagramof the portable encryption device 1113;
FIG 44 is a processing flow chart of the server 1111; 15 FIG 45 is a
processing flow chart of the out put terni? | apparatus 1112; FIG 46 is a
processing flow chart of the portable enc gption device 1113; FIG_ 47 is a
bl ock configuration view of a 20 variant of the server 1111; and FIG 48

is a block configuration %‘ic‘?wﬁ{ 1%”an§§ﬁ%¥zﬂfr S%q]n d?f%éégﬁ &% azlﬁ Té&% best node

for enbodying the present Thvention I'men shoms a
systen1conf|gureuannan¢|eﬂ/tﬁeEEndﬁypsﬁoenﬁmmhypﬁubnoﬁevheepresent i nventi on.

A communi cation system1 jp.t enbodlne onfigured_such As to be
abl e to perform comuni cattons’” 36 Beﬁﬁﬁ %ﬁﬁiﬁgF gioah%P%F(ﬂ &ft 12

through a networdightn EhodZnsftows anbl ﬁﬁé(séﬁmfllng'éhﬂibﬁ)ﬂ view of the
server 11 and client 12. The server 11 and the client 12 are configured 12
to each incldde a CPU (cehtf al“brisc8derhgcomitauration Rerr ¢ éadssi %
menory) 22, a HOQihard disk drive) 23, a RAM (random access nenDry) 24,
an i nput deV|ce 25, a display 26, a communication device 27, and a bus 28
Exchange of 5 data anmongFihe 4pisp 8, bRORK 220N THRUDTRELORARA &, Of Fput

output terminal apparatus 1112;
FIG. 42 is a block configuration view of a
10 portable encryption device 1113;°
FIG. 43 is an exploded perspective diagram of
the portable encryption device 1113;
FIG. 44 is a processing flow chart of the server
11131;
15 FIG. 45 is a processing flow chart of the output
terminal apparatus 1112;
FIG. 46 is a processing flow chart of the
portable encryption device 1113;
FIG. 47 is a block configuration view of a
20 wvariant of the server 1111; and
FIG. 48 is a block configuration view of an

encryption device 1182,

The best mode for embodving the present invention

25 [First eﬁbodiment]
FIG. 1 shows a system configuration view of a
first embodiment of the present invention.
A communication system 1 in the embodiment is
configured such as to be able to perform communications
30 Dbetween a server 11 and a client 12 through a network 13.
FIG. 2 shows a block configuration view of the
server li and client 1Z.

The server 11 and the client 12 are configured



device 25, display 26, and communi cation device 27 is enabled by the bus
28 there. The CPU 21 perforns processing based on a programstored in the
ROM 22 or HDD 23.. The RAM 24 is used as a work nenory area at a tine of
10 data processing by the CPU 21. The input device 25 includes a keyboard,
a nouse, etc., and is used for inputting instructions or data. The

di splay 26 includes an LCD (liquid crystal gevice), a CRT (cathode ray
tube), or so., and is used for display of L i nput data or processed data.
The communi cation device 27 perforns encodi ng/ decodi ng of data, and

perfornms comruni cation, co h the client 12 thro e rk 13.
FIG 3 shows a bf%E&R® goﬁ?? afﬁﬁ%bV|%$?%ﬁa%l? 5°°20°¢t0 nléatldngdgéﬁce 27.

The comuni cat i ofredevbaey Afenidigl)udes arapd ntrerbadespaditia), 235 CaanI part
32, a nenory 33, and a communication Eart34 The .interf e 1 acts as

an interface 25 HEPREBNAERESHIE™EYAnH ¢ IS COREToPePare SE At'r ol

part 32 Carr'es:ﬂytadébﬁmﬁﬁiéﬁﬂﬁwvd@GQQéﬂg7b%@@daoﬁuﬁ.zéunQ&kﬁﬁmbabbe whi | e
maki ng a nenory 32 store the function table which acts as operation neans.

The connunlcétldﬁiapéﬂpng4th%‘H%b@lﬁoﬁmédﬁﬁuﬁQ@agﬁ@hR@%ﬁ%$onﬁ%?Meen the 30
server 11 and cli&ntc125t hspuon.f he ngﬁwd&m&%m‘él&@oﬁ%ﬂ&e part1s33 acts as

updating nmeans for the function table, and updates the function table
stored in the nﬁﬁmﬂﬁdBEYbé@%denZ@héhﬁnﬂbeﬂﬂﬁiCEUH%% PR AR MEOMUNi cat i on

SRS 00 P IS AT 0500 B e T IR T o

descri bed in det uration view of the nmenory
32. The nenory 323|sTﬁadEAMfZ@gﬂuaﬁeﬁoa$ RAMK oemoby exaeplat aarfdreneFudes

a data inputport, B 0, 3,081 QU RYL cpy 21.

The input device 25 includes a keyboard, a mouse,
etc., and is used for inputting insﬁructions or data. The
display 26 includes an LCD (liquid crystal device), a CRT
{(cathode ray tube), or so., and is used for display of

15 iﬁput data or processed data. The communication device 27
performs encoding/decoding of data, and performs
communication control with the client 12 through the
network 13.

FIG. 3 shows a block configuration view of the

20 communication device 27.

The communication device 27.includes an
interface part 31, a control part 32, a memory 33, and a
communication part34.

The interface part 31 acts as an interface

25 Dbetween the bus 28 and the control part 33. The control
part 32 carries out data encoding/decoding based on a
function table while making a memory 32 store the function
table which acts as operation means. The communication
part 34 is used for communication control between the

30 server 11 and client 12 through the network 12.

The control part 33 acts as updating means for
the function table, and updates the function table stored

in the memory 32 based on the number of times of



port Pout, and an address port Padr. The nenory 32 stores data input via
the input port Pin at an address specified via the address port Padr. At a
time of data output, data is-read froman address specified via the
address port 10 Padr, and then is read out via the data output port Pout.
The function table is a table configured such that y = f(x), assum ng that
out put data output fromthe data output port Pout of the nenory 32 is
referred to as data y, when an address suﬁﬁlied via the address port Padr
15 of the menory 32 is referred to as input data x. FIG 5 shows a data

configuration view of the, function table stored by the, menpr . Data D1
through Dn is st EWCSAFESPoTh TR 108 -t RE %d‘&f‘s EIAp-L ﬁ?bﬂéﬁ;‘%‘iﬁ.‘ The

data D stored at the 207addn&ssyAl3zatiitihi ok ive descsebegueh ddtatilDl =
f(Al). Moreover, the data D2 stored at the address A2 is such that D2 =

f(A2). Sinmilarly, the dat&IBn S$tTe® & PLRER WRRAGBTARAOPSVEHEIPT HAE Dn
=f (An). Thus, ”}ﬁerﬁlf}%s@'. agn@ dewiht 307 1 ORI ian aV"’dhgl Bord A#@ﬁl Ry

function f being nade is obtained by specifying the address
correspondi n@g t cetdmlienpanddarai ddesmeadeng i1npiet agditegsas Al datdr GUGRUAN.

Ther eby, the operat. r.esul t aj hi S

operation of co gj%ﬁ (%g)tultdngrd%v%gga d%e\%gl ?b?ﬁgp%%rw bgﬂge{sa%r%?%%gﬁ %It&reg
shows a processidagtd lijowuthats €ie drpurepost Bonmamiamakiddoness aspedffieke
comuni cation devjce . 27. . The function tab as_sho in,FIG.5.1s .14
provided to the CHhtTHl aﬂgf?s%spcﬁqcor% e C%% azfmi?p\g’% B ERMORT AT SRS 3wi t h
the client 12 beiggrdeyuesiedn @idressSkepcHiidd wind the atioress pyodthe nmenory
32 at a step S1-2. At this tipe, the nunber_gﬁgf ti mes of connuqkﬁﬁgion 5

c .

operations ¥ re8ri {50 Ihrsaferitt Ked (itaprgput port

The function table is a table configured such
that y = f(x), assuming that output data output from the
data output port Pout of the memory 32 is referred to as
data y, when an address supplied via the address port Padr

15 of the memory 32 is referred to as input data x;

FIG. 5 shows a data configuration view of the
function table siored by the memory 32.

Data D1 through Dn is stored corresponding to
the addresses Al through An. The data D1 stored at the

20 address Al at this time is set such that D1 = £(al).
Moreover, the data D2 stored at the address A2 is such
that D2 = £(A2). Similarly, the data Dn stored at the
address An is such that Dn =f(an).

Thus, the data Di as a result of operation with

2% a desired function f being made is obtained by specifying
the address Al corresponding to the input data from among
the addresses Al through An. Thereby, the operation
result can be obtained at high speed.

Here, operation of communication device 27 will

30 now be described.

FIG. 6 shows a processing flow chart at a time

of communication start of the communication device 27.

The function table as shown in FIG. 5 is



33 transmts the function table to the client 12 to which data should be
transmtted, in a step S1-3. The control part 33 perforns transmtting
processing at a step S1-5, if transm ssion data is 10 supplied through the
interface 31 fromthe bus 28 at a step S1-4. Moreover, if received data
fromthe client 12 is received at a step S1-4, reception processing is
performed at a step S1-6. Steps S1-4 throu S1-6 are repeated until a
comuni cation end instruction is issued 15 fromthe CPU 21 at a step S1-7.
Next, transmitting processing in the control part 33 of the connunication

device 27 wi Il be. desr bedy, FIG. 7 .shows 2 processingpflow chagt of

transmtting prd%e33|ng 0 communi €4t - on eV|ce 0" The control part
33 supplies to tbemaddroassoporwitiPathe of itde hrnnﬁmgszeqhestmﬁmsm:hilng

data supplied at  the _step S2-1 as an .addr ss and es. the dat agcordi ng
o the BRdr ess GTICI HonFiRe hearoRpdssy Tie TN Sdath o oF-Ehe admry 39

corresponds to aateglild t@hepregietfiibcred 35 enRatdorohmieldofiged on the
transmtting data. The control part 33“supplles t he out put data of the
nemory 32 to th%P%%ﬁﬁﬁﬁ?céﬁlEﬁ??%u%@t94 af ¥ﬁ¥ﬁ9v§f42th?ﬁgxgﬁﬁﬂréﬁrﬁart 33

resets an address; ARdRARs tlﬁ‘é tfu%lct%@ﬁr %éﬁlé\ot@tt}% stepnS2rAd whiviech
counting up the 30 nunber n of tines of communication operations at a step

S2-3 and thus up@@karﬁ?qu@dtbe(tmaqsmamﬁ@ﬁ t e %kﬁt?ﬂ $l-Bransmitted. Next,
the control part 33 reads ggtg EEQ@ ad g; raBQﬁ1€?ﬂR£y 32 at a
e nu t

step S2-5, carries 15 out a nu t|p tion o mes of
conmuni cat i on operatésmisigwathat steept IBdsor, ead tEﬁHBM)ﬁSaDnadaEQGﬂﬁ S2-6, and

thus gener at dg? lQ_ifed ﬂ:ﬂroggmthhe %eréﬂ& Cgftf olm RAL bgg fE% AL at the

address Am o e menor 'y haV|ng un ergone
step S1-4. Moreover, 1f received data from the_cllent 12

is received at a step Si-4, reception processing is
performed at a step S1-6. Steps S1-4 through S1-6 are
repeated until a communication end instruction is issued
15 from the CPU 21 at a step S1-7.
Next, transmitting processing in the contrel
part 33 of the communication device 27 will be described.
FIG. 7 shows a processing flow chart of
transmitting processing of the communication device 27.
20 The control part 33 supplies to the address port
Padr of the memcry 32 the transmitting data supplied at
the step 82-1 as an address, and makes the data according
to the address ocutput from the memory 32. The ocutput data
of the memory 32 corresponds to a result of predetermined
25 operation f performed on the transmitting data. The
control part 33 supplies the output data of the memory 32
to the communication part 34 at a step S52-2.
The control part 33 resets an address Am to an
initial address A0 at a step S2-4 while counting up the
30 number n of times of communication operations at & step
S$2-3 and thus updating it to (n+l}, when the data is
transmitted. Next, the control part 33 reads data from

the address Am of the memcry 32 at a step S52-5, carries



mul tiplication based on the nunber n of tines of conmunication operations
at a step S2-7. The control part 33 determ nes whether the address has
reached the |last address Ak of the function table in step S2-8- Wen the
10 address has not reached the |ast address Ak in the step S2-8, the
address Amis set to the address Am+tl at a step S2-9, and the data is
read. The contents of the function table of_ the nenory 32 are updated by
{n x f(x)} by repeating the processing 15-%f above- nenti oned steps S2-5
through S2-9 to the |last address Ak. It is noted-that f(x) shows the

function set as the fiyrst function | e. Ther eby ext transmtting data
i s enci phered ofYhé ﬂb%ﬁﬁgdﬁﬁ ﬁEFi%%aﬁg%Fﬁmgﬁrxnféfﬁfﬂps 5% Processing is

ended when the adghasscAMALeRRRatifes hash addr eRssAleat datst bp S2-8. Next,
reception processing of the control part 33 will _be described, fIG. 8

shows a processiStGPf PAVP crilid tHFst Bel D% fapti 0h° ptbcedEiing BFt he

comuni cation device 27. fe CRRLEO! oRAF 1333 1besst st the adeness Aménto
the initial address AOin the nenory 32 at a step S3-1, when the receiving

data Dr is réceithedmbmony t3e tdiei ata 1Dnl thavdaghubRerg@isvdte 13. Next, Data
Dnis read from . 30. r of t r 2.at S3-2. Next, it
%fz%%&dpgfz;aggh Enthee TRAREY A2: Al Aot &

is determ ned whethe recel ved and the data Dm are in
agreenment at a stepuslcstioperehéonecet \d mFepata-Tr ik ceatdat aPHis ar e

oL P et e LR TR gL P eI e | adiress
address Ak in theidskep 53-& ttee fuaddiesstaihd sncetiap egR-th afhanstlep S3-5,
into the 5 Egllgﬁkﬂ'sgdgggﬁiﬁﬁgzébhed the last address Ak in the step
SZ-Q, the address 2m is set to the address Am+l at a step
$2-9, and the data is read. .
The contents of the function table of the memory
32 are updated by {n % f(x)} by repeating the processing
15 of above-mentioned steps $2-5 through $2-9 to the last
address 2k. It is noted- that f(x) shows the function set
as the first function table. Thereby, next transmitting
data is enciphered on the updated function table {n x
£f{x}}.
20 Processing is ended when the address Am become
the last address Ak ét a step S2-8.
Next, reception processing of the control part
33 will be described.
FIG. 8 shows a processing flow chart of the
25 reception processing of the communication device 27.
The control part 33 resets the address Am into
the initial address A0 in the memory 32 at a step S3-1,
when the receiving data Dr is received from the client 12
through the network 13. ©Next, Data Dm is read from the
30 address Em of the memory 32 at a step S3-2.
Next, it is determined whether the data Dr

received and the data Dm are in agreement at a step S3-3.

When the receiving data Dr and the data Dm are not in



However, when the dress Amis the last address Ak in the step S3-5, the
data Dm corresponding to the receiving data Dr does not exist, and thus,
it is determned that a conmunication error occurs and the 10 processing
is ended. When the data Dmread fromthe nenory 32 at the step S3-3 is in
agreenent with the receiving data Dr, the interface part 31 is supplied
with the address Am as the decoded data aj.a step S3-6. The received data
Dr is thus 15 decoded. Next, the control part 33 counts up the nunber of
times n of comrunication operations to (n+l) at a step S3-7. Next, the

address Amis set_to the jnitial dr.es AO.at -8 trol
part 33 reads t f& da %nﬁn%EOL G (?r%%g héga?\j’clrlgssl%Aﬁiqg%g;rrtﬁ{éu}E‘ae'?ttisneV§nlt)erJC é@ngﬁg? a step
S3-9. Next, thedorssohnpas ttIR3 leatr aédrand atubkt 5pép cEi+bn dhenh&henunber

n of times-of co ni cation operations.with the.da Dmre fromthe
nmemory 32 at a ﬁ%eéﬁ- ,l%m%et ?h"i‘?% a‘a%%?%&é%‘ a8t gﬁe{?%eﬁ )aS%f‘gDn}%%Dml. 25
The control partadd3estoresid hergald Dalawh cidos s30bt aimed theom t he

mul tiplication carried out based on_the nunmber n of tines of conmmunication
operations af t HePileHadreszdFRTT 4™Heé -nenory 32 at a step S3-11. The control

part 33 deternines whet hefiofhesadgdess thasaraachedithenst dastacagdisess Ak
of the function table in step S3-12. Wien the address has not reached the

| ast address Ak A% iph&hessepp $A5, the deleh &85 CARFPEPLRAIND thdP&ddr ess
Amrloat a step mdcldapANdacd N RAGEASL NG I Tehir padot o g step 17 539,

data being then rea e contents of t unction table of the nmenory 32
are updated by {deberffixedl byat epesmimnglichel@pr creosi ngcupd absbvé&enrent i oned
steps 53-9 larou hoc%%-s}_ﬁ tgst&edédast 5 address Ak, where f(x) shows the
function set "as SFErse )

When the data Dm read from the memory 32 at the

step 33-3 is in agreement with the receiving data Dr, the
interface part 31 is supplied with the address Am as the
decodéd data at a step S83-6. The received data Dr is thus

15 decoded.

Next, the contrel part 33 counts up the number
of times n of communication operations to (n+l) at a step
83-7. Next, the address Am 1s set to the initial address
A0 at a step 83-8. The control part 33 reads the data Dm

20 from the address Bm of the memory 32 at a step S3-9. Next,
the control part 33 carries out multiplication of the
number n of times of communication operations with the
data Dm read from the memory 32 at a step §3-10, and thus
generates data: {{(ntl) x Dm} =Dml.

25 The control part 33 stores the data Dml which is
obtained from the multiplication carried out based on: the
number n of times of communication operations at the
address Am of the memory 32 at a step $3-11. The control
part 33 determines whether the address has reached the

30 last address Ak of the function table in step S3-12. ' When
the address has not reached the last address Ak in the
step 3-12, the address Am is set to the address Am+l at a
step 83-13, and, the processing 1s returned to the step



function table. Thereby, the next received data is decoded based on the
updated function table {n x f(x)l. Mreover, if the address Am becones the
| ast address Ak at the step S3-12, since it can be determned 10 that the
function table stored by the nenory 32 has been wupdated, the processing is
ended. The client 12 perforns conmunications in response to comunication
request made by the server 11, has an approxi mately sanme configuration as
that of the 15 server 11, but perforns pro%%ssing different fromthat at a
time of communication starting. Accordingly, the processing at a tine of

t he communi cati g %tart,of t he %Iient 2 wll now be described FIG 9
shows a processitg il SRR P%Al"8 FF27- 20 of communication start of a

first variant of the conmind calitehtdeyt cene Fundaibn! eI ene® thenReabsy ar e
given to the sanme processing portions _as those of FIG 6, and duplicated

descriptions ar S20Rret BB YRR HE &I f &mt) b AEReatitvdmihfi RHCCE/RSFHBuest

25 fromthe servgr oLlyalnd SiERSAtdps R IRIBLYGE25 9513 GImRl gakton
device 27 stores the function table supplied by the server 11 at a step

S4-2. Thereby, tavdresandh, whavst fdn) t appes itheoRnaathyn 19t f&r FEF £173Rd the
client 12. By P%Jn%[t%ﬂgtﬁlg]ge.ts [ BARULEL ] G PLRGRSSERD: SheWLe 306 N FI G 7,

and the reception processin hown 1'n" F unction table is
simlarly updat etbdodiedr has¢d dm thachpdated Meinsdrivar tddlanth o ifdmd 112, and

encodi ng/ decodi ng or encryption/decryption.is perforned there. erefore,
the 18 function table uselégf%cﬁvegnc& i%%?a%@%rcﬁsﬁg%fnﬂr Be%%rg?sy&ei}eor}/%gcr yption
“is communi cat ed tingesst AR atoMaIBitedt 8RALB] avilncel e, camdod himtertiieefiunct i on

L0l ).y RGB! o0 Lo SYEL commnl satL o 2e5Lan NERSS] o) HaSoeer
updated, the processing 1s ended.
The client 12 performs communications in
response to communication request made by the server 11,
has an approximately same configurétion as that of the
15 server 11, but performs processing different from that at
a time of communication starting. Accordingly, the
processing at'a time of the communication start of the
client 12 will now be described.
FIG. 9 shows a processing flow chart at a time
20 of communication start of a first variant of the
communication device 27.- Same reference numerals are
given to the same processing portions as those of FIG. 6,
and duplicated descriptions are omitted.
When the client 12 has a communication request
25 from the server 11 at a step S54-1, the memory 32 of
communication device 27 stores the function table supplied
by the server 11 at a step $4-2. Thereby, the common
function table is owned by the server 11 and the client 12.
By performing the transmitting processing shown
30 in FIG. 7, and the reception processing shown in FIG. 8,
t+he function table is similarly updated internally in each
of the server 11 and client 12, and encoding/decoding or

encryption/decryption is performed there. Therefore, the



conmmuni cations is attained. Al though the function table is updated with the
operation of carrying out nultiplication of the function f(x) wth the
nunber n of times of comunication 10 operations as a coefficient, it is

al so possible to multiply the data communi cated to the function f(x) as a
coefficient. Transmtting processing in the case of updating the function
tabl e based on the communi cation data wll __15 now be described. FIG 10
shows a processing flow chart of transnit%@ng processing of a first

vari ant of the comunication device 27. The same reference nunerals are

given to the sa r.ocessi portjians as those, of F.G 7 20 and

dupl i cat ed descpEEé#Qﬁ%? 3?@98n???4ﬂ£%ﬁ ﬁnFﬂgﬁn%éfcﬁ)ngtﬁg step S2-3 of
transmtting pregesgitigngbewnypiidd Gs éointutetetiet] onagdati ast ead of the
processing of the step S2-6, a step .S5-1 i rocessed._ The.ste 5-1
carries out a nufPFPIHCEER BFthddara®” SE%fRn ﬁi?aéuFFBh??r#%éiﬁﬂﬁFy 32
with the data Dm,gaffid Rt <iBey d@PuBdratish dheaSirPhedcdtodd thus the
data Dml is created. Next, reception processing in the case of updating

the function % abRecordiowlyn bheh CRARAFYCREFEAMBTYL a ™Rl | be descri bed.
FIG 11 shows a ppacessiigofhLlow chard;@fy reception processing in a first

variant of the comunication device 2/7. The sane reference nunerals are 19
given to the same processiPdghposhidres fascthosetalpld|iG wpdataddvidupltineat ed

OB " noneo B et ol Bkt < LI OBty 6L e gesept o
step S6-1 is 5 progessieth thhenstisgr & »fl téaesi ef cwmalcakiopl i cati on of
10 operations as a coefficient, it is also possible to
mulfiply the data communicated to the function f(x) as a
coefficient.
* Transmitting processing in the case of updating
the function table based on the communication data will
15 now be described.
FIG. 10 shows a processing filow chart of
- transmitting processing of a first variant of the
communication device 27. The same reference numerals are
given to the same processing portions as those of FIG. 7,
20 and duplicated descriptions are omitted.

In this variant, the step 52-3 of transmitting
processing shown in FIG. 7 is deleted, and, instead of the
processing of the step S2-6, a step S5-1 is processed;

The step § 5-1 carries out a multiplication of the data

25 Dout read from the memory 32 with the data Dm output at
the step $2-5, at the step S$2-2, and thus the data Dml is
created.

Next, reception processing in the case of
updating the function table based on the communication

30 data will be described.

FIG. 11 shows a processing flow chart of

reception processing in a first variant of the

communication device 27. The same reference numerals are



the received data Dr with the data Dmread at the step S3- 9, and thus the
data Dl is created. The common function table is thus sharable by the
server 11 and the client 12. Moreover, the function 10 table is updated
with the data transmtted and received for every occasion-of transm ssion
and reception of data, at this case. Therefore, the secrecy perfornmance
can be inproved. In addition, although the function table is 15 updated in
t he present enbodi ment and the vari ant thetéof with a mul tiplication to
the function table with the nunber of tinmes of conmunication operations,

i cation dat ff t t bl th
nunber o i mes DI SbauRP et 0N BRERAP BRI 98 Phet kO CAEL ohdat a

Moreover, it is sSAuposstbbe dxcripeibhe mwdhedi tebdtli nes @{lsc@;mmaheati on
operatlons or the comunication data, as a coefficient of a part of t he

functi on. Furtheﬁﬁbﬁ@epaﬁﬁﬁBUﬁ%1¥ﬁér?GﬁEF+Qﬁ1HQ%ﬂQ§5F§g SEOhddt €dCinBt he

present enbodi Mefd {1 2BA! VARG, &rGRlaH! 8k ok 1@ Haka-0h thesddmelkignisable,
it is also possible that a plurality of function tables are prepared for

each of the ServefocebsgAd cThemter2S &nd eawnimforutf aneel Bkpligsitd opsof
sel ected from thg, plurality of:d pctien %Q%t&béae%maﬁsgé%@ C]{eo SR §”ber

of times of conmunication operations or the comunication data, n t hus,
encryption and Yearypthos tie deaef Omdeds EfEtet2 shoms a bl ock

configuration view of a 29 gg&g@&xy uya@t 0 tﬂ%@ n'CQharible¥§Ce 27.
The sane reference nunerap IS glven 6 the €3 uratlon ortion as

in FIG 3, and tite duplecal edartestil plliontis2. omObcbedeB Itheadﬁiriatdnnto t he
interface p%%t %%&ﬂe 15 ngaﬁed with the data transmitted and received
for every occasion. of transmission ‘and reception of data,
" at this case. Therefore, the secrecy performance can be
improved.
In addition, although the function table is
15 updated in the present embodiment and the wariant thereof
with a multiplication to the function table with the
number of times of communication cperations, or
communication data as a coefficient, it is also possible
to add the number of times of communication operations, or
20 the communication data. Moreover, it 1s also possible to
use the number of times of communication operations, or
the communication data, as a coefficient of a part of the
function.
| Furthermore, although the function table is
25 updated in the present embodiment by applying a
calculation toc data of the function table, it is also
possible that a plurality of function tables are prepared
for each of the server 11 and ciient 12, and a common
function table is selected from the plurality of function
30 tables according to the number of times of communication
operations or the communication data, and thus, encryption
and decryption are performed.

FIG. 12 shows a block configuration view of a



control part 33, and conmunication part 34, the communication device 27 is
configured to further include a storage part 35 which stores a plurality
of function tables. The plurality of, for exanple, k function tables, 10
are beforehand stored in the storage part 35. The identification nunbers
of 1 through k are given to these k function tables. The contents and the
identification nunbers of these k function tables stored in the storage
part 35 are in agreenent between the servet0 11 and the 15 client 12.
Processing at a tine of communication starting in the control part 33 wll

now be described. FIG 13 shows a processing flow chart at tEg tinme of the
conmuni cati on stSEFPREF VAR Odn 8T af PEMHNIGE 9D ¢RE Forfirfuni E5Ei 5" Yevi ce

27. The same steR RVEREE mndiavenst §:¢&e EAMBOperatléFiamrbnibhG 6, and
the duplicated description is omtted. The processing at a tine of

comuni cation swatippgaefin Hl&-variard e syphlienbed d97reRE B8R the step
25 S1-2 and 51-3, .3.85ep S7-1 is executed- The step S 7-1 reads the initial
function table fromthe storage part 35, and the nenory 32 is nmade to
store it. Ne&t, transnittimgdtiddessiagtia iiterdenervirt part m8BoRY| $2 be

described. 30 FIG__14_sho processing f| h nsmtting
processi ng of a‘%@%ﬁﬁé Vartant” 6 8tEémm%%ﬁﬁ%ﬁ¥0§aﬁ%%aq%%v%@% 27. The sane

step nunber is gics@nmtoathen sk cepel ats avrdsguned| & rE@med tthelddgl & cat ed
21 descriptionis omtted, Transmitti rocessi ng. of t i?r%%ﬁ%%”t i s such
that, instead oﬁﬁFﬁ€g§t@ﬁﬁtég?@%ﬁﬁ%oﬁgﬁréifbp Erggégyég?lu'ls execut ed. The
step S 8-1 readstdynem.t henstymage ipgr b£d 85 thembliactk ohurictioa ohblae,
identification nunber n which ,

10 are beforehand stored in the storage part 35. The
identification numbers of 1 through k are given to these k
function tables. The contents and the identification
numbers of these k function tables stored in the storage
part 35 are in agreement between the server 11 and the

i5 client 12.

Processing at é time of communication starting
in the control part 33 will now be described.

FIG. 13 shows a processing fliow chart at the
time of the communication start of the second variant of

20 the communication device 27. The same step numbexr is
given to the same operation as in FIG. 6, and the
duplicated description is omitted.

The processing at a time of communication
starting of this variant is such that, instead of the step

25 S1-2 and 51-3, a step S7-1 is executed. The step S 7-1
reads the initial function table from the storage part 35,
and the memory 32 is made to store it.

Next, transmitting processing in the control
part 33 will be described.

30 FIG. 14 shows a processing flow chart of
transmitting processing of a second variant of the
communication device 27. The same step number is given to

the same operation as in FIG. 7, and the duplicated



function table corresponds to the nunber of tinmes n of conmmunication
operations updated at the step S2-3, and stores it in the nenory 32. Wen
t he nunber of times n of communication operations becones the nunber k of
the 10 function tables, the function table of the identification nunber
"1" is then again read fromthe storage part 35, and it is stored in the
menory 32. Thus, according to the nunber gi times n of communi cation
operations, the k function tables are updated cyclically thereanmbung. Next
15 transmtting data is encoded with the thus-updated function table.
Next, reception processing Wwll .now.be described. FIG 15 is a processing
fl ow chart shovwcf?gscfcﬁg“l?IgcJesptciH&ﬁ“ﬁgocessi ng of the second variant of the
20 communi cation device 2Fraddgit3ang ftePednimef thigi vanidm itheushne
operation as in FIG 8, and_the duplicated descri ti%ﬂ [ S om'ttegB_The
control part 33 Weddsifrpbrd e H6r 558D 4 rPﬁghf _c%'ic?nsttgﬁl of the
i dentification numgtcauhi Chrn2tks the-f untidsorrbabliee cotgrespopdiag to

t he nunber of tines n of communication operations updated at the st_eg 53-7,
and stores i i Y Kaengnpeyiar. tapRenofwilen idpatidiberionr » s pvwgtch

gommuni cation o 108 LA NS LUBoAUEDES dhe glnbBE &ncidan .l apl es, he
function table of the 30 identification nunber "1" is again read fromthe
storage part 35camswindcehion repeationagupiatet sithgheante? tS3-53, éRdred in
the menory 32. Thus, the k functj ables (o] Lp dhe peaony 82
cyclically accorsdlonfgest cﬁt he #Quen%dgglgfg g%'ti@f{eegl r@tgf Eglgbnérun(% catjiﬁ%n ©

oper ati ons- ThengonnigirexiontsEnsitisssonécaoaptihenndabearilk adeddded by t he

hus- upd f [ bl e. , di ; I ,
Sinee 5 a0 unBA T FabRa e SaTE FE ROt oRamHIR S BHP bR AT ChE o

number "1" is then again read from the storage part 35,

and it is stored in the memory 32. Thus, according to the
number of times n of communication operations, the k
function tables are updated cyclically thereamoﬁng. Next
15 transmitting data is encoded with the thus—updated
function table.
Next, reception processing will now be described.
FIG. 15 is a processing flow chart showing the
reception processing of the second variant of the
20 communication device 27. The same step number is given to
the same operation as in FIG. 8, and the duplicated
description i1s omitted.
The control part 33 reads from the storage part
35 the function table of the identification number n which
25 is the function table corresponding to the number of times
n of communication operations updated at the step S3-7,
and stores it in the memory 32. Then, when the number of
times n of communication operations reaches the number k
of the function tables, the function table of the '
30 identification number “1" i1s again read from the storage
part 35 as in the transmitting processing, and it is
stored in the memory 32. Thus, the k function tables are

stored in the memory 32 cyclically according to the number



server 11 and client 12, the secrecy performance can be inproved. In
addition, although the function table is selected according to the nunber
of times of conmunication operations in the above-nentioned exanple, it is
al so 10 possible to select the function table according to the

comuni cation data: First, transmtting processing in a case of

sel ectively updating the function table ac%grding to the comunication
data will now be described. 15 FIG 16 sho t he processing flow chart of
transmtting processing of the third variant of the comunication device

27. The sane steggnunber is.given to .the sane operatigHSaSJin Fl G. 14, and

the duplicated st PRt OB B0 RF BRI Y i ng BF ocessitg of this

variant is such tthgdmidsisheadcaftidie aatapss SBedodiid b§8the stiavipaafke® 14,
a step S10-1 is perfornmed. In the step 510-1, the function table
correspondi ng t ofPReCRR &P 8nsmitted to the transmi ssion destination is

read fromthe storage parirhudd 38czoRithg kol et OFit chBBIIREDE Y s3hceWWien
the function table is selected fromthe data, it is possible to select the

function tabl® ushfgferstion kebke sithalfi anpobroreyica g peewan Bies of
the data transm LEedk: Hehelyoy phanaver chhesdet o) orannahid edho e 30

function table used for the_next transm ssion iIs . By this reason
the secrecy perf ompaeesd.of Inheddatimmarliiboughprioy ddincNarn, talekepts on

processing will Be,desc! I Dedy a8, fl G el LLABOIS A ALACeRY gl ahant of

reception pr OCESEI n% %? tahe Fﬁl IT%, varl anfl ) %ﬁe communi catl on QSEVI ce 27.

The sane step nusperatiorgi Venthé cabdie reamtonperatdngleas itnif#ldd sd5, and

the dupli Cat'_leéj 5pgg§£}gi‘£ttiooge. gcgn’éﬁé ef(lj_lhction table according to the
comﬁunication déta.

First, transmitting processing in a case of
selectively updating the function table according to the
communication data will now be described.

15 FIG. 16 shows the processing flow chart of
transmitting processing of the third wvariant of the
communication device 27. The same step number is given to
the same operation as in FIG. 14, and the dupliicated
description is omitted.

20 Transmitting processing of this wvariant is such
that, instead of the steps S2-3 and S58-1 shown in FIG. 14,

a step S10-1 is performed. 1In the step S510-1, the
function table_corresponding to the data transmitted to
the transmission destination is read from the storage part

25 35, and it is stored in the memory 32. When the function
table is selected from the data, it is possible to select
the function table using any of more significant or less
significant bits of the data transmitted.

Thereby, whenever the data is transmitted, the

30 function table used for the next transmission is updated.

By this reason, the secrecy performance of the data can be
improved.

Next, reception processing will be described.



The reception processing of this variant is such that, instead of the
steps S3-7 and S9-1 shown in FIG 15, a step S11-1 is perforned. The step
S 11-1 reads the function table according to the data received fromthe 10
comuni cation partner as in the tine of transm ssion, from the storage
part 35, and stores it in the nenory 32. By the above processing, after the
data decoding, the sane function table as the function table updated at
the time of the data transmi ssion fromthe?omunication 15 partner can be
obt ai ned, and, thus, the sane function table can be shared with the

comuni cation partner. In_addition, although the coefficient aof the
function table or the sel®dti di FREFRoT FLESLBE Wzﬁi@&FdP g to the

nunber of times Qf.cgatan GorpRLNseati on 2% aparat ¥8Rsan®roft RGecOMMUNI cati on
data in the above- nentioned exanple, it is also Eossi ble to update the

function tabl e (GPTEURAAREIOTHIOYERBI A ng THeSeTFastel SUDRTals| §1VER §&
possi bl e to conbipe sanpl yalddin0h smpAners. 16f, uRdabidgifyigeassang in which
t he updating nethods for 25 the function table are different, for each
communi cati oh gjEscatbbhon Foy coviaptle, for each communi cation operation,

t he processing which updajl_.hees ]_Iet&%gwgﬁtﬁggcés%g e%}?i Use. Qfaritﬁlﬂ% nUNpeLy, of

times of data communi cation operations as a C cient, the processing
whi ch sel ect s ondaftynehsoseB® i abkestepm3he phdr ab+1 yshofwrf dncFILGn tabl es

according to the nunber. of tines_of data .o ni.catjon operatipns, the
processi ng whi cift Gp§&t gilfjhelsf FSECPERE abl@%wﬁgego%fﬁhel%%ggn%ﬁ%i cation
data as a coeffifmirentonatdblidaceoecessi g 24 Whtahrsedvcts fonm fhaction

table fromthe plurality of function tapl es cor di to the comupication
data, are ﬁ@rf%ﬂ‘n&{jéﬁ%lﬂa&’ftpﬁérﬁﬁnﬁhgt. eF%Ff“ﬁe?Erg*f%a,nSéﬂlrsﬁ&ﬁah fﬂ%m
encoded data is {hd 2psshd tea-oM3th bhe $wnedd am tabtke sieiey Ba.the nenory
By the above processing, after the data decoding,
the same function table as the function table updated at
the time of the data transmission from the communication
15 pariner can be obtained, and, thus, the same function

table can be shared with the communication partner.

In addition, although the coefficient of the
function table or the selection thereof is performed
according to the number of times of data communication

20 operations, or the communication data in the above-
mentioned example, it is also possible to update the
function table in a manner of combining these factors.
That is, it is pdssible to combine a plurality of manners
of updating processing in which the updating methods for

25 the function table are different, for each communication
operation. For example, for each communication operation,
the processing which updates the function table in use of
the number of times of data communication operations as a
coefficient, the processing which selects one function

30 table from the plurality of function tables according to
the number of times of data communication operations, the
processing which updates the function table in use of the

communication data as a coefficient, and the processing



32 in-the above-nentioned exanple, it is also possible to conbine the
updating processing with the plurality of updating nanners for a single
unit of data. That is, after further updating or selecting the function
table in 10 use of the encoded data, the data is transmitted to the

comuni cation partner. On the reception side, the function table is
updated with the data which is decoded fromthe data transmtted fromthe
communi cation partner, and after that, de€éding is further made therewith,
15 thereby, it being possible to obtain the original data. Although the
present enbodi nent descri bed above is for a case where dat

. is
comuni cat ed bet WeH! (e eCEBroRe P ERE hRPET idnD 12° Bl H¥pFitcat i on
can al so be made,,&oleXaRPLE, addte-dANES eRt thdv@kAN YRl &a-dhe 220
applied to a case where communi cations are nmade between an input apparatus
and a host apparaerEpEiedacyrhecdfly f&er6rmPRY- aut henti cation, or so. FIG
18 is shows an exanpl e of ' Lon enbgbaveti on, 25 An
unl ocki ng system 100 wﬁllFﬁga#%%ﬁﬁggbf@%£8%5ﬁ€%%§%h?ogk?ng system 100 of
this exanpl e of tappnidaedonitls Cenfiugatéednt ablwlstideed Tontholmegerivce 101,
an integrated cigtguit (1C.card 102, an LC d r.eader , n
electric lock 10 £5¥he éb%P Ff %ﬁﬁ%%ﬁ?eﬁof? %bf&ég§o%%$%gP?%¥% Q} ggrver
11 in the above- gembiranetie ephothinentroceeninglwi tAndhenpbokslite ofl ectric
| ock 104, when, after perform ng of autggntica%i%$ m%th aﬁ?lD;and a
password, the autReHtiREAlPOReTS SeF 1P eBVEr O AET35 | WiEgridted circuit

card 102 correspgpgsr trurtdherchp@itink? or Bel BerEipadienEahctadn [fardrd ia
password are stored there, and are used as _a key for unlocKén%)the
e

el ectric | ock 104se ofhdheneagratedaidrclihe 2ary HoFPEsThsE? iMoo the IC
5 card reader 103omARth GRABHNLEALES W b the S@miiabndevies the

function table is updated with the data which is decoded

from the data transmitted from the communication partner,
and after that, decoding is further made therewith,
15 thereby, it being possible to obtain the original data.
Although the present embodiment described above
is for a case where data is communicated between the
server 11 and the client 12, other application can also be
made. For example, the present. invention may also be
20 applied to a case where communications are made between an
input apparatus and a host apparatus at a time of
performing authentication, or so.
FIG. 18 is shows an example of application of
the present invention.
25 An unliocking system 100 will now be described.
The unlockiﬁg system 100 of this example of
application is configured to include a control device 101,
an integrated circuit (IC) card 102, an IC card reader 103,
and an electric iock 104. The control device 101,
30 corresponding to the server 11 in the above-mentioned
embodiment, contrcls and unlocks the electric lock 104,
when, after performing of authentication with an ID and a

password, the authentication is passed. Moreover, the



101. If the integrated circuit card 102 is inserted into the IC card
reader 103, as in the above-nentioned enbodinent, the function table
common between the control 10 device 101 and the integrated circuit card
102 is set. Since the integrated circuit card 102 is thus set, it

enci phers the IDwith the function table and transmts it to the control
device 101. Wen the IDis transmtted to he control device 101 fromthe
integrated circuit card 15 102, the functi®h table is updat ed wi t hout
exchange of the data between the control device 101 and the integrated

circuit card 102. The integrated circujt,card 102 enci rs tk swor d
with the t hus- updEtEF2F-anc :%ﬁntaﬁﬁgg %%%‘fﬁrfﬁ ﬁ%ﬁ?t%gpieagﬁpﬁgtggitro
device 101. The ordheokmbedingent]l0anpeD faidne dakbeatd catd artorbdsedeos, the 1D
and the password which are supplied from ;hiﬁinte rated CLrCE%Ekaﬁf 102.

The control devid® F6F SRt kS tRE EPBAIHIACKBEKTED L1 et

aut hentication ighe 25tRgssesl 3QclhyscatdedDiandnpassywrichtar enente phered
with the different function tables, and are transmtted to the control

devi ce 101. Phereand nereesekdbeprfe FPBRMRIEESENVIERetID CTFPasEe@BtF can be
improved In addifdon, it is also possible, before transmtting the ID and
password, they are enci phered with the function table which has been
updat ed several times. ThErdby, intsgrsbed echrqyéitt sRRANERZ o tthéerbrdnd

Pabi e (s used oo Khlbet 46 51 heane=rn P Hbade Hent P oned Exanpla. 1t is
al so possi bl e t ocrppliynean, otlte NAmytéahctdlzltd aomprogpanvean the control
10 device 101 and the integrated circuit card 102 is set.
Sinée the integrated circuit card 102 is thus set, it
enciphers the ID with the function table and transmits it
to the control device 101. When the ID is transmitted to
the control device 101 from the integrated circult card
15 102, the function table is updated without exchange of the
data between the control device 101 and the integrated
circuit card 10Z.

The integrated circuit card 102 enciphers the

password with the thus-updated function table, and
20 transmits it to the control device 101.

The control device 101 performs authentication
based on the ID and the password which are supplied from
the integrated circuit card 102. The control device 101
unlocks the electric lock 104, when the authentication is

25 passed.

Thus, the ID and password are enciphered with
the different function tables, and are transmitted to the
control device 101. Thereby, the secrecy performance on
the ID and password can be improved.

30 In addition, it is also possible, before
transmitting the ID and password, they are enciphered with
the function table which has been updated several times.

Thereby, the secrecy performance on the ID and password



5 performencryption and decryption. Mreover, although the function is
updat ed based on the nunber of tines of conmunication operations or the
comuni cation data, it is not necessary to be limted thereto and it is
possi ble to update the sane, in the 10 present enbodi nent, using
information on the outside sharable between the transm ssion side
apparatus and reception side apparatus. TB% outside information sharable
is public information, such as for exanple”~"time information, weather
information, or information 15 concerning the television broadcast.
Furthernore, it is ossi bl e éo %ﬁggte the sane using clock information
inside the connﬁﬁ?é%?ﬁgﬁrgﬁﬁ ratus® or so. Moreover, it is possible to
update the function with gn eegbtnat, entabuthetlextfomnealonntashatisomsed
sharabl e between 20 the transm ssiqgn sjde qggaratus and reception,side

appar atus, the n8FbeRlGHATLABSTHINE GRnARc AP 6H HPer-aPFgng*an tite +S

comuni cation dah@sc RYsLXABPLE, ade BrNetionaARYNeusHeho@Spydgram frb( X!,
x2, x3) There, the variable x| is the nunber of 25 tines of conmunication

operations, X2 i BerFRIEAMAINPERPT GPUSCSTHREIXB is the external real-tine

information such as whet gk oLBELT MALIHINght BhEVESQN Br 9806584 td fisrmt i on
or so. Moreover, it is also possible that such a 30 function as that y2 =
f2(x1, x2, x3, x4h hay beteppbf edimeanodr epmmphicatiive PRESEREEIDIPXFhEs

added to the above- nt i d i t Ugh- Furt , It is
al so possible tocgﬁﬁﬁﬁiéﬂﬁgﬁbg¥g%2%gtgﬁ gétagégnctF§§t8f357f§%ﬂ2£§3 (y1,
y2, x6). Moreovethert¢td sral 6 pogmddiblehab, ubdsed the shee, ekt etral

'nformation,, gte,, Lhe functions: yludiiPudhoydar: G 81384 glisiqately.
sharable between the transmission side apparatus and
reception side apparatus. The outside information
sharable is public information, such as for example, time
information, weather information, or information

15 concerning the television broadcast. Furthermore, it is
possible to update the same using clock information inside
the communication apparatus, or so.

Moreover, it 1s possible to update the function with a
combination of the external information sharable between

20 the transmission side apparatus and reception side
apparatus, the number of times of communication operations,
and the communication data.

For example, the function may be such as yl =
fl{xl, %2, x3) There, the variable x1 is the number of

25 times of communication operations, x2 is the communication
data and x3 is the external real-time information such as
whether information, television broadcast information, or
sO.

Moreover, it is also possible that such a

30 function as that y2 = £2(x1, %2, %3, x4) may be applied,
wherein the time information x4 is added to the above-
mentioned variables x1 through x3. Furthermore, it is

also possible to apply a function, such as a function of



5 [ Second enbodi nent] FIG 19 shows a block configuration view of a second
enbodi nent of the present invention. A comunication system 200 of the
present 10 enbodi ment includes a transmtting apparatus 201 and a

recei ving apparatus. The transnmitting apparatus 201 includes a conmpon item
acquisition part 211, a key generation part 212, an encryption table

sel ection/ generation part 213, and an encrygtion part 214. 15 The conmon
itemacquisition part 211 acquires an item which is common with the

recei ving apparatus 202 from whether information, time information, a
random nunber o gqlqﬁggaro aigﬁeudo random nunber generator which
generates a random nu rr“whith 1's common between the 20 transni ssion and
reception ends, or so. Theloceoven, iittedsasted rpxkaiiclle that cdreemd ionefhe

isiti t 211 i |ied to the k ti . xhe Kk
Gencrati on part TP GEer ALBETSIEY BYS- pertormThg 0ari Bha Aol Xion,

such as, multipl yreqsmed21ceehdigliyent, adding a constant, or so, to the
common item supplied fromthe common item acquisition part 211, or
generates a key by selecting a function fromanong a previously set

plurality of fungtiohs ageerdh&g-to the comon item and substituting
anot her common itemthereto. 30 The key thus generated by the key

generation part 212 is sdppli &Y $Pnshe PapFe LVHEGHTaRgRNEYT i%n 2part

213. The table S@Eg&ﬁ& QUIBBREAL | BN BRN brddSnt GRRRMALES a new table while
selecting a table for 28 enciphering data based on the key thus supplied

fromthe key generation parpmmaicatiGn 2gssepws’ Al d6k BBPFFHuration view
of the tablﬁ)Se%ﬁﬁ&éﬂﬁé&?@%&fﬁé&@EPQﬁ%n§$§tting apparatus 201 and a

recéiving apparatus. The transmitting apparatus 201
includes a common item acquisition part 211, a key
generation part 212, an encryption table
éelection/generation part 213, and an encryption part 214.

15 The common item acquisition part 211 acquires an item
which is common with the receiving apparatus 202 from
whether information, time information, a random number
obtained from a pseudo random number generator which
generates a random number which is common between the

20 transmission and reception ends, or so.

The common item acquired with the common item
acquisition part 211 is supplied to the key generation
part 212. The key generation part 212 generates a key by
performing various calculation, such as, multiplying a

25 coefficient, adding a constant, or so, to the common item
supplied from the common item acquisition part 211, or
generates a key by selecting a function from among a
previously set plurality of functions according to the
common item, and substituting another common item thereto.

30 The key thus generated by the key gemeration part 212 is
supplied to the table selection/generation part 213.

The table selection/generation part 213

generates a new table while selecting a table for



5 The tabl e selection/generation part 213 includes an initial value
setting part 221, an operation part 222, a |ook-up tables (LUTs) 223-1
through 223-n, and a table selection part 224.. The initial value setting
part 221 sets an initial table as the |ook-up table 223-1 at a tinme 10 of
a conmuni cation start, or so. Wile the initial table is thus set as the
initial value setting part 221 at a tine 05 starting, operation processing
is carried out in the operation part 222, gnd a thus-newy created table
is set as the | ook-up 15 table 223-1. The table set as the | ook-up table

gtzaguént: :isltytI ?ﬁ%ﬁ(fséglekl% &an tl?%%léfilrjgﬁt ]IQ éﬁgdfaasbgléﬁis%% e t ®t hus
the tabl e set askéinege‘rrmﬂ:lbnolkanp 2tiabl e 223-(n 1) is then set as t he

through 223-n are suppl i ed Fo CRETEB Bt PoHopar T BB am R oA abf &t
sel ection part 224p1dN¥diecthent@estave bhus supplied fromthe | ook-up

tabl es 223-1 through 223-n to the operation, part 25 222, the ke
supplied fromthe key gendft F%’Pulebéretle?féoflﬁ‘é‘?%?lbam?ﬁep%%r%\]t3r olﬁ}lcdéﬁdteszzz

generates a new Labi:gdv) vEOhe 3G paHAMINY, taﬂﬁoBEHé@léﬁ Yot toabl es
obtained from the | ook-up tables 223-1 throu h' 223-n, and then,

mul tiplying the &hl@RksBaitabdes atiid si t283thetlklé<§i~1g?8@2$h’é ORRS at iteWlen t he
operation part 2§§1éc§tzlrb9§ aRECeSar Yrfe0 5 Q?tié:["%ﬂq;et Qewﬁg @0 idoqi s al so

possible to.set a nonlinear transition function. The table ‘can be nade to
grow i n a chaos seabhem bypiséeli paple ashehaohtdlnemy t2B1ler a3t iadh-f Fasei on.
Thus, evenlf t het b tained, _since the table thus grows in a
chaos rranner |t8fb%céomss |ﬁ%§§%ﬁ)b %I?d c%’gher the code with the thus-
acquired tabl e, and thus, Whhéecode icenrefl beblecodledus set as the

initial value setting part 221 at a time of starting,
operation processing is carried out in the operation part
222, and a thus-newly created table is set as the look-up

15 table 223-1. The table set as the look-up table 223-1
last time is set to the look—up table 223-2. Similarly,
sequentially, the table set as the front lock—up table is
set, and thus the table set as the front lock-up table
223—(n-1} is then set as the look-up table 223-n.

20 The tables thus set as the look—up tables 223-1
through 223-n are supplied to the operation part 222 and
the table selection part 224.

While the tables are thus supplied from the

look—up tables 223-1 through 223-n to the operation part

25 222, the key is supplied from the key generation part 212
thereto. The operation part 222 generates a new table by,
for example, summing the plurality of tables obtained from
the lock-up tables 223-1 through 223-n, and then,
multiplyving the thus-cbtained table with the key.

30 The operation in the operation part 222 is not
necessary to be limited-to this, and it is also possible
to set a nonlinear transition functicon. The table can be

made to grow in a chaos manner by setting up the nonlinear



5 easily. The table which is calculated in the operation part 222 and
newly created is set as the |look-up table 223-1 as an encryption key. At
this time, the table which is- set as the |ook-up table 223-1 is then set
as the |l ook 10 up table 223-2, and, the table set as the | ook-up table
223-2 is then set as the |look-up table 223-3. Simlarly, sequentially, the
table is set as the follow ng | ook-up tabl and the table of |ook-up
tabl e 223-(n-1) is then set as | ook-up t abPe 223-n. Mor eover, the table
set as 15 | ook-up table 223-n is then di scarded The n tabl es set as the

| ook-up tables 223 1 lél%rnogg??% -n %e sug\};l | ed, 5% B89 8O B8 t})e key is

supplied to t he "t @bT & sel genera i on par rom
generation part 2bRairddie tahte sed eiaﬂdlen/cgemejﬁtws)rinpar th26s Zn%hr&ei,ed:tts any

one tabl e anong fhese n tables set as the t ables 223-1 t hrough
223-n accordi ng PECYHE KEPOSEURhT ity dletcérm“?ﬁ %Fej'%&@nwﬁ]fl %lﬁ 212. The

table thus sel egbgdikey trthelbabdel sehect kaa/ ganeraineR Bardedaded S
supplied to the encrﬁ‘h;tl on part 214 as the encryption key. 25 The sel ected

table is supptie82ft the table selection/generation part 224, and al so,

transmtting data is supgheedaitps Lhe SNGLYRLI QM RS 1214he THS RGPt i on
part 214 enciphers the transmtting data, based on the selected table

supplied from tab{iets%??e@@donﬁweﬁ@tat@d 30 Rl ta21Be Aoshear fiableanner of
the encryption i §2§uﬁ LR Q{h % %@t%xléoleﬁér r¥h§9t£:5‘fe R X
e se ng,

operation between t ecte ata, onl'y a
mul tiplying, or asqaeﬂasg thheld@]te;;attaanlpozﬁ3+bme{%&heor sespanditreg lookt-he

data fromt seI ec ?eb The, nn 9L the %gpg Q_El/g N4 o

necessary to I:?ereto ‘an Pg possiBl € to apply VAri ous
conventi onal eneQBHErimgheet hetsas the look—up table 223-3. Similarly,

sequentially, the table is set as the following look—up
table, and the table of look-up table 223-(n-1) is then
set as look-up table 223-n. Moreover, the table set as

15 look—up table 223-n is then discarded.

| The n tables set as the loock—up tables 223-1

through 223-n are supplied, and, alsc, the key is supplied
to the table selection/generation part 224 from the key
generation part 212. The table selection/generation part

20 224 selects any cne table among these n tables set as the
look—up tables 223-1 through 223-n according to the key
supplied from the key generation part 212. The table thus
selected by the table selection/generation part 224 is
supplied to the encrypticn part 214 as the encryption key.

25 The selected table is supplied from the table
selection/generation part 224, and also, transmitting data
is supplied to the encryption part 214. The encryption
part 214 enciphers the transmitting data, based on the
selected table supplied from table selection/generation

30 part 213. A specific manner of the encryption 1s such as
to encipher the daﬁe, by carrying out matrix operation
between the selected table and the data, only adding,

multiplying, or acquiring the data at a position



5 Next, a receiving apparatus will be described. The receiving apparatus
i ncludes a conmon item acquisition part 231, a key generation part 232, a
tabl e selection/generation part 233, and a decryption part 234. The
comon item acquisition part 231 perfornms the same 10 operation as that in
the common item acquisition part 211 of the transmtting apparatus 201,
and acquires the item common wth the co n itemacquisition part 211.
The key generation part 232 perfornms the me operation as that in the
key generation part 212 of the transmtting apparatus 15 201, and acquires

th k that in the t i L1 tus. 201, The tab
Sel et 1 onl gener A1 6T BAPT 253 Lot NE S G GUFaLh DFC R B3 hal 1 t e

tabl e sel ecti ond-gerer afi tie pardrydidon opematie sekhstiey sandemainegted 20 and
thereby, the sane table as_ that in transmttin a garatus 201 is generated
. and sel ected. THESHEEPypERONt par P23 Joee&%/ﬁﬁjg’lyhg BH9Y FeRVEEt A Yased on
the table thus sgliegtedndmdfindsabl e sel ection/generation part 213.
According to the present enbodi nent, since the 25 table changes one after
anot her every data transni’&$torft Y6FELHHTIDRPRFTAAYSt ikl ibfe I556gLESdes, the

code cannot be deci pher egh@@ée\iviwer%ﬂatlﬁi nGe1 hhes taklgmbs ¢abgul ated

one by one and generated based on the initial table, even if an
i nt er medi at e t abd@uiwy then kpowin 23thea By fasidegwitagnt pddite Z88nnet thele
acquired. That is

occurring at a %ﬁ%%g%%?ﬁzgéﬁéféyyg Fgggt !%%%.thgﬁéﬂ%gﬁghggkkab3&able

nuni ¢ati on starting and ation net hod
are | eaked. Moretheercomtnhe Coshe camnel then decitplRéiederZdrmmitbes see key i s

acquired, even if the.initial table and the opceratio_n.l iti%od L ﬁ ked,
since the té@l e ‘?%er.agc PEcERdVIRF ﬁﬁetﬁayc%?m%é oPef SEY O%E%Tetnhgg gorﬁhe
tabl e changes tdergw thanftttiegmeppardhe aide eadnatqhieres the item
common with the common item acguisition part 211. The key
generation part 232 performs the same operation as that in
the key generation part 212 of the transmitting apparatus
15 201, and acquires the same key as that in the transmitting
apparatus 201.

The table selection/generation part 233 has the
configuration same as that of the table
selection/generation part 213, operates in the same manner,

20 and thereby, the same table as that in transmitting
apparatus 201 is generated and selected. The decryption
part 234 decxrypts the original data based on the table
thus selected in the table selection/generation part 213.

According to the present embodiment, since the

25 table changes one after another every data transmission
operation, or as the time progresses, the code -cannot be
deciphered easily. Moreover, since the table is
calculated one by one and generated based on the initial
table, even if an intermediate table may be known, the

30 following table cannot be acquired. That is, the table
cannot be acquired unless the initial table occurring at a
time of communication starting and the calculation method

are leaked. Morecver, the code cannot be deciphered,



5 deci phered, unless the common itemis known, since the key wuses the
common item such as the weather or tinme. Mreover, since the table can be
made grow up in a chaos manner by carrying out the nonlinear transition of
the table. Accordingly, even if the table is acquired and the 10 code can
be decoded partially, the code is enciphered with the table which is
changed at a next nonent. Accordingly, thg deci phernent of the code
beconmes very difficult. In addition, altho bh the key is acquired by the
comon item acquisition parts 211 and 231 in the present 15 enbodinent, it
is not necessary_to be ted thereto, .and it

i , N ossi bl g -t e
deci pher nent of qr}%eesgo&éeg%t;% lSdia‘rcﬁléLﬁF?’ b?/veélnﬁéﬁfjgﬁﬁgﬂﬁ%akle%aﬁét ﬁ%dt abl e,
or carrying outtiseldpeganesatmeaihadf arhel&syed r aintbethabtabldli€ 21 shows
an operation diagramof a variant 20 of the key generation nethod, . As
shown in FIG 215¢kecdsty Pﬁg%?% Ye?FoGE?yOP?%O?u@ﬁt?ﬂétP%r gﬁﬁr %8%? A
which is the mtihGharaehere@itd he Furthetadte 223- boghodhthdie besed as a key
fromanong the | ook-up tables 223-1 through 223-n, and by using thjs 25

"A" as the kéy, F¢RERIEEEE. camleS {ELeEPBECDrLEA dEnkAPER,  HeGFsédcaken

coefficient for genenald eBmAbn & {l | QW-NYas 1AR GeafHELNSE MRIG . the table
and the character nunber are determ ned based on the weather infornation

or time 30 inforMedorer,aniinthetlehdehdeeral o xadac gedvw vwi® hin fe chRAS-
det er i ned t abl ' . ] . . Then,
etermned ta e%&ckagegg g)g;g%%p%islg;g OR#QU%hgeﬁ&&aﬂr{é%q FEQBE%E%%K Jumher. Then

t he t hus-obt ai ne or selection of a coe client or
function for thetasdd. 32ctabiinglenerexenonf tre seblkbieoseryirdd Rodghhehe

funct on, | Sl ke WSebEdoL R e SIROUL 1B Lk L cpEGEARALY 1 Do
i nstead of the fumetizmle Whteoves chalnged at a next moment. Accordingly,
the decipherment of the code becomes very difficult.
In addition, although the key is acguired by the
common item acquisition parts 211 and 231 in the present
15 embodiment, it is not necessary to be limited thereto, and
it is possible to make decipherment of the code more
difficult by embedding the key in the table, or carrying
out self-generation of the key from the table.
FIG. 21 shows an operation dilagram of a variant
20 of the key generation method.

. As shown in FIG. 21, a setting is previously
made such that a character "A" which is the m-th character
of the i-th table 223-i should be used as a key from among
the look-up tables 223-1 through 223-n, and by using this

25 “"A" as the key, the table can be selected or it can also
be used as a coefficient for generation of a following
table.

Furthermore, the table and the character number
are determined based on the weather information or time

30 information, and the character 1s extracted with the thus—
determined table according to the thus-determined
character number. Then, the thus-cbtained key may be used

for selection of a coefficient or function for the next



5 is possible to use a conbination of conversions with the function and
protocol. Since the generation process for the self-generating key becones
nore conplicated by using a conbination of conversions with the function
and protocol, deciphernment of the code becones difficult 10 further.
Moreover, in the present enbodinent, the plurality of same tables are
owned by the transm ssion and reception sh e- Thereby, by perform ng
comuni cations wth adding table selection®“information to the 15

comuni cation data, selecting of the sane table between the transm ssion

and reception si can _be _achieved, and . therew th Crypt.i.o .
decryption are pg?’ekfb%' g2 ﬁ%?Ebci/I: SCt iléqorp%%"éel%l glf%gog%lﬁi%l%/eg fglg%r%ﬁzrlonous
encryption and gdeaiasptliyonpd@téd hin dhembadodimddt FLiG 122nshows-esssyst em

configuration view of a .third enbodi nent of the, reseni inven%(ln. .The
§y&Pem

system of the prEReft EMIGEANENT TS TIRCEECP nfH et of Protedds

The information g S RRot8¥St eMs3Rbd0b st fige prigseAbnemashidmadr i sStmade of
an ordi naryrﬁpersona conputer, and thus includes a CPU (central

processi ng urfl t)iSEOSHIRKMELr aFRIGMCaFbeBaticR My WPrZesicPROMEY &88 only
menory) 313, a HER {hayd 30 %Eé&@ﬂ_Vekiﬁéé,t@e ROV € 6RMPaclesdl 6ROV

drive 315, an input device 316, a display 317, 'a communi cati on device
318, and an encr ¥t i ol ftoenesaBigy Kive bEPONSY Inaitso semal £savid Pyt Meing

encryption 33 d.eXif&q"i&%ﬁ%npﬁff%eﬁg&{gt&P%}\%%C%EEEEEOW {y & program
for encryption installed 1Tnthe . The 2 1S used as a work
menory area of theotCRidI3]1 HecApBtOdenthadi thei opie feropat dystialtand vari ous
setting inf Ofdmt ifgptﬁ(erre_ '
| Moreovér, in the presen£ erbodiment, the
plurality of same tables are owned by the transmission and
reception side. Thereby, by performing communications
with adding table selection information to the
15 communication data, selecting of the same table between
the transmission and reception side can be achieved, and
therewith encryption and decryption arerperformed.
Thereby, it is possible to achieve asynchronous encryption
and decryption.
20
[Third embodiment]
FIG. 22 shows a system configuration view of a
third embodiment of the present invention.
The system of the present embodiment is an
25 information processing system. The information processing
system 301 of the present embodiment is made of an
ordinary personal computer, and thus includes a CPU
(central processing unit) 311, a RAM (random access
memory) 312, a ROM (read only memory) 313, a HDD (hard
30 disk drive) 314, a CD-ROM (compact disk—-ROM) drive 315, an
input device 316, a display 317, a communication device
318, and an encrypticn device 319.

The CPU 311 cocoperates with the encryption



5 stored in the ROM 313, and processing therewith is perfornmed at a tine
of starting of the information processing system 301. In the HDD 314, the
program for encryption which is used by the encryption device 319 for
perform ng 10 encryption processing, original data, encryption data,
decoded data, a table for encryption, etc. are stored. The CD-ROM drive
315 is equipped with a conpact disc D, and a programrecorded in the
conpact disc Dis read thereby. The program for encryption is provided for
15 exanmple, with the conpact disc D, is then installed in the HDD314 from
the CD-ROM drive 315, and is used. It is also possible to provide the
program for encr9Ptish F o aPeHet b FREFKEP biigh RINESESARENTHt ifo R @8V F e

318. The input deyjcs,316hbs! Hdes1adeeyhoand nmp 34Q nogse petxi2 iand is
used for starting of thé encryption program or selection of original data

whi ch shoul d be vetkigsheér eark Thenavs girgy SI7thadRidédla ARE{Fathadecr ay
tube) or an LCD (Ll qu) g elySLaledBYice) vadtfadl shlaks s hALALIE-0B esUCh as

original data, decode , progress situation of encryption. The
comruni cat i orb destoeed 18 ithel BOES3IS medenpracessimy rhkeradaph ers a router,

etc., and is an a ratus for 30 perfarm ongmnic i j anot her
i nformation pro@g’gg?%edzﬁﬁa?a :'u“slé)t%fi g&aﬁp’?]ﬁé Tet vl\-l/gr E%lf%ﬁga%\in%rpypti on
device 319 is a poecesdiarg sepeépienli.ng origi nal data supplied fromthe

program for enciyption. o, decogig the sichypted dale supoligd, [gom. (he
encryption devi ces3ifed Hie tBBCEN® A ctedetecd 1 d meirugdesfarhiary d
10 enc;yption processing, original data, encryption data,
decoded data, a table for encryption, etc. are stored.
The CD-ROM drive 315 is equipped with a compact disc D,
and a program recorded in the compact disc D 1s read
thereby. The program for encryption is provided for
15 example, with the compact disc D, is then installed in the
HDD314 from the CD-ROM drive 315, and is used. It is also
possible to provide the program for encryption from a
network through the communication device 318.
The inpﬁt device 316 includes a keyboard, a
20 mouse, etc., and is used for starting of the encryption
program, or selection of original data which should be
enciphered. The display 317 includes a CRT (cathode ray
tube) or an LCD (liquid crystal device), and displays
information, such as original data, decoded data, or a
25 progress situation.of encryption.

The communication device 318 includes a modem, a
terminal adapter, a router, etc., and is an apparatus for
performing communications with another information
processing apparatus through the network.

30 The encryption device 319 is a board for
enciphering original data supplied from the program for
encryption, or decoding the encrypted data supplied from

the program for encryption.



connectable with a PCl (peripheral conponent interconnect 5 bus), and

i ncludes a conmmon item acquisition part 321, a key generation part 322, a
tabl e sel ection/generation part 323 for encryption, a table nenory part
324 for encryption, an encryption part 325, and a decryption part 326. The
common item acquisition part 321 acquires a 10 common item from weat her
information, time information, or a random nunber, which is comobn between
the transm ssion and reception ends, obt aiPfted by a pseudo random nunber
generator which generates a comon random nunber common with the

comuni cation partner. 15 The nmon item acguired by the copmon item
acquisition part 321 is sdppli ég P thé &9‘38&@?%@%&118&‘@%‘?2% ‘Fﬁ“{? key
generation part gaarﬁgﬁmyhae@sigekgmg.fron1the comon item acquired by the

common item acquisition part 321. The key is generated through 20
performance of various opdf& PBATBRttHe JEFhfBn31T eMclydspl # 2P t he comon

I tem acqui sitioncpahdcdahe S4ER 2Spdl HeRk¥h88: R LARLhEALEMeeAddiRG A
constant, or so. Moreover, the key is"generated by selection of a function
accor di ng to 1 hebsehmomnd tlamlidesm & gsimpeal Ltgm ofcRE spitavhopstly 3at, a

functions, and tituti ther, ; ted
by he ey ooner SBY gdntndtd BABL PETa RO TIORan | & YRADNAL B gerllfa i gaREr A €

sel ecti on/ gener aBEdnfgardnc3Pptioithea ttaile mehecy i matig&iidr #bcoanpaypt 328,
generates a neM/Bg taqge whil e sglg@%ing_a t&ble Qpr encighié%ng dat a based
on the key thus SUpptTed®rEnPEh Y Gt alTO AT B33! G. 24 shows a
bl ock configuration view dhet kemmbahitens ekaai s bt genarat 30D PpediiFA3.a The
tabl e 35 selectioq@generati n art_@é? i,ncludes, an initial _value setting

part 331, an bpefSFTYh P&t *588, "Podietug Pt abres omad- et hhbeght 89 n °%and a

tabl e sel ection parindsddnuler, which is common between the transmission
and reception ends, obtained by a pseudo random number
generator which generates a common random number common
with the communication pariner.

15 The common item acquired by the common item
acqguisition part 321 is supplied to the key generation
part 322. The key generation part 322 generates a key
from the common item acquired by the common item
acquisition part 321. The key is generated through

20 performance of varicus operation on the common item '
suppiied by the common item acgquisition part 321, such as
multiplying a coefficient, adding a constant, or so.
Moreover, the key is generated by selection of a function
according to the common item from a plurality of

25 previcusly set functions,'and substituting another common
item thereto.

The key generated by the key generation part 322
is supplied to the table selection/generation part 323.
The table selection/generation part 323 generates a new

30 table while selecting & table for enciphering data based

on the key thus supplied from the key generation part 322.
FIG. 24 shows a block configuration view of the
table selection/generation part 323. The table



initial value setting part 331 sets an initial table as 5 the | ook-up table
333-1 at a tinme of a conmunication start, etc. Wiile the initial table is
thus set by the initial value setting part 331 at a tinme of starting,
operation processing is carried out thereon by the 10 operation part 332,
and thus a newWwy created table is set to the |ook-up table 333-1. The
table set as the | ook-up table 333-1 last _tinme is then set to the | ook-up
table 333-2. Simlarly, in sequence, the fabl e set as the front | ook-up
table is then set, and thus the table set as the 15 front | ook-up table

333-(n-1) is then set as the look-up ta 333-n. The tables set as the

| ook-up tabl es 3%%%%Ftﬁﬂﬂ/88@ﬁr%ﬁ%?ﬁn%SFE g%%hFFéﬂE¥ﬁ ?ﬂel?ﬁﬁﬁé;iv auﬁart 332
and the table sglectippapars3B3hn \Aggkgtids@ gzah es2ar eodlugm 2Bbsuppl i ed
fromthe | ook-up tables 333-1 through 333-n to the operation part 332, the

key is supplied $herketdmopsh 33ha kepdgankiats GFlsart OB AT TS %opelati on

part 332 genera&ﬁgt%ln%m@bg&amhgc%ui 891 WHt Mt &ﬁi&gﬂi@fu@f asthe key
r

to a tabl e obtaine om sunm ng the respective 25 matri xes of the

plurality of % abtes Iedmuwh&abbel3idrl e4bhetiBa3rf & IpoBYA1SRBLIY SHRET,
operation in thee gperation part 332 is not necessarily limted to this,
and a nonlinear Fransition function may be applied, for exanple. The
tabl e can be nmade to growwhplentlze chiagsalOtambmers bjuseset gy aheonl i near
transition function, ., .Thereby, even if _th able i,s_acquir since the
table grows in éﬁ%ﬂﬁ%&‘ﬁﬁﬁﬁe??t?¥mb§@5%e§3iﬁ%%§§ﬁ6ﬁ$ ?g %@%Vﬁ%lf t he code
with the acquiregptadtamn prdckhstng He eadeicannet tderbendeyotted easily. The

table which iis calculaled |0, the, oneralion ,part 332.20d,i 50 fws guty

to the look—up table 333-1. The table set as the look-up
table 333-1 last time is then set to the look-up table
333-2. Similarly, in sequence, the table set as the front
look—up table is then set, and thus the table set as the

15 front look-up table 333-(n-1) is then set as the look-up
table 333-n.

The tables set as the look—up tabies 333-1
through 333-n are supplied to the operation part 332 and
‘the table selection part 334. While the tables are thus

20 supplied from the look-up tables 333-1 through 333-n to
the operation part 332, the key is supplied thereto from
the key generation part 322. The operation part 332
generates a new table by carrying out multiplication of
the key to a table cbtained from summing the respective

25 matrixes of the plurality of tables from the lock—up
tables 333-1 through 333-n. The operation in the
operation part 332 is not necessarily limited to this, and
a nonlinear transition function may be applied, for
example. The table can be made to grow up in a chaos

30 manner by setting a nonlinear transition function.
Thereby, even if the table is acquired, since the table
grows in a chaos manner, it becomes impossible to decipher

the code with the acquired table, and thus the code cannot



| ook-up table 333-1. At this time, the table which is 5 thus set as the

| ook-up table 333-1 is then set as the |ook-up table 333-2, and the table
thus set as the | ook-up table 333-2 is then set as a | ook-up table 333-3.
Simlarly, in sequence, the table is set as the followi ng |ook-up table,
and the table of the | ook-up table 333-(n 10 1) is set as the | ook-up table
33-n. Moreover, the table set as the |ooksup table 333-n is discarded. The
n tables set as the | ook-up tables 333-1 gﬁrough 333-n are supplied, and,
al so, the key is supplied fromthe key generation part 322, to the table

sel ection 15 pary_3 e selection part 334 selects any one table
anong these n t %?é%ﬁgéga eg?ﬁgﬁlook-up tables 333-1 through 333-n

according to the key fronThhet&@MegéﬂehaiécnalqnmateEZZH Bhes or®F ashons an

operation di agram of t% sel ection/ generati art. 323.,As shown in

FIG 25, a settifgisy r@@gohil ‘ﬁh&@wgﬁc%r%ﬁﬁ¥{&Scﬁg?ac§era%Nthe the mth

character of the1¢>o}t¢upt abbee 38831 fram ahmgt:trm th@okal:lpetv&hlcms:1.333 1

t hrough 333-n shoul d be used as_a _key, a usi.ng . this "A" as_the key,
ReakyEe B

the table car? bethss S8teefelil®rlqdhT ds 1§ LBERfTLT &7t H6r

generation of thsof-ald ewbng table. Jhdr thervaye the tablgs and thek-up
character nunber may be determ ned from weat her information or time

i nfornation, tlﬁet@Qkﬁeﬂﬁﬁeﬁ % EhRn s 28et ekRKEW® F6PéRaFacter nunber in
the thus- det er ni ged: .ahle qays@@érmés tRXt£acted andiugediforeaabeshiyng the

table or used as a coefficient generating the followng table, or used
for selecting thé0¢hﬂuiﬁ@hléora@ﬁnémaﬁﬁhéetﬁﬁ'@HhH@Ok3¢PTﬁ§ﬂﬁa@ﬁ§—éérected

oA PSP LA R % PO 1L R el R et 2o
set as the look—up table 333-n is discarded.

The n tables set as the look-up tables 333-1
through 333-n are supplied, and, also, the key is supplied
from the key generation part 322, to the table selection

15 part 334. The table selection part 334 selects any one
table among these n tables set as the look—up tables 333-1
through 333-n according to the kéy from the key generation
part 322.

_ FIG. 25 shows an operation diagram of the key

20 selection/generation part 323. As shown in FIG. 25, a
setting is previously made such that a character "A", the
m~th character of the i-th table 333-1 from among the
look—up tables 333-1 through 333-n should be used as a key,
and by using this "A" as the key, the table can be

25 selecﬁed or it can be used as a coefficient for generation
of the following table.

Furthermore, the table and the character number
may be determined from weather information or time
information, the character of the thus—-determined

30 character number in the thus-determined table may be thus
extracted and used for selecting the table or used as a
coefficient for generating the following table, or used

for selecting the function for generating the table.



The table nmenory part 324 may be set in the HDD314, and 5 managed by the
program for encryption. The selected table is supplied fromthe table

sel ection/generation part 323, and also, the transmitting data is supplied
to the encryption part 325. The encryption part 325 enci phers the original
data based on 10 the table selected by the table selection part 334 and
stored in the table nenory part 324. A manger of the encryption is such as
t hat achi eved, for exanple, by <carrying ot nmatrix operation between the
selected table for encryption and the data, by sinply adding, or carrying

15 out mul tiplication, or gy pogul idng daha,{ram the,Lablecd:on gageyption
at the position corresponglng 0 the data. . ‘The manner of encryption is not
necessarily |im3&d id hepel ded ad thar Eousycioinve maicanal S eviciEhert ng nmet hods

may be applied. 20 The enc ted data encrypted.i.n_the encr ion..part
325 is read fr on?‘f@%ljeer‘?c%?pﬁ‘gnt%éﬁ gE™31Y %Itt %@4 SP%Q?%%%%I& ShctYpti on,
and is stored byThdedidR addons @irt Botenapdiate+ ihetnd ozl eand

identification information for identifying which table is used for the
encryption i © 2BARARRS PVo the LTI EMMERF at R ¥ R %8t ored by the HDD 314. At

a time of decryption, therhatgsmmdicf @abhbesd oslypi1degodesh tige readdef romthe
HDD 314 by the program for encryption, and is supplied to the encryption

device 319. Wt hsekretiondepperariaiewcest 319, ashrdhor sthaderansriféitdbl e
Uhe. | ht or nbdi at ed 1T e g o CPRG 1 ol ¢ FofrC SEryoL Fon usst at ihe time of
encryption, whi centaitgonspathus2y eagibhenstHee tatibenabndate gased3gnd, and
oo urL) O DS RAPLLEN, B CoZBanl i ASGLIBE: 0P, 320 decoces
stored in the table memcry part 324. A manner of the
encryption is such as that achieved, for example, by
carrying out matrix operation between the selected table
for encryption and the data, by simply adding, or carrying
15 out multiplication, or by acquiring data from the table
for encryption at the position corresponding to the data.
The manner of encryption is not necessarily limited
thereto, and wvarious conventional enciphefing methods may
be applied.
20 The encrypted data encrypted in the encryption
part 325 is read from the encryption device 319 by the
program for encryption, and is stored by the HDD 314 as an
intermediate file. The table identification information
for identifying which table is used for the encryption is
25 added to the intermediate file stored by the HDD‘314. At
a time of decryption, the intermediate file to be decoded
is read from the HDD 314 by the program for encryption,
and is supplied to the encryption device 319. With the
encryption device 319, search is made in.the table memory
30 part 324 based on the table identification information
added to the intermediate file for the table for

encryption used at the time of encryption, which table is

thus read from the table memory part 324, and is supplied



part 324. As a manner of decoding, a calculation 'is nmade 5 of substituting
the table for encryption into an inverse function of the function used at
the tinme of encryption, for exanple, and thus, the original data is
decoded therefrom The data decoded in the decryption part 326 is 10 read
fromthe encryption device 319 by the programfor encryption, and is stored
by the HDD 314. O the RAM3 12 stores it and it is used for processing by
the CPU 311. As nentioned above, accordi n&sto t he present enbodi nent, the
data can be enciphered and it can be 15 stored in the HDD 314 as the
internediate fil e, Jct icg not .Bossi bI;to easily decode the data even if
the data is stol8n*38 FFEEIHP P2 he’%cryption of inportant data and

storage thereof in the HDRhldecThetrehy parthe3secaesyiepentosgmancetaf data
can be inproved. 20 According to the present enbodi nent, since the table
changes one aftef8nedhet fOFefFPCamp et SMERLESH ohr o Férat-FBhS BF 4 t he

time progresses, phbe gode @anBohaRfer daCidRREACHy easida.culRt eV els riigace the
table is cal cul aied one after another and generated based on the 25

initial tabled ee&nsilbsHitutiner hbdi talele dbFechayymieldnamie af hErvedisitowi ng
table cannot be SeAULIGH.oThEL Einciih Js2Bl gr CANDALDE RCAHLLRNL M ess the
initial table occurring at a tinme of conmunication starting and the

cal cul ati on net hddraeranmpakedndvbhesyarhe phhegtoale ddrndts 88chéedieci pher ed,
unl ess the key ighgg‘gy}&ned, even if the initial table and the operation
met hod are | eaked, "Sifice " the table is selected by the key or the operation
met hod for the tabl e chamdes dsher éatcdded BEur ther doceypitibe pade B cdannot be

deci pher ed, dﬂ es%aéhf co neitemjts kgi%v\ym,e gi_%g:gythe keé uses_t he commmon
item such as”t h&“@BatHdt PEREE N GV er (e PABIE R e made
grow up In a encryption, and is stored by the HDD 314. Or the RAM3 12
stores it and it is used for processing by the CPU 311.
As mentioned above, acceording to the present
embodiment, the data can be enciphered and it can be

15 stored in the HDD 314 as the intermediate file. It is not
possible to easily decode the data even if the data is
stolen as a resuit of the encryption of important data and
storage thereof in the HDD 314. Thereby, the secrecy
performance of data can be improved.

20 According to the present embodiment, since the
table changes one after another every data transmission
operation, or as the time progresses, the code cannot be
deciphered easily. Moreover, since the table is
calculated one after ancther and generated based on the

25 initial table, even if an intermediate table may be known,
the following table cannot be acquired. That is; the
table cannot be acquired unless the initial table
occurring at a time of communication starting and the
calculation method are leaked. Morecver, the code cannot

30 be deciphered, unless the key is acquired, even if the
initial table and the operation method are leaked, since
the table is selected by the key or the operation method
for the table changes therewith. Furthermore, the code



chaos manner by carrying out the nonlinear transition of 5 the table.
Accordingly, even if the table is acquired and the code can be decoded
partially, the code is enciphered wth the table which is changed at a
next monent. Accordingly, the deci phernment of the code becones very
difficult. 10 In addition, although the key is acquired by the comopn item
acquisition parts 321 in the present enboginent, it is not necessary to be
limted thereto, and it is possible to m 8 deci phernent of the code nore
difficult by enbedding the key in the table, or carrying 15 out
self-generation of_the key fromthe table. _According.to the .present

S bePdRE g

enbodi ment, the COPIYT AE d&ﬁ?ﬁﬁ% HaT P58 hER b $toFed.

Mor eover, the datanesciiheegduass Sicoreiméaniban, GoERHUAL Caiedamsiteg vari ous
types of comrunication 20 apparatus 318. FIG 26 is a é%stenlcontiguration
view of an exanpl®eof MiSOVEAt i DG PRt BrTAR PENTPROCESIT A 1SyEt em

301. A system 40dn9fs th$:e8X8YPEL-Afi n@PBLt CaLd Abr1Sned? € d BtirRd oguch
t hat comuni cati ons between a server 411 and a client 412 is perforned

through a netiwr kha1gbIifhe Asepy@inodyl gHENthE 19 &aPle1ds ATEG gifled to
each have the SEE conl i gLl al-dad {asrwéﬁy?tﬂr%nceae%g%ﬂ&p%é%em 301

shown in FIG 22 oug G 24, an he 30 initral value, common item
and key gener at i shthethwdablhevhbperist coanged hod,a ezt apeeshar ed nutual | y.

S Serat e hochE- RSB e L St Ak 8 M U MISLLAGE LA cfen
internediate fil @aiffteuit.he HDD314. The internediate file stored by the HDD
314 is then gupplied to the ghient, 413, LALHOR LN PENOLE. I3 by the
common item acquisition parts 321 in the present
embodiment, it is not necessary to be limited thereto, and
it is possible to make decipherment of the code more
difficult by embedding the key in the table, or carrying
15 out self-generation of the key from the table.
According to the present embodiment, the
original data can be enciphered and then be stored.
Moreover, the data enciphered and stored can be
communicated using various types of communication
20 apparatus 318.
FIG. 26 is a system configuration view of an
example of application of the information processing
system 301,
A system 401 of this example of application is
25 configured such that communications between a server 411
and a client 412 is performed through a network 4i3. The
server 411 and the client 412 are configured to each have
the same configquration as the information processing
system 301 shown in FIG. 22 through FIG. 24, and the
30 initial value, common item, and key generation method, the
operation method, etc. are shared mutually.

The server 411 enciphers the original data to be

transmitted to the client 412 with the above encryption



by the conmuni cation device 318. 5 In the client 412, the conmunication
device 318 receives the encrypted data fromthe server 411, and stores it
in the HDD 314 as the internediate file. The encrypted data stored by the
HDD 314 as the internediate file is decoded into the original data with
the encryption 10 device 319, and is utilized by the client 412. According
to this exanple of application, the data ci phered by the encryption
device 319 is stored as the internediate file in the HDD 314, and is
transmtted via the existing network 413 such as a LAN (local area 15

network) with t I.Stipng QPQH Lcat] devi.c AGCOL o] t he
encryption is egg%wﬁéea%%)?i cagrb €. BF%QaJd%ir%Sl gtxl,e g%g%ﬁnd?c%\%ccf%o f??ig b%%%ent
enbodi nent, si nde te3Llook-Tie tlabhkemedwigesidynandcad by, thhReHDetidpher nent

of the code becones.difficult en _jf the key.20_or the lqok- b are

acqui red tenpor ard It??nTﬁ’é?}éﬁfjoﬁﬁgYw Fh% S %nzcc;%léepf‘ﬁcrnﬁ%nctélecgﬁ %’g}?rrépl%oved.

Mor eover, accor dinghleochitupicesanh aspoch mast., as information at a

predeterm ned position in_the table is _used as a key, t he Eg&,caqgg% be
ment

obt ai ned witRout 25 obt ai At NS Ke1ERbI &2 AdLEr GPHGFYLCfed t he

code becones diffdclihbs and d tbheasecreen pref serpaca1icaande i nproved.
30 [Fourth enbodinent] FIG 27 shows a system configuration view of a

fourth enbodi meratagest hg pr denEDPniéhtaptherépterpedintes ditCenbbif ment, a
description is ngle a2 tABLH bgmﬁ{,nnmah@ L oL 05 QRARIES s e
used for re

processi ng apparatusés are 41 I ay communi cations, conmunications
are made bet weefile dentandded iiorrosshe cerligifedngetenvpito déss EAGEYRIpERIF at us

and a commupjcat i deshbNAUALYd QLEIRL By the crient 412.

According to this example of application, the
data enciphered by the encryption device 319 is stored as
+he intermediate file in the HDD 314, and is transmitted
via the existing network 413 such as a LAN {(local area

15 network) with the existing communication device 318.
Accordingliy, the encryption is easily applicable.

In addition, according to the present embodiment,
since the look-up table changes dynamically, the
decipherment of the code becomes difficult even if the key

20 or the look-up table are acquired temporarily. Therefore,
the secrecy performance can be improved.

Moreover, according to the present embodiment,
as information at a predetermined position in the table is
used as a key, the key cannot be obtained without

25 obtaining the table. Accordingly, decipherment of the
code becomes difficult, and thus, the secrecy performgnée

can be improved.

[Fourth embodiment]

30 FIG. 27 shows a system configuration view of a
fourth embodiment of the present invention. For the
present embodiment, a description is made for a system in

which, while two information processing apparatuses are



processi ng apparatus, in order to sinplify the explanation. 5 A

communi cati on system 500 of the present enbodi nent includes information
processi ng apparatuses 511 through 514. The information processing
apparatuses 512 through 514 are connected through a network 515. The

i nformation processing apparatus 511 and the information 10 processing
apparatus 512 perforns relaying between the_ information processing
apparatuses 513 and 514, and encryption c6Mmuni cations are per f or med

t herebetween. FIG 28 shows a bl ock configuration view of the information

processi ng apparatus 511. 15 The inforpation processi apparatus 511 is
made of a persoiefid COFpUELRY SSREERL CahU T hic néﬁagﬂ fﬂﬁ%g??% 521, a

processing part Bl;ecind dofths @ i243sodhee irnHdhadeyh cerdudbsiingl udes a
keyboard and a nouse, and perforns input of commands or data in the

processing part ZPHFELUSTREdd? SHTEYISS3THPR plo/ErathPBcERA G HE8ul t of the
processing part %e%:i&g%gﬁgﬁﬂm RAr bradz t@%ﬂ&qsigg SRY Sddardtion.

controller 532, a ne a graphics controller 5 a bus 535, a
controller 536, a hard di #kcariwel@3ionapyoeerextii¥andesbe ertRsHetdri ve 538,

an encryption deylessmdte 30 dL AMRIBLCAILO D ARLLEEn S 0opalhe GBY 521

perforns processing according to a~ program e conir 532 perforns.
dat a exchange behy®eh t5hd . CPthd 3hforeadiyn 53 capsaphi espaorituseis|l 612534, 30

and bus 55 The AERRY 53013 4350 %2 BN IEIRC Y aLece of e CPU 901
changes it into dispn@itiotdaprocedudrsuppbhestid 31d the dhspimforsi23ioithe
G aphi £s  corit ol PEACSRNTRGEBEAS 08 1P Da BYEmD deuavons he T T
information processing apparatuses 513 and 514, and
encryption communications are performed therebetween.
FIG. 28 shows a block configuration view of the
information processing apparatus 511.

15 The information processing apparatus 511 is made
of a personal computer system, and includes an input
device 521, a processing part 522, and a display 523. The
input device 521 includes a keyboard and a mouse, and
performs input of commands or data in the processing part

20 522. The display 523 displays a processing result of the
processing part 52Z.

The processing part 522 includes a CPU 531, a
controller 532, a memory 533, a graphics controller 534, a
bus 535, a controller 536, a hard disk drive 537, an

25 exchangeable disk drive 538, an encryption device 539, and
a communication device 540.

The CPU 531 performs processing according to a
program. The controller 532 performs data exchange
between the CPU 531, memory 533, graphics controller 534,

30 and bus 535. The memory 533 is used as a work memory area
of the CPU 531. The graphics controller 534 processes
data processed by the CPU 531, changes it into display
data, and supplies it to the display 523. The display 523



(peri pheral conponent interconnect) standard. The 5 controller 536,
encryption/decryption device 539, and conmmunication device 540 are
connected to the bus 535. The input apparatus 521, the hard di sk drive 537,
and t he exchangeabl e di sk drive 538 are connected to the controller 536 as
wel | as the bus 535. The controller 536 10 controls the input apparatus
521, the hard disk drive 537, the exchangggbl e disk drive 538, and the bus
535, and perforns data exchange. A progran?and data. are stored by the
hard di sk drive 537. The exchangeable disk drive 538 is, for 15 exanple, a
CD- ROM (conpact disk:-read an Y nd dr| disk in
which a progranlgﬁﬁp%ﬁﬁ aF@ggs?%ﬁ%%gr¥%go g%?ﬁ%f%bnﬁdé%??p ﬁ%ﬁ evi ce 539
is a board conngekghdo doherbuseb3IB4 and enci phers data or decodes 20 the

enci phered data. The data encjphered with th encryption cryption device
139 is supplied to the Eﬁhﬁﬁ%a??%ﬁ“ﬂ@vpeﬁﬁ%%ﬁ“ff%e b ﬁication devi ce
540 is an appar qbaﬁlﬁé rage&mgsmé}g: GOMRRAbEMEONS tWnbAr&he THenf or mati on
processi ng apparatus 513 through the network 25 514. 30 The

encrypti on/ detr yPORBFCHEN 686538 GHYNtIoMABE  YRIesE IBEACENO et &7 FIG 29
shows a bl ock coppi,guf 4td1QRLV hew Of Meﬁar@newrpéd@a{ deCEyBthen havi ce 539.

The encryption/decryption device 539 is a PCl  board which is connected to
the bus 535 and used in tTes inprht apparedviss Sebnf Fepuriara dikkverdye 537,

encryption/decryptjon, dgk%%s_ﬁlﬁgg&gml%kcdéggﬁasw%%%%ngét0 ; ett%% on a

printed 43 wring boar € connect or I's connecte
controller 536 as well as the bus 535. The controller 536

i0 controls the input apparatus 521, the hard disk drive 537,
the’exchangeable disk drive 538, and the bus 535, and
performs data exchange.

A program and data. are stored by the hard disk
drive 537. The exchangeable disk drive 538 is, for

15 example,'a CD-ROM {compact disk-read only memory} drive,
and drives a CD-ROM disk in which a program and data are
stored.

The encryption/decryvption device 539 is a board
connected to the bus 535, and enciphers data or decodes

20 the enciphered data. The data enciphered with the
encryption/decryption device 139 is supplied to the
communication device 540. The communication device 540 is
an apparatus for performing communications with the
information processing apparatus 513 through the network

25 514.

The encryption/decryption device 539 will now be
described in detail.

FIG. 29 shows a block configuration view of the
encryption/decryption device 539.

30 The encryption/decryption device 539 is & PCI
board which is connected to the bus 535 and used in this
state, and is configured to have an encryption/decryption

processing chip C and a connector 541 mounted on & printed



bus 535. The connector 541 is also connected to the encryption/decryption
processing chip Con the printed wring board B. The encryption/ processi ng
chip Cincludes a decryption interface circuit 542, a bus 543, a nenory
544, and a mcroconputer 545. The interface circuit 542 is connected to
the connector 541. The interface circuit 542 in fornmed between the
connector 541 and the internal bus 10 543, and acts as an interface between
the PCT bus 535 and the bus 543. The nmenord? 544 and nicroconputer 545 are
connected to the bus 543. An operation result of predeterm ned operation

performed on input data is stored in the nennrg 544 at an address
correspondi ng t o¥ERENY RATA Bs JERY. CHNECTS ShbwkS £URES RN £8n

view of the menpuy 544. Iphd REnAEODIY 524445201 SPEGHHRRle8H I tnd (A )
cal cul ated by a predeterm ned function f(x) with an 20 address Al as an

i nput x, as dat aeDEr¥priehalesdapesen Arqriessdedotield dh ontegePrHteL t hr ough
n) is stored. The. mcr ter 545 obtains the operation result f(x) by
per form ng calcuﬁéfg%ﬁlgﬁ {Eé'data X with the predeterm ned function f by
- reading the data from the 2% renoyytttd/ procksshegdatia O dncihéeP@ bus 535
as the address therefor. This erat.ion.re t f(X). I1S,;0uUtp

enci phered data gfecicﬁg%d%rf au%.er%%cée rﬁlcﬁcélégnég%éraﬁ% s524t3§, gargérznan rﬁ4t4|’al
function, data ofntihe fetEsdonplderiSes., the fiunetiare fcircBOtbasedion comon

information which is obtainablLe i n conmon 13 tween the trfansrri SSi on%g_.)r]l%
reception ends, &RAREFERT tQ AR cOYRRMiCar g'ch%‘@ejs“ﬁetr b&Sed on 't umber
of times "of comunicgahi@HaRRcAl EREScdnddtercoamumdE atheoindatnal 4shsor

exanpl e, thelgun%%%?nagdﬁgggggi'agxinéggggcgl%g%&ggg tﬁe PCI bus 535 and
the bus 543. The memory 544 and microcomputer 545 are
connected to the bus 543. 2An operation result of
predetermined operation performed on input data is stored
in the memory 544 at an address corresponding to the input
15 data.
FIG. 30 shows a data configuration view of the
memory 544.
In the memory 544, an operation result f(Ai)
calculated by a predetermined function f(x) with an
20 address Ai as an input x, as data Di for the address Ai (i
denotes an integer of 1 through n) is stored. The
microcomputer 545 obtains the operation result f(x) by
performing calculation on the data x with the
predetermined function £ by reading the data from the
25 memory 544 with the data from the PCI bus 535 as the
address therefor. This operation result f(x) is output as
enciphered data of the data x. '
The microcomputer 545 sets, as an initial
function, data of the memory 544, i.e., the function £,
30 based on common information which is obtainable in common
between the transmission and reception ends, and after
that, dynamically changes it based on the number of times

of communication operations or the communication data.



of a coefficient according to the nunber of tinmes of conmmunication
operations is made with the function f. Updating of the function f is not
necessarily limted to 5 one by the nunber of tines of comunication
operations or the communication data, and, it is possible that updating
is made with common information which can be acquired in conmmon anong the
i nformati on processi ng apparatuses 511 through 514, for exanple, weather
information or so. 10 Thereby, the encrypti4o4n/ decryption can be perforned
wi t hout exchangi ng the key information for encryption, etc. between the
transm ssion and ece eEELFs Thus, éhe key infor %: ichis
generated by &1 © h RSO SniFBePIPe and e ”E 115
i.e., a self- generfatal a@eﬂﬁcleeﬁca&@@wﬂ{gdeer ¥pé i @fngan oge ipes for ned.
Therefore, the secret performance of the data can be inproved. The
processing for efCFYPRHEH Y RPERET1@HT Fifpi'RER/ teCt Yt SHRgER & 539

searches the ne a®fy &0 dn %ﬁﬁc@ioﬁ he jisnpYt dataasitiber addrasso

t herefor. Then, e data is read fromthe address corresponding to the
i nput dat a of 5t h@n@ehﬁr?h%wﬂb?ﬁeofe%ﬂ%atoé P@memlpzﬁtlee opREa Yy Hited
data. Moreover, r I S r che red
in the nenory 54 %Xﬁﬁﬁ%tgﬁﬁp%e%at%%aT%@ 2 1?1 regég}?n&?c}]aac%\%;o

544 at which the'scmﬂdesm'}dlqmgmdatm@m@t@onSWM|mﬁbeTheWM|md

address i s output_as the dec% nce th
97t

encryption/ decryf):tl on device acr)lr%ac |evgr°(é%%silyn a@ﬁ’a Fus%y read| ng

the data fromt h&hﬂ*enghy51544,4 fo30eramplpt iventban befqerfrdomeds aso hi gh speed.

Mor eover, hgce decodi ng | g)hl e d Onlx{;@% af; uiri t he address at
whi ch the dat@ correspondi Yt' ?n‘?ﬂﬁ gr{ g=¢c F fFBnYthe menory

544, the deCOd|n@@@&ﬂrﬁ@dQﬁﬂﬂﬁﬂﬁngéﬁéﬁﬁld@ ghespegdinformation for
encryption, etc. between the transmission and reception
ends. Thus, by the key information which is generated by
itself in each of the transmission and reception ends,

15 i.e., a self-generating key, encryption/decryption can be
performed. Therefore, the secret performance of the data
can be improved.

The processing for encryption with the
encryption/decryption device 539 searches the memory 544

20 in use of the input data as the address therefor. Then,
the data is read from the address corresponding to the
input data of the memory 544. The read data is output as
the encrypted data. Moreover, decryption processing
searches first for the data stored in the memory 544 with

25 the input data. Then, the address in the memory 544 at
which the corresponding data exists is acquired. The
acquired address is cutput as the decoded data. Thus,
since the encryption/decryption device 539 can achieve
encryption only by reading the data from the memory 544,

30 encryption can be performed at high speed. Moreover,
since decoding is achieved only by acquiring the address
at which the data corresponding to the input data is

stored from the memory 544, the decoding can be performed



In addition, since the information processing apparatus 512 has the
configuration sane as that of the information processing apparatus 511,
the duplicated 5 description is omtted. Next, the information processing
apparatuses 513 and 514 will be described. FIG 31 shows a bl ock
configuration view of the information processing apparatus 513. The sane
reference 10 nuneral is given to the sane,gonfiguration portion as in
FIG 28, and the duplicated description is omtted. As for the information
processi ng apparatus 513, the configuration of the processing part 551 is
di fferent froméhaﬁir%lnsgggd 28. In the processing part 551 of the 15

a

i nformation proce%5| paratus 513, the encryption/decryption device 539

is replaced by two encryphi adddecnypsione déw defosBatiem IB82Zesbhnaddi ti on,
t he encryption/decryption vi ces .561 and 562 .are__configyred to ch have
the sane confi gu‘?‘%‘?%/’%ﬁu&s# b3 B0 PR TRy HT S’ﬁ?lge%sryp a:%oﬁ%dg\%?ce 539.
Accordingly, . desgfdfi{taenoprobesLner upbhoaitaecypt ikba dediicese861 and 562
is omtted. The encryption/decryption device 561 of the infornmation
processi ng appar 883 BL3Ret8d¥8 145 -encrypted 25 data supplied fromthe

information processing appakat Ushdkkhroafdt SepRdtR®sstngOaddi@atuses 513
encryption/decryption device 562. The encryption/decryption device 561

enci phers the deedded daid Hecerredribedt he encryption/ decryption device

562, and supplies it to t@%Gi”ﬁ?&ﬂﬁ%&p@ Bi 9CR S 3P a RPPRTALNS 0F1dhe
Therefore, the sane data as the data stored by the nenory 544 of the

encrypti on/ decr yphf@maiewinc pre6eswing epparates rdtd-on THe oS iNed CAPPEF at us
511 is storef, by the 46 yEenRry, 544 Afe LGOS MRYJ-A04 GECEyPLiAN adeyhce S61.
FIG. 28, and the duplicated description is omitted.

As for the information processing apparatus 513,
the configuration of the processing part 551 is different
from that in FIG. 28. In the processing part 551 of the

15 information processing apparatus 513, the
encryption/decryption device 539 is replaced by two
encryption/decryption devices 561 and 562. In addition,
the encryption/decryption devices 561 and 562 axe
configured to each have the same configuration as that of

20 the encryption/decryption device 539. Accordingly,
description of the encryption/decryption devices 561 and
562 is omitted.

The encryption/decryption device 561 of the
information processing apparatus 513 decodes the encrypted

25 data supplied from the information processing apparatus
511, and supplies it to the encryption/decryption device
562. The encryption/decryption device 561 enciphers the
decoded data decoded by the encryption/decryption device
562, and supplies it to the information processing

30 apparatus 511.

Therefore, the same data as the data stored by
the memory 544 of the encryption/decryption device 539 of

the information processing apparatus 511 is stored by the



Further, when the nenory 144 of the encryption/decryption device 539 of
the information processing apparatus 511 is wupdated with the nunber of
times of comrunication 5 operations, or the comrunication data, the data of
the nmenory 544 of the encryption/decryption device 561 is wupdated in the
same manner. The data decoded with the encryption/decryption device 561 is
supplied to the encryption/decryption devi%% 10 562. The

encryption/ decryption device 562 enci phers ‘the data fromthe
encryption/decryption device 561, and supplies it to the conmmuni cation

devi ce 540. Mor e _en pt e f t he i nfor [ processi ng
apparatus 514 issg%ég i%é} Pg %%% e?éiyg%%§§ @%@%ﬁéﬁ%SPy%%Ygﬁg evi'‘ce 562. The
encrypti on/ decr yptionedewhee H62 niteeoges 4¢ hetf efter yptedpt tat Adargmet be

i nformati on processjn paratus 514, and supplies it to the .
encrypt | onf decr yPET b deel 66 BE. STty o AP Ceame HaP B R T e ShAt 4 st o ed
by the 20 menorypSddediwitthetBaciydronfdechyPtd OrocfMhCeah of the

i nformati on processing apparatus 514 is stored by the nenory 544 of the
encrypti on/ detr yBPREN-REA cBT562E CABMEGFREL ORI e hENRefDdFYy 4 4D6f t he

encryption/ decr ypihoRy S8y beetRE leirdh8 oh MALFARIHIBR BEGLESSIAY 1@ppar at us
514 is 25 updated wit'h the nunber of inmes of comrunication operations or

t he communi cat i oAPdated irhé&hgatamamarmer.menory 544 of the _
encryption/decryption devigge {641 ecd&%%ahﬁgh'ﬁhé'EEc%?E%i@%Qﬂﬁ&yP§ﬁBﬁe a
S i's

configuration of the information 30 processing appara he sane
configuration asdehate Tl tihesapoMed rifcothat ¢wrryprdcedsenyyrippar deuscs13,

L0 j2uplL oskpd, Seacr Al 90cLa. Pl SIELURN, SR SR NAILAD v o
data from the encryption/decryption device 561, and
supplies it to the communication device 540.

Moreover, the encrypted data from the
information processing apparatus 514 is supplied to the
15 encryption/decryption device 562. The
encryption/decryption device 562 deéodes the encrypted
data from the information processing apparatus 514, and
supplies it tc the encryption/decryption device 561.
Thereby, the same data as the data stored by the
20 memory 544 of the encryption/decryption device 561 of the
information processing apparatus 514 is stored by the
memory 544 of the encryption/decryption device 562.
Moreover, when the memory 544 of the encryption/decrypition
device 561 of the information processing apparatus 514 is
25 updated with fhe number of times of communication
operations or the communication data, the data of the
memory 544 of the encryption/decryption device 561 is
updated in the same manner:
Since a configuration of the information
30 processing apparatus 514 is the same configuration as that
of the above information processing apparatus 513‘_r the
duplicated description is cmitted.

The encryption/decryption device 561 of the



data supplied fromthe information processing apparatus 513, and supplies
it to the encryption/decryption device 562. Mrreover, the
encryption/decryption device 561 5 enci phers the decoded data decoded with
the encryption/decryption device 562, and supplies it to the information
processi ng apparatus 512. Thereby, the sane data as the data stored by the
menory 544 of the encryption/decryption device 562 of the 10 information
processi ng apparatus 513 is stored by the nory 544 of the

encryption/ decryption device 561. Moreover, when the nenory 544 of the

encryption/ decrypti devi 562 of the inf ti i t
513 15  updat ed SPERPRHE SR RBERSSTLT EB5T Ko mhint S5bHon T pSiae sas or

the conmmuni cati opadat&; ﬁﬂﬂ%ddﬁfémcﬁhé|ﬂﬁfoﬁﬁﬂﬁk¥1i&%c&hgiﬁ@ apparatus
encryption/ decryption d%vice 561 is wupdated in the sane manner, The data

decoded with theSéRcrist ioWPdee? yBt i'oh haeTACE RGP SESHHRTIBY ¥ *Fhe

encryption/decrypghon @eM KRRy 20ho0heriBe: SRR ANEegeyRid Gridevi ce 562
enci phers the data fromthe encryption/decryption device 561, and supplies

it to the confrunipaipierddviccdesaded Mataoteeodehedlicitypt ed data from
i nformation pr 0%5%%&9%&22@&%?&%3”9@1 edid QupbPeide it to the

encryption/ decryptio evice encryption/decryption device 562
decodes t he encr ypfedmnaidaira thoorss ey iapberatits dnlpr ocessi ng apparatus 512,

and | Suppl o5 1110 the enRLUIbLONAECLNE boba Y. g 381, Tisisbyy g sare
devi ce 539 of thaembh{os4mtdfonhpr ecassitigndgparyitions i2vise st@t ed et he
menory 544 of the encryption/ decryption device Qg“ VoI egy el Wﬂgn t he
memory 544 O%Othén%HEW g??bﬁﬁ@&@?%ﬁ%?&?pﬁ§a %%I%% §§bN%P ?#e'¥n O mat i on
processi ng appar akhsrpl244 of the encryption/decryption device 561.
Moreover, when the memory 544 of the encryption/decryption
device 562 of the information processing apparatus 513 is
‘updated with the number of times of communication '

15 operations or the communication data, the data of the
memory 544 the of encryption/decryption device 561 is
updated in the same manner.

The data decoded with the encryption/decryption
device 561 is supplied to the encryption/decryption device

20 562. The encryption/decryption device 562 enciphers the
data from the encryption/decryption device 561, and
supplies it to the communication device 540.

Moreover, the encrypted data from information
processing apparatus 512 is supplied to the

25 encryption/decryption device 562. The
encryption/decryption device 562 decodes the encrypted
data from the information processing apparatus 512, and
supplies it to the encryption/decryption device 561.

Thereby, the same data as the data stored by the

30 memory 544 of the encryption/decryption device 539 of the
information processing apparatus 512 is stored by the
memory 544 of the encryption/decryption device 562.

Moreover, when the memory 544 of the encryption/decryption



updated wth the nunmber of tinmes of communication operation or the
communi cation data, the data of the nenory 544 of the
encryption/decryption device 562 is 5 updated in the same nanner. Thus,
according to the present enbodi ment, upon conmunications between the

i nformation processing apparatuses 511 and 512, the relay information
processi ng apparatuses are used as to perfarmrel aying, and, also, 10 the
encryption which is different for every co nication path is achieved by
maki ng the encryption different for each of the information processing

apparatuses 511 through _ 514, the enci phered data cannot be easily .
deci pher ed, and,de‘t’h'ﬂg 5(31’?eOgetjil‘aec’g}1 PG RNV S° St HE émﬁ%aﬁ%n%scan be

15 inproved. |n agdité®nsital thoughuddie oirweines ayr idekenfatieion processi ng
apparatuses 513 and 514 are used for the relay functigon in the

communi cati ons pEPRERFHEP 96t KRB CIEEIIAASE At Ao prd€essFhPagdhr at us 511
and i nf or mati on 20, BE.OCESS RO+ ARRAALYS 15420k Orfh8 B 8EENEe SOdigTENt , i t

is also possible to apply three or nore relay i'nformation processing
appar at uses for théated ay fibaceimd naMpereby, the deci phernent of the code

beconmes nore difficult. Ver . 4y r g%}di DEimddd heugh 25
t he communi cati on system o %%:’15?%6%%{#65%, %ﬁfgr‘klgrs a g&oeg%o&slsl}l%} € ?l(&)!) apply a
comuni cat i on systemofcatioNs pErfedn emeodnientdtiEnGpra2eshiows a system

configuration viewof a 30 fifth odi_nent _of t.he present jinventi.on. The
sane reference AORBFATSSE 5{11176?111? %etggnﬁegﬁﬁfllngﬁr% i%%)(rjl111 %or%el%osﬁggs in
FIG 1, and the dyphisaied descusedin tospeofdit ethlalyingddatd orglson or der
to sinplify the 49 description of the erlt%(%gi:gggt a comuni cati.on s%%tem of

1:3 i s assundd h&ERe SRCHPteLRpiech 1s d for every communicati

path is achieved by making the encryption different for

each of the information processing apparatuses 511 through

514, the enciphered data cannot be easily deciphered, and,

thus the secrecy performance of the communications can be
15 improved.

Tn addition, although the two relay information
processing apparatuses 513 and 514 are used for the relay
function in the communications performed between the
information processing apparatus 511 and information

20 processing apparatus 512 in the present embodiment, it is
also possible to apply three or more relay information
processing apparatuses for the relay function. Thereby,
the decipherment of the code becomes more difficult.

Moreover, in the present embodiment, although

25 the communication system of 1:1 is applied, it is also

possible to apply a communication system of 1:N.

[Fifth embodiment]
FIG. 32 shows a system configuration view of a
30 fifth embodiment of the present invention. The same
reference numeral is given tc the same configuration
portion as in FIG. 1, and the duplicated description is

omitted. In addition, in corder to simplify the



The system of the present enbodinent is a conmunication system The

communi cation system 600 of the 5 present enbodi nent perforns encryption

comuni cation of 1:3 between an information processing apparatus 511 and

i nformation processing apparatuses 621 through 623, while a relay

i nformation processing apparatus 611 perfornms conmmunications wth the

i nformati on processi ng apparatuses 10 621 through 623. In addition, the

i nformati on processing apparatuses 621 thﬂ%hgh 623 have the sane

configuration each as the information processing apparatus 511 shown in

FIG 29. Therefore, description of the_infornmation rocessing%ggﬁaratuses
li.

621 through 623 IC€SGRIPIET ofs tRPEMPAitkohs & BPBRKIGGHEPYUP Qf ew of

the informationiprogessingeapparatss filkxakpeesane reference nuneral is
given to the sane configuration portion as in FIG 31, and the duplicated

description is onitted. 20MFh&YSHEBr eatlineh PFEGERE sPTRPHBIFAIFat 62611 of the
present _embodi menlsgy dhd{ 5L LEAM 1R IBlALABLL Oy REARESSEAY APRAAL US

in the configuration o prfocessing part 631 shown in FIG 31. In the
i nf or mati on pbPocesssayt appaddrestopdrfos iepsreptief qomnunication of

encryption/ decrypt.i,0 i C 5 i Pt { Vi ces
641 t hrough 644 grg %?gﬁ%%éggl§$%8%%%€f§%Fan%§é%$%6%%%%%§géi%%P%%g?
per f orns encrypt iisforsehinmipaciesonsnaM ddpadacuses a§2i nfhoromghi 623 pryvicidssi ng

communi cat ons wit FeURé PHIGRRGLPBI: rotecsi APPabhAiatts BT 0T e

encryption/ decryic®ini 8eyidts &43nhperd ol reaeh ypthaitceTAYNEpphtoNEas th
the information rocessingegﬁparatus 622. The_ 50, encrypt.ion/decryption
devi ce 644 péPforird EREPYHEi%T: c oMt Ponsfi PR IHE HiRPoPREET -9

processi ng appar afkSratuses 621 through 623 have the same configuration
each as the information processing apparatus 511 shown in
.FIG. 29. Therefore, description of the information
processing apparatuses 621 through 623 is omitted.

15 FIG. 33 shows a block configuration view of the
information processing apparatus 611. '

The same reference numeral is given to the same
configuration portion as in FIG. 31, and the duplicated
description is omitted.

20 The information processing apparatus 611 of the
present embodiment is different from the information
processing apparatus in the configuraticon of the
processing part 631 shown in FIG. 31.

In the information processing apparatus 611,

25 instead of the encryption/decryption devices 561 and 562,
encryption/decryption devices 641 through 644 are provided.
The encryption/decryption device 641 performs encryption
communications with the relay information processing
apparatus 513. The encryption/decryption device 642

30 performs encryption communications with the information
processing apparatus 621. The encryption/decryption
device 643 performs encryption communications with the

information processing apparatus 622. The



623. In addition, since the encryption/decryption devices 641 through 644
have each the sanme configuration as that 5 of the encryption/decryption
device 539 shown in FIG 31, the description thereof is omtted. The

i nformation processing apparatus 611 decodes the encrypted data fromthe
information processing apparatus 511 with the encryption/decryption device
641. 10 The data decoded with the encryptigB/decryption device 641 can be
distributed to either of the encryption/decryption devices 642 through
644. according to the address thereof. The encryption/decryption device

642 enci phers the_data . fraomthe encryption cryption device .641 by a
first 15 encrypt??ﬁFXé%ﬁon ﬁgcﬁg?%“5h§¥gﬁ8?e%gg§m¥%grm%n%??%ﬁﬁ%%édecryption
device 642 is trasstidicedibastheth idhcotBb ot Wrogesskbngiap parvatrasub21 by
t he conmuni cati on__devi ce 540, The_encrxgtion/decnygtion devi ce

643 .
enci phers 20 t h&23at &7 PORERE? ertiyrFt FBR/ SREECOAIaETRE B4 L8y °5°

second encrypti opzkeyhrolR® dahanfncicdphar efe byadd@came bipi+ D deCrYREI on
device 643 is transmitted to the information processing apparatus_622 by

the comuni cali off HewiErsRoionSlermy PR yRRT i $8r §PPYon HdViCce3644
enciphers the dahs dgaumiheorneryidonkdsarypid on device 641 by a third
T i d b

encryption key. e data enci phere y the encryption/decryption device 644
is transmtted to the inflremanfomytriccepspagsabpardpasates Oyl desodes

s P ony oot g ehed aThe SNGIYRL) PRrOlGEIURl BRoLEK 68 D39 O i

i nformation processing paratus ast cryption key comon
wi th the encrypt eppaddeorsy tlilonitl teviecerédRioi/ddreryphfion ndgviore phdcessi ng

apparat us 61%0 Eﬂeaﬁg¥§iég%bdggewigﬂE%ﬁee2%&¥§%{{gh)8%%r§8t£%%k§é¥1dg %Hlthe
‘ canlbe distributed to either of the encryption/decryption
devices 642 through 644.according to the address thereof.
The encryption/decryption device 642 enciphers the data
from the encryption/decryption device 641 by a £first

15 encryption key. The data enciphered by the
encryption/decryption device 642 is transmitted to the
information processing apparatus 621 by the communication
device 5340.

The encryption/decryption device 643 enciphers

20 the data from the encryption/decryption device 641 by a
second encryption key. The data enciphered by the '
encryption/decryption device 643 is tramnsmitted to the
information processing apparatus 622 by the communication
device 540.

25 The encryption/decryption device 644 enciphers
the data from the encryption/decryption device 641 by a
third encryption key. The data enciphered by the
encryption/decryption device 644 is transmitted to the
information processing apparatus 623 by the communication

30 device 540.

The encryption/decryption device 539 of the
information processing apparatus 621 has the first

encryption key common with the encryption/decryption



nunmber of tines

of communi cation operations or the comunication data.

That is, the first encryption key 5 changes dynamcally The

encryption/ decryption device 539 of the
622 has the second

device 643 of the information processing apparatus 611. 10 In addition,

second encryption key is updated with the nunber of times of communication

operations or the conmunication data. Thaflis, the second encryption key

changes dynami cally. The encryption/decryption device 539 of the 15

i nformation processing apparatus 623 has the third encryption kgg common
e

with the encrypt $enieRE@WpPIoRle daviog@abian ghr ques SiAF o e T S

apparatus 611.
nunber of tines

i nformation processi ng appar at us
encryption key common with the encryption/decryption

t he

ssi ng

gg a88i-Lion, chbesfihiy dpepehytd ?%gk% iSaapsatadnwchl the

communi cat'i on operati ons or

conmuni cati on dat a.

That is, the thindiercofpttioaskel carmngestiynareraltions Aeedii ng to the

present enbodi ment descri ve, crypti b ieved.in use of
the first throuaﬁmFﬁ%fﬁtgﬁgr§p %bnt¥§€§£ ff?%?éﬁ%gFrgﬁggggﬁig%ﬁg 25 with
the i nformation phacgssidygaappathltuses 621 t hrough 623, respectively, the
secret performance of the_._communi cations can be inprove VDb, ver, since
the first through third enerSBEFAR-IE8YSeaF P HMnyE &ﬁaaga% O%ﬁhghically,
the secrecy perf onf@iee iGN phecé sy iteapplrs fiy Bred habbtrevescoridn t he
above-nenti oned exanple, the encryption/decr ion device is provided in

. t .
each of the confRRTEAEI®BN “G¥sEPMMRT o1 TNFBF et G am THPBERRSTRF 5%

apparat uses 621 HhyoMgs£23r EHQueMerormREoRNSFIddsARg SEPHRMMHGALE1IQNS sane
as those descri bed above nay be

10

15
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25
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In addition,” the second encryption key is updated with the
nunber of times of communication operations or the
communication data. That is, the second encryption key
changes dynamically.

The encryption/decryption device 539 of the
information processing apparatus 623 has the third
encryption key common with the encryption/decryption
device 644 of the information processing apparatus 611.
In addition, the third encryption key is updated with the
number of times of communication coperaticns or the
communication data. That is, the third encryption key
changes dynamically.

According to the present embodiment described
above, encryption can be achieved in use of the first
ihrough third encryption keys different from each other
with the information processing apparatuses 621 through
623, respectively, the secret performance of the
communications can be improved. Moreover, since the first
through third encryption keys are always updated
dynamically, the secrecy performance can be further
improved.

Moreover, in the above-mentioned example, the
encryption/decryption device is provided in each of the

communication destination information processing



achieved by a single encryption/decryption device having a nenory 144

whi ch has a nenory area divided for the 5 respective ones of the

comuni cation destination information processing apparatuses 621 through

623, and setting the encryption keys for the respective division nenory

areas. FIG 34 shows a data configuration view of the 10 nenory 544 of a
variant of the fifth enbodi nent of the present invention. The nenory 544
has a menory area divided into nenory area@ Al through A3. In the nenory
area A encryption data for performng encryption comunications 15 with
t he flrst comuni cation partner is stored. The encryption data, i.e.

f(al) through f(&RPraFeses M2l ExapRgte, 62r3esuﬁ@‘§e‘fﬁr:cé1h@uleat3¥mt1§é?forrred

wtha first TUBGkGR: fatddy adM eSS ahaskaliol BEANAD kBl #ophas | nput

data. In addition, the first functlon i S updated at any tlne with the
nunber of t| mes @f:ha;@mrhm@t|sgngb©e¢ramy@msoné¢le¢mta@mﬁvc<a¢|Itmr:da@t a. In

addition, it is akagcyPosSlalent o changaohe funciian i selfopi th the

nunmber of tlnes 6} mMuni cation ope he connunlca ion data.
25 In the nedbryrasgacﬂﬁmaenmxwpflthecbﬂmmuhmcatxmnfdﬂsmungtE@nrypt|on

communi cati ons Wit econd communi cation partner_is sto
encryption data, ~i OgmatiﬁgﬂgfoFﬁ?§&Eﬁ1iﬂﬂ?ﬁ?“uig% é%i)th5?HﬁBléfg éggﬁts of
cal cul ati on perf gegeting it @nsegpdibd Wisli Borgtié tiesPRcadde essesivdal

t hrough Zan" used as input data. In addition, the second function g is
updat ed at any t "FE°THi ¥ he number of times of conmunication operations

or the communication data1d.n3adehéwd datcal SoRf SQRAIBHDEaw I £ Q- Hhange

the function itself with the nunber of tines of comrunication operations,

or the commukf caPEBATHat 4t of a variant of the fifth embodiment of the
present invention.

The memory 544 has a memory area divided into
memory areas Al through A3. In the memory area Al,
encryption data for performing encryption communications

15 with the first communication partner is stored. The
encryption data, i.e., f(al) through f(an), are, for
example, results of calculation performed with a first
function £ with addresses "lal through lan" used as input
data. 1In addition, the first function f is updated at any

20 time with the number of times of communication operations
or the communication data. In addition, it is also
possible to change the function itself with the number of
times of communication operations, or the communication
data.

25 In the memory area A2, encryption data for
performing encryption communications with the second
communication partner is stored. The encryption data,
i.e., g(al) through g(an), are, for example, results of
calculation performed with a second function g with

30 addresses "2al through Zan" used as input data. In
addition, the second function g is updated at any time
with the number of times of communication operations or

the communication data. In addition, it'is also possible



In the nenory area A3, encryption data for perform ng encryption

comuni cations with the third 5 communi cation partner is stored. The
encrypted data, i.e., h(al) through h(an), are, for exanple, results of
calculation perfornmed with a third function h with addresses "3al through
3an" used as input data. In addition, the third function h is updated at
any tinme with 10 the nunber of tinmes of co ni cati on operations or the
comuni cation data. In addition, it is also possible to change the
function itself with the nunber of tinmes of comrunication operations, or

the communi cati on,dahugdNfiel phave i QTRLOD: I ASESSLAGLAPPATALYS BEL 15
of the | ast stage disiributes data to Fﬁe comuni cati on estination

i nformati on processrmyGipanatpsestiBik t kroogh c@2Bniicathen abwie- menti oned
exanpl e. However, it is also hBossible EQ%;Agatg.&g gﬁ}rggggggw;o a
plurality of relay informati GR-protessitg appar AU 8 SA-Fnter medi at e
20 position and pétesriiaf endatpticn dddiinbusetodo wie echamumiehti on
destination informati on processin apparat uses, _or, the data _may be

di stributed to aCOBTERHYRoPAFETSs 1hROAERT onThT CEUESRIGSafipit atudes. 25
[ Si xt h enbodi menplafF) Ghughhavsnyp, st eFoeoBki@rat ireauvkewpf a sixth
enbodi nent of the Eresenx invention, The sane, reference nuneral is given
to the same confFgifatdeien perfrereasith p &1 tusditReRdGb cat ed

description is 39d8%§§@§j-”3%1CQHP&{E!#}P%taannu§¥§F@éniZ%t_ofiaEQ.e pigesent
enbodi nent causes data to branch oft to relay information processing

appar at uses 721 addivaxnwithie shied afprssionf br vt ik tedoe&sshngtaspariabus
ril, and Turiget o Lhgandal de 33 4B0%E QARG 01dn [ ATIUAL CaL 1 GR
mat T on p an

destination ~1nfor rocessi ng apparatuses 733 4 with the
communication data. In addition, it is also possible to

change the function itself with the number of times of
communication operations, or the communication data.
The relay information processing apparatus 611
15 of the last stage distributes data to the communication
destination information processing apparatuses 621 through
623 in the above-mentioned example. However, it is also
possible that data is distributed to a rlurality of relay
~ information processing apparatuses at an intermediate
20 position and after that, data is distributed to the
communication destinaticn information processing
apparatuses, or, the data may be distributed to a

plurality of relay information processing apparatuses.

25 [Sixth embodiment]

FIG. 35 shows a system configuration view of a
sixth embodiment of the present inventicn. The same
reference numeral is given to the same configuration
portion as in FIG. 32, and the duplicated description is

30 omitted.

A communication system 700 of the present

embodiment causes data to branch off to relay information

processing apparatuses 721 and 722 with a relay



relay information processing apparatus 722 while the data 5 is nade to
branch off to conmunication destination information processing apparatuses
731 and 732 with the relay information processing apparatus 721. Accordi ng
to the present enbodi nent, secret performance can be inproved further. 10
In addition, since the method of making data to branch off is the same as
that of the information processing system 600 of the fourth enbodi nent,
the duplicated description is onmtted. MPéover, it is also possible to
build a 15 communication systemof N N [Seventh enbodinment] FIG 36 shows
a systemconfiguration view of a seventh enbodi nent of the present

i nvention. The s&RECTIELICEf Prefees HgheParTa5uYyitldn £6dt Rershem the

configuration popLion; asdqd EbGrdfn ar¢ %ﬁgcﬂgxglﬂi%%ttﬁgndﬁéﬁﬂr%@i%ﬁ s

omtted. In addition, in order to sinply t cription, a comunication
system of 3:3 i siassumstionApconassicatipparaysseamBG0antl Vhe prigsahe 25

enbodi nent is such,that_rel L nf ti p essing p S and
811 are used forrg% év}ﬁ§“§¥%é %é%}ssgﬁﬁc%ﬁﬁﬁﬁggﬁgtﬁg? gﬁ%ﬁ%gﬁ?oﬁééé
comuni cati ors ate @asde evetbraheh welh tcheceemooimamiccatkeonisaurae i nf ormati on

processi ng apparatuses 811 through 813 and , thre o] nicatiQ

et nat i on | nt o HECTERE roEEOEPHEL S PRPAL AL 0T 1t AFOUGE o0 RE (o a
manner of encrypkeday id@rfafRolBhRiesdsSngt &gba0ftishea2inf orgeddidimg to
processi ng system 600 of the 55 fourth enbodinment is applied, and thus, the

duplicated desciPBtPERFSs SRPPEZRENMOEEETEF PRI THIRGR St ARP presamroved

enbodi ment  assuggs+hde encryption comuni cati on system of the three

10 k In addition, since the method of making data to
branch off is the same as that of the information
processing system 600 of the fourth embodiment, the
duplicated descripticn is omitted.

Moreover, it is also possible to build a

15 communication system of N:N.

[Seventh embodiment]
FIG. 36 shows a system configuration view of a
seventh embodiment of the present invention. The same
20 reference numeral is given to the same configuration
portion as in FIG. 32, and the duplicated description is
omitted. In addition, in order to simply the description,
a communication system of 3:3 is assumed.
A communication system 800 of the present
25 embodiment is such that relay information processing
apparatuses 821 and 811 are used for achileving a relaying
function so that encryption communications are achieved
between three communication source information processing
apparatuses 811 through 813 and three communication -
30 destination information processing apparatuses 621 through
623.
As to a manner of encryption, the same manner as

that of the information processing system 600 of the



5 comruni cation source information processing apparatuses 811-813 and three
communi cation destination information processing apparatuses 621-623, it
is possible to achieve encryption comunications of a systemof N N or

N: M Furthernore, although the encryption devices are 10 provided in the
relay informati on processing apparatuses in the nunber of devices
corresponding to the nunber of the communication partners in each of the
fifth and sixth enbodinments, it is also péSsible that, for a plurality of
comuni cation partners, a single encryption/decryption 15 device is
applied. FIG 37 shows a block configuration view of a first variant of

the encrypti on/ dERRYH iGHOGeTrRR. LoTeP1dsfe 7 ditifeethan@iRdTSaEegi ven to

the same configugallpf PR iikopméscdd) FIG 29, and the duplicated
description is 20 omtted. An encryption/decryption device 900 of this

vari ant has N encrypti on/ d8gepper oraplhosebsthy RIFSPHtCEOeEYHIgh Cn. Since
th h th i I t i on/ L
ey have the s a?gﬁgﬁgﬂ : tg%r I%%Eg?%w??ozrb ,éaglfenuﬂi?ée%a%gg RCLYRLT Op/{GRCTYPELON

processing chip tail sCription of the
encrypti on/ decr ypburom prajdess sogrodi g oChat hoougoc@ssiing apwanaddiseEach of

the N encryption/dec tio rocessing . chi t.hr h I onds to
the 30 encryptioﬁ?geé¥€5¥F£ﬁB6F%G%¥?F%6C%ﬁ%§§oégﬁﬁﬁga%g%%rip(ﬁgﬁﬁgégryption
device in one of ptbeepd inplapprratuseommnbeat | on idepbspablontd rfahrieati on

processi ng apparatuses, or the pluralit f rel i nformation 56 processing
appar at uses. EacRRGFYRHEPN CO8RY %%ﬁ?%ﬂ%%@%r?pf?%%angcgs '%ﬁq%"ps Cl- Cn

perforn; encryptiQn/decrxﬁh&Q@rbe@,tdktn@ﬁghYﬂﬁéQﬁkﬁ@pt&@ﬁid&Viﬁﬁsparer t he
encryptlonIQﬁgrygigggdgEYﬁS%mgfrg{§§ fﬂ?&%ﬂa%ion processing apparatuses
in the number of devices corresponding to the number of
the communication partners in each of the fifth and sixth
embodiments, it is also possible that, for a plurality of
communication partners, a single encryption/decryption
15 device is applied.

FIG. 37 shows a block configuration view of a
first variant of the encryption/decryption device. The
same reference numeral is given to the same configuration
portion as in FIG. 29, and the duplicated description is

20 omitted.

An encryption/decryption device 900 of this
variant has N encryption/decryption processing chips CIL
through Cn. Since they have the same configuration as
that of the encryption/decryption processing chip C shown

25 in FIG. 29, detailed description of the
encryption/decryption processing chips Cl1 through Cn is
omitted.

Each of the N encryption/decryption processing
chips Cl1 through Cn corresponds to the

30 encryption/decryption processing chip or the
encryption/decryption device in one of the plurality of
communication destination information processing

apparatuses or the plurality of relay information



5 previously determned to correspond thereto, of the plurality of

communi cation destination information processing apparatuses or the
plurality of relay information processing apparatuses. According to this
variant, encryption 10 comuni cations can be perfornmed with the plurality
of communi cation destination information processing apparatuses or the
plurality of relay information processing apparatuses, via the single
encryption/decryption device. 15 FIG 38 shéws an operation diagramof a
second variant of the encryption/decryption device In addition, since the
encryption/decryption device of this variant has the same configuration as
that of FIG 29%vrotessing ieppbedtwescri perbnof sthmmtted. 20 In this

variant, encryption_camunications ar et.ye COIUNi cation
source infornati%%cr¥REﬁ§§ gFEE '%ﬁg}5$3§8§%%%§q§ﬂﬁgNE¥§§§dﬁ?catlon _
destination i nfentomipoonpgdecegstigh appar ahesescrk@ilon/dacoaghich0tRin. In
t he conmuni cation squrce information Z%ﬁ%ro essin%&gﬁgaratusI%01l, a
encryption/ decr ypti ot B ¢&@-+9021° 3 RendfiFs 9t n i ilded menory
areas Al throughrémioddlLaritefRimEd @ edrAbsp@itT riypiredodas A ey
perform ng encryption comuni cations with the conmunicati on destination
i nformation procBsYFgttahPdr SPTEIREFGPE. §eFEindioady 1 FRENSEE encr ypt ed

data as the encpypted dal apphehetkdy JrhhenBeppiyaiangachlrefag he menory 544

of the encryption/decryption device 1021 of the conmunication source
i nformati on procéBEPHMR HMPAPAPESSATL SBPargteseted by the nenory 544 of the

encrypt i on/ decryption  devige 10214, ofy e cOMMINILRLLE0; dest i nati on

i nformation processing apparatus 1012-1. Tﬁe menory area Al of the

comuni cat i ok sogeumrul faivimatsi oan pro esdongedppiiatiie pdrtality of
communication destination information processing
apparatuses or the piurality of relay information
processing apparatuses, via the single
encryption/decryption device.

15 FIG. 38 shows an operation diagram of a second
variant of the encryption/decfyption device.

In addition, since the encryption/decryption
device of this variant has the same configuration as that
of . FIG. 29, the duplicated description is omitted.

20 In this variant, encryption communications are
performed between a communication source information
processing apparatus 1011, and N communication destination
information processing apparatuses 1012-1 through 101Z2-mn.

In the communication source information

25 processing apparatus 1011, a encryption/decryption device
1021 has a memory 544 having divided memory areas Al
through An. In each memory area Al, encrypted data for
performing encryption communications with the
communication destination information processing apparatus

30 1012-1 is stored. The same encrypted data as the
encrypted data stored by the memory area Al of the memory
544 of the encryption/decryption device 1021 of the

communication source information processing apparatus 1011



5 and the nenory data of the nmenory 544 of the conmunication destination

i nformati on processi ng apparatus 1012-1 are dynamcally updated with the
nunber of times of conmunication operations, or the conmunication data.
Ther eby, the code cannot be deci phered even if the 10 encrypted data is
obtai ned at a specific tine. In each nmenory area A2, encrypted data for
perform ng encryption comuni cations with the conmunication destination

i nformation processing apparatus 1012-2 i97stored. The sane encrypted data
as the 15 encrypted data stored to the nenory area A2 of the nmenory 544 of
the encryption/decryption device 1021 of the communication source

i nfor mati on procé§sﬁgﬁr%ﬁn&§réb@smqmﬂmw 544 sf oFlel BCRELABAIRGEBUA 08! t he

encryption/ decrypLi,08. AgMLGe 0227 u%@@a%ﬁ%&%ﬁa@@oﬁ%ﬁé&?ﬁitggn

i nformation 20 processing apparatus 1012-2. The nenory area
conmmuni cati on sopreecssiny mRPROAtYF dCESsilng Eppanatary 20¢d Al tUe menory

data of the nenor 44. of .t he _comuni cation. destinati.on i
processi ng apparg ﬁ%u&ﬁﬁﬂ?fnaPeur%§ﬁgﬁ?ﬁg@F%OﬁdgéF%Eshgghg %g%%%%gpléf
times of 25 comundcahé areroper detomf athet hemcoymidd et ithe datreunicbBhépaby,

t he code cannot he deci phered_even-if the encrypted data i tained at a
thect T trmot | Re TR P e SOeRYER on WibeeS DERY St SRue Lo Ao
encryption comuaiyaahi S WhibRat8e W0-Ic amauniged+ a3¥ dagkknati on i nformation

processi ng apparatus 1012-n is stored. The same encrypted data as the
encrypted data sCOFEERCRATINE RBABFLQIea OA2tEE FHEEFSIYON 5D t he

encryption/ decryphike8nfevitee c488 1oHindth @ > 86 OPMRIUL &baN i SOtH L e
i nformation Eroce53|ng ggparatus 1011 is stored by the nenory 544 of the

encryption/ de@r ygRFsrrtetvicde 10290%rigiect RE eompediidat itéfedest i nati on
information processing aQQ@%%EHsmé£g£§rgréghgzpegggﬁ§pﬂ@@eaa€g g the

performing encryption communications with the
communication destinaticon information processing apparatus
1012-2 is stored. The same encrypted data as the

15 encrypted data stored te the memory area A2 of the memory
544 of the encryption/decryption device 1021 of the
communication source information processing apparatus 1011
is stored by the memory 544 of the encryption/decryption
device 1022-2 of the communication destination information

20 processing apparatus 1012-2. The memory area A2 of the
communication source informetion processing apparatus 1011
and the memory data of the memory 544 of the communication
destination information processing apparatus 1022-2 are
dynamically updated with the number of times of

25 communication operation, or the communication data.
Thereby, the code cannot be deciphered even if the
encrypted data is obtained at a specific time.

In each memory area An, encrypted data for

performing encrypiion communications with the

30 communication destination information processing apparatus
1012-n is stored. The same encrypted data &s the
encrypted data stored to the memory area A2 of the memory

544 of the encryption/decryption device 1021 of the



5 communi cation source information processing apparatus 1011 and the
menory data of the nmenory 544 of the conmunication destination information
processi ng apparatus 1022-n are dynamically updated with the nunber of
times of conmmuni cation operation, or the comruni cation data. 10 Thereby,

t he code cannot be deciphered even if the encrypted data is obtained at a
specific tine. In addition, the encrypted.data is stored in a simlar
manner also in the nenories 544 of the other nenory areas A3 through An-1
and the conmuni cation destination information 15 processing apparat uses

1012- 3 through 6&8%épﬁ&ca%389r9£8 d O S Y a0l dcgsgih%g%ﬁ%ﬁ%ﬁ?-fg%g}gf

t he conmmuni cati on stination 1 nformation processing a

t hrough 1012-n, fhesencady piyetdhdateanstyobdd of ntlan\enofryphiombhernypdieas Al
t hrough An of th§ NENDIY %44 29 @ﬁ g&pnunicg%ion 50 “%et£9f9£ﬂ§££%%ion
processi ng appar 8T(s°° 10T 5hohl FHERFEREG At SEFAEFT O hd S8R agR
capacity can beprecksichy Mppeoxers I0L2Ha.pOBs: blencttfabréden2 of the
encryption/decrygtion devi.ce has | ogics or grog%?ns 25 different f%rglga

respective cohmuRPPELHGF P&t ARTECS [ETGATA b R AREHETEI WPBF o

system confi gur abh@nend ewrlyadatLightdhcenbosi-pents off the @iesasilation
i nvention. 30 The present enbodinent is a service providin system The

servi ce provi di ngesystamon apferdHep peseptsingseweraiys i itd4ade$r8 server

1111, an output LenahNal1depkseed iy 2Rd AR (Aableygacsyption device
1113. 59 The server 1111 is configured so as to perform conmunications

with the output FermimetatdppaPReLstioN, 2oy she ca@mdrrtiondatst.or es
cholpher o, S84 o, HbgHRED 0L Wlon Mok ) 10 DETagEnand, an
encrypted data is obtained at a specific time. 1In
addition, the encrypted data is stored in a similar manner
alsoc i1n the memories 544 of the other memocry areas A3
through An—-1 and the communication destination information
15 processing apparatuses 1012-3 through 612-n-1.

Accorxding to this variant, in the memory 544 of
the communication destination information processing
apparatus 1012-1 through 1012-n, the encrypted data stored
in any of the memory areas Al through An of the memory 544

20 of communication source information processing apparatus
1011 should be stored. Accordingly, the storage capacity
can be reduced. |

Moreover, it is possible that the
encryption/decryption device has logics or programs

25 different for respective communication partners.

[Eighth embodiment]
FIG. 39 shows a system configuration view of an
eighth embodiment of the present invention.
30 The present embodiment is a service providing
system. The service providing system 1100 of the present
embodiment includes a server 1111, an output terminal

device 1112, and an portable encryption device 1113.



comuni cations with the output term nal apparatus 1112, and can take out
freely the data which the registrant stored beforehand. As having such a
configuration, the server 1111 nay be referred to as a private data
center. 10 At this tinme, encryption conmuni cations are perfornmed between
the server 1111 and output term nal apparatus 1112. The output term nal
apparatus 1112 is equi pped with the portabke encryption device 1113 in
order to performencryption comunications. Al of the data 15
conmuni cat ed between the server and output term nal apparatus 1112 is

comuni cated in an enci phehedsgtad£ Mi1a tBecpoFiat-a epcCiypid Qerdevince
1113. Therefor, the registrant registered beforehand owns the portable

encryption devi ceorugicadigne el Fegig PHRPUE e S8R d2DRAHETET dandVedn
refer to the data hefqr.ehand,registar edc bRt oed RRLECEYLT cddil L aMilhrhhe

out put termnal apparatus 1112. Mreover, the server 1111 perforns
communi cati ons whidh tie negisadted dmfioppbrod, dnd daelledisamht g

aut henticates. th | st.rant 5 I iL.Ng dqnt t t j.nal
Apparatus 1152 CRESPbrt Site BT 108 tovi o FEEYCY, By oRER e
encryption devi ceofrihii3i czetri oper kbt et benpitatemrinajabpsdratuwe défver 1111
automatically, and,co nicati on_data with he .serv 1113 can _he
enciphered/decod@ﬂdafégﬁkﬂﬁech yfr%ﬁiybghfhgi%atWR%c agéecﬁﬁg%ﬁaﬁﬁgfely
provi ded to eachstbegl Samirehahdl. addi tHa@Angadudtias cohfibgusdticem t de
encryption device 1113 functions. as a datatgigeline,mhich erforns

t

encrypti on/ decr ypEF6H- fiorl leHEK Pogrets e, § & EFVEFRIIRER (THE a

private data i pghi peis RliGe 4Bnshpvsich RbRgkntanticgyr ate opeMiamcel the
server 1111. The server 1111 includes a body part 1121, an 5 i nput device
1122, and a di spbayvaarpsiheriserysayl pak t2nf) o¥tput terminal apparatus 1112.

The output terminal apparatus 1112 is equipped
with the portable encryption device 1113 in order to
perform encryption communications. A2All of the data

15 communicated between the server and output terminal
apparatus 1112 is communicated in an enciphered state via
the portable encryption device 1113. Therefor, the
registrant registered beforehand owns the po;table
encryption device 1113, and the registrant registered

20 beforehand can refer to the data beforehand registered
into the server 1111 with the ocutput terminal apparatus
1112. Moreover, the server 1111 performs communications
with the portable encryption device 1113, and thus
authenticates the registrant.

25 By loading in the output terminal apparatus 1112
the portable encryption device 1113, the portable
encryption device 1113 can perform authentication against
the server 1111 automatically, and communication data with
the server 1113 can be enciphered/decoded atutomatically.

30 By this, the data can be safely provided to each
registrant. In addition, at this time, since the
encryption device 1113 functions as a data pipeline which

performs encryption/decryption for each registrant, it is



is configured to include a CPU 1131, controllers 1132 and 1133, a RAM
1134, a graphics controller 1135, a ROM 1136, a hard disk drive 1137, a
CD-ROM drive 1138, a conmmunication device 1139, and a PCl (peripheral
conponent 10 interconnect) bus 1140. The CPU 1131 processes data based on
a program installed in the hard disk drive 1137. For exanple, the program
is stored in the CD-ROM disk d, and is proypded therefrom The programis
installed in the hard disk 15 drive 1137 after being read fromthe CD ROM
disk d wwith the CD-ROM drive 1138. The programinstalled in the hard disk

drive 1137 is ex %P&ffé@i -t Qstg'eth%léété’-ﬁiiP&ingerfor nmed by the CPU
1131. The CPU 11 comuni cates wth the RAM 1134, the 20 graphics

controller 1135, and the BCE.bds G avbiocheconddurwstier vie3p ofTrBeRAM

1134 is used as ay er_k ngpory area of the CPU 1131. The graphics

control ler 1135 “¢reat els irage data from data processed by the CPU 1131,
and supplies it to the di Shkageti@l.11THe idcbplay al bR8y26arnclifdesaa CRT

(cathode ray tube) or an.LCD.(Liquid, crystal display nd. di a
therewith a p%ge”é@f:%r%v&éje tlﬁJE%heaqdrrﬁggxagﬁ%ydlﬂ%g'co#?gw%% p%% BXS%%I
communi cat i on deyiCeonflitp@ear €ccomslieticed Ut E3IPCleohtisolldds IM3E and
controller 30 1133 perforns_comuni cati on contrégll vmatin %he ngg qg§61141,
ROM 1136, hard di&R3drd M 1374, cH-BORAFEVEP TSR 1amd  IPnpt BHeVitéa®1122.
Various setting Lnfordedisenahsvetored Ry chbeoirQM &L 1136- £rograns and data
are stored in the hard disk drive 1137 for each of persons who are

regi stered for aceErmiE@tigecOrdiel 11G% herfrasiit @RboBNFER .COFRETEaTa

thus stored by &ngp@cglgléytgkbggiyfwl.l?ﬂ i's enciphered by the portable 5
encryption device 1113 which the registrant owns. Thereby,
The CPU 1131 processes data based on a program

installed in the hard disk drive 1137. For example, the
program is stored in the CD-ROM disk d, and is provided
therefrom. The program is installed in the hard disk
15 drive 1137 after being read from the CD-ROM disk d with
the CD-ROM drive 1138. The program installed in the hard
disk drive 1137 is extracted into the RAM 1134 and is
performed by the CPU 1131.
The CPU 1131 communicates with the RaM 1134, the
20 graphics controller 1135, and the PCI bus 1140, via the
controller 1132. The RAM 1134 is used as a work memory
area of the CPU 1131. The graphics controller 1135
creates image data from data processed by the CPU 1131,
and supplies it to the display 1123. The display 1123
25 includes a CRT (cathode ray tube) or an LCD (liquid
crystal display), and displays therewith a page according
to the image data.
The controller 1133 and communication device
1139 are connected to the PCI bus 1141. The controller
30 1133 performs communication control with the PCI bus 1141,
ROM 1136, hard disk drive 1137, CD-ROM drive 1138 and
input device 1122.

Various setting information is stored by the ROM



the data stored in the hard disk drive 1137 cannot be referred to by any
person other than the registrant, even if it is accessed thereby. The
CD-ROM drive 1138 carries out 10 reading/witing of the data stored by the
CD-ROM di sk d. The input device 1122 includes a keyboard and a nouse, and
it is used for inputting data, instructions for processing, etc. The
comuni cation device 1139 is connected wtigithe PC bus 1140, and perforns
comuni cation control with the 15 output term nal apparatus 1112 through
the network 1114. Next, a configuration of the output term nal apparatus
1112 wi || be destiibed.pdhand larsh@szaaabkoskosanfingihat hamd \diek diitée
output term nal apparatus 1112, 20 The ogtput terningkaggfaratus 1112

includes a body!paf tfor FRCRAAL i RFRFC S VIR et 1 48918 TpIFayeET28° The

body part 1141 ipggtsdesp +6Phd 15ese@nbrbbd efidntl152heangtd 1ohs atBAMI 1154,
a graphics controller 1155, a . 1156, a hard di sk drive 1157, a CD- ROM
drive 1158, a 25PEoRruliacst Fofk déidivee 118891 eprrhsged 16 0tne RgsEable

control ler 1161, {438 94 te 1362 HhenCRLL 11k Aracessass datmdasgd on
a program insta?ﬁg |ﬁ'the har% diskvhrive 115%§%%or exanplz, the program

is stored in thetloD®ROM ditoked, imrde $aprodislediPoes RéPéf ¢MOTRE progr am
isinstalled in i i\ 3 ei.n t ROM
di sk d with the't“%%’%ﬂg &‘?ﬁ ?fg i‘f’éé’.&ﬁ% é‘F@%‘% :Err}ﬁ%nset?%l Fggg?tfhft ¢ %gregD di sk

drive 1157 is extfatteik iantcestbd RAMeLY54 and is 62 performed by the CPU
1151. The CPU 1151 communi,cates wi.th t.he 1154.. th graphics controller
1155, and the PG bus 11607%( PR BmidS TP or e O mam 1154 1S used
as a work merneryrbadieg/wfitihg €PUNkElGhtaTheonsd iy aheCODHRAY |dirskl 55

The input device 1122 includes a keyboard and a mouse, and

it is used for inputting data, instructions for processing,

etc. The communication device 1139 is connected with the

PCI bus 1140, and performs communication control with the
15 output terminal apparatus 1112 through the network 1114.

Next, a configuration of the output terminal
apparatus 1112 will be described.

FIG. 41 shows a block configuration view of the
output terminal apparatus 1112.

20 The output terminal apparatus 1112 includes a
body part 1141, an.input device 1142, and a display 1123.
The body part 1141 includes a CPU 1151, controllers 1152
and 1153, a RaM 1154, a graphics controllexr 1155, a ROM
1156, a hard disk drive 1157, a CD-ROM driye 1158, a

25 communication device 1159; a PCI bus 1160, a USB
controller 1161, and a USB port 1162.

The CPU 1151 processes data based on a program
installed in the hard disk drive 1157. For example, the
program is stored in the CD-ROM disk d, and is provided

30 therefrom. The program is installed in the hard disk
drive 1137 after being read from the CD-ROM disk d with
the CD-RCOM drive 1158. The program installed in the hard
disk drive 1157 is extracted into the RAM 1154 and is



creates inmage data from data processed by the CPU 1151, and supplies it to
the display 1143. The display 1143 includes a CRT (cathode ray tube) or an
LCD (liquid crystal display), and displays therewith a page according 10
to the inmage data. The controller 1153 and conmuni cati on device 1159 are
connected to the PCl bus 11G0 The controller 1153 perfornms comunication
control with the PCl bus 1160, ROM 1156, rd disk drive 1157, CD ROM
drive 1158 and 15 input device 1142. variouS setting infornmation is stored
by the ROM 1156. The programis stored by the hard disk drive 1157, In

addi tion, programm i d t data processed with the out put
term nal apparalé%?%ﬁ%ﬁ?%iggng?éggﬁiéﬁsiin the hard disk drive 1157. The

CD- ROM drive 1158 carri eSheuCPU eddiingbuwinticafesf wdahatlse &zed 18p4t heh€D- ROM
di sk d. The input apparatus, 1142 incl.udes e rd a nous and used
to input data, i?EﬁﬁHiﬁﬁ SRBtF%}Eﬂ?géégsiﬁﬂ$1§F%E%$hgu%o (ﬂigéﬁigﬁedevice
1159 is 25 connegéetkanitdh thez PClrHaugat1605and peetiosssa cayaklmiesatiy on

control with the server 1111 through the network 1114. The controller
1161 perfor m® cofftmitatitensElwh i -an TABpEF R HESc GRAREEP LT cLﬁSﬁe USB port

1162. The' portahle ancrupti @ demige addd JtsezeBnes) ethd crithe 1888 30
port 1162. In addition, data which is conmini cated between the output

terninal apparat@Rd 1SMEPI4RE Sbrierthel $4sPiay ddfifuni EBecd- SRR Ré4Portabl e
encryption device,j113 At Cﬁ'@yééét%degg?§ LSoe)t RE RArtaP! e @Gy Pt ON

device 1113 63 functions as a data pi ine. Next, the configuration of the
portabl e encryptiystaleviieplagl3 and [dibplales cridyedithl & pae SfeRsdany| ock
CEnflguratiqﬂ)vigglgﬁethageSdggétable encryption device 1113, and FIG 43
shows an ’

The controller 1153 and communication device

1159 are connected to the PCI bus 1160. The controller
1153 performs communication control with the PCI bus 1160,
ROM 1156, hard disk drive 1157, CD-ROM drive 1158 and

15 input device 1142. Various setting information is stored
by the ROM 1156.

The program is stored by the hard disk drive |
1157. 1In addition, programming is made such that data
processed with the output terminal apparatus 1112 is not

20 left in the hard disk drive 1157. The CD-ROM drive 1158
carries out reading/writing of data stored by the CD-ROM
disk d. The input apparatus 1142 includes a keyboard and
a mouse, and used to input data, instructions for
processing, etc. The communication device 1159 is

25 connected with the PCI bus 1160 and performs communication
control with the server 1111 through the network 1114.

The USB controller 1161 performs communications
with an apparatus connected to the USB port 1162. The
portable encryption device 1113 is connected To the USB

30 port 1162. 1In addition, data which is communicated
between the output terminal apparatus 1112 and server 111l
is communicated via the portable encryption device 1113 at

any time. That is, the portable encryption device 1113



expl oded perspective view of the portable encryption device 1113. The
portabl e encryption device 1113 includes a USB connector 1171, an
interface circuit 1172, a nmenory 10 1173, a microconputer 1174, and an
internal bus 1175. The interface circuit 1172, the nenory 1173, the

m croconputer 1174, and the internal bus 1175 are built in an IC
(integrated circuit) 1176. The IC 1176 isnggunted ina printed wiring
board 1177. The USB connector 1171 is 15 nted in the printed wiring
board 1177. The printed wring board 1177 on which the IC 1176 and the USB
connector 1171 are mounted i s e%% iJ1%i.case 1178. An opening of the case
1178 i s equi pped W E%c6Ver 9170 PITH S screw 1180. At this tinme, the

USB connector 1171 20 ext enrgs, ouhsi cnfficomethen casanel pdBrarck 1179, and can
be loaded into the USB port 1162 of the_ output term nal apparatus-1112.
The USB connect of34¥AM® REURERIL O tHe tpPPntetr~ Wi ng board 1177, and is

inserted into the USB porterk163s 28w of BROBK! BHE IRrELNSh PRRAIE ¥helll2,
The USB connector 1171 is connected to the interface circuit 1172. The

interface cirui Poﬁﬁai@l%cﬁ@ffﬁ@téwi@ﬁvércﬁaéél%_et%ﬁlﬁhe“ LS@“EO@P 1162 and
the internal buse%égédea x!sgre&t_?géc PUSr DE7Pni Sodr s of OF AR Ng 30

conmmuni cati ons be en the inter e clircuit 1172, menory 173, and
m croconput er 11@dviden ¥HS.nenory 1173, encrypted data whi ch having

under gone predeterm ned %;%()Btﬁ%lé sen%trgyrggg?%vi é&ﬁ%ﬁgﬁgge%ﬁa%de%pﬁt dat a

therefor. 64 The m croconpu acqui e encr Wt
reference to theusBnoesyneckdd WLThH, tdre idaieafasedciasutitie 11 a2 dra ssmomgen

Lronsm (4093 ey i { QIR RREYEL, Th0E (EATM TR QU L e
1111 by the interface circuit 1172, the memory 1173, the microcomputer

1174, and the internal bus 1175 aﬁe built in an IC
(integrated circuit) 1176. The IC 1176 is mounted in a
printed wiring board 1177. The USB connector 1171 is

15 mounted in the printed wiring board 1177. The printed
wiring board 1177 on which the IC 1176 and the USB
connector 1171 are mounted is held in a case 1178. An
opening of the case 1178 is equipped with a cover 1179
with a screw 1180. At this time, the USB connector 1171

20 extends outside from the cases 1178 and 11792, and can be
loaded into the USB port 1162 of the output terminal
apparatus 1112.

The USB connector 1171 is mounted on the printed

wiring beoard 1177, and is inserted into the USB port 1162

25 of the output terminal apparatus 1112. The USB connector
1171 is connected to the interface circuit 1172. The
interface circuit 1172 acts as an interface between the
USE port 1162 and the internal bus 1175.

7 The internal bus 1175 is a bus for achieving

30 communications between the interface circuit 1172, memory
1173, and microcomputer 1174. In the memory 1173,
encrypted data which ha%ing undergenre predetermined

encryption is stored with addresses as input data therefor.



comuni cati on device 1159 of the output term nal apparatus 1112- Moreover,
when receiving encrypted data fromthe server 1111 with the out put

term nal apparatus 1112, the mcroconputer 1174 searches the nmenory 1173
with the data 10 fromthe server 1111, and supplies the address at which
the relevant data is stored, to the output termnal apparatus 1112 At this
tinme, the encryption/decryption nethod used by the communication system or
information processing system described above in other enbodi nents may 15
be applied for the encryption/decryption also in this case. The encryption

and decoding of &he fald RhutPe!fOrARd @S- OBNHLReE JRENE . aNeX i th
processi ng operation of the server 1111, output term nal apparatus 1112,

and portabl e encrgperarce 20 doyimwncryl31df| vile desdpitbedsediastthe
processi ng oper agﬁgg?g_jb’f %gsg£g§§mi@% g wllghe Q%S%h%gg%v{éﬁlﬁ“ shows a

processing flow char server n fhe server en an access
request is recefved ftheomutthet otdpuitnaleeppasd tieppdrldt usTad I&-@atiradst ep

S21-1, authentication .information_is requirned tq the_  out t.er mi nal
appar at us 11% a?n‘ér%?teeéi %?f-aZ:.LS %‘Sﬁ?srrilﬁgedsg? Vars ffﬂfe‘ﬁe? oF m the

aut henti cati on progessiditiah aesiep 13G9S3E- 4he vhiempuauthent nahtdpparatus
information is received from the output termnal app rgtus ji11%012 %t a step
t m fthe

S21-3 in responselZ Th&lSHFORERt | BT FFHIELRE ST HY Y& dnPares?

authentication igkeramtian gupRl d Ju@met herMlutap®a rhendi Nal2 appar at us
12 with authentication information beforehand registered in the server
1111, and det er nitheBOCHMBIIGEr 1ot hseaehies 0P SMEHY. LWKdnviHe the data

aut henticatipn iepbRromd iRRveuPPli£d JHoBbHe Ut JharELHakt apR}KAL US 5
1112 is in agreenent wth the authentication information
the relevant data is stored, to the output terminal
apparatus 1112 At this time, the encryption/decryption
method used by the communication system or information
processing system described above in other embodiments may

15 be applied for the encryption/decryption also in this case.

The encryption and decoding of the data are
performed as mentioned above.

Next, processing operation of the server 1111,
output terminal apparatus 1112, and portable encryption

20 device 1113 will be described.

First, processing operation of the server 1111
will Dbe described.

FIG. 44 shows a processing flow chart of the
server 1111.- '

25 In the server 1111, when an access request is
received from the output terminal apparatus 1112 at a step
$21-1, authentication information is required to the
output terminal apparatus 1112 at a step S21-2. Next, the
server 1111 performs authentication processing at a step

30 S21-4, when authentication informafion is received from
the output terminal apparatus 1112 at a step S21-3 in
response. The authentication processing compares the

authentication information supplied from the output



bef orehand regi stered in the server 1111, the access to the server 1111 is
permtted. The server 1111 determ nes whether the access is permtted at a
step S21-5. Wen the access is not 10 permtted at the step S21-5, the
server 1111 determi nes whether the nunber of tines at which the access is
refused reaches a predeterm ned nunber of tines, at a step S21-6. The
server 11 disconnects the conmmunication at 6& step S21- 7, if the nunber of
times at which the access is refused . 15 has reached the predeterm ned
nunber of tinmes, at the step S21-6. Moreover, when the nunber of tines at
whi ch the accessersinasf wopdrhass ngt wigh eebbérd.adidopr édéewratiivdd nunber

of times at the ﬁé%&&zalﬁézre%%%ré‘e& %_51”%918 E&&% 149 15t &R Sede Znandst he
aut hentication processing is- perforned -agal n. e server_ 1111 permts
access of the ouwpathet esatihnakeapparctasmethtl1? Wieern Hhesenveentlikilian a step

S21-8, when the access is permitted at e step S21-5., If the access is
thus permtted aFIH%‘813§)£‘a<é§"3i°§1 fgpﬂ?ﬁ?r%d’mf gr_gfen ?ﬂ@%%ﬁ&ﬂ“l{lai Nt “appar at us
1112 at a step 92129 s tihe seewvrént Wikl eadsatfigertatoatiequinBsidaan ohhe
permtted registrant fromthe nenory area assi gned __beforehand, and
transmits it to PRECHEAHI TCELATREEY dpparabsvautd Hr &8t *FSF1LHo.

Moreover, the sepugrs3f;clhl 13t 0k esedalidchecei ved, into the menmory area
bef orehand assigned for the registrant, if the data fromthe out put

terminal apparatus 1112 i STheeserved htlladetepripas riether thes2339%8, ifhe

enci phered data f{ u ragnal 6 pagatys Ll12.i sostored. The
server 1111 repefﬁ?t[a%q}tL gg%%égzgsér‘%lg é(?fl_t%ﬁe ﬁ}sltégp?;SZLQ thrgug% S21-12 until

a notice of 10 ni phringttea atsivhet etel rih-thetbheat pravardiildatievppeirgsus 1112
at the 5 step S%ﬁé%her the number of times at which the access is refused

reaches a predetermined number of times, at a step 321-6.
The server 11 disconnects the communication at a step SZ21-
7, if the number of times at which the access is refused

15 has reached the predetermined number of times, at the step
521-6.

Moreover, when the number of times at which the
access is refused has not yet reached the predetermined
number of times at the step 521-6, return is made to the

20 step $21-2 and the authentication processing is performed
again. The sexrver 1111 permits access of the output
terminal apparatus 1112 to the server 1111 at a step S$21-8,
when the access is permitted at the step S21-5.

If the access 1s thus permitted and data is

25 required from the output terminal apparatus 1112 at a step
521-9, the server 1111 reads the data required for the
permitted registrant from the memory area assigned
beforehand, and transmits it to the output terminal
apparatus 1112 at a step 521-10. Moreover, the server

30 1111 stores data received, into the memory area beforehand
assigned for the registrant, if the data from the output
terminal apparatus 1112 is received at a step S21-10. At

this time, the enciphered data from the output terminal



Next, operation of the output term nal apparatus 1112 will be descri bed.
FIG 45 shows a processing flow chart of the output term nal apparatus
1112. 10 The output term nal apparatus 1112 starts comunications with the
server 1111 at a step S31-2, when the portable encryption device 1113 is

| oaded into the USB port 1162 at a step S31-1. The output term nal
apparatus 1112 reads authentication inforgation etc_ fromthe 15 portable
encryption device 1113 based on instructions from the server 1111, and
supplies it to the server 1111. \Wen the access is permtted by the server

1111 at a step - op i cat of the output term nal apparatus
1112 with the sé&%%fng§l I's” ac %ggggdfhrough 20 the portable encryption

device 1113. The out put t®hersmtverappat atemsatbl 2heuppbsessitfeodatd®from t he

server 1111 to the pqrtaple encryption,devi.ce_1 - : 31z 5 when
the data is receiVed 3?@ﬁ$t?nr%¥ vgéhlﬁafgélﬂaas%églééfgi§£%$ﬁ§ %%rtable
encrypti on devi cerahki3 telegottesn tihe datpuance:26neét appsratust d 1 Aeabuttput
term nal apparatus 1112. The output term nal apparatus 1112 opens an
application 5cor$%§b§@6?ﬁg to the data thus decoded by the portable

encryption device 1113, apdxperd ik idassf ethdlonepssi tgrmirdr enbbhatEor
exanpl e, the decoded data is displayed on 30 the display 1143. Moreover,
t he out put ternikel2 aggarBeudescriPedsyppl i es the data which is to be

transmitted at a step SB%Ié_tggtgH%Wgogt%@&@ééﬁﬁ%@yElbﬁncﬁﬁxﬁ(Bi 1443, when
G/ transmtting the data processed, to the server 1111 at a step S31-7.

The portabl e encoypnitorregainat aPEFateadsiihe data fromthe nmenory 1173 in
use of the q%ta t hus SUpthSdoué%H?HEH%%ﬁHiQﬁﬁx&%ﬁﬂbn@ilﬁﬁﬁﬁﬁﬁkys 1112 as
rom

the address.” 5 The data thus re e nenory 1173 is again supplied
communications with the server 1111 at a step S31-2, when

the portable encryption device 1113 is loaded into the USB
port 1162 at a step S31-1. The output terminal apparatus
1112 reads authentication information etc. from the

15 portable encryption device 1113 based on instructions from
+he server 1111, and supplies it to the server 1111.

When the access is permitted by the server 1111
at a step S$31-3, communications of the output terminal
apparatus 1112 with the server 1111 is achieved through

20 +the portable encryption device 1il3. The output terminal
apparatus 1112 supplies the data from the server 1111 %o
the portable encryption device 1113 at a step S31-5 when
the data is received from the server 1111 at a step S31-4.
The portable encryption device lil3 decodes the data and

25 returns it to the output terminal apparatus 1112. The
output terminal apparatus 1112 opens an application
corresponding to the data thus decoded by the portable
encryption device 1113, and performs desired processing
therewith. For example, the decoded data is displayed on

30 the display 1143.

Moreover, the output terminal apparatus 1112
supplies the data which is to be transmitted at a step
531-8 to the portable encryption device 1113, when



to the output term nal apparatus 1112 as the encrypted data. The out put
termnal apparatus 1112 transmts the encrypted data thus enci phered with
the portable 10 encryption device 1113 at a step S31-9 to the server 1111.
The output term nal apparatus 1112 repeats the steps S31-4 through S31-10
until the access with the server 1111 is disconnected at a step S31-10.
Encryption communi cations are thus performggd 15 between the server 1111 and
output term nal apparatus 1112. Next, operation of the portable encryption
device 1113 will be described. FIG 46 shows a processing flow chart of the

portabl e encrypti.on@avirefylids.qa4@ WhsRe4ds Pebt abkes@nsdyptinenadeyi ce
1113 is | oaded into the USB port 1162 of the output term nal apparatus

1112 with the USE-efofddctor e Pogirablecensia®tdnni Agviey Frlomeaes othdut

term nal apparat aind flffty $4331linidsd S eARORIEH s LOpbIEPUL pUL
termnal 25 appé#%?ﬁiﬁﬁﬁﬁ at a seép Szl%%. When the portablg e%%ryption

" device 1113 receiwes the authenticatinen spppesius Lhi8ugh tive addrpas- t er mi nal
apparatus 1112 fromthe serverc. d1dh.atg sLen,S4153, the aut hent eati on
0 the p u 1

information i"s Supplied output térm nal® appara a step 30
S41-4. At this ttoreshd betaut hemtnicetli eppardorsdtlil@nasayhe acegoitpier ed

bef ore bei ng trqﬂgnitted- For the purpose of enabling enciphering of the
aut hentication G mation at this time, also in the server 1111, it is

necessary to 68 connect tenhtheuRdt RHesmldd0 ApLRELYPLIDN devisee thavhag a
menory built therein which has the sane data contents as _.those of the

menory 1173 of tHEPEEShratantthisreAPRereE et o BOFHRPW5or t abl e
encryption devi cenddl3 ieperaleSe A3.13 at a step S31-9 to the server 1111,

The output terminal apparatus 1112 repeats the steps 531-4
through S31-10 until the access with the server 1111 is
disconnected at a step $31-10.
Encryption communications are thus performed
15 Dbetween the server 1111 and output terminal apparatus 1112.
Next, operation of the portable encryption
device 1113 will be described.
FIG. 46 shows a processing flow chart of the
portable encryption device 1113.

20 When the portable encryption device 1113 is
loaded into the USB port 1162 of the output terminal
apparatus 1112 with the USB connector 1171 and reqeives an
inquiry from the cutput terminal apparatus 1112 at a step
s41-1, it is responded to, to the output terminal

25 apparatus 1112 at a step S41-2. When the portable
encryption device 1113 receives an authentication request
through the output terminal apparatus 1112 from the server
1111 at a step S541-3, the authentication information is
supplied to the output terminal apparatus 1112 at a step

30 S41-4. At this time, the authentication information may
be enciphered before being transmitted. For the purpose
of enabling enciphering of the authentication information

at this time, also in the server 1111, it 1s necessary to



the private data pipeline, when the access permssion to the server 1111
is made through the output term nal apparatus 1112 at a step S41-5. The
portabl e encryption device 1113 enciphers data at a step S41-8, when the
data 10 is supplied fromthe output term nal apparatus 1112 at a step
S41-6 and it is determined that the data supplied by the output term nal
apparatus 112 should be transmtted to the,server 1111 at a step $41-7.
Mor eover, when the data fromthe output term nal apparatus 1112 is the
data from 15 the server 1111, i.e., the enciphered data, in step S41-9, it

i s decoded. The pgr %DeQﬁ@y@é%jﬁgggﬁggea %;§H§gﬁ$b£e§eéfﬁé rdaka

enci phered or decoded at a step to the ou term nal appgr%tus
1112. The port abhenancypilitonhdevircevhia@hlhd8 thepestre tihta stare®4s:- 8st hr ough

S41-12 until a ngtice f.finish i ppl. from._the output, .term nal
apparatus 1112 at°&d s?%&h@T?rﬁf‘fY éyl%téhgfaglg%e?oﬁ“ﬁtgqﬁo??% SR E&H??%n
device 1113 caniart. as the private data pipeline, and encryption 25

communi cati ons can be perforned between the server /111 d output term nal
Spparatue 1185 In additi gRe PRECTERG FEANBHLC GFTGS ReL ORI S EerR nal

apparatus 1112 byné herisgireetatd Idigs indyt @Rk i ead laecdekebethafdien the
communi cation finish, with 30 driver software or so, for exanple, and,
thus, the data i5hea380ed litdni betatly terepgledthie BPHkotEREMHEdgi strant. By

this, the secrecy,perfQidmnee s 4 hepHbRYLST erFinalo-apparal 132 is
secured. 69 In the above-nentioned exanple, the data is stored in the

server in an enciighbeed dtaraciplsky elatai at asstamsG4poSsi then the dptai s
stored after el ig dagoded cbbie ofd 2bhiith copbLopatinn wew of a s
171. e I's

vari ant of the server sane ref erence nune
step S41-6 and it is determined that the data supplied by

the output terminal apparatus 112 should be transmitted to
the server 1111 at a step S41-7. Moreover, when the data
from the output terminal apparatus 1112 is the data from

15 the server 1111, i.e., the enciphered data, in step S541-9,
it is decoded.

The portable encryption device 1113 supplies the
data enciphered or decoded at a step S41-12 to the output
terminal apparatus 1112. The portable encryption device

20 1113 repeats the step $541-6 through S41-12 until a notice
of finish is supplied from the output terminal apparatus
1112 at a step 541-12.

By the above, the portable encryption device

1113 can act as the private data pipeline, and encryption
25 communications can be pexrformed between the server 1111
and output terminal apparatus 1112.

In addition, the data transmitted to the output
terminal apparatus 1112 by the server 1111 is
automatically deleted after the communication finish, with

30 driver software or so, for example, and, thus, the data is
avoided from being referred to by another registrant. By
this, the secrecy performance in the ocutput terminal

apparatus 1112 is secured.



given to the sane configuration portion as in FIGS. 39 and 40, and the
duplicated description is omtted. The server 1181 of this variant has an
encryption device 1182. The encryption device 1182 is a 10 PCl board
~connected to the PCl bus 1140. FIG 48 shows a bl ock configuration view of
the encryption device 1182. The sane reference nuneral is given to the
sane configuration portion as in FIG 42, gad the duplicated description
is omtted. 15 In this -variant, the encryption device 1182 has a form of
a PCl board, wherein, instead of the USB connector 1171 of the portable

encryption device 1113, a 1P&hebtBoeonnestionhed 182l r eviedeatd ars
connecting with the PC bus 1140, and, instead of the interface circuit
1172, 20 the int 6FPAES- 10 il £S1YAD 5 Pr GUFUREERT iS1Gtes O FHer fdce

bet ween the PC Qgsai;éop@ggqbtleethgﬁef@aﬂ euére&uﬁeﬂ%@ﬁg%cgm

encryption device 1182 is fornmed for each registrant. According to this
variant, secret comunicatBiéhs 4728heen Ddlacki evrEiawdarisn BRI Br so

bei ng. recei ved viglh, Lhe. seryer 1IBL1iHe Engi Lnd s:esfte%ﬁge'ﬁnmeals%ver

1181, and the reqi strant” accesses the server 1111 wit e portable
encryption devi cei¥gi3toarite rseadscohigraiationt porhian teismén FHES neid and

enci phered, and | transmtted.to he ou ter I apparatus 1112,
and then, the mai*P ri &° %Ie@)edéﬁlp%c?ﬁ porstcrﬁPIeCEée%%c}silpc{Hllo%% evi ce 1113, and

is displayed on the outputhd eweriveal 1 Bpparfathsslid@ianfthéasaae contents for
i gital  assi St afPCABPAFSR (ELERSL LFEL ¢ HOAmEROFTE TS 5 ehes Bciy B i on
device 1182 of thersgryed dokhbctMaresovets pctt bis p;oaasj ble to update
t he-contents of the nenory 1173 of 5 the personal i tal assistant
apparatus 1113 and the FIG. 48 shows a block conflgg atlon view of the
encryption device 1182. The same reference numeral is
given to the same configuration portion as in FIG. 42, and
the duplicated description is omitted.
15 In this wvariant, the encryption device 1182 has
a form of a PCI board, wherein, instead of the USB
connector 1171 of the portable encfyption device 1113, a
PCI bus connecior 1183 is provided for connecting with the
PCI bus 1140, and, instead of the interface circuit 1172,
20 the interface-circuit 1140 is provided acting as an
interface between the PCI bus 1140 and the internal bus
1175. Moreover, the encryption device 1182 is formed for
each registrant.
According to this variant, secret communications
25 can be achieved with an E-mail, or so being received with
the server 1181. The E-mail is stored in the server 1181,
and the registrant accesses the server 1111 with the
portable encryption device 1113, and reads the mail. At
this time, the mail is enciphered, and is transmitted to
30 the output terminal apparatus 1112, and then, the mail is
decoded by the portable encryption device 1113, and is
displayed on the output terminal apparatus 1112.

The same contents for each registrant should be



menory 1173 of the encryption device 1181 of the server 1181 based on, for
exanpl e, the nunber of times of conmunication operations, communi cation
data, or external information. 10 Moreover, it is possible that, the
menory area of the menory 1173 of the encryption device 1182 of the server
1181 is divided into plurality of areas, one of which is then nade
correspond to one portable encryption devikge 1113, and, thus, one
encryption device 1182 is made 15 to correspond to a plurality of portable
encryption devices 1113, Mreover, it is also possible that the

encryption devicg 3189 ;irS tARAGh O£ ANKESBENEhd G sophiil &l dipkiof portable
encryption devices 1113 by a 20 configuration in which an interface
circuit, a m crosamhandr appadetusrdid sy aafethomeserivnt b7 drief dhiep, and a
plurality of chi h IS . QU e mibstrate;cln
addition, in thég%%§§%§fke#%g@%%ﬁ#@?pﬁﬁetﬂ% %%%?ggﬁgﬂéngfyptign’dévice
1113 i s nade to perdeorsnbleotmumpdsitd che wobhente cdutthat mérmens ddl/3appar at us
1112 via the USB interface. .However, .t is. not necessarjly t limted
to this, and%ano e PHVTES fd?ﬁ%,%’]f aacsglﬁﬁf}nBeappaaﬁ:ﬁl%luédﬂ%raenégéc?l% a
non-cont acti ng ragh®-€ammnbeathOrerdtypysbrmiericzo 1My b dpplseetekor the

communi cations. _Mreover, the_shape of the portable encryptiag devi ce
1113 is not necet:® 13794 ﬁPveE°¥c?%fWRé€vaE6§| ﬁfanlFﬁﬁgifﬁgd shape, and

a -various shapecgm¥ueARBhI 8ferdii cHiCh cafman ket ivhapata Mde@k@ernbl i
al so possible to apply an integrated circuit card shape. Furthernore, in
case a radi o conhifrEE®R -systemis applied, a formof an accessory such

as an earring a pendant, \a Lhb0gr, Oft S& PR¥sELDE BRR! | ede MISQYRIreal t 1S
al so possible to apply a form
of the memory 1173 of the encryption device 1182 of the
server 1181 is diﬁided into plurality of areas, one of
which is then made correspond to one portable encryption
device 1113, and, thus, one encryption device 1182 is made
15 +to correspond to a plurality of portable encryption
devices 1113.
Moreover, it is also possible that the
encryption device 1182 is made to correspond to a
plurality of poxtable encryption devices 1113 by a
20 configquration in which an interface circuit, a
microcomputer, and a memory are formed into one chip, and
a plurality of chips each thus produced is mounted on one
substrate.
In addition, in the present embodiment, the
25 portable encryption device 1113 is made to perform
communications with the output terminal apparatus 1112 via
the USB interface. However, it is not necessarily to be
limited to this, and another type of interface may be
applied. Moreoﬁer, a non-contacting radio communication
30 system or so may be applied for the communications.
Moreover, the shape of the portable encryption

device 1113 is not necessarily limited to a rectangular

parallelepiped shape, and a various shape may be applied,



of easily carriable, such as that of a clock, pen, cellular phone, or so.
72 CLAIMS 1. A communi cation apparatus perform ng data comrunications
wi th a comruni cation partner, conprising: 5 data converting neans for
converting the data wth a function or a protocol which is common with the
communi cation partner; and updating neans for updating the function or
protocol used in said converting nmeans in response to a 10 comrunication
wi th the conmunication partner. 2. The co ni cation apparatus as clai ned
in claiml, wherein: said updating neans changes the function or 15
rotocol based on_the nunber of tinmes, of a . [ Lon.opecations. 20
g. The communi cat1'Sh Hppa g?ugﬁa ebleﬁggg?%’ %?ggﬂg'sgfﬁéggﬁﬁg?g?n: sai d
updati ng neans chgppesrd hetbgpatédnciofcuipr ohnd cdhdy@sedronthémenadat, aiof the
data communi cations nmade . with the conmmunica ion.éoartnerc.i 4é f@%%

comuni cati on apPaFatdiEge Oc FAFHERI FaT+095 SEF 5P I GPP3 fhet i SLi §°
updating means updatesodheukbunsti o0 Qirripyot aceéndintsekeeindg aneof magti on
or protocol fromanong a previously set plurality of functions or

pr ot ocol s, é%cob@i@Eéa%?theMﬁEﬁ%%@r4ﬂ1ﬁé§50918%129§ﬁﬁ?%ﬁnF8aﬁ?é;¥'§Of°rm

operations. 5. The cOMMUNiGatlion)aPRAAL Us aBat! @ nedioBk, cheam 1 or 4,
wherein: 73 5

cellular phone, or so.



10 sai d updating neans updates the function or protocol by selecting one
function or protocol fromanong a previously set plurality of functions or
protocols according to the data of data comrunications. 6. The

conmuni cation apparatus as clainmed in claim1 or 5 wherein: said updating
nmeans executes a plurality of updating nethods in a conbination manner. 7.
The comruni cation apparatus as clained in | aim 6, wherein: said updating
means nmekes the plurality of wupdating nmethdds different for each

comuni cation 15 operation. 8. The comunication apparatus as clainmed in
claim6 or 7, wherein: said updating neaEE eyecutes the plurality of 20
updati ng nethods for one unit of data in conbi nati on manner. 25 30 9.
The conmuni cati on apparatus as clainmed in claim1l or 8, wherein: said

updati ng neans updates the fupction ar rotocol ased 0 h. I external
i nformation. 10. The co nlc%t?%ﬂmﬁﬁﬁﬁFg?ﬁsa n%ﬁrgognqﬁg%a%i or 9,

wherein: said changmig JBa8ss poeﬁrprarm:ommahimmon lplaaiﬂﬁeil oromgk s iAg:
comuni cati on appar at us, conpr|5|n 74 a conmpn |ten1obtalqaﬁgﬁg$gt

obtai ning a donmon i t em WREBNCPRVTINRENTGRER 5 SOBFEF b
generating means,{of HengiRibA% A Ke¥oRas8t which is common with the

communication partner; and
updating means for updating the function or
protocel used in said converting means in response to a

10 communication with the communication partner.

2. The communication apparatus as claimed in
claim 1, wherein:
said updating means changes the function or
15 protocol based on the number of times of data

communication operations.

3. The communication apparatus as claimed in
claim 1 or 2, wherein:
20 said updating means changes the function or
protécol based on the data of the data communications made

with the communicatiocn partner.

4. The communication apparatus as claimed in
25 claim 1 or 3, wherein:
said updating means updates the function or
protocol by selecting one function or protocol from among
a previously set plurality of functions or pfotocols,
according to the number times of data communication

30 operations.

5. The communication apparatus as claimed in

claim 1 or 4, wherein:



on the common item generated by said comon itemobtaining 5 part;
encryption key generating neans for generating a function or protocol
based on the key generated by said key generating neans; and enci phering
nmeans for perform ng encryption 10 based on the function or protocol
generated by said encryption key generating neans. 15 12 The

communi cation apparatus as clainmed in clapm 10, wherein: said key
generating means obtains predetermned information included in the
function or protocol as the key. 13. The comuni cati on apparatus as

claimed.in 20 claim10 oald, uphet i mesak dupdetcdd aheOFuREOiAC @r
generating neans generates a_ subsequent function or protocol by naking
nonl i near transiPTOFETL &£¥t a6leciliuene26uaation ImpERFeart ﬁf%ﬁ‘é‘?ﬁgus,

compri i ng: - a COMMPRYIRMQOLALENGHAY SbLAINGA eempRBtoddigm whi ch i s
common with a transm ssion end; key genérating neans for generating a key
whi ch is conmonagkeiditise tor shendiats of daga pawemigitiRBScomon 30 item
gener at ed by5§aid comon item obtaining part; encryption key generating
means for generating a function or protocol which is commpbn with the
transm ssion end, based ¢n tfbekeyngerienstied dypawigiskey ghwmarest ithg 75 5
nmeans; and decodigg.nggns %or ﬁerforning decodi ng based on the function or
prot ocol generat§& %& a"d 2ént 3{&*%ﬂ1 key generating neans.

said updating means executes a plurality of
updating methods in a combination manner.
10
7. The communication apparatus as claimed in
claim 6, wherein:
said updating means makes the plurality of

updating methods different for each communication

15 operation.

8. The communication apparatus as claimed in
claim 6 or 7, wherein:
said updating means executes the plurality of
20 updating methods for one unit of data in a combination

manner.

9. The communication apparatus as claimed in
claim 1 or 8, wherein:
25 said updating means updates the function or

protocol based on sharable external information.

10. The communication apparatus as claimed in
claim 1 or 9, wherein:
30 said changing means performs nonlinear

transition.

11. A communication apparatus, comprising:



15. An encryption apparatus conprising: an enci phering part reading
original data froma file and enciphering it; internmediate file storing
means for storing in 10 an internediate file enci phered data enci phered by
said enciphering part; a decoding part decoding the data stored in said
internediate file, and decoding it; and file storing nmeans for storing as a
15 predetermned file data decoded by sai d-decoding part. 16. The
encryption apparatus as clainmed in claim15, further conprising

comuni cating neans for transmtting the file stored in said file storing

means to 20 a conmuni cati el i Wel¢ ey o TFR =Ta[o VA o) SN, 1o}
apparatus as clained in %f§¥ﬁ§%§ %?éqg%ﬁﬁggéﬁgﬁgﬂgéﬁgténc%p ering part
conpri ses tabl e geaendticig is25ompamsyifidr adyraaptidrd yenghangi ng a tabl e used

for enciphering the original data.,L 30 18. Th ncryption a t S
claimed in claim17, wher elyngegﬁlradtlenn%imﬁﬁgrsi %Cdgp \f e%(?g%p]?i gg}géﬁ%%%e%

gener ati ng nmeanschothgenginall Aged deyerdaesedbyosaidecnamnohtéen erfytdialbihg
sel ecting neans for selecting a 76 predetermi ned table fromanong a
plurality of %abP8Etigenerated by said table generating nmeans based on the

key generated by said keyrgengtabh NgeRARSradnty anRginhebirngen@ans ok
perform ng encryption., 5 19. An informat]on processing apparatus, ,
conpri si ng: function or protocol based on the key generated by said
key generating meéns; and
enciphering means for performing encryption
10 based on the function or protocol generated by said

encryption key generating means.

12. The communication apparatus as claimed in
claim 10, wherein:
15 said key generating means obtains predetermined
information included in the function or protocol as the

key.

13. The communication apparatus as claimed in
20 claim 10 or 11, wherein:
- said function or protocol generatirig means
generates a subsequent function or protocol by making

nonlinear transition of a table wvalue.

25 14. A communication apparatus, comprising:
a common item obtaining part cobtaining a common
item which is common with a transmission end;
key generating means for generating a key which
is common with the transmission end, based on the common
30 item generated by said common item obtaining part;
encryption key generating means for generating a
function or protocol which is common with the transmission

end, based on the key generated by said key generating



a file part storing data; an enciphering part reading the data from said
10 file part, and enciphering it; internediate file storing neans for
storing in said file part as an internediate file the enci phered data
enci phered by said enci phering part; a decoding part decodi ng the data
stored in said 15 internediate file; and file storing neans for storing
the data decoded by said decoding part in-spid file part. 20. An

i nformation processing nethod, 20 conprising: an enciphering step of
reading original data froma file and enciphering it; an internediate file
storing step of gtoprihgkdd an internediate file the enciphered data

enci phered in 25 said enci phering step; a decoding step of decoding the
data stored in the inter ogtiacf npens it @erifpenst®rdanyddne poafesodr i ng

the data decoded nesgic decodingestop anclapeadstaqinedetibern?gagl. A

conmuni cation system performng” encip iIn i cations a a repeating
comruni cati on appaesttsndetammen a source conmuni cation apparatus and a 77
destination ggnnunication apparatus, wherein: said comrunication apparatus
conprises enciphering nmeans for perform ng predeterm ned encryption on
communi cation data, and decodi Rg eaoryntical appadatas ScdidiBgngnder gone t he
predeterm ned encryption; and en%r¥£tion erfornped by, %§%8 gncip ering
means is made different f8r BEch 6F RRLEIMIGAFLRT i VI BFparatses™ 2

file and enciphering it;
intermediate file storing means for storing in
10 an %ntermediate file enciphered data enciphered by said
enciphering part;
a decoding part decoding the data stored in said
intermediate file, and decoding it; and
file storing means for storing as a

15 predetermined file data deccded by said decoding part.

16. The encryption apparatus as claimed in
claim 15, further comprising communicating means for
transmitting the file stored in said file storing means to

20 a communication partner via a network.

17. The encryption apparatus as claimed in
claim 15 or 16, wherein:
sald enciphering part comprises table generating
25 means for dynamically changing a table used for

enciphering the original data.

18. The encryption apparatus as claimed in
claim 17, wherein:
30 sald enciphering part comprises:
key generating means for generating a key based
on the common item;

table selecting means for selecting a



10 22. The comuni cation systemas clainmed in claim?2l, wherein: serial
comuni cation is perforned fromthe source conmunication apparatus to the
destination comrunication apparatus via a plurality of conmunication 15
apparatuses in a relay manner. 23. A comrunication systemin which
encryption conmunications are perfornmed between a plurality of source
communi cati on apparatuses and a plurality of destination 20 conmunication
apparatuses, conprising: a first relay comifini cati on appar at us whi ch
perfornms encryption conmuni cations with said plurality of source

communi cati on apparat uses; and second relay communj cati arat us whi ch
25 rel ays encryé%ecﬂ?? L@&mmﬁacﬁi‘}? BBt FeEE saaipguFF?ﬁYy rcéqogf%gggmmni cation
apparatus and saichddatadl biys&fa deshengbhorati BhE abd 48 apParat KSES,

wherei n encrypti on comuni cati ons are perforne between said first .relay
communi cati on apiRifEtaiedahy SoidsCIndereTay I KO MeERF ca®?dn apparatus. 24.

The communi cation system a5 ¢Lal Bl hBang! AbMRDr ARSI dhicriB B o0 15 said
first relay comuni cation apparatus perforns encryption which is different
anong the plarality of source communication apparatuses. 25. The

comuni cation systemas cl [”3ﬁni{§fdihﬁkﬁ$3 fgcéégiaﬁhﬁéﬁgfggy%aid second
rel ay communi cation apparafus ~ perforns encryption I I's di fferent anong
the plurality ofomesisimgt:i on communi cation apparat uses.
a file part storing'data;
an enciphering part reading the data from said
10 file part, and enciphering it;
intermediate file storing means for sforing in
said file part as an intermediate file the enciphered data
enciphered by said enciphering part;
a decoding‘part decoding the data stored in said
15 intermediate file; and
file storing means for storing the data decoded

by said decoding part in said file part.

20. An information processing method,
20 comprising:
an enciphering step of reading original data
from a file and enciphering it;
" an intermediate file storing step of storing in
an intermediate file the enciphered data enciphered in
25 said enciphering step;
a decoding step of decoding the data stored in
the intermediate file; and
a file storing step of storing the data decoded
in said decoding step as a predetermined file.
30
21. A communication system performing
enciphering communications via a repeating communication

apparatus between a source communication apparatus and a



26. A comuni cati on apparatus which perforns encryption comunications
between a first communi cati on apparatus and a second commruni cation
apparatus, conprising: first encryption conmunicating nmeans perfornm ng
encryption conmuni cations with said first conmmuni cati on apparatus; and
second encryption comuni cating neans performng encryption comrunications
with said second comruni cati on 20 apparatug.? 27. A communi cati on appar at us
rel aying encryption comunications between a first group of conmunication
apparatuses and a second group of 25 comruni cation apparatuses, conpri sing:
first encrypti ondeshinaiiicat icogmuedest iver fppatagns emndeyptiron comuni cati ons

with said first group of s%,%@“égi c&éiganci%gpgrgéyast%% 20 IJs_ggé)nd encryption
comuni cati ng neans performng encrypti GRE CONTILNI catl ons with said

second group of ecofmhmticai meanapper aidiFesmi2§. predemannhhedtéronrymetbod f or

B Communi dat | on SBLCTTATIGRE SRChaTty: S BFHp AT IS Pr syt cata oo 1

comuni cati ors behWEEH urERirdose Mk S:aldeeBra Otk eeritgpsabl; camgmuni cation 5
destination; and encryption is perfornmed in _a manner different for each
rel ayi ng operation. 29. ASCGHMRLEA PO ITREAEY f 1 hECIPRFRLPI fipans

encryption conmmuliCcaihons Me-WReNssr Rlddabiet ¥nof cSaMMMBLESSA ON sources and
a plurality of comrunication destinations, wherein: a first relay

conmuni cat i on appBEPAFISI§RS-f or nB

10 22. The communication system as claimed in
claim 21, wherein:
serial communication is performed from the
source communication apparatus to the destination
communication apparatus via a plurality of communication

15 apparatuses in a relay manner.

23. A communication system in which encryption
communications are performed between a plurality of source
communication apparatuses and a plurality of destination

20 communication apparatuses, comprising:

a first relay communication apparatus which
performs encryption communications with said plurality of
source communicaticon apparatuses; and

a second relay communication apparatus which

25 relays encryption communications between said first relay
communication apparatus and said plurality of destination
communication apparatuses,

wherein encryption communications are performed
between said first relay communication apparatus and

30 second relay communication apparatus.

24. The communication system as claimed in

claim 23, wherein:



encryption communications wth said plurality of 15 communi cati on sources;
a second relay conmmuni cation apparatus relays encryption comuni cations
between said first relay comunication apparatus and said plurality of
comuni cati on destinations; and 20 encryption comruni cati ons are perforned
between said first relay comunicati on apparatus and said second relay
comuni cati on apparatus. 25 30 30. An encrygion apparatus conprising: a
comuni cation part perform ng comruni cations wth an external apparatus;
an enci phering part perform ng enci phering and decoding of data
comuni cated with said ex@@ﬁ@akigggafémdyscomhan§@ggid@ogggg£§¥ug<3n part; and
a control part which inputs the enciphered data from said external .
appar at us, proviBesieImg ereavatest efitial ‘gppaf iR tafferIdERd AWGALtHi t h
sai d_enci phering,pafdyrcd Mhendal & dd APpa2keh g4 ernal apparatus, and
provides it 80 after enciphering it wmth said enci phering part. 31. The
encryption apparatus as clainmed in claim30, configured to be detachable
with a desir 5 interfacg of i rnal. _ap ) . The _encryption
appar at us as%glained in gﬁ%in?é% %# ?‘%ﬁ%?gi%fgg%?éscgg%%$$%g%}on part,
sai d enci pheringchain 23 ®radd,sehereiontrol part are integrated into a
predeterm ned  Rousing 15 29 33, .The &NGlyRLEON, APAATA' U588, a1 med 1n
performs encryption which is different among the plurality

of destination communication apparatuses.

10
26. A communication apparatus which performs
encryption communications between a first communication
apparatus and a second communication apparatus,
comprising:
15 first encryption communicating means performing

encryption communications with said first communication
apparatus; and

second encfyption communicating means performing
encryption communications with said second communication

20 apparatus.

27. A communication apparatus relaying
encryption communications between a first group of
communication apparatuses and a second group of

25 communication apparatuses, comprising:

first encryption communiceting means performing
encryption communications with said first group of
communication apparatuses; and

second encryption communicating means performing

30 encryption communications with said second group of

communication apparatuses.

28. A communication method for performing



claim 30 or 32, wherein: said control part conprises an authenticating

part which perforns authentication. 34. An information processing system
conprising: a first information processing apparatus storing data; a second
i nformation processing apparatus which is made comuni catable with said
first informati on processing apparatus; and 25 an enci phering appar at us
which is nmade detachable with said second jgformation processing
apparatus, is |oaded into said second information processing apparatus,
decodes data which is provided from said first information processing

apparatus via Saié?a&%%ﬁ&@%xﬂa&h%ﬁ%i&&é‘ BRUQeR8S L NGodRRAIALYSn SOuAs 1O
make it processabl e"by said second information processing apparatus, and

enci phers data pragcesseonmnisstd onedenting tfogy, nebeodipr ocessi ng appar at us,
and transmts it to said 8] fly; aB%%EEﬁ;Eé %@g@aé%&ﬁ%i"daﬁé%%%&w
information processing apparatdus. . e informati on processing apparatus
as 5 clained insaid po8dunidedriennsosace drid skigr oocwssiingtappar at us st ores
the data in gn %pckgge£ed state. 36. The information processing apparatus
as 10 clai med i F€al %ﬁ?’ﬁ%ﬁ%ein: said first information processing
apparatus decodably enci phaes:sdthendatapatfdinea dnenchybrerd Agffappatr at us
and transmts it to said second informati on processing apparatus, and

decodes and st or 9% RBRat &35 En OPFR&FEY and provi ded from sai d

enci phering apparatus via said second information processing apparatus
29. A communication method for performing
10 encryption communications between a plurality of
communication sources and a plurality of communication
destinations, wherein:

a first relay communication apparatus performs

encryption communications with said plurality of
15 communication sources;

a second relay communication apparatus relays
encryption communications between said first relay
communication apparatus and said plurality of
communication destinations; and

20 encryption communications are performed between
said first relay communicaticn apparatus and said second

relay communication apparaius.

30. An encryption apparatus comprising:
25 a communication part performing communications
with an external apparatus;
an enciphering part performing enciphering and
decoding of data communicated with said external apparatus
via sald communication part; and
30 a control part which inputs the enciphered data
from said external apparatus, provides it to said external
apparatus after decoding it with said enciphering part,

inputs data from said external apparatus, and provides it



20 25 30 37. The information processing systemas clainmed in claim34 or
36, wherein: said enciphering apparatus perfornms comunications with said
first conmunication apparatus, and perfornms authentication. 38. An

i nformation processing nethod of: | oading an enci phering apparatus which
is made detachable with a second information processing apparatus into
said second information processing apparatgsg Wwhich is nmade comuni catabl e
with a first information processing apparatus which stores data; decoding
data with said enciphering apparatus provided fromsaid first information

processi ng apparattsr atHaphairengeoOnd tnnkak ABbhOIHHFA68SshAG. appar atus, so
as to neke it processable by said second information processing 82

apparatus, and, also, causing data processed by said second information

processing apparatus to begjencirphesgd.+and gﬁﬁggggggla@gclglﬁéasyﬂ d first
information processing apparatus via“said second information processing

apparatus. 5 39. CH&Km|3ﬁmnqmaihgnr%id@e§§ldgtﬁ@@¢ﬂﬂf'agthcaa¢¢RXFQQ1 cl ai m 38,
of storing t r 0] rocessi ng apparatus. in
ring gltr@efq%‘:oedjﬁl gﬁia %%telln 1 5 Lion,p g app

an enci phere or ma proceSS|ng nmet hod as clai nmed
in claim 38, cau5|ng said second |nfornat|on processi ng apparatus to

transmt the data decodabl Eﬁlphered §¥ sai d enqﬁpherlfg %Paratus to
said first information précessifigcappatatls PRME chuseng e ritt st 15
information processim@@ppasat ushéeeidecode and store the data enciphered
n r n herin r
and provided by said e CI%a% ! g ggaéégfg% part said enciphering part
10 and said control part are integrated into a predetermined

housing.

33. The encryption apparatus as claimed in
claim 30 or 32, wherein:
15 said control part comprises an authenticating

part which performs authentication.

34, An information proceésing system
comprising:

20 a first information processing apparatus storing
data;

& second information processing apparatus which
is made communicatable with said first information
processing apparatus; and A

25 an enciphering apparatus which is made
detachable with sald second information processing
apparatus, 1s loaded into said second information
processing apparatus, decodes data which is provided from
sald first information processing apparatus via said

30 second information processing apparatus, so as to make it
processable by said second information processing
apparatus, and enciphers data processed by said second

information processing apparatus, and transmits it teo said



via said second information processing apparatus. 41. The information
processing nethod as 20 clainmed in claim38 or 40, causing said

enci phering apparatus to conmunicate with said first information

processi ng apparatus, and perform authentication 42. A service providing
met hod of : 25 |l oading an enciphering apparatus which is made detachable
with a second information processing appargtus which is nmade

comuni catable with a first information processing apparatus in which data
i s stored; causing said enciphering apparatus to decode 30 data provided

fromsaid first gnfqr ﬁ%b@@s%&%%r%&usa%@rﬁﬂﬁ s¥bBndal e 58Gendn
information processing apparatus so as to make it processable by said

second i nf or mat iRAPCaRSGEgs sbhgraipFar at us; and 83 causi ng sai d enci phering
apparatus to enci pher data processed by said second information processing
apparatus, and transmtting it to said first information processing
apparatus via said second3bnf ofmatindivrhapioc essiaegsappasgbarsatus as

5 claimed in claim 34, wherein:
sald first processing apparatus stores the data

in an enciphered state.

36. The information processing apparatus as
10 claimed in claim 34, wherein:
said first information processing apparatus
decodably enciphers the data with said enciphering
apparatus and transmits it to said second information
processing apparatus, and decodes and stores the data
15 enciphered and provided from said enciphering apparatus

via sald second information processing apparatus

37. The information processing system as
claimed in claim 34 or 36, wherein:
20 saild enciphering apparatus performs
communications with said first communication apparatus,

and performs authentication.

38. An information processing method of:

25 loading an enciphering apparatus which is made
detachable with a second information processing apparatus
into said second information processing apparatus, which
is made communicatable with a first information processing
apparatus which stores data;

30 decoding data with said enciphering apparatus
provided from said first information processing apparatus
via said second information processing apparatus, so as to

make it processable by said second information processing
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apparatus, and, alsc, causing data processed by said
second information processing apparatus to be enciphered,
and transmitting it to said first information processing

apparatus via said second information processing apparatus.

39. The information processing method as
claimed in claim 38, of storing the data into said first

information processing apparatus. in an enciphered state.

40, The information processing method as
claimed in claim 38, causing said second information
processing apparatus to transmit the data decodably
enciphered by said enciphering apparatus to said first
information processing apparatus, and causing said first
information processing apparatus to decode and store the
data enciphered and provided by said enciphering apparatus

via said second information preocessing apparatus.

41. The information processing method as
claimed in claim 38 or 40, causing said enciphering
apparatus to communicate with said first information

processing apparatus, and perform authentication.

42. A service providing method of:

loading an enciphering apparatus which is made
detachable with a second information processing apparatus
which is made communicatable with a first information
processing apparatus in which data is stored;

causing said enciphering apparatus to decode
data provided from said first information processing
apparatus via said second information processing apparatus
so as to make it processable by said second information

processing apparatus; and



83

causing said enciphering apparatus to encipher
data processed by said second information processing
apparatus, and transmitting it to said first information
processing apparatus via said second information

processing apparatus.



