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-1- EVENT CORRELATI ON | N TELECOMMUNI CA

This invention relates to a nethod of correlating event

t el econmuni cations network. The correlation met hod |s

t he use of a nodél of the network in which at | east

network el ements are represented in a conput er S|nulat|on by
respective program nodul es. The -ihvention finds particul ar but
not exdusiwve application in the correlation of transm ssion
network alarnms, that is, the i dentification of the single nost
probabl e cause of a group of ala

Tel ecommuni tati ons networks are normal |y conposed of a hierarchy of

various types of equipment Qh;DeiWRLKeion relat%gené%ntagimetﬁz%dswmc&@retlh@ih¥
in Figure 1. These t ncl u

nultiplexers 6 to Xgnts in aNﬁF%?ﬁ?W?Eﬁ%‘Eﬁ en%t‘ﬁfﬁfber Bre I%‘W-?ﬂié&ﬂm

circuits to be me'emrl iigdbasesd oa thagse of ghaedshoddthbre aegwork Hrewhich
][ml tipl exed | 5 beareéaéts smhd EOtE@-rr{étw%rHUQi)&ﬁerﬁE kb btépires oitbE Ui Sa -
or exanpl e,

[ nhi.n four L4 Sashiannel s
or tributaries on to 5?1m %b é'e%)rég?n bg esg%gﬁ‘%s B%g@eay " o (;anT%ee
t hought of |ogically h‘%"?’éﬁ}r"nt FP-B@& aﬁaft&FH:%ﬁ thut ngt exclusivecppRidcagion in
mul tiplexers, e.q. 2tBe mdrrephtker of, transmissioB-rtwork alarmgil that dserths

and 34-140 ”Ult'plexe{§e£¥1f¥c%9¥6£QH§Lﬁﬂcgiﬁﬁle most pré¥ablkhgaud@ilds Bl §X&b

hi er ar chy. There 0are | so skin nmul tipl exers, such as the 2-34
mul tipl exer 9, that i.ﬁfms' two or nore transmission rate levels in
one piece of equi pnEelecomming oaf anise nehWoris arg orrvaiky icompasied (Qf

of a number o4 bﬂ%&ﬁ&&hy of various tyBéd lioBl Cxduigmettussl hetwork
reduce transmission cgs %ne as showln”péa(}\(:%ggb?e%ﬁe%%géa1usag@‘aec ypes

565Mhit/s bearer circul annél and to
t he nunber or. bearer 1“"1“‘19 é’ﬁaﬁﬁ’é‘? s 1t I"Fé’c Smee@ndt omule PIRERFE or 8d tAnP-

mai nt ai ned so 15 Multiplexess ehsblenageaibedd (of dfowi-Bpeeadt whbrduits to be
The ni eces or equi pmegl R4t B@ePeé% %18%&%@%89& JDearer. faﬂé %ﬁHEQJhé&a

| oss of synchroni zat:/é%)nq ower | ure or ra ed nal
? r

e
pi eces of equi pnent end ?ﬁft §Pa??ﬁry & numbexy Qﬁa g Wr"@h izguits, for
converted to alarmexampdet sa )8 muldiplexer 6 combines four 2Mbit/s channels

or tributaries on to an 8Mbit/s bearer. The 8Mbit/s bearer

20 can be thought of logically as four tributary circuits. A

.series of multiplexers, e.g. 2-8 multiplexer 6, 8-34

multiplexer 7, and 34-140 multiplexers 8, allow construction

of the multiplexed hierarchy. There are also skip

multiplexers, such as the 2-34 multiplexer 9, that step up

25 two or more transmission rate 1levels in one piece of

equipment. A complete end-to-end circuit is made up of a

number of bearers.

Multiplexing is used to reduce transmission costs by

impfoving bearer media usage (a 565Mbit/s bearer circuit can

30 carry 7680 channels) and to decrease the number of bearer

. channels that need to be monitored and maintained so
'improving the manageability of the network.

The pieces of equipmeﬁt in the network can develop

faults such as loss of synchronization, power failure or

35 degraded signal. The pieces of equipment will send out alarm

signals which are converted t¢ alarm reports by the
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-2- nonitoring systens. CQther itens of equi pment dependent o Rep! lace
with a fault will also register alarmmessages as their functlon
prevented by the fault. Further eqi pnent dependent on th

send al arnms and so on. Thus one higher order item of equipnent fail |ng can
result in a-deluge of alarns. It can be difficult to identify cuickly
and accurately the cause of all the alarns..- _ 5 _ The purpose of
correlation bf alarmsignals in a tel ecommuni cations network is to reduce
the amount of raw information passed on to the network nmanagers and to add
val ue to the i nfornat nonitdwiing sypessed Qber iens pERduippént dependentpon an
tlhfe raw fault reports;geg arACESSAGt HLDL fAWRr redite@r aTLin ledbbés 2@PeRESr
al | owi ng mai nt enance | neers, 1ol c ar, pai r prd

E08LL | Jﬁ prgs!é%ﬂee)?t % gﬁé féu.{ Fﬁlz%ﬂgﬁ Eb{hééte

them - Correl ation
probabl e cause of a gﬁeaﬁn‘%ﬁntapar?ﬁesﬁsf“ﬂb ﬁlf?PoFPrﬁfhaéﬁrPﬁ %’H’e 58I &fns Thus one
t hensel ves and in tﬂlehi:@lde& oflet Htenct fueigiipidret fadlimd abharesuls iper Heol vyl

in real time to ppevi erﬁzsdenttf;' 6gh! 80 Qi £EDGO Ao iR 8F thEex1y ana

faults. To achieve this nanua I's an arduqus_ and_tine consui t ask as
the monitoring syst enﬁ%‘&?ﬁf&ﬁng‘E A58 qF t #0081 AF i Sas ¥ "F]@s‘iﬁ"tg Tgpuyt in
single network fault.delays ik pestifvilngrtkomgultati on in | arge networks
built up over a long perl odrhé bbé‘éoﬁptoﬂ bofeRlidtIBAL ofS Mt %@@La@g tihke a
nonitoring systens, ar ncanr}g1 tent eQTe, &ansltéoonzse&I\QI chhgag§lg %ar#nstaw
so a conplete set o a7 ar g Bh Pt st alsh posmblefor‘fe
itself to fail. I\/breoVéfOrntaﬁé%l PF%?%t“t eEhneRDFEFOTkNPBPISRHS nith thaadd

not all alarms pertaivang e ahpa:rrtﬂdruhaioxi ainat W& | passedr enei Vad aatrestibt of
same time. It is inpeglan tsﬁwgt t%‘écg QVcS %Pof?:@t aPé "p‘é%%s@e&‘irn%”kewer,

correl ation belng made. on asl s Correl ati on can

al so be used in cont eXt¥PH ﬁ%?retlﬁ&ﬁ°ﬁlr§PﬁFﬁ%'nlat16PY’+f§9 maiptenanse $RgLneeIg £p
be used to nonitorishoidents\fyt sevessamyt reprsirsf end eposimaiiéisenthen.i ng what

eg fects occur as a result OfoRRl1WREKn' €60 gUIRINEARE . nbhnéBY a8hEOeARgUSAEL

single probable cause of a group of alarms using information

in the alarms themselves and in the model of the network.

Tﬁe correlation is performed in real time to provide

20 identification of the root cause of the faults. To achieve

this manually is an arduous and time consuming task as the

monitoring systems can generate a wealth of alarms as a
result of a sinrngle network fault.

A particular complication in large networks built up

25 over a long period is that not all equipment is monitored or

the monitoring systems are inconsistent in the conditions

which cause alarms. So a complete set of alarms is unlikely.

It is also possible for the alarm itself to fail. Also the

different technologies involved mean that not all alarms

30 pertaining to a particular fault will be received at the same

time. It is important that such factors do not prevent a

current correlation being made on the basis of other alarms.

Correlation can also be used in contexts other than

alarm monitoring. For example, it can be used to monitor how

35 a system functions, for example monitoring what effects occur

as a result of network reconfigurations. It may also be used
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to identify traffic patterns, for planning, market research, orTh Has Been Replace
det ecti on purposes. Correlation techpi ques are di scussgd-i
terns in, for. exanple, an article by Saneh Rabie "Integrated Nety

Managenent : Technol ogi es and | npl enment ati on Experi ence"” (IEEE Infocom"'92,
Proceedi ngs €onference On Conputer Communi cations., vol. 2, 2 May 1992,

Fl orence (IT), pages 1020 - 1027, XP300237). °~ - 3 -According to the present
invention there is provided a nmethod of correlating events occurring in a

t el econmuni cations network fornmed fromindividual network el enments, at

| east sone of “the net wi? RAEPERENET2EL HPAEERFRY e fPEPTIPRE P80 RRRAT B§Search,

I ndi vi dual program nodert €avdadéteprtdgnaprrpedebe having a set of data

relating to the network el engdicsahy Céb ithel BRESSINiSivaREiod tH® €aSEr&fiaala

| east some of said pro ra%@ﬁg%' ese thg gxaetl%tigt of vtehg_ rmd&!erlrmcl udl.r}g

a) a list of network el enmentS having i Acom 1g aesoct ations Win-the networ R
el ement repr esent edShytalipsonpani catiqng c 8pEeerk of amedt fromr dpgivddpal network

b) a list of network eliements, hati reaatt goonty a5Satkealidtrii tdl dmdataetimnly
el ement represent ed by:etﬁ}%sgl?géﬁ gn'M LR ESHEE _:'Frfhi‘%ﬁ@%l %%g@.lax@tzdoﬁﬂée NG aen
the s tre r
d

c) a paraneter indicatrn ate _of activation o ram nopdul e at

a point at which eventRFOFIAPLROTYEr Bp%iRg 2 set of ﬁJeEF &EBnpPe Sghyork
t he steps of increasiregemepty avhdechofitt repaesantst iapd, panabke ecasd of ptogeast

nodul e when an evenb Qemdl fi BalBCphed MY knodhEBBNt tEAEPIRSENHAT dBY ¢HRE module
program nodul e, varyi rlgw?.hg. val ue of the activation paraneter of the

modul es in accordance W th the |ists of associations between the network

el enents in a predeterm ned 3annerd &iRt ppHdaetvigrin pbenrantge kawing dinicoming
report in a respect ofasabei awdiotsdudltnprongr a@cwodk| e1afait thepdesertedf byt She

activation - 3a'module in regf:gé‘{ aégateeénﬁ%%gia@i&{ edet er m ned

t hr eshol d. Accordrng to another aspect there is provided.
apparatus for corr&fating ePdnts decttsh n§fi petwork elements RayiRgniUEEPLAS
network formed from i adsueihardlonsetwitthk the networlel ehewdint, depreappteditbg the

conpri si ng program nogghgl §BARS Leipect to evedttRLESENdiG, abnkeast sone of
t he network el enents, each rogr.am nodul e havj et of data_.
relating to the network ¢) & gﬁﬁ% ESEhi B 1'1’?“‘?‘@&@%5%[%%3%,a&i’f"ﬁ"ﬁ%‘m
case of at |weast of the program module at a point at which events can be
20 correlated,
said method comprising the steps of increasing the
value of the activation parameter of a program module when an
event occurs in the network element represented by the
program module, varying the values of the activation
25 parameters of the modules in accordance with the lists of
associations between the network elements in a predetermined
manner, and producing a positive correlation report in a
respect of an individual program module when the level of its
activation parameter exceeds a predetermined threshold.
30 The use of the method according to the invention has
a number of advantages.

Firstly, by setting the threshold of the activation
parameter appropriately, the user can balance the sensitivity
to a suitable compromise between false, repeated, and missed

35 correlations.
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sone of said program nodul es, the data set of the nodul e

a) a list of network el enments having i ncom ng aSSOCIat

t he network el enent represented by the : nodul e in respec

correl ation, b) a list of network el enents having outh|ng
associ ations*with the network el ement represented by the nmodul e
with respect to event correlation, and © -4 - c) a paraneter

i ndi cating t'he state of activation of t he program nodul e. at a
poi nt at which events can be correl at ed,

appar at us cgnpri sing Secondly, tﬁéaﬁﬁthde§ﬁ6ﬁ§%%ﬁ§°Foaaﬁ°€ﬁ%%ﬁFiPﬁ bpged
net wor k el enent solelepnegaentesiodiatiibe prtogeanatowurkesl dr@nts ndricks haee
the val ue of »dher @t 'a\ﬁatelvgﬂt par'ﬁ[giteerlSOfnoanQé@gfé-nﬁiwlﬂn%wledge of
nmeans, responsive to cha ue of

an
paraneter in one progVk r}ﬁﬁaﬁT’%rk Fg?m?/’afrsyfﬁﬁ tpable of repd ta’lnu"ea'c’if SR&. and
activation paranet ér sa offagihoe @6didnes efement to repoytedareravientd Mneﬂmt
in accordance with thgeddsslasiof cause the HHIQGeAbE Ofe Rekverdtildne net wor k

el enent s, rrfgng &f %nclxg;”td éxapgtm%“ c}xﬁﬁgoh:%gl 9hel hgetweea

activation par amet ef program xceed
pr edet er ni ned thresho‘F‘an"'&nthat cccur 'close togehberi dr SiBBucthy 59?1‘&4 thaze
correlation report inimelude the stegspéctawfirghahei ackiwiatiah paxgreamrnbauties

The invention has 3 rﬁf%’am%ocﬁﬁ.‘é@”ﬁ@%&y Wit thde {Ya predetermu.ned manner
- - se |ng e resno e o) parane er e
3b tt the th If {:th %“t Q t %p%g %cy th
user can bal ance the sensit1%i F§° t B28%Ui SabF’® ¢ BRET Bt &t 2R be
repeat ed, and m ssed axpangedt tbalk . a positive correlation report is 1ssued -when
Secondly, the nethod fdrpkisbesvp CHdtehiayi @hebanedshel®! ¥£ 0B h@ctivation
associ ation bet ween %eaﬁ% Ke! ?&TEQtéumb‘iQ RaY§e " ROM §L130cEYCPhe nddl for
IS no need to have k 3
senszt1v1ty of the method in determining correlations with
the need not to swamp the user with repeated correlations

before remedial action can be taken.
i An embodiment of the invention will now be described,
b} way of example only, with reference to the accompanying
20 drawings in which:
Figure 1 is a schematic diagram of digital hierarchy
network elements in a telecommunications network;
Figure 2 is a schematic diagram of an alarm
correlation system operating according to the invention;
25 Figure 3 is a diagram of a correlation window.
Figure 4 is a diagram of a logical relationship
between the elements of the network of Figure 1;
Figure 5 is a diagram of another logical relatiomnship
between the elements of the network of Figure 1;
30 ) Figures 6, 7 and 8 show typical decay functions for an
activation parameter,
Figure 9 shows a fragment of a network model.
The transmission domain of a telecommunications
network is a suitable candidate for an object-oriented
35 representation. There are clearly defined "objects" in the
domain, both logical and physical. The object-oriented
approach allows these objects to be represented as naturally
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whi ch network el enents are capable of reporting an event, and &hisfShiet Hasdeen Replace
of one elenent to report an event does not necessarily cau

failure of the correlation. In order that correl ati ons onl

pl ace between events that occur close together in tine, the nethod may -

i nclude the step of causing the activation paranmeter in the program nodul es
to vary with tinme in a predeterm ned manner.- - 5 - In the

present invention it can be arranged that a positive correlation report is
i ssued when appropriate by  setting the threshold of the activation
parameters o0 a suit aB? ePERIR ehi Eﬁe Radghcel this RADIU BRI HRSSt ThRt pPhRct
the method i n det erm arieptedr appataalas whi | st not swanpi ng the
user with repeated correl at {z9p% thefsyiect o dintleadddd@ce A1 nle vi 8klNphysical

An enbodi f the i || be d bed, b .
onl y. wi th 1t or ence PRV aEkIMRERy iy OFIIRgseTh BAEho b “tRiRafeive

is a schematic di adr apFegrag gpdwleshi(apffvane ablewiisk- el BapdnpPFogypm module has
tel ecomuni cations neiwWaydt of datd i @utfibutesi Swhich SGRpEesdrt &hayr actudlf
an alarmcorrelation, ﬁtb%%ngf[ %h”&h,&sﬂ&%ﬁidﬁ%&& Li‘%né&‘!e”}élp_@xam le, in
Figure 3 is a diagramof a correlation ndow. L gur e i 'S 5

di agram of a |ogi cat?® efafs dNsHh PIRFRBe AORRES eF BRRATELEITHRT t fe CHETHOTK e
Figure 1; Fi glatecSibuses drpgiaciwie artet heand ogf ctite reladuignshibe end
bﬁt Weten _thel eljerrerifofs witr;tf;e d%?tﬁmf lﬁiQEttlﬂ,gUﬂf‘e 15andwid1t:h EEQEHQScﬁf:quta}nq:glﬁ
show typi cal decay functiqns_for activajiqn paraneter _ l,gur e
shows a fragnent of a et rﬁy%dgp? name © hfﬁggrt?‘rﬁé'n?is%ﬁudﬁ °86’ﬁ‘&|%ﬁ 1S
a tel ecommunicati ons® e RYtREY 2nd Shitranes ointheldiawefroprdgr circuits which
obj ect-oriented reprexeriaakies. There are clearly defined "objects” in the
domain, both 1ogical and gyl s nend"fOhliBeh" 6160 6dsBRPLOGRALE! LES

these objects to be represented as natu

-5-  as possi bl eld T4fdeFoABRRFaLIRRS WBH%@F%QES“( REtBERERIAtIPRPE dde

appr oach. W t h tamagellj edtjects edetiheabpbpathe NedwoikiuMbnpiepeintal Forum
network el enments of oliMegl SaRliGatReey |Rds Byt s raec;xaefeﬂma&@emmamggli;%ﬁ 2na

(software objects). Each program npdul e.has a set of ta at
Whi ch 1 opresent . { hESHEF oIS TP R A BELF 10 Ry EP BRPRAP b AP CPERET B
For exanple; in the cabdighed asr LeFTNMEDinarycpt donngeh@biect ICdasses, Nage
20 Bindings and Attributes”. This document sets out definitions
for operable communications network management products that
support alarm management. The architecture is based on ISO

standards and CCITT recommendations.

Referring now to Figure 2, there is shown an alarm
25 correlation system for a telecommunications network which
embodies this invention. The correlation system includes
alarm sources 10 which detect alarm conditions in the
individual circuits of the network and send alarm signals to
a correlator 11. The correlator 11 uses the object-oriented
30 mod;l of the network to correlate the alarm signals using a
correlation process which will be described below and sends
the results of correlation to a workstation 13. The
correlator 11 uses data from a network confiquration model
(NCM) 12 having a structure corresponding to that the object-
35 oriented model used by the correlator 11 which receives data
on the arrangement and organisation of the network from



»

attributes may include the nanme of the circuit, the end points of the
citcuit, the bandw dth of the circuit, the6circuit type, the name of higher
order circuit of which it is a trlbutary and the names of the |ower order
circuits which it carries. The enbodi nent described bel ow uses a
model of a telisspamwate cdatahaseaeet Wbr&nddasedventanthihsedptat dnton apfcdnmon
managed obj eqosrmg@fﬁggglgyb%hghé\leéeﬁ)égl%@g@gf{rent Forum (NMF), an industry
consortium of 1ntefnational tonputing and network equi pnent suppliers,
service providers arﬁ‘%s@%‘%kﬁfblﬂ%%sus@l¥’l\II\F°EFB?‘§F9rof11

Obj-ect O assgm HREEwBrRdadaE AR LN iDWafer --Témmﬁmunncm@st SARUIHAVE
deflnltlons fo oper abl e comrunl cations nsewqu mapage roducts that
d %B’ht

support al? gerdnt Pat¥he dMesd ¢ dC te R WSnFyEFemand
C|CI TT recorr}mndalmansa (1990) qua&;‘ds ngammto Fi qiis 2,patpree:re ivmn:.?wv\nsan
al arm correl gtion syst ni i on ie
this inventidncor J:éago JI'}(’)'ﬁL ng%rleﬁg% e‘ét‘gﬁar m sources°%6 \ﬂ% cif

det ect al ar maca_ﬂmmmisaunumhemﬂhlpadmeterrénefsrsedt Lo ast \Wecktiyatisand

al ar m si gnal %gd&rglacoiﬁeé}%%aéér) QLN T %tc‘%r ofL aU%‘if%ttelﬂze The value

obj ect-oriente e networ to corr Iate the alarm signals using a
correl ati b® poddds wazanetgy foc gashr phiachadbH il § Yeal ishaeteand

of correl at igydrotding wri@ﬁé’é Ivﬂﬁchlaepenﬁﬂ%ncQhée&éuahblasm@% itrddrPm
a network confi gur ati on nodel havij ng a st rucb_ure ‘Wﬁw”espondl ng fo
Fhev oft

that the objddt€ VFHssd ma °B§86tb§a % d%HS
data on the a ramgeeenthangdeorigancsygeredofwidie nhewookjétdmreaches an

O oo sparat & dalabases, 1 A SRV U oA Bl 3 SRTIOUAIIY 1

usabl e by the corre ‘The™¢ 0CeESS USe
correl at 0}5 1 khnii refsaghonsiei porketiesen | bee ohj acpsa.pewhisthmﬁEBsAGElmmN

HAVE GOALS' Lf?% i H\%}%ct&'@?_?%' &én mﬁ?g#ﬂ%%%@’% egﬁﬁ‘ereu < aJ.6

(1990) pages |ncorporate
ref erence, ||$tfrldv-lﬂd€53 tﬁécéor?@ep% wqas@uemsnﬁg fom udre Plagdl qydeghetask or

(referred tonggaiact £¥aed QG wBA, 'fniQ@té’a%avh@i%ﬁcmr@%ﬁﬁtlﬁ%oathe
system The value of this paraneter each object of the systemis

det er ni ned aSdFHRHhg t & Tl ShAngSs &é’ﬁeﬁ&néﬁqf‘ﬁétr EPATEEHs APp8ChEMREEPR he
obj ects. 26ca@hediyjecithddss t¥ReOplEYe: LAgitaltisd atse&teandhangéatmucdsmnqe i's

t d when th h . act i t d" Thi t
change causcd SRR | Fithe  BERK Ronthi pREREE RN The Wt e6R G R cP

causes furtherepresents that goal achieving its "activation threshold".
In this invention the alarms correspond to the
external stimuli, and a correlation to a ‘goal‘'. Thus the
25 generation of a number of alarms at different objects will
cause a correlation to take place for an object associated
with all the alarmed objects, which is likely to be the
location of the actual fault.
Important to the correlation process is a
30 determination of how long an alarm or a correlation should be
deemed valid and appropriate for use for correlation. If
alarms and correlations were to last " indefinitely then
eventually the program modules representing every circuit in
the network would be activated and the whole model would be
35 correlated.
To prevent this occurring a correlation window may be
defined. In Figure 3 time is shown along the axis t. Alarm
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changes 41 n the activation energy of the objects. An external “Bcenkc i
such as' a requirenent for a particular_task or "goal" to be aCh " II “I

inject$ activation energy into the system 7 State changes and co

changes in activation energy then take place until the state ch ange whi ch

Is required (the "goal") is achieved by the object mfffh reé)resents that
R

goal™ achi evi RYSHES "Abt R iy 13 AMDIRP Occur at | §} iThARSR itn tehe
alarms corraespord aha t% he external stimuli, and a correlation to a
goal Thus "t he ‘'genera

' " n.Qf a.n r.of _al e

wi |l cause a correl c&‘\fﬁe at%l?é‘ Ilg’(r:ateg’%f 6‘% Eﬁegéj ec?aa‘gs%%ﬁgtg%rggé ‘%’f?h

t he al ar ned ai)j seets of diiaxdms satreé keb;t;'ebabedt he Thﬂ:allﬁﬁtbmeft o€ &t ualarm

faul t. 0TSk a2 U 1) Nhus€ObECLEbERRi naBLGCRAe shile 18ngth
oW 10

determnatlon of ng anaarmor a co atlons eene vald
and appropri dthe fmrmbatbcncswépat Fenthat) prediagess al@”rﬂﬂs 1 r9tappRar

were to |asgipg i @eddphdety &fﬁﬁb@&/e%é@xéy é@@:@wgé&m Nodb@sver, the

representing every circuit i n he net‘ﬁ) woul d be activated and the wh

model woul d e &¥Fine Lepn al arw SROWY &\ RAE IP?H%"O‘P&?EF%% 38 e Re RIS
wi ndow nay b&ﬂaﬁaﬂp%orté&&mwﬁxum aﬁdsﬁwnmpr@wté\efms i‘esu](-’tl:ﬂr m

-7- A3. .A4 and_ A5 ur di,t.f er ent

tlerr], ?Xt [Eé?'r] fo[r[ ePft mgrlf& tf‘g?ﬂ“? Oﬂ:’ Azat' égco?? §4 nd8 ?he
period T to 'E:lo:dwiange&\m:chh eacahscethe)f bé@awseatleejcoalblm@dr mﬂ}bﬁan the
lifetime of 0. a9 XL PRLE me
| ength as q{}he corré%a'gl?on Ala[ W SO dx%)‘lrgﬁ?' 8? g?%n;é( %é(%%g‘gla?@
and di sappea&laxmthdues ‘éb??igaléoppéllat wdthinHdhey mext t‘ﬁé‘l‘iowl i fROVeReHf

an al arm shoylyd, Apd Df n g»rze%tresao%s cb?r@@(a%‘e%t w:.th' EIEEHYAS%é el':l@é'@fhe
w ndows and possibly gbetg al se resul ts. exagl e alarns

A3 and Ad4LEi HineRTvak RPR A%t 2RA Fi% %%rb*vz‘ﬁ%ra ks 19 %?a*ac%r
within the pavdion Aiéand[err]. Alarnms A3 and A4 will also be correl ated

with alarm Al err]_,as tge¥,al %{locgur Wlthlj:l# e next w ndOV\é However
atarms Al and A2 ar&™mdf EB8PFERRLEITQAFt ROBFBF AT ASRREPABSF PRET A FTHRETH AT
bet ween A5 athdthealdims and cacbmmt:somsmoglpahave) a caetaigniifetite in

It is deswatgde for re‘J_,éat aln r%ggc? e&égv;ﬁc:é\}g@)ﬁ% shdbBd Bl rﬁo?ﬁﬁj -

correl ations h%a cer hey  are ‘use and
after whi 2@ td:eyre;mmm@- be ignored 20 or renoved.

The present invention is primarily but not exclusively
concerned with a process for carrying out connective
correlation on a telecommunications network and this
embodiment takes full advantage of the benefits provided by

25 object-orientation in order to achieve this. Connective
correlation is a type of correlation in which common
associations between data are correlated. 1In the context of
a telecommunications network, an example of this would be
that three recent alarms originated from individual lower

30 order circuits which are all carried by a common higher order
circuit. The correlator 11 performs connective correlation
by exploiting two types of association between circuit
objects contained within the correlator 11 namely a "CARRIED-
BY" association and a "CARRIES" association. For each program

35 module which <represents a circuit object, these two
associations may be part:of the set of data attributes which
represent the actual attributes of the physical circuit
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The present invention is primar |y but not exclusively Beea R laced

process for carrying out connective correlation on a teleco
network and this enbodi ment' takes full advantage of the benef]i
provi ded by -25 object-orientation in order to achieve this. Connective

correlation is a type of correlation in which common associ ati ons
bet ween data,are correlated. 1In the context ofF 8 -a tel ecomruni cations
network, an exanple of this would be that three recent alarns originated

fromindividyal ower 3Q order_.circuits which are all carried by _a common
hi gher order-’}L ci r cui®®I ®C¥he AHEFBREY I Y1199 G ﬁ%e%%l?ﬁ%f?’?/é%gﬁ?'?%l"éﬁyi BA
by exploiting two typesogidedsidhaz ipprtber wfenods fogi deriviph|thet sseeritatiinsd
wi thin the correl ator gbbmnaerdy &taCARRI ED- BY" association and a

"CARRI ES" associ ati on. For eﬁch REQSLAD- §§,, no E;us,loe 1a\ého§f ﬁiggr esg &%@efn ; {4
rt o ata

circuit object, these associ-ations

attributes which rébFéSbﬁtﬂMé%cﬁH’rﬁ &ti—Ffi but es of t he physical circuit
- 8- Al ter mai vel ,los@ehortder késeuptt ogr am nodul es nmay be
provided with a portion of code;for ,d bylg,‘che@%lgg@p‘_cl ations from
ot her dat a. - _ The assqQcl at1 on eX| sts

t Wo 5 circuit objects kzi‘nc]‘sB"F‘f"'"e‘i3 by & that"1s bﬁ%ﬁ?'torré?é‘?:ed
circuit oved & stribwtgherof@der circuit - *Ais
carried by B, thatigs A is anei r cgidrIEOUEE assocla&\&r aid ri Qut agde afo-Rany
10 The CARR EQéP tions%%.%m@galtogs a! ower der c:.rcun% <¥an be carrn.elgl by
rel ationship, that is™a Bef ciTeult can be carried b o :

than one hi gher order ™&F® cthan oag WoalsF Eéd?ﬁe‘”eré’é‘éttfas W°“ld pphe case if
| ower-order circuit isheuldwed-exédr citrruanoidaiultiiptekéd onto andsthedh cigcuit

itself further nulti p&ﬁf@ﬁlﬁ%nEQs§1£L?Jﬂ%ﬁﬁrcﬁdfﬁfpﬁexed oﬁyé a fuﬁlhég ﬁ955h1f1
illustrates the CgA D- BY assoma Lo t al ned
11.

used by correl ator TRbguTe é%%ﬁ%?%ﬁqeén B%nt%wgm BEet“&P“ﬁF’ﬁﬁ‘é‘?
order circuit objectscontained hgitthdnl thar rmodzl| md dwlegoxyieietpt @B} ect The

It is this assSQgd ¢diia¥ ohNBderdtieybélas sblﬂeoﬁt}fz.%tek”&rde‘} Ebsc\md%bgééts
it 20 defi nes howtﬁzl rcuits ar e ph)i3|wcal I¥drel al e(%l_l in the. {_J

network. For exanple 33t ¢ Zﬁ'\%ﬁy/s ciorcui P9, CiFFuife 3 € rg 13y BV

an 8MWbit/s circuit 2335%%%13& tRat (REOKSARS t Bt structurgstasitden modeli dtirkt

4 there will be CARRI&EiRésaIveCicart@its are phyBebdERn Fdlatalbih/ §ha@ndetual

8Miit/s software ci rx@éﬂv‘or%jj eCEtcﬁr %:L:'ample if two 2Mbit/s circuits 21, 22 are

routed over an 8Mbit/s circuit 23 in the actual network then

as shown in Figure 4 there will be CARRIED-BY associations

between the 2Mbit/s and 8Mbit/s software circuit objects 21,

25 22, 23 representing these circuits in the model. In the same

way if two 8Mbit/s circuits 23, 24 are routed over a 34Mbit/s

circuit 25 in the actual network, as shown in Figure 4 then

there will ©be CARRIED-BY associations between the

corz.:esponding 8Mbit/s and 34Mbit/s software circuit objects

30 23, 24, 25. It can be seen that it is these CARRIED-BY

associations that provide the object-oriented model of

correlator 11 with its strict hierarchical structure. Every

software circuit object is related to other software circuit

6bjects by the CARRIED-BY association. It should be noted

35 that a lower order circuit can be carried by more than one

higher order circuit. For example 2Mbit/s circuits 21, 22 are

carried by both 8Mbit/s circuit 23, 24. This is possible
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25 22, 23 representing these circuits in the nodel. In the saﬁ'@‘ssmﬂas ace
if two 8Moit/s circuits 23, 24 are routed over a 34Miit/s IIIIHHI “l

in the actual network, as shown in Figure 4 then t here

CARRI ED- BY . associ ati ons bet ween the correspondi ng 8Miit/s and
34Moit+3 software circuit objects 30 23, 24, 25. It can be seen
that it is these:CARRI ED- BY associatronsg that provide the

obj ect-oriented nodel of correlator 11 with its strict .

hi erarchi cal” structure. Every software circuit object is related to

ot her softwire circuibecause eaghj etreuily ishdeCidd BB Breasonpl ey ®pd-torend
shoul d be not ed 35réieingd | OBGYweRnd@heSb GHAL pbaftdCL € ahiy EBe DyafPidd on

than one Nl ONCLo L] RELES zu—otrdefqeaggggpf%m%'\%%ﬁ:ﬁ'Jh(\eulls&%rgslmag be

are carried by circuit 'S poOSSI
-9- because eachCRFHAH (Of SVABf PHERRLIOTARE CHAPNSe ofPX G3GHqSoftvare
routing. Bet ween & hesanﬁndohj)e&ﬁ Sthé CZRRIEm-BEWassediations mewddala 1ist of

hi gher -order bearers, g t%_laﬁgBﬁl\é%nwo%rrelgﬂéﬂ ed on even
hi gher - or der CIFCUItS eac circuit o

CARRI ED- BY associ ati ons proel a&? ﬁkﬁsst &5poc aﬁﬁ’bo‘?’fﬁ"is§8§f"ﬁﬁ’oﬁ‘§°réfﬁ?/‘é‘n‘i

to correl ation. objects ACARRIESE: associ ati on exi sts between two
circuit objects A and B kfaA is a higher bréeiScixduigher order circuit 10

* Bis a lower order circuif , . * rrd B, that is A has B
routed over one o?l%l ts tri u’tsarai ]ég‘.'er .oéa&@ énﬁ#"ﬁg CARRI ES associ ati on

also is also a one to many * 2 @Fatedrkhithat Hfa® Pas 2B HyRes ofererrei PEUES
can carry many 15 | oweritmtdetiesi rcuits. The association identifies a set

of | ower order circuits &ﬁ@tcﬁﬁsﬁa%w&a@i‘% 21059087 afd L one Cid Ciddy
For exanple, as shown in Fi Ircyit carries two

2Mbit/s circuits 21, ’?}ﬁtt’ﬁ?‘ﬁﬁl%rct 33?“: s ﬁe}l”v\iﬁ% °r8?ﬁe‘i"§°\ml | &k CBARR FY
associ ati ons bet wdén kdwer2@rdeft eiranitss cuThe ifseciotGn ident2fiehaa set of
represent these Ciyidrd oriaart Bﬁrm@B' tHﬁ@daQé’ 68FFiRlaatoRer1a. hh@h&f'eoﬁﬁlie

Y o hE 2 DI/ GLGHL CRLLI Solg BYDI LhSee fOU RS 24 LR aundd

actual network, then as’s own I N re W
associ ati ons bet ween ‘EH‘é’“FésﬁéEﬂ% ‘3{5’] é&‘f’été% chrruifs 21, A2t h Fr%%le?"t“al
As will be described detdwawk, t haaheABRWESL aB8 OCARRIES) associadiscs betithen rthe

the correlation 28 Uf¥Smre circuit!hjeCfRRRES 21, 2950¢hat! RBpkes AeS AnbsRd

after a correlation ha,s been
ircuits in the model used by correlator 11. In the same way

if a 34Mbit/s circuit carries two 8Mbit/s cirxcuits 23, 24 in

the actual network, then as shown in Figure 5 there will be

CARRIES associations between the respective objects 25, 23,
25 24 in the model.

As will be described below, the CARRIES association is
also wused in the correlation process. The CARRIES
association is also used after a correlation has been
produced to identify all the potentially affected circuits.

30 For each software circuit object, the CARRIES associations
provide a 1list of incoming associations relevant to
correlation.

The rationale behind this is that if two circuits are
alarming and these two circuits are carried by higher order

35 circuits that are common to the alarming circuits, then it
may be that these common circuits are at fault and should



produced to identify all the potentially affected circuits. Replaced
software circuit object, the CARRI ES associ ations provi de a
i ncom ng associations relevant to correl ation.

rationale behind this is that if two circuits are al arm ng an t ese
circuits are carried by higher order 35 circuits that are conmon td the
alarmng circuits, then it may be that thesel@ormon circuits are at
fault and should - 10 -

t herefore be,.reported, or beco | dat es f r furt cor ti
- The at ?~ ri but es th%‘aWr?o%ﬁ\éF?%ﬁ%cﬁr m8¥; %'f'“é‘ﬁ s"c?ndldat el u{(?g % rehler
par amet er whi ch indi caeereiatdont ate of activation 5 as the point at
which alarnms may be - correhat gdbributéfeof esdH i scitwvaipe pal fotHEitelobject also

corresponds to the actjyald.on ggg&ﬁﬁzer wgf%r 'rﬁ‘igaPXs l\fc%fstate of "activBfion

correl ation process operat es a mis recelved from
one of the physical’ cffclite REE 2t 180i%h ai:?ﬂ‘ﬁat P8R 55 SRFES-2FRE: t heThe
correspondi ng sof t war ctivatiibauiparsbetent darrespordsetb byhe ditdodtiapuatergy.
Thi s causes an i NCEEASA Held ;,hena'ggt | vat | on par arret er i n each obj ect
associated with the alarm ng oJ g ggiatlon
attenpt to correl ate hi gher *8F eqrrsb]a ’(‘ﬂ’%pfgc?\ﬁ h’ple“rﬁE%ﬁ a§s 8et A8 ons ﬁ atl
relation to the al ar ntkeRrmlijseseceivedTizonpnfe off thacphstiicpdt ForFYddr aheeets'

for each of the 1csothevaaetevdtibn sdia@detér OFolrt ScHe s&oﬂes@uhgﬂwgsoftware
associ ations IS they xﬂ“ceobﬁ‘géx?%egncreég%% %gthvﬁ;&e%” algh t%is

order. software circuit objects are then increased in turn In S|m ar
nmanner . Cha‘?@;eénf’ﬁe%ﬁﬁﬁ/‘at tBR pariretan c%?F%ﬂ%&rbénpa%%‘eﬁ °b39°t
backwar ds al ong the GidRidi3tagsoditat i tire t @lgohingr ebgecuitly thobCABRTED-BY

whose activation par ag@dgdiatheNe iH0bnYititen Erv@@-%‘%grelat%ﬁ%héP%ée'rcéﬁi dots
when a software ci,r.cui ttqogé‘gct activati.on

result of a changelsl n PAHrAEPC AR hﬁr‘éelcﬁ@?e i o 3%‘1 e%farwgcgbu%%“
an increase in the Thet ratue onfpé;mamceﬁvetlmcnammm €97 wanreh ciofc e
obj ects of its Ii Séoﬂﬁwatacﬁrﬂdﬁgtaﬁﬁ%tﬁtdrﬁﬁlﬁs Wisthoh R gbDhg M8k ociations

activated.  The | nor eASSldLARLLY hl LA AT RASEL il ADbBLS BN e

not on its own enough g rece
such an object wll RFde 89 ears F’-F‘E‘ut °P23%"e*r5vé'§e ?}hﬁt“gre?ﬁﬁd t‘l‘h Eurw
from several dowdsta edmmlarcosnresti ons.

Changes in activation parameter c¢an also be passed
backwards along the CARRIES association to software circuit
objects whose activation parameters have not yet increased.
More specifically, when a software circuit object activation

25 parameter increases as a result of a change in a lower oxrder
software circuit object, it causes an increase in the
activation parameter of each of the software circuit objects
of its list of incoming associations which have not yet
activated. The increase in activation parameter caused in

30 thie‘way is not on its own enough to trigger the alarm at the
receiving object, but such an object will be triggered if it
receives prompts 'in this way £from several downstream
connections.

A positive correlation report is produced in respect

35 of a particular software circuit object when the level of its
activation parameter exceeds a predetermined threshold.



A positive correlation report is produced in respect 35 of
software circuit object when the level of its activation par
exceeds a predeterm ned threshol d. -11- General ly, aI
s

produced by | ower order circuit obj ects are progressively

rel evant to.circuit objects of progressively higher. orders.

This is reflected in the correl at’i entprocess of this invention
by the fact that a 5 software circuit object causes a

proportionally snaller ncregse i n_ac araneter in
Besoci at od by ect CORRTHAN: { COREPHC PAPORECE | BY ChaMF Epoger "ofzeuit
associ ations. For  objects ae&mﬁées%ﬂ%m?@cé%@@fﬂywmrm‘wtqu ects of

software circuit progresehjvem S higiye€opdddd.Ci ermbik 0 i8r o:ehunecaeapalnt | tiee
correlation J&%Ci ey @é‘cei/s'\’bdft /éﬁi" rﬁ%ht}?&l exy i\)‘bhé ”fé fehat a
context, It be nec ssary for three or re
circuit ébj ﬂﬁ""é”atrs e & aﬂbéFﬁ% I5E18Re & p%%qpc‘ﬁr\‘ié%%]rjr%l é‘!‘?’o’rf"r

report is produced foincredéeMiint /actdivatiiots pbraméter id A @ssociated object
correlation process 'ﬁn:ttl?x‘%&e‘cﬂr%agé.é eﬁiéﬁ@ ﬁﬁée”ciﬁm%‘ﬁﬂﬁYOfassoclatloﬁ thepor
physi cal software objects. ar oregt f.9 mm.t/s soft condltlonsc
As descri bed previ ousef’ﬁ?mpélear aﬁﬂ% 58?? (¥n zfre BRfy Eetfth
for a predeternined |RIgEHsonay hre spfdhnien: tReproduce a poghfivd gersplation
window. I n order 100 #eRldr@CEok hirs 8 /MBEL ACtdiRLE BNobject. 2R fisagBheest, 1t
the software circuit nPa%l %Qtéeééss%!gl £61 ‘i‘:ﬁrLQ or more 2 M}a‘i@?é‘yséﬂ»é V\g%ﬁﬁ!{ﬁﬁ
n :

with a decay functio hown 1 n Figure

activation paranmeter FEFEFSE KOs BfGM(e alarms beé‘)ﬁr? he RAsEELge SRFEelation
time on the horizont alepaxitsis produced for a 34 MHsf ghikcwit abievktion T h e

parameter may be a Sidgr818t£h process2Ps fﬁf&‘e‘f@?e e?@ect‘ib@v‘@veﬁ Ni £ fd e’ @
6, corresponding

correl ated only V\nltsh%(g‘tehé’thgswal S°£twg5808ge ?ﬁf vﬁ’fehlnf‘l’ta nghgf%‘frﬁ%ecflam

period, with all suclrorlakiens. occurring within that period being
gi ven equal wei ght. Moire as describedlgrevicwdly, talarastinmidoatel eyfdnsTayte

be arranged to fall o%ly useful?’(}og gaﬁ:@ﬁet&ﬂﬂ:ﬁﬁ%f%en&@hgof 'é:.im%eﬁ{m Q:%

infigure 7 or nptotic), suc ms occurring
apart in time °°rr5'7'%t %, ¥hndev et @rden o ABRLSG S1 fieitst Fﬁﬁi‘farﬁ%ﬁn
t hose o2Ruprragerea |in shrubbfineowsicgrcuit objects is subjsrtedciy

function can take anyet@ fﬁﬁ@cﬁ:@?&@nd‘&h{:iﬂ% decay f\ﬁﬁ:t@.hﬂr@é:ts‘?{ohﬁtiﬂs?l%re
t he i-ndi vi dual syste ion. will _decline

nonotonical ly (i.e. rp 9 ; rgos CAZER 4t a°?‘|’e‘@aattll°\?ep@$aé't? 8ﬁt1?‘fﬁloagﬁ)§tk5° Wi

as shown in flgure 7°Bu'§h¢ nvertz.cal axis and time on the horizontal axis.

The fall in activation parameter may be a simple step
25 function, as shown in figure 6, corresponding to a
requirement for the alarm to be correlated only with others
occurring within a predetermined period, with all such alarms
occurring within that period being given equal weight. More
realistically the activation level may be arranged to fall in
30 a decay function (e.g. linear as shown in figure 7 or
asymptotic), such that alarms occurring further apart in time
are given a smaller (but non-zero) weighting than those

occurring nearly simultaneocusly. '
The decay function can take any form suitable for the
35 characteristics of the individual system. In most cases the
function will decline monotonically (i.e. it will have
negative gradient throughout) as shown in figure 7 but in



- 12 - certain situations zero gradient (figure 6) or even @‘hlsShevtéIasBeen Replaced

‘gradi ents are possible, for exanple if inherent delays in the s
F-as coding delays) result in two sinmultaneous alarnms being | ess
. have a conmon cause than if they are separated by a short delay

‘ decay function is shown in figure 8, in which the paraneter first rlses

steeply and then- decays exponentially towards_zgfQ. Any of these
functions may be nodelled in practice as a series of steps. It will be
appreci ated that such a stepwi se decline still neets the nathemati cal

plef inition 6?‘- nonot oncexrtailmasitsatd omat bexragiradd edtun(ci gore @i oh svencpositive
i ncreases (or one Whi gl d1QWRE L&Lpeasae, b e&ahby@tﬂfomwfe%rﬁea@raw% tHe

the d i npl | ost, to t f .t th t
e A R

illustrate how a cor radianmisohetrs Usss pkthivedofrana ale9¢npnoﬁaﬂﬁﬁ)§3ﬁ@ ifsthey
Ci 'rvgui ;s. It will tsheded & epa@aBedONy ca Pforki @61 &89S I eSwvdH @GN deep@r Euhdtich is
34Moit/s circuit can r r r /oSy C

Consi der the fragnenté}&f‘&t gg% F és)g]é\?\‘n‘g#n %e?d %Hk@& %iggghfeis%rsrﬁ/a%ﬂ%
the first alarm 31 r &g t@ePndﬁcaﬂ%Pf‘P%“?ﬂtﬁ'éﬁH’ WAEEE #%Fausi ng an
increase in activation”par sk e@f thesd [fu8ibidrss mayr belintodebjed tisn Practixe 56
that carry it. tThe B\Di § 4.5 e {ocru'sttfgbj eCirfie Sdet Ddatidd lpatrauéﬁb;cemb%& 3k the
increase in activatio raneters to s circuit.o S

carry them and sgtb r‘F[]‘\%Ff ﬂ‘ai’h%”épé'goﬁa Ja‘f%r E‘PSé ArysrEn 3{1:%4% Ft P% A may
circuit object 42 it ashiyetean imedpbessoi placti ¢hei vpepatanther upgorfrlated
8Moit/s circuit objediara?, 54 that support it. However this time the
activation parameter in t Noad e el (111 QREEELe 3onf OSMES o L0 SRS Bt

and this results in a paositive cofrelation re | NcCrease I n
activation paraneter Hré’d&ﬁa‘i"nf{?&'sééﬁr’f‘%r%ﬂ:WtBM]?:‘I‘?/éuFi"r‘b‘b’j"éct 8% "Bt fhen
t he 15 be shown how a positive?@orrelation report for a 34Mbit/s

circuit can be produced from a further alarm on a 2Mbit/s
circuit. Consider the fragment of the model shown in Figure
9.

The arrival of the first alarm 31 results in a

20 2Mbit/s circuit object 41 causing an increase in activation
parameter to all 8Mbit/s circuit objects 51, 52, 53 that
carry it. The 8Mbit/s circuit objects 51, 52, 53 in turn
cause an increase in activation parameters to all 34Mbit/s
circuit objects that carry them, and so on. When the second

25 alarm 32 arrives at a 2Mbit/s circuit object 42 it causes an
increase in activation parameter to the 8Mbit/s ecircuit
objects 52, 54 that support it. However this time the
activation parameter in the 8Mbit/s circuit object 52 crosses
its threshold and this results in a positive correlation

30 report 71, A further increase in activation parameter is
. again passed forward to circuit object 61. By now the
34Mbit/s circuit object 61 has received two increases in
activation parameter but the level of its activation
parameter has not yet passed its threshold. It causes a

35 further increase to the activation parameter of the 8Mbit/s
circuit object 535 that it carries to prompt it to activate.
The arrival of alarm 33 at 2Mbit/s circuit object 43 results



34Mbit/s circuit object 61 has received two increases in acti vdhis8heetHas Been Replaced
paraneter but the level of its activation paraneter has not yet
threshold. It causes a further increase to'the activation para
8Moit/s circuit object 55 that it carries to pronpt it to activate. e

arrival of alarm 33 at 2Moit/s circuit object 43 results _ - .

- 13- in a further increase in the activatiggn-paraneter of the

8Moit/s circuit object 55. Because of its raised activation par amet er

| evel obj e?\ 55 can now cause a further increase in t he activation

parameter &f the 34Méin /& Eyrther igsresse cin the ERtdvethen paranafker oFf the
activation paraneter ampithe Sikdduit/ bjectCE5CUIBecalis@aif exeerdisedt S&ctivation

activation threshol d andy§Pe R 1 eveROStilelc¥Cs £ QRREARY 1cQ0s & GP2hELHer ifcrease in
pr oduced. e a positive correlation remp‘;gag has been produce

C t . d,
an "affected feature™BRepEFtvaton 2ATHTEIRE. Ther FEODI T EEYE ey 61
the circuits that &r&hieutime other lewel Mijlerivatiom paranetas o theti4MeEd/En
the positive correl ati@Buf €Pebiect - Srceeds kst ROLLvAGWn Srabbrci®daity £bi &

faul t. The report _is,...generated. by usin e CARRI ES .associ ati on.

The report enabl egf’ﬁjé Wot k°°cﬁ§§;3 .%?r}s/ rt38°f)1?i?r]ilfi gﬁ‘lﬂrueceéﬁr work and to 15

respond to customer queri e®PPE8o8tPIHLEAFRAOTHeL At PRiGePOrT (has: Pepl produced.

CLAI M5 lan "affedmidhddatwfe” eeport als pYscepmiduwedoCChiis NM@porh

a tel ecosmunieatd1antna el ek OfIRd af O dl Y& AlneNRE WK order

el enents, at |east sone of the network el grrent s, hel ng ] )
circuit identified in the positive &Correlation report, i.e..
all the circuits affected by this fault. The report is

generated by using the CARRIES association. The report
enables network operators to prioritise repair work and to

15 respond to customer gueries about problems. with <their
circuits.



5 represented in a conputer by individual program nodul es, eac"ﬁ“‘s“"-““"“**'mnRe laced

program nodul e having a set of data relatiigg-to the network "ll”mu_lmml"l

el ements which it represents and, in the case of at |east

sai d program nodul es, the data set of the nodule i ncl udi ng -
10~ a) a list of network el emegLaIMsgavi ng i ncom ng

associations with the network el enent represented by the nodul e
in respect to event correlation, b) a list of network

el ements hading ouBgomeghod of copped@EtitnHNLVATYE t RRCFRENLRE elonmemt
represented RYjERSmmuni cati>dPIHESwBELD FRSRRE! fEQme‘iﬁ'ﬁlﬁc&dﬁ ath@roxﬁnd

c) . a paraneter indicati ng the state of activation
progr am noduPd eBeN&Spoi AL ale@Rfchsenentef cdige network el@@PP&Sat pg:.ng

Salt d n’ft hog Q‘@ﬁ&’é'ts%'n%dt he st @@ﬁn@{:etﬂ]ﬁf gasding dia progran?QtoB.@'tl%% OEaUB.e
activation paraneter r.ogr.am nodul e occurs

t he net wor k EFEFER™ "}oépﬁé MAEP DY SRF OV\P “data ret 3t o %dﬁﬂ@ W&V?Fﬁg
t he val ue of eﬂ.bmemtsl weic poraepkesents and, i the wedel eﬁ | &t least

accordance wi:th the giﬁegj r?%s{__sa%m@éé‘%féss' the gatabeég\@e t}:e%gle%nl vé‘

el enents in sopreaoe% erm ner produci ng a
correl ati on fepdrding respect of an I ndi vi dual program nodul e

when the {gpvel of i%;; acti yatj iy of netwog\ﬁr 8&%@ A gﬁ’,’riré% ming

predeterm ned threshol d. alm’l,
in which a chEfgeipgions with he sretverkorelsmentet EPP§PSan‘p‘P§grl%Yn wbeul e

causes a modul@ EhOE.@stdeQ:'iaHoy sVERIH VordEanfs dd) the act ivation
par anmet ers of plrosgcr am _nodul es whi ch repres hi gher or der

net wor k ePd rrents of negwork elgm aé’llé‘lgneﬁuFﬁ"EPHl m

1 or 2, in wasebcdathamge with the n&twdbr e&@nie\tﬁtiﬁepréeéﬁﬁaaerby othea -
nodul e

proporti éﬁslsﬁéd?%l I"’%icﬁa?ﬁé’eecltn S EVERY \Faﬁﬁ%ﬁ‘}aptg'roﬁfetaé}% of the program
nodul es whi ch have abt yetaaparaae'eelraimldmathngr'_eheeseateloﬁveacbidetion
B(ra:a\(,:\g(r:likngl egngt rsrcsl-fe P%gﬁﬁ mgﬂﬁ'{}%d step Cé) l(icggl‘-j‘lglnngl?in&,!hC)ggact|va onbe
correlated,
said method comprising the steps of increasing the
20 value of the activation parameter of a program module when an
event occurs in the network element represented by the
program module, varying the value of the activation parameter
of the modules in accordance with the lists of associations
between the network elements in a predetermined manner, and
25 producing a positive correlation report in respect of an
individual program module when the level of its activation
parameter exceeds a predetermined threshold.
2, ) A method as claimed in Claim 1, in which a change in
the activation parameter of a program module causes a
30 proportionally smaller change in the activation parameters of
the program modules which represent higher order network
elements.

3. A method as claimed in Claim 1 or 2, in which a change
in the activation parameter of a module causes a

I
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paranmeter in the programnodules to vary with time in a predetibisihereidas Been Replace

Cp
manner in addition to the variations in the activation paranet egl”mmmljmlm
I

response to events in the network el.enents. 5. A et hod
in claim4, wherein the variation with~titfe~of the activation par aneter o
at | east one nodule is a nonotonic decay. 6. A nmethod as clainmed in

laim 4 5_ . wh l,n_t tLyati t f I
Cnitially i sEeRorEignaldy BaehyEE CRaRER R e Yoctya iU pliknR e or
clained in athe progmm thmlypretcdiich bamenpot iyetwdativated casd wbinrb
of the prog&é&@@@%‘g{eioﬁe@%ﬁ%@ R G8le 1 nlefritiel. S - 8. A method as

claimed in any preceding claimwherein the events occurring in the network
are alarmsignals indicating fault conditions detected at the

correspondi ng, netxorfetedENRBt Selaimdd _inAa_ﬁ?_t hgfe aso£! @ dpirBcelighg 8
, Wherein a gﬁsLtlve correl ation.report |d%gé| i es the ne gork | emen
al

] t
which 1ies FhEMFwl ¢ igIMHDY &g d SHRP m@HHAE. §8® ackivatign as

clained in cbarémeferorin9thehaiidgran pnedulee o rehayi ontiepaime in a

identifies all network el.enents affec . t he fay [ e ala
si gnal s. pregetcermlned mander 1in talg.gl%¥on_?c§ %él%%%i,&p%%é’%’%t u@nf%g]e
correl ati ng evéhavatdoourpangméhesns t gladeoninnixssporae ndowoekerbs ned f tbm

i ndi vi dual n?E@QE%kekigﬁ%%is.the apparatus conprising program nodul e neans
for representing at |east sone of the network el ements, each program nodul e

having a set of data relating to the network el enents which it represents

?Ed’ ig ltﬂtﬁ salsedpfa%etﬁa&taéoaragﬁeéaiﬁ &1 20 24) "RPetEEn the ¢ataasebnof
© fodute Iggtg %Q%e of the activation parameter of at least one module

is a monotonic decay.

6. A method as claimed in claim 4 or S5, wherein the
activation parameter of at least one module initially rises,
15 and then decays monotonically.

7. A method as claimed in claim 5-or 6, where the decay
in at least one module is exponential.

8. A method as claiméd in claim 5, 6 or 7, wherein the
decay in at least one module comprises one or more discrete
20 steps.

9. A method as claimed in any one of the preceding
claims, in which at least some of the program modules

represent physical circuits.

10. A method as claimed in any preceding claim wherein the
25 events occurring in the network are alarm signals indicating
fault conditions detected at the corresponding network

elements.

R O



a) . alist of network el enents having i ncom ng associ ati ons w t'IhISShetHasBcenR lace
network el enent represented by the nodule in respect to event c

b). a list. of network el ements haV|ng dUtﬁ%rhg associ ati ons mnt

net wor k el enent represented by the nodule with respect to even

cqoeLelation, | neter i, ndi atlng he tat of actiyv t|on

of the progr duIAe "éﬁé%io‘i)o?% F"%ﬁficﬁne éf 3E85P & Rpsitiv

sai d appar at usommatmmgreport J.ﬁeaMsfz.lesspumsmetwcmrhnebemantl it hehich
networ k el ensy sgg@ h r I I ok sing the val ue

of .the actlvatlon par anme Eg gg ot ﬁ?% ?%%?%%gpﬂg &1ath Siﬁégig, responsi ve

to changes intZhe vl usebhodn a@cwl/etme@. gy apbatm 49 ons drlogr ehersdnl e

for varying tdesvadye eartafae%hvetpeftpﬁaaﬂetftasoamt hefewB | S ndh s
predet ermi ned manner_in accordance wth the |ists of associations between

the network &fhfisited by the fauht %tlssrla%ntmy%grmhehgeﬁésreve| of the.
activation paraneter of an individual program nodul e exceeds a

predeternmined threshold, and means for producing a positive
correlation report in a respect of that individual program nodule.

-17- 12. Apparatus as clained in claim1l, further conprising neans for
causing the activation paraneter in the programnodules to vary with tine
in a predeterm ned manner. 13. Apparatus as clained in claim1l1l or 12

wherei n the nmeans responsive to events occurring in the network are
responsive to fault detectors associated with the correspondi ng network
el enent s: 14. Apparatus as clained in claim111l, 12 or 13, in which at
| east some of the program nodul es represent physical circuits of the

t el econmuni cati ons system
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