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external networks, hosts, or services offered by specific service providers.
Professional Mobile Radio or Private Mobile Radio (PMR) systems
are dedicated radio systems developed primarily for professional and govern-
mental users, such as the police, military forces, oil plants, etc. PMR services
15 have been offered via dedicated PMR networks built with dedicated PMR
technologies. This market is divided between several technologies - analog,
digital, conventional and trunked - none of which has a dominating role.
TETRA (Terrestrial Trunked Radio) is a standard defined by ETS! (European
Telecommunications Standards Institute) for digital PMR systems. U.S. Patent
20 6,141,347 discloses a wireless communications system which uses multicast
addressing and decentralized processing in group calls.
One special feature offered by the PMR systems is group commu-
nication. The term "group”, as used herein, refers to any logical group of three
or more users intended to participate in the same group communication, e.g.
25 call. The groups are created logically, i.e. special group communication infor-
mation maintained on the network side associates specific user with a particu-
lar group communication group. This association can be readily created, modi-
fied or canceled. The same user may be a member in more than one group
communication group. Typically, the members of the group communication
30 group belong to the same organization, such as the police, the fire brigade, a
private company, etc. Also, typically, the same organization has several sepa-
rate groups, i.e. a set of groups.
A group call typically has a long duration (up to days) during which
communication takes place quite infrequently and each interaction is typically
35 short. The total active traffic may be, for example, only 15 minutes during a
call. Each talk burst or speech item has an average length of 7 seconds in the
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20 Cal boset up ti mealineettupmesindidt\rd belatively short Si.e. St uphtirhe8W$ thaloi-he or -
der of several seconds cannot be allowed. When a user initiates a call, or
rather, a speech item, he/she should be abie to start speaking at the initiation
of the set up within few hundreds of milliseconds. The listening parties should
hear the talk possibly within approximately a second. This voice delay can be

25 longer because a semi-duplex mechanism is used. These values are only ex-
amples.

Group communication requires traffic discipline: one talks and the
others listen. Therefore the radio interface is of a semi-duplex type. Only one
direction is active at a time. The communications system must be able to con-

30 ftrol that only one member speaks at a time in a group.

A user can belong to many groups at a same time. Therefore, a
communications system must be able to select and prioritize the group the
user listens to if there are multiple group communications to the user at the
same time.

35 Not only to traditional PMR users, push-to-talk type of group calls
are also attractive to several other types of users, too. For example, private
persons might want to have talk groups, such as hobby groups, sport groups,
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mobi | e cor ewBA can be used as such without any need for costly changes in the main-
stream network elements. In other words, the group communication service
can. be run through standard main stream radio access networks (such as

20 Global System for Mobile Communications, GSM and Universal Mobile Tele-
communications System, UMTS) such that the investment per end user in the
infrastructure is low enough and thereby attractive to the operators. In an em-
bodiment of the invention the group communication service is implemented as
a Voice over |IP (VolP) data application on top of the Internet Protocol (IP) data

25 service of the mobile radio network. Any user which is active in an IP-based
group communication service, e.g. active in a group call, has a pre-established
-logical connection through the radio access network to the group communica-
tion service entities. For example, logical connections similar to the Packet
Data Protocol (PDP) contexts used in the GPRS service (General Packet Ra-

30 dio Service) may be used. The actual communication path, including the
channel resources at the air interface in the sending and receiving ends,
needs to be opened and the resources to be reserved only for the duration of
the talk item. Call set-up signaling, authentication, agreement of encryption
keys and negotiation of service parameters are not needed in the resource

35 reservation phase, because the logical connections already exist, but the
physical resources are reserved and opened by using the signaling proce-
dures. Thus, short connection set up times can be achieved.
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20 Another aspect of the invention is a method for packet mode group
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voice communication in a communications system, comprising the steps of
providing group communication service entity with individual ad-
dresses of group members of a group communication group,
creating an individual logical connection from each group member
25 to said group communication service entity by means of outband signaling,
starting a speech item in said group by sending a leader packet
embedded in a user traffic stream from one of said group members to said
group communication service entity over said individual logical connection,
each leader packet containing the identifier of the respective group member,
30 said group communication service entity either i) rejecting said
started speech item, or ii) granting the started speech item to said one group
member and forwarding said leader packet and subsequent voice packets in



15 as RTP packets, and a group conmunication service entity ends the speech
I tem based on the trailer packet. In an enbodi nent of the invention, a
group comunication service entity forwards a trailer packeﬁ f\bcing of a
user traffic streamto receiving group nenbers in order end th h
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system having a packet € group voice com i catlon feature,
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a packet padReginode greupiohiratinieatiGesehvice foPla corMURIbAILIeAS isQ8RnS Kaliem
said server system conprising a group server provided on top of said
conmmuni ca- Server system comprising a group server provided on top of said communica-
tions system, said group server further comprising
means for storing individual addresses of group members in at least
20 one group communication group,
means for receiving voice packets from said group members, each
received voice packet containing information identifying the communication
group which the respective packet is addressed to,
means for granting a speech item to one group member per a
25 communication group in turn,
means for unicasting each voice packet received from said group
member having a speech item in a group communication group separately to
each receiving member in said respective group communication group on the
basis of said individual addresses.
30 Another aspect of the invention is a server system for providing a
packet mode group communication service for a communications system, said
server system comprising
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being routed first to said second user network entity and then for 20

warded to an appr ofPuR separatelyde aghieeaiving regmibey in said rasgedtiveqoup voi ce
15 communication on the basis of said individual addresses,
at least one second user communication network entity providing
user-specific communications functions for at least one user, whereby any
group related communication from a user managed by said second user net-
work entity being routed first to said second user network entity and then for-
20 warded to an appropriate first group network entity, and any unicast voice
packet from said at least one first group network entiy being routed first to said
second user network entity prior to sending the voice packet to the respective
user.
Another aspect of the invention is a network unit for managing
25  speech items in a communications system having a packet mode group voice
communication feature, comprising
means for storing individual addresses of group members in at
least one group communication group,
means for receiving voice packets from said group members, each
30 received voice packet containing information identifying the communication
group which the respective packet is addressed to,
means for granting a speech item to one group member per a
communication group in turn,
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in a user traffic streamto said group communi cation service and thereby
starting a VirecRackeats rand from said group communications server.
15 Another aspect of the invention is a subscriber equipment for com-

munications system having a packet mode group voice communication serv-
ice, said subscriber equipment comprising
a push-to-talk means,
means, responsive to activation of said push-to-talk means by a
20 user, for sending a leader packet followed by voice packets in a user traffic
stream to said group communication service and thereby starting a speech
item.
Another aspect of the invention is a method for providing a packet
mode group communication service for a communications system, comprising
25 storing individual addresses of group members in at least one group
communication group,
managing said group communication groups using a control plane
signalling,
group member requests speech item using user-plane signalling em-
30 bedded in a user traffic stream,
granting a speech item to one group member per a communication
group in turn based on said embedded user plane signalling,
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; ; e . - .
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group nenbers using usSer-plane signalling enbed user ‘traffic
stream neatompusingecei vi ng voi ce packets froma group nenber having a 20

speech itemin a grou 0 nicati.a ro each, recei ved, voi ce packet
contal ni ng 1 nf or neBRS foferonng ek aReesrct IBHB b roat Tore
respec- tiVendgfdtRf cariniiibationsstolg; means for unicasting said enbedded
user-plane signall'ing and each voice packet received froma group nenber

havi ng a speech i t®easefer mapagingeiajd groumedmnmitesationggrotpd eisinga sand
respect| Ve ghigEns AIgRANngat ' on

means for granting a speech item to one group member per a com-
munication group in turn based on speech item requests speech sent by said
group members using user-plane signalling embedded in a user traffic stream,

means for receiving voice packets from a group member having a
20 speech item in a group communication group, each received voice packet
containing information identifying the communication group which the respec-
tive packet is addressed to,
means for unicasting said embedded user-plane signalling and
each voice packet received from a group member having a speech item sepa-
25 rately to each receiving member in said respective group communication
group on the basis of said individual addresses.

Another aspect of the invention is a subscriber equipment for com-
munications system having a packet mode group voice communication serv-
ice, said subscriber equipment comprising

30 mechanisms for packet data communication over a communications
system,

a group communication application on top of said mechanisms,



group on the basis of said individual addresses. Another aspect of the
i.nvention is a subscriber equi pnent for com munications system having a
packet node group voi ce communication serv- ice, said subscriber equipnent
conprising 30 nechani snms for packet data communication over fay 0cT -

communi cations system a group conmuni gati on application on tog o%ugaid

hanisns, 1 7 . 9. said applicdtion having fi f
cotanl i shing a I ogPidpPRicaion HayiEtist GiPans Tor StablshinbInBEal basteer vi ce
by means ofcomneotidri (0 aRjréms céiriinurledtidServical By MeBhs Gl htkApidHe sigcond

means for sending and receiving 5 voice packets to and from said group
comruni cati’lﬂ”ﬁ‘gserver, said application having third nmeans for requesting a

speech item by - j i i i.ption of the
Drawi ngs 10 In tggs% o?ﬁgé'b‘ﬁ'éﬁq{%@ﬁ%ﬁdﬁﬁﬁgbf W%%dgaéﬁﬁiééé'ﬁmgr eat er
detai | by voicEnsacketpteand firetn sakiogronp Tommihibatieissenes to the

acconpanyi ng draw in in. which Figures 1, and 3 illustrate the basic

s, in. 2 . .
architecture of théaf‘ﬁ§gﬂ|!qaé'ﬁ,n haying third meansifos raguesting-aspaechitemrbirs
illustratingedheo 'u@ﬁﬁgiaﬂ%éi nalg. UP! i nk and downl i nk bearers,
respectively, in the radio intertrate of a nobile network; Figure 6 shows
an overview of a group nmanagenent concept; Figure 7 is a signaling diagram

illustrating, r 1og.on PoC serv ices; 20 Figure 8 is a signaling
di agrami | @éﬁiﬁ?%ﬁ?@ﬁﬁhﬁ AWIAg%ng to the nanagement of a group speech
item HRpgure 9 is gntRhORHIR 3Ry i i il i oC
group speech itemby tal kspurt ﬁal}r'ri\}ré'slﬁlbéﬁgtrgg &f&%{lgegﬂ?gﬁgﬁgétragr?ﬁ
i |l ustrati mgeansotipreiered ambndimpestswitin reféferive tarthe@scorgpanyingedrawsi gure 11
is a bl ock.rgéag%%rﬁl | ustrating user-plane group communi- cation with two
bridges i n\}_ R ; r_bure 12 is a diagramillustrating the nulti-unicast
concept; Figure 1¥igred 11204td Jiiatrate the badié atéHi@chlis ot 1R Hvadtibh! tering
pr oc . _ _ . _

Figures 4 and 5 are signaling diagrams illustrating the allocation of

15 uplink and downlink bearers, respectively, in the radio interface of a mobile

network;
Figure 6 shows an overview of a group management concept;
Figure 7 is a signaling diagram illustrating user log-on to PoC serv-
ices;
20 Figure 8 is a signaling diagram illustrating signaling relating to the

management of a group speech item;
Figure 9 is a flow diagram illustrating the management of a PoC
group speech item by talkspurt timers;
Figure 10 is a flow diagram illustrating the downstream suppression
25 by an upstream timer;
Figure 11 is a block diagram illustrating user-plane group communi-
cation with two bridges involved;
Figure 12 is a diagram illustrating the multi-unicast concept;
Figure 13 is a block diagram illustrating the scanning filtering proc-
30 ess,and

Figure 14 illustrates an implementation of the scanning filtering pro-
cess,



30 ess, and Figure 14 illustrates an inplementation of the scanning

filtering pro cess, 1 7 OCT 2005 10 - 11 Figure 15 is a sign Ilng di agr am

illustrating signaling and conmuni- cation relating to the s tuﬂCDfm,

one-to-one conmunication. 1 7 OCT 2005 WD 02/085051 PCT/FI 02/ 00313 f2

Preferred Enbodi nents of the Invention Thq_present invention is applicable
]h can be used as an access

to any digital nications ,syste
netmo?k a?lomnng ngy H%aS&E%ﬁﬂﬂﬂEKFPGH”%@FﬁﬂEhSGHGWHkém@Caﬁwnwm-
over | ayi ng QapkGbla g%qgg%at@ EOSMBIY-EAL BMMAEHKhfigr. The | nvention 1s

especially prefera I n nobr | comuni cat1 ons systens based on a
GPRS-type packet radio. In the follomf ing, the preferred enbodi nents of
the invention will be described by means of a GPRS service and the UMIS or

GSM systemwi thout limting the invention to this particular packet radio
system The I P voice conmunication nethod 10 used in the preferred

enbodi nents of the invention is the Voice over IP (VolP), but the
invention is not limted to this particular method. Fig. 1 illustrates the
basic architecture of the preferred enbodi nent of the invention. In the
illustrated enbodi nent, a nobile Radi o Access Net- work (RAN) which
~provides the | P packet data service is based on a GPRS ar 15 chitecture
utilizing a 2G radi o access technol ogy, such as a GSM Base Station
Subsystem BSS wi th Base Transceiver Stations BTS and Base Station Con-
trollers BSC. The GSM radi o access may be conventional or based on the GSM
Enhanced Data rates for GSM Evol ution (EDGE) technique. In the |atter

case, radio access may be referred to as GERAN which is an all-IP GSM radi o
20 access network. Alternatively, a 3G radio access network UTRAN (such as
UMIS) may be used. An all-1P core network can be used both in GERAN and

"I JTRAN. The architecture of the nobile network is not essential to the
inven- tion, but the GPRS infrastructure and operation will be briefly

di scussed in or- der to nake it easier to conprehend the invention. The
GPRS infrastructure 25 conprises support nodes, such as a Gateway GPRS
Support Node (GGSN) and a Serving GPRS Support Node (SGSN). The main
functions of the SGSN are to detect new GPRS nobile stations in its
service area, handle the process



I stering new Mobile Stations M5 (also called User Equi pnent, UE)
groagg wth tge GPRS registers, send/receive data packets ft'lcﬂ ’OCDnzgggﬁe VS,
and keep W@ @/088¢ard of the | ocation of the MBs inside of ,Fﬁ?wgge ar ea.
The subscription information is stored in a GSM GPRS r egi ste
Location Register or in 3G all-IP networks HSS, Hone Subscri ber Server)
The main functions of the GGSN nodes inklve interaction wth external

@ﬁ%ﬁ% gﬁhg t d directly to a private _

g((ﬁ Sopgt\éoﬁs?ﬁf)e}ﬁr a host. n%h e‘@ﬁé&ﬂ cleudes PDP addresses and routing

information, i.e. STHN pw@denﬁﬁ%ntlbﬁﬁs @ﬁ;{lffﬁb@?gﬁﬂﬁ@éﬂ%@guﬁe tlg‘@t he
rou

Ssns. The AR s bicH KB Byt 79, 9h cRecesonewRK Gaiapea siicket. modle
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packet duri ilh , tHepedtefrel ePbEIMeRtd oPth ft?' SGentid ng«;\@%@ﬂ%&@ Wﬁ@ﬁ?f’

t he
ZLZ?OSP?ZFZ“@%%%?%&EG‘&%M e'tque@swéggmm wishell bmitiPgheainaentiore NS
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(F:)Ef r Zg:)o\r/\glt In C&ﬁﬁgdﬁ%ﬁ?rﬁ?g%% dnvantioaisa thretVaiee vewearsiFcan
commence. bmtltbejirmehycnmeoﬁrmmnm?ﬁ? enmsmrtr(ﬁ:%trbg cre- ated and

e

i T orent data 1 anag TdudsEhectte badle SrRbhectl® olbe RS gbadiBent,
IP), PDP addriBgsinvention. i theillustsatesneambodiment, &f nibilel RadicBSkesd NteEJ 1,
a Push- to- twd)ﬂk (am Wﬁlch%ré(ndé?‘?ﬁ% m»;aé%kef 33@&%‘3 aggcg’@,pcaggp@%s@ﬁg

nobi | e ovid connunlca

bi | %tﬁg f 'F'Hs@uéﬁ a0 aesgissdosknalogy. suwraaaptaam Base BtatenC
:ngiare conﬁumﬁ?@ss with B@secrﬂaﬂgc@iaér s?étiddseslgaaﬁ’&ﬁaﬁ@ %@o?ﬂ"c&?d a

Eggnecilt Ied 'It?f)d?@ %%iﬁ t@é’%%ﬁé %QF@rssaWaVFb?l@P\%?'Rt'onﬁ%eorbb%ﬁb onothend t he
CPS server q&mzsnhancmmpatesaﬁon G wummmmsgeicg\mﬁ@ lhhﬁegéffévrl ded
SO o ek RS RcedpRa el 80 B R ANl B RIA I, R P o
and voile @&Fﬁﬁ?} nalworks ritarpatively, @ cienradicaaicoesp aetvedrk. UTRANCRSUAH. diss
responsi bl &JMT8) enay: belusedanf JBIFSSEEREtwark R be used both in GERAN and
'UTRAN. The architecture of the mobile network is not essential to the inven-
tion, but the GPRS infrastructure and operation will be briefly discussed in or-
der to make it easier to comprehend the invention. The GPRS infrastructure
25  comprises support nodes, such as a Gateway GPRS Support Node (GGSN)
and a Serving GPRS Support Node (SGSN). The main functions of the SGSN
are to detect new GPRS mobile stations in its service area, handle the process
of registering new Mobile Stations MS (also called User Equipment, UE) along
with the GPRS registers, send/receive data packets to/from the MS, and keep
30  arecord of the location of the MSs inside of its service area. The subscription
information is stored in a GSM/GPRS register (HLR, Home Location Register
or in 3G all-IP networks HSS, Home Subscriber Server). The main functions of
the GGSN nodes involve interaction with external data networks. The GGSN
may also be connected directly to a private corporate network or a host. The
35 GGSN includes PDP addresses and routing information, i.e. SGSN addresses
for active GPRS subscribers. The GGSN updates the location directory using
routing information supplied by the SGSNs. The GGSN uses the routing in-



25 PMR communi cations. Its inportant role may require vari 335 '
functionalities which in an enbodi nent of the invention a P%I%nt ed in
the fol | oM@/ 08H5dul es: "PMR server” - the application t haRCTHENZPE3t he
sessions for group nmnenberships which are signaled with an appropriate
session control protocol, such as Sessign Initiation Protocol (SIP),

establ i shed for the PoC cormmunica 30 tid s, and nmanages the users profiles
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traffic di sdefinast differerthdataiteansmiSsionrparafieders, Buok-ast PDiR fypeCeRy. X25 e. g.
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Fig. 1, jhe b tﬁgﬁ%ﬂahéatfq‘?\%ﬂﬁﬂlﬁht?:!q‘ﬁs\ﬁl%lcta@& v&lﬁ‘i he %E/IFE a%hgét?&r{(%ﬂr%ih%n of

Vol P packets acco ershi ps,
t hei r scannmﬁgll%@ct@ﬁQng%myeé\?@lﬂBa@owléﬁﬁtnfﬁwdﬁd by the 1P mobile RAN.

This communication includes both signaling packets and voice (group and
one-to-one) communication packets. _
The CPS 11 is responsible for control-plane management of the
25 PMR communications. lts important role may require various functionalities
which in an embodiment of the invention are implemented in the following
modules: "PMR server” - the application that handles the sessions for group
memberships which are signaled with an appropriate session control protocol,
such as Session Initiation Protocol (SIP), established for the PoC communica-
30 tions, and manages the users profiles (call rights, group active membership,
scanning settings, etc.); SIP Proxy/Location Server - providing user location
and routing functionalities of SIP signaling; SIP Registrar - for user registra-
tion/authentication; and Media Gateway Controller - controlling the network en-
tities (PoC bridges) involved in the IP layer data distribution according to the
35 group & user specific information (membership, rights, scanning settings, etc.).
However, in this description, the common term CPS refers to all possible func-
tionalities of the CPS.



energency cases. Each bridge forwards traffic only between valid

connecti ons progranned by the CPS. The bridge 10 may perftﬂrﬁﬂﬁnamﬁr nor e
of the fgy gggg functionalities: 25 Input checking: to p-q4ah ¥i o4 2nd
authentlcate the traffic source (op- tionally the menonics in e | eader
RTP packet, which will be discussed be- |ow, have to be processed here).

| nput checking may al so include actionsi4o perform and support security
procedures. Input filterin one talker talks, jn a

h |
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processes I ng, and scanni ng tering_are user specific,
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Pecording SRS Selkled il We) Tt Henafet, B LEBPs BrdB il Mapddes™s 1,
evenly as possionpnre beHSNébahQUié b@ appreciatec thatdhis isjpst a Ikbglqd sapacaiion

(U UPF) U \dR20othekifds of Cq:’S;%gHedé sit@Pstetqh ri.‘ﬁet é 128 \;:féﬂ% G-

scanni ng processes for I vi dua sub- sc ers |
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User has | JEOR BIRGEGE TesiAtiit L8 iabund T biactice et dnBer of Giokips -
t erwar ds f asees ihsthietsyatesor di ng to the mapping settings of the proper U CPF
22. In this way thesgels o ARed &g £5h8Brde 654" EsSORMIBR! forRRL YRS €ach
20 time distribution of VolP packets to the users' terminals according to their
group- memberships, their scanning settings and eventual pre-emption or
emergency cases. Each bridge forwards traffic only between valid connections
programmed by the CPS. The bridge 10 may perform one or more of the fol-
lowing functionalities:
25 Input checking: to identify and authenticate the traffic source (op-
tionally the mnemonics in the leader RTP packet, which will be discussed be-
low, have to be processed here). Input checking may also inciude actions to
perform and support security procedures.
Input filtering: to manage that only one talker talks in a group at a
30 time (i.e. grants a speech item), and optionally to give priority to higher priority
voice items.
Multiplication: after the filtering process, the bridge 10 has to check
the active members of the group to which the traffic is destined and generate
from the incoming packet a "downlink" packet for each active member.
35 Scanning filtering: to select from the muitiple incoming traffic
streams destined to the same user the one which has to be forwarded to his
recipient according to the user's scanning settings.



user and all the IP network entities which have just to tr t the U- UPF 20

. from 20 which they receive packets. As for the Control pik G %t s,
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of 15 ifs connec contexts and termnations, and it is here
assuned that it As for the Control Plane elements, this Ioglcal splitting does not

necessarily require a physical separation between the G-UPF and the U-UPF
implementations, and thus they may be located in the same computer.

The U-CPF 22 and the G-CPF 23, which are responsible for

25 managing the sessions of the users and the groups, respectively, require

specific control plane signaling. ETS| 3GPP (European Telecommunications

Standards Institute, 3rd Generation Partnership Project) specifications include

IP based voice communications in a so called all-IP network. Such an all-IP

network enables also voice communication in IP network (voice over IP, VoIP).

30 For VolP, call control signaling is specified, such as the Session Initiation Pro-

tocol (SIP), which is defined in the RFC2543. Therefore, in the preferred em-

bodiment, the SIP has been chosen to support and manage the PoC call ses-

sions. However, some other IP session protocol may be used instead. Further,

in the preferred embodiment of the invention, Megaco (defined in RFC3015)

35 is used by the G-CPFs 23 and the U-CPF 22 to control the G-UPFs 21 and U-

UPFs 20 involved in traffic distribution of the IP layer. However, some other

corresponding protocol for controlling the switching of the user plane elements
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and security managl_errent servers. Each network entity is
20 he SIP protocol defines signaling messages for call control, user

location and registration, and these have been used in the preferred embodi-
ment of the PoC solution to handle the specific PMR communications and the
relative participating users (establishment, joining and tear down of a call ses-
sion, user's log on to PoC services, user's profile negotiation, etc).

25 For each PoC communication, a SIP session is established and
managed by the CPS handling it (G-CPF 23 and U-CPF 22 for group and one-
to-one communications respectively). When a user wants to become an active
member of a group, he has to join the corresponding session. For one-to-one
calls, the PoC U-CPFs maintain one session between participating U-CPFs for

30 each one-to-one call.

All the user's outgoing and incoming traffic has to go through the U-
UPF 20 that has been assigned to the user. In particular, in the uplink the
user's traffic is checked by his U-UPF 20 and forwarded to the G-UPF 21 han-
dling the group to which the traffic is destined or, in case of one-to-one com-

35 munication, to the U-UPF 20 handling the called party.

In the downlink, the traffic is then distributed to the destination us-
ers' U-UPFs 20 (by packet multiplication in the G-UPF 21 in case of group
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i nport ant flogcTh@G FESC%/F apd 4JRFs 80pwhinksariengxclusively involved in the au-
dio data distribution, do not have a role in the actual SIP mechanisms and the
core network is simply seen as a single IP network link. At the SIP signaling
level, URLs are used for user and group identification. The URLs can be sip:
25 URLs as defined in the RFC2543, tel: URLs representing telephone numbers
as defined in the RFC 2806, or any other URL formats. The REGISTER
method is used with a sip: URL, that is, SIP URL is the user main identity in
PoC system. Dialing of users with a private numbering plan number (only) is
possible using the tel: URL in the To: header field (sip: URL must have the
30 host portion present at all tirhes). A secondary identity can be used for exam-
ple for addressing the b-party for one-to-one calls if the b-party is from the
same Virtual Private Network (VPN). Groups are always addressed with sip:
URLSs, where the group name is used in place of the user name, and the host
managing the group (exact G-CPF, if known) in the host portion. The address-
35 ing on the user plane will be explained in more detail below.
Additionally, an SGMF 25 is preferably provided in PoC system for
management and information query/updating purposes. Via SGMF 25, opera-
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the m)bl | eIF’ prlaltolcsolslo lNthC t{urt %(rj elrr?ploy 816 phySIcael lgigrrresgarceess such as the ra-
dio resources. Additionally, a WAP stack may be employed to access the
WAP pages on SGMF 25 or on some another server. )
In Fig. 3, one possible general PoC architecture is presented. The
IP backbone 29 may be, for example, an IP mobile backbone, a LAN, a PoC
25 intranet, or two or more separate intranets, etc.
PoC mobile MS, when the PoC mode is selected by the user sets
up two GPRS contexts: a) one to the PoC CPS 11 to be used with TCP/IP for
control plane signalling (group management, registration etc.), b) one for voice
to/from the PoC bridge 10 using RTP,UDP, conversational IP quality class or
30 similar, and sufficient header compression over the radio path. If a mobile or
the mobile network do not support two simultaneous contexts, the mobile must
clear down the RTP connection for the duration of the SIP signaling transac-
tion. The PoC mobile MS must always maintain the contexts to the bridge 10
when the PoC mode is on. The SIP content is also preferably on all the time,
35 but if this causes problems to network capacity or to the accessibility of other
services than PoC, the SIP context can be set up also for the duration of sig-
naling transactions. Notice: in this case the celiular network must support the
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's sent to the SGSN requests that the RAN (e.g. the GSM BSS) allocates a dedicated

radio bearer, and after the allocation the SGSN starts sending packets (e.g. in

LLC frames) to the RAN. The RAN sends the packets (e.g. in radio blocks) to

the MS.

25 The uplink voice bearer is released by the MS when the user stops
pushing the PTT switch. The network will release the uplink bearer when the
maximum speech item length (e.g. 20 to 30 sec) is exceeded. In the downlink
direction the radio network may release the bearer when no IP messages as-
sociated with the bearer have been received for a predetermined period of

30 time (so called idle timeout).

The call set up delay experienced by the caller after pressing the
PTT switch may be shortened by the mobile station MS giving an audible indi-
cation to the user to start speaking. After the audibie tone, the user can start
speaking and the VolP message starts. This is the time the caller experiences

35 as the set up delay. There are several points at which the permission to speak
can be given. For group calls, one suitable point is after the uplink radio bearer



5 uplink, the downlink status is not known at that point. In case of call
failure be cause of a mssing B party or mssing radi o beqpeggy igpst he

downl i nk wip bpedsosan or a failure of a call authorization ehegHordobs user
gets an indication of a call fail- ure. The indication to speak coul d be

alternatively given after the bridge 10 gives an acknow edgenent of, for
exanpl e, having processed the first RTRR0 o packet or, in the one-to-one
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group. The user can sw ning on-an scanned group
with priorities can be edlted by the user. G oup selection 30 and changi ng
of other s@FOMREOMAMNICALORe performed by soneone el se than the user
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In the basic mode, the mobile user selects one group for communi-
20 cation. He will then hear all traffic in that group (unless he is engaged in an in-
dividual call) and can also talk in the group. The user can easily switch to an-
other group.
The user can also operate in multiple groups virtually at the same
time, by using a method called scanning. The user selects multiple groups and
25  assigns these with priorities. He then hears traffic from one group at the time,
but traffic from a more important group will interrupt other traffic. One of the
groups remains the selected group, and any speech transmission by the user
is made to the selected group. The user can switch scanning on and off. The
list of scanned group with priorities can be edited by the user. Group selection
30 and changing of other settings can also be performed by someone else than
the user himself.
The user interface for receiving and talking in groups, changing the
selected group and activating scanning is simple and fast. Other tasks, such
as defining the scanning list are used less often.



5 resenbl es the use of an intercomrather than the use of nor nal

.tel ephone. Such calls are well suited to many PMR users: ddsRET BBmands

and advi cWO @&BS0BE gi ven and received with mni mal attent PSRRI at i ng
the nmobile sta- tion. Activities can be coordinated with good tim ng
accuracy w thout having to keep a call_on during |long periods. Basically,
an one-to-one call is only a spe- 1lo ci%f case of group communi cati ons, and

the same prpMR-slydé oheltdIent TRIMUANAEREYENT PLANE OPERATION I n the
followi ng, the preferred enbodi nents and different aspects of the

i nvention are di sciAséin optiometheaaraitechure peogedingoiat the inpieatien sean bee
user pl ane f dIRR# PRV, ' shtser s
may bg abl eﬁ)gt?gpﬁ%gé%e#ﬁg uﬁggfcgf’@% ro_upgﬁgﬁg-%ﬁlﬁ)gélrll _esﬁﬂ%kp ngné]twméy may
al so be abl their slafiagdacagss gights iefadli: withipdheir RN A direcleee-te-sneesll

L oup Senag K e O o ARG tho s of Bdrial Slbpond. Ne. | ot
ot ol T e it tals B meloiiied @ Pty EMRoereh Eeks s COBREES A A06Rng
SGVWF t25 usicen be\g{\l%(ri\/‘ﬂfwirég@'védim pﬁidimaisa:ftenﬁ‘@h w\?ﬁeratmgth@gaﬁbﬂé StaéVF
operati ons ,can r I n er (0] an .ac- S.S

g o Ne G ARVEES I pherehaTRA MR Sabutififo sE0%atRiput BERDEIS ceo
to be creathkagpb@icell ent dunng lngiperiosied Basically,camonedatdrencallOseartly agspg-oups
and SeTon Ml RElorar6Es SofrAliEailsoaed the salifbrih Gl daRthaloue

managenent . ny UsSér groups or user organiz are expected to

out source tagi one will prefer to have access to
ANAGE LMEREERRYON

creating groups an ef I M ng- group ers and access 30 rights. On the
ot her hand, not al lintisefsliownrg, the prefenicd evebodindsiits dril diffefsrliaspBets)of

wor ker s usi .PoC). Therefore, it is better to have a s rate co t of
managenent 8dpaTion Arefie8isieran e, Rianadaridht e ot e aPAcRE | n.
vention t heaisesptanecefPb@ve a renpte access to a Subscriber and G oup Man-

agenent Function (SGW) 25 provided by the operator and shown in Figs. 2 35

and 3. SGVF User amd grdep managementagi ng user interface using WAP/ WAW
fornms. However, other t %gs of user interfaces are also possible. WO
02/ 085051 PCT/ FI 02/MJiih eguipmentoWsets BdYoPer ABleytd (FoWER dhe keRsidiBncept

i s_shown i nyrbugs afd sGbeuibe b HEeNETHey Mayisb by 45620 figvethe PesGps Fdro
Cr e O RSt Bt tond{ 10 tortSTcining ant Fertid Toffont BRouts i etk
engaged in &B&S ?Sé‘?ﬂ M5y J g group

is desirable that the group management is produced via a WEB/WAP browser

20 based service.

First of all, users must be created in PoC system. This is done by
accessing SGMF 25 using a WAP/WWW interface. All user and group man-
agement operations can be performed by a management user, who can ac-
cess SGMF using a MS or can be directly connected to SGMF.

25 Secondly, groups need to be created before they can be used for
communication. Creating groups and defining their access rights belongs to
what is called group management. Many user groups or end user organiza-
tions are expected to outsource their group management, but some will prefer
to have access to creating groups and defining group members and access

30 rights. On the other hand, not all users need to create new groups (e.g. ordi-
nary workers using PoC). Therefore, it is better to have a separate concept of
management user in the PoC system. In the preferred embodiment of the in-
vention the users can have a remote access to a Subscriber and Group Man-
agement Function (SGMF) 25 provided by the operator and shown in Figs. 2

35 and 3.SGMF may provide a group managing user interface using WAP/WWW
forms. However, other types of user interfaces are also possible.
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Then let us consider an example case wherein an authorized man-
agement user 61 creates a group. In an embodiment of the invention, the
group data created at this point may include: 1) the home CPS 23 of the
group; 2) the URL of the group (dependent on the home CPS 23); and 3) the

25 initial access rights settings for the group (can be changed later). The group
creation/management application may now perform e.g. the following actions:
1) update the DNS server 24 of the URL if necessary (typically there should be
no need if existing domain names are used); 2) update the CPS 23 with the
group name; 3) and update the PoC database or directory (PoC main informa-
30 tion repository) 65.

The management user 61 may at this point also want to send a
notification of the new group to potential group members. For instance we can
see the following typical cases: 1) the management user 61 is a private person
who has created a group for five persons he knows, access to the group has

35 been restricted to these five persons, and the user wants notification to be
sent to these five persons; 2) the management user is a service provider who
has created a group for hobbyists, access to the group has been set open to
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G-CPF 23. The deletion of a group is indicated by the SGMF 25 to the appro-
priate G-CPF 23. The G-CPF 23 will then end all active sessions and remove

25 any stored information on the group. The SGMF 25 also takes care of remov-
ing information in the PoC database or directory 65.

Group access rights are checked by the CPS at the time when a
group session for user equipment is started. Additional checks can be made at
other times if deemed necessary to maintain security. In the preferred em-

30 bodiment of the invention, the group access rights are held in the database or
directory 65 which is then inquired by an appropriate server. The typical inquiry
takes the form "is user-x allowed to access group-y?”.

The access rights definition is preferably flexible and possible both
on the level of individual users/group and on lists of users/groups. For in-

35 stance, one should preferably be able to define: 1) user-x allowed to access
group-w; 2) user-x, user-y, user-z allowed to access group-w; 3) user-x al-
lowed to access all groups of company-k; 4) all users of company-k allowed to
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contacts U-UPF 20 of the user where his input checkl ng and scanni ng
filtering pCONIROLRLANERPERATION:d and where the wuser has to send his
user plane traffic. The user is then added to the U-UPF 25 by an Add

message, angsé,hﬁ,%uoy% p&;tsbﬂ"lcégs the user's scanning process and sends
an acknow edgenen tionally, before contacting the U-UPF 20, the U CPF

22 may exchange useBeiome dhamseorcam start toe usenffoCoservicen e dias- ot mglﬁtBLR) or
2rGe;)geasﬂser S?go ﬁ%r L’)e%PBJ Q@ugﬁﬂﬁ d?f%é%'rﬁfab%t Eetdﬁ?gHﬁggr ess of
his U USF 2BNS388VigRSs sinpfhe am egﬁdoem@érmgn%pf dhe lgvgmw ths prearniigt
o7 o RS DAS oA BN S P A ThEDHETRY
i ndi ca- ti o’r?éumfstt}‘%iﬁ ¢§ é‘éﬁg%ﬁé%@gﬁspﬂ 0 épqﬁﬁl}l‘r?é ' new | ogon
and to request -  Referring to an example shown in Fig. 7, once the MS knows the [P
address of the U-CPF 22 it sends a SIP registration message to the U-CPF
20 22. When the U-CPF 22 receives the registration message from the user's MS
it contacts SGMF 25 for checking rights of the user and obtaining other infor-
mation. After this, U-CPF 22 contacts U-UPF 20 of the user where his input
checking and scanning filtering process has to be performed and where the
user has to send his user plane traffic. The user is then added to the U-UPF
25 by an Add message, and the U-UPF initializes the user’s scanning process
and sends an acknowledgement. Optionally, before contacting the U-UPF 20,
the U-CPF 22 may exchange user information with the Home Location Regis-
ter (HLR) or 3G Home Subscriber Server (HSS) of the user, authenticate the
user and create a user profile.
30 During the logon the user gets the IP address of his U-UPF 20, and
possibly a list of user's sticky groups (explained later).

The registration message normally includes the identification infor-
mation of the user, but the message can also include other relevant indica-
tions.It can be re-sent by the user in order to make a new logon and to request

35 particular information from his U-CPF 22.
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activated af(ét?crh %S”S"éi'ngt%Her or an application). Session establishment by a third
20 party is mainly relevant only in PMR use. Many users, especially in the non-
PMR market are likely to dislike session establishment by a third party and
may like to be able to prevent this. The sessions may also be forcibly ended
by the G-CPF 23, e.g. in case of group deletion.
The primary and effective data on the active group sessions is al-
25 ways held by the server(s). Thus, if the user equipment (e.g. the MS) has lost
data on active sticky group sessions, it can request all necessary group infor-
mation from U-CPF by performing a new logon.
In many applications the user may continue using the same groups
after a power-off period. For this purpose, sticky sessions are provided. When
30 the user is logged off, the information related to user's sticky sessions is saved
in PoC database or directory (PoC main information repository), and the ses-
sions are re-established at power on. In other words, sticky group is talk group
that is automatically activated after a new logon.
For activating a group session, the MS needs to know the URL of
35 the group. From the user's point of view, he may (user decision, depends on
what options have been implemented) select the group by
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some form of group bookmark list. The main purpose of the group bookmark

20 list is to allow the user to browse locally the list of groups and easily attach to
groups. Please note that there is no need for the group bookmark list in the
user equipment to be complete and include all groups available to the particu-
lar user. If a group is missing, the user can access the group by giving its URL
and then store it on the list.

25 From the user's point of view, the group bookmark list may be per-
ceived as the traditional PMR group or channel selector. Other types of users
may perceive the list as a second phone book, an -internet bookmark list or
similar to TV channel settings. This set of models is enough to cover all likely
users of the service.

30 There are a few options as to how the group bookmark list works,
depending on the type of the intended market (PMR or consumer). For PMR,
the user interface should resemble a traditional PMR group list, and a facility
to remotely load new groups to the group list (from a system manager) will be
needed. For consumer users, the user interface might resemble more a book-

35 mark list to which the user can add groups himself (e.g. bookmarking the
group currently selected). A PMR user would naturally also benefit from the fa-
cility of bookmarking the current group. At this stage, we can assume that the
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on request - o § 5! GEoNR hagrto ggta SpaPER e thalsis;manaded By ©snven-
ti ona: I PMR @ﬁmrﬁn%?heispeegﬁ'ﬁém.araﬁjrbmd ard wjested dyfthet@URMPEMat i on, a user
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above, and the M5 spigs iR dreéf@bdifiéht orEeeinveatidhethe yidterdlis idt Basedr 20.
A speech | tc?nmrédsueas\{?g'ralar?tbtlygeamngngégrﬂgﬁtd of talk spurts such as is used in conven-
tional PMR systems, i.e. TETRA. Rather, to provide faster operation, a user
20 will start the transmitting talkspurts without a talkspurt grant from the system,
but in case of clash of multiple talkers (or other problems) the right to transmit
will be withdrawn.
With the implicit signaling approach mentioned above each user
can try to speak to the selected group whenever he wants. Referring to an ex-
25 ample of Fig. 8, when the user of the MS pushes the PTT, the uplink re-
sources are reserved as described above, and the MS sends a leader RTP
packet to the G-UPF 21 via U-UPF 20. A speech item is available and granted
to the MS. At the same time, timers which are to be described below are initial-
ized. The leader RTP packet is forwarded to all the receiving active members
30 of the group via their respective U-UPFs, in order to indicate the current
speaker's identity to all the receiving active members of the group each time
an active member gets the speech item and starts to talk to the group. This
leader packet uses a special payload type for embedded control signaling as
well as the RTP payload, to carry information about the sender's identity
35 (mnemonic, number, etc.), and an SSRC value that will be used to recognize
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every one-to-one call indicates the caller in a one-to-one call, and the same

value is used in that call for both the caller and the called party.

The user's traffic forwarded by his U-UPF 20 is then identified by

the |P address of the G-UPF 23 that is handling the group to which the traffic

25 is destined, and the specific port number that the G-UPF 23 has allocated for

the traffic of that group.

Talkspurt timers in Input Filtering

Traffic in a group, as seen by the users, consists of talkspurts (i.e.

speech items) of more or less continuous speech coming from a specific user.

30 The U-UPFs 20 and G-UPFs 21, however, receive packets of speech, and
multiple users may try to speak simultaneously in the same group. To ensure

that speech from the current speaker in the group is not interrupted or inter-.
fered with by packets from other users, the G-UPF 21 implements a talkspurt
continuity timer for each active group. In addition to the timer, the identity of

35 the currently talking user is stored. ,
In a typical talkspurt, while the user is pressing PTT, his speech

codec is generating speech packets (frames) and these are being sent at
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there is notlr?wterr]%vrou?g %a e({ s, 60 s, even more. The timer is started at the first packet,
when the user becomes the current talker. At the expiry of the timer the talk-
spurt of the current speaker will be stopped, even if there is no other speaker.
To be able to talk again, he will need to release the PTT and push it again. A
25 special embedded RTP signaling packet is sent by the G-UPF to the MS in or-
der to stop the sending.
It is possible to implement the talkspurt maximum timer either in the
U-UPF 20 and in the G-UPF 21 or in both, but the result is not the same in the
two cases. A timer in the U-UPF 20 implements a user specific maximum talk-
30 spurt duration, a timer in the G-UPF 21 implements a group specific maximum
talkspurt duration. Either of these can be useful, even both. The architecture
supports both
Fig. 9 is a flow diagram illustrating the talkspurt timer process in the
G-UPF 21. The talkgroup continuity timer and the talkspurt maximum timer are
35 started when a speech item is granted to a user, step 90. In step 91, it is
checked whether a new packet has been received from the user. If not, it is
checked whether the continuity timer has expired (step 92). If the continuity
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sendi ngzo f faiker. fri cise , a speec |tem rom Bruontlzed Gser will cauSe senda ing of
a stop transmitting command to the previous talker, restarting of the talkspurt
timers and granting the speech item to the new talker. It is assumed that inter-
rupting priority is only used temporarily, on demand or in special cases. There-
fore, the number of users with interrupting priority per group does not have to
25 be large (assumption = 1).
In the preferred embodiment of the invention, the command to stop
transmitting is achieved by the use of an RTP packet using a special payload.
A parameter field in this packet may indicate the reason for command. These
-packets shall pass through any filtering processes unhindered. An MS receiv-
30 ing the command to stop transmitting immediately stops transmitting voice
packets and return to the receive state, as if the PTT were no longer pressed.
The user will start to hear any incoming voice traffic even if he holds the PTT
pressed. To start transmitting again, the user must first release the PTT and
press it again. The command to stop transmitting is either generated or routed
35 via the U-UPF 20.
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20 are involved in the same PoC communication, their work is controlled and co-
ordinated by the PoC CPS 11 (the G-CPF 23 or U-CPF 22) that is handling the
corresponding SIP session.

It is an object of the invention that the PoC approach is scalable to
millions of users and at least hundreds of thousands of groups. To provide a

25 scalable PMR solution a specific addressing model has been planned. The
principal aim of this model is to implement the complex mapping between the
bridges, the users and their traffics using the strictly needed amount of IP ad-
dresses and port numbers and preferring static allocations (where possible) in
order to reduce the amount of information to be exchanged between the net-

30 work entities.

The IP/UDP/RTP protocol stack is commonly used in the VolP
world for real-time audio data transmission, and thus it is selected for the user
plane in the preferred embodiment of the invention as well.

In particular it is assumed that at least in the users' terminals the

35 IPv6 is implemented, while in some core network entities it could be required
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' NG exgfm | ﬁ%)U—CPF the port number assigned by his U-UPF to the group's traffic. And
at the same time the U-CPF 22 and the G-CPF 23 set the proper mappings
between the user's U-UPF 20 and the group's G-UPF 21. More specifically,
the U-UPF 20 gets the port number that the G-UPF 21 has assigned to the
group's traffic.
25 A U-UPF 20 identifies incoming one-to-one traffic by the specific
port number it has allocated for all one-to-one communications and the SSRC
value assigned by the U-UPF 20 of the caller to the one-to-one call during its
establishment. In order to avoid the negotiation of dynamic port numbers be-
tween the MSs and the U-UPFs 20, a static port number shall be used in all
30 the MSs and U-UPFs ("102" in the following examples).
With the "split bridge" model described above it may happen that in
the downlink a G-UPF 21 has to forward the incoming group traffic to sepa-
rated U-UPFs 20. For that kind of communications, as well as for communica-
tions from a U-UPF 20 to G-UPF 21, port numbers assigned for each group
35 areused.

in order to better describe how group calls are managed on the user
plane, an example will now be illustrated. The current group's speaker sends
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Let us now assume that the MS1 sends an audio packet 1 with a
destination IP address 1.0.0.1 and a destination port 700. Consequently, the
audio packet 1 is routed to the port 700 in the U-UPF 1. The port 700 has
been allocated to the group G1, and therefore the U-UPF 1 multiplies the

25 packet to all its users belonging to the group G1. In this case the audio packet
4 is sent to the MS4. The port 700 in the U-UPF 1 has also a Forward function
to the IP address 1.0.0.2 and the port 500. Therefore, the U-UPF 1 sends a
replica of the audio packet 1, i.e. the audio packet 2, to this destination. As a
consequence, the audio packet 2 is routed to the port 500 in the G-UPF 2. The

30 port 500 has been allocated to group G1, and therefore the U-UPF 2 multiplies
the packet to all its users belonging to the group G1. In this case the audio
packets are sent to the mobile stations MS2 and MS3.

The port 500 in the G-UPF 2 has also a Forward function to the IP
address 1.0.0.1 and the port 700. Therefore, the G-UPF 2 sends a replica of

35 the audio packet 2 to this destination. As a consequence, the audio packet is
routed to the port 700 in the U-UPF 1.



the one-to-one ports and the group traffic ports shown in Fig. 11. The
U-UPF 1 has been assigned to the Mbile stations M5l and {MSACTT2085 U- UPF 2
has beeRrygesogtegd to the Mobile stations M52 and MS3. TheciFlodaesangs to
groups GL and &, the MS2 belongs to group Gl, the MS3 bel ongs to groups

20 Gl and G3, and the M54 belongs to groups GL and &. Let us now assune
that the MS1 sends an audi o packet 1 w3t a destination IP address 1.0.0.1
and a deStld\EaﬁtlJ onwp U 700. Consequently, the audio packet 1 is routed to
the port 7 MEESL- UPF 1. The port 700 has been allocated to the group
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20 network, and it greatly reduces the complexity of implementation of group
communication services.
The core issue of group communication.is how to deliver the com-
munication to group members in an efficient manner in a mobile radio system.
These systems may range in size from very small (from one base station) to
25 nation-wide (thousands of base stations). Likewise the groups may be of dif-
ferent, even varying sizes. Even more difficult, the geographical distribution of
a group can be anything from very local to nation-wide, and vary according to
the circumstances. In other words, the problem in hand is how to deliver the
group traffic to each group member reliably regardless of the location of the
30 member and the distribution of the members.
Traditional radio systems were small and groups usually local.
“Therefore the obvious solution was to use one transmission per base station
for each group active in a specific area. The transmission was identified by a
group address (multicast). The prior art approach involves many problems in a
35 large communications system. Firstly, when a group call is made, the system
needs to know which base stations to use for the call. Thus the system needs
to implement a separate mobility management subsystem to keep track of the
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char actgri zRdr&ssifg 'an@NtheSbase Mbbllifie Marigemearityof the system, group traffic
becomes as reliable as individual traffic.
- It can be argued that using individual delivery is more resource con-
suming than muilticast delivery. This certainly was true in traditional PMR sys-
tems which were based on a large cell size; therefore a significant number of

25 group members could be located within the range of a single base station. In
modern cellular networks the use of large cells is inefficient from point of view
of the frequency utilization, smaller and smaller celis are being deployed and
therefore the probability of group members being located in the same cell is
decreasing.

30 It should be noted that the basic architecture of the invention can
also use some multicasting mechanism for audio data distribution, but that
would require muticasting functionalities at the RAN with the above problems.
Anyway, in this case it may be still reasonable to support both unicast (multi-
unicast) and multicast distribution techniques in order to get benefit of unicast-

35 ing where it is more efficient, for example when few members of a group have
to be served at a site, or where multicasting is eventually not supported.
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the group traffic according to his current scanning settings (in the case the U-
UPF serves more than one user). Sent traffic is normally the traffic from the
currently listened group, but occasionally could be an overriding traffic stream.
In order to ensure conversation continuity (i.e. to ensure that a lis-

25 tener receives a coherent series of transmissions), a specific timer is provided
in the U-UPF 20. The function of this timer is to keep the user receiving con-
secutive talkspurts in the same group (or individual call) unless there is a
pause longer than a certain timeout in the conversation. Here we are talking
about typical values between 2 and 15 seconds.

30 In principle this means that the scanning process shall lock to the
received group after each packet, for the duration of this timer. Timer is lo-
cated in U-UPF and timer values are preferably group specific. It is also advis-

- able to use a different timeout for group and individual traffic. However, when
higher priority traffic than the currently listened stream addressed to user ar-

35 rives in U-UPF, higher priority stream overrides lower priority traffic immedi-
ately and the conversation continuity timer has no effect.
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user. OQther ar-
One-to-One call management

An example of one-to-one call management is now described with

reference to Fig. 15. A static port number is allocated into each U-UPF 20 for
25 one-to-one traffic (such as the port 102 in Fig. 11).

If a user wants to establish a one-to-one communication, he pushes
the PTT in his terminal MS1. The MS1 has just to send a leader packet con-
taining his identity information (number or name) to his U-UPF1 using the spe-
cific "one-to-one" port number 102. This special leader packet is identified as

30 such by the use of a specific RTP payload designated for this purpose. In ad-
dition to the identity of the called party (MS2), the leader packet may contain
other relevant information.

Firstly, the caller's U-UPF1 assigns an SSRC value to be used by
both participants in this one-to-one call. For reaching the called party and for

35 performing the necessary rights checks, user's U-UPF1 is now contacted. It in
turn contacts the SGMF for obtaining the called party's U-CPF2 address, for
rights checking and for defining the correct form for caller's name representa-
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communication to the U-UPF. It is also possible to employ a continuity moni-

toring as described with respect to Fig.9.

Let us now consider examples of some special signaling cases
25  which may occur in one-to-one communication.

The called party may simultaneously receive traffic in a group. Be-
cause of the limited bandwidth of the downlink, it is not advisable to forward
multiple voice streams to the same mobile station MS (unless it is known that
there is enough bandwidth to support reception of multiple streams). There-

30 fore, in one-to-one traffic in the downlink is routed through the same scanning
process in the called user's U-UPF 20, as applies to the group traffic. This en-
sures that each MS is only being sent one voice stream at a time.

Similarly, the same called party may receive more than one one-to-
one call to the same called party at the same time. Therefore, the called

35 party's U-UPF shall detect if there is a one-to-one voice transfer ongoing to an
MS, and prevent any simultaneous one-to-one streams to the same MS. This
is preferably handled with the same process that prevents multiple talkers in a



tion. The information is returned to caller's U CPFl. Now, U—CPF2 of the
.called party is contacted using SIP invite re- 5 quest. Uaﬁ

cal |l ed pavOy2/6ssaslls a nessage to U-UPF2 of the called par ?QTWQ‘)W?H n turn
sends a | eader packet to MsS2 for checking its ability to re- ceive
one-to-one call. Also an acknow edgene Is sent to U CPF2 of the <called
party; which in turn returns a SIP OK sage to U-CPFl of the caller.
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network.

SECURITY

It is a requirement that the users should be able to rely, up to a rea-
sonable level, on the identifications (group, talking party e.g.) provided by the
25 system. The users should be able to rely, up to a reasonable level, that the
contents of the received data have not been tampered with. The reasonable
level corresponds to what is provided by public, circuit switched telephone
networks.
Two principal approaches have been identified to satisfy this re-
30 quirement: 1) relying on the security provided by the RAN and the security
provided by the IP network between the RAN and the CPS 11 or the bridge 10;
and 2) using the Security Architecture for IP (IPSec) authentication between
the user equipment (the MS) and the CPS 11 or the bridge 10.
Relying on the security of both the underlying RAN and the IP net-
35 work means specifically that 1) the CPS 11 and the bridge 10 check the iden-
tity of the transmitting user by looking at the source IP address; therefore the
network prevents spoofing the source IP address; 2) an MS checks the identity



39 group (the incomng traffic in the one-to-one port is filtered
according to the recognized SSRCs). Failing of the one-to{gngtTajgs setup

can depengoaioetdy di fferent reasons, in which cases the g@f/kfRbos1s UPF
receives a negative (enbedded 5 RTP signaling) acknow edgenent from call ed

party's U-UPF, which is for warded to M51l. An exanple of this is that the
t he scanning process of M52 is forwardd@Gg higher priority traffic. Another
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i s perfornme@ep E‘I&ﬁ@ra ot?\,\%ﬁﬁ@ thﬁi?t'%&WBﬁh gﬁgsth?zﬂqggﬁfﬁm E{saﬁeWand
c) maxi num1‘abhdmhe1brldgea0 s observed (either one of the call participants
ted f t { t
5 prevepted {1 om L AUTGAGH %A b oS R0 el Libol 50|
is a requi risgdhe IPSac Autkenticationdteadars AH thetween the MS apdtits H-U%é%onabl e
25" cyst om | ) NS (&7 @A roBHBUPnat A BB pAla @rﬂ%as'aﬁ%%we%eﬁ“ve hat
the ~cont entBF 20 h@éﬁ@é‘@l'@'@ﬂ%@t%@hﬁ% @nqﬁddPﬁaw@e@hawmﬁ caméhen
ot Tohod Tel earanes el gL "%Pa“&‘at'f‘%wﬁégﬁq“e?”%?“@' "a‘;%ﬁ%ém i ed
to sati®fy this re-1H§ YANIERER it a ows he gy 'Q“SQEEF\ 081 YR&D) by
tﬂesﬁlgl ﬁdﬂm}o: ns&mgmg wn tpriheiREC sbvide eAftét thetlpgion, mmechhmdﬁﬁ&?nd b
t he rit t or
(I'Psscy aut fathpPdacts AHELER ued B o @?E%ﬁgfaéﬁpewgﬁﬁg tpytherfisUR 36, Mg 11
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check the i |nsg é; e source |IP
addr ess?0 t ngaélmﬁcé(%sﬁgom the proxy to the MS, which allows the MS to verify the origin

and the integrity of the packets. In this manner, the security becomes a matter
of trust between the MS and the proxy.

In other words, each MS subscribing to the PoC service has a two-
way Security Association (SA) with its U-UPF 20. A complete working setup

25  will require in addition: 1) A means to set up and manage the security associa-
tions (Internet Key Exchange, IKE); 2) A means to verify the public keys with a
trusted source; and 3) A means to generate and distribute the public and pri-
vate keys (Internet Security Association and Key Management Protocol,
ISAKMP).

30 Even if this mechanism may look complicated, it uses standard and
readily available solutions. If the IPSec authentication is taken into use later, it
can be taken into use gradually by installing it in one U-UPF 20, which will be
used to serve users with IPSec only. In other words, it is possible to support
both authenticating and non-authenticating MSs and proxies.



networ k prevents spoofing the source |IP address; 2) an M5 checks the
_identity 1 7 OCT 2005 WD 02/085051 PCT/FI02/00313 40 of ¥h&CTr@Menitting
CPS 11 orWORY085ldge 10; therefore the network prevents SpEEHI¥Y3Bhe
source | P address; 3) and the underlying network does not easily allow
tanpering with the contents of the packﬂs. The majority of users do not
require extrenme security. Usually a sat-'5 isfactory level is achieved by
air interfegm;rgr)@ibnpti on in the RAN and prevent- ing outside access to the
traffic in the IP network. If necessary, the security of the |IP network
can be inproved by lLisiaequiemerddbabeperilic users brabls o useengderend@mi s
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“bridge 10). an optiop, the architectur, cording to the invention
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bot h aut henticating and non-authenticating Mss and proxies. 17 OCT 2005 WO
02/ 085051 PCT/ F102/ 00313 41 Encryption It is a requirenent that specific
users be able to use end-to-end en cryption. As a sinpleréftt Lnative,
two- | eg end-to-bridge-to-end encryption should be considere®CTh®Tuse this
greatly sinplifies key managenent. 5 Fqé users with higher encryption
requirenenkﬁééﬁgg what is provided by r interface encryption of the
under | yi ng k, 1PSec Encapsul ating Se- curity Payl oad (ESP) can be
used to provide confidentiality (encryption) be- tween the M5 and the
bridge. This, of course, requires that the IPSec is in use. 10 For

i nstance, Msl1 will ledcmgthod far paskebengdergroup voiseccomaiinationdn a sending to

t he proxy. L W | r A C and then encrypt them again
for forwar &Bﬁﬁn%%ﬁ%?k?tgﬁgrcéﬁ%kg%aﬁ%oégbgﬁg same | evel of se- curity to
the usens as does gigvitl uprnrblhieatiomisbRasE entity wieihdividud! -

communi cating parties to share keys. Therefore, the usual key managenent

15 probl ensirassescebgreypvinembentiof 8 05k EARMUYNICHIOTUBONS: exist in this
model . In the F”Op%?séitir{rgégﬁ'indi&iBﬁg@B@g?!@cﬁ@E@iﬁﬁ?Pﬁn e%%hggsap%e‘?nbéﬁ onl y

security critical conporents 1n eretore, r-users wth very
hi gh secur itbysaicgroupecamiriinicationi sEvich entibalsy eansofioutharid sigaplivigit e user
proxi es and bridges on secure prem.ses, under the control of th ser

G oup. 20 The descrStaRingr shSeH fMdn Sakaropp dyesending aeadarnackebs t ne

Il nven- {4 O ' ' L BORY kHidt | es, but
It may 1?ar ;b m%gﬁ?@n”ﬁgbg@gﬁgmﬁﬁfﬁi ri tsg o'ltf Eg?da pghg’r&%ﬁ\g%gsl %é’é@ 7 OCT
2005 42 CLAIrhEp tommurichtion Servigemehtity avedsaigrindividual bgicadconnectian,on in a

comuni cat | HTIBROPEBRCKRYEBPIINE theleiERE pPlne reBPBLb i SRMBPERbee nber s
of a group comuni caid BPoul EStAMUHIGRIoN ErABe ity sithiti) Fedith) seignnect i on

from each group nmenmber =~ to said group communicat’ion service entity by nmeans
of out band stagedispageh itemmaor iihgrantingdbe istarteshspeechaitemde sajsl dye geouti ng a

lngﬁgg s%tag K@épﬁ)%r%%%ﬂﬁ&diir{b g‘aiaﬁgédérrpaafcfkief aﬁcti %Eggé&ureonmv%f]cee Sgcksé?si |Or|| group
said user traffic stream individually to each receiving one of said group mem-
bers in said group on the basis of said individual addresses.
2. A method according to claim 1, comprising the further steps of
allocating an uplink bearer for said one group member in an air in-
20 terface of said communications system prior to said one group member sends
said leader packet and prior to said granting of said speech item, and
allocating a downlink bearer in an air interface for each receiving
group member in response to receiving a leader packet forwarded by said
group communication service entity and addressed to said respective group
25 member, said leader packet being embedded to a user traffic stream..

3. A method of managing speech items in a communications sys-
tem having a packet mode group voice communication feature, comprising the
steps of

granting a speech item to one group member of said group com-

30 munication group,

setting a first timer to measure a predetermined idle period in re-

sponse to said granting,



group communi cation service entity over said individual |ogical connection,
each | eader packet containing the identifier of the respective group
menber, said group comunication service entity either i) rejekfitty 2085d
started speech item or ii) granting the started speech itemto said one
group 15 nenber and forwarding said | eader packet and subsequent voice

packets in said user traffic streamindiVvidually to each receiving one of

said group mem ber€s¢ting said @'ﬁgﬁ‘ﬁ‘eéﬁaf: "lfa@iVQ}/c@fp%cgﬁeg'ﬁ '??&PVFQJ&%"

addr esses. giq éng%tfgﬁﬁi @Q,E,gr,qgmepg claim1, conprising the further steps
n

of allocating an upli earer for said one group menber in an air in- 20
terface of said coremdingsaidgrantegsspeechriies iftsaidstitsy times expised indieating sends

id|ead ket i R i d ' i i d
o1 ocat 1 ng taRCEA PradeteBhingl inf Bédy H5€ RlbpRPa tord 3t GRRRRE o O 12T, o,
menber isn rreeestitieof & voregaokedfran! ssidonerfroligimémbepr ded by said group
conmuni cation service enti ta;gand addressed to said respective grou 5

2
nenber, sai d | eaded. padiedhodhacerydinveteddaim Boc%rngﬂéingtthgfume@te@@ﬁ\p. 3. A
oo o . it . O- .
ggckgt ?md(ram gfghggveo”ﬁlciigd %%'%ﬁ?ﬁﬁ%éé’ﬁ%eﬁ%ﬁ elal%nui if?Hg%ﬁﬁpwﬁ@%ﬁ EfeﬂieE s({ Qgsaof

granting a tineaes dlapyed fromrthegrantingrenber of said group com 30 nunication
group, setting a first tiner to neasure a gredete,r_m' ned idle period in re-
sponse to said grarkifhEethodaegardingiio claim gceemprisigadhe futherssteps ger each
time a \oice packetg | ' ' i lt%fgp&r_s,

endi ng 1\sbai d grant ecfaléébgégﬁ?qgﬁélrﬁsgasl ?argtgﬁ?lfgnaec?ééﬁsglpg?i)n I'cating

that said mningetpayloackih odiee tepandicate s ent ap seddingom sai d granting or from

| ast 5 reception of voi ce packet from said one graqup nepber. 4. met hod
ncoor ding to cl ai mending Rk sfeRE e I ashanse F2 fe NG s gt RgckPhnt eq
speech itemif a ngxiAdEh@YSQ¥RM Rﬁrqrmdﬁgabé%thﬁéd@b&ﬁﬁ?d fromthe

granting. 5. A net hdd according to claim 3, conprising the further steps of
10 sai d onecammupioation sergea fior ancomanunicatignsksystemysaigd seryereaystam- ni ned

Pay | 0oy ShBalS A OLP TRy e S b oS e d SRRGRD e
provi di ng asdidgkslip s@&er eirthsr comprising
means for storing individual addresses of group members in at least
one group communication group,
means for receiving voice packets from said group members, each
20 received voice packet containing information identifying the communication
group which the respective packet is addressed to,
means for granting a speech item to one group member per a
communication group in turn,
means for unicasting each voice packet received from said group
25 member having a speech item in a group communication group separately to
each receiving member in said respective group communication group on the
basis of said individual addresses.
7. A server system according to claim 6, wherein said information
identifying the communication group identify a port assigned to said group in
30 said group server.
8. A server system according to claim 6, further comprising



communi cation service for a comunications system said server system 15
conprising a group server provided on top of said conmunicati & m
said group server further conprising nmeans for storing indivi S[EP addtesses
of group menbers in at | east one group comuni cation group, neans for
recei ving voi ce packets fromsaid group%{renbers, each 20 received voice

ket tai ni ng inf tion_ identifyi h i cat | whi ch
Phe respect| ve pacReial oSG SafverGrovided ORGP S eait meh e cofdifct em t o
one group HRRBRY sk, shid eawp\rptg&ers%tdg%rqépb@n' RedpBrsiblEdaNSontedl plaecast i ng

each voi ce packét received m said group = 25 nmenber having a speech item
in a group namgamentofdhe group compaunications: ip salhgrPUPIIVOl-ng nenber in said

respective group c ' ' r : [ . sal.d | ndi vidual
cddresses. 7 A soly B uTa uiHteRL S Ao ud S vttt s ddse?

I nf or magi Orgramﬂ@éisgﬁéﬁlgitbhﬁftﬂmbhmiségn group identify a port assigned
to said group in 30 said group server. 8. A server systemaccording to

claim6, further cénistdmefraspensive tosaid grantingdq starhmrasisemgntet der
provi ded o r&&’é’te%i 'iﬂ!aenp .iéc?frﬁﬁ{r%%iai Qntmg?”s system said call processing

server being responsi or tcon ane “'managenent of the group
comuni cati ons i n saeahgforuesettingesaid firstAinsarasmh time taevoiee packiétrig ré-o cl ai m

6, wherein said peans.for 5 granti speech item further. conprises a
first timorceNeSEnmSid opeiplP Femberaaviho Sok arapisd SPermlier o
predet epm ned i dl e Reshdfbrl éﬁd‘ihg%'aih §laiiéd SPeedPRdl if 84id'RsEirhéngx-sai d

first timer each time a voice packet is re- ceived fromsaid one group
menber havipitgssadidating thaisait pradetemeined idle pesiod asrelapsedifosnsaidgr ant ed

speech itemif,said first tinmer ex- pires.indicating that said

pr edet er mi rRSNHIRG 8r from @W 'ﬁﬁg%gpﬁﬁg%ﬁ%?r\’&ﬁes%?%& E{Pﬁh??ﬁgor}ﬁg”roﬂ"@m the | ast
reception qfembépl ce packet from said one group nenber. 10. A server
system according to claim8, said systemfurther com 15 prising neans for
est abl i shi ng an i ndiQ/iAdsenver aystern acapnaiagtto shaim &raaid syistgmfusthes eper t o

col O RIS e TOE BBl B IBE i CBRbEb Pt R = ¢
member to said group server by means of outband signaling carried out be-
tween said call processing server and each group member.
11. A server system according to any one of claims 6 to 10, wherein
said means for granting a speech item further comprises
20 means for receiving a leader packet starting a speech item in said
group from one of said group members to said group server, said leader
packet containing identifier of the respective group member and being embed-
ded in a user traffic stream,
means for either i) rejecting said started speech item, or ii) granting
25 said started speech item to said one group member and forwarding said
leader packet and subsequent voice packets of said user traffic stream indi-
vidually to each receiving one of said other members in said group on the ba-
sis of said individual addresses.
12. A server system according to any one of claims 6 to 11, wherein
30 said packets are real time transport (RTP) packets.
13. A server system according to claim 6, further comprising a
group management server providing a user interface for a remote creation and

management of group communications group in said server system.



11. A server systemaccording to any one of clains 6 to 10, wherein said

means for granting a speech itemfurther conprises 20 neans for receiving a

| eader packet starting a speech itemin said group fromone pf gHf 2qogroup

menbers to said group server, said | eader packet containing identi r of

the respective group nenber and being e‘{g)ed- ded in a user traffic stream
e

nmeans for either i) ,rejectin ai d star. speech, item. or .il ranting 25
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indi- vidually to each receiving one of said other nenbers in said group on

the ba- si gioofProtaasl (WAR) teganolagigsesses. 12. A server system according to

any one of clains t | Sal |y Ll nsport
(Rie) “packets.  13. R Serayep! S RocdfG ol RRf & Mhdteh S48 aroud SelveP el
a group naghagertenhested\tersaid osmeuricationsartetwotieby andnfeonetsProtossi ¢IR)r eat i on

and nmanagenent of group comruni cations group in said server system
i 70CT200 4Dased netwd¢ver system according to clai m 13, wherein said user

nter Tace i s basedeon aganty it MPEkliNhe s kel WAl R MRl A

Applica- tion Protoco ech gl es. server~system according to
claim 6, woatiensesvice fgraapmemrnieations system; said senartsydtero ceaiptising

conmmuni cati ons net wor k an. | nternet Protocgl (I based network. 16. A
server system for g!ﬁﬂ%%ﬂ&&ﬁ%@'ﬂé@tcm@nﬁﬁgﬁ’bg‘@g’i’r‘?ﬁﬁrﬁ”ﬁ%quv "dervice for
a Com“‘l'a'”fr?rb%@f)éé‘iﬁ&%%rﬁ@hi@aﬁ&ﬁé’ﬁfnc%ﬁé B¢ AR GrSup BomphuriSation eee i rst

group co nication network entity provi ding 1o group specific
communi cat iveork enditycfurthes cospriginid r st group communi cation net- work entity

bers in at Teast one gr odpiagemeny slega Bl Bl BeRes ST Bl L0 o
packets from said @epsih BERastEondgisup @@ﬁhdrﬂ%iohﬁpldﬁj ce packet containing
information identifying the communication group ich the respective

packet is addressed to, meeans fasreepivingivieireapag@ss from saidigioun&houp
menmber per  communiical | OXOf QR el Vdidd Backet containing information identifying

the communication group which the respective packet is addressed
to,

means for granting a speech item to one group member per
communication group in turn,

20 means for unicasting each voice packet received from said
group member having a speech item in a group communication
group separately to each receiving member in said respective group
communication on the basis of said individual addresses,
at least one second user communication network entity providing

25 user-specific communications functions for at least one user, whereby any

group related communication from a user managed by said second user net-
work entity being routed first to said second user network entity and then for-
warded to an appropriate first group network entity, and any unicast voice
packet from said at least one first group network entiy being routed first to said

30 second user network entity prior to sending the voice packet to the respective

user.
17. A server system according to claim 16, wherein said means for
unicasting in said first group network entity comprises means for unicasting



20 neans for unicasting each voice packet received fromsaid group nmenber
havi ng a speech itemin a group comruni cation group separately to each.
recei ving menber in said respective group communication on tA& B@Eiogsof
sai d individual addresses, at |east one second user comuni cation network
entity providing 25 user-specific co i cations functions for at |east

one user, wheyreby an roup related .co nication froma user .nmanaged by
sai d secon@?ﬁéé’PY%eQa-/cKﬁgfﬁcﬁYﬁqe%@"b%q' @rg%{rbednt?qrﬂng@%assae&c étt?ghﬁ‘guser
net wor k en?l %{}suar&%rﬁrhemcbﬁbn ngg@épé@t@V G BREIRBEEGHE U SétwaHOBAitYet Wor K

entity, and any unicast voic€ packet fromsaid at |east one first group
net wor k entsewihgahlpasbonediser whicht is asgriotip3oembes irisaidaespectivergrovpt i ty

prior to sending the voice, packet.to the re i . e rver

system acc@?&hﬁ%cPagé’lsngF ,rﬁmiqyeﬁﬂngzﬂr@nﬁggﬁé #@F'p&ﬁﬁ%é@iﬁq %%'ﬁ% sai d
first gsougomn@icHgroupthembet &ardehRiSthBRIte Hadket td Grastdspective’ usérs. 2005 46
each voi ce packet received fromsaid group nenber having a speech itemin

,oup ! ]
a group communi cat il8nAgsesupr sygtemaacsoiding te slaimsiécomti’ WakerelbsaNgdiM- entity

8
sach second TERIorrBBpHRHe R EniriindoRER ol RT3 bf SAGRAFD 18 0L 0LE:

5 for eachgiowyin saidigpoupsdnaeend the voi ce packet to the respective users.
18. A server systemaccording to claim16 or 17, wherein said in-, formation

g 1 .
i denti fying the corfufl RefWoskuBit ffpmPaRAINGSPegCh demsie? GABINYNICRLIANE  gr oup
in said,gr e H{m' FpRRing. 2
com"runﬂgat %ggtseﬁifég@gs%éﬁ?lﬁéat\?ﬁ %%@gkop%%%é% e 3‘? gﬂﬂy‘vﬁﬁg%m I(?'gt I on
feature, conpri si ngnearesafos staringsindividuzl iaddresses aif gaolap exesplkensfingt oup
menbers in at .| east oneoéa%ﬁgic%mmni cation group, neans for receiving

voi ce packd®2StAnGOLPE ABE&QUP.each received voi ce packet

cont ai ni ng i nf or matsh&ihd fRREESVINEI OIS PSEKER ftoRPEAIBYrodP nSErAbErsavaeR t he
respective packet is addressed t0, neans for granting a speech itemto one

group menbeecgived yoiceqpanket cantaining infapmation identifyingthe eammunicationi ng each
o e ol e PR Y plBREg e 19 2 speech temin 2
; 33 ngg Ie \S/e group CQoREaMms fordrantiny 8'éPeeoth itbm tohese §rotip Mahtbdripére dual
communication group in turn,
means for unicasting each voice packet received from said group
member having a speech item in a group communication group separately to
20 each receiving member in said respective group communication group on the
basis of said individual addresses.
20. A network unit according to claim 19, wherein said means for
receiving are arranged to receive voice packets from a group member via a
user communication entity providing user-specific services for that group
25 member,
means for unicasting are arranged to unicast voice packets sepa-
rately to each receiving member via a user communication entity providing
user-specific services for that group member.
21. A network unit according to claim 19 or 20, comprising
30 means for granting a speech item to one group member in group
communication group at time,
a first timer means responsive to said granting for starting to meas-

ure a predetermined idle period from said granting,



20. A network unit according to claim 19, wherein said neans for receiving
are arranged to receive voi ce packets froma group nenber vi f’ ser
comuni cation entity providing user-specific services for thgt QpiuﬁmQS
menber, means for unicasting are arranged to uni cast voice packets sepa-
rately to each receiving nenber via a usgr conmunication entity providing

user-specific services for th roup. nember. 21. A network unjt accordi ng
Lo clarm 19 or 20, MRS 08 rorpttnd RelrSr UPoLpach e 4 vek8martelissft o one
group menbepied fﬁgd-glgg,id 6RETBARERAGORD rAEMMBrAL tine, a first tinmer nmeans

responsive to said granting for Starting to neas- ure a predetermned idle
period from sai d gmgansifgr endingsaid arased speaeaitent, o said Siesttimey &ai d fi r st

timer each tine ' i Cej . [ sal.d group
rember o, malRS tppicifh 36l bregBorfuisd KiC pRBY nRR s fiorT R {1 Y .
pi res i pdi erantiry dhrdmsabirepeptien of aivorm palket hom saidrate gloupsadnibeem sai d
5 granting or fromlast reception of a voice packet fromsaid one group
menber. 22. A net ®8r R nBIMOris R AgrergindbtoaRy one obelaimailfstody , mhresein
wherein saj Lty D bl lcation system 23. A
net wor k un?;tafha@%%lﬁﬁgﬂ?%bggépg)ﬁg%@fcdgf\g@m& @H{?gg@ﬁﬁ wherein said network
unit is connected 23. panetwookramnibiacediding tonatywond obglaims 119 ter22; twhetein

Protocol (1P). based network 24. A subscriber equipnent for, conmuni cations
oyt em hav SR BOWATK DIt T6ABNES180 40 SAILOBBIRFAIORE Metwatk by 88 Intema)

subscri ger Fergwdampz ba%@HWeit\ﬁbmg nmechani sms for packet data communication
over a conmuni catl ons system a group conmuni cation application on top
of sai d nmechani sns,24. fasubsopiber equiporert for cammunizationasysteon hagingtd i shing a

oo Dl SRR e R SRR YRR PSP BT B BRL £ o

sai d group ,'g:ations server. 25. A subscriber equipnent according to

claim24, further comprising said application is a Voice over |P (VolP)
appl i cation. mechanisms for packet data communication over a communications

15  system,
a group communication application on top of said mechanisms,
said application having first means for establishing a logical packet
connection to a group communication server,
said application having second means for sending and receiving
20 voice packets to and from said group communications server.
25. A subscriber equipment according to claim 24, further com-
prising
said application is a Voice over IP (VolP) application.
26. A subscriber equipment according to claim 24 or 25, further
25 comprising
a push-to-talk means,
means for, reactive to activation of said push-to-talk means by a
user, sending a leader packet followed by voice packets in a user traffic
stream to said group communication server over said logical connection and
30 thereby starting a speech item.
27. A subscriber equipment for communications system having a
packet mode group voice communication service, said subscriber equipment
comprising



26. A subscriber equi pnment according to claim24 or 25, further 25
conprising a push-to-tal k neans, neans for, reactive to actjvation of. said
push-to-tal k means by a user, sending a | eader packet fol | bRe€Topaigoi ce
packets in a user traffic streamto said group comrunication server over
said | ogi cal connection and 30 thereby48'starti ng a speech item 27. A
subscri ber equi pnent_for, co ni cati ons system having a packet node group
voi ce communi cati off @@?Vﬁoét@m%giaassubscri ber equi pnent conprising 1 7 OCT

2005 48 a push-t 0- hiddnhgTPEsonsiRASactivaEmP B8 biie fushaetialieineans by sai d
push-to-tal k nmeans by a wuser, for sending a | eader packet followed by

voi ce packeser,ifar sending a leader packat fellawachby ¥pige praskptscipmusedialfien service
dth b t ' N | ' di
6 any. one Eo! g fila B85 SoBmiibofifl sétice s FRFELP Slarfity's BEEGEN FCCOT Al 1O

recei vi gg aamy.ndi cation that a speech itemis not granted to the user from

said group communi cation service after sendin 1lo said | e?der {:ket,
st ops sendi ng f urt %8 Apsilrearibesgguipnepi a@?@"@%@&ﬁnw@ﬁmof& Q'ﬂﬁu%ﬁ % he

push-to-tal PRASH 'D%ala-'- activated. 29. A subscriber equi pnent accordi ng
to any one éc?f clai r#s 4’1%"1(1)é 28, further conprising said third neans, which,

reactive to deacti watans, reSponside tqrexdeiting aalikdinetion that a $peashdtemds ops t he

cui prrent A5 Brantag 1 SraAgeLRTLAIK BlphR oo calb e Al senilE ' "

reactivg t cgatﬁcfree%r&jieg ?%‘E‘S?‘ gmgéﬁéiﬂﬁﬂ:ﬁ%rb@bke@%s@?s tﬁ@@géé@{ iterhor

sending a trail a user traffic streamto said group
comruni cat iaithosigh\the puahdoitakrabans tsogiili anjivated. speech item 20 31. A

o o . il Ll . Lem en Sl A
oception of a vor 2ok shbstrtbrshulario duerfE i oy Sheier fhiaf €214 " 1.
group CONMYY GakhécdhpHEng bR thidNAbass Sahieh| Radtve RRa6attivalidn ohsaid

subscri ber equl pnent accorgi ng to claim?28, wherein said in- dication is
the recept ipusheto-tallymeansycthetuses staps thesreeshitera@nsasirpagending fups after

sendi ng, said | GHAEHRRELS! -

30. A subscriber equipment according to any one of claims 24 to
29, comprising means, reactive to deactivation of said push-to-talk means by
the user, for sending a trailer packet embedded in a user traffic stream to said
group communication service and thereby stopping the speech item.

20 31. A subscriber equipment according to claim 28, wherein said in-
dication is a reception of a voice or leader packet originating from another user
in a group communication group after sending said leader packet.

32. A subscriber equipment according to claim 28, wherein said in-
dication is the reception of a voice packet having predetermined payload type

25 after sending said leader packet.

33. A subscriber equipment according to claim 28, comprising
means, responsive to the reception of said indication, for alerting the user of
the fact the speech item was not granted.

34. A subscriber equipment according to any one of claims 24 to

30 33, further comprising

means for giving an audible indication to the user to start speaking
after the activation of said push-to-talk switch.



33. A subscriber equi pnment according to claim 28, conprising neans,

responsive to the reception of said indication, for alerti ng mn@?r of
the fact the speech itemwas not granted. 34. A subscri ber - 6

according to any one of clainms 24 to 30 33, further conprising neans for
gi ving an audi ble indication to the use‘{%to start speaking after the
activation of said h-to-tal k sw tch. 7 2005 5. A subscri ber
caul prent - accor di ng - BHsaRes Saknaelt Feofrding 16 BRI oM RESRSHD B | ses
timer enabldwioﬁ%éaﬁg@bh{éﬁisba@ Akl Qﬁalfﬁfﬁgeé_ai@aﬂﬂﬂﬂe ﬁﬁic%tmﬂ@ﬂbrl@gi@d of

time has expired fromsaid activation of said push-to-talk swtc 5 36. A

subscri ber mined pesiod af dimeyhas expisedrirom said activatiemptisaid-pushctattain means
gi ves said thl e indication after one of the connection setup phases has
been reachés, ) after an uplink bearer has been allocated, 2) af- ter said

| eader packet has B&A sebécribd) eqliiprretaicdoping o eI, Gaidrein stid ¥h- | ce
has processed sai d | eader packet and granted a speech item 4) after a re-

1o cei vi ng dication means givesiaid gudible indicationeaftes anecef thg zonpegiamsetupor
provi di ng c | ' | hcations
Cyatem o ERer Has LR [MaRHRqr T B ek naer hag bl dhotaldd, ) Rl

| east one depsgid Ie@dﬁrltpéolrket has bgenw{ant,ﬁ) aMagim%?iwmmnmwomm-Cﬁt i on
groups usin contro an sj gnal ]ing,, gro menber requests, speech item
T ne” user 16 B PaodasseR s leavist aacket sk iadiad ropeprt ot dltes PRt i g o
speech gt erpdi n%BQrt YR dkRBRESd seﬁd‘i‘éﬁ’ﬂ@t‘?a‘éﬁéﬂ' on 20 group in turn based
on sai d enbedded usér plane signalling, receiving voice packets from a
group menber havi ng34a A pethad fergerovidingaa gpacket modengnoumtommunicatinn each
recei ved vaoice ggcket cont ai nti.n infor- mati.on identifying the

comuni g:atist?ﬁ\_"ﬁ ?fpa\?ﬂmu'?'ﬁﬁ'9&%&?%/80’885?'@9 is ad- dressed to, 25

uni casting sai d emReWiesindhhdodl! sIReSIe3 T drblif nTdAbEACIA atde4t onkagisa

received froma group nenber having a speech item separately to eac
recei vi ng regmyaunicationigiowdspect i ve group communi cation group on the basis
of sai d15i ndi vi dual rﬁg%&ﬁa%iid group communication groups using a control plane
signalling,
group member requests speech item using user-plane signalling
embedded in a user traffic stream,
granting a speech item to one group member per a communication
20 group in turn based on said embedded user plane signalling,
receiving voice packets from a group member having a speech item
in a group communication group, each received voice packet containing infor-
mation identifying the communication group which the respective packet is ad-
dressed to,

25 unicasting said embedded user-plane signalling and each voice
packet received from a group member having a speech item separately to
each receiving member in said respective group communication group on the
basis of said individual addresses.

38. A system for providing a packet mode group communication
30 service for a communications system, comprising
means for storing individual addresses of group members in at least
one group communication group,



38. A systemfor providing a packet node group conmuni cation 30 service
for a conmuni cations system conprising nmeans for storing individual
addresses of group nenbers in at |east one group communi dg? i0CT gogup, 1 7
OCT 2005 50 nmeans for managi ng said group comruni cati on groups using a
control plane signalling, neans for gr ing a speech itemto one group

menber per a communi catioon Jelgol¥ in'c{éjrr based on ﬁgeech I tem requests
speech sent by 5 SBFHYIVIP hedifia sd PHE GIUPUBICEHE" IR Y9'RY Gerbedded
in a user tgoatrol planetdig®ingreans for receiving voice packets froma group

menber having a speech itemin a group conmmuni cation group, each received
voi ce packet cont aneangfararanting a Gpepda ey tpiong grupcdsmber®&ridon gr oup

whi ch th _ i : _ . . »
enbedded uBTaisateh Xy RER peSed SHISEREEA i AR SokedtfsdftEly 09 20
menber lBavisal groupemembers usiepaser-piand gighalliagaembedded inng usentvaffici n sai d

respective group comruni cation group on the basis of said individual
addresses. Si%®a889 A system according to claim 38, wherein the enbedded

speech item si gna'hBQnQ%%bé%ﬁvdi@@%ﬁ&k&%?ﬁﬁ ai{ré%g:kﬁeﬁb@ﬁﬂé@ﬂ%% of a

user traffic streamcontaining user volce data p suc
packet s, arspeetchitermin a igeowy sormmgrication gnoupepach eddiedsyaee packetm based on

t he | eader packet. .40. A system.accqrding to .claim 39 erein the system

upon < 20° iR eI GIRERIOB AR BEThe sotubdriEafer britin Wb dhe sediestn ¢ e
| eader 1ppagkRtpackBERSaddreBSSEfb,i t em comuni cation to receiving menbers of a
group by forwarding a user traffic stream containing said | eader packet

and subse- quent voneanpdekunisasting said estsddedgusesians signalling ahdst em

according to ¢l ai.m 38 3t9 or. 40, wherein the nbﬁd-. 25 ded 5P ech item
S oonl ng ach vtidH BaokstipPlived 1ol Fafle MkmERGaying & SR Bebd <l carm
cont ai ni g ragAY to/ 8aEIE réliving MRbEr inseHid réspddiive RFGIE EEmnAlcatidier ei n t he

system ends the speech item based on the trailer packet. 42. A system
accor di ng t@odp &nrthedasipof sajd dndividualgddrepses.-he sys- tem forwards a

eber SRkl or" 8 R R B LBl S MG hBAgEe Mo
group nenbeten signaling comprises a leader packet sent in a beginning of a user traffic
stream containing user voice data packets, such as RTP packets, and wherein
the system grants or rejects the speech item based on the leader packet.
40. A system according to claim 39, wherein the system, upon
20 granting a group communication service a speech item based on the leader
packet, opens a speech item communication to receiving members of a group
by forwarding a user traffic stream containing said leader packet and subse-
quent voice packets to the receiving members.
41. A system according to claim 38, 39 or 40, wherein the embed-
25 ded speech item signaling comprises a trailer packet sent at end of a user
traffic stream containing user voice data packets, such as RTP packets, and
wherein the system ends the speech item based on the trailer packet.
42. A system according to claim 38, 39, 40 or 41, wherein the sys-
tem forwards a trailer packet at end of a user traffic stream to receiving group
30 members in order to end the speech item communication to the receiving
group members.



| 7 OCT 2005 51 43. A subscriber equipnment for conmuni cations system

havi ng a packet nobde group voi ce communi cation service, sai sg@pcz dsber
equi prent  conprising mechani snms for packet data communi catlon over a
comuni ca- 5 tions system a group comunication application on top of said
mechani snms, said appl I cation haV| ng fI{St means for establishing a | ogical

packet connecti on rou 0 control

pl ane sig- nalling, 18‘ "g?sc‘f” ﬂ[’ie #{%hrﬁﬁ\%k%‘gﬂﬁgﬁggﬁﬁ?@ym@&d, ng and
receiving p\é@kéﬁn@é@'@@éﬁ) V@ucaruérﬁrhumcaﬂmdsamep sasueoriber eqaippsenter , sai d
application having third neans for requesti ng a speech item by neans of a

user pl anngn"@ﬁlélﬂg ng. 44. A subscriber equipment according to claim 43,
wherein the em 15 nt?g rﬁQ?&F&éI{‘eﬁ ; s Hm&@g&;\}é%s &}n}rﬁff\ - packet

sent in a beginning a user eam con ning user vol ce data
packet s5 stiohs agsteht pack ets. 45. A subscrl ber eqw pment accord| ng to
claim43 or 44, wherein the enpedded sPeech |t tg?fal in rises a
trailer packet sentd SOURRPrAMUBIFaLon&pP ?"T‘!ﬁ"\“?’(‘, rH? ® user

voi ce data packet s.gapd8PpsatiBhhaRAI RSt means for establishing a logical packet
connection to a group communication service by means of a control plane sig-
nalling,
10 said application having second means for sending and receiving
voice packets to and from said group communications server,
said application having third means for requesting a speech item by
means of a user plane signalling.
44. A subscriber equipment according to claim 43, wherein the em-
15 bedded speech item signaling comprises a leader packet sent in a beginning
of a user traffic stream containing user voice data packets, such as RTP pack-
ets.
45. A subscriber equipment according to claim 43 or 44, wherein
the embedded speech item signaling comprises a trailer packet sent at end of
20 a user traffic stream containing user voice data packets, such as RTP packets.



