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devices may not have a WWAN radio. Other mobile devices with a WWAN radio may
not have a subscription plan enabled. Adhoc networking allows mobile devices to
dynamically connect over wireless interfaces using protocols such as WLAN,
Bluetooth, UWB or other protocols. There is a need in the art for a methodology to
allow a user of a mobile device without WWAN access to dynamically subscribe to
wireless access service provided by a user with a WWAN-capable mobile device using
wireless adhoc networking between the mobile devices belong to the two users.
SUMMARY

[0004] In one aspect of the disclosure, a server includes a processing system configured
to authenticate an adhoc service provider to provide a wireless access point to a network
for a mobile client, the processing system being further configured to authenticate the
mobile client to use service provided by the adhoc service provider, wherein the
processing system is further configured to establish a tunnel between the server and the

mobile client through the adhoc service provider.
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BRIEF DESCRIPTION OF THE DRAWINGS
[0009] FIG. 1 is a conceptual block diagram illustrating an example of a
telecommunications system.
[0010] FIG. 2 is a conceptual block diagram illustrating an example of a hardware
configuration for a server.
[0011] FIG. 3 is a conceptual block diagram illustrating an example of the functionality

of an adhoc service provider.



t el econmuni cati ons system [0010] FIG 2 is a

conceptual block diagramillustrating an exanple of a
wha0odinzgoe7 conf i guration for a server. [0011] Rr@/US2008072515

a conceptual block diagramillustrating an exanpl e of

the functionality of an adhoc3service provider.[0012]
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network 102 for nobile subscribers. The network 10
Hargnte. g packet - based network such as the Internet or

er i tab] F I r
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connection to the Internet 10
region. The geographic region may be generally subdivided into smaller regions known

as cells. Each base station may be configured to serve all mobile subscribers within its
respective cell. A base station controller (not shown) may be used to manage and
coordinate the base stations in the WWAN 104 and support the backhaul connection to
the Internet 102.

[0015] Each WWAN 104 may use one of many different wireless access protocols to
support radio communications with mobile subscribers. By way of example, one
WWAN 104 may support Evolution-Data Optimized (EV-DO), while the other WWAN
104 may support Ultra Mobile Broadband (UMB). EV-DO and UMB are air interface
standards promulgated by the 3rd Generation Partnership Project 2 (3GPP2) as part of
the CDMA2000 family of standards and employs multiple access techniques such as
Code Division Multiple Access (CDMA) to provide broadband Internet access to
mobile subscribers. Alternatively, one of WWAN 104 may support Long Term
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[0018] A mobile node 106 that may be used to provide an access point for another
mobile node 108 will be referred to herein as an “adhoc service provider.” A mobile
node 108 that may use an access point of an adhoc service provider 106 will be referred
to herein as a “mobile client.” A mobile node, whether an adhoc service provider 106
or a mobile client 108, may be a laptop computer, a mobile telephone, a personal digital
assistant (PDA), a mobile digital audio player, a mobile game console, a digital camera,
a digital camcorder, a mobile audio device, a mobile video device, a mobile multimedia

device, or any other device capable of supporting at least one wireless access protocol.
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Wednesday 5 pm, while the mobile subscriber is at a hotel, he may use the same mobile
node to form another ad-hoc network for four hours, providing its service to the same
mobile clients, different mobile clients, or a combination of both. Scenario 3: On
Wednesday 5 pm, a different adhoc service provider may form an ad-hoc network at the
airport where the first adhoc service provider was the day before. Because the service
providers and clients are mobile, an ad-hoc network can be a “mobile” network.

[0022] FIG. 2 is a conceptual block diagram illustrating an example of a hardware
configuration for a server. The server 110 may be a centralized server or a distributed

server. The centralized server may be a dedicated server or integrated into another

entity such as a desktop or laptop computer, or a mainframe. The distributed server
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Rogl COnly Memory (ROM), a Programmable Read-Only Memory (PROM), an
Erasable PROM (EPROM), registers, a hard disk, a removable disk, a CD-ROM, a
DVD, or any other suitable storage device. In addition, machine-readable media may
include a transmission line or a carrier wave that encodes a data signal. Those skilled in
the art will recognize how best to implement the described functionality for the
processing system 306.

[0026] The processing system 204 may be used to implement various functions of the

server 110. The functionality of the processing system 204 for one configuration of a
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the manufacturers of the mobile nodes. The remainder of the revenue could be kept by
the server operator that provides the exchange. The server 110 may provide the means
for determining how to allocate revenue generated from the mobile clients 108 to the
various entities in the telecommunications system 100.

[0030] The server 110 may be implemented as a trusted server. It can therefore be
authenticated, for example, using a Public Key Infrastructure (PKI) certificate in a
Transport Layer Security (TLS) session between the server 110 and an adhoc service
provider 106, or between the server 110 and a mobile client 108. Alternatively, the
server 110 may be authenticated using self-signed certificates or by some other suitable

means.
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informati on. An adhoc service provider ) )

mobile client is the supplicant, the adhoc service provider 106 is the authenticator, and
the server 110 is the authentication server. The adhoc service provider 106 sends the
mobile client’s credentials to the processing system in the server 110 for EAP-AAA
authentication. The EAP-TTLS authentication response from the processing system is
then used to generate a Master shared key. Subsequently, a link encryption key may be
established between the adhoc service provider 106 and the mobile client 108.

[0034] The processing system in the server 110 may also provide a means for
establishing a connection with a mobile client 106 for encrypted data that cannot be

deciphered by the adhoc service provider 106. This may be achieved with a Secure

Sockets Layer Virtual Private Network (SSL VPN) tunnel between a mobile client 108
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[0038] FIG. 3 is a conceptual block diagram illustrating an example of the functionality
of an adhoc service provider. The adhoc service provider 106 has the ability to bridge
wireless links over homogeneous or heterogeneous wireless access protocols. This may
be achieved with a WWAN network adapter 302 that supports a wireless access
protocol for a WWAN to the Internet 102, and a WLAN network adapter 304 that
provides a wireless access point for mobile clients 108. By way of example, the
WWAN network adapter 302 may include a transceiver function that supports EV-DO
for Internet access through a WWAN, and the WLAN network adapter 304 may include



Al ternatively, the tunnel may be an | Psec tunnel or
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Lﬂgéﬂt élsvw@é%l%eﬁia?gove e serv1ce pI‘ovuper app 1cat10n %é"%‘iso enables the
module 306 to provide adhoc services to mobile clients 108. The service provider
application 308 maintains a session with the server 110 to exchange custom messages
with the server. In addition, the service provider application 308 also maintains a
separate session with each mobile client 108 for exchanging custom messages between
the service provider application 308 and the mobile client 108. The service provider
application 308 provides information on authenticated and permitted clients to the
filtered interconnection and session monitoring module 306. The filtered
interconnection and session monitoring module 308 allows content flow for only
authenticated and permitted mobile clients 108. The filtered interconnection and
session monitoring module 306 also optionally monitors information regarding content

flow related to mobile clients 108 such as the amount of content outbound from the
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session monitoring module 306 to connect the mobile clients 108 to the server. During
the authentication of a mobile client 108, the service provider application 308 106 may
use an unsecured wireless link.

[0044] The service provider application 308 106 may optionally choose to move a
mobile client 108 to a new SSID with a secure link once the mobile client 108 is
authenticated. In such situations, the service provider application 308 106 may

distribute the time it spends in each SSID depending on the load that it has to support

for existing sessions with mobile clients 108.



the service provider application 308 and the nobile
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ﬁl%rs\é{'\ﬁge provider application 308 and the mobile client 108 during the initiation of

the session. If the service provider application 308 determines that it is unable to
provide the mobile client 108 with access to the network for the agreed upon time
period, then it may notify both the server and the mobile client 108 regarding its
unavailability. This may occur due to energy constraints (e.g., a low battery), or other
unforeseen events. The server may then consider a handoff of the mobile client to
another adhoc service provider, if there is such an adhoc service provider in the vicinity
of the mobile client 108. The service provider application 308 106 may support the
handoff of the mobile client 108.
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RIBWAE R0 108 Ifkeﬁlaﬁ’efg@& &S 8 WY tﬁﬁ%@ﬁﬁ&s‘%ﬁreﬁhﬁ‘; th@%bﬂe Qfisdefiber. The
by accepting a nobile cliént 108 may assist in

stendesyiopengomiedhenayt bredeserd mderepthovmabele sabyribeadadcs mot want to
08 shoul d caonsi der rtln e ile client 10

B TEebe RO Hiion PEoRt pafd U 18 Coinu atgbe Shenue by

gﬁ@h@%ﬁneﬁ%ﬂpwﬁﬁmabqscpmyn@ter 106. [0046] The service
provider application 308 nay admt nobile clients 108

Hhﬂal]pifawrtgen@\ﬁémtm npbale c‘»‘élletl'falanTI@Sef@mr aay de, ussdidy thg mobile
rﬂen‘?)ieg(&% ﬁ%o&g %ebs%?\dew&qgh Ir@ st%r e S r?l?blle %llefbéOS may

verage s pProvi to eac

aech for taivaikabhd ﬁtﬁ@W seBycedgronibist He dW h'elt'llﬂ ehesmbbile: elient 108 detects
rOV|der 1ggllcatlon 308 106 may. nonjtor the
e BeRgATLR IO MQTE afhespsTjeR PigVidsFsolin itinpay Witk pession using

L SR GnUhdHob ZA-H0D kS| APBLLR SRRt QR as the
be hars AT IR, Eh Rl

ow a certaln tnres eting t
odabledunderndtinthat thetadhoc Mslcagrcemtbrtlﬁ6 provighertt thetQté metric of

bile clients 1 he establishment, of. t
Boduhgs SISV e 10 e b ﬁ?mf&ﬁ? SjiF Ftlsre 36 deseribed
8RYeah IRKRLONHASN ﬁefﬁ{ag Bk RstaBY@kd Bbtvr R Wid ﬁﬁsbﬂ@cﬁéﬁe 108 and the
wirel ess accéss point by routing content through t

#dhocetceded pravideoni®écdiroy tdestbbishroent nnthe cmssmtgn nﬁ’duSéL VPN
PPy B SRRt R it DS AR tsiverggo so that al
RS chReaRThg wieth drRryPRS I En cCtodHs Pt 1Jy@ﬂp@@k may be kept in the open
and not encrypted to provide visibility for the network address translation functionality
at the adhoc service provider 106.

[0052] The handoff of the mobile client 108 may be performed in a variety of ways. In
one configuration, the mobile client 108 may maintain a limited session with multiple
adhoc service providers 106, while using one adhoc service provider 106 to access the
Internet. As described earlier, this approach may facilitate the handoff process. In an
alternative configuration, the mobile client 108 may consider a handoff only when
necessary. In this configuration, the mobile client 108 may maintain an active list of
adhoc service providers 106 in its vicinity for handoff. The mobile client 108 may

select an adhoc service provider 106 for handoff from the active list when the current



bet ween the user interface 310 and the WMN 104 vi a
t he nodul e 306 cannot be deci phered by nobile clients

W@ @9/ 0Xdoe7 servi ce provi der application 308 nmayPCEES2NS/072515

sui tabl e encryption technologﬁﬁto i mpl ement this
functionality. [0048] The ser\ ce provider application
308 106 may also maintain a tinme period for a nobile

§dHOB NerviB8 ptdVidG CRBS néedd abVWRsdontidite ith | FRIRET IVPRLTB¥ndRES is not
agreed upon between the service provider application
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gid 8Btsed@8cati drabReL&SShdndoffivg anedbiler dichofroinmcagie®trovider to
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gipthar yervigsIeedent j ent 108 regarding its

?1ytha the capabilities of
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Mg tnQleivche c@_@@iﬂ&etﬁiallgrﬂccésgsmuf{ﬂﬁ% 880t &Bvice providers 106
provi der application 308 106 may support the handofft

gfnul thecouslyi usmgad diletent 08ngcigd0for Theh athoviserwigemoevider06. If the

application 308 | so, dedi cate processjing,resources .
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IO then @iff@BhtS cHeABelS ahMe beb)sc@t hETthadhelsileS elidht C®S has only one
providers. This may facilitate the handoff of nobile

whpsepiver avpdable, therelt appyodistsibpigithetipe dhat despendrsaccppomoiach adhoc

- Vi ovi der application 308 may manage the
%%§$§ER%T%%%?6108 general ly, and the session

posqi FiG.a Isw, cohbepautg bldchelidgan illiatih@er eddible of the functionality
Al ternatively, the service provider application 308
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The. seanl.ess. operatjon node may. be desir re the, . .
TR Eroyaet byDBF TOT TSt aYidRs 456 manslsi NG Rptsrblishing o
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[006F 1 Thasgrofi skdll noviha erttweuldwbpiceiaty thehthe waribug iHestetivn blocks,

may be used by the nopile cljent 108 tpo regi ster, w t.h
PRRe8E, YEFCa D SRl Re gieesbodnd (it FESGTRD R Giggmey be
myeHeee As EREtrévahhaail £e, aRPuts bRIvER, Bf 0¥nBRESorkMF both. To
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illustrate this interchangeability of hardware and software, various illustrative blocks,
modules, elements, components, methods, and algorithms have been described above
generally in terms of their functionality. Whether such functionality is implemented as
hardware or software depends upon the particular application and design constraints
imposed on the overall system. Skilled artisans may implement the described
functionality in varying ways for each particular application.

[0056] It is understood that the specific order or hierarchy of steps in the processes
disclosed is an illustration of exemplary approaches. Based upon design preferences, it

is understood that the specific order or hierarchy of steps in the processes may be

rearranged. The accompanying method claims present elements of the various steps in a



t he presence of one or nore adhoc service providers
106, it may initiate a session using EAP-TTLS with an
w@woo2@er vi ce provi der 106 based on par amet er BCHUSI008872515

t he avail abl e bandw dth that the adhoc service

provi der 106 can support, thelXpS metric of the adhoc

service provider 106, and the cost of the service
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Hﬁ&ﬂﬁ adhoc service provider 106 during the
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then the nobile client 108 may access multiple

adhoc service providers 106 sinultaneously. A nobile
client 108 with nultiple transceivers could
potentially access nultiple adhoc service providers
106 simultaneously using a different transceiver for
each adhoc service provider 106. If the sanme wrel ess
access protocol can be used to access nultiple adhoc
service providers



106, then different channels may be used. If the
nmobil e client 108 has only one transceiver avail abl e,

W@ b@p/02dooTray di stribute the time that it spendBCT/US2008/072515
accessi ng each adhoc service provider 106. [0054] FIG
4 is a conceptual bl ock diagr illustrating an
exanpl e of the functionality of a processing systemin
a server. The processing sy3temg04 includes a nodul e
402 for authenticating an adhoc service provider to
BYRATdS GLMMARES: access point to a network for a
nmobile client, a nodule 404 for authenticating the
nobi | e cli service provided by the adhoc
servige pr%&%@éﬁf%gﬁﬁﬁﬁ%dule 406 for establishing a
tunnel bet wparcishe sstevecondigdrddhie anbbnti@tcdd &ihoc service provider
t hrough the adhoc servi.ce provider. [OOSSE-Thqse of )
O Providena (HECIeN tacqess | RPIREpSr & Cickhyrki iRk RBIl gHswy ghe processing
D o e R e f L RN e (FEEHIBE Mhvice provided
bynpheceadhot esdrvase @oecier, ovhiareih dhel parcessingosysteners Sothtmeordigured to
or .copbi nati.gns of both. To illustrate.this :
PR regec ity BF Marted BeaneblorisilrBouguficioe servics
ploviagt rative bl ocks, nodul es, elenments, conponents,
nmet hods, and al gorithns have been described above
generally in terms of their functionality. \Wether
such 2unct Thaalerteyy ¢k dlaipl drreyhcedin athicharagersing ostem is further
g oﬂcf{ %rdetod g@ﬁ@tﬁisc HPQLL Bp %&Qgratd'fi%%lnﬁr m%8ﬁ+ 'cﬁ%{tlts SR dthe service
d%sﬁ%n conStral nts i mposed oOn e overall "system
Boivideg@ byahé héleSsscivage propiderreind plob&st@sestedesting further configured
functionality in varying ways for each particul ar . .
pestablish pdwnriel oemEn the fosves sad caghholithe ipae of mrore gddifippal mobile
otder or hierarchy of steps in the processes disclosed
I's an illustration of exenplary approaches. Based upon
desi gn preferences, it is understood that the specific
order3or hiTbe asechry of ddimpd iwherhie fheopessesgmmystom is further

rearranged. The acconpanyi ng t ho | ai N6 .presen .
iR o o TSGR TG G TP et Ta S by e ProvaffEs to provide
86 o @lordRAR st AcR8s Ipblitd B the ridiRleSRRE! b 0RE @8mAE additional
hi erarchy presented. [0057] The previous description

mebPe ednded t o enabl e any person skilled in the art to
practice the various aspects described herein. Various

nodi fjcat i h pec ]| . he b .
appar Lé‘nt t(gﬂ€ hstoegveetrsgfl5 Fcllég% i%n e\é\élgr%h? g%o%@%kﬂegy gS ‘?ﬁtgpi & further
porfipoiqa ®ssuppbitneglurditeiof ditfyrche wagepdss eafrdsaructiuhe backhaul access
aspects. Thus, the c%ains-are not intended to be
profRcplsdo b upgkbiatis adhac SRAGHPIREISIS, but is to be

accorded the full scope consistent with the
5. The server of claim 3 wherein the processing system is further

configured to support at least one of the adhoc service providers with a wired

infrastructure backhaul access to the network.

6. The server of claim 1 wherein the processing system is further
configured to enable the mobile client to pay for the service provided by the adhoc

service provider.

7. The server of claim 1 wherein the processing system is further

configured to register the adhoc service provider.



| anguage clains, wherein reference to an elenent in

the singular is not intended to nean "one and only
wW@a@d/ombess specifically so stated, but rathePCT/O808072515

nore." Unless specifically stated otherwi se, the term

"some" refers to one or nore.l®ronouns in the

masculine (e.g., his) include the fem nine and neuter

gendeg, (€. Ghe hferand didis) la%e‘{élﬁ ethke Pﬁ@essﬁelg system is further

structural and functional equivalents to the el enents

pdnfighecdviar¢gister the pwbtls ceicri bed t hroughout this

di scl osure that are known or |ater cone to be known to

those of o n s [} :.nt . S|

i ncor por at ol naP mCby aiy dr afeBlih, HeCpBIRLARR shupemy s further

benfnewimpadsathiby whbthet k@icnable My ﬁdimers,er\ﬁlcﬁ pioR@ler to provide the

discl osed herein is intended to be dedicated to the

pimslert apesgapaing ascdt ometirher i ctiheri adhopsrcy growders currently

é&'@fre[@%gh&% Iint P EELRWBE: inNosafilcRioe8LE dsSthe adhoc
?%Q e 35 .Sg%ghl

construed under the provisions o
S&tPice praviderpar agr aph, unless t he elenent IS expressly
recited using the phrase "neans for" in the case

of a metho clal t e.ele s r C|ted usi ng the .
o asLF ot SRS B DB VAT ey A eRr e SR s further

S®ifibRFed ©ONREMEHO YihethePh®CRAHE M SIHDE RGNl L fHfovide the
aut henti cate an adhoc service provider to provide a

witesbeassesdoay dagng aironer Maje coRRINtHIMPPserply the network.
client, the processing system being further configured

t o aut hent t e e l tg . u ' .
pr0VI%£d bgﬁ?ﬁgﬁggh%gq%%#bﬂcémgg%3|%%rﬁﬁﬁggﬁé%%§gﬁg is further
pcnﬁ‘fgasail tocausiycsitieate itlse fdhiot rervisopbigler adresporss t@klregiesato from

uggﬁ bet ween t Bge server and. the nobile client
AhSLYIES BgKUler oprovide they Wirslgesraccess PWE server of
claim1l wherein the processing systemis further

confi gpredTh Quident i Game 10RmBin MDke pﬁfcl@ésiﬂgo @2§tem is further
nmobile clients to use the service provided b

amftg@r@etovre@ewp mdivntd@pdemllab tor dee smibrlg odigst Hambeicragihoc service
yrbp &)agg g%r q%ﬁ:tab |sh a tunnel between the

RIOVIFST IR PLEHe or nore additional nobile
clients. 3. The server of claim1 wherein the

processi NgThy syevdri 6f fdditnher vaendih gthee@rdcssing system is further
aut henti cate one or nore additional adhoc servjce
@qn(ﬁguaeéif‘rg dleg:n&rt?vq ¢harge to the mobile client for access to the network through

the adhoc service provider.

14. The server of claim 13 wherein the processing system is further
configured to allocate the charge to the mobile client between a plurality of entities

including the server, the network, and the adhoc service provider.

15.  The server of claim 1 wherein the processing system is further
configured to support a handoff of the mobile client from the adhoc service provider to

another adhoc service provider.

16. The server of claim 15 wherein the handoff comprises a soft handoff, and
wherein the processing system if further configured to maintain the tunnel in a persistent

state during the soft handoff.



one or nore wreless access points for the nobile

client and one or nore additional nobile clients. 4.
wab@sziover of claim 3 wherein the processi ng BYBUSM$/672515

further configured to support a plurality of different

wirel ess infrastructure backhHul access protocols to

be used by the adhoc service providers. 5. The server

of cl g7.m 3Thbedtich bhelAMOGeSHRdn Sihgt ?fﬂcb@ﬁgurs%’[@ﬂh is further

configured to support at |east one of the ad

eanfiguras tostove d gpalitwimetriaforitheeagihpa sersise prvtidare backhaul

access to the network. 6. The server of claiml

whereig th r s S u

nabl EQ . he%h@ %ﬁg? C+fl‘g}1a 1¥1t g?p'%avhérgfn "trﬁ{zﬁoc%?ﬁ% ANGEH GO further

pordigueteico ynihe akg ipdatsthe juelity picone.der . 7. The server

of claim1 wherein the processing systemis further

confrg;red Eo regrst r the C service praqvider.

ver

The s § A oL Clar & o e e eﬁsgn%ywtsm jig further
Edﬁﬂgl&%d tﬁ%%dlwh%qluﬁlﬁyrn?&h&oet%ehﬂ)%ﬂ%ﬁéﬂte client. 9.

he 'server of claim 1 wherein the processing systemis
further configured to determ ne whether to enable the
adhoc2@er vilbe sm@wforérlrrt b wfjnerwm the wheelwpmhe@sana@@eséed tunnel

ed 0o hoc
BF s0irBRR S P e MR st RS 5P M B e e oy
to the network in a sane coverage reglon as the adhoc
servi 2k prout¢ dafer d0claibh@0seharein thé eabdpred tuided rceimprises a SSL
t he processing systemis further configured to
M%e whether to enable the adhoc service provider

to provide the wirel ess access point based on one or

nor e eoNSt AL MiSed JMOSRDPWHLRE MELKOK Eted]tﬁ-nne]_e&n rises an IPsec
server of claim1l wherein the processing system]

funnelher configured to authenticate the adhoc service
provider in response to a request to fromthe adhoc
servrzf pr? |der to p ess_acecess

 Dertbr Sy ophici dnanriih e R BGEE R further

SotFtpRPadi t6 sﬁpﬁdrfkﬁfdlcﬁmld@i@e@ﬂcés(lo tiecabdige dlenent
credentials for the nobile client fromthe adhoc
service provider to authenticate the nobile, client.
24, The server of claim 1 wherein the processing systern is further

configured to support advertising services to the mobile client.

25.  The server of claim 1 wherein the processing system is further
configured to provide a certificate to the mobile client for validating the server at the

mobile client.

26.  The server of claim 1 wherein the processing system is further
configured to provide a certificate to the adhoc service provider to validate the server at

the adhoc service provider.

27.  The server of claim 1 wherein the processing system is further

configured to provide routing to and from the network for mobile client content.

28.  The server of claim 1 wherein the processing system is further
configured to provide network address translation to and from the network for mobile

client content.



13. The server of claim 1l wherein the processing
systemis further configured to determ ne a charge to

W@ b@onedodT e client for access to the network tPCDU§V08/072515

t he adhoc service provider. 14. The server of claim13
wherein the processing systemdds further configured to
allocate the charge to the nobile client between a
plurabyty ohe &Bivkt ib@SIAiRCH UShABInt 1R §REMBIg §R®m is further con
network, and the adhoc service provider.. 1§: The '
§ewgd to gftabdishpicastwhether tannd deiyrast dipsinlilossieneand another node in
I%G& er. configured to support a handoff of the nobile
éﬁieﬁ¥ #ron1the adhoc service provider to another

adhoc service provider. 16. The server of claim 15

wher e t h€hbasedad f o amgim sesvierdof thehpridodsing anstem is further
wherein the grocessing systemif further confi%ured to

rRifieuEgdro epfabhishis gast Jrotich Bnarldheteendne s& Vel ale makile client.

soft handoff.17. The server of claim1 wherein the

pr 0CESET NOTRY SLAEr1 8 fMilnar \ARALH OtteCHrdeRhlOFsEm is further
quality netric for the adhoc service provider. 18. The
sarfigarcdgd imbkiment thewhkowmicrvichproprdoc etgbe sagvayst em i s

further configured to dynam cally update the quality

metri 19.. The server ;of clai,m 17 erein the .

pr oced&i ng ' 8 sTE i §F <litindy ST g@@e&“’t%ssbnrgoﬂf%}%mt fe further
eordlgutad tepdringt the aubentfivdidd edivlci eitice Bdvidbheo PRINES thefwireless
claim1 wherein the tunnel conprises an encrypted
pGeRrratointde thonotsyerkdar bemabile oliggft cannot be deci pher ed

by the adhoc service provider. 21. The server of claim

20 whegein e rypt tun : ri : :

tunne ? ZZThgﬁggggrégfﬁg?lglgﬁk¥%gn€ﬁe?§%ﬁ Fﬁg%yygﬁ is further
endieypddetd teumitehe eathprticsted maobileRdeot tounsaehe s@8ice Phavided by the
ﬁﬁ#¥er of claim 1l wherein the processing systemis

PO REVIEAHPY T ed to support audio or video services

to the nobile client. 24. The server of claiml

wher egqn thg prReedsipAgingystemis further configured to
support advertising services to the nobile client. 25.

The ser ver mginsclioapwthentigaing pm adhns ssraecprovilgr thyproelejagwireless

gc%regshpeorint to a network for a mobile client;

means for authenticating the mobile client to use service provided by the

adhoc service provider; and

means for establishing a tunnel between the server and the mobile client

through the adhoc service provider.

35.  The server of claim 34 further comprising means for authenticating one
or more additional mobile clients to use the service provided by the adhoc service
provider and means for establishing a tunnel between the server and each of the one or

more additional mobile clients.

36.  The server of claim 34 further comprising means for authenticating one
or more additional adhoc service providers to provide one or more wireless access

points for the mobile client and one or more additional mobile clients.



configured to provide a certificate to the nobile
client for validating the server at the nobile client.

WQ2009@oser ver of claim 1 wherein the processPeyUS2008/072515

systemis further configured to provide a certificate
to the adhoc service provider2&o validate the server
at the adhoc service provider. 27. The server of claim

1 Wnew N ThE BRRE &TSEIREN SHS FefAdk Scomprishey nfeard |f&urs§ﬁ)ortlng a
provide routing to and fromthe network for bi |
pllureém' ot dinfeegnt wu’@g?ss THeastpetursrbagkhaul a¢q¢sslprmn@phsutn be hléed by the
%%esgsacrég) sy.gLem is further configured to provide
47'es€ t ransl ati on to and fromthe network
for mobil e client content.29. The server of claim1l
wher eBfi t h&hprsaeeassi digins §6 fiether sompritihg maans fdri gpp@tng at least
to establjsh at | east. another tunnpel between the
ﬁ%Pf theashanperyicg MAYARS Vi aevired tqﬁréstﬁ&%rhack@@l aqqgegs to the
ﬁ{' of claim1l wherein the processing systemis
rt er configured to establish at |east another
tunnel between the server and the nobile client. 31.

The s&9.ver Th¢ sabeiahclaimhig feithert dvenpisogessins dosyrebemg the mobile
t,.th dh [
s i TR e By S e R B BV iRl m 1

wherein the processing systemis further configured to

per m 40.t heThetsbeBt o€ allfeh 34 Magh&etothsissiny ewadefort fegistering the
provide the w rel ess access point to the network for
pHecHeBiqcereYifgnt . 33. The server of claim 1 wherein
the processing systemis further configured to permt

the ayt henijcated, mpRILif §hiGRKe! Qorg@fsiﬁ%%le%ﬁ§ Yo ?eglsterlng the

provi ded by the adhoc service provi A serv
oobpe tlsdnhg: nmeans for authenticating an adhoc service
provi der to provide a wireless access point to a

net wor a nobi | ien ns for .authenticati ..
The vhs | o FRR F Eleb¥ond ATRASS chBbuahe BBk oty Adgrmining
SEEHMECR PEBNItRERdhod RErvilRISVIe! toqﬁbﬁaé tehiviRged dcUERPbint based
between the server and the nobile client

on a number of other adhoc service providers currently providing a wireless access

point to the network in a same coverage region as the adhoc service provider.

43. The server of claim 34 further comprising means for determining
whether to enable the adhoc service provider to provide the wireless access point based

on one or more constraints imposed by the network.

44. The server of claim 34 wherein the means for authenticating the adhoc
service provider is configured to authenticate the adhoc service provider in response to a

request to from the adhoc service provider to provide the wireless access point.

45. The server of claim 34 further comprising means for receiving client
credentials for the mobile client from the adhoc service provider to authenticate the

mobile client.

46. The server of claim 34 further comprising means for determining a

charge to the mobile client for access to the network through the adhoc service provider.



t hrough the adhoc service provider. 35. The server of
claim 34 further conprising neans for authenticating
W@r®9/02600br e addi tional nobile clients to use PEEUS2008/072515
service provided by the adhoc_service provider and
means for establishing a tunn&l between the server and
each of the one or nore additional nobile clients. 36.
The sgyverTRE sehal Bf3daif %%ﬁh@@%}aﬁbiﬁ% H®ARSot Mllocating the
aut henti cating one or nore additional adhoc service
prasgd deitlhe mobpe elicalebdwecor ploradityniof ehisldes mebdgg the server, the
RAUBHS ahnc oMol e eligRt and one or more
addrty Snar won?y & CrY Bit'S°37. The server of claim 36
further conprising neans for supporting a plurality of
di f f ed@nt The aksss dinélamst3ducirttiice doagkiRalg neasedsr supporting a
grotocols to_be used by the adhoc service providers, )
dotfif taemiedile licy Hom tae afdhpg 1r6Yice BrAYRdes it gnetginadhoc service
%R&kapporting at | east one of the adhoc service
roviders with a wired infrastructure backhaul access
to the network. 39. The server of claim34 further
conpr #3i ngThesarserfadclamalsl Wingemnhke hatsioffecomipireat a saft pandoft, the
for t service.provided b .the.aqgo% service . :
P ovi &E‘P?r BOPTHHE TEVePT 8%51“6?18’[% a ‘f“&i‘re[ [e§ Persistent state during
gRpfinahdigf means for registering the adhoc service
provider. 41. The server of claim 34 further
conprising means for registering the nobile client. )
42. Th® sellhepcyer ef gl 34 fuitheheempidpg ey fofederdng a quality
Frli %ﬁ{e'ydﬂw&n\ﬁ’g@b{b%{de&? enabl e the adhoc service
provider to provide the wreless access point based on
a nunber of other adhoc service providers currently
provi 8l.ng &haviscolecesst akoessO pgoithdr temphiengehewns kfor ndymamically
%gre cgyﬁégse regi on as the adhoc service provider.
latipg EC @A BT MBFICC| ai m 34 further conprising means
for determ ning whether to enable the adhoc service
provi ger t ohpremicteft dgmMsoefiessr a6k ﬁﬁn@%éﬁnsbﬂﬁiﬁo@iﬁing the
one or nore constraints inposed by the network. 44.
Teedity mctrey toghe wpbilael8ptwher ei n t he neans for
aut henti cating the adhoc service provider is
cont | gy eOThe AU S ARG RS RePE LA HHred tunnel
for encrypted content that cannot be deciphered by the adhoc service provider.

54.  The server of claim 53 wherein the encrypted tunnel comprises a SSL
VPN tunnel.

55.  The server of claim 53 wherein the encrypted tunnel comprises an IPsec
tunnel.

56.  The server of claim 34 further comprising means for supporting audio or

video services to the mobile client.

57.  The server of claim 34 further comprising means for supporting

advertising services to the mobile client.

58.  The server of claim 34 further comprising means for providing a

certificate to the mobile client for validating the server at the mobile client.



request to fromthe adhoc service provider to provide
the wirel ess access point. 45. The server of claim 34

wo eoovleziootonpri si ng neans for receiving clientPCT/US2008/072515

credentials for the nobile client fromthe adhoc
service provider to authentic®e the nobile client.
46. The server of claim 34 further conprising neans
for degermrpé n@rar cdraEBem t ™ 8P BbhEristhd @Rank Ofor providing a
access to the network through the adhoc service '
prrolicalerto 4lrc athee suvigerprofided i malukpte thet spevercantbe i asihag service
neans. . for allocating the charge to the nobile client

TOV1ACL. . L. . .

etween a plurality of entities including the server,
t he network, and the adhoc service provider. 48. The
serve60.of ThakdrvdbficlaitlBdrfuttbefuongirBthgmrains férqiroviding routing to
;&;ﬁgorti ng a hapdoff of the nobile client fromthe

emdlg JsteerkaiopModds cligntsppierer adhoc servi ce

provider. 49. The server of claim48 wherein the
handogf cofps i&es & Sk 3handrt fcortnhﬁﬁné Fh4RE ifc%%g@)ﬁ@fng network

conprising nmeans for maintaining the tunnel
pdirsisstapsinticrnt @taaddion thy neheork dét mhbihddicht c@ent The
server of claim 34 further conprising neans for

stori a alit r.ic,feor,the adhoc service o
or ovi B - et Ao RruboRelEn e Apkd SFeotblishing at teas

ST itSi Y bETRaaSs the Mho il fiBh Ak layothpeiadderg tHehetwiokkl i ty
metric. 52. The server of claim50 further conprising
means _for providing the quality nmetric to the nohile
ol i enf3 53 he MV AMGH! BT SORPF BPASTRBCYADiGNg at least

iR @&w@&?ﬂﬂé%&ﬁ)@r &gﬂg@ bndbfE Cﬁﬂ@r ypted content

that cannot be deci phere y the adhoc service
provider. 54. The server of claim53 wherein the
encrypt.ed Thamelvercohgringd4 fartlBSLcovipiNsingnmedns 65 imffllementing the

server of claim wherein the encrypted tunnel

%@Wﬁ??@é@ pgl?]wﬁgsag%etsgﬁvr%' . 56. The server of claim 34
further conprising neans for supporting audio or video
servi g8s t Ohé Rerviepbif| @aifl B&Murther comprising means for permitting the

authenticated adhoc service provider to provide the wireless access point to the network

for the mobile client.

66.  The server of claim 34 further comprising means for permitting the

authenticated mobile client to use the service provided by the adhoc service provider.

67. A method of providing service from a server, comprising:
authenticating an adhoc service provider to provide a wireless access

point to a network for a mobile client;

authenticating the mobile client to use service provided by the adhoc

service provider; and

establishing a tunnel between the server and the mobile client through

the adhoc service provider.

68. The method of claim 67 further comprising authenticating one or more

additional mobile clients to use the service provided by the adhoc service provider and



57. The server of claim 34 further conprising neans
for supporting advertising services to the nobile

W@L00e10260068. The server of claim 34 further coPgiF/US1008/072515

means for providing a certificate to the nobile client

for validating the server at #he nobile client.59. The
server of claim34 further conprising neans for

@gt@a{isﬂmgg Ankd rbtetv&éeﬁaﬁeeséroertéﬁa AEHIBE Ik i IndRE QMdh%ﬁal mobile
to validate the server at the adhoc service provider

gntsthe server of claim 34 further conprising means

for providing routing to and fromthe network for

mobi | §9. cli $hL n&:%{btde(ﬁt Clalgil' 7¥mhe§'ec!’oﬁl%'i‘15f?lf %Itl?ehghﬁgl one _or more
further conprising neans or provi Aet &res
hdcawmiaahdm sbﬁm&rmofnrdemtt) ipeovidi ova & rﬁ@n‘e witddéds @cedsk pﬁntnts for the
content. server, of claim 34 further conpri sing
PehHs chigt a%%t)%ﬁb% rapricgdisionplaneileghishtier tunnel bet ween

the nobile client and another node in the network. 63.

The segver Tt n‘fétl?ddTbg AT ED @t BRI pRisiHg ﬁﬁ)ﬁ@ﬁmgoa[ plurality of
establ 1'shing at |east another tunnel between th

didfevant valmiessru@fmmmduee dlackimul agekss Phietosds \lerbeoﬁsedl lapi the adhoc
urther conprising neans for inplenenting the adhoc

§§W€FB§WH#gb|der at the server. 65. The server of

claim 34 further conprising means for permtting the

aut hent.i carpelnReHddHf SRAMI OfuRheVdodGising sappottiae at REst one of the
wi rel ess access point to the network for t nobi | e

adhosperviggrovipers sathyaeyired indlagiryRtee bﬁeifltaﬁb%w@%ﬁ@ thegiehgork.

means for permitting the authenticated nobile client

to us the T : :
o out o LB UER b IFrh B D RASRE BRI B8 o cicn o
p&fr foe the sremrmpmvﬂgd batichelhd¢ satvicagrevideadhoc servi ce

provider to provide a wirel ess access point to a

net wo il . aut henticating, the nobile )

01 oot o bad iR s S0l tpeB e T R B g DS service

proidegler ; and establishing a tunnel between the server

and the nobile client through the adhoc service

provider. . . . R
74 The method of claim 67 further comprising registering the mobile client.
75.  The method of claim 67 further comprising determining whether to

enable the adhoc service provider to provide the wireless access point based on a

number of other adhoc service providers currently providing a wireless access point to

the network in a same coverage region as the adhoc service provider.

76.  The method of claim 67 further comprising determining whether to
enable the adhoc service provider to provide the wireless access point based on one or

more constraints imposed by the network.

77.  The method of claim 67 wherein the adhoc service provider is
authenticated in response to a request to from the adhoc service provider to provide the

wireless access point.

78.  The method of claim 67 further comprising receiving client credentials

for the mobile client from the adhoc service provider to authenticate the mobile client.



68. The nethod of claim67 further conprising
aut henticating one or nore additional nobile clients

W@ 200082600he servi ce provi ded by the adhoc ser vPCEUS2008/072515

provi der andestablishing a tunnel between the server
and each of the one or nore adtitional nobile clients.
69. The nethod of claim67 further conprising
aut hend i catrhehcfiR TcldR 67 dddict omptisiagd Re@rHRing £ harge to the
providers to provide one or nore wreless access
pobhe slignd fortagecsprithihc actyark throagiuthe adhayr seppeeprovider.
additional nobile clients. 70. The nethod of claim®69
furth co Y i | iffer
el s iy LR T AREL 1 Bt RO AL X bR to he
bebils etebetwenadplocalse by entéicprinsludiag she seriler, tHeenetwork, and the
nmet hod of claim69 further conprising supporting at
pERS SCIYHE MBPVififfle adhoc service providers with a wired
infrastructure backhaul access to the network. 72. The
met hog) of ¢haikfiRd §ruiLines7 R cinPesiap %%deﬁﬂné R®andoff of the
nmobile client to pay for the service provided by the
achde clsant fiooethp advdcdervice7@ovilhetormmptiodadifocsbaianpddvider.
further conprising registering the adhoc service
provi der. . .rhe od | ai.m67, further .
Conpr 11 ng Pegrara Trgeing! peisf (& padph Slmpripgy o soft handor,
tRtraBo dfurthkddomkidoumnhinelini6 @ M thsidNth & péwistthnititg during the soft
whet her to enabl e the adhoc service provider to

fdle the wirel ess access poi nt based on a nunber of
ot her adhoc service providers currently providing a
wirel ggs a [ : 1 : :
Cover age 1 ony SRRl f ety kTl tBihrise MARE gt meric fo
thetadbok @fvict piomide?. f urt her conpri sing determ ning
whet her to enabl e the adhoc service provider to

pr ovi the, wrel ess.acce oj,nt based on, one. oy, nore.
Ponat i nt 2h sttt S SR e BREE eSRp5sng Gl Gfing the
ghaitymRéiovher ei n the adhoc service provider is
authenticated in response to a request to fromthe

adhoc service provider to provide the wrel ess access )
poi nt 85.78. Timecthodrdelam %f Birthes ornpiiting proyishipg thei qiglity metric

L Vi ].j,ent credentials for the nobile client
?ﬁ%ﬁ?#ﬁ@gggﬁgc service provider to authenticate the

mobile client.79. The nethod of claim67 further
conpr 8&i ngThetnativdiofiglamcharnvger¢io thtigunnel comprises an encrypted

tunnel for encrypted content that cannot be deciphered by the adhoc service provider.

87.  The method of claim 86 wherein the encrypted tunnel comprises a SSL
VPN tunnel.

88.  The method of claim 86 wherein the encrypted tunnel comprises an IPsec

tunnel.

89. The method of claim 67 further comprising supporting audio or video

services to the mobile client.

90. The method of claim 67 further comprising supporting advertising

services to the mobile client.



nobile client for access to the network through the
adhoc service provider. 80. The nethod of claim79

wo erovlezioozonpri sing all ocating the charge to tPE/I8i08/@72515

client between a plurality of entities including the
server, the network, and the #lhoc service provider
81. The nethod of claim67 further conprising

suppoyt.i ngTRe hrufafd Pfimt dverurmbi &&nﬁsh@ﬁro@fd‘i’f@ 4 B&tificate to the

adhoc service provider to another adhoc service
probi¢ digent fgvalidamgrthe pryrcrott thel rapbrcesclientvher ei n t he
handof f conprises a soft handoff, the method further

conpr j$i gy |

ComEL b5 IR AUAOEL b BESHERLerifoe o
fdhok weitviverpreddgrto s/ah@tstmrsmgr a theladhoc werviderprevitiar t he
adhoc service provider 84. The nmet hod of claim 83

furth rising, d mc pdati ng. t he qual
et ri B ol heraethidt ﬁgaﬁa&rl @j 5y §0mr1§rr§rprezsﬁm% gt?’ﬂ.trag to and
PrBﬁ?Mh@'h&gzohbﬁor%tﬁn'ﬂ'etclﬁeﬁ%ﬁieﬁt to the nobile client.

he net hod claim67 wherein the tunnel conprises an

encry t ed tunnel for encrypted content that cannot be
deci piér edThy matwdaefhdeing ér igkerprosvirgens, p@yidinghactwork address

TM1ﬁ8mnq%am£%§Ti€%RF egﬁﬁrn“g%ec WﬁxﬁefdogugpeLlaln186

wherein the encrypted tunnel conprises an | Psec

tunneds. 89Thd hethudt dtadainf 6T hather Gdmptisihf estalslishjing &ilegt another

supparting audi 0 _or Vi services to the npbile
npelhetwesy thermebile eligag eq? anqthgrpody ik e PARYOTEonpr i si ng

supporting advertising services to the nobile

clienye 91. THOG MRINFLIAM 61 ﬁh{He@ Zoﬁlﬁg&gg %stgﬂmﬁ{ﬂgsdtqgast another

providing a certificate to the nobi ient for
tuah¢ldztweny thheerserand theamobibeclrenbi | e client. 92. The
nmet hod of claim 67 further conprising providing a

the. sehver it TR ARGRT ST IR WRAALERL e adnoc

service provider at the server.

98. The method of claim 67 further comprising permitting the authenticated
adhoc service provider to provide the wireless access point to the network for the

mobile client.

99. The method of claim 67 further comprising permitting the authenticated

mobile client to use the service provided by the adhoc service provider.

100. A machine-readable medium comprising instructions executable by a
processing system in a server, the instructions comprising code for:
authenticating an adhoc service provider to provide a wireless access

point to a network for a mobile client;

authenticating the mobile client to use service provided by the adhoc

service provider; and

establishing a tunnel between the server and the mobile client through

the adhoc service provider.



93. The nethod of claim67 further conprising
providing routing to and fromthe network for nobile
W@ Rioemze0ednt ent. 94. The nethod of claim 67 fuPCES2008/072515

conprising providing network address translation to

and fromthe network for nobi3t% client content. 95.

The method of claim®67 further conprising establishing

at | east. ampé heichineneglabRemeBRM b &14BP1 6@ vct@ntth@mshtructions
anot her node in the network. 96. The nethod of claim

Brtheuearhprisceofp farghgnieeatiaplons A mgreadditemgt mabid eleants to use the

O o RBAER fEst OE R b e

tdrecragbeacts@tit 66 @iravicddditidhalthebikasliéats, 98. The

nmet hod of claim 67 further conprising permtting the

aut henti cat ed adhoc service provider to provide the, )

wi rel &&s albedaachiicricadable Redivet Rorokimo 04 peicrepth instructions

flngPL Lo rorelnRdigling! Ak § YidifiGal GO doii id
pernft??ﬁ%mfhe aut entPca?g ng%?%g c?%énflto lse fﬂngVIGB

weproivile @roumi medt wirclkeheaadstopoissrior de mobid¢ deent ah@Cineor more

hi ne-readapbl e nmedi um conpri sing instructions

gﬁ@@ﬂﬁgﬁFgﬂﬁgggg%rocessing systemin a server, the
instructions conprising code for: authenticating an
adhoc1e®r VTEE ndcAitedBidabR Ric@Mindl@f &1l BHE® SheAGE 8BS instructions

€0|nt to a network for a nobile client; authenticating
Uihiemspmpase cpénforn srnpedinged vilwalityr of) idifégensywirplessa giinstructure
er Vi L der ; i .Shi . et ween

PR AR o B R e e b Ol anoc

service provider.101. The machi ne-readabl e nedi um of

cl ai mafNO0 Themedchincheadabkt mediunon$ ddimt h@ér whergit itee instructions
ode for authenticating one or nore. additional nobil .

Pk QM pigsey R0 (oS BPYIng At sk ofe’f @9 aglbs savigg providers with a

SELY TRl QUdRt KRR . &laBIthShithgrn@ tunnel between the
server and each of the one or nore additional nobile

clients. 102. The nachi ne-readabl e medi um of claim 100
wher el 8.t h&h¢ meachinstrcadeblef metiver of whpmi $@0 edwecif dghe instructions

A hIe ntﬁlcr"ilstel e W Eer2blifP e n%jbgﬂet 4R lo ga(glhf%% thecdelisE provided by
provi &L g

the adhoc service provider.

106. The machine-readable medium of claim 100 wherein the instructions

further comprise code for registering the adhoc service provider.

107. The machine-readable medium of claim 100 wherein the instructions

further comprise code for registering the mobile client.

108. The machine-readable medium of claim 100 wherein the instructions
further comprise code for determining whether to enable the adhoc service provider to
provide the wireless access point based on a number of other adhoc service providers
currently providing a wireless access point to the network in a same coverage region as

the adhoc service provider.

109. The machine-readable medium of claim 100 wherein the instructions

further comprise code for determining whether to enable the adhoc service provider to



to provide one or nore wreless access points for the
nobil e client and one or nore additional nobile

WwW@Rkeoen2®07 103. The machi ne-readabl e nedi um of BPCEHIS2008072515

wherein the instructions further conprise code for
supporting a plurality of difd%erent wireless
i nfrastructure backhaul access protocols to be used by

bRQiRUMAL G PAENST £RcRN PhidBisSd 0hOdne dh ﬁldﬂ@%ﬁffﬁ%iﬂt@%ﬁlﬁ@s]eé by the

medi um of claim 100 wherein the instructions further
eowprk.se code for supporting at |east one of the adhoc
service providers with a wred infrastructure backhau

acces 0 r e I j.ne-
rod; ui IEF%‘%?%%%%%%@% ﬁn?‘ﬁ&eininﬁéﬁa%t ?@‘ﬁgg'?éﬁr Ppiip code for
sah@tticsnghdadhar sceviadpiongict kecontfipireé thutbaritichie thaydhoc service
for. the service provided t he adhoc service .

b )
PiogidcHdR reSPOBSS tPhe TRRHCH| Weﬁp@aa@b%}déwﬁéatwm prvideytepprovide the

9 ubherely (%ﬂe instructions further conprise code for
reglstering)t e adhoc service provider. 107. The

machi ne-r eadabl e nedi um of clain1100‘mherein the ' '
i nst r litk.i obe fpachingrreadabier nsdivopdé dam |t @Y ivdicenn rige tifséructions

ile client., 108. The machi ne-readable di ym of
B a0/ Thends iR TRECT SR, FERGTRDr KR P e dignt from the
£AHR sERiceqRb AN tblalitheiiRi@E niddileRAdite the adhoc
service provider to provide the wirel ess access point

based on a nunber of other adhoc setvicejproviders__ )
currehtdy phomaghingrepdaple aneddum of ckdm 198 ftthgrocopppising wherein

ECHRHIEOR, BgeTR AL IS S 0 5, L 8 RIOP DA Ben o
A6¥0ssnh eliendawbdtkethrough thucidhoo serfice pheiideonpri se code for

determ ni ng whether to enable the adhoc service

provi toprovide the W rel ess access | nt. based on .
e of Fror S GHSTRS bl 50 B CRE ot MR o Petructions
ARBPBEHHIR doRRdeDAIR AR BB Bhrg6 tkiB HOBIMORNE bBWEBE a plurality
code for authenticating the adhoc service provider is
elonftitigamsthding theséreen thearceverkeansldhe edhwsrseivaes [poodener

in response to a request to fromthe adhoc service

provi t rovide [ el ceess apPint.. . - -
G AT T NN e —
furhef @6itnpEAS code for supporting a handoff of the mobile client from the adhoc

service provider to another adhoc service provider.

115. The machine-readable medium of claim 114 wherein the handoff
comprises a soft handoff, and wherein the instructions further comprise code for

maintaining the tunnel in a persistent state during the soft handoff.

116. The machine-readable medium of claim 100 wherein the instructions

further comprise code for storing a quality metric for the adhoc service provider.

117. The machine-readable medium of claim 116 wherein the instructions

further comprise code for dynamically updating the quality metric.

118. The machine-readable medium of claim 116 wherein the instructions

further comprise code for providing the quality metric to the mobile client.



further conprise code for receiving client credentials
for the nobile client fromthe adhoc service provider

W@ p00aMedoent i cate the nobile client. 112. The PCT/US2008/072515
machi ne-readabl e medi um of cl ai m 100 further
conprising wherein the instru&tions further conprise
code for determning a charge to the nobile client for
access$14.0 The MEtMRS-kealilBloUsRdfuRe AFJRAEMSEOYI GBercin the tunnel
provider. 113. The machi ne-readabl e medi um of cl ai m
qapprdee paioncrypted; thsnal der enpnyptedieeent theingsnhelebecdatéphicond by the
g%kg%%%h%qﬂtagmpharge to the nobile client between a
p uraFi%y ofV'entiti es i ncludi ng the server, the
networ k, and the adhoc service provider. 114. The
machi hz0.r eabdabh&hiredictdabdd neddairm AOOlaiher I mvhichgn the encrypted
instructions further conprise code for supporting a
aReFempgiset Skl Bne¢k ent from the adhoc service
provi der to another adhoc service provider. 115. The
machi per r eqfabhsniRAHILA ridddidD Jléanhel ® WhehSh the encrypted
handoff conprises a soft handoff, and wherein the
fungelragotprisessanf iPs¢dtennadonpri se code for nmi ntaining the
tunnel in a persistent state during the soft handoff.
116. hi ne; reada nedi um of . ¢l aim 100 wher ei.n .
the i ket r udlr SREMPERFRENR BREMITLP cifin) §) MR A iRtructions
Attt Eompidelcode faRtsupprtiddatio sEVidES Serpic@y/iodBs mobild client.
The machi ne-readabl e medi um of claim 116 wherein the
I nstructions futher co rise-cod? for dynam cal

updat iy t hBS geaghineyresaots medipay of gladmp ivﬁ@reﬁ%é%%msgucﬁons
i clai . : ‘ . ‘

A B BTk Aok chfiind BAES (BB LR

mobil e client.119. The machi ne-readabl e nedi um of

cl ai mM290 Wwhemaichinekreadablenaledimonmpf ickem 400 evicreypttied instructions

0 htgﬁ lgorfgﬁlir%%ipoggi/f&ft Ergvc Ig(.g:/g géliiltﬁré% 68 %qu]&‘lqgltoblkfee cl(ljeen% Ifgrh\(fearhedgting the
ERGd an erereasirdlentedi um of cl aim 119 wherein the
encrypted tunnel conprises a SSL VPN tunnel. 121. The

machi ne- readabl e medi um of claim 119 wherein the ) )
encrypted Thameachigriprdables mgdiuppof claippnh@) whepen the, gnstructions

ARGRL ngn:pﬁgg %Ph@ fﬁe Hwaiﬁé & lc%i@ag‘tgotovﬁ%rfdh%ct&?vice provider to
Instructrons Turther conprise code for supporting
altiate the sarivelen tiserdhbe egvico ptdvedaobi | e client.

126. The machine-readable medium of claim 100 wherein the instructions
further comprise code for providing routing to and from the network for mobile client

content.

127. The machine-readable medium of claim 100 wherein the instructions
further comprise code for providing network address translation to and from the

network for mobile client content.

128. The machine-readable medium of claim 100 wherein the instructions
further comprise code for establishing at least another tunnel between the mobile client

and another node in the network.



123. The nachi ne-readabl e medi um of clai m 100 wherein
the instructions further conprise code for supporting
W@e0nen2do8T ng services to the nobile client. 12BCT/Uk208/072515
machi ne-readabl e medi um of cl aim 100 wherein the
instructions further conprise%ode for providing a
certificate to the nobile client for validating the
serven@t the niRRAineqcsdabRNinedibdp of HEMMBER WIRrdie AR M@ uctions
medi um of claim 100 wherein the instructions further
fmﬂpr teyapiasgdede dar osrablishdngmes least enathdrituancd betoveph gheasghvse and the
MechmErOV|der to validate the server at the adhoc
serV|ce provi der. 126. The machi ne-readabl e nmedi um of
cl ai m 100 wherein the instructions further conprise
code 130. pThy in@ﬁchglerrewaibtegniedluan of folgm 10® wietei®rtke fitructions
nobile client content. 127. The_ machi ne-readabl e
FrEdeneRrBpTise) caﬁﬁforo@lpm@pen&thewéh%mla% PIOHIST PLINE REver-
conprise code for providing network address
transhat i opyd Qna@ﬁglefrﬁéﬂﬁbtehﬁleﬂﬁlmrf k1 iR l(ﬁmmﬂeﬁ‘elﬁltb@ rﬂﬁstructlons
content. 128. The machi ne-readabl e medi um of cl ai m
furdhcecomprine dods farpetitingg thg rauthlenthatndmdihge saoide pfoomder to prov1de
st abl.i shi at. | east anot.her .tunne en the
fRoTretS A PintSdRG e AR B HOGRRE vor k. 199, The
machi ne- r eadabl e nmedi um of cl ai m 100 mhereln t he
i nstrugld.i ombe fntchhiRtre&RBRY heQiuePdE diHm e6J aciShithg idtructions
| east anot her tunnel between the server and the nobile
Birther eompuseg. corlh foramitiiag tha dubprticaiedi ebilst clisnhfoniseathe service
ﬁﬁ@rﬁh% qﬂgmhﬁag&ggﬁlggﬁd&urther conpri se code for
np ene t|ng e adhoc service provider at the server.
131. The nachi ne-readabl e medi um of clai m 100 wherein
the instructions further conprise code for permtting
the aut henti cated adhoc service provider to provide
the wirel ess access point to the network for the
nobile client. 132. The machi ne-readabl e nmedi um of
cl ai m 100 wherein the instructions further conprise
code for permtting the authenticated nobile client to
use the service provided by the adhoc service
provi der.



