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(57) Abstract: Claimed are a method and system for detecting malicious ac-
tivity by analysing the behaviour of objects in a non-isolated environment.
The method includes the steps of: collecting information into a flow of events
i using a detection unit; transmitting said flow of events to a computer, where
the flow of events generated is analysed with respect to a predetermined
amount of time, wherein an event from the flow of events is sent to the input
of a finite state machine and an adapter according to the type of event, and the
l_ S W‘W N adapter generates its own internal event; feeding said internal event, as it is
dsleitdhaiis ”f — generated, into a signature unit, where the generated internal event is checked
] ; ‘ using predetermined rules, and an internal status marker is generated if the
= internal event conforms to said predetermined rules; sending the internal sta-
e B tus marker to the input of a decision making unit for determining malicious
S e S o et 2R . o . .
activity, wherein if the internal status marker exceeds a predetermined value
in terms of a sum of weights or in terms of the probability of the internal sta-
tus marker being malicious, then malicious activity is present, or the decision
making unit determines the presence of malicious activity on the basis of a
deviation from permissible behaviour, compiling a report concerning suspi-
cious activity.
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(57) Pedepar: 3asBneHs! ciocod H CHCTEMA ONPECICHHS BPEIOHOCHO! aK-
THBHOCTH TI0 AHATH3Y MOBEICHHI 00BEKTOB HEH30IHPOBaHHOH cpene. Cmo-
€00 BKIIFOYAET JTAMbl, HA KOTOPBIX. MOCPEACTBOM OJI0KA OGHAPYKEHHS CO-
OuparoT HH(OPMALHUIO B MOTOK COOBITHIL, NICPENAFOT HA BEMUCIHTCILHOC
YCTPOHCTBO IOTOK COOBITHIA, TI€ OCY IECTBIIAIOT AHAIH3 MOy YCHHOTO MOTO-
Ka COOBITHIA 32 3apaHEE OIPEACICHHOE KOJIHYCCTBO BPEMCHH, IIPH ITOM CO-
OBITHE H3 OTOKA COOBITHIT OTIPAB/IIOT HA BXOJ KOHEYHOMY aBTOMATy aJam-
TEpy B 3aBHCHMOCTH OT THIIA COOBITHSA, MPHYEM aJANTED TCHEPHPYET CBOC
BHYTPEHHEE COOBITHE, II0 MEPE ITOIyUCHHA COOBITHI BHYTPEHHEE COOBITHE
TOJAKOT B GIIOK CHTHATY D, TAC OCY ECTBILIOT IPOBEPKY IOy YCHHOIO BHYT-
PEHHETO COOBITHS 3aPAHEE 32 JAHHBIM IPABUIIAM, H B CIIyac

the presence of malicious activity o the basis of & devistion “torm
permissible behavier.
123 Repor: is compied conicerning suspicious acliviy.
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Ony6mkoBana:
—  C OmMUEmoM 0 MeHcOYHaApOOHoM noucke (cmamvsa 21.3)

COOTBETCTBHS BHYTPCHHETO COOBITHS 3apaHEe 3aJAHHEIM IIPABHIAM CO3JAI0T MAPKEDP BHY TPEHHETO COCTOSHMSA, MAPKEP BHY TPCHHETO
COCTOSIHUSL OTIPABIIFOT HA BXOJ OJ0KA NMPHHATHA PEUICHHH O BPCIOHOCHOH AKTHBHOCTH, IIPH 3TOM CCIIH MApKED BHYTPEHHETO
COCTOSIHHSI C CyMMOIi BECOB HJIH BEPOSTHOCTD BPEIOHOCHOCTH MAPKEPa BHY TPEHHETO COCTOSHHS OOIbLIE 3aPAHEE 33 JAHHOTO 3HAUCHUS,
BPEIOHOCHAS AKTHBHOCTH MIPHCY TCTBY €T HJIH ONPEACICHIUE OIOKOM IIPHHATHS PELICHHI BPECAOHOCHOH AKTHBHOCTH HA OCHOBE OTIIHMH
OT Pa3peIICHHOTO NOBEICHHUS; COCTABILIOT OTHUET MO MOAO3PHTEIBHOH AKTHBHOCTH.



