DESCRI PTI ON | nfor.mati on processi ng apparatus, information processing

nmet hod, and providing nmedi um Technical Field The present
invention relates to an information processing apparatus, information
processi ng nmethod, and providing medium Mre particularly, it relates to
an information processing apparatus, information processing nethod, and
provi ding nediumthat utilize encrypted information. Background Art
There are systens that encrypt information (hereafter referred to as
content) such as nusic and send it to the information processing apparatus
of the users who have nmade a requiredDE§CRERERON so that the
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providing medium V/

Technical Field

The present invention relates to an information processing
apparatus, information processing method, and providing medium. More
parficularly, it relates to an information processing apparatus,
information processing method, and providing medium that utilize

encrypted information.

Background Art

There are systems that encrypt information (hereafter referred
to as content) such as music and send it to the information processing
apparatus of the users who have made a required agreement, so that the
users can decrypt and use the content on their information processing
apparatus.

If auser possesses two or more information processing apparatuses,
he/she must purchase content and settle its usage charge for each
information processing épparatus, which caused a problem of

troublesomeness.



users can decrypt and use the content on their information processing

appar at us. If a user possesses two or nore information processing

apparatuses, he/she nust purchase content and settle its usage charge for

each information processing apparatus, which caused a probl em of

t roubl esoneness. Di scl osure of the Invention The present

I nvention has been made in view of the above circunstances. |If a user

possesses two or nore information processing apparatuses, with a main

i nformati on processing apparatus, the-user can purchase the contents used

i n the ottherclioswreredf drheribvessiion apparatuses or settle the charge

t her eof . To solve these problens, the present invention provides an

i nformati on pfbeepgiesgndpjavaenid onhingls deay imsste sittorvdgy mfartdhd @bowr ori ng

appropriate proxy account settlenment information for the other
circumstances. If a user possesses two or more information processing.
apparatuses, with a main information processing apparatus, the user
can purchase the contents used in the other information processing
apparatuses or settle the charge thereof.

To solve these problems, the present invention provides an
information processing apparatus which comprises storage means for
storing appropriate proxy account settlement information for the other
information processing apparatuses; requesting means for requesting
the other information processing apparatuses to provide appropriate
accounting information according to the proxy account settlement
information stored in the storage means; first reception means for
receiving the accounting information sent by the other information
processing apparatuses in response to the request from the requesting
means; sending means for sending the accounting information received
by the first reception means to the control apparatus; second reception
means for receiving the registration conditions prepared based on the

" results of the account settlement performed according to the accounting
information sent by the sending means and received from the control
apparatus; and control means for controlling the operation, based on
the registration conditions received by the second reception means.

Also, the present invention provides an information processing

method which comprises a storage step of storing appropriate proxy

account settlement information for the other information processing



information processing apparatuses; requesting nmeans for requesting the

ot her

i nformati on processing apparatuses to provi de appropriate accounting

i nformation according to the proxy account settlenent information stored

in the storage nmeans; first reception neans for receiving the accounting

I nformati on sent by the other information processing apparatuses in
response to the request fromthe requesting neans; sending neans for
sendi ng the accounting information received by the first reception neans

to the control apparatus; second reception neans for receiving the

regi stratdppardndids ,ons pegpasefingasedponft hrequesstihys the bhdeacdafdirmation
settlenent perforned according to the accounting information sent by the
sendi ng mEaTesEithg epparedt fseamtbhprovhteohppappal at asacaown timd rio £ omeanisi on
for controlling the operation, based on the registration conditions

r ecei ved dncanthigedundhe qgeptiwragmanst settlefied; irniopresioon stoeedi Dm the
provides an information processing method which conprises a storage step

of storirfamgomEicre priiyst aceompticetsteprent Fed¢eiwingobhéoacchenbihgr

i nformati on processing - 2-

information sent by the other information processing apparatuses in
response to the request from the requesting step; a sending step of
sending the accounting information received by the first reception step
to the control apparatus; a second reception step of receiving the
registration conditions prepared based on the results of the account
settlement performed according to the accounting information sent by
the sending step and.received from the control apparatus; and a control
step of controlling the operation, based on the registration
conditions received by the second reception step.

Furthermore, the providing medium of the present invention
provides a computer-readable program for executing a process which
comprises a storage step of storing appropriate proxy account
settlement information for the other information processing
apparatuses; a requesting step of requesting the other information
processing apparatuses to provide appropriate accounting information
according to the.proxy account settlement information stored in the
storage step;a first reception step of receiving the accounting
information sent by the other information proce551ng apparatuses 1n_
response to the request from the requesting step, a sending step of
sending the accounting information received by the first reception step

to the control apparatus; a second reception step of'receiving the



apparatuses; a requesting step of requesting the other information
processing apparatuses to provide appropriate accounting information
according to the proxy account settlenent information stored in the

storage step; a first reception step.of receiving the accounting
information sent by the other information processing apparatuses in

response to the request fromthe requesting step; a sending step of

sending the accounting information received by the first reception step to
the control apparatus; a second reception step of receiving the

regi st ratregi somaltionnsopd Epboes drosmar ed ddeed esulthe ekstfidsaofotthe account
settlenent perforned according to the accounting i-nformati on sent by . the
sendi ng ssept bemenkeqed vieriiedmadurding riol thgpacabustiagdiafoomatdbn seap by
of controlling the operation, based on the registration conditions

recei ved Bye tseandigipatiepernpriene isteshfrom the Ewntthrelnapparahesprawd di agntrol
medi um of the present invention provides.a conputer-readable program for
execut i ngSeeRrdcesntyipl Lhng ddimpppststiont dragrd sndphofregiistinad immeondi biens
proxy account settlenment information for the other information processing
appar at useece Ve gedsthagsecepdoresentiteni A§ePhe ot her information

Furthermore, the information processing apparatus, information
processing method, and providing medium of the present invention store
appropriate proxy account settlement information for the other
information processing apparatuses; request the other information
processing apparatuses to provide appropriate accounting information
according to the stored proxy account settlement information; receive
the accounting information sent by the other information processing
apparatuses in response to the request; send the received accounting

~information to the control apparatus; receive the registration
conditions prepared based on the results of the account settlement
performed according to the sent accounting information sent from the
control épparatus; and control the operation, based on the received
registration conditions.

Furthermore, the information processing apparatus of the present
invention comprises first storage means for storing appropriate proxy
purchase information for the other information prbcessing apparatuses;
first preparation means for preparing appropriate accounting
information according to the proxy purchase information stored in the

firststoragemeans;secondpreparationnmansfor;ueparingappropriate

usage control status according to the proxy purchase information stored



processing apparatuses to provide appropriate accounting information
according to the proxy account settlenment information stored in the

storage step; a first reception step of receiving the accounting

i nformati on sent by the other information processing apparatuses in

response to the request fromthe requesting step; a sending step of

sendi ng the accounting information received by the first reception step

the control apparatus; a second reception step of receiving the

- 3- regi stration conditions prepared based on the results of

t he accoum theetfirgtemtpmdomeahsiccoechng $ootage aveannt fog shoépingt the
sent by the sending step and received fromthe control apparayus;.and a
control aAGpIiingrinimimaigamhergrarced dy s il xat threpas Stomtieans; and

conditions received by the second reception step.

sending means orsendingtheusagecontrolstatuspreparedbythesecond
preparation means and the key necesséry to decrypt the encrypted
information supplied by.the control apparatus.

Furthermore, the information processing method of the present
invention comprises a first stérage step of storing appropriate proxy
purchase information for the other infdrmation processing apparatuses;
a first preparation step of preparing appropriate accounting
information according to the proxy purchase information stored in the
first storage step; a second preparation step of preparing appropriate
usagecontrolstatusaccording1x>theproxypurchaseinformati&nstored
in the first storage step; a second storage step.of storing the
accounting information prépared by the first preparation step; and a
sending step of sending the usage control status prepared by the second
preparation step and the key necessary to decrypt the encrypted_
information supplied by the control apparatus.

Furthermore, the providing medium of the present invention
provides a computer-readable pfogram which comprises a first storage
step of storing appropriate pro#y purchase information fbr the other
information processing apparatuses; a first preparation'step of
preparing appropriate accounting information'accdrding to the proxy
purchase information stored in the first.storage step; a second
preparation step of preparing appropriate usage control status

according to the proxy purchase _infbrmation stored in the first storage



Furthernore, the information processing apparatus, information processing
met hod,. and providing nedium of the present invention store appropriate
proxy account settlenment information for the other infornmation processing
appar at uses; request the other information processing apparatuses to
provi de appropriate accounting information according to the stored proxy
account settlenment information; receive the accounting information sent by
the other information processing apparatuses in response to the request;
send the received accounting information to the control apparatus; receive
t he regi sthepti en sesomdl tstonsage efaare d Hastealr iong t tiee rascdust big t hef eccatibon
settlenent perfornmed according to the sent accounting information sent
from t he Prépanasl bappheat iisst prerwra tbdn tsepmpenst Bosendangds beptdie sending
received registration conditions.:- Furthernore, the information
processi t§eapsads: ¢onsrolhetptusenreranednby obhe osgrdnd prdpatatsion agep and
means for storing appropriate proxy purchase information for the other

i nf or mat itHF FRYCRRSEFRAEYf& SecEypt the rencrimtrd dniformasdon supppiepdry ridhe
appropriate accounting information according to the proxy purchase

i nf or mat ISORt&Odr dPRATANS - fi r st storage neans; second preparation neans

for preparing_a opriate usage control status according to the proxy
pur chase infoFHEELSEmgFSVeﬁhe information processing apparatus, information

processing méthod, and providing medium of the present invention store
appropriate proxy purchase information for the other information
processing apparatuses; prepare appropriate accounting information
accordingtxnthestoredproxypurchaseinﬁormation;prepareappropriate
usage control status éccording to the stored proxy purchase
information; store the prepared accounting information; and comprises
sending means for sending the prepared usage control status and the
key necessary to decrypt the encrypted ihformation supplied by the

control apparatus to the other information processing apparatuseé,

Brief Description of the Drawings

Figure 1 is a system diagram illustrating a EMD system.

Figure 2 is a system.diagram illustrating the major information
flow in the EMD system.

Figure 3 is a block diagram showing the functional configuration
of an EMD service center 1. |

Figure 4 is a scheﬁatic diagram illustrating the transmission of

delivery keys Kd at the EMD service center 1.



-4- . in the first storage means; second storage néans\for
storing the accounting information prepared by the first preparation
~means; and. sending neans for sending the usage control status prepared by
the second preparation neans and the key necessary 'to decrypt the
encrypted information supplied by the control apparatus. _ o
Furthernore, the information processi ng nethod of the present invention
conprises a first storage step of storing appropriate proxy purchase
information for the other information processing apparatuses; a first
preparation stagugsk Préparinegheppsobenattd caciagriamg 1 liustoratstrigrteecor di ng
to the proxy purchase information stored in the first storage step; a
second pr&Easiiission af clelgrery ikaysagpl opt i the ENRagprciore ratnisent ls
according to the proxy purchase information stored in the first storage
step; a second1lgbErafeist @poshest schegatie ddegmam iiddvusifrertimtd dher epar ed
by the first preparation step;, and a - ' .
transmission of delivery keys Kd at the EMD service center 1.
Figure 7 is another schematic diagram illustrating the
transmission of delivery keys Kd at the EMD service center 1.
Figure 8 is a block diagram showing an example functional
confiduration of a content provider 2.
Figure 9 is a chart sdeing an example UCP.
Figure 10 is a schematic diagram illustrating control transfer
of content.
Figure 11 is a schematic diagram illustratihg first—-generation
duplication.
Figure 12 is a chart showing example code values of a service code
and a condition code.
Figure 13 is a chart showing an éxample code values set as the
usage conditions in UCP.
Figure 14 is a schematic diagram showing a content provider secure
container.
Figure 15 is a schematic diagram showing an example authentication
certificate of the content provider'z;
Figure 16 is a block diagram showing the functional configuration

of a service provider 3.

Figure 17 is a chart showing example PTs.



sendi ng st.ep of sending the usage control status prepared by the second
preparation step and the key necessary to decrypt the encrypted

i nformati on supplied by the control apparatus.’ Furt hernore, the
provi di ng. nedi um of the present invention provides a conputer-readable
program whi ch conprises a first storage step of storing appropriate proxy
purchase information for the other information processing apparatuses; a
first preparation step of preparing appropriate accounting information
according to the proxy purchase information stored in the first storage

step; a second¥igurepdbatiisor stheyrtofshowiper iany exFprole icude usagees oot ods the
status according to the proxy purchase information stored in the first
storage Pricing conditions in PT. -5- step; a second

storage step of storing the accounting information
: Figure 19 is a chart showing another example PTs.

Figure 20 is a chart showing an example,code'values set as the
other pricing conditions in PT. -

Figure 21 is a schematic diagram showing a service provider secure
container. |

Figure 22 is a schematic diagram showing an example authentication
certificate of the service provider 3.

Figure 23 is a block diagram showing an example functional
configuration of a receiver 51 in a user hoﬁe network 5.

Figure 24 is a schematic diagram showing an exaxﬁple authentication
certificate of SAM 62 of the receiver 51.

Figure 25 is a chart showing an example of UCS.

Figure 26 is a schematic diagram illustrating the internal
structure of the usage'iﬁformation storage 63A in the external storage
63 of the receiver 51.

Figure 27 is a chart showing an example of accounting information.

Figure 28 is a chart showing the information stored in the memory
module 73 of the receiver 51.

Figure 29 is a chart illustrating reference information 51.

Figure 30'ié a chart showing an example registrationllist of the
receiver 51.

Figure 31 is a block diagram showing an example functional

configuration of a receiver 201 in the user home network 5.



prepared by the first preparation step; and a sending step of sending -the
usage control status prepared by the second preparation step and the key
necessary to decrypt the encrypted information supplied by the control
appar at us. Furthernore, the information processing apparatus,
information processing nmethod, and providing nmedium of the present

i nvention store appropriate proxy purchase information for the other
information processing apparatuses; prepare appropriate accounting
information according to the stored proxy purchase information; prepare
appropriate ddggsecdntisla sthanls shootmd R exampdestrogédtprbuipnplishase the
information; store the prepared accounting information; and conprises
sendi ng measiviesr ZHndi ng the prepared usage control status and the key
necessary to decrypt the encrypted information supplied by the control
appar atus to FREUEEhER Pﬁf@rﬁépr@hﬁﬁﬁcéiﬁuﬁ}nﬂﬁin9ﬂpnﬂﬂﬁsS fariwfilization

Description of the Draw ngs Figure 1 is a systemdiagramillustrating
a EMD sy§tfeontent. Figure 2 is a system diagramillustrating the najor
information flow in_the EMD system Figure 3 is a block diagram

showi ng the fERGFENAA dnfi Gdoat ichrrtofl ldmstvp o ithe @uaegss).of sending
delivery keys Kd from the EMD service center 1 to the content provider
2.

Figure 35 is a flow chart illustrating a flow of mutual
authentication between the content provider 2 and EMD service center
1. |

Figure 36 is a flow chart illustrating aﬁother flow of mutual
authentication between the content provider 2 and EMD service center
1.

Figure 37 is a flow chart illustrating another flowlof mutual
authentication between the content provider 2 and EMD service center
1. |

Figure 38 is a flow éhart illustfating the process of sending a
content provider secure container from the content provider 2 to the
service provider 3.

Figure 39 is a flow chart illustrating the process of sending a
service provider sécure container from the:service provider 3 to the
receiver 51. |

Figure 40 is a flow chart illustrating the process in which the

recelver 51 receives the service provider secure container.



Figure 4 i.s a schematic diagramillustrating the transm ssion of delivery
keys Kd at the EMD service center 1

- 6- Figure 5 is another schematic diagramillustrating
the transm ssion of delivery keys Kd at the EMD service center 1.

Figure 6 is another schematic di agram illustrating the transm ssion of
delivery keys Kd at the EMD service center 1. ' Figure 7 is another
schematic diagramillustrating the transm ssion of delivery keys Kd at the
EMD service center 1. Figure 8 is a block diagram showi ng an exanpl e
functional cdffduns &l s of fdovorhemt pldusdernting the pEbgese 9nishach the
chart show ng an exanple UCP. Figure 10 is a schematic dlagram

i |1 ust r atFeREEORE rol ¥epredeges content.

Figure 42 is a flow chart illustrating an account settlement
process.

Figure 43 is a flow chart illustrating the processing procedures
of account settlement by proxy.

Figure 44 is a flow chart illustrating the processing procedures
of account settlement by proxy.

Figure 45 is a flow chart illustrating the processing;proéedures
of account settlement by proxy.

Figure 46 is a éystem diagram illustrating another example
configuration of user home network 5.

Figure 47 is a chart showing an examplehregistration list of the
receiver 51 of the user hoﬁe network 5.

Figure 48 is a chart showing an example registration list of the
receiver 251 of thé user home network 5.

Figure 49 is a flow chart illustrating the-othe; processing
procedures of account settlemeht by proxy. |

Figure 50 is a flow chart illustrating the other processing
procedures of account settleﬁent by proxy.

Figure 51 is a flow chart illustrating the other processing
procedures of account settlement by ﬁroxy.

Figure 52 is a system diagram illustrating anOther egample

configuration of user home network 5.

- 10 -



of . cont ent.. Figure 11 is a schematic diagramillustrating
first-generation duplication. Figure 12 is a chart show ng exanpl e
code values of a service code and a condition code. Figure 13 is a
chart showi ng an exanpl e code val ues set as the wusage conditions in UCP.
Figure 14 is a schematic diagram showi ng a contéent provider secure
cont ai ner. Figure 15 is a schematic di agram show ng an exanpl e
authentication certificate of the content provider 2. Figure 16 is a
bl ock di agram showi ng the functional configuration of a service provider
3. Fi gur @#ithriesSa ichasysteovd prammiplesPfating an example configuration
-7- _
of the receiver 301.
Figure 54 is a schematic diagram showing the configuration of the
usage information storage 312A of the receiver 301.
Figure 55 is a chart showing an example registration list of the
receiver 301.
Figure 56 is a systemdiagram illustrating an example configuration
of the receiver 401.
Figure 57 is a chart showing an example registration list of the
receiver 401.
Figure 58 is a chart'showing an example registration list of the
receiver 51.
Figure 59 is a flow chart illustrating the processing procedures
of purchase by proxy.
Figure 60 is a flow chart illustrating the other processing
prodedures of purchase by proXy.
Figure 61 is a flow chart illustrating the other processing
procedures of purchase by proxy.
Figure 62 is a flow chart illustrating the other processing
“procedures of purchase by proxy.

Figure 63 is a flow chart illustrating the other processing

procedures of purchase by proxy.

Best Mode'for Carrying Out the Invention

An embodiments of the present invention will be described below.

- 11 -



Figure 18 .is a chart show ng an exanpl e code values set as the pricing
conditions in PT. Figure 19 is a chart show ng anot her exanple PTs.
Figure 20 is a chart showi ng an exanpl e code val ues set as the other
pricing conditions in PT. Figure 21 is a schematic diagramshow ng a
service provider secure container. Figure 22 is a schematic diagram
showi ng an exanple authentication certificate of the service provider 3.
Figure 23 is a block diagram showi ng an exanpl e functional configuration

of a receiver 51 in a user home network 5. Figure 24 is a schematic
di agr am show n@ )an reboamqa td cautdiestinidattiion syestteri cate of SAM 62 of the
recei ver 51. - Figure 25 is a chart show ng an exanpl e of UCS.

Figure 26 is &igmirenttiildultagrtzes ah/EMD (eleagrohécimisiadiststibuttiione sfstem

the usage information storage 63A in the external storage 63 of the

recei ver I the appliicgirien23fi the wpiesents Howent iam exdingl BMDBf sustenrcomyists

' nformat I:fn ﬂie EMD service center 1 that manages individual pieces of equipment,
content provider 2 that provides content, service provider 3 that
providespredeterminedservicescdrrespondingtocmntent,anduserhome
network 5 composed of the equipment (receiver 51 connected to HDD 52,
recéiVer 201 connected to HDD 202 in this example) on which content
is used.

‘The content in an EMD system is digital data whose information

itself has a value, In_this example, one piece of content corresponds

to music data equivalent to one ﬁiece of music. Beéides music data,
however, content can be video data, game programs, computer programs,
literary data, etc.

The EMD service center 1 sends the delivery keys Kd needed to use
content to the user home network 5 and content provider 2, as shown
in Figure 2, which shows the major information flow in the EMD system.
Also, the EMD service center 1 receives accounting information and the

" like from the user home network 5 and adjust charges.

The content provider 2 possesées the content (encrypted with a
content key Kco) to be provided, content key Kco (encrypted with a
delivery key Kd) needed to decryi)t the content, and usage control. policy
(abbreviated as UCP hereafter) that 'describes the usage details of

-content, and supplies them in the form called a content provider secure

container (described later) to the service provider 3.

- 12 -



Figure 28.is a chart showing the information stored in the nenory nodule
73 of the receiver 51. Figure 29 is a chart illustrating reference
i nformation 51. Figure 30 is a chart showi ng an exanple registration
list of the receiver 51. Figure 31 is a block diagram show ng an
exanpl e functional configuration of a receiver 201 in the user hone
network 5. Figure 32 is a chart showing an exanpl e
registration list of the receiver 201. Figure 33 is a flow chart
illustrating process for utilization of content. - Figure 34 is a flow
chart il ustr ghiengethecprmaesisdat 3spndpagesdaid tety ikaysnKdbf momd peiEbrags
service center 1 to the content provider 2. Figure 35 is a flow
chart il |(edbmdviated hlsoRT dfemadfitadr) according to the usage details contained
in the UCP supplied by the content provider 2. The service provider
.2 sends the prepared PT(s) together with the content (encrypted with
" a content key Kco), content key Kco (encrypted with a delivery key Kd),
and UCP supplied by the content provider 2, in the form called a service
provider secure container'to the user home network 5 through a network
4 consisting of a private cable network, the Internet, or communications
satellites.

The user home network 5 prepares usage control status (abbreviated
as UCS hereafter) according to the supplied UCP and PT(s) and performs
the process of using the content based on the prepared UCS. Also, the
user home network 5 prepares accounting information, timed with the
preparation of UCS, and sends it to the EMD service center 1, timed
with, for example, the provision of the delivery keys Kd.

(2) EMD service center

Figure 3 is a block diagram showing the functional configuration
of the EMD service center 1. The service provider management section
11 supﬁlies profit-sharing information to the service provider 3. The
content provider management section 12 sends delivery keys Kd and
supplies profit-sharing information to the content provider 2.

The copyright management section 13 sends information about the
usage of content by the user home network 5 to the appropriate copyright

management body, for example, JASPAC (Japanese Society for Rights of

Authors, Composers and Publishers).
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aut henti cati on between the content provider 2 and EMD service center 1.

Figure 36 is a flow chart illustrating another flow of nutual

aut henti cati on between the content provider 2 and EMD service center 1.
Figure 37 is a flow chart illustrating another flow of nutual

aut henti cati on between the content provider 2 and EMD service center 1.
Figure 38 is a flow chart illustrating the process of sending a content
provi der secure container fromthe content provider 2 to the service

provi der 3. Figure 39 is a flow chart illustrating the process of
sending a semMbeckeyr sertter $4cstereondal hesr riays Kl seidvisappiies dertd tlve
the receiver 51. Figure 40 is a flow chart illustrating the process

i n whi ch ddreternte paiorardexd 2r eheough tihe artercte groosiidier neeagesmetndnsachéon 12
> or to the user home netwak 5 through the .'user management section 18.

The delivery keys Kd supplied to the user home network 5 equipment
and content provider 2 from the EMD service center 1 will be described
with reference to Figures 4 to 7.

Figure 4 shows the cielivery keys Kd possessed .by the EMD service
center 1, the delivery keys Kd possessed by the content provider 2,
and the delivery keys Kd possessed by the receiver 51 in January 1998
when the content provider 2 starts to provide content and the receiver
51 composing the user home network 5 starts to use the.content.

In the example of Figure 4, a delivery key Kd is. valid from the
first day to' the last day of a calendar month (both inclusive). For
example, the delivery key Kd version 1 with a wvalue of "aaaaaaaa"
'consisting of a fixed random' number of bits is available from January
1, 1998 to January 31, .1998 both inclusive (i.e., the content key Kco
that encrypt the content distributed to the user home netwprk 5 via
the service provi_der 3 from January 1, 1998 to January 31, 1998 is
encrypted with the delivery key Kd version 1). The delivery key kd
version 2 with a value of "bbbbbbbb" consisting of a fixed random number
of bits is available from February 1, 1998 to February 28, 1998 both
inclusive (i.e., the content key Kco that encrypt the contént
distributed to the user home network 5 via the service provider 3 during
the given period is encrypted by the delivery key Kd version 2).

Similarly, the delivery key'Kd version 3 is available during March 1998,

-14 -



Figure 41.is a flow chart illustrating the process in which the receiver

51 reproduces content. Figure 42 is a flow chart illustrating an
account settlenent process. Figure 43 is a flow chart illustrating
the processing procedures of account settlenment by proxy. Figure 44
is a flowchart illustrating the processing procedures of account

settl enment by proxy. Figure 45 is a flow chart illustrating the
processi ng procedures of. account settl enent by proxy. Figure 46 is a

systemdiagramillustrati ng anot her exanple configuration of user hone
networ k Sthe delivegwrkey7Kdsvershant 4shswamgidabéradpléngedbstidaflioos,| itdhe
of the receiver 51 of the user hone network 5. Figure 48 is a chart
showi ng atebikeeny &eveldsteraian Sl isavei liehd e dercthgdfa 3296 ame tisedehbvery
net wor k 5. Figure 49 is a flow chart illustrating the other

processi ngey Kd version 6 is available during June 1998.

Before the content provider 2 starts to provide content, the EMD
service center 1 sends six delivery keys Kd -- delivery keys Rd versions
1th 6 —— available from January 1998 to Juné 1998 (both inclusive)
to the content provider 2, which receives and stores the six delivery
keys Kd. Ihéireason why six months' delivery keys Kd afe stored is
that a certain period of time is required for the content provider 2
to make preparations such as encryption of the content and content key;s
before starting to provide the content.

Before the receiver 51 starts to use content, the EMD service center
1 sends three delivery keys Kd -- delivery keys Kd versions 1 to 3 --
available from January 1998 to March 1998 (both inclusive) to the
receiver 51, which receives andIStores the three delivery keys Kd.
Three months"' 'deliver.y keys Kd are-stored in order to avoid the situation
in which content would not be available even during the term of the
contract due to trduble in that the receiver 5'cannot be connected to
the EMD service center 1 or other trouble and to reduce the load on
the user home network 5 by decreasing the number of connections to.the
EMD service center 1. |

During the period from January 1, 1998 to January 31, 1998, the
delivery key Kd version 1 is used by the EMD service center 1, the cdntent

provider 2, and the réceiver 51 that composes the user home network

5.
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procedures of account settlement by proxy. FigUre 50 is a flow chart
illustrating the other processing procedures of account settlenent by
pr oxy. Figure 51 is a flow chart illustrating the other processing
procedures of account settlenment by proxy. Figure 52 is a system
diagramillustrating anot her exanple configuration of user hone network 5.
- 10 - Figure 53 is a systemdiagramillustrating an
exanpl e configuration of the receiver 301. Figure 54 is a schematic
di agram showi ng the configuration of the wusage information storage 312A of
the recei ver BoW the transmission of delivery keys Kd from the EMD service center
1 to the content provider 2 and receiver 51 on February 1, 1998 will
be described with reference to Fiéure 5. The EMD service center 1 sends
six delivery keys Kd -- deliVery keys Kd versions 2 to 7 -— available
from February 1998 to July 1998 (both inclusive) to the content provider
2, which receives the six delivery keys Kd and store them overwriting
the existing ones. TheJEMD service center 1 sends three delivery keys
Kd -- delivery keys Kd versions 2 to 4 -- available from February 1998
to April 1998 (both inclusive) to the receiver 51, which receives the
three delivery keys Kd and store them overwriting the existing ones.
The EMD service center 1 stores the delivery key Kd version 1 as it
is. This is done to make past delivery keys Kd available for use in
case of unexpected trouble or in case an illegal act is committed or
detected.

During the period from February 1, 1998 to February 28, 1998, the
delivery key Kd version 2 is used by the EMD service center 1, the content
provider 2, and the receiver 51 that composes the user home network
5.

Now the transmission of delivery keys Kd from the EMD service center
1 to the content provider 2 and receiver 51 on March 1, 1998 will be
described with reference to Figufe 6. The EMD service center 1 sends
six delivery keys Kd -- delivery keys Kd versions 3 to 8 -- available
from March 1998 to August 1998 (both inclusive) to the conteﬁt provider

2, which receives the six dellivery keys Kd and store them overwriting

the existing ones. The EMD service center 1 sends three delivery keys

- 16 -



Figure 55.is a chart showi ng an exanple registration list of the receiver
301. Figure 56 is a systemdiagramillustrating an exanpl e
configuration of the receiver 401.. Figure 57 is a chart show ng an
exanple registration list of the receiver 401, Figure 58 i-s a chart
showi ng an exanpl e registration list of the receiver 51, Fi gure 59
is a flowchart illustrating the processing procedures of purchase by

pr oxy. Figure 60 is a flow chart illustrating the other processing
procedures of purchase by proxy. Figure 61 is a flow chart

I 1l ustratKdg-- kieldivery keyseXsl ngrsponcedis €6 -of aparidhdde fiyopr Maych 1998 to
Figure 62 is a flow chart illustrating the other processing procedures of
pur chase Mgy 998y .(both inflgsivepbXo she teowivear 1l IWwhisth ateioeg wetse tbehehree
processi ng procedures of purchase by proxy. Best Mbde for Carrying Qut .
t he | nverdebiwvery keéys efidoaidesterefthém presenitingehheoaxdsklingeones. The
descri bed bel ow. '

EMD service center 1 stores the delivery keys Kd versions 1 and 2 as

they are.

During the period fromMarch 1, 1998 to March 31, 1998, the delivery

key Kd version 3 is used by the EMD service center 1, the content provider

2, and the receiver 51 that compoSes the user home network 5.

Now the transmission of delivery keys Kd from the EMD service center
1 to the content provider 2 and receiver 51 on April 1, 1998 will be
described with reference to Figure 7. The EMD service center 1 sends
six delivery' keys Kd -- delivery keys Kd versions 4 to 9 -~ available
from April 1998 to September 1998 (both inclusive) to the content

provider 2, which receives the six delivery keys Kd and store them

overwriting the existing ones. The EMD service center 1 sends three -

delivery keys Kd —- delivery keys Kd version 4 to 6 -— available from

April 1998 to June 1998 (both inclusive) to the receiver 51, which

receives the three delivery keys Kd and store them overwriting the

- existing ones. The EMD service center 1 stores the delivery keys Kd
versions 1, 2, and 3 aé they are.

During the period from April 1, 1§98 to April 30, 1998, the delivery

key Kd version 4 is used by.the EMD service center 1, the content provider

2, and the receiver. 51 that composes the user home network 5.

In this way, if delivery keys Kd are distributed several months

in advance, users can purchase content even if they do not access the
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(1) Information distribution system Figure 1 illustrates an EMD

(electronic music distribution) system by the application of the present

i nvention. The EMD system consists of the EVMD service center 1-that

manages i ndi vi dual pieces of equipnment, content provider 2 that provides

content, service provider 3 that provides predeterm ned services

corresponding to content, and user hone network 5 conposed of the ;

equi pnent (receiver 51 connected to HDD 52, receiver 201 connected to HDD

202 in this exanple) on which content is used. The content in an EMD

system i M getralicdatenwdodeat rdldr ifatri @monthsetrftwms aadvbhhter threy bes access

exanpl e, one piece of content corresponds to nusic data equivalent to one

pi ece of thesiEMD Bessivliase usitedal sand hoeewtve keys eat zanoheenidrd dane,

ganme programs, conputer programs, literary data, etc,. The EMD

servi ce cent eRetugaidy theFielire ety theyblogdatre dedagemesy section 15 stores,
thé accounting information output by the user management section 18,
PTs corresponding to the content, and UCP corresponding to the content.

The profit-sharing section 16 calculates, the respective profits
of the EMD service center 1, content provider 2, and service provider
3 according to' the information provided by the log data management
section 15 and outputs the results to the service provider management
section 11, content provider management section 12, cashier section
20, and copyright management section 13.

The mutual -authentication section 17 performs 'mutual
authentication with the content provider 2, service provider 3, and
user home network 5 equipment. The user management section 18 prepares
registration lists for predetermined processes and sends them togethér
with the delivery keys Kd to the user home network 5.

The billing section 19 calculates the amount charged to the user
based on, for example, the accounting information, UCP, and PTs supplied
by the log data management section 15, and supplies the results to the
cashier section 20, which then settles accounts in communication with
external banks or the like (not shown), based on the amounts of usage
fees to be paid or charged to the user, content provider 2, and service

provider 3. Also, the cashier section 20 informs the user management

section 18 about the results of the settlement.
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content to the user home network 5 and.content'providerhz, as shown in
Figure 2, which shows the major information flow in the EVMD system Al so,
the -EMD service center 1 receives accounting information and the 1like from

t he user

hone network 5 and adj ust charges. The content provider 2

possesses the content (encrypted with a content key Kco) to be provided,
-content key Kco (encrypted with a delivery key Kd) needed to decrypt the

content,

.and usage control policy (abbreviated as UCP hereafter) that

descri bes the usage details of content, and supplies themin the form

cal |l ed a cont dine prgliitderecdsicny €1 crecknerthe doskrdibed dhtEhe accoheting
service provider 3. -.12 -

The serviigefqrmat der Bignleipt framtheeeginhpment on the aigwy beomeagetwork 5 as
(abbreviated as PT hereafter) according to the usage details contained in
the UCP &igbl iasdthe vabidbhy @fi PEsoanddIiCE2 (iTke ,sehecke fonwindeillegal act).

In this case, the EMD service center 1 receives UCP from the content
provider 2, PTs from the service provider 3 and UCP and PTs from the
user home network 5.

(3) Content provider

Figure 8 is a block diagram showing a functional configuration
of the content provider 2. The content server 31 stores the content
to be suppliéd to the user and supplies it the watermarking section
32, which then watermarks the content suﬁplied by the content server
31 and supplies it to the coﬁpression section 33.

The compression section 33 compresses the content supplied by the
watermarking sectioﬁ 32, by ATRAC2 (Adaptive Transform Acoustic Coding
2) (a trademark) or another méthod, and supplies it to the encryption
section 34. The encryption section 34 encrypts the content compressed
by the compression section 33, by common-key cryptégraphy such as DES
(Data Encryption Standard) by using the random number supplied by the
réndom number generator section 35 as a key (hereafter this random number
is referred to as a content key Kco), and outputs the results to the
secure container preparation section 38.

The randonlnuﬁber generator section 35 sﬁpplies the random number
consisting of a fixed number of bits for use as the content key Kco
to the éncryption sections 34 and 36.  The encryption section 36

encrypts the content key Kco by common-key cryptography such as DES
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.2 sends the prepared PT(s) together with the content (encrypted with a
content key Kco), content key Kco (encrypted with a delivery key Kd), and
UCP supplied by the content provider 2, in the formcalled a service

provi der secure container to the user home network 5 through a network 4
consisting of a private cable network, the Internet, or conmunications
satellites. ‘The user hone network 5 prepares usage control status
(abbreviated as UCS hereafter) according to the supplied UCP and PT (s)

and perforns the process of using the content based on the prepared UCS.

Al so, thdy usénghbhe deliwekySkey duaseppadedubyi rige iBEMDseatviioe cened 3 tand
the preparation of UCS, and sends it to the EMD service center 1, tined
with, foroubramsd dhe hegurldd diorths gdmine|dordrainey préparation (£9ctEMin 38.
service center Figure 3 is a bl ock diagram show ng the functiona

confi gur at i onDESf ishan ENIrsypvier metited thatTeacsepiisc 64pbdti déockanafgrimin
section 11 supplies profit-sharing information to the service provider 3.
The contt@nt mowsdag maryendhtceaean orev? Shed PEfelinmsraskayansdidstmdf the
supplies profit-sharing information to the content provider 2. The

copyr i ghtParihdgerenmizdag sactiosenthkat renvert»pladsutepite tousagbesf text by
content by the user home network 5 to the appropriate copyright nanagenment
body, fofi&idiplied; WikdpAdq Jepard thrirast f e R pFreed$ing section) that
generétes the key (expansion key) for use by the data mixing section
from the common key. .All the DES algorithms are open to the public.
Therefore, only the basic processing in the data mixing section will
be described here briefly. |
First, 64 bits of plain text is divided into high-order 32 bits
Hy and low-order 32 bits L,. Using} as input, the 48-bit expansion key
K, supplied from the key processing section and thé low-order 32 bits
L,, the butput from an F function is calculated by mixing the low-order
32 bits L,. The F function consists of two basic conversions:
"substitution" for substituting numeric values in a prescribed manner
and "transposition" for transposing bit positions in a'prescribed
manner. Then the high-order 32 bits H, is XORed with the output from
the F function and denéted as L. L, is denoted as H,.
After 16 iterationé of the above process based on the high-order
32 bits H, and low-order 32 bits L,, the resulting high-order 32 bits
H,s and low-order 32 bits L,; are output as cipher text. For'decryptiqn,

the above procedures are reversed using the common key used for the

encryption.
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Aut hors, Conposers and Publi shers). : .

13 - The key server 14 stores delivery keys Kd and
supplies it to the content provider 2 through the content provider
managenent section 12 or to the user hone network 5 through the user

managenent section 18. + The delivery keys Kd supplied to the user hone
network 5 equi pnent and content provider 2 fromthe EVMD service center 1
will be described wth reference to Figures 4 to 7. Figure 4 shows

the delivery keys Kd possessed by the EVMD service center 1, the delivery
keys Kd possegiad poyl itdye stomagiet speaibaeB72stores thwe U isedr fokegonkKdnt and
possessed by the receiver 51 in January 1998 when the content provider 2
- starts tooptpyislel T erite aredturee qoedeiiver prEpeo@idsim gectd ons 88 .hoRégure 9
network 5 starts to use the content.
shows UCP A, UCP B which have been set for content A kept in the content
server 31 and which are stored in the policy storage section 37. lA
UCP contains predefined information regarding "Content ID," "Content
Provider . ID," "UCP ID," "UCP Validity Period," "Usagé Conditions, " and
"Usage Details." "Content ID" contains the ID of the content to which
the given UCP is applied. Each "Content ID" of UCP A (Figure 9A) and
UCP B (Figure 9B) contains the ID of content A.
"Content Provider ID" contains the ID of the content provider that
provides the content. Each "Content Provider Ibﬁ of UCP A, UCP B.
contains the Ib of the content provider 2. "UCP ID" contains the ID
‘assigned to the given UCP: "UCP iD" of UCP A contains the ID of UCP
A. "UC? Validity Period" contéins information about the wvalidity
period of the UCP: "UCP Validity Period" of UCP A contains the validi_fy
period of UCP A and "UCP Validity Period" of UCP B contains the validity
period of UCP B.
"Usage Conditions" contains-predefined information regarding
"User Conditions" and "Equipment Conditions." "User Conditions"
- contains the conditions for the user who can select the given UCP.
- "Equipment Conditions" containé the conditions for the equipment that
éan select the given UCP.
In the case of UCP A, "Usage Conditions 10" is specifiéd. "User

Conditions 10" of "Usage Conditions 10" contains information ('200

Points or Higher') indicating that the condition for the use points
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In the exanple of Figure 4, a delivery key Kd is valid fromthe first day
to the last day of a calendar nonth (both inclusive). For exanple, the.
delivery key Kd version 1 with a value of "aaaaaaaa" .consisting of a fixed
random nunber of bits is available fromJanuary 1, 1998 to January 31,
1998 both inclusive (i.e., the content key Kco that encrypt the content
distributed to the user hone network 5 via the service provider 3 from
January 1, 1998 to January 31, 1998 is encrypted with the delivery key Kd
version 1). The delivery key Kd version 2 wth a value of "bbbbbbbb"
consi st i nigs 200 diintedo r andsmuniEguighebittGondi tvens ableo f FusabgelTarad vt llons
1998 to February 28, 1998 both inclusive (i.e., the content key Kco that
encrypt tIE' comterins dnfbrmbatied { ONOheomndetridwhe imetivertdrhy whatt hbeser ¥ aeo
provider 3 during the given period is encrypted by the delivery key Kd
ver si on ondiSiini ar IMhust, hBCReh i vaar Yoek e lkd teer shbdy By itheawsidrabivhodbairag2 00
March 1998, - 14 -
or higher use points.
In the case of UCP B, "Usage Conditions 20" is specified. "User
Conditions 20" of "Usage Conditions 20" contains information ('200
Points or lower') indicating that the condition for the use points is
200 points or lower. "Equipment Conditions 20" of "Usage Conditions
20" contains information ('No Condition’) indicating that there is no
condition. Thus, UCP A can be selected only by the users who have 200
or lower use points.
"Usage'Details" contains predefined information regarding "ID,"
"Type," "Parameter," and "Control Transfer Permission Information."
"ID" contains the ID assigned to the information contained in "Usage
Details." "Type" contains information that indicates the use type of
the content such as reproduction or duplication. "Parameter" contains
~ the predefined information corresponding to the use type contained in
"Type. "
"Control Transfer Permission Information" contains information
‘which indicates whether control transfer of the content is possibie
(permitted or not). In the case of a content control transfer, the
content is copied to the destination equipment while being kept on the
source equipment, as shown in Figure 10A. In other words, the content

is used both on the source and destination equipment. In this respect,

control transfer differs from normal content transfer in which content
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the delivery key Kd version 4 is available during April 1998, the delivery
key Kd version 5 is available during May 1998, and the delivery key Kd

version 6 is avail able during June 1998. Bef ore the content provider
2 starts to provide content, the EMD service center 1 sends six delivery
-keys Kd -- delivery keys Kd versions 1 to 6 -- available fromJanuary 1998

to June 1998 (both inclusive) to the content provider 2, which receives
and stores the six delivery keys Kd. The reason why six nonths' delivery
keys Kd are stored is that a certain period of time is required for the
content prowaeved fromaiies pepecatéquispseh asdencvggt tonthé tbstinaténhn

and content keys before starting to provide the content. Before the
recei ver ésfuiggmernts, polysehevattdrt conhenEM3 séovriedeanédmised, dsssame tihrBbgure
delivery keys Kd -- delivery keys Kd versions 1 to 3 -- available from

January 1198B. to March 1998 (both inclusive) to the receiver 51, which
receives and stores the three delivery keys Kd. Three:nonths' delivery
‘keys Kd are sDwrdad a oonrferol drarsifen bd sonbent orihd somricehequipmantvoaneot
not be avail able even during the termof the contract due to trouble in
that the trangfier theontrok ebnpketedntentthe @w thivdcequénment (pet

other trouble and to reduce the |oad on the user hone network 5 by
decr easi MEIMHE tRMberadfskfmetn i Bhgure 1GR. Thus, the content is kept only

on the two pieces of equipment: the source equipment and destination
equipment. In this respecf, content control transfer differs fronlthe
first-generation duplication which can produce multiple duplicates
(first-generation) from the original content, és shown in Figure 11A.
Also, content control transfer differs from the one-time duplication
shown in Figure 11B in that content control can be transferred to third
equipment if the content is returned from the equipment.

Returning to Figure 9A, UCP A has four "Usage Details" fields:
"Usage Details 11" to "Usage Details 14." "ID 11" of "Usage Details
11" contains the ID assigned to "Usage Details 11." "Type 11" contains
the information indicating the use type of 'Purchaée and Reproduce' -
meaning that the content will bejpurchased.and.reproduéed. "Parameter
11" contains thejpredefined.information corresponding to 'Purchase and
Reproduce.' "Control Transfer Permission Information 11" contains the
information indicating that the control transfer of the content is
permitted ('Permitted').

fID 12" of "Usage Details 12" contains the ID assigned to "Usage
Details 12." "TYpe 12" contains the information indicating the use

type of 'First-Generation Duplicate' meaning that first-generation
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EMD service center 1. During the period fromJanuary 1, 1998 to
January 31, 1998, the delivery key Kd version 1 is used by the EMD service
center 1, the content provider 2, and the receiver 51 that conposes the

user home network 5. - 15 -

Now t he transm ssion of delivery keys Kd fromthe EMD service center 1 to
the content provider 2 and receiver 51 on February 1, 1998 will be
described with reference to Figure 5. The EMD service center 1 sends siX
delivery keys Kd -- delivery keys - Kd versions 2 to 7 -- available from

Febr uary digeigi catelsiwi 11968 ghodicedc| MileEpleo fiirs tegenera tjoavddplicdtes of
whi ch receives the six delivery keys Kd and store themoverwiting the
exi sting Gres' Filtet Kihermvior Rupt eatle sbncan the qeradl¢edrfrémythe original
content as shown in Figure 11A. However, it is not.possible to produce
second—-generation duplicates from first—generation duplicates (not
permitted) . "Parameter 12" contains the predefined information
corresponding to 'First-Generation Duplicate.' "Control Transfer
Permission Information 12" contalns the information indicating that
the control transfer of the content is not permitted ('Not Permitted').
"ID 13" of "Usage Details 13" contains the ID assigned to "Usage
Details 13." "Type 13" contains 1nformatlon 'lelted—Tlme
Reproduction’' indicating the use type to reproduce content A for a
specified period (time). "Parameter 13" contains the start time and
end time corresponding to 'Limited-Time Reproduction.' "Control
Transfer Permission Information 13" is set to 'Not Permitted.’
"ID 14" of "Usage Details 14" contains the ID assigned to "Usage
Details 14." "Type 14" contains 'Pay Per Copy 5' indicating the use
type to duplicate five times. However, in such a case, it is not
possible to produce duplicates from duplicates (not'permitted), as
shown in Figure 11B. "Parameter 14" contains information "Duplicates
Five Times' indicating that the duplication is possible five times.
"Control Trans.fer Permission Information 14" is set to "Not Permitted."
UCP B in Figure 9B has two "Usage Details" fields: "Usage_Details
21" to."Usage Details 22." "ID 21" of "Usage Details 21" contains the
ID assigned to "Usage Details 21." "Type 21" is set to "Pay Per Play

4' indicating the use type to reproduce four times. "Parameter 21"
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Kd -- delivery keys Kd versions 2 to 4 -- available from February 1998. to
April 1998 (both inclusive) to the receiver 51, which receives the three
delivery keys Kd and store themoverwiting the existing ones. The EMD
service center 1 stores the delivery key Kd version 1 as it is. This is
done to make past delivery keys Kd available for use in case of unexpected
trouble or in case an illegal act is commtted or detected. During-
the period fromFebruary 1, 1998 to February 28, 1998, the delivery key Kd
version 2 is used by the EMD service center 1, the content provider 2, and
t he receiamrtadilng hiaifaonposes {Reprsduchbor PetnoT kmesS" indicabibmgt hkRat
transm ssion of delivery keys Kd fromthe EMD service center 1 to the
content prepratbrctZiandis quessyiErl&1famr Mairods 1, "3898 nall | Theen s s cdP e trels su din
reference to Figure 6. The EMD service center 1 sends six delivery keys

Kd -- delinymymadsion KILYeraitombnsg tReBnittedhil able from March 1998 to _

August 1998 (both inclusive) to the content provider 2, which receives the

six delivery Kdys2kRY afid"8sage Délemi byetdit icdnigpinshéhexildt aagigned. tThEIEADe

service center 1 sends three delivery keys '

- 16- Details 22." "Type 22" contains 'Pay Per Copy 2', "Parameter 22"
contains "Duplicates Two Times". "Control Transfer Permission
Information 22" contains 'Not Permitted'.

‘Here, comparing the details of UCP A and UCP B, while the user
having the use points of 200 points or higher can choose from four "Usage
Details" fields: "Usage Detailslll" to "Usage Details 14", the user
having the use points of 200 points or lower can only choose from two
"Usage Details"™ fields: "Usage Details 21" and "Usage Details 22".

Incidentally, Figure 9 shows UCP A, UCP. B to show an example.

~ Actually, in addition to service codes shown in Figure 12A and condition
codes shown in Figure 12B, "Usage Conditions 10" of UCP A and "Usage
Conditions 20" of UCP B respectively contain value codes indicating
values or predefined type according to the service codes.

Figure 13A shows code values of each code set as "User Conditions
10" and "Equipment Conditions 10" of "Usage Conditions 10" in UCP A
(Figure 9A). Since "User Conditions 10" of "Usage Conditions 10"
indicates 200 points or higher, a service code 80xxh meaning “with
conditions for use point”, a value code 0000C8h indicating the value

200 at this time and condition code 06h (Figure 12B) meaning > = (equal

Oor smaller)” are set as "User Conditions".
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Kd -- delivery keys Kd version 3 to 5 -- available fromiMarch 1998 to My
1998 (both .inclusive) to the receiver 51, which receives the three '
delivery keys Kd and store themoverwiting the existing ones. The EM
service center 1 stores the delivery keys Kd versions 1 and 2 as they are.
During the period fromMarch 1, 1998 to March 31, 1998, the delivery key
Kd version 3 is used by the EMD service center 1, the content provider 2,
and the receiver 51 that conposes the user hone network 5. Now t he
transm ssion of delivery keys Kd fromthe EMD service center 1 to the
content provi démc2 dRduipnentetorkli wionspdiol” in UCPIB iwmdilcdires YNes@arxkik vonh,
reference to Figure 7. The EMD service center 1 sends six delivery keys Kd
- - del i vex pekwisekebde 09i00hsnadan bn® “No aondibbbr”, fa valnprdddel §8EFFEh having
Sept enber 1998 (both inclusive) to the content provider 2, which receives
the six de eanynigeyndikdcandistionecedeOhnEignirei 1) meaoding 'Ng Goredi t fTow”
EMD service center 1 sends three delivery keys Kd -- delivery keys Kd
version /1% st as/Hquiprent gpendition”.

Figure 13B shows code values of each code set as "User Conditions

20" and "Equipment Conditions 20" of "Usage Conditions 20" in UCP B.

Since "User Conditions 20" indicates 200 points or lower, a service

code80xxhn@aning“withconditionsforusepoint”(FigurelZAJ,eavalue

code 0000C8h indicating the value 200 and condition code 03h (Figure

12B) meaning “> = (equal or larger)” are set as "User Conditions".’

"Equipment Conditions 20" in UCP B indicates “No condition”

similarly to "Equipment Conditions 10" in UCP A, and the both have the

same code values, an explanation for it will be omitted.
Returning to Figure 8, the secure container preparation section

38 prepares a content provider secure container consisting, for example,

of a content A (encrypted with a content kéy’KcoA), a content'key'KcoA

(encrypted with a delivery key Kd), UCP A, UCP B, and the content

provider's signature, as shown in Figure 14. The signature is obtained

by encrypting a hash value with a secret key (the secret key Kscp of

the content provider 2 in this case) in the public-key éryptosystem

of the content provider. The hash value, in turn, has been obtained

by applying a hash function to the data that needs to be sent (content

A in this case (encrypted with the content key KcoA)), content key KcoA

(encrypted with the delivery key Kd), and UCP A, UCP B.
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April 1998 to June 1998 (both inclusive) to the receiver 51, which

receives the three delivery keys Kd and store themoverwiting the

exi sting ones. The EMD service center 1 stores the delivery keys Kd

versions 1, 2, and 3 as they are. During the period fromApril 1, 1998

to April 30, 1998, the delivery key Kd version 4 is used by the EMD

service center 1, the content provider 2, and the receiver 51 that

conposes the user honme network 5. In this way, if delivery keys Kd

are distributed several nonths in advance, users can purchase content even

i f they do notfThaceessintcheontainer preparation section 38 sends lthe content

EMD service center 1 at all for a nonth or two, and |l ater they can access

t he EMD smronigier eramire]l camdtadigssi Te kbes sarvaceopvewidatr Bilngp.attaching the

Returning to Figure 3, the | og data managenent section 15 stores,
authentication certificate of the content provider 2 shown in Figure
15. The autheﬁtication certificate consists of its version number,
its serial number assigned to the content provider 2 by the certification
agency, the algorithm and parameters'used for the signature, the name
of the certification agency, the validity period of the authentication
certificate, and the'name, public key Kpcp, and signature (encrypted
with the secret key Ksca of the certification agency) of the content
provider 2. |

The signature is used to check for falsification. It is produced
by computing, by means of a hash function, a hash value from the data
to be sent and encrypting the hash value with the secret key of public-key
cryptography.

Hash functions and signéture authentication will be described
below. A hash function accepts as input the data to be sent, compresses
it to data of a specific bit length, and outputs it as a hash value.
Hash functions are characterized in that it is difficult to predict
the input from the hash value (output), that if one bit of input data
changes, many bits of the hash value change, and that it is difficult
to find out input data that have the same hash value.

The receiver that has received the signature and data decrypts
the signature by the cryptographic public key to obtain a resulting

hash value. Then the hash vaiue of the received data is calculated

and compared with the hash value obtained by decrypting the signature,
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the accounting information output by the user managenent section 18, PTs
corresponding to the content, and UCP corresponding to the content.

The profit-sharing section 16 cal cul ates, the respective profits of the
EMD service center 1, content provider 2, and service provider 3 according
to the information provided by the | og data nmanagenent section 15 and
outputs the results to the service provider managenent section 11, content
provi der nmanagenent section 12, cashier section 20, and copyright
managenent section 13. The nut ual - aut henti cation section 17 perforns
mut ual - aiud hehnd ek avhethed t thé hews ovdshit valogsdare2identytad . prdFi teey 3arand
user hone network 5 equipnent. The user nanagenent section 18 prepares

regi stratderefmined fior hE ddendrimaled gheoresedveandatsantast hein beget hietsified
with the delivery keys Kd to the user honme network 5. - The billing
section l®ndditchaatesen fendnbpyrithechanded that hesuske sdrmassd ke, céoresponding
exanpl e, the accounting information, UCP, and PTs supplied by the |og data
managenerto d&et pohlis, kavid Fxainlss ofetheshidsk functiions asiktidefozesi gnat@des
whi ch then settles accounts in communication with external banks or the

li ke (notinkbigg, MihdMessagehigemthtds MDSusSHR (Jewure dasd Paodrothmharged.
to the user, content provider 2, and service provider 3. Al so, the cashier
section 20 i nfsvhBubhécukey GravRitpgitarhy vdddi be dEScatided -t h&nreenitrasbito blee
settl enent.

common-key cryptography which uses the same key (common key') for
encryption and decryption, publ.ic—key cryptography uses different keys
 for encryption and decrypt’ion.. In public-key cryptography, one of the
keys is made public, but the other key can be kept secret. The key
that can be made public is called a public key while the key that is
kept secret is called a secret key. _

Now a typical public-key cryptosystem, RSA (Rivest-Shamir-
Adleman), will be described briefly. First, two lsignificantly large
primes p and q are determined, and then their product n is determined.
The least common multiple L of (p - 1) and (g - 1) are computed, and
the value e that is equal to or larger than 3 and less than L anld that

is relatively prime to L is determined (i.e., the value that will go
. into both e and L, which is only 1).

Inmodulo L arithmet-ic, the multipliéative inverse d of the element
e is determined. 1In other words, the relationship ed =1 ‘mod L exists
among, d, e, and L, where d can be calculated by Euclid an algorithm.

l'Here, n and e are public --keys and p, ¢, and d are secret keys.
Cipher text C can be calculated from plain text M by equation (1).

C=_Memodn e (1)
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- 18 - The audit section 21 checks the validi t'y of the
accounting information supplied fromthe equipnent, in the user hone
network 5 as well as the validity of PTs and UCP (i.e., checks for any

illegal act). 1In this case, the EMD service center 1 receives UCP fromthe
content provider 2, PTs fromthe service provider 3 and UCP and PTs from
the wuser hone network 5. (3) Content provider : Figure 8 is a

bl ock di agram showi ng a functional configuration of the content provider
2. The content server 31 stores the content to be supplied to the user and
supplies it tThewstiphear kery Sels idecr@dedhirdto thhen platier trexksMt bg S e n
supplied by the content server 31 and supplies it to the conpression
section 3@).
M = C' mod n cee (2)
Demonstration is 6mitted. The reason why plain text can be
converted into cipher text by RSA and cipher text can be deqrypted is
that RSA is based on Fermat's first theorein and that equation (3) holds.
M=c'= M)%=M"=Mmod n | cee (3)
If one knows the secret keys p and g, he/she can compute the secret
key d from the public key e. However, if the number Qf digits of the
public key n is increased to t'he. extent that the unique factorization
of thg public key n is difficult in terms of the amount of computation,
the secret key d cannot be computed from the public key e and the cipher
text cannot be decrypted based simply on knowledge of the public key
n. As described above, the RSA cryptosystem can ﬁse different keys
for encryption and decryption.
| Now another public-key cryptosystem, Elliptic Curve Cryptography,
will be described briefly. Let B denote a point on the elliptic curve
y: = x* + ax + b. To define additions of points on the elliptic curve,
let nB denote the result of n additions of B. Similarly, subtractions
will be defined. It has been prove.n that it is difficult to compute
n from B and Bn. Sﬁppose, B and nB are public keys and n is a secret
key. Using a random number r and the public keys, cipher text Cl and
C2 are .comput-ed from plain text M by equations (4} and (5).
Cl =M+ rnB .o (4)

C2 = rB ' ' ve. (5)
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The conpression section 33 conpresses the content supplied by the

wat er mar ki ng section 32, by ATRAC2 (Adaptive Transform Acoustic Coding 2)
(a trademark) or another nethod, and supplies it to the encryption section
34. The encryption section 34 encrypts the content conpressed by the
conpression section 33, by common-key cryptography such as DES (Data
Encryption Standard) by using the random nunber supplied by the random
nunber generator section 35 as akey (hereafter this random nunber is
referred to as a content key Kco), and outputs the results to the secure
cont ai ner pre[aApmidmwtextcCloand&2 are débeypaedoimhondksigearertaMbysegtiabdion
35 supplies the random nunber consisting of a fixed nunber of bits for use
as the coent key Kco to the encryption sections 34 and 36. The
encryption section 36 encrypts the content key Kco by common-key
crypt ogr aphy ch Gis -DEf£2 - 19 - ... (6)

Decryption is possible only when the secret key n is available.
As can be seen from the above discussion, Elliptic Curve Cryptography
allows the use of different keys for encryption and decryption, as is
the case with the RSA cryptosystem.

Returning to Figure 8, -the mutual authentication section_39 of
the content provider 2 performs mutual authentication with the EMD
service center 1 before receiving delivery keys Kd from the EMD service
center 1. It can also perform mutual authentication with the service
provider 3 before sending the content provider secure container 'to the
service provider 3. In this example, however, since the content
provider secure container dbes not contain secret information, this
mutual authentication is not necessarily required.

(4) Service provider

-Now, the functional configuration.of the service provider 3 will
be described with reference to the block diagram in 'FigL__l're 16. The
content server 41 stores the content (encrypted with the content key
Kco), céntent key Kco (éncrypted with the delivery key Kd), UCP, and
a signature of the content provider 2 contained in the content provider
secure container supplied.by the content prqvider 2 and supplies them
to the secure container preparation section 44.

The pricing section 42 checks the authenticity of the content

provider secure container based on the signature contained in the
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by using the delivery key Kd supplied by the EMD service center 1, and
outputs the results to the.secure container preparation section 38.

DES is an encryption nmethod that encrypts 64-bit bl ocks of plain text by
using a 56-bit common key. The DES process consists of the part (data

m xi ng section) that converts plain text to cipher text by mxing it with
the key and the part (key processing section) that generates the key
(expansi on key) for use by the data m xing section fromthe comopn key.
Al'l the DES algorithnms are open to the public. Therefore, only the basic

processi népriterith @ rddtiaidd seddrecebhoainekl suppl tles Uy he@ beneehti ptdvider 2.
First, 64 bits of plain text is divided into high-order 32 bits Herr] and
| ow or derIBZhid scdder rfhe Usemigi fiasatanpaf , thdeceiBednt Expaiden key cideked.
supplied fromthe key processing section and the | oworder 32 bits L[err],
t he out pulf fitobs awthenirict,i ampulsl icakeyl aff &thebyomt em g ridvel deow2 ovidiel be3Piven.
bits L[err]. The F function consists of two basic conversions:

subst i t utArohbnftdre babésiafuthihg giveer pebliat key,i the amtesartiibdd ynafi e camdent
"transposition” for transposing bit positions in a prescribed manner. Then
t he hi gh-mraferds? dgcured eontaingr XORechetkédt he output from the F
function and denoted as L1. L[err] is denoted as Herr]. After 16
iterations of kfh&dhghewshgnsdedsynadetihoncontentgprovider secure container is

confirmed, the pricing section 42 prepares PTs according to the UCP
contained in the content providor secure container and supplies them
to the secure container preparation sectionl44. Figure 17 shows two
price tags, PT A-1 (Figure 17A) and PT A-2 (Figure 17B),.prepared
according to UCP A of the Figure 9A. A PT contains the information
to be specified in "Content ID," "Content Provider ID," "UCP ID,"
"Service Provider ID," "PT ID,"™ "PT Validity Period," "Pricing'
Conditiohs," and "Price."

| "Content ID," "Content Provider ID," and "UCP ID" of PTs contain
the information specified in the corresponding items of the UCP. That
is, "Content ID" of PT A-1 and PT A-2 contains the ID of content A,
their "Content Provider ID" contains the ID of the content provider
2, and their "UCP ID" contains the ID of UCP A.

"Service Provider ID" contains the ID of the service provider 2
rhat has provided the given PT. "Service Provider ID" of PT A-1 and
PT A;Z contains the ID of the service provider 3. "PT ID" contains
the ID assigned to thé given PT: "PT ID" of PT A-1 contains the ID of
PT A-1 and "PT ID" of PT A-2 contains the ID of PT A-2. "PT Validity

Period" contains information about the wvalidity period of the given
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32 bits Herr] and | oworder 32 bits L[efr], the resulting high-order 32
bits H16 and | oworder 32 bits L[err] are output as cipher text. For
decryption, the above procedures are reversed using the common key used
for the encryption. - 20 -
The policy storage section 37 stores the UCP set for content and outputs
It to the secure container preparation section 38. Figure 9 shows UCP A
UCP B whi ch have been set for content A kept in the content server 31 and
which are stored in the policy storage section 37. A UCP contains
pr edef i nelT { MR e liiahi trye Pardioaly GEoRT eltl | dEpritd Dontidd vaRridditdeperDod SHCPT
I.LD," "UCP Validity Period," "Usage Conditions," and "Usage Details."
"Content AEL awat QPHsSVahiedl By oPerhedtonf ePT A62whonbainbetiye veal UCPtysperiod
applied. Each "Content ID'" of UCP A (Figure 9A) and

of PT A-2.

"Pricing Conditions" contains predefined information
corresponding to "User Conditions" and "Equipment Conditions," as is
the case with "Usage Conditions" in UCP. "User Conditions" of "Pricing
Conditions” contains information about the conditions for the user who
can select the given PT. "Equipment Conditions" contains information
about the conditions for the.equipment that can select the given UCP.

In the case of PT A-1, "Pricing Conditions 10" is specified. "User
Conditions 10" of "Pricing Conditions 10" contains information ('Male’)
indicating that the user is male.  "Equipment Conditions" of "Pricing
Conditions 10" is set to "No Condition.' Thus, PT A-1 can be selectéd
only by male users.

In "User Conditions 10" and "Equipment Conditions 10" of "Pricing
Conditions 10", actually, code values of each type of code are set as
shown in Figure 18A. "User Conditions 10" of "Pricing Conditions 10"
contains a service code 0lxxh meaning “with condition of sex”, a value
code 000000h indicating a male, and a condition code 01h {Figure 12B)
meaning “=”. "Equipment Conditions 10" contains a service code 0000h
meaning “No condition”, a value codé FFFFFFh having no meaning in this
case and a condition code 00h meaning “No Condition”.

In the case of PT A-2, "Pricing Conditions 20" is specified. "User

Conditions 20" of "Pricing Conditions 20" contains information

("Female') indicating that the user is female. "Equipment Conditions"
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UCP B (Figure 9B) contains the ID of content A "Content Provider |ID
contains the ID of the content provider that provides the content. Each
"Content Provider ID'" of UCP A, UCP B contains the ID of the content
provider 2. "UCP ID' contains the ID assigned to the given UCP. "UCP | D'
of UCP A contains the ID of UCP A "UCP Validity Period" contains

i nformati on about the validity period of the UCP: "UCP Validity Period" of
UCP A contains the validity period of UCP A and "UCP Validity Period" of
UCP B contains the validity period of UCP B. "Usage Conditions"

cont ai ns qff d@efiicied; Cohdibdbhen20 ®giss dietgto” WSerCdndidt 1oons"” Tans " PQUApABIHD
Condi tions." "User Conditions" contains the conditions for the user who
can sel edde tdwlaptexh didRr by Bipmaphenis€ondi ti ons” contains the conditions

for the equi pment that can select the given UCP. In the case of UCP

A, "Usage Condint 'Gasr1®dnd st bpesiZ0"ednd” Usguipm@entiGarghist ikdis @0™ EdtRricing

Condi tions 10" contains information ('200 Points or Hi gher') indicating

t hat t he Goovdlitians 28" it Betusd 1iyoi apde values of each type of code are set-as

2t shown in Figure 18B. "User Conditions 20" of "Pricing Conditions 20"
contain a service code 0lxxh meaning “with conditions for sex”, a value
code 000000h indicating a female, and a condition code Olh (Figure 12B)
meaning “=”. "Equipment Conditions 20" contains a service code 0000h
meaning'“Nolcondition”).a value code FFFFFFh having no meaning in this
case and a condition code O00h meaning “No Condition”.

"Returning to Figure 17, "Price" on PTs contains the usage charge
for the use type specified in "Type" of "Usage Details" of the
corresponding UCP. This means that '2000 Yen' specified in "Price 11"
on PT A-1 ahd '1000 Yen' specified in "Price 21" on PT A-2 indicate

the purchase pricé (charge)} of fhe content A since "Type 11" of "Usage
Details 11" in UCP A (Figure 9A)is specified to 'Purchase and Reproduce'.

'600 Yen' in "Pricé 12" on PT A-1 and '300 Yen' in "Price 22" on
PT A—Z are the.prices of the rights to use the content A according to
the_use type "First-generation Duplicate" as indicated by "Type 12"
of "Usage Details 12" of UCP A. '100 Yen' in "Price 13" on PT A-1 and
'50 Yen' in "Price 23" on PT A-2 are the prices of the rights to use
the content A according to the use type 'Limited-Time Reproduction'

as indicated by "Type 13" of "Usage Details 13" of UCP A. '300 Yen'

- in "Price 14" on PT A-1 and '150 Yen' in "Price 24" on PT A-2 are the
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Is 200 points or hi gher " Eqw prent Conditions 10" of "Usage Conditions

10" contains information ('No Condition') indicating that there is no
condition. Thus, UCP A can be selected only by the users who have 200 or

hi gher use points. In the case of UCP B, "Usage Conditions 20" is
specified. "User Conditions 20" of "Usage Conditions 20" contains

I nformation ('200 Points or lower') indicating that the condition for the
use points is 200 points or |ower. "Equipnent Conditions 20" of "Usage
Condi tions 20" contains information (' No Condition') indicating that there
is no corititges wikusisiugP condanth@ selcectddgotoythy tihe steis whodimalecate

200 or |ower use points. "Usage Details" contains predefined
i nf or mat i Bive dyiarel e "indicatery py, " TyRer At of, "Usade" Dohaids TAANefeWCP A.
Permission Information." "ID' contains the ID assigned to the information

cont ai ned i n 'IDs&dd s Betaainls," wheryddre quriteghon Ebrimst | arphicab el tatmsle

the use type of the content such as reproduction or duplication.
" Par anet &iferxpnehfdifdie prices on PT A-2 (applicable to female users) are compared,

it can be seen that the prices on PT A-1 are twice as high as the pricés
on PT A-2, For example, while "Price 11" on ﬁT A-1 forl "Usage Details
11" of UCP A is '2000 Yen,' "Price 21" on PT A-2 for "Usage Details
11" of UCP A is '1000 Yen.' Similarly, the prices specified in "Price
12" to "Price 14" on PT A-1 are twice as high as the prices specified
in "Price 22" to "Price 24" on PT A-2. In short, in this case, female
users can use coritent A at lower prices. _

Figure 19 shows PT E—l and PT B-2 prepared according to UCP B in
Figure 9B. PT B-1 in Figure 19A includes the ID of content A, ID of
content provider 2, ID of UCP B, validity period of UCP B, Id of service
provider' 3, ID of PT B-1, validity period of PT B-1, pricing condition
30, and two types of prices 31 and 32. |

"User Conditions 30" of "Pricing Conditioﬁs 30" in PT B-1 is set
to “No Condition” -and "Equipment Conditions 30" contains information
('Slave Equipment') which conditions the equipment to be a slave
equipment. Therefore, PT B-1 can be selected only when the content
A is used by the slave equipment. _The slave equipmént means equipment
which can not perform such processing as to purchase a predefined content
or to settle an account. | |

In "User Conditions 30" and "Equipme.nt Conditions 30" of "Pricing

Conditions 307, actually, code values of each type of code are set as
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the predefined information corresponding to the use type contained in

"Type." "Control Transfer Perm ssion Information" contains

i nformation which indicates whether control transfer of the content is
possible (permtted or not). 1In the case of a content control transfer,
the content is copied to the destination equipnment while being kept on the
source equi pnent, as shown in Figure 10A. In other words, the content s

used both on the source and destination equipnment. In this respect,
control transfer differs fromnormal content transfer in which content
- 22- shown in Figwre 20Aved"¥semConel itdwnse3 el wanteiin saad emviste todeh@00h
destination equipnent, only where the content is stored and used, as shown
i n Fi gur eneak(ilig “No Cobditngné, contalale todesFEFFBFhcanimg nd measdmgcen this
equi pment cannot
case, and a condition code 00h (Figure 12B) meaning “No Condition”.
"Equipment Conditions 30" is specified.ih.“SlaVe equipment”, therefore
'.theservicecodeisset1x>00xxhrmaning“WithConditionsforEquipment”,
the value code is set to 000064h indicating “value 10” and the condition
code is set to 03h meaning “< (smaller)”. In this example, such code
values are set since the equipment ﬁumber is set at below number 100
for the slave equipment.
| '100 Yen' in "Price 31".on PT B-1 is the ptice When.reproduction
is performed four times as "Type 21" of "Usage Details 21" of UCP A
indicates 'Pay Per Play 4'. Also, '300 Yen' in "Price 32" is the price
when duplication is performed two times as "Type 22" of "Usage Details
22" of UCP A indicates 'Pay Per Play 2'.

PT B-2 prepared according to UCP B includes, as shown in Figure
19B, the ID of content A, ID of content provider 2, ID of UCP B, UCP
B, ID of service provider 3, ID of PT B-2, validity period of PT B-2,
pricing condition 40, and two types of prices 41 and 42.

"User Conditions 40" of "Pricing Conditions 40" in PT B-2 is set
to ™No Condition” and "Equipment Conditions 40" contains information
("Master Equipment') which conditions the equipment to be a master
equipment. In short, PT B-2 can be selected ohly when the content A
is used by the master equipment. 'The:master equipment means equipment

which can perform such processing as to purchase a predefined content

or to settle an account.
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transfer the control of the content to any third equi pment (not

permitted), as shown in Figure 10A. Thus, the content is kept only on the
two-pi eces of equi pnent: the source equi pnent and destination equipnent.

In this respect, content control transfer differs fromthe

first-generation duplication which can produce nmultiple dupllcates
(first-generation) fromthe original content, as shown in Figure 11A

Al so, content control transfer differs fromthe one-tine duplication shown
in Figure 11B in that content control can be transferred to third

equi prent i f tle"Usete®onditiensrd(¥ ahdotiEghipeent pPemditions 40Rebiir P njciomg
Figure 9A, UCP A has four "Usage Details" fields: "Usage Details 11" to

" Usage Defendit flans 40" ,Dartuadily,Usagle Delaebsof lddckoripe mf tchelel Bre set as

assigned to "Usage Details 11." "Type 11" contains the information
i ndi cat i rghewe Is&igpre gPB'. PutEses Candl Regnodiileof fRahicaggt Gendihéons 407
content will be purchased and reproduced. "Paraneter 11" contains the

pr edef i netPR A B IreR ISOT Hte @9 Q0§ d Figurehadd) amganiagr BNaceondition”, a
"Control Transfer Permission Information 11" contains the information

i ndi cat i n‘gahh%nch@eFEEﬁFFblhqvmm@rm@an@na Hokhdrit cpse, pardria eedition code
(' Permtted!;‘j%)t "I D 12" of "Usage Details 12" contains the |ID assigned
to "Usage!l1®t H9% meaning f\Ne CP?dl(’,céﬁPal nsIRheEAniBRARE| ePndhbiens| 4Q" t Hehe

use type of First-Generation Duplijcate' neanlng that first-generatjon
serv1ce code is set to 00xxh meaning “With Condition for Equipment”,

the value code is set to 000064h indicating “value 100” and the condition
code is set to 06h meaning “= > (equal or larger)”. 1In this example,
such code values are set since the equipment number 1s set at over number
100 for the master equipment.

The prices indicated in “Price 41”7 and “Price 427 on PT B-2 are
charges when using the content A according to the use type indicated
in each "Type 21" of "Usage Details 21" and "Type 22" of "Usage Details
22™ in UCP B. |

Here, comparing the prices on PT B-1 (appiied to the slave
equipment) and PT B-2 (applied to the master equipment), the price on
PT B-1 is found to be set at two times as much as that on.PT B-2. VFor
example, while "Price 31" on PT B-1 indicates '100 Yen', "Price 41v
on PT B-2 indicates '50 Yen'. Similarly, while "Price 32" indicates
'300 Yen', "Price 42? indicates '150 Yen'

Returning to Figure 16, the policy storage secfion 43 stores the
content's UCP supplied by the content provider 2 and supplies it to

the secure container preparation section 44.
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- 23 - duplicates wll be produced. Miultiple first-generation
duplicates of the 'First-Generation Duplicate,' can be produced fromthe
original content'as shown in Figure 11A. However, it is not possible to
produce second-generation duplicates fromfirst-generation duplicates (not
permtted). "Parameter 12" contains the predefined information
corresponding to 'First-Ceneration Duplicate.' "Control Transfer

Perm ssion Information 12" contains the information indicating that the
control transfer of the content is not permtted ('Not Permtted ).

"ID 13" of "Ushge destwaid sccaiomnt gprepdtetidh asscighen 44 Prisperes Detsetsice

13." "Type 13" contains information 'Limted-Tinme Reproduction’
i ndi cat i rerenedesesegpeet conepinenceondvhstimgA for examspie; foEdthercodtent A
(tinme). "Paraneter 13" contains the start tinme and

(encrypted with a content key KcoA), content key KcoA (encrypted with
a delivery key Kd), UCP A, UCP B, signature of the content provider
2, PTA-1, PT Af2, PT B—l, PT B-2, and signature of the service provide:_:,
as shoﬁn in Figure 21.

Also, the secure container preparation section 44 supplies the
prepared service provider secure container to-ths user home network
5 by attaching an authentication certificate; such as the one shown
in Figure 22, consisting of its version number, its serial number
assigned to the service provider 3 by the certification agency, the
algorithm and parameters used for the signature, the name of the
certification agency, the validity period of the authentication
certificate, the name and public key Kpsp of the service provider 3,
and the.signature of the certification agency. |

~Returning to'Figure 16, the mutual authentication section 45
performs mutual authentication with the content provider 2 before
receiving the content provider secure container from the content
provider 2. It also performs mutual authentication with the user home
network 5 before sending the service provider secure container to the
user home network 5. However, this mutual authentication is not
performed if, for example, the network 4 is a communication satellite
network. .In this example, since the content provider secure container

and service provider secure container do not contain secret information,
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end tinme corresponding to 'Limted-Tinme Reproduction.' "Control Transfer
Perm ssion Information 13" is set to 'Not Permtted.' "I D 14" of
"Usage Details 14" contains the ID assigned to "Usage Details 14." "Type
14" contains 'Pay Per Copy 5 indicating the use type to duplicate five
times. However, in such a case, it is not possible to produce duplicates
fromduplicates (not permtted), as shown in Figure 1l B. "Paraneter 14"
contains information 'Duplicates Five Tines' indicating that the

duplication is possible five times. "Control Transfer Permn ssion
| nf or mat ithre IsErvicesgrewvidéot3 Peeed tned. necessatiPy BoenférgumataBlhas t wo
"Usage Details" fields: "Usage Details 21" to "Usage Details 22." - "ID 21"

of " Usageaudtenitiscatiton ont i nghe eontentipignider o2 "apddges ©ethons @datwork 5.
"Type 21" is set to "Pay Per Play 4' indicating the use type to reproduce
four tinmes. "HaaWsear hpme network - 24 -

{5-1) Receiver 51

Figure 23 shows an example configuration of the receiver 51 in
the user home network 5. The receiver 51 ié stationary‘equipment.which
is connected to HDD 52lconsisting of a communications block 61, SAM
(Secure Applicatioﬁ Module) 62, external storage 63, decompression
section 64, communicétions block 65, interface 66, display controller
67, and input controller 68.

The communications block 61 of the receiver 51 communicates with
‘the service provider 3 or the EMD service cénter 1 through the network
4, sending and receiving necessary information.

SAM 62 consists of a mutual authentication moduie 71, accounting
module 72, memory module 73, encryption/decryption module 74, and data
check module 75. It is made up of single-chip ICs designed exclusively
for cryptographic use. It has a multi-layer construction in which the
memory cells inside are sandwiched by dummy layers of aluminum and'fhe
like. Since it operates at a small range of voltage or frequency, it
is difficult to read data illegally from outside (tamper-proof).

The mutual authentication module 71 of SAM 62 sends SAM 62
authentication certificate (shown in Figure 24) stored in the memory
module 73 to the partner of mutual authentication, performs mutual
authentication, and supplies the temporary key Ktemp (session key)

consequently shared by the partner of mutual authentication to the
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contains information "Reproduction Four Tinmes" indicating that
reproduction is possible four tinmes. "Control Transfer Perm ssion

I nformation 21" contains 'Permtted' . "I D 22" of "Usage Details 22"
contains the I D assigned to "Usage Details 22." "Type 22" contains 'Pay
Per Copy 2', "Paraneter 22" contains "Duplicates Two Tines". "Control
Transfer Permssion |Information 22" contains 'Not Permtted'. Her e,

conparing the details of UCP A and UCP B, while the user having the use

poi nts of 200 points or higher can choose fromfour "Usage Details"

fields: "assurtDairedideciyptiaon "nscigke D&4 ai IThel dythdnd isadriomasé gl fheatuseof
points of 200 points or |ower can only choose fromtwo "Usage Details”
fields: "Jhgenbetfaisl thParmapion Gdwjecoeraspondg to the infarmdéhoal¢gntained
Figure 9 shows UCP A UCP B to show an exanple. Actually, in addition to
servi ce clédé@esﬁaﬁhenﬁlrsagemé coptifidcebadl kigare ddde fshbancontengprovixir
"Usage Conditions_ 10" of UCP A and "Usage Conditions 20" of UCP B

respect i Velapd githien tigatd odo ges tilddiceds g igkaruds) opfpklaeseneiice yprovider
according to _the service codes. Fi gure 13A shows code val ues of each
code set 3xs Thseefeasdi t1|t§n§eSPG'1PéEﬁ@n'E®|°&i§|ﬁ dondi ti ons 10" of "Usage
Condi tions 10" in UCP A (Figure_9A). Since "User Conditions 10" of "Usage
Condi ti ons 10'The) agreRRELnIOBORBL At RTINS Usg9se CPPEE ododEagygx hUCS) shd

meaning "with
9 accounting information based on the usage details of the selected UCP.

Figure 25 shows an example of UCS when the rights for content have been
purchased according to the use type 'Purchase anleep-ro-duce. ' It shows
UCS A generated based on 'the usage details 13 in UCP A shown in Figure
9A and "Price 11" on PT A-1 shown in Figure 17A. As shown in Figure
25, UCS contains the predetermined information corresponding to
"Content ID," "Content Provider ID," "UCP ID," "UCP Validity Period,"
"Service Provider 1D," "PT ID," "PT Validity Period," "-UCS ID," "SAM
ID," "User ID," "Usage Details," and "Usage History."
"Content ID," "Content Provider .ID, " "UCP ID," "UCP Validity

~Period," "Service Provider iD, " ."PT iDp," "fT Validity Period"™ of UCS
contain the information specified in the corresponding itemS'bf tﬁe
PT. Thus, in the case of UCS A in Figure 25, "Content ID" contains
the ID of content A, "Content Provider ID" contains the ID of the content
provider 2, "UCP ID" contains the ID of UCP A, "UCP Validity Perio.d"
contains the validity .period of UCP A, "Service Provider ID" contains
the ID of the service proirider 3, "PT ID" contains the ID of PT A-

1, and "PT Validity Period" contains the validity period of PT A-1.
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conditions for use point", a value code OOOOC8h indicating the value 200
at this tinme and condition code 06h (Figure 12B) nmeaning ">= (equal or
smaller)" are set as "User Conditions".

- 25 - Si nce "Equi pment Conditions 10" in UCP A indicates
"No Condition", a service code 0000h neaning "No condition", a val ue code
FFFFFFh having no neaning and a condition code 00h (Figure 12B) neani ng

"No Condition" are set as "Equipnment Condition". Fi gure 13B shows

code val ues of each code set as ."User Conditions 20" and "Equi pnent _

Condi ti ons 20"UsfS TDSagenCamnust tivasIR@SsiignddPtB. thei giceeri UKE, @madthiiensUCS

20" indicates 200 points or lower, a service code 80xxh nmeaning "with

condi t i onED"t or £ USES phi entdRgutiee 1PA) 9faUC8I e "SAM ID" contains the ID of
the equipment and "SAM ID" of UCS A con_tains the SAM 62 ID of the receiver
51. "User ID" contains the ID of the user who uses the content and
"User ID" of UCS A contains the ID of user of the receiver 51.

"Usage Details" consists of items "ID," "Type," "Parameter," and
"Control Transfer Status." Of these items, "ID," "Type," and
“Parametér" contain the information specified in the corresponding
items of "Usage Details" of the selected UCP; Thus, "ID" of UCSA
contains the information (ID of Usage Details 11) specified in "ID 11"
of "Usage Details 11" of UCP A, "Type" is set to 'Purchase and
Reproduction' specified in "Type 11" of "Usage Details 11," and
"Parameter" contains the information (information cprresponding to
'Purchase and Reproduction’) specified in "Parameter 11"'of "Usage
Details 11" |
"Control Transfer Status"lof "Usage Details" contains the

respective IDs of the source equipment {equipment that has purchased
the coﬁtent) and destination equipment if "Control Transfer Permission
Information" of the selected UCP is set to 'Permitted' (i.e., control
transfer is possible). If no control transfer is performed, the ID
of the source equipment is used as the ID of the destination equipment.
If "Control Transfer Permission Information" of the UCP is set to 'Not
Permitted, ' "_Control Transfer Status". should bé set to "Not PermJ_'.tted. !

In that case, control transfer of the content is not performed (not

permitted). In "Control Transfer Status" of UCS A, the IDs of both
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code OOOOC8h i ndicating the val ue 200 and condition code 03h (Figure 12B)
nmeaning "> = (equal or larger)" are set as "User Conditions".

"Equi pment - Condi tions. 20" in UCP B indicates "No condition" simlarly to
"Equi pment Condi tions 10" in UCP A and the both have the same code

val ues, an explanation for it will be omtted. Returning to Figure 8,
t he secure container. preparation section 38 prepares a content provi der
secure container consisting, for exanple, of a content A (encrypted with a
content key KcoA), a content key KcoA (encrypted with a delivery key Kd),
UCP A, UCPBcamnd itegbimanion mavipeents aiqmetute, the JRowfi BAMFbgubecddse
The signature is obtained by encrypting a hash value with a secret key
(the secr&oneyokskgpnifen Rermdmsdon pndeirmetizn h1t'hdE "iisrge Detatids 11" of
public-key cryptosystem of the content provider. The hash value, in turn,
has been aznb% sely &ppl Fewittedsandreecanse otheecomtnot haf nertient cAbés
'sent (content A in this case (encrypted with the content key KcoA)),
content K&t Keoahsfereedpted with the delivery key Kd), and UCP A, UCP B.

- 26 - ' .

"Usage History" contains the history of use types for the same
content. Only information that represents 'Limited-Time
Reproduction' is stored now in "Usage History" of UCS A. For example,
if the receiver 51 has used content A before, the then use type is also
stored.

In the case of the UCS described above, "UCP'Validity Period" and
"PT Validity Period" have been specified. However, these items may
not be specified for the UCS. Also, although "Content Provider ID"
has been specified for the above_UCS, it may not be specified if the
UCP ID is unique enough to identify the conteht provider. Similarly,
"Service Provider ID" may not be specified if the PT ID is unique enough
to identify the service provider. .

The UCS prepared is sent to the external storage 63 and stored
in its usage information storage 63A, together with the content keys
Kco (encrypted with a save key Ksave) supplied by the decryption unit
91 of the encryption/decryption module 74 of the receiver 51. ‘As shown
in Figure 26, the usage information storage 63A of the external storage
63 are divided into M number of blocks (1 MB each, for example) : BP-1
to BP—M{ Each block BP, in turn, is divided into N number of usage

information memory areas: RP-1 to RP-N. The content keys Kco (encrypted

with a save key Ksave) and UCS supplied by SAM 62 are stored, in matched
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The secure contai ner preparation section 38 sends the content provider
secure container to the service provider 3 by attaching the authentication
certificate of the content provider 2 shown in Figure 15. The

aut hentication certificate consists of its version nunber, its serial
nunber assigned to the content provider 2 by the certification agency, the
al gorithm and paraneters used for the signature, the nane of the
certification agency, the validity period of the authentication
certificate, and the name, public key Kpcp, and signature (encrypted wth
t he secr ataikss, Ksacthebppreprdatiefisade dm fagmadypnofenbey cordsenRP qff thedssage
2. The signature is used to check for falsification. It is produced
by conputinfipriatimrarstafage He¥h. f unction, a hash value fromthe data to
be sent and encrypting the hash val ue with the secret key of public-key

crypt ography. In the egsnplenef iKimizen@bsi ghet UEs Auatmm ilgafigure Rh #ard the
described below. A hash function accepts as input the data to be sent,
-conpr essentant keydfepof eacyp@éierimmh & sawrykRY Keaveuepetstareds ia natghed
val ue. pairs, in the usage information memory area RP-3 of the block BP-1.
Other content keys Kcol and Kco2 (encrypted with a séve key Ksave) and
usage control status UCS 1 and 2 are stored in the usage information
memory areas RP-1 and RP-2 of.the_bloék BP-1. The uéage information
memory areas RP-4 (not shown) to RP-N of the block BP-1 as Wéll as blocks
BP-2 (not shown) to BP-M currently do not store any content key'ch
~or usage control status UCS and contain the initial information which
indicates that they are empty. Hereaftér, the content keys Kco
(encrypted with a save key Ksave) and UCS stored in the usage information
memory areas RP will be coliéctively referred to as usage information
if there is no need to tréat them separately.

Figure 27 shows the accounting information A prepared together
with UCS A shown in Figure 25. As shown in Figure 27, accounting
information contains "Content ID," "Content Provider ID,"™ "UCP ID,"
"UCP Validity Period," "Service Provider ID," "PT ID," "PT Validity
Period, " "UCS ID, " "SAM ID, " "User ID, " "Usage Details, " and "Accounting
History." | |

ﬁContent ID," "Content Provider ID," "UCP ID," "UCP Validity

- Period," "Service Provider ID,"™ "PT ID," "PT Validity Period,™ "UCS
ID," "SAM ID," "User ID," and "Usage Details" of the accounting

information contain the information specified in the corresponding
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Hash functions are characterized in that it is difficult to predict the

i nput fromthe hash value (output), that if one bit of input data changes,

many bits of the hash value change, and that it is difficult to find out

I nput data that have the sane hash val ue. The receiver that has

received the signature and data decrypts the signature by the

cryptographic public key to obtain a resulting hash value. Then the hash

val ue of the received data is calculated and conpared with the hash val ue

obt ai ned by decrypting the signature,

27 - items of tle dixk Wheshedint bbet vashash Vhéu&scamntlﬂgninfarmation A.

they are determned to be identical, the received data has not been

fal sifiedin &idgnine 2ds H€ontsomt IDY toetaéndethe HER dfasheheontentt AkeYContent

corresponding to the public key. Exanples of the hash functions used for

si gnat ur egrovider ID" contains the ID of the content provider 2, "UCP ID" contains
the ID of UCP A, "UCP Validity Period" contains the validity period
of UCP A, "Service Provider ID" contains the ID of the service provider
3, "PT ID" contains the ID of PT A-1, "PT Validity Period" contains
the'validity period of PT A-1, "UCS ID" contains the ID of UCS A, "SAM
ID" contains the ID of SAM 62, "User ID" contains the ID of user F,
and "Usage Details" contains the information specified in "Usage
Details 11" of UCS A.

"Accounting History" of accounting information contains
information indicating the total of the accounts calculated in
equipment. "Accounting History" of accounting information A contains
the total of the accounts calculated in the receiver 51.

In the accounting information descried above, although "UCP
Validity Period" and "PT Validity Period" have been specified, they
may not be specified for the UCS. Also, although "Content Provider
ID" has been Specified.in the accounting information described above,
it may not be specified if the UCP ID is unique enough to identify the
content provider. Similarly, "Service Provider ID" may not be
specified if the PT ID is unique enough to identify the service provider.

Returning to Figure 23, the memory module 73 stores keys such as
the public key Kpu of SAM 62, the secret key Ksu of SAM 62, the public
key Kpesc of the EMD service center 1, the public kéy Kpca of the

certification agency, the save key Ksave, and three months' delivery
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i nclude, MD (Message Digest) 4, MD5, SHA (Secure Hash Al gorithm, etc.

Now publ i c-key cryptography will be described. In contrast to the

comon- key cryptography which uses the sanme key (conmon key) for

encryption and decryption, public-key cryptography uses different keys for
encryption and decryption. In public-key cryptography, one of the Kkeys is
made public, but the other key can be kept secret. The key that can be

made public is called a public key while the key that is kept secret is
call ed a secret key. Now a typical public-key cryptosystem RSA

(Ri vest - Sters Kd, Athenmmhenildabionesert bftichteedbfySAMFbRst actmunting
significantly large prinmes p and q are determ ned, and then their product

n is detemiomeatiohe tebsrencembrfonhatidre b1 ofare M rymbend ¢f venjfheation
conputed, and the value e that is equal to or larger than 3 and | ess than

L and thatalues riéfat i VeI JPPYi nes tshewnsineFeguraed8(i.e., the val ue that
will go into both e and L, which is only 1). In nodulo L arithnetic,
the nultipli cé&aa/éfemv‘aépgélenova@ﬁ@ WP cherhored ia abeememcmm madnlg Heér is the
words, the relationship ed =1 nod L exists anong, d, e, and L, where d

can be cadrash a‘{aédl%y?k&?clm@éw dibo PpHidcatiene othaahash BuBChEBNi Eokald the
and p, q and d are_secret keg Ci pher text C can be cal culated from
plain te aqﬂtﬁpqﬁﬁgﬂ;poplefy P-1 oﬁ;thqdqﬁqqe,ﬁﬁfq;matlon storage 63A of the
.. (D

external storage 63. The verification values HP-2 to HP-M are hash
values obtained by the application of the hash function to the data
stored in the correspondihg blocks BP-2 to BP-M of the external storage
63, as is the case with the verification wvalue HP—i.

Figure 29 shows the refereqce information 51 stored in the memory
module 73. The reference information contains predetermined
inférmation specified for each of the items of "SAM ID," "Equipment
Number, " "Settlement ID," "Charge Limit," "Account-Settling User
Information," "Subordinate User Iﬁformation," and "Use Point
Information."

The reference information 51 contains the ID of SAM 62, equipment
number (100) of SAM 62, settlement ID of user, account-settling user
information of user (general information (the name, address, phone
number, settlement institution information, date of birth, age, and
‘sex), ID, and password of user), and predetermined use point
information.

"Charge Limit" contains the upper limit on amounts charéed, which
varies dependinécn1whether the given equipment is.registered.formally

or temporarily.

- 44 -



- 28- The ci pher text Cis decrypt ed into the plain text

M by equation (2) M= Cd nod n

... (2) Denonstration is omtted. The reason vvhy plain text can be

converted into cipher text by RSA and ci pher text can be decrypted is that
RSA is based on Fermat's first theoremand that equation (3) holds. M

' = (Merr]) d = Merr] = Mnod n I f one knows the secret keys p

and gq, he/she can conmpute the secret key d fromthe public key e. However,

if the nunber of digits of the public key nis increased to the extent

that the uni gi€haageoLimati’onf tfe rkefepebicecikfyrmatsoniF¥ icomttaiins themsppér

the amount of conputation, the secret key d cannot be conputed fromthe

publ i c kebimltareh taowitphethanged Hamnirnrsl e crept ik ted extrsipmeyt of' Formal

know edge of the public key .

- Registration') because the receiver 51 has been formally registered.

Returning to Figure 23, the encryption/decryption module 74 of
SAM 62 consists of an decryption unit 91, random number generator unit
92, and encryption unit 93. The decryption unit 91 decrypts the
encrypted content key Kco with the delivery key Kd and outputs the
results to the encryption unit 93. The random number generator unit
92 generates a random number with predetermined digits as required (for
example, duringmutual authentication), generates a temporary key Ktemp
as required, and outputs them to the encryption unit 93.

The encryption unit 93 encrypts the decrypted content key Kco again
with the save key Ksave stored in the memory module 73. The encrypted
content key Kco is supplied to the external storage 63. When sending
the content key Kco to the decompression section 64, the encryption
unit 93 encrypts it with the temporary key Ktemp generated by the random
number generator unit 92. |

The data check module 75 checks the data in a block BP of the usage
information storage 63A of the external stérage 63 for falsification
by cotnparing ‘the hash value of the data stored in the block BP with
the corresponding verification wvalue HP stored in the memory module
73.

The decompression section 64 consists of a mutual authentication

module 101, decryptionmodule 102, decryption module 103, decompression

module 104, and watermarking module 105. The mutual authentication
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n. As described above, the RSA cryptosystem can use different keys for
encryption and decryption. Now anot her public-key cryptosystem
Elliptic Curve Cryptography, wll be described briefly. Let B denote a
point on the elliptic curve y[err] = x[err] + ax + b. To define additions
of points on the elliptic curve, |et nB denote the result of n additions
of . B. Simlarly, subtractions wll be defined. 1t has been proven that it
is difficult to conpute n fromB and Bn. Suppose, B and nB are public keys
and n is a secret key. Using a random nunber r and the public keys, cipher
text d andhﬂ@Ql@ﬂepemﬁpmmsdmﬁtuaipauwhemEKCauioy‘equaﬁF0h§2(amdamutpﬁys the
'ClL =M+ rnB . (4) C =rB

(5)

temporary key Ktemp to the decryptionmagmle 102. ‘The decryptionmodule
102 uses the temporary key Ktemp to decrypt the content key Kco encrypted_
by the temporary key Ktemp, and outputs the results to the decryption
module 103. The decryption module 103 decrypts the content recorded
on the HDD 52, with the contenﬁ key Kco, and outputs the results to
the decompression module 104. The decompression module 104 further
decompresses the decrypted content by a method such as ATRAC2 and outputs
the results to the watermarking module 105. The watermarking module
105 watermarks the content for identification of the receiver 51 and
outputs the results to speakers (not shown) to reproduce music.

The communications block 65 communicates with the receiver 201
of the user home nethrk 5. The interface 66 converts the signals from
SAM 62 and the decompression -section 64 into a specified form and outputs
the results to the HDD 52. It also converts the signals froﬁ the HDD
52 into a specified form and outputs the results to SAM 62 and the
decompression section 64.

The display controller 67 controls the output to a display unit
(not shown). The inbut controller 68 éontrols the input from an
operator panel (not shown} consisting of various buttons.

The’HDD 52 stores registration lists like the one shown in Figure

- 30 in addition to the content and the like supplied by the service

provider 3. The registration list consists of the list section that

stores tabulates information and the SAM information section that
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C pher text Cl and C2 are decrypted into plain text M by equation ('6)
M=Cl - nC ... (6)
Decryption is possible only when the secret key n is available. As can be
seen fromthe above discussion, Elliptic Curve Cryptography allows the use
of different keys for encryption and decryption, as is the case with the
RSA crypt osystem Returning to Figure 8, the nutual authentication
section 39 of the content provider 2 perfornms nutual authentication with
the EMD service center 1 before receiving delivery keys Kd fromthe ENMD
servi ce gshotes dpedifibedd alSormetrion navottathauwdeipnest | thatpdssdeses the
service provider 3 before sending the content provider secure container to
the serwieerprmgisrratiéom 1hsk. exanpl e, however, since the content
provi der secure container does not contain secret information, this nutual
aut henti cat i oiThies St imsfogunsdriidry semfuioredstores (im)tiger'\S2¢ 'OVEideld) the
Now, the functional configuration of the service provider 3 will be _
descri bedSAM tID raf difehcequierment Hihalk phsggsses itk gireen eregidierativvn ehist,
server 41 stores the content (encrypted with the content key Kco), content
key Kco (Endhis examplle,t khedehlM et ikef Ko, recpivendl a ditgpasar stereshkhe
content provider 2 contained in the content provider .
validity period of the registration list (in the "Validity Period"
field), version number of the registration list (in the "Version Number"
field), and number of equipment connected (including this equipment)
(in the "Number of Equipment Connected" field), which is two in total,
in this example, including the receiver 51 itself and the one receiver
201 connected to it.
The list section consists of nine items "SAM ID," "User ID,"
"Purchasing, " "Accounting," "Equipment Billed," "Master Equipment,"
"Status Flag," "Public Key," and "Signature" and, in this example,
'sto:es predetermined information in each field as the registration
conditions of the receivers 51, 201.
"SAM ID" stores the SAM ID of the equipment. In this example, the
SAM 62 ID of the receiver 51, SAM 212 ID of the receiver 201 are stored.
ster ID" stores the ID of user of the corresponding equipment.
"Purchasing" stores information ('Yes' or 'No') which indicates
whether the equipment can purchase content. In this example, since
the receivers 51 and 201 can purchase content, 'Yes' is stored in the
appropriate rows of the "Purchasing" column.
"Accounting" stores information {('Yes' or 'No') which indicates

whether the equipment can perform accounting in communication with the
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secure container supplied by the content prdvider 2 and supplies them to

the secure container preparation section 44. The pricing section 42
checks the authenticity of the content provider secure container based on
the signature contained in the ' _ - 30 -
content provider secure container supplied by the content provider 2. 1In
this case, the certificate of the content provider 2 is checked. If it is
“authentic, a public key of the content provider 2 will be given. And on

the basis of this given public key, the authenticity of the content

provi der EMraeeviortaEmsrr is chedchdd. example) fthiehee el ens i5di ¢an oh lyhwerform

content provider secure container is confirnmed, the pricing section 42

pr epar es o wdtiorgliwigl ke tthee néceivemtZdilnedn nothe Tlouns eblte papproeristeurew

contai ner and supplies them to the secure container preparation section

44. Fi guraf tRedBowgountoing” column corresponding to the receiver 51 stores 'Yes',
and that correspdnding to the receiver 201 stores 'No.'

"Equipment Billed" stores the SAM ID of the equipment with which '
accounts are settled. Iﬁ this example, since the receiver 51 (SAM 62)
can settle its account for-itself, the ID of SAM 62 of the receiver
51 is stofed in the appropriate row of the "Equipment Billed".column.-
Also, since the recéiver 51, instead of the receiver 201 which can not
settle its own account, settle that account, the appropriate row of
the "Equipment Billed" column corresponding to the receiver 201 stores
the ID of SAM 62 of the receiver 51.

"Master Equipment" stores thé SAM ID of the connected equipment
that cgﬁ provide content if the given equipment receives content from
other equipment connected rather than from the service provider 3. 1In
this example, the receivers 51 and 201 receive content from the service
provider 3, so "Master Equipment" corresponding to each stores
information ('None') which indidétes that there is no equipment
providing content.

"Status Elag" stores any restrictions to the operation of the
equipment. If there is no_such restriction, appropriate information
("No Restriction') is stored. 1If there are any restrictions or if there
is any condition that will stop the operation, appropriate information

('Restricted' or 'Stop,' respectively) is stored. For example, if

-settlement of accounts has failed, "Status Flag" of that equipment is
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price tags, PT A-1 (Figure 17A) and PT A-2 (Figure 17B), prepared :
according to UCP A of the Figure 9A. A PT contains the information to be

specified in "Content ID, " "Content Provider ID" "TUCP ID," "Service
Provider ID " "PT ID " "PT Validity Period,” "Pricing Conditions," and
"Price." "Content ID," "Content Provider ID " and "UCP I D' of PTs

contain the information specified in the corresponding itens of the UCP.
That is, "Content ID'" of PT A-1 and-PT A-2 contains the ID of content A,
their "Content Provider ID'" contains the ID of the content provider 2, and
their "UGRH Db ¢Basdirnstels '| DInftRICP ekample, theeeuudpmPndviwiléh 1 B8 "Status
contains the ID of the service provider 2 that has provided the given PT.
"Servi ce Brag/l get tO'' RestRTigtad hwan Pepaogducentnéad autd tbeofonhentexliezdy
provider 3. "PT ID"' contains the ID assigned to the given PT: "PT ID"' of
PT A-1 caurghisade hUf gtanigit purchmise RTey coptePT. A-In cdmzti nscefeaim of
PT A-2. "PT Validity Period" contains information about the validity
peri od ofraffeifitians are placed on the equipment. Besidegy, -if illegal acts
such as illegal duplication of content are detected, "Status Flag" is
set to 'Stop' and the operation of the equipment is stopped.
Consequently, the equipment can no longer receive any service from the
EMD system.
In this example, no restriction is placed on the receivers 51 and
201 and their "Status Flag" is set to 'No Restriction.' The statuseé,
such as 'Resfrictéd' and 'Stop, ' which restrict the operation'of the
receiver will be collectively referred to as operational restriction
information if there is no need to address them individually.
"Signature to Conditions" stores the signature of the EMD service
center 1 to the information stored in "SAM ID, " "User ID, " "Purchasing,"
"Accounting," "Equipment Billed," "Master Equipment," and "Status
Flag." "Signature to Registration List" stores the signature to the
‘entire data specified in the registration list.
(5-2) Receiver 201
Figure 31 shows an example configuration of the receiver 201. The
components from the communications block 211 to input controller 218
of the receiver 201 have functions similar to those of the communications

block 61 to the input controller 68 of the receiver 51. Thus, their

detailed description'is omitted where possible.
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PT: "PT Validity Period" of PT A-1 contains the validity period of PT A-1
and "PT Validity Period" of PT A-2 contains the validity period of PT A-2.
"Pricing Conditions" contains predefined information corresponding to

"User Conditions" and "Equi pnent Conditions," as is the case with "Usage
Conditions"” in UCP. "User Conditions" of "Pricing Conditions" contains

i nformati on about the conditions for the user who can select the given PT.
"Equi prrent Conditions” contains information about the conditions for the
equi pnent that can select the given UCP. In the case of PTA-1,
"Pricing CondHDDoA@2 sgories ’slp@megii@dtratimelist:@tfdthé grseiferci0l pnjadeaytion
Condi tions 10" contains information ('Male') indicating that the user is
mal e. " Edm grren Puashdissbpontemt @y sheyn dondiouses320" The sTAM tmfcmnatlon
Condi ti on. Thus, PT A-1 can be selected only by nale users.

"User Corftqtinms Of.othaniaegEan@hmn aosidittiosres the SAM"Z%2 dithgf tbﬁdmct@mer

10", actually code val ues of each t§ e of code are set as shown in Figure
18A " Ul Cdnd tvinddslity perriogh pdj ge%ﬁEiLﬁFESﬁ*s}lQO"llst: version number of

the registration list, and number of equipment connected (which is two
intotal,includingtherecéiverZOlitselfandthereceiver51connected
to it). The list section stores information similar to information
in the list section of the registratibn list of the receiver 51 in Figure

30.

(6) Purchasing and utilization of content

Now the processing in the EMD system will be described with
reference to the flow chart in Figure 33. Here it is assumed that the
content A in the content provider 2 is supplied to and used by the
receiver 51 of the user home network 5 via the service provider 3.

(6-1) Transmission of delivery keys from EMD service center to
content provider |

In Step S11, the delivery keys Kd are supplied to the content
provider 2 by the EMD service center 1. Details of this process is
shown in the flow chart of Figure 34. In Step S31, the mutual |
authentication section 17 (Figure 3) of the EMD service center 1 performs
mutual authentication with themutual authentication section 39 (Figure
8) of the content provider 2. When the aufhenticity of the content
provider 2 is verified, the content provider management section 12 of

the EMD service center 1 sends the delivery keys Kd supplied by the
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contains a service code O xxh nmeaning "with condition of sex", a value
code 000000h indicating a male, and a condition code 0lh (Figure 12B)

=S Equi prent Condi tions 10" contains a service code 0000h

meani ng "

neaning "No condition”, a value code FFFFFFh having no neaning in this
case and a condition code 00h neaning "No Condition". In the case of
PTA-2, "Pricing Conditions 20" is specified. "User Conditions 20" of
"Pricing Conditions 20" contains information ('Female') indicating that
the user is fermale. "Equi pnent Conditions”

- 32 - key server 4, " i thegc@unent i pnovRl@ri 2. sdlettan I Ne fCandtivtalon.

Thus, PT A-2 can be selected only by fenmal e users. In "User
Cbndltlcnﬁuthﬁntﬂﬂﬁfignuwnﬁﬁubelﬂﬂb¢rxbsﬁjihteﬁ With(reﬁprémnmhto(ﬂﬁgﬂiﬁs 35

actual ly,

code val ues of each type of code are set as shown in Figure 18B.

"User Cord?t3bns 20" of "Pricing Conditions 20"

In Step S32, the encryption section 36 of the content provider

2 receives the delivery keys Kd sent from the EMD service center 1,

- and stores them in Step S33.

When the encryption section 36 of the content provider 2 stores
the delivery keys Kd, the process of Step S11 finishes and Step S12
in Figure 33 begins. Before explaining the process of Step S12, the
mutual authentication (process of checking for spoofing) in Step S31
of Figure 34 will be described, taking the case in which one common
key is used (Figure 35), the case in which two common keys are used
(Figure 36), and the case in which a public key is used (Figure 37).

Figure 35 is a flow chart which describes the use of one common
key in common-key DES cryptography for the operation of mutual
authentication between the mutual authentication section 39 of the
coptent provider_z and mutual authentication section 17 of the EMD
service center 1; In Step S41, the mutual authentication section 39
of the content provider 2-genérates a 64-bit random number R1 (it may
also be generated by the random number genérator section 35). 1In Step
S42, the mutual authentication section 39 of the content provider 2
DES-encrypts the randdm number R1 with a prestored common key Kc (it
is also possible to make the encryption section 36 perform the

encryption). In Step S43, the mutual authentication séction 39 of the
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contain a service code 0Ol xxh neaning "with conditions for sex", a value
code 00000h indicating a fermale, and a condition code OLh (Figure 12B)

meani ng "=". "Equi pnent Conditions 20" contains a service code 0000h
meani ng "No condition", a value code FFFFFFh having no neaning in this
case and a-condition code 00h neaning "No Condition". "Returning to

Figure 17, "Price" on PTs contains the usage charge for the use type
specified in "Type" of "Usage Details" of the .corresponding UCP. This
means that '2000 Yen' specified in "Price 11" on PT A-1 and '1000 Yen'
speci f i edcomt értr ipm>2ilde2 Bénds2thadernat gptéderanaahaselpn &4 tohthgajuial
the content A since "Type 11" of "Usage Details 11" inUCPA (Figure 9A) is
speci f i ecawthént temsromnskiebionut? of the EMBOSeXehtei aehPercé.12" on PT
A-1 and "300 Yen' in "Price 22" on PT A-2 are the prices of the rights to
use the cont erfin Atep&dridi blge mutuacautkenypeat Fon stecdamar 17 iodnt IDe PMDcse evice
as indicated by "Type 12" of "Usage Details 12" of UCP A '100 Yen' in
"Price 13xentePt degrynts tisy regeivied repden manben RETWHER sapreshiorpd eemmon
of the rights to use the content A according to the use type 'Limted-Tine
Repr oductk¥em'Kc as Inndtent 245 bythaypetusl ayfthanEigs tDamisestizn 4f ofpthe EMD
300 Yen' in "Price 14" on PT A-1 and_'150 -Yen' in "Price 24" on PT A-2
are the Service center 1 generates a 32-bit random number R2. In Step 546,
themutual authentication section 17 of the EMD service center 1 replaces
the low-order 32 bits of the decrypted 64-bit.random number Rl with
the random number R2 to generate a concatenation R1,[|R2, where Ri, is
the high order n bits of Ri and A||B is a concatenation of A and B (the
low-order n bits of A and m-bit B are concatenated to produce n+mbits).
In Step 847, the mutual authentication section 17 of the EMD service
center 1 DES-encrypts R1,|R2 with the common key Kc. In Step S48, the
mutual authentication section 17 of the EMD service center 1 sends the
encrypted R1,|R2 to the content provider 2.
In Step S49, the mutual authentication section 39 of the content
provider 2 decrypts the received R1H||R2 with the common key Kc. In Step
S50, the mutual authentication section 39 of the content provider 2
checks the high-order 32 bits of the decrypted RlH"RZ against the
high-order 32 bits Rly; of the random number Rl generated in Step S41,
and if they match, it certifies that the EMD service center 1 is
legitimate. If the generated Rl, and received Rl, do not match, the.
process is terminated. If they match, the mutual authentication

section 39 of the content provider 2 generates a 32-bit random number

R3 in Step S51. In Step S52, the mutual authentication section 39 of
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- 33 - charges when using content A according to the use style
to duplicate five tinmes as indicated by "Type 14" of "Usage Details 14"
of UCP A In this exanple, when the prices on PT A-1 (applicable to
mal e wusers) andthepricesonPTA-2 (applicabl et of emal eusers) areconpared, it
can be seen that the prices on PT A-1 are twice as high as the prices on
PT A-2. For exanple, while "Price 11" on PT A-1 for "Usage Details 11" of
UCP Ais '2000 Yen,' "Price 21" on PT A-2 for "Usage Details 11" of UCP A
is 1000 Yen. Slnllarly, the prices specified in "Price 12" to "Price
14" on PTie karteriprevsidr ghpasdukespai cencapenatied RRfR3Poycel@@ingothe
"Price 24" on PT A-2. In short, in this case, fermale wusers can use content
A at | owerampiomcesmber R2, ﬁhguhaslﬁhs Hews-RFAd3 32 drid sPiaBe2 owtephtbe received
according to UCP Bin Figure 9B. PT B-1 in Figure 19A includes the ID of
cont ent /And DRDledrypted R1,[R2, in the high-order position and placing the
generated random number R3 in the low-order position. In Step S53,
the mutual authentication sectibn 39 of the content provider 2
DES-encrypts R2||R3 with the common key Kc. In Step S54, the mutual
authentication section 39 of the content provider 2 sends the encrypted
concatenation R2||R3 to the mutual authentication section 17 of the EMD
service center 1.
In Step S55, the mutual authentication section 17 of the EMD service
center 1 decrypts the received concatenation R2|R3 with the common key
Kc. In Step S56, themutual aﬁthehtication section 17 of the EMD service
center 1 checks the high—ordef 32 bits of the decrypted concatenation
. R2||R3 against the random number R2. If they match, it certifies that
the content provider 2 is legitimate. If they do not, it terminates -
the process, determining that'the content provider 2 is illegitimate.
Figure 36 is a flow chart which describes the use of two common
keys Kcl and Kc2 in common-key DES cryptography for ‘the opetation of
mutual authentication between the mutual authentication section 39 of
the content provider 2 and mutual authentication section 17 of the EMD
service center 1. 1In Step S61, the mutual authentication section 39
of the content provider 2 generates a 64-bit random number R1. In Step

S62, the mutual authentication section 39 of the content provider 2

DES-encrypts the randonlnumber R1 with a prestored common key Kcl. 1In
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content provider 2, I D bf UCP B, validity period of UCP B, Id of service
provider 3, IDof PT B-1, validity period of PT B-1, pricing condition 30,
~and two types of prices 31 and 32. "User Conditions 30" of "Pricing
Conditions 30" in PT B-1is set to "No Condition" and "Equi prent
Condi tions 30" contains information ('Slave Equipnment') which conditions
the equi pnent to be a slave equipnment. Therefore, PT B-1 can be sel ected
only when the content A is used by the slave equipnent. The slave
equi pnment neans equi pnent which can not perform such processing as to .
pur chase 3tqp &6s¥,i hbd rmwmizhtautdrentd cedtitdre sactdonodfitef the cohhehtserovider
Condi tions 30" and "Equi pnent Conditions 30" of "Pricing Conditions 30",
act ual | y,2 cirids dthreerfryricdd txgrden nuteenrRl ske tize EMD service center 1.
- 34 - _ shown in Figure 20A. "User Conditions 30" contains a
servi ce code G@09hepr S64, themutual authentication section 17 of the EMD service
center 1 decrypts the received random number R1 with a prestored common
key Kcl. 1In Step S65, the mutual authentication section 17 of the EMD
service cénter 1 encrypts the random number R1 with a prestored common
key Kc2. 1In Step S66, the mutual authentication section 17 of the EMD
servi'ce'center 1 generates a 64-bit random number R2. In Step S67,
the mutual authentication section 17 of the EMD service center 1 encrypts
the random number R2 with the common key Kc2. In Step S68, the'mutual
authentication section 17 of the EMD service center 1'sends the encrypted
random numbers Rl and R2 to the mutual authentication section 39 of
the content provider 2.
In Step S69, the mutual authentication section 39 of the content
provider 2 decrypts the received random numbers Rl and R2 with a
prestored common key Kc2. In Step S70, the mutual authentication
section 39 of the content provider 2 checks the decrypted random number
R1 against the random number R1 generated in Step S61 (the random number
Rl before encryption). If theymatch, it certifies that the EMD service
center 1 is legitimate. If theydo not match, it terminates the process,
determining that the.EMD'service center 1 is illegitimate. In Step
S71, the mutual authentication section 39 of the content provider 2
enérypts the decrypted random number R2 with the common key Kél. In

Step S72, the mutual authentication section 39 of the content provider

2 sends the encrypted random number R2 to the EMD service center 1.
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meani ng "No Condition", a value code FFFFFFh having no meaning in this
case, and a condition code 00h (Figure 12B) neaning "No Condition".
"Equi pment Condi tions 30" is specified in "Slave equipment”, therefore the
servicecode is setto 00xxhmeani ng”"WthCondi tionsforEquipment”, the value
code is set to 000064h indicating "value 10" and the condition code is set
to O3h neaning "< (snmaller)”". 1In this exanple, such code values are set
since the equiprment nunber is set at bel ow nunber 100 for the slave
equi prent . - 100 Yen' in "Price 31" on PT B-1 is the price when
reproducti on IinsSpep SFBnethe nutuailrmstizent Typei @ 'secft iidshge fEK@EMD skir'vide
‘UCP A indicates 'Pay Per Play 4'. Also, "300 Yen' in "Price 32" is the
price weant®pll cladnyrtiss Yhe fregmidredurandms mumbidy R2 22t thoftHdJsamgemon key
Details 22" of UCP A indicates 'Pay Per Play 2'. PT B-2 prepared
accor di n&alo UZR BtieRcBudes thes mitowl ianthiepivication, sdwtidn of7 conhtigre BMD
| D of content provider 2, IDof UCP B, UCP B, ID of service provider 3, |ID
of PT B- ZehydiGaireptpErl eaeeks rheglocrypiediragdooreimben R2cgainis t Wb etngedon
of prices 41 and 42. "User Conditions 40" of "Pricing Conditions 40"
in PT B- AymbageR2 genenqdadhiaiSitiedns 6 & dhe mpdomaimbes i bedasesprcrimitioms.
I nformati_on %&Nhster Eﬂgipnentﬂ) whi ch condi tions the equi pment to be a
master dduitpr¥nPateR, shoertpfigsy)thal bae andeandy Peovidaer thd adifiiomten
If they do not, i_t terminates the process, determining that the content
provider 2 is illegitimate.

Figure 37 is a flow chart which describes the use of a 160-bits
length elliptic curve in public-key cryptography for the operation of
mutual authentication between the mutual authentication section 39 of
the content provider 2 and mutual authentication section 17 of the EMD
service center 1. In Step S81, the mutual authentication section 39
of the content provider 2 generates a 64-bit random number R1. In Step
S82, the mutual authentication section 39 of the content provider 2
sends the random number Rl as well as an authentication certificate
(acquired in advance fronlthe certification agency) containing its own
public key Kpcp to the mutual authentication section 17 of the EMD
service center 1.

In Step'S83, themutual authentication section 17 of the EMD service
center 1 decrypts the signature of the received authentication
certificate (encrypted with a'secret key Ksca of the certification
agency) with the secret key Ksca of the certification agency acquired
in advance and takes out the hash vaiue of a public key Kpcp of the

content provider 2 and a name of the content provider 2. It also takes
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I's used by the master equi pnment. The nmaster equi pnment means equi pnment
whi ch can perform such processing as to purchase a predefined content
to settle an account. - 35 -

In "User Conditions 40" and "Equi pnment CDndItIOHS 40" of "Pricing
Condi tions 40", actually, code values of each type of code are set as
shown in Figure 20B. "User Conditions 40" of "Pricing Conditions 40

or

contains a service code 000h. (Figure 12A) meani ng "No Condition", a value
code FFFFFFh having no neaning in this case, and a condition code (15B)

00h neaniowt "tNee Gonliitd dey Kpep' E@dlpameto@ohhbtCOntenﬁ"prohédeseZv¢@mtabmed
Is set to 00xxh nmeaning "Wth Condition for Equipnment”, the value code is
settC)OO@@@AHiMﬁﬁ%ﬁﬂnﬁﬁév@ﬂ@@nﬂ@aatﬁqmchettﬁhdatém1Iﬁbheauih&mtiQaDBWI

meaning "= > (equal or larger)". In this exanple,

certificate is a legitimate one issued by the certlflcatlon agency,

it can be decrypted and the resulting hash value of the public key-Kpcip

and the name of the content provider 2 should match the hash value

obtained by the application of a hash function to the public key Kpcp

of the content provider 2 and the name of the content provider 2 contained

as plain text -in the authentication certificate. This proves that the

public key Kpcp is the legitimate one that has not been falsified. If

the signature cannot be decrypted, or even if it can be, if the hash

values do not match, the public key or provider is illegitimate. In

that case, the process is terminated.

If the authentication is successful, the mutual authentication

section 17 of the EMD service center 1 generates a 64-bit random number

R2 in Step S84. In Step S85, the mutual authentication section 17 of

the EMD service center 1 generates a concatenation R1|R2 of the random

numbers R1 and R2. In Step S86, the mutual authentication section 17

of the EMD service center 1 encrypts the concatenation R1||R2 with its

own secret key Ksesc. In Step S87, the mutual authentication section

17 of the EMD service center 1 encrypts the concatenation R1[|R2 with

the public key Kpcp of the content provider 2 obtained in Step S83.

In Step S88, the mutual authentication section 17 of the EMD service

center 1 sends the concatenation Rl"R2 encrypted with the secret key

Ksesc, the concatenation Rl“R2 encrypted by the public key Kpcp, and

authentication certificate (acquired in advance from the certification
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such code val ues are set since the equi pnent nunber is set at over number
100 for the naster equi pnent. The prices indicated in "Price 41" and
"Price 42" on PT B-2 are charges when using the content A according to the
use type indicated in each "Type 21" of "Usage Details 21" and "Type 22"
of "Usage Details 22" in UCP B. Here, conparing the prices on PT B-1
(applied to the slave . equipnent) and PT B-2 (applied to the master
equi pment), the price on PT B-1is found to be set at two tinmes as nuch as
that on PT B-2. For exanple, while "Price 31" on PT B-1 indicates '100
Yen', "Pragenayl)’ conhaPliBg2 imdingiudsl i GReYdipesStoititer yfunhidutldrt i 8n
I ndicates '300 Yen', "Price 42" indicates '150 Yen' Returning to
Fi gure l1Geatieomnad? of sthe apntsant imroviddero2es the content's UCP supplied
by the content provider 2 and supplies it to the secure container
preparation sd&t B6aP4389, the mutual authentication section 39-o86the content
provider 2 decrypts the signature of the received authentication
certificate with the secret key Kpca of the certification agency
acquired in advance, and if it is right, takes out the public key Kpesc
from the certificate. This process is the same as in Step S83 and thus
description thereof will be omitted. In Step S90, the mutual
authentication section 39 of the content provider 2 decrypts the
concatenation Rl"RZ encrypted with the secret key Ksesc, by using the
public key Kpesc obtained in Step S89. 1In Step S91, the mutual
authentication section 39 of the content provider 2 decrypts the
concatenation R1||R2 encrypted with its own public key Kpcp, by using
its own secret key Kscp. In Step S92, the mutual authentication section
39 of the content provider 2 compares the concatenation R1||R2 decrypted
in Step S90 and the concatenation R1||R2 decrypted in Step S91. If they
match, it certifies that the EMD service center 1 is legitimate. If
they do not match, it terminates the process, determining that the EMD
service center 1 is.illegitimate.
If the authentication is successful, the mutual authentication
section 39 of the content provider 2 generates a 64-bit random number
R3 in Step S93. 1In Step S94, the mutual authentication section 39 of
the content provider 2 generates a concatenation R2|R3 of the random

numbers R2 obtained in Step S90 and the random number R3 generated in

Step S93. In Step S95, the mutual authentication section 39 of the
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The secure container preparation section 44 prepares a service provider
secure container consisting, for exanple, of the content A (encrypted with
a content key KcoA), content key KcoA (encrypted with a delivery key Kd),
UCP A, UCP B, signature of the content provider 2, PT A1, PT A2, PT B-1,
PT B-2, and signature of . the service provider, as shown in Figure 21.

Al so, the secure container preparation section 44 supplies the prepared
service provider secure container to the user home network 5 by attaching
an authentication certificate, such as the one shown in Figure 22,

consi st i neprafentt oravrisiean Jerbmrypts sthserd@icalterest i om skl |b3_tfednit1htﬂ:tee public
service provider 3 by the certification agency, the algorithmand . o
par anet ere Y Epgstopbtained gmabtep, S8he ranBtep 39, thermiufieatdwrhagencytion
the validity period of the authentication certificate, the name and public
key Kpsp SsiCtifn $&rof chpconitgat Brovidert heeagidmaher enctyphed cmomndd tered i oon
agency. Returning to Figure 16, the mutual authentication section 45
per f or s RRlIRAREoatleaantiusd: prBRhanthcakdonopeehionrldh pdcthe BMEX seevice center
receivi nq_ t he content provider secure container fromthe content

In Step S97, themutual authentication section 17 of the EMD service
center 1 decrypts the encrypted concatenation R2|R3 with its own secret
"key Ksesc. In Step S98, the mutual'authenticatien section 17 of the
EMD service center 1 checks the decrypted random number R2 against the
random number R2 generated in_Step S84 (the random number R2 before
encryption). If they-match, it certifies that the content provider
2 is legitimate. if they do not, it terminates the precess, determining
that the content provider 2 is illegitimate.

(6-2) Transmission of content from content provider to service
provider

As described above, the mutual authentication section 17 of the
EMD service center 1 and the mutual authentication section 39 of the
content provider 2 perform mutual authentication. The random numbers
used for the mutual authentication are temporary keys Ktemp valid only
for the processes subsequent to the given mutual authentication.

Now the process of Step Sl?_in Figure 33 will be described. 1In
Step S12, the content provider secure container is supplied from the
content provider 2 to the service provider 3. Details of the process
is shown in the flow chart of Figure 38. In Step S201, the watermarking

section 32 (Figure 8) of the content provider 2 reads content A from
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provider 2. It also perforns nutual authentication with the user hone
network 5 before sending the service provider secure container to the user
home network 5. However, this nmutual authentication is not perfornmed if,
for exanple, the network 4 is a conmunication satellite network. In this
exanpl e, since the content provider secure container and service provider
secure container do not contain secret information, '
- 37 - the service provider 3 need not necessarily perform
nmut ual authentication with the content provider 2 and user honme network 5.
(5) User tthemecargtemtr kserver 35, lindeces verpbddetermifkeduwat@Bmahkwshah
exanpl e configuration of the receiver 51 in _
represents the content provider 2, and supplies content A to the
compression section 33.
In Step S202, the compression section 33 of the content provider
+ 2 compresses the watermarked content A by a predetermined method such
as ATRACZ and supplies it to the encryption section 34. In Step S203,
the random number generétor section 35 generates a random number for
use as a content key KcoA and supplies it to the encryption section
34.

In Step $204, the encryption section 34 of the content provider
2 encrypts the watermarked and compressed content A by a predetermined
method such as DES by using the random number (conteht key KcoA)
generated by the randoni number generator section 35. Then in Step S205,
the encryption section 36 encrypts the content key KcoA by a
predetermined method such as DES by using the delivery key Kd supplied
by the EMD service center 1.

In Step S206, the secure container preparation section 38 of the
content provider 2 computes a hash value by the application of a hash
function to the content A (encrypted with the content key KcoA), content
key KcoA (encrypted with the delivery key Kd), and UCP A, UCP B (Figure
9) for content A stored in the policy storage section 37, and encrypts
the hash value with its own secret key Ksesc, to generates the signature
shown in figure 14.

In Step S207, the secure container preparation section 38 of the

content provider 2 prepares the content provider secure container,
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t he user home network 5. The, receiver 51 is stationary equi pnment which 1is
connected to HDD 52 consisting of a communications bl ock 61, SAM (Secure
Application Mdule) 62, external storage 63, deconpression section 64,
comuni cations bl ock 65, interface 66, display controller 67, and input
control |l er 68. The conmuni cations block 61 of the receiver 51

communi cates with the service provider 3 or the EMD service center 1

t hrough the network 4, sending and receiving necessary .i nformation.

SAM 62 consists of a nutual authentication nodule 71, accounting nodule

72, menorshoweldnef Y@urerid,ywhich/atedrajipts onniredtil & (2dcrywd edawith dbeckontent
nmodule 75. It is made up of single-chip | Cs designed exclusively for :
crypt ogr afey Kasde., Ithehgongemlyl keyl KgeR temstypied onitim bie deliverynkawrkd) ,

cells inside are sandw ched by dumy |ayers of alum numand the Iike.

Since it Yprlu d4CRtBa(Ehgnrer @hgendfthel shgpaburer ggneneyedi tin Bsep S206.
difficult to read data illegally from outside (tanper - proof). The

nut ual aut hentﬁrb§f5i96’ns%ﬁul‘g”‘e?ﬂlut*}ﬂlaéAWPGQe@@hégtSAm secthonhzhdfc sbeopontent

certificate (shown in Figure 24) stored in the nenory nodule 73 to the
partner RTINAIRT Zawpdehereatretuaberpbhagtinetarn withebhecabtsal and

[ Kt ion ke consequent|ly shared by the
;gffhg?scﬁtu tlg g%ﬂ%%rggﬁqermé g%g.sggge 16¥)of the sqerviceyprovider . The

process of this mutual authentication is similar to that described with
reference to Figures 35 to 37 and thus description thereof is omitted.
In Step S209, the secure cont-ainer preparation section 38 of the content
provider 2 sends the content provider secure container prepared in Step
'S207 to the service provider 3 by attaching the authentication
certificate (Figure 15) issued in advance by the certification agency.

When the content provider secure 'conta.iner is supplied to the
service provider 3 as described above, the process of Step S12 finishes
and Step S13 in Figure 33 begins.

(6-3) Transmission of content from service provider to receiver

.In Stsp 513, the service provider secure container is supplied
from the service provider 3 to the user home network 5 (receiver 51).
Details of the process is shown in the flow chart of Figure 39. 1In
Step 5221, the pricing section 42 (Figure 16) of the service provider
3 checks the signature contained in the authentication certificate
(Figure 15) attached to the content provider secure container sent by
the content provider 2. If the authentication certificate has not been
falsified, the pricing section 42 takeslthe public key Kpcp of the

- content provider 2 out of the authentication certificate. The
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- 38 - | encryption/decryption nodule 74. The authentication

certificate of SAM contains information that corresponds to the

i nformati on contained in the authentication certificate (Figure 15) of the

content provider 2 and authentication certificate (Figure 22) of the

service provider 3. Therefore, its description is omtted. The

accounting nodule 72 prepares usage control status (UCS) and accounting

i nformati on based on the usage details of the selected UCP. Figure 25

shows an exanple of UCS when the rights for content have been purchased

accor di ngrdmi f e tuisen tyHethduactinset bowit Reproelvceficate shossmi LES #o the

gener ated based on the usage details 13 in UCP A shown in Figure 9A and :

"Price 1PragedSofi-Steh6@d imFEpyues3713Ad WeisHeanriptEopurleer &5 i9@itted.

contains the predeterm ned information corresponding to "Content ID "

" Cont ent ProvilgerSteD, 'S223CP the 'priddmovaaatiion At iafd, the "Service Brovider 3

ID" "PT ID " "PT Validity Period,” "UCS ID," "SAM
decrypts the signature in the content provider secure container sent
by the content provider 2, by using the public key Kpcp of the content
provider 2. It checks the content provider secure container for
falsification by determining whether the resulting hash value matches
the hash value obtained by the application of a hash function to thé
content A (encrypted with the content key KcoA), content key KcoA
(encrypted with the delivery key Kd), and UCP A, UCP B. If the two
hash values do not match (falsification is detected) the process is
terminated. 1In this example, however, it is assumed that there is no
falsification of the content provider secure container and Step S223
is performed next.

In Step S223, the pricing section 42 of the service provider 3
takes content A (éncrypted.with the content key'KcoA), the content key
KcoA (encrypted with the delivery key Kd), and the signature out of
the content provider secure container and supplies them to the content
server 41, which then stores them. Also, the pricing section 42 takes
UCP A, UCP B out of the content provider secure container and supplies
it to the secure container preparation section 44.
'In Step S224, the pricing section 42 of the service provider 3

prepares PT A-1, PT A-2 (Figure 17) PT B-1, PT B-2 (Figure 19) and based

on the extracted UCP A, UCP B and supplies them to the secure container

preparation section 44.
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ID," "User ID " "Usage Details,” and "Usage Hi story." "Content ID,"
"Content Provider ID " "UCP ID " "UCP Validity Period," "Service Provider
ID," "PT ID" "PT Validity Period" of UCS contain the information
specified in the corresponding itens of the PT. Thus, in the case of UCS A
in Figure 25, "Content ID' contains the ID of content A "Content Provider
| D' contains the ID of the content- provider 2, "UCP ID' contains the ID of
UCP A, "UCP Validity Period" contains the validity period of UCP A,
"Service Provider ID'" contains the ID of the service provider 3, "PT ID'
contains the IR steBTS225, lthanskdiuie \@ritdi ine rP@repa raddrimises tiibe ¢4l oditlye
period of PT A-1. - 39 -

"UCS | D' ssomticenprblré ded Zpsiepase st thé se ryiivenp UG dandsddure ¢bfBainer shown
in Figure 21 from content A (encrypted with the content key KcoA) read
out from the content server 41, the content key KcoA (encrypted with
thé delivery key Kd), the signature of the content provider 2, UCP A,
UCP B, PT A-1, PT A-2, PT B-1 and PT B-2 that are supplied from the
pricing section 42, and their signafuresh

In Step S226, the mutual authentication section 45 of the service
provider 3 performs mutual authentication with the mutual
authentication module 71 (Figure 23) of the receiver 51. The process
of this mutual authentication is similar to that described with
reference to Figures 35 to 37 and thus description thereof is omitted.

In Step S227, the secure container preparation section 44 of the
service provider 3 sends the service provider secure container prepared
in Step S225 to the receiver 51 of the user home network 5 by attaching
the authentication certificate of the service provider 3 (Figure 22).

When the service provider secure container is supplied to the
receiver 51 by the service provider 3 as described above, the process
of Step S13 finishes and Step S14 in Figure 33 begins.

(6-4) Recording-of content by receiver |

In Step S14, the service provider secure contaiher sent by the
service provider 3 is received by the receiver 51 of the user home network

+ 5. Details of the process is shown in the flow chart of Figure 40.

In Step S241, the mutual authentication module 71 of the receiver 51

(Figure 23) performs mutual authentication with the mutual
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| D' of UCS A contains the IDof UCS A "SAMID' contains the ID of the
equi prent and "SAM I D' of UCS A contains the SAM 62 ID of the receiver 51.
"User I D" contains the ID of the user who uses the content and "User |ID'

of UCS A contains the ID of user of the receiver 51. "Usage Detail s”
consists of items "ID/" "Type," "Paraneter," and "Control Transfer
Status.” O these itens, "ID " "Type," and "Paraneter" contain the

i nformation specified in the corresponding itenms of "Usage Details" of the
sel ected UCP. Thus, "ID'" of UCSA contains the information (1D of Usage

Det ai | s Eltspecidateibn isédtiidl "45 off "tisageeBeiee |srddidef ICHFAgurdype) via
set to 'Purchase and Reproduction' specified in "Type 11" of "Usage '
Detai | s The' comhuriRetanmierBlocnt @l ns Ithehenfmortoetli gutherftorcmtian is
corresponding to 'Purchase and Reproduction') specified in "Paraneter 11"

of "Usageuddstssfsl,1the commuhontiohsThhnskedl JteataistesnttheUsageiOetrdslder
contains the respective IDs of the source equi pnent (equipnent that has

pur chasedequre caniaitnemntFidmnere nait ) ofireyutipeeservice Qenovbderr 3nif that

Perm ssion Information" of the selected UCP is set to 'Permtted (i.e.,
control Rarnstigated ppddipnelual putbendicadiiar.andfeihg supbensigadiondails,
of the source equipnent is used as the ID of the destination equipnent. If

"Control theamsrageseris ssemhinafest matlitothist axpaplep ipwaster,o 1i\gks assumed

that the mutual authentication has been successful and Step S242 is
performed next.

In Step S242, the communications block 61 of the receiver 51
receives an authentication certificate of the secret key from the
service provider 3 that participated in the mutual authentication.

In Step S243, the encryption/decryption module 74 of the receiver
51 checks the signature contained in the service provider secure
container for falsification received in Step S241. If falsification
is detecfed, the process is terminated. In this example, however, it
is assumed that there is no faisification and Step 5224 is performed
next.

In Step 5244, the UCPs that satisfy the usage conditiéns and the
PTs that satisfy the pricing conditions.are selected, based on the
reference information 51 (Figure 29) stored in the memory module 73
offhereceiverSl,anddisplayedxn1thedisplayunit(notshbwn)through
the display controller 67. The user selects the usage details of one
of the UCPs bymanipulating the operator panel (not shown) with reference

to the details of the UCPs and PTs displayed. Then, the input controller
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Permtted,' "Control Transfer Status" should be set to 'Not Permtted.' In
that case, control transfer of the content is not perforned (not
permtted). 1In "Control Transfer Status" of UCS A the IDs of both

- 40 - source and destination equi pnent are set.to the |ID of
SAM 62 because "Control Transfer Perm ssion Information 11" of "Usage
Details 11" of UCP Ais set to 'Permtted and because thga contr ol . of
content Ais not transferred.. "Usage History" contains the history
of use types for the same content. Only information that represents ,
'Li m t ed-68 putpRES, oo GAMAZ, i thessdgad Lisovhah coisagpdriidtorgiie obetdCHéraEbon
exanple, if the receiver 51 has used content A before, the then use type

is also nwitedirom the |opehetenseamélthe UCS descri bed above, "UCP
Validity Period" and :

, " In this example, "Use Point Information" of the reference
information 51 is supposed to be set to a use point of 222 points or
more. Therefore, out of UCP A, UCP B which are set to correspond to
content A, UCP A is selected since "User Conditions 10" of "Usage
Conditions 10" contains 200 points or higher. Besides, since
"Account-Settling User Information" of the reference information 51
has been set to '"Male' users, "Pricing Conditions 10" of PT A-1 (Figure
"177) are satisfied. As a result, out of PT A-1 and PT A-2 prepared
in accordance with UCP A, PT A-1 is selected. After all, details of
-UCPAand PTA-1 aredisplayedon thedisplayunit. Also, inthis example,
it is assumed that the user has selected usage details 11 of UCP A (price
11 of PT A-1). |

In Step S245, the accounting module 72 of SAM 62 of the receiver
51 prepares UCS A (Figure 25) and accounting information A (Figure 27),
based on the entry of "Usage Details 11" of UCP A (entries of "Price
11" of UCP A-1) selected in Step S244. Therefore, in this case, content
A is purchased and reproduced for 2000 YEN.

In Step S246, content A (encrypted with the content key KcoA),
UCP A, PT A-1, PT A-2, and the signature of the content provider 2 are
taken out of the service provider secure container (Figure 21), output
to the HDD 52, and stored there. In Step S247, the decryption unit
91 of the encryption/decryption unit 74 decrypts the content key KcoA

(encrypted with the delivery key Kd) contained in the service provider
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"PT Validity Period" have been specified. However, these items may not be
specified for the UCS. Al so, although "Content Provider 1D" has been
specified for the above UCS, it may not be specified if the UCP IDIis

uni que enough to identify the content provider. Simlarly, "Service
Provider ID" may not be specified if the PT IDis unique enough to
i dentify the service provider. The UCS prepared is sent to the

external storage 63 and stored in its usage information storage 63A,
together with the content keys Kco (encrypted with a save key Ksave)

suppl i ed spcute coadmyipEonwitht the Hedfitdry deyr Kt s tor e ciry frhieomemodyl modidl e
of the receiver 51. As showmn in Figure 26, the usage information storage
63A of th&Bexternal storage 63 are divided into M nunber of bl ocks (1 MB
each, for exanple): BP-1 to BP-M Each block -BP, in turn, is _d|_-V| ded into
N nunber of uialgﬁteprﬁ%%&mtﬁfmlensmylanelamtmmftbhmmrmmnmmmleym
Kco (encrypted with a save key Ksave) -and UCS supplied by SAM 62 are
stored, iWifai/dheacrypts the content key KcoA decrypted-imBtep S247, by means

of the save key Ksave stored in the mémory module 73,

In Step 5249, the data check module 75 of SAM 62 searches the usage
information storage 63A (Figure 26) of the external storage 63 for the
block BP which has free space and in which the content key KcoA encrypted
with the save key Ksave in Step S248 and UCS A prepared in Step S245
are stored in matching pairs. 1In this example, block BP-1 of the usage
information storage 63A is detected. Incidentally, in the usage
information storage 63A of Figure 26, the usage information memory area
RP-3 of the block BP-1 is shown to store the content key KcoA and UCS
A. In this example, however, they are not stored at this point and
the usage information'memory area RP-3 of the block BP-1 is free,
containing predetermined initial information.

In Step S250, the data check module 75 of the receiver.51 obtains
a hash value by applying a hash function to the block BP-1 data (all
the data stored in the usage information memory areas RP-1 to RP-N)
detected in Step S249. Then in Step S251, the data check module 75
compares the hash value obtained in Step S250 with the verification
value HP-1 (Figure 28) that is stored in the memory module 73 and that
corresponds to block BP-1. If they match, the block BP-1 data is free

of falsification and Step S252 is performed next.
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pairs, in the appropriate usage infornmation nenory areas RP of the usage

I nformati on storage 63A In the exanple of Figure 26, the UCS A shown
in Figure 25 and the content key KcoA (encrypted with a save key Ksave)

are stored, in matched pairs, in the usage information nenory area RP-3 of
the block BP-1. Qher content keys Kcol and Kco2 (encrypted with a save

- key Ksave) and wusage control status UCS 1 and 2 are stored in the usage
informati on nenory areas RP-1 and RP-2 of the block BP-1. The usage
information nenory areas RP-4 (not shown) to RP-N of the block BP-1 as

wel | as bl ockdn 8BPep S2tdt, SAMVEY) of dIEPrbteiveeril ytdeesothes usageainyf i €hdn
"key Kco or usage control status UCS and contain the initial information
which i ndlikateantenit keeKoofe eamyptademidht che shweckryeKsakeysnKebep 5248
(encrypted with a save key Ksave) and .UCS stored in the usage information
merory arad UQS Wi ((Figureolbecproptyed eferdtamb S2489 dvatbei nsagesintormation
there is no need to treat them separately Figure 27 shows the

account i PRI HrAHERT JHF 73 m%p‘é?%dol%étﬁ%l in ttthe s 3y e hiovforme tH ourst @ ge
As shown in Figure 27, accounting information contains "Content ID "

"Cont ent FHhoviferthe exteymal storage 63), as shown in Figure 26.
In Step S253, the data check module 75 of the receiver 51 computes

a hash value by applying a hash function to the block BP-1 data in the
usage information storage 633, inciuding the usage information stored
in the usage informatioh.memory area RP-3 in Step S252. 1In Step S254,
the data check module 75 overwrites the verification value HP-1 stored
in the memory module 73 with the hash value. In Step S255, the
accounting module 72 storés, in the memory module 73, the accounting
information A prepared in Step S245, and the process finishes.

In Step S251, if the data check module 75 determines that the
computed hash value and the verification valué HP-1 do not match, the
block BP-1 data has been falsified. Consequently, the data checkmodule
75 goes to Step S256, where it determines whether all the blocks BP
in the usage information storage 63A of the exfernél storage 63 have
been checked. If it determines that not all the blocks BP in the
external storage 63 have been checkec_i, it goes to Step S257 and searches
for unchecked blocks (other blocks with free space), returns to Step
S250, where the rest of the process is executed.

In Step S256, if the data check module 75 determines that all the
blocks BP in the usage information storage 63A of the external storage

63 have been checked, there is no block BP (usage information memory
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"UCP Validity Period," "Service Provider ID," "PT ID," "PT Validity
Period," "UCS ID " "SAMID," "User ID " "Usage Details," and "Accounting
H story." "Content 1D, " "Content Provider ID "™ "UCP ID" "UCP
Validity Period,” "Service Provider ID" "PT ID," "PT Validity Period,"
"UCS ID" "SAMID," "User ID " and "Usage Detail s" of the accounting
I nformation contain the information specified in the corresponding
- 42 - items of the UCS. Thus, in the case of ‘the accounting
information A in Figure 27, "Content ID' contains the ID of the content A
"Cont ent af¥@\RMeithbl' cannsbons ddwyd Rndforintad icant ecbonpeauiedel v2, theGPrdéEkss
contains the ID of UCP A "UCP Validity Period" contains the validity
period ofini¥hes."Service Provider ID' contains the ID of the service
provider 3, "PT ID' contains the ID of PT A-1, "PT Validity Period"
cont ai ns When the service provider secure container is thus received by
the receiver 51, the process of Step S14 finishes and Step S15 in Figure
33 begins.
(6-4) Reproduction of content
In Step S15, the contents A supplied is used by the receiver 51.
In this example, according to the usage details 11 of UCP A selected
in Step 5224 of Figure 40, the usage type of content A is reproduction.
Thus, reproduction of content A will be described next. Details of
the reproduction is shown in the flow chart of Figure 41.
In Step S261, the data check module 75 of the receiver 51 computes
. a hash value by applying a hash function to the block BP-1 data in the
Iusage information storage 63A of the external storage 63, including
the content key KcoA (encrypted with the save key Ksave) and UCS A stored
in the usage information memory area RP-3 in Step S252 of Figure 40.
In Step S262, the data check module 75 of the receiver 51 compares
the hash value computed in Step S$261 with the hash value (verification
value HP-1) computed in Step S253 of Figure 40 and stored in the memory
module 73 in Step S254. If they match, the block BP-1 data is free
of falsification and Step S263 is performed next.
In Step S263, it is determined whether contents A is available,
based on the information contained in "Parameter" of "Usage Details"

for UCS A (Figure 25). For example, as "Type" of "Usage Details" for

UCS is set to 'Limited-Time Reproduction, ' "Parameter" of the UCS stores
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the validity period of PT A-1, "UCS ID' contains the ID of UCS A, "SAM |D"
contains the I D of SAM 62, "User ID' contains the ID of user F, and "Usage
Detail s" contains the information specified in "Usage Details 11" of UCS

A. "Accounting Hi story" of accounting information contains

I nformation |nd|cat|ng the total of the accounts calculated in equipnent.
"Accounting Hi story" of accounting information A contains the total of the
accounts calculated in the receiver 51. In the accounting information
descried above, although "UCP Validity Period" and "PT Validity Period"
have beerntlspextdred;indeynd neryd noimbeoSpesafeed Amd itheldCEtdAtmBned| whetigbr
"Content Provider |1D' has been specified in the accounting information
descri bedclbquessent timye nict widlsipedilfe ddmiftst.heTheR LB, i $fubliqueresenghtime
identify the content provider. Simlarly, "Service Provider ID'" may not be
speci fi edis fwitthelrPEheDliimidnsi, qibeeaonyantoi s dindgéq thdesevaiidebiroanded £ it
Returning to Figure 23, the nmenory nodule 73 stores keys such as the

publ i c kels RoE witBAR the lieitecrtdte koptead &6 Baged, ta lpe pubvedlakdg. On
Kpesc of the EMD service center 1, the public key Kpca of the

certifi caihordpndiand hd a\kypedy ols dVeadendetiaids "nderhFCSdélsi getyto a use

type that allows reproduction (duplication) up to a certain number of
times, "Parameter" stores the information about the remaining number
of tiﬁes the content can be used. If the available number of times
stored in "Parameter" is not zero (0), the corresponding content is
judged to be available. On the otherlhand, if the available number
of times is zero (0), the corresponding content is judged to be
unavailabie. |

Since "Type" of "Usage Details" for UCS A is set to '"Purchase and
Reproduce,' in this case, content A is purchased and reproduced with
no limitation. And "Parameter" of "Usage Details" for UCS contains
information indicatinq that the content is available. Therefore, in
this example, contents A is judged to be available. Consequently, _Step
S264 is performed next.

In Step S264, the accounting module 72 of the receiver 51 updates'”
UCS A. Although UCS A does not contain any'information that should .
be updated, the éVailable number of times stored in "Parameter" is
decremented by 1 if "Type" of "Usage Details" is set to a use type that
allows reproduction up to a certain number of times.

Next, in Step S265, the SAM 62 of the receiver 51 stores the UCS

A updated in Step S264 (not actually updated in this example) in the
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- 43 - _ keys Kd, the authentication certificate of SAM 62,
accounting information, reference information 51, and M nunber of
verification values HP-1 to HP-M as shown in Figure 28. - The
verification value HP-1 stored in the menory nodule 73 is the hash val ue
obtained by the application of a hash function to all the data stored in

bl ock BP-1 of the usage information storage 63A of the external storage

63. The verification values HP-2 to HP-Mare hash val ues obtained by the
application of the hash function to the data stored in the corresponding

bl ocks BRugage BPfMmitide memeryadrsaoRBgd o63thesbileckhBPcadsénwithle tisege
verification value HP-1. Figure 29 shows the reference information 51
stored i ninfermebiey starhde 633 ofhidhe eixdieamed istboaget Fdn cUntHiaps S266, the
predeterm ned information specified for each of the itens of "SAMID, "

" Equi prerdataugirgk modgdee [V éngerpyies a bashg¥aligi by "appictiinte Beshl fugction
User - _

to the block BP-1 data in the usage information storage 63A of the
external storage 63, including the UCS A stored in Step S265 and
overwrites the verification value HP-1 stored in the memory module 73
with the hash wvalue.

In Step S267, the mutual authentication module 71 of SAM 62 and
mutual aufhentication module 101 of the decémpression section 64
perform mutual authentication and share temporary keys Ktemp. The
process of this mutual authentication is similar to that described with
reference to Figures 35 to 37 and thus description thereof is omitted.
The random numbers R1l, R2, and R3, or their combinations used for the
mutual authentication are stored as temporary keys Ktemp.

In Step S268, the dedryptionuunit 91 of the encryption/decryption
module 74 decrypts the content key KcoA (encrypted with the save key
Ksave) stored in block BP-1 (the usage information memory area RP-
3) in the'usage information storage 63A of the external storage 63 in
Step S252 of Figure 40, by using the save key Ksave stored in the memory
module 73.

Next, in Step S269, the encryption unit 93 of the
encryptioh/decryptionmodule74encryptsthedecryptedcontentkechoA,
by using the temporary key Ktemp. In Step S270, SAM 62 sends the
‘encrypted content key KcoA encrypted with the temporary key Ktemp to

the decompression section 64.
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I nformation,” "Subordinate User Information,” and "Use Point |nformation.

The reference information 51 contains the ID of SAM 62, equi pment nunber

(100) of SAM 62, settlenent |ID of user, account-settling user information

of user (general information (the nane, address, phone nunber, settlenent

institution information, date of birth, age, and sex), ID, and password of

user), and predeterm ned use point information. “Charge Limt"

contains the upper limt on anpunts charged, which varies depending on

whet her the given equipnent is registered formally or tenporarily. .

- 44 - In Step S27hartde ldednypiuifon wdweferkit o f nfloe nde¢ompBdssion

contains the upper |imt on anmounts charged for formally registered

equi pnentsgctHme®4 decrypts the content key KcoA by using the temporary key
Ktelhp. In Step S272, the decompression section 64 receives the content
A (encrypted with the content key Kco) recorded on the HDD 52 through
the interface 66. In Step S273, the decryption module 103 of the
decompression section 64 decrypts content A (encrypted with the content
key Kco) with the content key KcoA.

In Step S274, the decompression module 104 of the decompression
section 64 decompresses the decrypted content A by a predetermined
method such as ATRAC2. In Step 5275, the watermarking module 105 of
the decompressioh section 64 watermarks the decompressed content A for

~ identification of the receiver 51. In Step S276, content A is output
to speakers or the like (not shown) and the process finishes.

In Step S277, if it is determined in Step S262 that the hash value
computed in Step S261 and the hash_value stored in the memory module
73 of the receiver 51 do not match, or if the content is judged to be

~unavailable in Step 5263, SAM 62 runs predetermined error processing '
to display an error message on the display unit (not shown) through
'the display controller 67 and the process finishes.

In this way, when content A is reproduced (used) on the receiver
51, the process finishes, and so does the entire process in Figure 33.

(6-5) Account settlement

Now the processing procedures for settling accounts with the

receiver 51 will be described with reference to the flow chart in Figure

42. This process is started when the amount posted exceeds a preset
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Regi stration') because the receiver.51 has been formally registered.
Returning to Figure 23, the encryption/decryption nodule 74 of SAM 62
consists of an decryption unit 91, random nunber generator unit 92, and
encryption unit 93. The decryption unit 91 decrypts the encrypted content
key Kco with the delivery key Kd and outputs the results to the encryption
unit 93. The random nunber generator unit 92 generates a random nunber

with predetermined digits as required (for exanple, during mnutual

aut hentication), generates a tenporary key Ktenp as required, and outputs
themto theibbegypthenlimit eBarge forThermatrgpt temponary9Beghstyptionhe or
decrypted content key Kco again wth the save key Ksave stored in the
menory nodfiitherger ghen efdedpieary kopsdid bkegnee obiso lafsp| haking ithignpossible,
external storage 63. Wien sending the content key Kco to the deconpression
secti on 6HOT ta¥am & ypoidRrrYRt theanieenpkeyi Keqi(encriye teghpbEhrthekdglivery
Ktenp generated by the random nunber generator unit 92. The data
check nodke¥ 5B chedien Reddard Fhgare| 4@ k(am ghhushdmposgd blienter kacedie the
storage 63A of the external storage 63 for falsification by conparing the
hash val ugeBY1€RePHAVAI8F oPREAUFR EABLBLBEK)BP with the corresponding
verification value HP stored in the nenory, nodule , 73. Th

. modul e “ e
deconpr essi on Sectt&hh BP0 boeitlsial puthertication nbhtPeafpeped between the

receiver 51 and EMD service center 1. This mutual authentication is
similar to that described with reference to Figures 35 to 37 and thus
description thereof is omitted.

Next, in Step S302, SAM 62 of the receiver 51 sends an
authentication certificate to the user management section 18 (Figure
3) of the EMD service center 1. In Step S303, SAM 62 of the receiver
51 encrypts accounting information sfored in the mémory:module 73, by
"means of the temporary key Ktemp shared with the EMD service center
1 in Step S301, and sends it to the EMD service center 1 together with
the version of delivery keys Kd, corresponding UCP and PT, and
registfation list.

In Step S304, after the information sent by the receiver 51 in
Step S303 is received and decrypted, the user management section 18
of the EMD service center 1 checks the receiver 51 for aﬁy illegal act
that would make "Status Flag" in the registration list to be set to
'Stop.' |

In Step S305, the billing section 19 of the EMD service center
1 analyzes the accounting info:rmation received in Step S303 to calculate

the amounts to be charged to the user (user F, for example). Then,
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nodul e 101, decryption nodul e 102, decryption nodul e 103, deconpression
nodul e 104, and wat er mar ki ng nodul e 105. The nutual authentication
- 45 - nodul e 101 perforns nutual authentication with SAM 62
and outputs the tenporarykeyKtenptothedecryptionnodule 102.
Thedecrypti onnmodul e 102 uses the tenporary key Ktenp to decrypt the
content key Kco encrypted by the tenporary key Ktenp, and outputs the
results to the decryption nodule 103. The decryption nodul e 103 decrypts
the content recorded on the HDD 52, with the content key Kco, and outputs
t he resulirsStep 3316 dehengerssanagandnt sk on Tl ehdekenpo essl 1hH theddcouddds
further deconpresses the decrypted content by a nethod such-as ATRAC2 and
out puts weree resstut ted tsnddms s el yraiki SigeposiBd . 105. The wat er mar ki ng
nodul e 105 watermarks the content for identification of the receiver 51.
and ' Next, in Step S307, the user management section 18 of the EMD
service center 1 sets the registration conditions of the receiver 51
based on the results of checks run in Steps S304 and S306, and attaches
a signature to it to prepare a registration list of the receiver 51.
For example, ifanillegal act is detected in Step $304, the "Status
Flag" is set to 'Stop,' which stops all the subsequent processes. 1In
short, the receiver 51 can no longer receive any service from the EMD
system. On the other hand, if it is confirmed that the settlement has
failed in Step S306, "Status Flag" is set to 'Restricted,' in which
. case, the receiver 51 can no longer purchase any new content although
it can reproduée already purchaSed content.
Next, the account settlement process goes to Step S308, where the
'~ user management section 18 of the EMD service center 1 encrypts the
latest version of delivery keys Kd (the latest three months' delivery
keys Kd). and the registration list prepared in Step $307, by using the
temporary key Ktemp, and sends the results to the receiver 51.
In Step S309, SAM 62 of the receiver 51 receives the delivery keys
"Kd and registration list sent by the EMD service center 1, through the
communications block 61, decrypts them, and stores them in the memory
module 73. The existing accounting information is deleted and the
registration list and delivery keys Kd are updated in the memory module

73. Besides, the signature to the registration list received is checked

to verify that the registration list is free of falsification. This
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outputs'the results to speakers (not shown) to reproduce nusic. - The

comuni cati ons bl ock 65 conmuni cates with the receiver 201 of the user

hone network 5. The ‘interface 66 converts the signals from SAM 62 and the

deconpressi on section 64 intoaspecifiedformandoutputs. the results to the

HDD 52. It also converts the signals fromthe HDD 52 into a specified form

and outputs the results to SAM 62 and the deconpression section 64.

The display controller 67 controls the output to a display unit (not

shown). The input controller 68 controls the input froman operator panel

(not shownocessisf i sipgwdtwee i vesibitdbibsn is simhkaHDEb SZhstpresess of Step

registration lists |like the one shown in Figure 30 in addition to the

content a3@Btie Figersuppl amd bhushdeserupteonptberdef 3s Pheéttedi.stration

list consists of the |list section that stores tabulates information and

t he SAM i nf or nffi-@n Zsasitirgh sdiitlement by proxy _ - 46

) Now the processing procedures used by the receiver 51 to settle
an account on behalf of the receiver 201 (account settlement by proxy) .
will be described with reference to the flow chart in Figures 43 to
45. When the receiver 51 receives a predetermined signal from the
receiver 201 asking for account settlement by proxy, the mutual
authentication module 71 of the receiver 51 performs mutual
‘authentication with the mutual authenticatiOn module 221 of the
receiver 201 in Step S321. This mutual authentication is similar to
that described with reference to Figure 37 and thus description thereof
is omitted. As a result, the mutual authentication module 71 of the
receiver 51 acquires the SAM 212 ID of the receiver 201 and shares
temporary keys Ktemp with the receiver 201.

In Step 5322, SAM 62 of the receiver 51 checks the registration
list stored on the HDD 52 for falsification. Specifically, it decrypts
the signature stored in "Signature to Registration List" of the
registration list with the cryptographic public key and compares the
resuiting hash value with the hash value of the entire data in the
registration list to see if they match.

If it is determined in Step S322 that the registration list is
free of falsification, SAM 62 of the receiver 51 goes to Step $323 and

checks whether the receiver 201 is eligible for (needs) account

settlement by proxy. Specifically, it checks whether the ID of SAM
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stores specified infornati on about the equi pnent that possesses the given

registration |ist. The SAM i nformation section stores (in the "SAM
ID" field) the SAMID of the equi pnent that possesses the given
registration list, in this exanple, the SAM 62 ID of the receiver 51. It

al so stores the wvalidity period of the registration list (in the "Validity
Period" field), version nunber of the registration list (in the "Version
Nunber™ field), and nunber of equi pment connected (including this .

equi pnent) (in the "Nunber of Equi pnent Connected"” field), whichis two in
total, 212 lolstaixeeplim Step BB Hde beeei vegisStierédein “BAMt HB"o0f the
receiver 201 connected to it. The |ist section consists of nine
itens "SAMgdiFtratiosr 13t andPwldidsengSAM" 82 chastbegn " sp&quE pedninBl'Mbaetiet
"Master Equipnent,"” "Status Flag," "Public Key," and "Signature” and, in
thi s exarfdusipmentid efopriduetreetiteglc i20brmation in each field as the
registration conditions of the receivers 51, 201. "SAM | D' stores
the SAM | D of Iithétetmidehanmmined ti Stera$p?d, thife aceamnd? sebtdemensg by proxy
receiver 51, SAM 212 |ID of the receiver 201 are stored. "User |ID' stores

t he | D ofisigaraidralilife teoithes pesgiivgredfilpmant is the case with this receiver,

SAM.62_of the receiver 51 goes to Step S324, in which it sends a
predetermined signal that fequests to provide accounting information
through the comﬁunications block 65 to the receiver 201. Then in Step
S$325, it receives accounting information from the receiver 201.

In Step S$326, the receiver 51 performs mutual authentication with
the EMD service center 1. This mutual authentication is similar to
that described with reference té Figures 35 to 37 and thus description
thereof is omitted. 1In Step S327, SAM 62 of the réceiﬁer 51 encrypts
the accounting informétion received in Step S325, the version of the
delivery keys Kd.stored in the memory module 73, orlregistration list
stored on the HDD 52, by using the temporary key Ktemp, and sends the
results fo the EMD service center 1.

| In Step 3328, the user management section 18 of the EMD service
center 1 receives the information from the receiver 51 and decrypts
it. Then, the audit section 21 of the EMD service center 1 checks the
receiver 51 for any illegal act that would make "Status Flag" in the
registration list to be set to 'Stop.'

Next, in Step S329, the user management section 18 of the EMD
service center 1 checks the receiver 51 for any illegal act based on

the results of Step $S328. If it is determined that there is no illegal
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“Purchasing" stores information ('Yes' or 'No') which indicates whet her
t he equi pment can purchase content. In this exanple, since the receivers
51 and 201 can purchase content, 'Yes' is stored in the appropriate rows

of the "Purchasing"” colum. "Accounting" stores information ('Yes' or
"No') which indicates whether the equi pmrent can perform accounting in
comuni cation with the - 47 -

EMD service center 1. In this exanple, the receivers 51 can only perform
accounting while the receiver 201 can not. Thus the appropriate row of the
" Accountiagt oxotherpart espahdi ngteivée Slecdhecussdt dmagsnentesect iamd18hgoes
corresponding to the receiver 201 stores 'No.' "Equi pnent Bill ed"
stores theo SN 3330t he equi prent with which accounts are settled. In
this exanple, since the receiver 51 (SAM 62)
| In Step S330, the billing section 19 of the EMD service center
1l calculates the amount to be chérged to the user by analyzing the
accounting information received in Step S328. Then, in Step S331,. the
user management- section 18 of the EMD service center 1 'specifies
registration conditions of the receivers 51 and 201 based on the results
of Step S330 and attaches signatures to the registration conditions
and reg;_'.sfration list to prepare the registration list of each receiver.

In Step S332, the user management section 18 of the EMD service
center 1, encrypts the latest version of the delivery keys Kd as well
as the registration lists of the receivers 51 and 201 prepared in Step
S331, by using the temporary key Ktemp, and send them to the receiver
51.

In Step S333, SAM 62 of the receiver 51 receives and decrypts the
delivery keys Kd, registration list of the receiver 51, and registration
list of the receiver 201 sent by the EMD service center 1. Then in
Step S334, it checks to see if ’_'S.t.atus Flag" for the SAM 212 ID of the
receiver 201 in the registration list of the receiver 51 contains
operational restriction i.nformation (e.g., '"Restricted' or 'Stop').
If no such information is contained, Step S335 begins.

In Step S335, SAM 62 bf the receiver 51 erases the accounting
information received from the receiver-201 iﬁ Step S325. 1In Step S336,

it updates the delivery keys Kd and the registration list of the receiver

51.
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can settle its account for itself, the ID of SAM 62 of the recei ver 51 is
stored in the appropriate row of the "Equi pnent Billed" colum. . Also,
since the receiver 51, instead of the receiver 201 which can not settle
its own account, settle that account, the appropriate row of t he

"Equi pnent Billed" columm corresponding to the receiver 201 stores the 1D
of SAM 62 of the receiver 51. "Mast er Equi pnent” stores the SAM I D of
the connected equi pnment that can provide content if the given equi prent
receives content from other equi pnent connected rather than fromthe
service provi der S2epl $33(7hi SAMK&Zplosf, tiee nezrdivesr $15peanbr2(E] mems e
content fromthe service provider 3, so "Master Equi pnment" correspondi ng .
t o each sturtemtiigdtoromat(tdre prbiores)describedditial e fidranaddoeFigunes 33 to
equi.pment providing content. "Status Flag" stores any restrictions
to the opfdrlamidh thet hecedyakpd@htand fthdesends fbesvepistrationi bhst of the
appropriate information ('No Restriction') is stored. If there are any
restrictinggeigen 20l pnddeild veny keyslKd encryptediwilthsthe tampaypanakeyitenp
appropriate information ('Restricted or 'Stop,' respectively) is stored.
For exanpicethe regaivesedftl of accounts has failed, "Status Flag" of that
equi pnent is ] .- 48 - . i .

In Step S$338, the receiver 201 receives the registration list of
the receiver 201 and delivery keys Kd from the receiver 51, decrypts
them with the temporary key Ktemp, and stores (updates) them.

If it is determined in Step S334 that "Status Flag" contains
operational restriction information, SAM 62 of the receiver 51 goes
to Step S339 and takes a predetermined action (REVOKE) with respect
to the receiver 201 to restrict its operation.

If an illegal act is detected on the part of the receiver 51 in
Step $329, the process goes to Step $S340, where the EMD service center
1 sets all "Status Flag" for the receivers 51 and 201 to "Stop, ' prepares
the respective registration lists of the receivers, and sends them to
the receiver 51 in Step S341.

In Step S342, the receiver 51 receives the registration lists from
the EMD service center 1 and updates the registration lists. Then it
goes to Step 8339 and takes appropriate actions according to the
operational restriction information set in "Status Flag" in the
registration lists. In this case, the delivery keys Kd are not supplied
to the receivers 51 and 201, making it impossible for them to reproduce

content. Consequently, the receivers 51 and 201 can no longer receive

any service from the EMD systemn.
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set to 'Restricted.’” In this exanple, the equipnment with its "Status

Fl ag" set to 'Restricted can reproduce (read out) the content already
purchased, but cannot purchase new content. In short, certain restrictions
are placed on the equipnent. Besides, if illegal acts such as illegal
duplication of content are detected, "Status Flag" is set to 'Stop' and
the operation of the equipnent is stopped. Consequently, the equi pnent can
no | onger receive any service fromthe EM system - In this exanple,
no restriction is placed on the receivers 51 and 201 and their "Status
Flag" is set tdf lla Restletetmbned idletey @IEThatsthle aegiBesutiohelis@ndas

"Stop," which restrict the operation of the receiver will be collectively
referred bhoemsfabpeifiiednat i€sititsi daterminedainoftep SREBBethatnacneadtt o
address them i ndividually. "Signature to Conditions" stores the

si gnat ur eseftidreEMb s anoxie iscenteavdilablaeto rifloy mededivest 80éd the"Sfdtess
ID," "User ID " "Purchasing,"
is terminated.
In this way, the amount charged to the .receiver 201 is paid by
the receiver 51 by proxy.
(7) Other example configurations of user home network
Figure 46 shows another example configuration of user home network
5. The cdmponents that corresponds to those of the user home neétwork
5 in Figure 1 are denoted by the same reference numerals. Specifically,
L number of receivers 251-1 to 251~L (they are collectively referred
to as the receivers 251 if theg.lre is no need to handle them individually.
This applies to other equipment items as well) are provided instead
of the receiver 201 and L numbér of HDD 252-1 to 252-L are provided
instead of the HDD 202.
| ?he receivers 251—1_to 251-L are stationary equipment with the
samé configuration as the receiver 201 and are connected to the HDD
252-1 to 252-L, respectively. Also, the receivers 251 can run the
processes neceésary to purchase content, as is the case with the receiver
201. Héwever, they cannot settle accounts for themselves and their
accounts must be settled by the receiver 51 on their behalf. That is,
‘for example, as shown in the registration list (Figure 47) of the
receiver 51 and registration list (Figure 48) of the receiver 251-

1, "Purchasing" is set to 'Yes, ' "Accounting"” is set to "No, ' and "Master
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"Accounting,". "Equipnment Billed," "Mster Equipnent," and "Status Flag."
"Signature to Registration List" stores the signature to the entire data
specified in the registration list. - (5-2) Receiver 201 Fi gure
31 shows an exanple configuration of the receiver 201. The conponents from
t he communi cations block 211 to input controller 218 of the receiver 201
~have functions simlar to those of the communi cations block 61 to the
i nput controller 68 of the receiver 51. Thus, their detailed description
is omtted where possible. ' - 49-
HDD 202 Squigsmdrite" rigisdt ato oD i SAM tée, Y efier vigie 29AM | ID alfli the®nred¢@iver
t he purchased content as shown in Figure 32. The SAM i nformation
251_1 (= 1, 2’ e ooy L)o
Now the processing pfocedures used by the receiver 51 to settle
accounts on behalf of the receivers 251 will be described with reference
to the flow chart in Figures 49 to 51.
In Step S361, SBAM 62 of the receiVer 51 sets the initial wvalue
'1" on the counter i. 1In Step S362, the mutual authentication module
71 of the receiver 51 performs mutual authentication with the mutual
authenticationxmodules (not shown) of the receiver 251-1i (=1,-2, ...,
" L). This mutual authentication is similar to that described with
reference to Figures 35 to 37 and thus description thereof is omitted.
The processes of Steps S363 to S383 are similar to those of Steps
S322 to S342 in Figure 43 and thus description thereof is omitted.
After the. receiver 251-i updates the delivery keys Kd and
registration lists in Step S379 or after the receiver 51 takes actions
in accordance with the operational restriction set in "Status Flag,"
the process goes to Step S384. 1In this'step, SAM 62 of the receiver
51 checks to see if the value of the counter i matches the number of
pieces cf equipment (number L of the receivers 251, in this example)
whose accounts are to be settled by proxy. If they do not match, SAM
62 of the receiver 51 goes to Step S385 to increased the value of the

counter i by i, and then returns to S$362. This allows subsequent

processes to be performed for the subsequent receivers 251-1i.
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section of the registraticon |list stores the SAM 212 I D of the receiver
201, the validity period of the registration list, version nunber of the
registration |list, and nunber of equi pment connected (which is two in
total, including the receiver 201 itself and the receiver 51 connected to
it). The list section stores information simlar to information in the
| ist section of the registration |ist of the receiver 51 in Figure 30.
(6) Purchasing and utilization of content Now the processing in the
EMD systemwi || be described with reference to the flow chart in Figure
33. Here it i Idrastemed3Bdat ifhét ¢endeherhinadt hbatobhhenvapuevofiethe ¢sunter
supplied to and used by the receiver 51 of the user hone network 5 via the
servi ce pronvdtadres3.the numbed- b)f Piasces ofi equibmeolti wvhogekagsotinbm EV® to be
service center to content provider In Step S11, the delivery keys Kd
are supplsettled thie rootenttherevocess 2fbyishes EMD service center 1.
Details of this process is shown in the flow chart of Figure 34. In Step
S31, the nutudlif iutisedetezmivgdsdnt FERP1336Bi ghat BheoreghetEblgerlige has
center 1 performs nutual authentication with the nutual authentication
section deqFifpkeifiggd grike thniemeteiined Pn Hhen $R64athptnarepuptof
t he content _

settlement by proxy is not available to the equipment, the process goes

to Step S384.

In this way, the amount charged to each of the receivers 251-1
to 251-L are paid by the receiver 51. Although a case in which the
receiver 51 settles accounts on behalf of all the recéivers 251 at once
has been described above, it is also possiblé to settle an account by
proxy only for the equipment which makes a request, as shown in the
flow chart of Figures 43 to 45.

In Step 5323 of Figure 43 and Step S363 of Figure 49 described
above, the registration list was checked for falsification by checking
the signature stored in "Signature to Registration List." However, CB
(Cipher Block Chaining) mode can also be used. It checks data for
falsificationkn(dividinginputdatainto64fbitblocks,inputtingthem
-one by one into a block cipher machine with fast processing time,
encrypting themwith a predetermined check key to generate a first output,
and then running an XOR opefation on the first output and a delayed
second output.

Figure 52 shows another example configuration of user home network
5. The components that corresponds to those of the user home network

5 in Figure 1 are denoted by the same reference numerals. Specifically,
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provider 2 is verified, the content provider managenent section 12 of the
EMD service center 1 sends the delivery keys Kd supplied by the

- 50 - key server 14, to the content provider 2. Details of

mut ual authentication will be described later with reference to Figures 35
to 37. In Step S32, the encryption section 36 of the content provider
2 receives the delivery keys-Kd sent fromthe EMD service center 1, and
stores themin Step S33. When the encryption section 36 of the

- content provider 2 stores the delivery keys Kd, the process of Step Sl1
fini shes rrewkiSteps SIPL anmd M Qurar 8 twyidesd Bedvead ex| Hhei mece inee pra@kssand
of Step S12, the nutual authentication (process of checking for spoofing)
in Step $81 HRP 40yure Bdowided binsiesadi bBdthe akPRg20Re case in which one
conmon

Figure 53 shows an example functional configuration of the receiver
301. The receiver 301 has components from SAM 311 to a communications

. block 314, which have basically the same function as SAM 212 to the
communications block 215 of the receiver 201. However, it is portable
equipment without any function that corresponds to the communications
block 211, interface 216, display controller 217, and input controller
218 of the receiver 201.

Since the receiver 301 is not connected to an HDD, content is stored
together with corresponding content keys Kco (encrypted with a save
key Ksave) and UCS in the usage information storage 312A of the external
stbrage 312 that is configured as shown in Figure 54.

The registration list of the receiver 301, .which looks like the
one shown in Figure 55, is stored in the memory module 323. The SAM
information section of the registration list stores the SAM 311 ID of
the receiver 301 that possesses this registration list (in the "SAM

.ID" field), the wvalidity period.of the registration list (in the

"Validity Period" field), version number of the registration list (in
the "Version Number" field), and number of equipment connected (in the
"Number of Equipment Connected” field), which is two in total, including
the receiver 301 itself and the receiver 51 connected to it. The list
section stores the registration conditions of the receiver 301 shown

in the registration list of the receiver 51 in Figure 30. However,

the "Signature to Conditions" and "Signature to Registration List"
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key is used (Figure 35), the case in which two conmon keys are used
(Figure 36), and the case in which a public key is used (Figure 37).
Figure 35 is a flow chart which describes the use of one commbn key in
comon- key DES cryptography for the operation of nutual authentication
bet ween the nmutual authentication section 39 of the ‘content provider 2 and
mut ual aut hentication section 17 of the EMD service center 1. In Step $41,
the nutual authentication section 39 of the content provider 2 generates a
64-bit random nunber R1 (it may also be generated by the random nunber
gener at orcclamin®mHrhaB bedm detlatedS42Thegewantudelatetdeaftent tha sbghatmr8oto
of the content provider 2 DES-encrypts the random nunber RL with a _
pr est or edcle mewi Kea thon( il sti waal sonpbessedt e Thl sreeveshestomeggpspene in the
section 36 performthe encryption). In Step $S43, the mnutual
aut hent i gegnaxy seoctilen 328 .0f Inhighis example, one signature requires 40 bytds.
Sincethereceiver301cannotcommunicatewiththeserviceprovider
2 and EMD service center 1, it cannot run the processes for purchasing
content. Consequently, "Purchasing" is set to 'No.' Also, since the
receiver 301 does not purchase content directly, it does not settle
accounts. Consequently, "Accounting" is set to 'No' and "Equipment
Billed" is set to 'None.'
The receiver 301, in this example, is supplied with content by.
the receiver 51. Therefore, "Master Equipment" stores the ID of SAM
62 of the receiver 51.
In this example, "Status Flag" is set to 'No Restriction.’
"Signature to Conditions™ and "Signature to Registration List" store
appropriate signatures.
Figure 56 shows an example functional cohfiguration of the receiver
401. The receiver 401 has components from SAM 311 to a communications
block 417, which have basiéally the same function as SAM 212 to the
input controller 218 of the receiver 201. It.is stationary equipment
without any function that corresponds to the communications block 211
of the receiver 201.
The HDD 402 stores the registratién list of the receiver 401 such
.as the one shown in Figure 57 in addition to content and the like. The

SAM information section of the registration list stores the SAM 411

ID of the receiver 401 that possesses this registration list (in the
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content provider 2 sends the encrypted random nunber Rl to the nut ual
authentication section 17 of the EMD service center 1. In Step $44,
t he nutual authentication section 17 of the EMD service center 1 decrypts
the received random nunber RL with a prestored common key Kc. In Step $45,
the nmutual authentication section 17 of the.EMD service center 1 generates
a 32-bit random nunber R2. In Step S46, the nutual authentication section
17 of the EMD service center 1 replaces the loworder 32 bits of the
decrypted 64-bit random number R1 with the random nunber R2 to generate a
concat endt3A3h IDEr £l ehtier et enallidicy pheibdght diveregibitratdbnRiiabd fersion
is a concatenation of A and B (the loworder n bits of Aand mbit B are
concat endgtutban ofr theceeqivatititig)n lilst,Sapd Bamber fef rquipheatt benbectedotin
section 17 of the EMD service center 1 DES-encrypts [err] with the common
key Kc. Ithest'dpndng; ahdquinnent Lonrectedt i bhebekt iwhiay b8 tke EvDtotal,
service center_ 1 sends the, encr%ﬁped [err] to the content provider 2. _
In Step S4Eludingnfbeareqaivent4Chtitorelsdeendohhgoreteivrr ddncennecpedvidert .
2 decrypts the received [err] with the common key Kc. In Step S50, the
nutual ~aut hent Pé8k £Bn SeddicoA1sy secthen cumrss §A¥etlD Ixpéckke trrceiver
hi gh-order_ 32 bjts of the decrypted [err] against the
g 401 and "User ID" storgg the [usez.l IDgof receiver 401. However, since
the receiver 401 cannot communicate with the service provider 2 and
EMD service center 1, it cannot run the processes for purchasing content.
Consequently, "Purchasing" is set to "No.'

Since the receiver 401'does:notjpurchase content directly, it does
not settle accounts. Consequently, "Accounting" is set to 'No' and
"Equipment Billed" is set to 'None.' The receiver 401 is supplied with
content by the receiver 51 connected to it. Therefore, "Master
Equipment" stores the ID of SAM 62 of the receiver 51.

"Status Flag," in this example, is set to 'No Restriction.’
"Signature to Conditions" and "Signature to Registration List" store
appropriate signatures.

In this example, as shoWn in Figure 58, the registration list of
the receiver 51 contains the regiStration conditions of the receiver
301 shown in Figure 55 and.registration conditions of the receiver 401
shown in Figure 57 in addition to the registration list of the receiver
51.

Now the processing procedures used by the receiver 51 to purchase
content on behalf of the receiver 301 will be described with reference

to the flow chart in Figure 59. In Step S401, the receiver 51 performs
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hi gh-order 32 bits RLH of the random nunber Rl generated in Step S41, and

if they match, it certifies that the EMD service center 1 is legitimte.

If the generated Rl[err] and received Rl[err] do not match, the process is

termnated. If they match, the nutual authentication section 39 of the

content provider 2 generates a 32-bit random nunber R3 in Step S51. In

Step S52, the nmutual authentication section 39 of

- 52 - the content provider 2 produces a concatenation

R2[err]3 by placing the random nunber R2, which is the |ow order 32 bits

t aken outmuifudheauieven tvisch t kowd wiech yhedré¢eeiyern30he Hilgis anwlaralositi on

and placing the generated random nunber R3 in the |ow order position. In

St ep S53,autthentmcatal orautshevimidatrn do sbeti dasg@®ibkdt wétboneéarepceviderigure

DES-encrypts R2[err] R3 with the common key Kc. In Step S54, the mutual

aut hent i ¢t isovd dduts cles89 igft itdre thenteorft ijsr oviidded? shades résubheripe gautual
authentication module 71 of the receiver 51 acquires the SAM 311 ID
of the receiver 301 and shares temporary keys Ktemp with the receiver
301.

In Step S402, SAM 62 of the receiver 51 checks the registration
list stored on the HDD 52 for falsification. Specifically, it decrypts .
the signature stored in "Signature to Registration List"™ of the
registration list with the cryptographic public key and compares the
resulting hash value with the hash wvalue of the entire data in the
registration list to see if they match.
If it is determined in ‘Step S402 that the registration list is

free of falsification, SAM 62 of_the receiver 51 goes to Step S403 and
checks whether content can be purchased by proxy for the receiver 301
which requested it. Specifically, it checks whether the ID of SAM 311
obtained in Step S401 has been registered in "SAM ID" of the registration
list and whether SAM 62 has been specified in "Master Equipment" for
the receiver 301. 1In this case, "SAM ID" in the registration list
(Figure 58) of the receiver 51 contains the SAM 311 ID of the receiver
301 and "Master Equipment" for the receiver 301 contains the ID of SAM
62.- Thus, it is determined in Step S403 that content can be purchased

for the receiver 301 by proxy, and S404 is performed next.
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concatenation R2[err]R3 to the nutual authentication section 17 of the EMD
service center 1. In Step S55, the nutual authentication section 17

of the EMD service center 1 decrypts the received concatenation R2[err]R3
with the coomon key Kc. In Step S56, the nutual authentication section 17
of the EMD service center 1 checks the high-order 32 bits of the decrypted
concatenation R2[err]R3 against the random nunber R2. If they match, it
certifies that the content provider 2 is legitimate. .If they do not, it
term nates the process, determning that the content provider 2 is
illegitimte. In StepH44,eSBE 6308 tHeoneckaverwi skndesz pirkes tichheinee ©fgnal
two conmmon keys Kcl and Kc2 in common-key DES cryptography for the _
oper at i orf@ftheniecsiven htht i dardwgh Bereveeommirei catt ihs dotdekt 6Sat imdicating
section 39 of the content provider 2 and mutual authentication section 17
of the ENthategepienieparrba pyrclsreed S8y, proeynut ual aut hentication

section 39 of the content provider 2 generates a 64-bit random nunber RI1.
In Step S62, When R allawthdhe GrIiverdQbrrgribtes Hehe oni @mal pfowh dehe

2 DES-encrypts the random nunber. R1 with a prestored common key Kcl. In
- 53 - receiver 51, indicating that purchasing by proxy is possible, the data

check module 325 of the receiver 301 searches the usage information
storage 312A of the external storage 312 for the block BP that stores
content A in Step S405. .

Then, in Step S406, the data check module 325 of the receiver 301
éomputes a hash value by applying a hash function to the entiré data
in the block BP detected in the usage information storage 312A of the
external storage 312 in Step 5405, and checks if the hash value matches
the verification value HP that is stored iﬁ the memory'mbdule 323 and
that corresponds to the given block BP. If they are proved.to'be
identical, i.e., the block BP data detected in Step S405 in the usage
information storage 312A is free of falsification, Step 8407 is |
performed next, where SAM 311 sends a predetermined signai to the
receiver 51 through the communications block 314, indicating that it
is ready to receive content.

. In Step S408, SAM 62 of the receiver 51 (the accounting module
72) prepares UCS and accounting information based on selected "Usagé
Details" of the UCP and PT; Sbecifically, the display controller 67
of the receiver 51 outputs details of UCP A, UCP B (Figure 9), PT A-1,
PT A-2 (Figure 17), PT B-1, and PT B-2 (Figure 19) to the display unit

(not shown) to present them to the user. The user selects "Usage Details
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Step S63, the nutual authentication section 39 of the content provider 2

sends the encrypted random nunber Rl to the EMD service center 1. In
Step S64, the nutual authentication section 17 of the EVD service center 1
decrypts the received random nunber R1 with a prestored conmmon key Kcl. In

Step S65, the nutual authentication section 17 of the EMD service center 1
encrypts the random nunber R1 with a prestored conmmon key Kc2. In Step
S66, the nutual authentication section 17 of the EMD service center 1
generates a 64-bit random nunber R2. In Step S67, the mnutual
aut hent i dat"! of et Acand POA-LheikMh beresame lognogyr manépaigptiag the opexmor
nunber R2 with the conmmon key Kc2. In Step S68, the nutual authentication
section Pamdl t(mtEMhsar)yi baseehber thesprndsentedehnfyphnetiionandbimenelnpershe
Rl and R2 to the mutual authentication section 39 of the content provider
2. inp 8t een3ed 1 lidre 68utraakizeshthei synahs sed iadh "¥Bagie Detaddst &bt of
provi der 2 decrypts the received random nunbers RL and R2 with a
UCP A and ID of PT A-1) that correspond to the user operation, from
the operator panel and outputs them to SAM 62. Then, the accounting
module 72 of SAM 62 prepares UCS A and accounting information A, based
on the ID of "Usage Details 11" of UCP A and ID of PT A-1 received from
the input controller 68.

In this example, the receiver 301 does not have a display unit
for displaying the contents of UCPs and PTs to the user or an operator
panel for allowing the user to select usage details and the like.
Therefore, the user selects contents of UCPs and PTs through the receiver.
51 which is connected to the receiver 301 and which has a display unit
and operator panel.

Next, in Step S409, SAM 62 of the receiver 51 stores the accounting
information A prepared in Step S408 in the memory module 73, and encrypts
the prepared UCS A together with the content key KcoA and signature
to them by a temporary key Ktemp and sends them to the receiver 301.
In time with the execution of this process, the content A stored in
the HDD 52 are also encrypted with the temporary key Ktemp and sent
to the receiver 301. After sending the UCS A and content key KcoA to
the receiver 301, the receiver 51 erases (discards) them. This makes
the rights to use content A to be held only by the receiver 301.

Next, in Step S410, SAM 311 of the receiver 301 receives the UCS

A, content key KcoA, signature to them, and content A sent by the receiver
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prestored common key Kc2. In Step S70, the nutual authentication section
39 of the content provider 2 checks the decrypted random nunber Rl agai nst
t he random nunber Rl generated in Step S61 (the random nunber Rl before
encryption). If theymatch, it certifies that the EVMD service center 1 is
legitimate. If they do not match, it term nates the process, determ ning
that the EMD service center 1 is illegitimate. In Step. S71, the nutua

aut henti cati on section 39 of the content provider 2 encrypts the decrypted
random nunber R2 with the common key Kcl. In Step S72, the nutual

aut hent i ca1 i im Stes iAVBI arfd derrpriterthen oditderthe? tsam[p«bxatdye kenycKyptmpd In

random nunber R2 to the EMD service center 1

- 54 - Step S411, the emurﬁv’epolsﬁaecrmhmnamodulbeaﬂcaflbheseeCewe17301

of the EMD service center 1 decrypts the received random nunber R2 with

the comuehéels ot dalta Sesp 197 4ha hecenves ShLﬁdmrftalJ@aiﬁlmats:lm bynva7idying

the EVD the signature received in Step S410. This process of signature
verification is similar to the process of Step S83 in Figure 37 and
thus description thereof is omitted.

If it is determined in Step S411 that the data from the receiver
51 has not been falsified, the process goes to Step S412, where SAM
311 of the receiver 301 stores the UCS A, content key KcoA, and content
A received in Step S410, in the block BPldetected in Step S405 in the
usage information storage 312A of the external storage 312. |

Then, in Step 8413, the daté check module 325 of the receiver 301

. computes a hash value by applying a hash function to the data in the
block BP of the usage information storage 312A of the external storage
312 where the UCS A, content key KcoA, and content A were stored in
Step S412. Then in S414, the data check module 325 writés the computed
hash value over the corresponding verifiqation.value HP stored in the
memory module 323.

If it is determined in Step S402 that the registration list has
been falsified, if it is determined in Step S403 that account settlement
by proxy is not available to the receiver 301, and if it is determined

- in Step.S406 that the detected block BP has been falsified, the process
is terminated.

If it is determined in-Step S411 that the data from the receiver

51 has been falsified, the process goes to Step S415, where SAM 311
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service center 1 checks the decrypted random nunber R2 agai nst the random
nunber R2 generated in Step S66 (the random nunber R2 before encryption).

If they match, it certifies that the content provider 2 is legitimate. |If
they do not, it term nates the process, determ ning that the content
provider 2 is illegitimate. Figure 37 is a flow chart which descri bes

the use of a 160-bits Ilength elliptic curve in public-key cryptography for
t he operation of nutual authentication between the nutual authentication
section 39 of the content provider 2 and mutual authentication section 17
of the EMF¥ t3e vieceitent 801lnothf Sbeptit8reddieramittlabfathbefidisafioation and
section 39 of the content provider 2 generates a 64-bit random nunber R1.
In Step tS8&s vhberuteadsssat hartastatesan Fhehni ine 33 ocafestsheetonherio frepi 9.
2 sends the random nunber Rl as well as an authentication certificate
(acqui r edrhat ady dricerdbyynUCBA cephitentdte wEcade nElgnaomaitoi tigemt sndwrontent
public key Kpcp to the nutual authentication section 17 of the EVMD service
center 1.Aare serthagaép tS88hetrarannaraB0iut hemthdstéexanskest itbi sit7rajisnhgsion
EMD service center 1 decrypts the signature of the received authentication
certifi cairon dig ysaad vgn Pla isededtr legy okdya aobresetcanmpeircafi ameggeridlygn
wth the secret key Ksca of the certification agency acquired in advance
and t akesthalt nubdmdls eareedet, athamrreckdy kdemfingied. In that case, it

1s possible to delete, in Step S409, the accounting information A stored
in the memory module 73 of the receiver 51. However, it is also possible
to enter the number of times an attempt at proxy purchase processing
failed into the accouhting information A, and restrict the operation
of the receiver 301 by setting "Status Flag" to 'Restricted' for the
SAM 311 ID of the receiver 301 in the registration list when the number
of failures exceeds a preset number.

Content is purchased by.the receiver 51 on behalf of the receiver
301 in the manner described above. The accounting information is not
supplied to the receiVer 301, but kept by the receiver 51, which pays
the amount charged to the receiver 301 via its own account. (according
to the flow chart in Figure 42)

- Now processing procedures used by the_receiver'51 to purchase two
or more pieces of content on behalf of the receiver 301 will be described -
with reference to the flow chart in Figure 60. In Step S431, the
receiver 51 performs mutual authentication with the receiver 301. This
mutual authentication is similar to that described with reference to
Figure 37 and thus description thereof is omifted. As a result, the

mutual authentication module 71 of the receiver 51 acquires the SAM
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content provider 2 and a nane of the content provider 2. It also takes
- 55 - out the public key Kpcp. and nane of the content
provider 2 contained as plain text in the authentication certificate. If
the authentication certificate is a legitinate one issued by the
certification agency, it can be decrypted and the resulting hash val ue of
the public key Kpcp and the nanme of the content provider 2 should match
t he hash val ue - obtained by the application of a hash function to the
public key Kpcp of the content provider 2 and the name of the content
provi der A lcdin amhearthe aeqiarer t3d dmd tdhemmer hesnpaed rprkeys tKfemgatwel tihilse
proves that the public key Kpcp is the legitinmte one that has not been
fal sifi ekkeddivathe3®li gnature cannot be decrypted, or even if it can be, if
the hash values do not match, the public key or provider is illegitinmate.
I n The processes of Steps S432 to S434 are similar to those of Steps
S402 to S404 in Figure 59 and thus description thereof is omitted.
In Step.S435, SAM 311 of the receiver 301 sets the initial value
'1l'" on the counter j. Next, the data check module 325 of the receiver
301 searches the usage information storage 311A of the external storage
312 for the block BP that stores content j (=1, 2, 3, ..., K).
The processes of Steps S437 to S446 are similar to those of Steps
S406 to S415 in Figure 59 and thus description thereof is omitted.
In Step S447, SAM 311 of the receiver 301 checks to see if the
value of the counter j matches the number of pieces of content K which
the receiver 301 wants to purchase. If they do not match, SAM 311 of
the receiver 301 goes to Step S448 to increased the value of the counter
j by 1, and then returns to S436. This .all'ows subsequent processes
to be performed for the content j to be purchased by proxy subsequently.
If it is determined in Step S447 that the value of the counter
j matches the number of pieces of content K to be purchased by proxy,
the process finishes.
Two or more pieces of content are purchased by proxy, following
the procedures described above.
Now other processing procedures used by the receiver 51 to purchase

two or more pieces of content on behalf of the receiver 301 will be

describedwith reference to the flow chart in Figure 61. Inthis example,

- 88 -



that case, the process is term nated. If the authentication is
successful, the nutual authentication section 17 of the EMD service center
1 generates a 64-bit randomnunber R2 in Step S84. In Step S85, the nutual
aut henti cation section 17 of the EMD service center 1 generates a
concatenation Rl[err]R2 of the random nunbers RL and R2. In Step S86, the
mut ual authentication section 17 of the ENMD service center 1 encrypts the
concatenation Rl[err] R2Z with its own secret key Ksesc. In Step S87, the
mut ual authentication section 17 of the EMD service center 1 encrypts the
concat endthemreRéfismer] F21 wiurichatses Pyhldaeske§ dpojerdf ashiss thetente pridh Begule
obtained in Step S83. In Step S88, the nutual authentication section 17 of
the EMD s&fvice center 1 sends the concatenation Rl[err].R2 encrypted with
the secret key Ksesc, the concatenation Rl[err]R2 encrypted by the public"
key Kpcp, andInmafiteent4eht itdre ceceilieradbl gexipimedutinaddeubbentioatiba with
certification ' - 56 -
the receiver 301. This mutual authentication is similar to that
described with reference to Figure 37 and thus description thereof is
omitted. As a result, the mutual authentication module 71 of the
receiver 51 acquires the ID of SAM 311 of the receiver 301 and shares
temporary keys Ktemp with the receiver 301.

The processes of Steps S462 to S463 are similar to those of Steps
S402 and S403 in Figure 59 and thus description thereof is omitted.

If it is determined in Step S463 that content can be purchased
on behalf of the receiver 301, SAM 62 of the receiver 51 sends a
predetermined signal to the receiver 301, requesting the latter to
inform the former of the available space for content.

Upon receipt of the signal from the receiver 51 requesting for
notification of available space, the SAM 311 of the receiver 301 checks
in Step S465 the usage information étorage 312A (blocks BP) of the
external storage 312 for available space where content can be stored
and informs the receiver 51 about the results.

In Step S466, the receiver 51 informs the receiver 301 of the IDs
for the k (=< K) pieces of content that can be stored in the available
space the receiver 51 was informed of in Step S465. For example, if
the available space in the external storage 312 of the receiver 51 is

large enough, the receiver 301 is informed of the IDs for all the K

pieces -of content it wants to purchase. If it is not large enough,
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agency) containing its own public key Kpesc to the nutual authentication
section 39 of the content provider 2. In Step S89, the nutua

aut henti cati on section 39 of the content provider 2 decrypts the signature
of the received authentication certificate with the secret key Kpca of the
certification agency acquired in advance, and if it is right, takes out

the public key Kpesc fromthe certificate. This process is the sane as in
Step S83 and thus description thereof will be omtted. In Step S90, the
mutual authentication section 39 of the content provider 2 decrypts the
concat endtheonreRioray] 3RA eéscippoenedi 6 the Hecrietr ey yKEébeccohyensi bhat hean
public_key Kpesc obtained in Step S89. In Step S91, the nutual

aut hent i d=t ishorssttirort!8® availeblenseate provi der 2 decrypts the
concatenation Rl[err]R2 encrypted with its own public key Kpcp, by using

its own secretlnk@yelXS4®7,| hhStdgtaSoReckrodnitaldR Saf hbetreceiver S64t $emrcldss
of the content provider 2 conpares the concatenation Rl[err]R2 decrypted

‘in Step 9 asagehénfonvaténat $ber&e IR idebeypreeirnal Stitayrarpy 312f fohelhe
match, it certifies that the EVMD service center 1 is legitimate. If they
do not et &hmbierr eérbdorke PR Khajr stese, thretepiearaE f antant FhDsesEPg| were

center 1 is i|llegitimte. | f the authentication is successful, the
mut ual alﬁqf‘eqﬁqqggtqrbﬁtep S466. In Step S468, the data check module 325 of the

receiver 301 computes hash values by applying a hash function to the
aata in the k number of blocks BP that were detected in Step S467 and
that are located in the usage information storage 312A of the external
storage 312 and checks if the hash values match the respective
verification values HP that are sfored in the memory.module 323 and
that correspond to the k number of detected blocks BP to check the data
in the k number of blocks BP for falsification.

If it is determined in Step S468 that the data in all the blocks
BP detected in Step S467 are free of falsification, the process goes
to Step S469, where SAM 311 of the receiver 301 sends a predetermined
signal to the receiver 51 throﬁgh the communications block 314,
ipdicating that it is ready to receive the k pieces of content whose
IDS were received in S466.

In Step S470, SAM 62 (accounting module 72) of the receiver 51
prepares k pieces of UCS and k pieces of accounting information
corresponding to the k pieces of content. The specific process for
that is basically the same as that of Step S408 in Figure 59 and thus

description thereof is omitted.
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section 39 of the content provider 2 generates a 64-bit random nunber R3
in Step S93. In Step S94, the nmutual authentication section 39 of the
content provider 2 generates a concatenation R2[err]R3 of the random
nunbers R2 obtained in Step S90 and the random nunber R3 generated in Step
S93. In Step S95, the nutual authentication section 39 of the

- 57 -

content provider 2 encrypts the concatenation R2[err]R3

with the public key Kpesc obtained in Step S89. In Step S96, the nutual

aut hentication section 39 of the content provider 2 sends the encrypted
concat enat i on Nd ,erin] RBepoS4 e, rSAMIE2 aldt hhatfeed i ver Sectsitorek’the phep&ded
service center 1. In Step S97, the mutual authentication section 17
of the ENDrsersseof asmpartingdorfppims tiiloe &ncrlypmethorymatehatdanf2éecryRBs

withits

own secr et
the prepared k pieces of UCS together with k number of content keys

Kco, and a signature to thém by a temporary key Ktemp and sends them
tb the receiver 301. 1In time with the execution of this process, the
k piedes of content stored in'the HDD 52 are also encrypted with the
temporary key Ktemp'and sent to the receiver 301.

Next, in Step S472, SAM 311 of the receiver 301 receives, the k
pieces of UCS, k number Qf content keys Kco, signature to them, and
k pieées of content sent by the receiver 51 in Step S471, and decrypts
them with the temporary key Ktemp. In Step S473, the
encryption/decryption module 324 of the receiver 301 checks the data
sent by the receiver 51 for falsification by verifying the signature
received in Step S472. This process of signature verification is
similar to the process of Step 883 in Figure 37 and thus description
thereof is omitted.

If it is determined in Step S473 that the data from the receiver
51 has not been falsified, the prdcess goes to Step S474, where SAM
311 of the receiver 301 stores the k pieces of UCS, k number of content
keys Kco, and k pieces of content received in Stép S472 in the k number
of blocks_BP_detected in Step S467, in the uéage information storage
312A of the extérnal storage 312.

In Step S475, the data checkmodule 325 of the receiver 301 computes

hash values by applying a hash function to the data in the k number

of blocks BP in the usage information storage 312A of the external
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key Ksesc. In Step S98, the nmutual authentication section 17 of the EM
service center 1 checks the decrypted random nunber R2 against the random
nunber R2 generated in Step S84 (the random nunber R2 before encryption).
I.Lf they match, it certifies that the content provider 2 is legitimte. |If
they do not, it term nates the process, determning that the content
provider 2 is illegitinmate. (6-2) Transm ssion of content from
content provider to service provider As descri bed above, the nutual
aut hentication section 17 of the ENMD service center 1-and the nutual

aut hent i cttdrayes &I olhelx@® dhet HES, coohénhtpkeysdico? qumd fovmtent uedre stored
aut henti cation. The random nunbers used for the nutual authentication are

t enpor ar Lrk ekttt vallhénonhy S4fié, tthe pladeeshesks moshiee@2S ovnitee gyithen
mut ual aut henti cati on. Now t he process of Step S12 in Figure 33 wll

be descr idverhutiar h&tsdp vel2est byecobhenvepificdbionevatves otk atimet dawe stored
supplied fromthe content provider 2 to the service provider 3. Details of
t he procegs thes memomy medule Pl2ewandaithasf cPrgasposd. thntBeeblseks BPhe This
wat ermarking section 32 (Figure 8) of the content provider 2 reads content

A from concludes the process. - 58 .

If it is determined in Step S462 that the registration list has
been falsified, if it is determined in Step S463 that account é_ettlement
by proxy is not available to the receiver 301, and if it is determined
in Step S468 that the detected blocks BP have been falsified, the process
is terminatéd.

If it is determined in Step S473 that the data from the receiver
51 has been falsified, .the process goes to Step S477, where SAM 311
of the receiver 301 notifies the receiver 51 of the falsification and
takes other necessary measures. Then the process returns to Step S471.
That is, thereby, the k pieces of UCS, k number of content keys Kco,
signature to them, and k pieces of cohtent are sent again to the receiver
301. Here again, this transmission from the receiver 51 is retried
only a preset number of times. When that number is exceeded, the process
is terminated. In that case, it is possible to delete, in Step S471,
the k pieces of accounting information stored in the memory module 73
of the receiver 51. However, it is also possible to enter the number
of times an attempt at proxy purchase processing failed into each of

the k pieces of accounting information, and restrict the operatioh of

the receiver 301 by setting "Status Flag" to 'Restricted' for the SAM
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t he cohtent server 31, inserts a predeterm ned watermark that represents
the content provider 2, and supplies content A to the conpression section
33. In Step S202, the conpression section 33 of the content provider
2 conpresses the watermarked content A by a predeterm ned nethod such as
ATRAC2 and supplies it to the encryption section 34. In Step S203, the
random nunber generator section 35 generates a random nunber for use as a
content key KcoA and supplies it to the encryption section 34. In
Step S204, the encryption section 34 of the content provi-der 2 encrypts
t he wat er3idr K&t cahdheonpraesisesr G0t et thdyr ey i tacket ieynm Inesk. - wiedrn oth & unimizesr
DES by using the random nunber (content key KcoA) generatedbythe random
nunber gerferfztidnsmrs ieSedsrempreRtepB8E9sr. the encryption section 36
encrypts the content key KcoA by a predetermnm ned nethod such as DES by
using the del Neoer heeayrdacessippg ipsbcadiunds uEkd byritie eegmitvar b1 to purchase
content on behalf of the receiver 401 (by proxy) will be described with
reference to the flow chart in Figﬁres 62 and 63. When the receiver
51 receives, from the receiver 401, the ID of desired content and a
predetermined signal requesting it to purchase the content by proxy,
the receiver 51 performs mutual authentication with the receiver 401
in Step S501. This mutual authentication is similar to that described
with reference to Figure 37 and thus description thereof is omitted.
As a result, the mutual authentication module 71 of the receiver 51
acquires the SAM 411 ID of the receiver 401 and shares temporary keys
Ktemp with the receiver 401.
In Step S502, SAM 62 of the receiver 51 checks the registration
. list stored on the HDD 52 for falsification. If it is determined that
the registration list is free of falsification, SAM 62 of the receiver
51 goes to Step S503 and checks whether content can be puréhased on
behalf of the receiver 401 which requested it. The specific process
for that is basically the same as that of Step S403 in Figure 59 and
thus description thereof is omitted. If it is determined in Step S503
that account settlement by proxy is available to the receiver 401, SAM
62 of the receiver 51 goes to S504, where it sends to the receiver 401

the UCP and PT of the content which it was informed of in advance_and_

which the receiver 501 wants to purchase, by attaching a signature.
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In Step S206, the secure container preparation section 38 of the content
provi der 2 conputes a hash value by the application of a hash function to
the content A (encrypted with the content key KcoA), content key KcoA
(encrypted with the delivery key Kd), and UCP A, UCP B (Figure 9) for
content A stored in the policy storage section 37, and encrypts the hash
value with its own secret key Ksesc,. to generates the signature shown in
figure 14. In Step S207, the secure container preparation section 38
of the content provider 2 prepares the content provider secure container,
- 59 - However, it bd@airsd possijbhie tiolpaski tihe Caft, aPhs araht enhtAntenom yqi med
with the content key KcoA), the content key KcoA (encrypted with the
del i very ikeythal)servwiGe AroicRier (Fegure &nbaineheasi ghayuaeegenerated in
Step S206.

P In Step S505, SAM 411 of the receiver 401 receives the UCP, PTs,

and signature to them sent by the receiver 51. In Step S506, it checks

the data sent by the receiver 51 for falsification by verifying the

signature. This process of signature verification is similar to the

process of Step S83 in Figure 37 and thus description thereof is omitted.

If it is determined in Step S506 that the data from the receiver
51.has.not been falsified, SAM 411 of the reeeiver 401 goes to Step
s507, where it searches the usage information storage 412A of the
| external storage 412 for the block BP (not shown) that stores the conteﬁt
key Keo of the content to_be purchased.

Next, in Step S508, the data check module 425 of the receiver 401

computes a hash value by applying a hash function to the entire data

in the block BP detected in Step S507 in the usage information storage

412A of the external storage 412, and checks if the hash value matches
the verification value HP that is stored in the memory module 423 and

that corresponds to the given block BP. If they are proved to be

identical, i.e., the block BP data detected in the usage information

storage 412A is free of falsification, Step S509 is performed next.

In Step S509, SAM 411 of the receiver 401 informs the receiver
51 about "Usage Details" of the UCP and the IDs of the PTs received
in Step S505. Actually, however, before this process, the display
controller 416 of the receiver 401_outputs details of the UCP and PTs

received in Step S505 to the display uhit (not shown) to present them
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In Step S208, the nutual authentication section 39 of the content provider
2 perfornms nmutual authentication with the nmutual authentication section 45
(Figure 16) of the service provider 3. The process of this nutual
authentication is simlar to that described with reference to Figures 35
to 37 and thus description thereof is omtted. In Step S209, the secure
cont ai ner preparation section 38 of the content provider 2 sends the
content provider secure container prepared in Step S207 to the service
provi der 3 by attaching the authentication certificate (Figure 15) issued

i n advand® Byhe hesersr t Fromathenpageanyed inforMhthobhetheomsat pebectsrUsage
secure container is supplied to the service provider 3 as described above,
t he procd¥tasflstad) tBe2UCPnashes]lansl SR opl8hienopeyater3ganedi fisot shown) .
(6-3) Transmission of content fromservice provider to receiver In
Step S13Cangegmntles pilveiihputecconterebheni 4b7 receipesi the $ignalhe (ID of
service provider 3 to the user hone network 5 (receiver 51). Details of

the procesdisage divfalls’ tafe theoWEhand ofD Rfgue M) IFhatstegrSsesnond Heo the
pricing section 42 (Figure 16) of the service provider 3 checks the

si gnat ur &S CRSFEF a1+ Hecautthenopreaeitor penelf padt eutpritgukthensio a3AM chkl.
to the content provider secure container sent by the.content provider 2.

If the adtifdht (¥ i4dd serdsr that énfhasmasiopeErons Ghej inpdt ¢prtpeitergil? to

section quet arkeecseitvheer péjlblélfroklfgh K l_fep ggmﬁ&r?ications block 414.

In this way, the receiver 51 sends a UCP and PTs (the ID and selection
items of the confent to be purchased) to the receiver 401 that has a
- capability to allow the user to select UCP details and a PT. 1In place

"of the UCP and PT, SAM 62 of the receivef 51 prepares accounting
information and:UCS in Step S510, based on the ID of "Usage Details"
of the UCP and ID of the PT (fhe ID and selection items of the content
to be purchaééd) reqeived from the receiver 401. Next, in Step 8511;
SAM 62 of the receiver 51 stores the accounting information prepared
’ in Step S510 in the memory module 73 and sends the prepa.red UcCs, together
with the content key Kco of the content to be purchased and signature
to them, to the receiver 401. In timewith the execution of this process,
the purchased content stored in the HDD 52 are aléo sent to the receiver
401. It is also possible to send a service provider secure container
to the feceiver 401; to make the receiver 401 check for.falsification,
select usage details, and issue a request for the content that will
be purchased through the receiver 51; and to hand over UCS énd keys.
Next, in Step S512, SAM 411 of the receiver 401 receives the UCS,

content key Kco, signature to them, and content sent'by the receiver
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content provider 2 out of the authentication certificate. The

- 60 - verification of the authentication certificate is
simlar to the process of Step S83 in Figure 37 and thus description
thereof is omtted. In Step S222, the pricing section 42 of the

service provider 3 decrypts the signature in the content provider secure
contai ner sent by the content provider 2, by using the public key Kpcp of
the content provider 2. It checks the content provider secure container
for falsification by determning whether the resulting hash val ue matches
t he hash Y%hlire SiiEmiStdd byundecappiptsatthem efith lthehteEnpotraoy keyt Keemp. In
content A (encrypted with the content key KcoA), content key KcoA
(encrypt e3tep tI6khe et i areryyikieionkiecaypt LGP ModweP 424 16 £ t thize t vecerash 401
val ues do not match (falsification is detected) the process is term nated.
In this ekepks theodetersent by thesusedivhatSt Hare fadsidication by verifying
the signature received in Step S512. This process of signature
. verification is similar to the process of Step S$83 in Figure 37 and
thus description thereof is omitted.
If it is determined in Step S513 that the data from the receiver
51 has not been falsified, SAM 411 of the receiver 401 goes to Step
S$514, where it stores the UCP, PT, and content received in Step S505
in the HDD 402. Then, in Step S515, SAM 411 of the receiver 401 stores
the UCS and content key Kco received in Step S512 in the block BP detected
in Step S507, in the usage information storage 412A of the external
storage 412.
In Step S516, the data check module 425 of the receiver 401 computes
a hash value by applying a hash function to the data in the block BP
of the usage information storage 412A of the external storage 412 where
the UCS and content key Kco were stored in Step S515. Then in S517,
the data check module 425 writes the computed hash value over the
corresponding verification value HP stored in the memdry module 423.
If it is determined in Step S502 that the registration list has
been falsified, if it is determined in Step S503 that account settlement
by proxy is not available to the receiver 401, and if it is determined

in Step S508 that the block BP storing the usage information has been

- falsified, the process is terminated.
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falsification of the content provider secure container and Step S223 is
performed next. In Step S223, the pricing section 42 of the service
provider 3 takes content A (encrypted with the content key KcoA), the
content key KcoA (encrypted with the delivery key Kd), and the signature
out of the content provider secure container and supplies themto the
content server 41, which then stores them Also, the pricing section 42
takes 'UCP A, UCP B out of the content provider secure container and
supplies it ta-the secure container preparation section 44. In Step
S224, the pridfdtsdet dene4Riakdt hr Seepi $BOPrihdtdahal dajieefianestRE redeitdr -
A-2 (Figure 17) PT B-1, PT B-2 (Figure 19) and based on the extracted UCP
A, UCP B ahdhssipptersfabeifiedf hehsepnoeesongaesneto Prepasdal 8pnwkerei SAMA44]11
- 61 -
of the receiver 401 notifies the receiver 51 of the falsification and
‘takes other necessary measures. Then the process returns to Step $504.
That is, thereby, UCP, PT, and signature to them are sent again to the
receiver 401. In this example} this transmission from the receiver
51 is retried only a preset number of times. When that number is
exceeded, the process is terminated.
If it is determined in Step S513 that the data from the receiver
51 has been falsified, the process goes to Step S519, where SAM 411
of the receiver 401 notifies the receiver 51 of the falsification and
takes other necessary measures. Then the process returns to Step S511.
That is, thereby, the UCS, content key Kco, signature to them, and
content are sent again to the recéiver 401. In this example, this
transmission from the receiver 51 is retried only a preset number of
times. When that number is exceeded, the process is terminated. 1In
that case, it is possible to delete, in Step S510, the accounting
information stored in the memory module 73 of the receiver 51. However,"
it is also possible to enter the number of times an attempt at proxy
purchase processing failed into the accounting information, and
restrict the operation of the receiver 401 by setting "Status Flag"
to "Restricted' for the SAM 411 ID of the receiver 401 in the registration
list when the number of failures exceeds a preset number.

Besides, although the content in the above description was music

data,'it can also be moving picture data, still image data, text data,'
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In Step S225, the secure container preparation section 44 of the service
provi der 3 prepares the service provider secure container shown in Figure
21 fromcontent A (encrypted with the content key KcoA) read out fromthe
content server 41, the content key KcoA (encrypted with the delivery key
Kd), the signature of the content provider 2, UCP A, UCP B, PT A1, PT
A-2, PT B-1 and PT B-2 that are supplied fromthe pricing section 42, and
their signatures.. In Step S226, the nutual authentication section 45
of the service .provider 3 perfornms nutual authentication with the nutual
aut hent i ot ipprogwethu|ldatZd. ( Fhgm dn? 3)s iofg tehelirffieriardr thie e quroosasts, af
this mutual authentication is simlar to that described with reference to
Fi gur es 3oy 3t jand metthodesdtaptlieofior helhe afontsemmitiyiped can be séheSteg@: for
S227, the secure container preparation section 44 of the service provider
3 sends tdrargelre;i MEEGr (Moveng Riciirur e Brpairtier Gpowphrash berust@ i fSPRE ¢cantdmt
receiver 51 of the user honme network 5 by attaching the authentication
~certificadteippgendater vile pyoei déramagi suizpble for \Wien comd esdr ¢anealso
provi der secure container is supplied-to the receiver 51 by the service
provi der ke gelpatged bed above, the process of Step S13 finishes and Step

S14 in Figure_33 begins. (6-4) Recordln%:of content by receiver
As to common-key cryptography, S Wthh is a ‘block cipher was

used. However, FEAL proposed by NTT (trademark), IDEA (International
Data Encryption Algorithm), or a stream.cipher that encrypts a bit or
several bits of data at a fime can be employed as well.

Although common-key cryptography was used to encrypt content and
content keys Kco, public-key cryptography can also be used.

In the present specification, a system means entire equipment
consisting of two or more'equipment items.

As for providing medium for.use in providing the programs for
running the processes described above, in addition to reéording'media
such as magnetic discs, CD-ROMs, or solid state-memories,
communications media such as satellites can also be used.

Singe fhe receiver 51 according to the embodiments of the present
invention described above can rece_ive accounting information fromother
receivers and send it to control apparatus, it can settle accounts on
behalf of other receivers. |

Aléo, the receiver according to the embodiments of the present
invention can prepare usage control sfatus and send it to other
informationprocessingapparatusesfogetherwiththe]«nrfordecrypting

encrypted information according to proxy purchase information, the
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In Step S14, the service provider secure container sent by the service
provider 3 is received by the receiver 51 of the user honme network 5.
Details of the process is shown in the flow chart of Figure 40. 1In Step
S241, the nutual authentication nodule 71 of the receiver 51 (Figure 23)

perfornms nutual authentication with the nutual

- 62 - aut hentication section 45 of the service provider 3
(Figure 16) via the comunications block 61. If the nmutual authentication -
is successful, the comuni cations block 61 receives the service provider
secure conténeinformateoriproécessing spparstupesvidnr dectyphagand use the
participated in the nutual authentication. |If the authentication fails,

t he procesrcivpted pimbormationt his exanple, however, it is assunmed that

t he nutual authentication has been successful and Step 'S242 is perforned

next.
Industrial Applicability
The present invention can be applied to information processing

systems that encrth and distribute music data, moving picture data,

still image data, text data, or program data.
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In Step S242, the communications block 61 of the receiver 51 receives an
aut hentication certificate of the secret key fromthe service provider 3
that participated in the nutual authentication. In Step S243, the
encryption/ decryption nodule 74 of the receiver 51 checks the signature
contained in the service provider secure container for falsification
received in Step S241. If falsification is detected, the process is

termnated. I'n this exanple, however, it is assunmed that t Imum
falsification and Step S224 is performed next. In St ”"M,’””m
UCPs that satisfy the usage conditions @hdimse PTs that satisf§ the s
pricing conditions are selected, based on the reference information 51
(Figure 29) stored in the nmenory nodule 73 of the receiver 51, and

di spl ayed on the display unit (not shown) through the display controller

67. The user 1lsel Aot snfhemasige pepaessiol epparetushahichs ilsy conmeniiest itey
the operator panel (not shown) with reference to the details of the UCPs
and PTs d?tg}ﬁ yé{formaéﬁ.oq Wg‘qqe‘ﬁﬁlr@oﬁpp@qa@pses and which decrypts and uses.
- 63 -

encrypted information under the qontrol of a control apparatus,
characterized by eomprising:

storage means for storing appropriate proxy account settlement
information for said other information processing apparatuses;

requestingmeansforrequestingsaidotherinformétionprocessing
apparetuses te provide appropriate accounting information according
.to said proxy account settlement information stored in said storage
means; |

first reception means for receiving said accounting information
sent by said other informatioﬁ processing apparatuses in response to
the request from said requesting means;

sending means for sendlng said accounting information received
by said first reception means to said control apparatus;

second reception means for receiving the registration conditions
prepared based on the results of the account settlement performed
according to said accounting information sent by said sending means
and received from said control apparatus; and

control means for controlling the operation, based on said

registration conditions received by said second reception means.
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68 outputs, to SAM 62, the signals that correspond to the user operation
1 nput fron1the—eﬁe%a{eF—paneL——__ In this exanple, "Use Point

| nf or mati on" information 51 is supposed to be set to a
use point of 2 ﬂgwnr u Therefore, out of UCP A, UCP B mh!ch are
set to corresp UCP A is selected since "User Conditions
10" of "Usage Cbndltlons 10" “cont ai ns 200 .poi nts or higher. Besides, since
"Account-Settling User Information" of the reference information 51 has
been set to 'Male' users, "Pricing Conditions 10" of PT A-1 (Figure 17A)
are satisfied.2.AsAa infSutngtion pobcEFsAng meich® farapipfaredtion processing
accordance with UCP A, PT A-1 is selected. After all, details of
UCPAandPTaPHazaeusiwhpl aly etls oponhectiedptayotihher. infibsnationhpsegaspling it

is assuned that the user has sel ected usage details 11 of UCP A (price 11
of PT A- 13pparatuses, anpepispds dedryrice camd | ige szt ey TRed  isioieet bén tleder

receiver 51 prepares UCS A (Figure 25) and accounting information A
(Fi gure 2the control of a control apparatus, characterized by comprising:

a storage step of storing appropriate proxy account settlement
information for said other information processing apparatuses;

a requesting step of requesting said other information processing
apparatuses to providé appropriate accounting information according
to éaid proxy account settlement informationlstored in said storage
step;

a first reception step of receiving said accounting information
sent by said other information processing apparatuses in response to
the request from said requesting step;

a sending step of sending said accounting information received
by-said first reception stép to said control apparatus;

a second reception step of receiving the registration conditions
prepared based on the fesults of.the account settlement performed
according to said accounting information sent by said sendiné step and
received from éaid control apparatus; and

a control step of controlling the operation, based on said

reglstratlon conditions recelved by said second reception step.
3. A providing medium that provides a computer-readable program

for executing a process to an information processing apparatus which

is connected to other information processing apparatuses and which
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based on the entry of "Usage Details 11" of UCP A (entries of "Price 11"
of UCP A-1) selee%ed—#n_SLep_5244 Therefore, in this case, content A s
pur chased and repr #h'rﬂZOOO YEN In Step S246, content A

(encrypted with t !uu' UCP A, PT A-1, PT A-2, and the
signature of the ce are taken out of the service.provider

secure contai ner (Flgure 21 output to the HDD 52, and stored there. In
Step S247, the decryption unit 91 of the encryption/decryption unit 74
decrypts the content key KcoA (encrypted with the delivery key Kd)

cont ai nedlaaryiss sadviitses mprovryfered information under the control of a corfidrol
secure container, with the delivery key Kd stored in the nmenory nmodul e 73.
In Step SEBratusemhymdtarised 08 dHat heabdryptess/daepypsesn unit 74
encrypts the content key KcoA decrypted in Step S247, by neans

a storage step of storing appropriate proxy account settlement
information for said other information processing apparatuses;

a requesting step of requesting said other information processing
apparatuses to provide appropriate accounting information according
to said proxy account settlement information stored in said storage
step:;

a first reception step of réceiving said accounting information
sent by said other information processing apparatuses in response to
the request from said requesting step;

a sending step of sending said accounting information received
by said first reception step to said control apparatus;

a second reception step of receiving the registration conditions
prepared based on the results of the account settlement performed
according to said accounting information sent by said sending step and
received from said control apparatus; and

a control step of controlling the operation, based on said

registration conditions received by said second reception step.

4. An information processing apparatus which is connected to
other information processing apparatuses and which decrypts and uses
.encrypted information under the control of a control apparatus,

characterized by comprising:
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of the save key Ksave stored in the nmenory nodule 73. In Step S249,
the data check nodule 75 of SAM 62 searches the usage information storage
63A (Figure 26) of the external storage 63 for the block BP which has free

P Step s2up ana-ucs a preperca s WA HIBHPLAR <i'orc' 7% Sa ey herve.

In this exanple, block BP-1 of the uéagb " nffor fat i on storage 63A is
detected. Incidentally, in the usage information storage 63A of Figure 26,
t he usage information nenory area RP-3 of the block BP-1 is shown to store
the content keéyiri§toAtantgdCheahs Ifort it redan e rdrovieatas ,pitdiey purchde
stored at this point and the usage information nenory area RP-3 of the

bl ock BP-ihficrfarteieon fomtsed ind ngchpee diod Bsmmanedon nbtoaés s ihor appanatuses; |In
Step S250, the data check nodule 75 of the receiver 51 obtains a hash

‘val ue by appl fiimg ta prepa faimcon aeans tie WregaeBhd agimod@Eldte tdecoataing
stored in the usage information nenory areas RP-1 to RP-N) detected in
Step S249nfrraatiorsegposding theadatpreke pnmddieiifornahpanestartad hasspid
val ue obtained in Step S250 with the verification value HP-1 (Figure 28)
that is stigrsdd stonage means’ nodul e 73. and that corresponds to bl ock

BP-1. If they match, the block BP-1 data is free of falsification and Step
S252 is perforgs@ngerreparation means for preparing appropriate usage control

status according to said proxy purchase information stored in said first
storage means; |

second storage means for storing said accounting information
prepared by said first preparation means; and

sending means for sending said_usage control status prepared by
said second preparation meéns and the key necessary to decrypt said

encrypted information supplied by said control apparatus.

5. The information processing apparatus according to claim 4,
characterized in that, when said other information processing
apparatuses comprise:

a display control means for controlling appropriate display; and

an input control means for cohtrolling tﬁe input of appropriate
data,

said first preparation means prepares said accounting information
based on the data entered into said input control means with reference

to said display controlled by said display means, and
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- 65 - In Step S252, SAM 62 of the recéiver 51 stores the
usage i nformation (the content key KcoA encrypted with the save key Ksave

in Step S248 and UCS A (Figure 25) prepared—+n-Step—S245) in the usage

i nformation menory area RP-3 of the P-1 in.the usage information
st orage 63A (of the external storag timm@j!&ua Figure 26.. In
Step S253, the data check nodule 75 of conputes a hash

val ue by applying a hash function to the block BP-1 data in the usage

i nformati on storage 63A, including the usage information stored in the

usage i nf or maisladd BedOhY Bt €faRPE Boh ey Pipard: satiepuSagé, conbrotladtzatus
check nodule 75 overwites the verification value HP-1 stored in the
menory nicider] 63 vhé Mdtecbashholakdey lsaist éppBR25&gont el meereuwi thorefbeterce
72 stores, - in the nenory nodule 73, the accounting

to said display controlled by said display means.

6. An informatipn processing method for an information processing
apparatus which is connected td other information processing
apparatuses and which decrypts and uses encrypted information under -
the control 6f a control apparatus, characterized by comprising:

é first storage step of storing appropriate proxy puréhase
information for said other information processing apparatusés;

a first preparation stép of preparing appropriate accounting
informatioh accor.'ding to said proxy purchase infdrmation stored in said
first storage step;

a second preparation step of preparing appropriate usage control
status according to said proxy purchase information stored in said first
sforage step;

a second storage step of storing-said accounting information
.prepared by said first preparation step; and

a sending step of sending said usage control status prepared by
said second preparation step and the key necessary to decrypt said

encrypted information supplied by said control apparatus.
7. A providing medium that provides a computer-readable program

for executing a process to an information processing apparatus which

is connected to other information processing apparatuses and which
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information A prepared in Step S245, and the process finishes. In
Step S251, if the data check nodule 75 determ nes that the__conputed hash

val ue and the verification value HP-1 do not match, the block BP-1 data
" has been falsified. Consequently, the data check nodul e gﬂlﬂﬂ lﬂ"'"”iﬂm;ﬂlm
S256, where it determ nes whether all the blocks BP in-th

i nformati on storage 63A of the external storage 63 have beenh ¢hebkel. Tf *

it determines that not all the blocks BP in the external storage 63 have

been checked, it goes to Step S257 and searches for unchecked bl ocks

(ot her bldmksypiid lanky ases parecey ypted umto riva tSterp unS8250thehmsret tdie ofeatcarfitrol

the process is executed. In Step S256, if the data check nodule 75

det er m neppadrEtus,| cheradtecksedPin nthée sshdgeprofessntconprisesage 63A of

the external storage 63 have been checked, there is no block BP (usage

i nformati on nendiiyst storage step of storing appropriaté@roxy purchase
information for said other information processing apparatuses;

a first preparation step of preparing appropriate éccounting
information accdrding to said proxy purchase information stored in said
first storage step;

a second preparation step of preparing appropriate usage control
status according to said proxy purchase information stored in said first
storage step;

a second storage step of storing said accounting information
prepared by said first preparation step; and

a sending step of sending said usage control status prepared by

said second preparation step and the key necessary to decrypt said

encrypted information supplied by said control apparatus.
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area RP) that can store usage information. Consequently, the process

fini.shes. When the service provider secure container is thus received
by the receiver 51, the process of Step S14 finishes and Step S15 in
Figure 33 begins. (6-4) Reproduction of content In Step S15,
the contents A supplied is used by the receiver 51. 1In this exanple,

according to the usage details 11 of UCP A selected in Step S224 of Figure
40, the usage type of content A is reproduction. Thus, reproduction of
content A will be described next. Details of = the reproduction is shown in
the flow chart of Figure 41. | n Bbeprs26l, the data check nodule 75
of the receiver 51 conputes a hash value by applying a hash function to
the block BP-1 data in the wusage information storage 63A of the external
storage 63, including the content key KcoA (encrypted with the save key
Ksave) and UCSh& strersetht iimvend iusage liowsoraratd sore meimformes eboRP 130 ¢ es S g
S252 of Figure 40. In Step S262, the data check nodul e 75 of the
recei ver dfpamatpas ¢ sehelaaxirouitte onohphadf ¢h oshey Spéermpthonirricshsing
val ue (verification value HP-1) conputed in Step S253 of Figure 40 and
stored i rapgRratnsesy comhdted 8oi themas tSa54nfprmaidpnnarefe s s hbg R RRAr Brug .
data is free of falsification and Step S263 is perfornmed next.

Instead of a receiver that cannot settle accounts, a receiver 51 settles

the amount charged to the receiver 201.

-106-



In Step S263, it is determ ned whether contents A is available, based on
the information contained in "Paraneter"” of "Usage Details™ for UCS A
(Figure 25). For exanple, as "Type" of "Usage Details" for UCSis set to
"Limted-Time Reproduction,' "Paraneter" of the UCS stores ,

- 67 - the start time and end time of usage. And it is

det erm ned whether the present tine is withinthe limts. That is, if the
present time is within the limts, the content is judged to be avail able-
and if it is not withinthe limts, the content is judged to be
unavailable. On theother_hand 1f "Type" of "Usage Details" for UCS is
set to a use typdg that allows reproduction_(*uplication) up to a certain
nunber of tines, |"Paraneter" stores the infojmati on about the remaining
nunber of tines tjhe content can be used. If f§he avail abl e nunber of tines
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stored in "Paranmeter" is not zero (0), -the corresponding content is judged"
to be available. On the other hand, if the available nunber of tines is-
zero (0), the corresponding content is judged to be wunavail able.

Since "Type" of "Usage Details" for UCS Ais set to 'Purchase and

Reproduce,' in this case, content A is purchased and reproduced with no
limtation. And "Paraneter" of "Usage Details" for UCS contains

information indicating that the content is available. Therefore, in this
exanple, contents Ais judged to be avail abl e.- Consequently, Step S264 is
perfornmed next. In Step S264, the accounting nodule 72 of the

receiver 51 up UCS A does not contain ang i nformation

t hat should be updated, the avail ablle nunber of tinmes stored £n
"Paraneter” is ecrenented by 1 if "|Type" of "Usage Details" & set to a
use type that | pws regrQeitti on ug to a certain nunber of t Hres.
Next, in Step B@65| thel $AWDBP of the receiver 51 stores the UCS A update
in Step S264° (nkd pCi IE@jatedinthis exanple) injthe i o
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usage information nenory area RP-3 of the block BP-1in the usage .
informati on storage 63A of the external storage 63. In Step S266, the data
check nodul e 75 conputes a hash val ue by applying a hash function to the
bl ock BP-1 data in the usage information. storage 63A of the external
storage 63, including the UCS A stored in Step S265 and overwites the
verification value HP-1 stored in the nenory nodule 73 wth the hash

val ue. " In Step S267, the nutual authentication nmpdule 71 of SAM 62
and nutual authenticatllon nodul e 101 of tHé deconpression section764
perform nutual aut hentatati on and share tg por ary keys Ktenp. Th process’
of this nutual putSERWICEAatfon i S Si erence
to Figures 35 t 3RROVDER hus '
nunbers Rl, R2, aMANAGEMENir '
authentlcatlon f B
decryption unit 91 of the en i nno- e 74 decrypts the

content key KcoA (encrypted ‘ ' ored in block BP-1
(the usage information | ' 18
‘ _ . .
 LOG DATA | USER
MﬁﬁgXEﬂEﬁT MANAGEMENT MANAGEMENT
SECT10N SECTION SECT|0N
13 16 19
WA N Y
COPYRIGHT PROFIT |
 MANAGEMENT SHARING - BLLING
SECTION | secTioN .
21 -
~ | .
AUDIT | - -
SECTION - SASIER 120

-EMD SEVICE CENTER 1

FIG. 3
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Step

encrypt ed

storage 63 in

by using the save key Ksave stored in the nenory nodule

in Step S269,.

SAM 62 sends the

the encryption unit 93 of the
In Step S270,

encryption/ decryption nodul e 74 encrypts the decrypted content key KcoA,

by using the tgnporary key Ktenp.

Next ,

I n the usage i nf or mation storage 63A of the external

S252 of Figure 40,
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the interface 66. In Step S273, the decryption nodule 103 of the
deconpressi on section 64 decrypts content A (encrypted with the content
key Kco) with the content key KcoA. ' In Step S274, the deconpression
nodul e 104  of the deconpression section 64 deconpresses the decrypted
content A by a predeterm ned nethod such as ATRAC2. In Step S275, the
wat er mar ki ng nDduIe 105 of the deconpression section 64 waternmarks the
deconpressed oontent A for identification of the receiver 51. In Step

S276, contentﬁls ot Qub] JEREaeLp or the like (not sgg\n,)_@;dthe
process finisiey.g N PR i f it is deternigaed | <&l S262 t hat
the hash val uey |canyfad| & €481 and the hash Igecsﬁ(blr@iﬂ;n t he
menory nodul e S130H| SIS & S BHo not - mat ch, #f&fﬁ@%)@ent is
judged to be Hravai | &8 & BB, SAM 62 runsipyr £det| & (2p&Y error
processi ng td”cﬂsqLa§%Qﬂ Y Tegsage on the dis I=fEPt=jshown)
t hr ough the(@[ﬂia%_\n-\w@ S| the process Nl Inthis
way, when contErt2A7 §rceaﬁ o d o] oof B§ process
L) > =D (=3 K= » 8 -
finishes, and &doe§ k|| e o S| 8pS) Account
sett| ement o Nowlt e brac ng ) g laceounts with
the receiver @1 wll . HeyHed bl leputlgrt in
“Figure 42. Thgs d%ocess s eq excgeds a preset
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In _
51 and

recei ver

or tenporary
sim'lar to that

in Step S247 of Figure 40 (and thus
S

to decrypt the content key Kco

key Kd)
service provider secure container).

aut henti cati on

ceiling (the limt charge for formnal
for exanpl e,

I f the version of delivery keys Kdbecones obsol ete,

aut hentication is perforned between-the
1. This mut ual

or
r%gual

inpossible,
EMD service @Enter

(encrypted with the delivery

70 -

regi stration),
| npossi bl e to receive the

making it
Step S301,
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in
of the

1
t he.

regi stration

and
after the information sent by the receiver 51 in

1 together with

managenent section 18

correspondi ng UCP and PT
t he user

In Step S304,

and sends it to the EMD service center
Step S303 is received and decrypted,

means of the tenporary key Ktenp shared with the EMD service center

version of delivery keys Kd,

[-i st.

Step S301,

© (D)
— C C
S5 — 4+ 0
2 0" LDl
— N +—
g >E
~  FoB/9/8661]1/9/8661 | 9 I
= o [18/9/8661 [1//8661 | 99992999 @
© . [0&/7/8661 | 1/7/8661 | ¥ PPPPPPPP ke—— 13y
_9F AM3AI T30
ST b N\ LWvis | A
o Jord aLtarva | NOISHIRA T paAimaa
T 05 ¥IAIZ03 A8 (3SSISSO SATN AYIAITAC
WJ 0 O nla n
o> o 2
O o =
— L O
OO0 W+~
-.58%
woldn =
mm-wmm\wmz 1/6/8661 | 6 LEITEND)
= 5 [15/8/8661 [ 1/8/8661 | 8 TR
o = Ple/L/8661 | 1/L/866) | L EEEEEEEE] |
~ - ¥DE/S/8661 | 1/9/8661 | 9 IHNVYNEY] 0£/6/8661 ] 1/6/8661 | 6 T
()] - -~
<. E1%/078661 | 1/5/8661 | & 99939500 @sn LL6/8/86611/8/8661 | 8 YyuuYyYY
o O HO&/B/8661 | L/V/8661 | ¥ PPPPPPPP re—— 13y | 18/1/8661 1 1/L/8661 | L $8383333
& o PIE/E/B661 |1/6/8661 | © 99099000 A4INIAToe 79 /8661 [ 1/9/8661 | 9 3
<~ 18¢/0/8661 |1/¢/8661 | ¢ qqqqqaqq . 1£/6/8661 | 1/5/8661 | § 90999999 aasn
L SHB&wee6L[1/1/866L | | eeeeeeee 0£/¥/8661 | 1/¥/866) | ¥ PPPPPPPP .A.Iﬁ%_xdo
- FEQE  Luvis | A3N g LuvIS AT
= 35 gorid aviarwa | TN e corad aLiaiva | NOSEA | 3R TEG
wym G35 301A43S QN3 A9 3SS3SSOd SATY AYIAITAC ¥3Q1A0Yd ININOD Ag (3SSISSOd SAIM AYIAITAQ
w w - OO
— O CcC o
S 0. D
v: N cm©
[7p] -5 C
[Pl NeNTRE!
W X O O N~
TEBcS .

1/65



in Step S306, the user managenent section 18 checks to see if the accounts
were settled successfully in Step S305. : Next, in Step S307, the user
managenment section 18 of the EMD service center 1 sets the registration
conditions of the. receiver 51 based on the results of .checks run in Steps
S304 and S306, and attaches a signature to it to prepare a registration
Iist of the receiver 51.- For exanple, if an illegal act is detected
in Step S304, the "Status Flag™ is set to 'Stop,' which stops all the
subsequent processes. In short, the receiver 51 can no |onger receive any
service fromthe EMD system On the other hand, if it is confirmed that
the settlenent has failed in Step S306, "Status Flag" is set to
"Restricted,’ in which case, the receiver 51 can no | onger purchase any
new content although it can reproduce already purchased content.

Next, the account settlenent process goes to Step S308, where the user
nanagenent section 18 gf the EMD segwice center ncrypts th 4I at est
version of delivery keys Kd (the | ayest three nD s dellver keys Kd)

and the registratfo T rep “>|n gnporary -
key Ktenp, and send% \%V V' @E@ eeawgﬁ éf —aE'r‘%% &é@) S309, .
SAM 62 of the reck E ecqi er Kd I [ ration

i st .sent” by the EMD service center 1, through the conmuni§alions bl ock
61, decrypts them and stores themin the nmenory :

35 36 P
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“authentication with the nmutual authentication nodule 221 of the receiver
201 in Step S321. This nutual authentication is simlar to that described
with reference to Figure 37 and thus description thereof is . omtted. As a
result, the nutual authentication nodule 71 of the receiver 51 acquires
the SAM 212 ID of the receiver 201 and shares tenporary keys Ktenp with
the receiver 201. In Step S322, SAM 62 of the receiver 51 checks the
registration list stored on the HDD 52 for falsification. Specifically,
it decrypts the signature stored in "Signature to Registration List" of
the registration list with the cryptographic public key and conpares the
resulting hash value with the hash value of the entire data in the
registration list to see if they match. If it is determined in Step
S322 that the registration list is free of falsification, SAM 62 of the
receiver 51 goes to Step S323 and checks whether the receiver 201 is
eligible for (needs) account settlenent by proxy. Specifically, it checks
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212 obtained in Step S321 has been registered in "SAM I D" of the
registration list and whether SAM 62 has been specified in "Master

‘Equi prent " for the receiver 201.. If it is determined in Step S323
that account settlenent by proxy is available to the receiver 201, as is
the case with this receiver, SAM 62 of the receiver 51 goes to Step S324,
in which it sends a predetermined signal that requests to provide
accounting information through the conmunications block 65 to the receiver
201. Then in Step S325, it receives accounting information fromthe '
receiver 201. - In Step S326, the receiver 51 perforns nutual
aut.hentication with the EMD service center 1. This nutual authentication
is simlar to that described with reference to Figures 35 to 37 and thus

- description thereof is omtted. |In Step S327, SAM 62 of the receiver 51
encrypts the accounting information received in Step S325, the version of

the delivery keys SR WS SeSN/3, or registration |ist
stored on the HDD 5§§§§% \»C\\ 5& §§$§Q eng, and sends the
results to the'EMD-&mggﬁ ‘ \ _ §§§§§
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In Step S328, the user managenent section 18 of the EMD service center 1
receives the information fromthe receiver 51 and decrypts it. Then, the
audit section 21 of the EVD service center 1 checks the receiver 51 for
any illegal act that would nmake "Status Flag" in the registration list to
be set to 'Stop.' Next, in Step S329, the user managenent section 18
of the EMD service center 1 checks the receiver 51 for any illegal act
based on the results of Step S328. If it is determned that there is no
i1l egal - 74 - act on the
part of the receiver 51, the user nanage?ent section 18 goes to Step S330.
In Step S330, the billing section 19 of the EMD service center 1
cal cul ates the amount to be charged to the user by analyzing the

accounting informatiop ISEREICFEdODEN $tIQDIGF48N Then, in Step S331, the
0000h | NO CONDITION -
0001h TO OOFFh { WITH CONDITIONS FOR EQUIPMENT
0100h TO O1FFh [ WITH CONDITIONS FOR SEX '
~_0200h TO O2FFh | WITH CONDITIONS FOR AGE
0300h TO 7FFFh | WITH OTHER CONDITIONS
8000h TO FFFFh | WITH CONDITIONS FOR USE POINT

CONDITION GODE INDICAT ION
. 00h NO CONDITION
01h = e
02h ' #
03h < (SMALLER)
04h > (LARGER)
~ 05h < (EQUAL OR SAMLLER)
.06h = (EQUAL OF LARGER)
07h TO FFh FREE
FIG. 12

12/65



“user managenent section 18 of the EMD service center 1 specifies ;
regi stration conditions of the receivers 51 and 201 based on the results
of Step S330 and attaches signatures to the registration conditions and -
registration list to prepare the registration |ist of each receiver.

In Step S332, the user managenent section 18 of the EMD service center 1,
encrypts the latest version of the delivery keys Kd as well as the
registration lists of the receivers 51 and 201 prepared in Step S331, by
using the tenporary key Ktenp, and send themto the receiver 51. o In
Step S333, SAM 62 of the receiver 51 receives and decrypts the delivery
~keys Kd, registration |istAof the receiver 51, and registration |list of
the receiver 201 sent by the EMD service center 1. Then in Step S334, it

The rogi stration |ist 31’ y }@ﬁ o1 JERUPE CODEFVACOECOTETENDITEN YOE[""C, | 5,
information (e.g. “Rest? W s88¢ Xh |t 0AG0C8hcH i nf dbhation is -
contai ned, Step S335 bedi J@U%UIPMEN ||SERY B CUﬂENALfBE'\fC@IE COND MEON €0pE jver 51

erases the accounti ng rec aT L THCET v AU.L n Step-
S325. In Step S336, it lupdates 6¢d@py—ke' Sy 0 dration -
list of the receiver 51.

USAGE CONDITIONS 10 OF ucpPA

. USER  |SERVICE CODE|VALUE CODE]CONDITION CODE

CONDITIONS 20f gox xh [ oooocsh |  o03h
EQUIPMENT [SERVICE CODE|VALUE CODE|CONDITION CODE

GONDITIONS 20{  pooon FFFFFFh 00h

USAGE COND-ITIONS 20 OF uceB

FIG 13
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- 75- ' In Step S337, SAM 62 of the receiver 51 perforns
mutual authentication (the process described with reference. to Figures 33
to 35) with the receiver 201 and then sends the registration list of the
recei ver 201 and delivery keys Kd encrypted with the tenporary key Ktenp
to the receiver 201. In Step S338, the receiver 201 receives the
registration list of the receiver 201 and delivery keys Kd fromthe
receiver 51, decrypts themwth the tenporary key Ktenp, and stores
(updates) them If it is determned in Step S334 that "Status Fl ag”
contains operational restfiction INIOrMATTOM, ~SAM®2Of the receiver 51
goes to Step S339 and takgs a [GONHEMTePRABER SECURE (RBVOKE) with respect
" to the receiver 201 to restlrict its ofeNEINGR. Iflan illegal act is
detected on the part of thg receiver 51 in -

CONTENT KEY KcoA

CONTENT A

DELIVERY KEY Kd

CONTENT KcoA

UCPA, ucpB

SECRET KEY Kscp OF
CONTENT PROVIDER 2

SIGNATURE
HASH_FUNCT [ON

CONTENT KEY KcoA
CONTENT A

7
CONTENT KEY Kd

CONTENT KcoA
7227272

UCPA, ucPB

FIG. 14
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been falsified or if it is determned in Step S323 that account settlenent
by proxy is not available to the receiver 201, the process is term nated.
‘In this way, the anobunt charged to the receiver 201 is paid by the
receiver 51 by proxy. - (7) O her exanple configurations of user hone
net wor k ‘Figure 46 shows anot her exanple configuration of user hone
network 5. The conponents that corresponds to those of the user hone
network 5 in Figure 1 are denotedbythesamne referencenunerals.

Specifically, L nunber of receivers 251-1 to 251-L (they are collectively
referred to as the receivers 251 if there is no need to handle them
individually. This applies to other equipnent itens as well) are provided
instead of the receiver 201 and L nunber of HDD 252-1 to 252-L are

provi ded instead of the HDD 202. The receivers 251-1 to 251-L are
stationary equipnment with the same confi.guration as the receiver 201 and
are connected to the HDD 252-1 to 252-L, respectively. Al so, the receivers
251 can run the processes necessary to purchase content, as is the case
with the receiver 201. However, they cannot settle accounts for thenselves
and their accounts npst—be—set++¢d by the receiver 51 on their behal f.
That is, for exarflhg, a£ONHMNIn in_the registration list (Figure 47) of the

SERVER
44
_ ' r~’
42 PRICING _| SECURE CONTAINER
SECTION PREPARATION SECTION
43~ POLICY STORAGE o T
T section - ’

45

MUTUAL
AUTHENT I CAT | ON
SECTION

SERVICE PROVIDER 3

FI6. 16
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L). This nutual

authentication is simlar to that described with
to Figures 35 to 37 and thus description thereof is omtted.
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in Figure 43 and thus description thereof is om tted.
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In Step S384, if it is determned that the value of the counter i nmatches
t he nunber of pieces of equi pnent whose accounts are to be settled by
proxy, the process finishes. If it is determned in Step S363 that
the registration list has been falsified or if it is determned in Step
S364 that account settlenent by proxy is not available to the equipnent,
the process goes to Step S384. In this way, the anobunt charged to

- each of the receivers 251-1 to-251-L are paid by the receiver 51

Al t hough a case in which the receiver 51 settles accounts on behal f of al
the receivers 251 at once has been described above, it is also possible to
settle an account by proxy only for the equi pnrent which makes a request,

as shown in the fl oW a7 O {T OpT g51 43 O] 49 In Step S323 of
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-one by one into a bl ock ci pher machine with fast processing tine,

encrypting themw th a predeterm ned check key to generate a first output
and then running an XOR operation on the first output and a del ayed .second
out put . Fi gure 52 shows anot her exanpl-e configuration of user hone
network 5. The conponents that corresponds to those of the user hone
network’ 5in Figure 1 are denotedbythesane ref erence nuneral s.

Specifically, - 79 -
receivers 301 and 401 are provided instead of the receiver 201, and an HDD
402 is provided instead of the HDD 202. Fi gure 53 shows an exanpl e

functional configurakion of the receiver 301. The receiver 301 has
conmponents from SAM 311 to a comuni cations block 314, which have

basi cal Iy the samefTunciion as| S| GobP [VATBE CODE|CONDITION CODE
CONDITIONS 30 oooon FFFFFFh 00h
| EQuIPMENT |SERVICE CODE [VALUE CODE|CONDITION CODE|

PRICING CONDITIONS 30 OF PTB-1

USER SERVICE CODE|VALUE CODEJCONDITION CODE

CONDITIONS 40 0000h FFFFFFh 00h
EQUIPMENT | SERVICE CODE|VALUE CODE|CONDITION CODE

CONDITIONS 40 | oox xh 000064h 06h

PRICING CONDITIONS 40 OF .PTB-2
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communi-cations block 215 of the receiver 201. However, it is portable

equi pnent w thout any function that corresponds to the comrunications .

bl ock 211, ‘interface 216, display controller 217, and input controller 218
of the receiver 201. Since the receiver 301 is not connected to an
HDD, content is stored together with correspondi ng content keys Kco
(encrypted with a save key Ksave) and UCS in the usage infornmation storage
312A of the external storage 312 that is configured as shown in Figure 54.
The registration list of the receiver 301, which looks |ike the one shown
in Figure 55, is stored in the nenory nodule 323. The SAM information
section of the registratio of the receiver 301

t hat possesses this registfation | VIgﬁdgﬁfw field), the
validity period of the registrati Valldity Period" field),
fEe—Ver sijon Nunber” field),

ver si on nunber of the regi gtrapion ON \KEY
and nunber of equi pnent conpnec f - e+—pf HBqui pnment Connect ed”
field), which is two in tomal, i ncl udCONTENT e recei yer 801 itself and the
receiver 51 connected to if§. The list section storgs the registration

(¢

conditions of the receiver |301 hcvr T atipn list of the
receiver 51 in Figure 30. tHoweje DHJNEW*%E%%@ur@ o dondi tions" and
"Signature to Registration]|List" CONTENT KcoA

UcPA, B

SIGNATURE OF
CONTENT PROVIDER 2 -

PTA-1, A-2, B-1, B-2
SECRET KEY Kscp OF
CONTENT PROVIDER 2-1
S1GNATURE

HASH FUNCT | ON

CONTENT KEY Kco

CONTENT
LI R 70707
CONTENT KEY Kd

CONTENT Kco
2272722227727
uceA, B

A IA AT A AN

SIGNATURE OF
CONTENT PROVIDER 2
7727

PTA-1, A-2, B-1, B2

FIG. 21
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- 80 - colums have been del eted. They were del eted after the
signature to the registration |ist was confirmed. This saves storage space
in the menory nodule 323. In this exanple, one signature requires 40

byt es. Since the receiver 301 cannot comrunicate with the service
provider 2 and EMD service center 1, It cannot run the processes for
purchasing content. Consequently, "Purchasing" is set tod'hb.' Al so, flnce
the receiver 301 does not pur yar it doep not settle
accounts. Consequently, ACCOU@?%&%EQE(I;ON”%E@‘IET%TE gII-’ld "Equ| prent  Billed”
Is set to ' None.' The receiver 1, 1n t IS exanple, ip supplied with
content by the receiver| 51. |Ther ef YFRS|ON NWUMBER OEqui pnemt"” sfores the I D of
SAM 62 of the receiver [51. AUTHENTH GATd ON>GERDI E|.CATEt ajus ‘F| ag" is set to
"No Restriction.' "Sigrnature_Io Condifions. and ~Signature [o Registration

List" store . SERIAL NUMBER OF AUTHENT!CATION
: . CERTIFICATE ASSIGNED BY
CERTIFICATION AGENCY

- ALGORITHM AND PARAMETERS
USED FOR SIGNATURE

.NAME OF CERTIFICATION AGENCY

VALIDITY PERIOD OF
AUTHENTICATION CERTIFICATE

NAME (ID) OF SERVICE PROVIDER 3
PUBLIC KEY KpsE OF SERVICE
. PROVIDER 3

v)

- |SECRET KEY Ksca OF CERTIFICATION AGENCY
SIGNATURE

! HASH FUNCT | ON !

VERSION NUMBER OF
AUTHENT ICATION CERTIFICATE
7777722227772 27777,

SERIAL NUMBER OF AUTHENT!ICATION }
CERTIFICATE ASSIGNED BY
CERTIFICATION AGENCY
Vzzzzzz22 JAAAAAAA )

ALGORITHM AND PARAMETERS USED
FOR SIGNATURE

)
NAME OF CERTIFICATION AGENCY
A o)

VALIDITY PERIOD OF .
AUTHENT [CATION CERTIFICATE _
P77z 7277777

NAME (ID) OF SERVICE PROVIDER 3
2272222227222 7777,

PUBLIC KEY KpsE OF SERVICE
PROVIDER 3
7722222222007

- FIG.22
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appropriate signatures. : Figure 56 shows an exanple functiona
configuration of the receiver .  401. The receiver 401 has conponents from
SAM 311 to a comuhications block 417, which have basically the sane
function as SAM 212 to the input controller 218 of the receiver 201. It is
stationary equipment w thout any function that corresponds to the
comruni cati ons bl ock 211 of the receiver 201. The HDD 402 stores the
registration |ist of the receiver 401 such as the one shown in Figure 57
in addition to content and the like. The SAMinfornation section of the
registration list stores the SAM 411 |ID of the receiver 401 that possesses
this registration list (in the ' - 81 -

"SAM I D" fileld), the validity period of the registration [ist, version
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nunber of the registration list, and nunber of equi pnent
- "Nunber of Equi pnent Connected" field), which is tw int
the receiver 401 itself and the receiver 51 connected to it. , "SAM | D"
inthe list section stores the SAM 411 ID of the receiver
I D' stores the user |ID of recelver 401. However, since t

cannot communi cate w

|t cannot run the pro essesAUﬁENbUMdhﬂ%KﬁBTHﬁﬂAHhKW'SMWBSequen{|y

"Purchasing” is set t
content directly, it
Is set to 'No' and
is supplied with con
"Master Equi pnent” s
"Status Flag," in thi
Condi tions" and " Sign
. Si gnatures. In t
list of the receiver
“receiver 301 shown i
receiver 401 shown i
the receiver 51. '

connected (in the
otal, - including

401 and " User
he recelver 401

Since the receiver 401 does|not purchase

not set t VERSAOK QUMBER OFonsequent | ' Account i ng"

"Equi jprrent  BUTHENG T CATd ON 3ERT bF [ CABBe.

Tk e recei ver 401

by the receiver BT connected o 1t. Therefore,

orels t h8ER IALoKUMBERI GF2 AUTHENT €CATE ORi ver 51.
iCERE I CATE 'ASS 1 GNEBLBY ct i on.
turle to ReqiGERTHEECARION AGENGY: or e

exfanpl e,

ap

"$ignature to
ropii ate

axamle. as shown in Ei gure h3

he fegi stration

51 [cont ALAGRKTHY AI% PARAMETERS: USEDhdli ©
ure 55 andf®

NATMREon conditi

|dns of the
ons off the

NAME OF CERTIFICATION AGENCY

h Fi gte—54—-h—addi-tion-to the rogistration |i st of

" VALIDITY PERIOD OF AUTHENT [CATION

CERTIFICATE

NAME (ID) OF SAM 62

PUBLIC KEY Kpu OF SAM 62

SECRET KEY Ksca OF CERTIF |CATION AGENCY

SIGNATURE

HASH FUNGTTON

~_ VERSION NUMBER OF
AUTHENT I CAT ION CERTIFICATE

e

SERIAL NUMBER OF AUTHENTICATION
' CERT|FICATE ASSIGNED BY
CERTIFICATION AGENCY

/////////////////////////////////////////////////////

ALGORITHM AND PARAMETERS USED
FOR SIGNATURE

7

NAME OF CERTIFICATION AGENCY

AL TG00 2 77 0 77 72 2 G777

VALIDITY PERIOD OF AUTHENTICATION
CERTIFICATE

/////////////////////////////////_

NAME (ID) OF SAM 62

YL g7 g T,

PUBLIC KEY Kpu OF SAM 62

A

PARAMETER INDICATING WHETHER GIVEN

SAM 1S SUBORDINATE TO OTHER SAM

FIG. 24
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Now t he processing procedures used by the receiver 51 to purchase content
on behal f of the receiver 301 will be described with reference to the flow

chart in Figure 59. In Step S401, the receiver 51 perforns

- 82 - : nmut ual authentication with the receiver 301. This

mut ual authentication is simlar to that described with reference to
Figure 37 and thus description thereof is omtted. As a result, the nutual

aut hentication nodul e 71 of the receiver 51 acquires the SAM 311 ID of the
recei ver 301 and shares tenporary keys Ktenp with the receiver 301.

In Step S402, SAM 62 of the receiver 51 checks the registration |Iist
stored on the HDD 52 for falsification. Specifically, it decrypts the
signature stored in "Signature to Registration List" of the registration
list with the cryptographic public key and conpares the

11D OF CONTENT A

CONTENT 1D
CONTENT PROVIDER ID_|ID OF CONTENT PROVIDER 2
UCP_ID ID_OF uceA
UGP VALIDITY PERIOD |VALIDITY PERIOD OF uorh
SERVICE PROVIDER ID_|ID OF SERVICE PROVIDER 3
PT_ID ID_OF p1A-1
PT_VALIDITY PERIOD__|VALIDITY PERIOD OF prA-|
Ucs 1D 11D OF ucsA
SAM_ID ID_OF SAM62
USER ID ID_OF USER F
D ID_OF USAGE DETAILS 13
Rl Tvee LIMITED-TIME_REPRODUCTON
Z3| PARMIETER | x x x
' SOURCE: 1D OF SAM62.
CONTROL  TRANSFER DESTINATION ID OF SAM62
USAGE HISTORY | x x x
~ UCSA
FIG. 25
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resulting hash value with the hash value of the entire data in the
registration list to see if they.match. If it is determined in Step
S402 that the registration list is free of falsification, SAM 62 of the
recei ver 51 goes to Step S403 and checks whether content can be purchased
by proxy for the receiver 301 which requested it. Specifically, it checks
whet her. the I D of SAM 311 obtained in Step S401 has been registered in
"SAM I D' of the registration 1list and whether SAM 62 has been specified in
"Mast er Equipnent" for the receiver 301. 1In this case, "SAMID' in the
registration list (Figure 58) of the receiver 51 contains the SAM 311 ID
of the receiver 301 and "Master Equi pnent” for the receiver 301 contains
the ID of SAM 62. Thus, it is determned in Step S403 that content can be
purchased for the receiver 301 by proxy, and S404 is perforned next.

- 83 -

7
7

USAGE [NFORMATION STORAGE 63A

FIG. 26
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In Step S404, SAM 62 of the receiver 51 sends a predeternmined signal to

t he receiver 301 through the communications block 65, indicating that
content can be purchased -by proxy. When SAM 311 of the receiver 301
receives the signal fromthe receiver 51, indicating that purchasing by
proxy is possible, the data check nodule 325 of the receiver 301 searches
t he usage information storage 312A of the external storage 312 for the

bl ock BP that stores content Ain Step S405. Then, in Step S406, the
data check nodul e 325 of the receiver 301 conputes a hash val ue by
applying a hash function to the entire data in the block BP detected in
the usage information storage 312A of the external, storage 312 in Step
S405, and checks if the hash value matches the verification value HP that
is stored in the menory nodul e 323 and that corresponds to the given bl ock
BP. If they are proved to be identical, i.e., the block BP data detected
in Step S405 in the usage |nfornat|on storage 312A.is free of
falsification, Step S40pf—+S erferred—heyt—where—SAM-311l-sends a
 predeternined signal to GOMIENT dBei ver 51 LI BEONTEM donmuni cat | ons bl ock

314, indicating that it)CONTENT PROVIDER ID |ID OF CONTENT PROVIDER 2
: UGP_ID- ID OF ucrA

UCP VALIDITY PERIOD [VALIDITY PERIOD OF mwA

SERVICE PROVIDER ID [ID OF SERVICE PROVIDER 3

PT ID ID OF prA-1
PT VALIDITY PERIOD |VALIDITY PERIOD OF prA-1
ucs 1D - ID OF ucsA
SAM 1D  |ID OF SAM62
| USER 1D | ID OF USER F
D ID OF USAGE. DETAILS 13
e TYPE PURCHASE AND REPRODUCE
=5 PARMMETER | x x x '
“ | CONTROL TRANSFER SOURCE: [D OF SAM62.
: STATUS DESTINATION: D OF SAM62

__ACGOUNTING HISTORY |x x x
ACCOUNTING INFORMATION A

FIG. 27
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is ready to receive content. In Step S408, SAM 62 of the receiver 51
(the accounting nodule 72) prepares UCS and accounting information based
on sel ected "Usage 'Details" of the UCP and PT. Specifically, the display
controller 67 of the receiver 51 outputs -details of UCP A UCP B (Figure
9), PT A1, PT A2 (Figure 17), PT B-1, and PT B-2 (Figure 19) to the
display unit (not shown) to present themto the user. The user selects
"Usage Details - - 84 - _ 11"
of UCP A and PT A-1, in this exanple, by manipul ating the operator panel
(not .shown), based on the presented information. Thereby, the input
controller 68 receives the signals (1D of "Usage Details 11" of UCP A and
I D of PT A-1) that correspond to the user .operation, from the operator
panel and outputs themto SAM 62. Then, the accounting nodule 72 of SAM 62
prepares UCS A and accounting information A, based -

PUBLIC KEY Kpu OF SAM62
_ SECRET KEY Ksu OF SAM62
PUBLIC KEY Kpesc OF THE EMD SERVIGE GENTER 1
PUBLIC KEY Kpca OF THE CERTIFICATION AGENCY
SAVE KEY Ksave
THREE MONTHS' DELIVERY KEYS Kd

AUTHENTICATION CERTIFICATE OF SAM62
REFERENCE |NFORMATION 51
ACCOUNTING INFORMATION

VERIFICATION | VERIFICATION]| ...... '
VALUES Hp-1 | VALUES Hp-2 e

.......... VERIF[CATION
**| 'VALUES' Hp-M

FIG. 28
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on the ID of "Usage Details 11" of UCP A and ID of PT A-1 received from
the input controller 68. " In this exanple, the receiver 301 does not
have a display unit for displaying the contents of UCPs and PTs to the
user or an operator panel for allow ng the user to select usage details
and the like. Therefore, the user selects contents of UCPs and PTs through
the receiver 51 which-i's connected to the receiver 301 and which has a

di splay unit and operator panet. Next, in Step S409, SAM 62 of ‘the
recei ver 51 stores the accounting information A prepared in Step S408 in
the nenory nodule 73, and encrypts the prepared UCS A together with the
content- key KcoA and signature to themby a tenporary key Ktenp and sends

- themto the receiver 301. In time with the execution of this process, the
content A stored in the HDD 52 are also encrypted with the tenporary key
Ktenp and sent to the receiver 301. After sending the UCS A and content
key .KcoA to the receiver 301, the receiver 51 erases (discards) them This
makes the rights to use content A to be held only by the receiver 301.

Next, in St ep S410, sAM3ll-of-the-treceiver 301 recei ves the UCS A,
content key KcoA, sifjnature t SAMHBmM and cont ent AlDs Oht SAMG2t he r dcei ver
EQUIPHENT NUMBER EQUAPMENT, NUMBER £100)
SETTLEMENT ID SETTLEMENT 1D OF USER
- CHARGE LIMIT . FORMAL REGISTRATION
NAME NAME OF USER -
~ ADDRESS | ADDRESS OF USER
SE PHONE NUMBER PHONE NUMBER OF USER
COS3 | SETTLEMENT INSTITUTION| SETTLEMENT INSTITUTION
Eigé INFORMAT | ON INFORMATION OF USER
;géﬁ : DATA OF BIRTH DATE OF BIRTH OF USER
5;;3 AGE AGE OF USER(21 YEARS)
== SEX SEX OF USER (MALE)
= USER ID USER D OF USER
- PASSWORD PASSWORD OF USER
USE POINT USE POINF INFORMATION
INFORMAT |ON ! OF RECEIVERS 51

REFERENGE INFORMATION 51

F16.29

29/65



- 85 - 51 in Step S409, and decrypts themw th the tenporary
key Ktenp. In Step. S411, the encryption/decryption nodule 324 of the -
receiver 301 checks the data sent by the receiver 51 for falsification by
verifying the signature received in Step S410. This process of signature
verification is simlar to the process of Step S83 in Figure 37 and thus
description thereof is omtted. If it is determined in Step $S411 that
the data fromthe receilM8f SE8TI0Ms not been falsified, the process goes to

Step S412, where SAMML&Q@ ver 301 stores the UCS A, content key

KcoA, and content cerved TSt $410, in the block BP detected in.
Step $405 in the L?—%Et |nformat|onCEtorage 312A of the external storage
312. Then, in p S413, the data check nodul e 325 of the receiver
301 computes a hag EEH ue by applyijng a hasg function to the data in the
bl ock BP of the usa@E nf@irmation stjorage 31 of the external storage
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312 where the UCS A, content key KcoA, and content A were stored in Step
S412. Then in $414, the data check nodule 325 wites the conputed hash
val ue over the corresponding verification value HP stored in the "nenory
nodul e 323. If it is determi.ned in Step S402 that the registration
list has been falsified, if it is determned in Step S403 that account

settlement by praoxy is not available to the recejyver

301, and if it is

31/65

deternmined| in Step S406 that the detected bl ock_BP has heen falsified, }he
procéss i$ term nated. If it is determinedsn Step $411 that the data
fromthe receiver 51 has been falsified, the pri@e 5 to Step $415,
where SAM B11 ., SR of khe
receiver 301 notiLi es the receiver 51 of the TaN$Pf L’Qﬁl t akes other
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‘That is, thereby,

A are sent again to the receiver 301

nunber i s exceeded,

possi ble to del ete,

the nmenory nodule 73 o

enter the nunber -of
into the accounting

UCS A, content key KcoA, signature to them and content

In this exanple, this transm ssion

fromthe receiver 51 is retried only a preset nunber of tines. Wen that
the process is termnated. In that case, it is
in Step $S409, the accounting information A stored in
.Légpgﬁ&ﬁc i ver 51. However, it is also possible to
ti | nmpt at proxy purchase processing failed
i T —and restrict the operation of the
ti "Status Flag' to 'Regfricted for the SAM 311 ID

recei ver 301 by set
of the receiver 30}
exceeds a preset nu
behal f of the recei
information i s not

16 o

the registratfion |istSwhen the nunber of failures
L x Content is putzhased by the receiver 51 on
30 in the nanner degfribed above. The accounting
pligd to the Jreceiver=01, but kept by the receiver

51, which pays the unt xcharged tjo the re&iver 301 via its own account.
(according to thel|tt8l chart in Figure 42) = Now processi ng procedures
used by the receiver @] to purchase fwo or re pieces of content on
behal f of the receifreF{304—wi escribedicwith reference to the flow

chart
aut henticati.on w tH
.to that described V

in Figure 60.

(7] - :
|Z&|Step S431, the receiver S51perforns nutual
§§g receiver3&l. | This ng@ual authentication is simlar
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Figure 37 and thus description thereof is omtted. As a result, the nutual
aut hentication nodule 71 of the receiver 51 acquires the SAM

- 87 - 311 I D of the receiver 301 and shares tenporary keys
Ktenp with the receiver 301. The processes of Steps S432 to S434 are
simlar to those of Steps S402 to S404 in Figure 59 and thus description-
thereof is omtted. In Step S435, SAM 311 of the receiver 301 sets
the initial value '1' on the counter j. Next, the data check nodul e 325
of the receiver 301 searches the usage information storage 311A of the
external storage - 312 for the block BP that stores content j (=1, 2, 3,
.., K. The processes of Steps S437 to S446 are simlar .to those of
Steps S406 to S415 in Figure 59 and thus description thereof is omtted.

(}nART'OF PROCESS FOR UTILIZATION OF CONTENTAE)

DELIVERY KEYS Kd ARE SUPPLIED FROM EMD L,
SERVICE CENTER 1 TO GONTENT PROVIDER 2

CONTENT PROVIDER SECURE CONTAINER IS

SUPPLIED FROM CONTENT PROVIDER 2 TO
SERVICE PROVIDER 3 - S12

'

SERV|CE PROVIDER SECURE CONTAINER 1S
_ TRANSMITTED FROM SERVIGE PROVIDER 3 |}o-S13
. TO RECEIVER 51

l

SERVICE PROVIDER'SECURE CONTAINER S14
IS RECEIVED BY THE RECEIVER 51 g

!

UTILIZATION OF CONTENT |}-_s15

FI1G. 33
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In Step S447, SAM 311 of the receiver 301 checks to see if the value of

the counter j matches the nunber. of pieces of content K which the receiver
301 wants to purchase. |If they do not match, SAM 311 of the receiver 301
goes to Step S448 to increased the value of -the counter | by 1, and then
returns to S436. This all ows subsequent processes to be perforned for the

content j to be purchased by proxy subsequently. If it is determ ned.
in Step S447 that the value of the counter | matches the nunber of pieces
of content K- to be purchased by proxy, the process finishes. Two or
nore pieces of content are purchased by proxy, follow ng the procedures
descri bed above. Now ot her processing procedures used by the receiver
51 to purchase two or nore pieces of content on behalf of the receiver 301
will be describedw threferencetotheflowhartinFigure6l. |nthisexanple,

- 88 - _ GTART OF PROCESS FOR SUPPLYING DELIVERY KEYS KCD '

PERFORM NUTUAL AUTHENTICATION WITH || s31
CONTENT PROVIDER

.

CONTENT PROVIDER RECEIVES DELIVERY KEYS 32

v |

CONTENT PROVIDER STORES DELIVERY KEYS |- -833.

FI1G. 34
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the receiver 301 purchases K pieces of content as is the case wth Figure
60. In Step S461, the receiver 51 perforns nutual authentication-with .
the receiver 301. This mutual authentication is simlar to that described
with reference to Figure 37 and thus description thereof is omtted. As a
result, the nutual authentication nodule 71 of the receiver 51 acquires

the I D off SAM 311 of the receiver 301 and shares tenporary keys Ktenmp with
the receiver 301. . « uJhe roce&ses caf Steps S462 to S463wmre ®imlar to
t hose of Steps S4025’>and7=840§ gur 59 and thus descri p& on ®hereof is

~omtted. If itdis dete mnp_ggln éBtep-S463that cont ent¢_cancbe
purchased on behal fl 8 recejvgr] 301, -SAM 62 of the regeijverbljsends a
predeterm ned signal tqqt recel y,grf 3014, requesting the |att £b |inform
the former of the ayaill|@)| > apagdexfldiycdnt ent . Upon g0 i the
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In Step S466, the receiver 51 inforns the receiver 301 of the IDs for the
k (=< K) pieces of content that can be stored in the available space the
receiver ‘51 was informed of in Step S465. For exanple, if the available
space in the external storage 312 of the receiver 51 is |arge enough, the
receiver 301 is informed of the IDs for all the.K pieces of content it
wants to purchase. If it is not |arge enough,

- 89 - Lhe Kecepvar 301,is informed.of 4he LDs for only the
content that can bestdBed 8n Hhe dKai |l abl'e space. & & In Step S467, the
data check nmodul e 325 of dthejre eivep 301 searches he Wsage information
storage 312A of the|edtlerh sfolafje 312 for the K f bl ocks BP
that store the k pi¢cqgs n t [whoge I Ds were C in Step S466.

In Step S468, the d nhqulll ¢882% of the
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recei ver 301 conputes hash values by applying a hash function to the data
in the k nunber of blocks BP that were detected - in Step S467 and that are
| ocated i'n the usage informati on storage 312A of the external -storage 312
and checks if the hash values match the respective verification values HP
that are stored in the menory nodule 323 and that correspond to the k

nunber of detected b|g§ksg§P¢iO checkgt he data in the k munb of bl ocks
BP for falsificadion & & & iﬁﬂis etermned in Step S%at the data
in all the bl BP e ted | 7 are free of sifecation, the
process goes| to . Stgf 69, WhE'g' ég;é%l of the receivel33Q1 sqnds a
predet erm ned signgl|&to] t hhe 383%! e it r ough the confridni catjlons bl ock
314, indicat|@F Lhatail|i§ |CoptF|t|@3EeEE ve the k pi ecepgfl.cBrft ent whose
1Ds vere recqied 5. | & |1& @zea;smo, SAM 62 (afiEquiTid|g nodul e
72) of the rdoekEs [AS| predal by &e@% pof UCS and k p|€dd€a%| accounting
i nformati og dgggg d e |t|es | e §p§§5g§ of content. spedific
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Next, in Step S471, SAM 62 of the receiver 51 stores the prepared k pieces
of accounting information in the nenory .nodule 73 and encrypts the
prepared k pieces of UCS together with k nunber of content keys Kco, and a

. signature to.themby a tenporary key Ktenp and sends them to the receiver

301. In tine with the execution of this process, the Kk pieces of content
stored in the HDD 52 are also encrypted with the tenporary key Ktenp and
- sent to the receiver 301. "Next, in Step S472, SAM 311 of the receiver
301 receives, the k pieces of UCS, k nurrber of content keys Kco, signature
to them -and k pi eces of conten in Step S471, and

decrypts themw th the t gnporSAART IOEyPRQOE%) FORFPRHV¢DI[\EG47 t he
encryption/ decryption nmodd e CB)HI{IENiT PR@\HDER@ECURE CﬂN][AIcNERc s the data sent
by the receiver 51 for fal st e—sf gnature received

in Step S472. This process of S|gnature vr|f|cat|on iIs simlar to the

process of Step S33'in FTOUTe ST LIS IEEIERT O™ s

COMPRESS CONTENT - 8202

\
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B!
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&
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&
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PREPARE SECURE CONTAINER 5207
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|

SEND SECURE CONTAINER - $209
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thereof is omtted. If it is determined in Step S473 that the data
fromthe receiver 51 has not been falsified, the process goes to Step
S474, where SAM 311 of the receiver 301 stores the k pieces of UCS, k
nunber of content keys Kco, and k pieces of content received in Step S472
in the k nunber of blocks BP .detected in Step S467, in the usage
informati on storage 312A of the external storage 312. In Step $475,
t he data check nodul e 325 of the receiver 301 conputes hash val ues by
applying a hash function to the data in the k nunber of blocks BP in the

usage i nformati on storage
- 91 - o st or ade S@Mﬁp . R%‘gq%\ﬁf&‘ﬂﬁgﬁe s Kco, and :
content were stored in St V = % R . check nodul e 325

wites the ‘I

EXTRACTS PUBLIC KEY FROM AUTHENTICATION |- 5921
CERTIF ICATE ATTACHED TO SECURE CONTAINER

!

VERIFY THAT SECURE CONTAINER IS FREE OF FALSIFICATION | 5999

v

EXTRACTS UCP FROM SECURE CONTAINER 5223

‘

PREPARE PT - L $224
PREPARE SECURE CONTAINER - $295

v

PERFORMS MUTUAL AUTHENTICATION WITH RECEIVER - 5226

v

SEND SECURE CONTAINER §227

"FIG. 39
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conput ed hash val ues .over the verification values HP that are stored
the menory nodul e 323 and that correspond to the bl ocks BP.
If it is determned in Step S462 that the
if it is determned in Step S463

by proxy S not avallable to the receiver 301, and
- Fyse edbl ocksBPhavebeenf al si fied,
grmned in Step S473 that t he
t he process goes to Step '
I ver 301 nOtIerS the receiver 51 of the

concl udes the process.
‘registration list has
that account settlenent

the process is

data fromthe r#&

been falsified,

S477, where SAM 311

of the re&e

in
Thi s

fal si-ficati € [ h {he process returns
to Step S47 T{ECEL%ELS@?REL%T&NERjH@SEE%IEE@E HEBCD ﬁununber of content
keys Kco, | d k pireces of content are sent again to the
recei ver 301. HRECE|IVEgAUTHENT hGAT | ON kBT SICABE OFr om pheg24cei ver 51 is
retried onlly a prSE€BET KERTROMOSERVIl Gle PROWDER t hat humber is exceeded, the
process is tern1nated“|n thaw case, it is p055|b e to.delete, in Step
S471, the | t ed in the menory nodul e
73 of the. rQM\ng ‘TUﬁnm JNEBLNI §E¢JR |@Tm LeS243 ent er th)e/\ nunber
of times an attenpt at proxy;u#chase processing failed into each of the k
pieces of [GGERPUSAGE DETA ATSTWI THPREFERENCE CRF UCES ANDPTSPEL8bapn of '
|UCS AND ACCOUNTING INFORMATION BASED ON UCP AND PTsf~_-S245
'STORE CONTENT ON HDD - 5246
) ¢_ _
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| v
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the receiver 301 by setting "Status Flag" to 'Restricted" for the SAM

- 92 - 311 ID of the receiver 301 in the registration |ist
when the nunmber of failures exceeds a preset nunber. Now t he
processi ng procedures used by the receiver 51 to purchase content on
behal f of the receiver 401 (by proxy) wll he described with reference to

the flow chart in Fi guf SEARE> ORrREPBBOUCKAGN PRAGESS)ei ver 51 recei ves, from

the receiver 401, the ID of desrred&content and a predeterm ned signa
requesting it tqgpurch the—cont ettty =t ——the—gcei ver 51 perforns
mutual - authent i dation JOMROTE A HASH VALLE QBlBi’Om_B&eo S$84.S26hi s nut ual
authentication is simlar to that dgscribed wth reference to Figure 37

and thus description thereof is_ofi result, the nutual
P By-.7)

aut henti cation nodule 71 g TOESeCOMPUTED NO
- HASH VALUE MATCH HASH
ALUE IN SAM?

YES y
| /5263 ERROR PROCESSING f-5277
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_ 1 -
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| v
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v ' |
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v -
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!
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; _
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! | |
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v
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!
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acquires the SAM 411 ID of the receiver 401 and shares tenporary Keys -
Ktenp with the receiver 401. In Step S502, SAM 62 of the receiver 51
checks the registration |ist stored on the HDD 52 for falsification. If it
is determned that the registration list is free of falsification, SAM 62
of the receiver 51 goes to Step S503 and checks whether content can be
purchased on behalf of the receiver 401 which requested it. The specific
process for that is basically the same as that of Step S403 in Figure 59

and thus description thEceeL—+s—enLLLedr——Li_+L_Ls_deLé;n1ned in Step S503
that account settlement YABLOF ACGRLMT| SEITLENENTt PROCESS di ver 401, SAM 62

of the receiver 51 goes to S504, where it| sends to the receiver 401 the
UCP and PT of the content which it was ifornmed of in advance and which

the receiver 501 want s |WHOTEAL APHENT | AT 10N S PERFORAES iBETEEN |4
- 93 - RECEIVER 51 AND EMD SERVICE CENTER 1 | [ S301

'

RECEIVER 51 SENDS AUTHENTICATION CERTIFICATE
~TO EMD SERVICE CENTER ft 38302

!

RECEIVER 51 SENDS DELIVERY KEY VERSION. UCP.
REGISTRATION LIST, AND ENCRYPTED ACCOUNTING [+ S303
INFORMAT ION TG EMD SERVICE CENTER 1.

END SERVICE CENTER 1 CHECKS “STATUS FLAG"
OF RECEIVER 51 5304

!

EMD SERVICE CENTER 1 ANALYZES ACCOUNTING 1
* INFORMATION AND SETTLES ACCOUNT . [-S30°

!

EMD SERVICE CENTER 1 CHECKS IF ACCOUNTS
WERE SETTLED SUCGESSFULY - 5306
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!

EMD SERVICE CENTER 1 SENDS REG]STRATION LIST |
WITH DELIVERY KEY VERSION ENCRYPTED WITH [+ S308
- TEMPORARY KEY TO RECEIVER 51

!

RECEIVER 51 DELETES EXISTING ACCOUNTING
INFORMATION AND UPDATES: REGISTRATION LIST [+~ S309
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However, it is also possible to pass the UCP, PT, and, con
in the service provider secure container as they are.
SAM 411 of the receiver 401 receives the UCP, PTs, and si

sent by the receiver 51. In Step S506, it checks

receiver 51 for falsification ature.
signature verification is si rN%K@ETof Step
and thus description thereof \s-oSETHEMENT PROCESSt it/is de

en fals
it searches the

S506 that the data fromthe re
the receiver 401 goes to Step
i nformati on storage 412A of thg M@PUAErMHEmmMiﬂm 142939 pr
(not shown) that stores the content—=keyKco—of—tHe conten
pur chased. Next , |n Step S508, the ta check nodul e
recei ver 401 coqputég agﬂg jmqsw
entire data in tthe bl oc et-e6
storage 412A of [the external storage 414N0and checks if ot
mat ches the veri v :

and that corresy
I dentical, i.e.

.S507, . whe

NI R TIER) t R&
t he bI o0k BP ﬂ\éﬁl&Aﬂe'i JQtMEﬂVER IR@1 sage /i
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_J'

¥

( END )
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ghature to them
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S83 in Flgure 37
termned in Step
ified, SAM 411 of

usage
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t to be

425 of the

to the

i nformati on
he hash val ue
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5324

RECEIVER 51 RECEIVES ACCOUNTING INFORMATION

158325

v
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v
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storage 412A is free of falsification, Step S509 is performed next.

In Step S509, SAM 411 of the receiver 401 informs the receiver 51 about
"Usage Details" of the UCP and the IDs of the PTs received in Step S505.
Actual l'y, however, before this process, the display controller 416 of the
recei ver 401 outputs details of the UCP and PTs received in Step S505 to
the display unit (not shown) to present them -

- 94 - : to the user.  Fromthe presented information, the user
sel ects Usage Details of the as well as a PT on the operator panel

(not shomn) Cbnsequently th nput controller 417 receives the signals
(ID of "Usage Detalls of the ? and 1D of the PT) that correspond to the .
user operation, tr € uts themto SAM 411. Then,
SAM 411 sends tﬁy AYﬁ ﬁ R %

roller 417 to -the
recei ver 51 thrph Ri Ys R W - 8332 _
: ' TEMPORARY KEY TO RECEIVER 51

{

RECEPTION }-_-$333

Vs
DOES “STATUS FLAG” CONTAIN YES
OPERATIONAL RESTRIGTION INFORMAT |ON?

iNO
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!

RECEIVER 51. SENDS REGISTRATION LIST
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3
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/5339
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5337

END
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“In this way, the receiver 51 sends a UCP and PTs (the ID and sel ection
items of the content to be purchased) to the receiver 401 that has a
capability to allow-the user to select UCP details and a PT. In place of
the UCP and PT, SAM 62 of the receiver 51 prepares accounting information
and UCS in Step S510, based on the ID of "Usage Details" of the UCP and ID
of the PT (the ID and selection itens of the content ' to be purchased)
received fromthe receiver 401. -Next, in Step S511, SAM 62 of the receiver
51 stores the accounting information prepared in Step S510 in the nenory
modul e 73 and sends the prepared UCS, together wth the content key Kco of
. the content to be purchased and signature to them to thereceiver 401.

I ntimew t ht he executionofthisprocess, the purchased content stored in the
HDD 52 are also sent to the receiver 401. It is also possible to send a
service provider secure container to the receiver 401; to nmke the

recei ver 401 check for falsification, select usage details, and issue a

request for the content that will - be purchased through the receiver 51,
and to hand over UCS and keys. Nex in Step S512, SAM 411 of the
recei ver 401 receives the UCS, conten‘:B-y Kco, signature to them and

content sent by the receiver - 95 -

EMD SERVICE CENTER 1

PREPARES REGISTRATION LisTS [ 5340
EMD SERVICE CENTER 1 SENDS | s

REGISTRATION LISTS TO RECEIVER 51

v

RECEIVER 51 UPDATES REGISTRATION LISTS [1—-S342

FIG. 45
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51 in Step S511, and decrypts themw th the tenporary key Kienp. In Step
S513, the encryption/decryption nodule 424 of the receiver 401 checks the
data sent by the receiver 51 for falsification by verifying the signature
receirved in Step S512. This process of signature verification is simlar
to the process of Step S83 in Figure 37 and thus description thereof is
omtted. If it is determined in Step S513 that the data fromthe
receiver 51 has not been falsified, SAM 411 of the receiver 401 goes to
Step S514, where it stores the UCP, PT, and content received in Step S505
in the HDOD 402. Then, in Step S515, SAM 411 of the receiver 401 stores
the UCS and content key Kco received in Step S512 in the bl ock BP detected
in Step S507, in the usage information storage 412A of the external
storage 412. In Step S516, the data check nodul e 425 of the receiver
401 conputes a hash value by applying a hash function to the data in the
bl ock BP - '
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of the usage information storage 412A of the external storage 412 where
the UCS and content key Kco were stored in Step S515. Then in S517, the
‘data check nodul e 425 wites the conputed hash val ue over the
correspondi ng verification value HP stored in the nenory nodul e 423.

If it is determined in Step S502 that the registration list has been
falsified, if it is detLGI'S'F‘?:IENIDN‘ Step S503 that account settlenent by
proxy is not avallable to t ecei ver 401 and if it is deternined in

Step S508 that the- ek—BR-st-ori-hg—the—usage inf ogratlon has been
falsified, the. procéfss is term.nated.
- 96 - {23 - If it is determined in Stgj) S506 that the data
fromthe receiver{ #| has been falsified, fhe proc&s goes to Step S518,
where SAM 411 of %I;@ recei ver 401 not i_f_i es the regiver 51 of the
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t akes ot her necessary neasures. Then the process returns to Step S504.

"That is, thereby, UCP, PT, and signature to themare sent again to the
receiver 401. In this exanple, this transm ssion fromthe receiver 51 is
retried only a preset nunber of times. Wen that nunber is exceeded, the
process is termnated. . If it is determned in Step S513 that the dat a
fromthe receiver 51 hag jsgesed1apgi fied, the procgss goes to Step S519,
where SAM 411 of the receiver 401 notlfles the reeiver 51 of the

fal sification anC'—t-Tke-s—et-heJ-—neees-sa-wn%asur es. &5Then theprocess returns
to Step S511. TH at&i thereby, the UCS, |content Yey Kco, signature to
them and contenfPane sent again to the feceiver #01. 1In this exanple,
this transm ssi cu_.grom Khe receiver 51 i'§ retri e(EonIy a preset numnber of
times. Wen that |BSiher Ks exceeded, the process i terminated. In that
case, it is possi Eg to delete, in Step S%10, the §ccount| ng information
stored in the mer@g\;; nmod¥l e 73 of the recgiver 51.CHowever, it is also
‘possible to enterebtgg nunber of times an attenpt aF proxy purchase
- processing failed igo the accounting infgrnmation,Zand restrl ct the
operation of the{reagirver 40T Dy Setting (Stdatus FPag”" to 'Restricted
fortheSAMA11 | Dof &nﬁerecel ver 401i n)E her egi gt ret+oer—*++st—when t he nunber of
failures exceeds |&pt esef( nuriper ..o Begi des, al though the content in the
above description=es nugic e %TI_
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data, it can also be noving picture data, still inage data, text data,

- 97 - : or programdata. Then in using a different type of
content, a conpression nethod suitable for the content type can be

sel ected: for exanple, MPEG (NbV|ng Picture Experts Group) can be used if
the content is inmage data—Th k—suiht abl e for the cont ent
can also be selected. "anﬁgwnm@ys%m¥BMacraphy DES which is a
bl ock ci pher was used. HoOWEVer, (trademark), | DEA

- (International Data Encryption Algoritgm, or a stream cipher that_
encrypts a bit or several bits of patp—af d+ti3881can be enpl oyed as wel .

Al t hough conmon- key cryptography was - encr content and content
keys Kco, public-key cryptography can a

* RECEIVER 51 PERFORMS MUTUAL o
AUTHENTICATION WITH RECEIVER 251-i |Fo-$362

— YES (HAS REGISTRATION LIST BEEN FALSIFIED? > 5363
| h— [0

y NO |S ACCOUNT SETTLEMENT BY PROXY S364
__, AVAILABLE TO RECEIVER 251-i?
LYES

(f&> | RECEIVER 51 REQUESTS RECEIVER Z51-i
TO PROVIDE ACCOUNTING INFORMATION [ S369

v

RECEIVER 51 RECEIVES ACCOUNTING INFORMATION ’L/'SSGS

!

“RECEIVER 51 PERFORMS MUTUAL
AUTHENTICATION WiTH EMD SERVICE CENTER 1

!

_RECEIVER 51 SENDS VERSION OF DELIVERY
KEYS, AGCOUNTING INFORMATION, AND 3368
REGISTRATION LIST TO EMD SERVICE CENTER 1

!

EMD SERVICE CENTER 1 CHECKS RECEIVERS 3369
51 AND 251—i FOR-OPERATIONAL RESTRICTIONS|

{ 8370 VES

TS THERE ANY_TLLEGAL ACT ON PART OF REGEIVER
&NO |

EMD SERVIGE CENTER 1 ANALYZES ACCOUNTING | $371
INFORMATION AND SETTLES ACCOUNT s

v

EMD SERVICE CENTER 1 PREPARES $379
REGISTRATION LIST b

®

- FIG. 49
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In the present specification, a system neans entire equi pmrent consisting
of two or nbre equi pnent itens. As for providing nediumfor use in
provi ding the prograns for running the processes described above, in
addition to recording nedia such as nagnetic discs, CD-ROMs, or solid
state-nenories, comunications media such-as satellites can al so be used.
Si nce the receiver 51 according to the enbodi nents of -the present -

i nvention descri bed above can recei accounting information from other
receivers and send it to control ap atus, it.can settle accounts on
behal f of other receivers. Al sor” t he. recei ver according to the

enbodi nents of the present inventigp can prepare usage control status and

send it to other i ggwlg & R together with the key
ot o o TR T SRR
‘hrormation, the TEMPORARY KEY TO RECEIVER 51 |

RECEPTION |»_-S374

: 8315

- DOES “STATUS FLAG” CONTAIN YES
OPERATIONAL RESTRICTION INFORMATION?

‘LNO

RECEIVER 51 ERASES ACCOUNT ING |NFORMAT |ON [~-537§

y

RECEIVER 51 UPDATES DELIVERY KEYS
AND REGISTRATION LISTS

!

RECEIVER 51 SENDS REGISTRATION LISTS
AND DELIVERY KEYS KD TO RECEIVER 251-i [-S378

y

"RECEIVER 2511 UPDATES REGISTRATION ‘
" LISTS AND DELIVERY KEYs [ ~S379 <__C>

5380

RECEIVER 51 TAKES APPROPRIATE

: ACTION IN ACCORDANCE WITH
OPERATIONAL. RESTRICTION |NFORMATION

-CONTAINED IN “STATUS FLAG"

418377

F1G. 50
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- other information processing apparatuses can decrypt and use the encrypted

I nformati on. I ndustrial Applicability The present invention can be
applied to information processing systens that encrypt and distribute
nusi ¢ data, noving picture data, still imge data, text data, or program
data. - : '

EMD SERVICE CENTER 1 PREPARES
REGISTRATION. LISTS 1-$381

!

" EMD SERVICE CENTER 1 SENDS
REGISTRATION LISTS TO RECEIVER 51 [ 502

'

RECEIVER 51 UPDATES REGISTRATION LISTS |»-$383

®

F1G. 51
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_ 99 - ' C ai'ns 1. An

i nformati on processing apparatus which is connected to other information
processi ng appar atuses and whi ch decrypts and uses encrypted information
under the control of a control apparatus, characterized by conprising:
storage neans for storing appropriate proxy account settl enment

by -

(=] > o™
3 N 3
o

& ]

= = a
L w 3 £
(4] [ X
L L

[~ a4

F1G. 52

HDD
USER HOME NETWORK 5

5
G
RECEIVER

EMD SERVICE CENTER 1 ~—f

SERVICE PROVIDER 3
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I nformation for said other information processing apparatuses;

requesting neans for requesting said other information processing
apparatuses to provide appropriate accounting information according to
sai d proxy account settlenment information stored in said storage neans;
first reception neans for receiving said accounting information sent by
said other information processing apparatuses in response to the request

from said requesting neans; - sendi ng. neans for sending said accounting
i nformati on received by said first reception neans to said control
appar at us; "second reception neans for receiving the registration

conditions prepared based on the results of the account settlenent
performed according to said accounting information sent by said sending

‘neans and received fromsaid control apparatus; and control neans for
control | i ng reoperattom, based—on—sart—regtstrat-ofr—congt+enrs—eceryed
by said secdnd reception neans. : ' - L00-
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2. An ihfornationprocessingnethod for ‘an infornationprocessing appar at us
which is connected to other information processing .apparatuses and which
decrypts and uses encrypted information under the control of a control

appar-atus, characterized by conpri sing: . a storage step of storing
appropriate proxy account settlenent information for said other
i nformati on processi ng appar at uses; a requesting step of requesting

said other_ information processing apparatuses to provide appropriate
accounting information according to said proxy account settlenent
information stored in said storage step; a first reception step of
receiving said accounting information sent by said other information
processi ng apparatuses in response to the request from said requesting
step; - - a sending step of sending said accounting information received
by said first reception step to said control apparatus; a second.
reception step of receiving the registration conditions . :

USAGE INFORMATION STORAGE 312A

F1G. 54

USAGE INFORMATION MENORY AREA Re-1 2220 2 e

USAGE NFORMAT 1ON MEMORY AREA Re-2

USAGE INFORMATION MEMORY AREA Re-3
USAGE INFORMATION MEMORY AREA Re-N
USAGE [NFORMATION MEMORY AREA Re-2

[ USAGE 'INFORMAT [ON MEMORY AREA R-1
| USAGE. INFORMAT ION MEMORY AREA RP-N

|

BLOCK Bp-1-
BLOCK ‘Br-M
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prepared based on the results of the account settlenent perforned
according to said accounting information sent by said sending step and

received fromsaid control apparatus; and " a control step of
controlling the operation, based on said registration.conditions received
by said second reception step. 3. A providing nediumthat provides a
conput er - r eadabl e prograrrng]ogEggfmuti ng a process_to an information
processi ng apparatus whic ' ected to ot her ®&nformation processing
appar at uses and whirech——"™— — 5 -101-
rr 11 decryp{s ghd uses encrypted |rformat|ow under the control of -a
control apparatus|ocharacterized in that |said progess conprises: a
storage step of St()Eﬁq appropriate proxy |laccount &ettlenment informati-on
for said other inf¢@ §iog processing appdrat uses;g '
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a requesting step of requesting said other information processing
apparatuses to provide appropriate accounting information according to
sai d proxy account settlenent information stored in said storage step;

a first reception step of receiving said accounting information sent by
said other information processing apparatuses in response to the request

from said requesting step; a sending step of sending said accounting
informati on received by said first reception step to said control
appar at us; a second reception step of receiving the registration

conditions prepared based on the result's of the account settlenent
performed according to said accounting information sent by said sending

step and received fromsaid control appdratusyu and ‘a control stepjof
controlling the operation, based on said registfail ¢n tions received
by said segond reception step. 4. An infoq: [ Cessi ng
appar atus ¢hich i sJconnected to other informati Q2@ g gppar at useg
and whi ch decrypt s"'aH@OWﬂﬂHCA'éIrONSyBlIOGN i it @g ¥ggntrol of @
control apparatus, characteIl Zed by cofpri sing: E'JS : -
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-102- ' first storage neans for storing appropriate proxy
purchase information for said other information processing apparatuses;
first preparation nmeans for preparing appropriate accounting information
according to said proxy purchase information stored in said first storage
means; second preparation neans for preparing appropriate usage
control status according ‘_? §§| R{&)xy purchase information stored in said -
first storage neans; § gIﬂ orage nmeans f@&r storing said

accounting informefion __prepared Dy sal i rst preparation neans; and
sendi ng neans for pe#g) ng said usage contfol stat@d prepared by said
second preparation egghs and the key necegsary to“decrypt said encrypted
i nformation supplipgd=ly said control appajatus. F= :
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sai d second preparation neans prepares said usage control status based on
the data controlled by said input control nmeans with reference to said

di splay controlled by said display neans. 6. An

i nformati onprocessi ngmet hod for ani nfornationprocessing apparatus which is
‘connected to other |nfornat|on proce55|ng apparatuses and whi ch decrypts

and uses epety i apparat us
char act eri g 8§/ yOEcﬁHBﬁHAﬁW@ PROCESS BY REGESWE%t%r%@EEA@prSfRE&Eb\‘E ?
approprlate P OXY P ase  Imrormatio Sal d ot ne OT
processi ng appar at p¥-on ' eP—C -parlno
appropriate accounﬂﬁﬁ ALlWBE FABW 2Bl N CE V 2 ¢ [ANB e cide
informati on stored |n said  first stora@g st ep; . a second preparation

step of preparing a 0 r di 0 said prox
purghasepl mIco rmati on Mﬂ@ﬂiﬁ%ﬁ&m_‘a}vg%éa secong 4

st orage step|of staring said accountlng{jﬁfornatlon prepared by said first
preparation
status prepafed by

—<(dS PROXY PUREHASINGOAWAIEABIH TOERELENVER 3067 $4030nt r ol
Y necessary to

decrypt said] encrypted-d | | trol apparatus.
' . ; RECEIVER 51 NOTIFIES RECEIVER 301 THAT _ '

'CONTENT CAN BE PURCHASED BY PROXY | S404

REGEIVER 301 SEARCH%S USAGE INFORMATION-

STORAGE 312A FOR BLOCK Bp THAT STORES CONTENT| ™ 407

_ YES . /" "HAS BLOCK Bp IN *SAGE INFORMAT | ON }1/8 406
< STORAGE 312A BEEN FALSIFIED9
| [N
NOTIFICATION rL,S407

v

RECEIVER 51 PREPARES ACCOUNT ING 5408
INFORMAT ION AND UGS _ .

-~

| RECEIVER 51 STORES ACCOUNTING |NFORMATION
AND SENDS UGS, CONTENT KEY, SIGNATURE |- S409
T0 THEM, AND CONTENT TO RECEIVER 301

y

RECEPTION |._S410

A ST e ST
C HAS DATA BEEN FALSIFIED’? - >—>{PROCESSING

_ %NO o
RECEIVER 301 STORES UGS, CONTENT KEY,

AND CONTENT IN EXTERNAL STORAGE 312

- S412

RECETVER 301 CONPUTES WASH VALUE OF | .
BLOCK Bp S413

“RECETVER 301 WRITES CONPUTED FASH
VALUE OVER VERIFICATION VALUE Hp

FI6.50
- 59/65
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7. A providing nediun1thét provi des a-conputef-readable program for

executing a process to an information processi ng apparatus which

S

connected to other information processing apparatuses and which

-104-- decrypts and uses encrypted |nfornat|on under the

control 3 -hot—sa-g-Brocess

conpr  sea: (START 0k HURBLS 1RB PRAGESS BY L | iRt 0N BN 0k REGE iR 0D chase

i nformation for said other information broce55|ng appar at uses;.

first preparation Ofar qﬁﬁWﬁ ) Mnf o tion

according to said Bﬁgiw?ﬂ sexﬁgme¥nn OH- °$ ggﬂn :Qg?1 fTrSt storage

step; a second preparation step oy prepari nq a,pprSAﬁ?i at sage .

]cc_nt rol- status 'accc(di NPAS @EGBST(RADH}NXMISIUBEI;*Ni:FgwerDmt @n—gﬁ;ed—?n said -
I rst

FiIL

8433

YES

-<(IS PROXY PURCHASING AVAILABLE TO RECEIVER. 3017>>——N9———-—4>-

RECEIVER o1 NOTIFiES RECEIVER 301 THAT CONTENT

- 5434

CAN BE PURCHASED BY PROXY

v

[RECEIVER 301 SETS INITIAL VALUE ' 1’

- S435

S448

j+1

ON COUNTER ]

RECEIVER 301 SEARCHES USAGE TNFORMATTON
STORAGE 312A FOR BLOCK Bp THAT STORES CONTENT j

- 5436

_ ! e $437
HAS BLOCK Bp TN USAGE INFORMATTON STORAGE
312A BEEN FALSIFIED?

— N0
NOTIFICATION

¥

-+ _-$438

YES -

_——t

RECEIVER 51 PREPARES ACCOUNT ING INFORMATION AND UCS

- $439

T

RECEIVER 51 STORES ACCOUNTING INFORMATION AND
SENDS UCS, CONTENT KEY, SIGNATURE TO THEM, AND
CONTENT j TO RECEIVER 301

[t 5440

y

- $441

RECEPT ION

v

o S442

< HAS DATA BEEN FALSIFIED?

] N0

YES

PROCESS NG|

RECEIVER 301 STORES UCS, CONTENT KEY, AND
CONTENT j IN EXTERNAL STORAGE 312

~ RECEIVER 301 COMPUTES HASH VALUE OF BLOCK Bp

RECEIVER 301 WRITES COEPUTED HASH VALUE OVER

__VERIFICATION VALUE Hp

- 5445

 S447
,r;ffiﬁ%ék YES



storage step;

i nformati on

a second storage step of storing said accounting

prepared by said first preparation step; and

step of sending said usage control status prepared by sai

preparation step and the key necessary to decrypt said

a sending
d second

encrypted -

'“formt'@wwmm
-105- RGHA 51" ON BEHALF OF RECEIVER 301:)

|| MUTUAL AUTHENTICATION BETWEEN RECEIVERS 51 AND 301 [l S461

' 5462

{  HAS REGISTRATION LIST BEEN FALSIFIED? > YES

110 . S463

<:1$ PROXY PURCHASING AVAILABLE TO RECEIVER 3017 )>—Ng————-4>-

JVES

RECEIVER 51 REQUESTS RECEIVER 301 TO
INFORM 1T OF STORAGE GAPAGITY

- 5464 -

v

RECEIVER 301 INFORMS RECE|VER 51 OF AVAILABLE SPACE S465

Y

RECEIVER 51 INFORMS RECEIVER 301 OF CONTENT
CORRESPONDING TO STORAGE CAPACITY

312A FOR BLOCKS Bp THAT STORE CONTENT. -

RECETVER 51 SEARCHES USAGE INFORMATION'STORAGE1,1,;S467

v 8468

HAVE BLOCKS Bp IN USAGE INFORMATION
' STORAGE 312A BEEN FALSIFIED?

-~y NO

[NOTIFICATION |=-s469

¢

YES

RECEIVER 51 PREPARES ACCOUNTING INFORMATION AND UGS | 470

v

RECEIVER 51 STORES ACCOUNTING INFORMATION AND
SENDS UCS, CONTENT KEYS, SIGNATURE TO THEM,
__AND CONTENT TO REGEIVER 301

- S471

Y

'|RECEPTION |=_- 5472

L 8413 o ST

 HAS DATA BEEN FALSIFIED? PROCESS ING

10

RECEIVER 301 STORES UCS, CONTENT KEY, AND
CONTENT IN EXTERNAL STORAGE 312

8474

v

- [RECEIVER 301 COMPUTES HASH VALUES OF BLOCKS Bp

y

RECEIVER 301 WRITES COMPUTED HASH VALUES OVER
VERIFICATION VALUES Hp .

FIG. 61
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(:TART OF PURCHASING PROCESS BY RECEIVER 51 ON BEHALF OF RECEIVER 40j>

v

MUTUAL AUTHENTICATION BETWEEN RECEIVERS 51 AND 401 {ln-S501

——;-—;——-<(HAs REGISTRATION LIST BEEN FALSIFIED? > 8502

[0 |
-<+—N94( IS PROXY PURCHASING AVAILABLE TO RECEIVER 4017ﬁ>71/f8503

| T YES
“REGEIVER 51 SENES-UCP, PT, AND

SIGNATURE TO RECEIVER 201 - S504
& .
RECEPTION}~- 5505
' - oL | YES —
% HAS DATA BEEN FALSIFIED? > =>JPROCESSING}-._-S518

NO

RECEIVER 401 SEARCHES USAGE INFORWATION
STORAGE 412 FOR BLOCKS Bp THAT STORE CONTENT KEY[~ S507

_ YES /" HAS BLOCK Bp IN USAGE INFORMAT ION :>1’,3508
STORAGE 412A BEEN FALSIFIED?
y NO

“END RECEIVER 407 NOTIFIES RECEIVER 51 OF s500
~~ SELECTED USAGE DETAILS et

¥

RECEIVER 51 PREPARES ACCOUNTING INFORMATION AND UCS [~-S510

JF?‘*

REGEIVER 51 STORES ACCOUNTING INFORMATION
" AND SENDS UCS, CONTENT KEY, SIGNATURE | S511
TO THEM, AND CONTENT TO RECEIVER 401

y

RECEPTION |- g519 S513

- v _ AL YES
C HAS DATA BEEN FALSIFIED? >—[PROCESS NG} 519
-y NO |
RECETVER 401 STORES UCS. PT, AND
CONTENT ON HDD 402 13514

FIG. 62
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7

RECEIVER 401 STORES UCS AND CONTENT KEY
IN BLOCK BP OF EXTERNAL STORAGE 412

5615

I |

RECEIVER 401 COMPUTES HASH VALUE
OF BLOCK Bp

75516

!

RECEIVER 401 WRITES COMPUTED HASH VALUE
: OVER VERIFICATION VALUE Hp

END. -

FIG. 63
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Explanation of Reference Numerals
1 ...EMDservicecenter,2 ... content provider, 3 ...eervicepfovider,
5... user-home network, 11 ... service provider management-section,
12 ...contentprovidernmnagementsection,lB,..copyrightnmnagement
section, 14 :.. key server, 15 ... log data management éection, 16 ...
profit—sharing eeotion, 17 ... mutual authentication section, 18
nsermanagementsection,l9 ... billing section, 20 ;.5cashiersection;
21 ... audit section, 31 ...contentserver,32...watermarkingsection,
33 ... compression section, 34.... encryption section,l35 v random
number'generator.seotion, 36 ... encryption section, 37 ..; policy
~storage section, 38.... secure container preparation section, 39 ...
mutual authentication section, 41 ... content server, 42 ... pricing
section, 43 ... policy storage éection, 44 ... secure container.
. preparation section, 45'... mutual authentication section, 51
receiver, 52 ... HDD,_61 ...communication block, 62 ... SAM, 63 ...
external Storage, 64 ... decompression section, 65 ... communication
block, 66 ... interface, 67 ... display controller, 68 ... input
controller, 71 ... mutuel authentication modnle, 72 ... accounting
module, 73 ...memorynmdule,74 ... encryption/decryption module, 75 ...
datacheckmodule,91...decryptionunit,92 ... random number generator
unit, 93 ... enoryption unit,.101 ... mutual authentication module,
102.,}. dectyption module, 103 ... decryption module, 104
decompression module, 105 ..; watermarking module, 201 ... receiver,
202 ... ﬁDD, |
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211 ... commuﬁicatiOn block, 212 ... SAM, 213 ... external storage,
214 ... decompression section, 215 ... communication. block, 216
ihterface,Zl? ;..displaYCbntroller;ZlS ... ilnput controller, 221 ...
_mutualauthenticationnmdule,22é ...accountiﬁgnmdule;223 ... Memory
modulé,224...encryption/decryptionnmdule,225 . .. data check module,
231. “en decryptiQn.unit, 232 ... fandonlnumber‘genérator‘unit( 233 ...
encryption unit, 241 ... mutual authentication module, 242 ...
decryptioh module, 243 ... decryption module, 244 . decompression
module, 245 ... watermarking module, 301 ... receiver, 311 ... SAM,
312 .;. external storage, 313 ... decompression séction, 314
communication block, 321 ... mutual authentication module, 322 ...
éccounting module, 323 ... memory mddule, 324 ..,
_encryption/decryption module, 325 ... data check module, 331
decryption unif,_332 ... random number generatdr unit, 333 ... ¢
encryption unit, 341 ... mutual authentication module, 342
decryption module; 344 ... decompreséion module} 345 ... watermarking
module, 401 ... receiver,=402 ... HDD, 411 ... SAM, 412 ... external
| storage, 413 ... decompression section, 414 ... communication block,
415...interface,416 ...displaycontrdllerj417 ... input controller,
421-;..mutualauthenticationnwdule,422 ..;accountingnmdule,423...
memory module, 424 ...encryption/décryptionnmdule,425 ... data check
module, 431 ... decryption unit, 432 ... random:numbéi generator unit,
433 ... encryption unit, 441 ... mutual authentication module, 442 .
decryption module, 443 ... decryption module, 444 ... decompression

module, 445 ... watermarking modulé.
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