METHOD AND SYSTEM FOR STORI NG A ND RETRI EVI NG | NFORVATI ON FI ELD OF THE

| NVENTI ON The present invention relates generally to a nethod and a system
for storiwgangseagri eving el ectronic i nformati on. The wetrhpdooanesssy st em of
the invention are particularly directed. to the storage of electronic
information that requires to be secured and that nust be available for use
by various applications. The nethod also refers to a nethod for storing and
retrieving applicative data that relates to said informati on. BACKGROUND OF
THE | NVENTI ONSecuring the storage and the mani pul ati on of sensitive
information is a major issue in particular for organizations wherein many
applications have to use such sensitive information. The devel opnent of

el ectronic transactions increases the nunber of transactions requiring
sensitive information. Besides, in order to facilitate the transactions and
to be nore attractive for users, many organi zations strive to obviate the
need for re-entering all needed data to conplete a transaction. This

i npliesbto store sensitive information. Yet, storing sensitive information
can hardly be totally secure. Indeed, databases storing sensitive
information may possi bly be stolen, or hacked. Moreover, sensitive
information may possibly be illegally retrieved during its transm ssion
fromthe database that stores it to the application that processes it. To
increase the security of the storage, sone systens allowto split the
sensitive information in two parts and to store each part in a respective
dat abase. However, these systens have turned out to be not totally
satisfactory in particular in an environment where various applications
need to process the same sensitive information. These various applications
may bel®un by a single organization that provides many services. Qd obal

Di stribution Systems (GDS) such as AMADEUS or SABRE are typical exanples of
such organi zations that provide many services involving various
applications which require sensitive information. Several distinct
conpani es may al so cooperate to provide integrated services to custoners.
For instance, an e-nerchant and a bank nay cooperate to provide custoners
wi th easy online purchase solutions. Several nmerchants can al so cooperate
to forman organi zation and provide custoners with a w der range of
services and products. It is an object of the invention to provide an

efficient and user attractive nethod
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20 FIELD OF THE INVENTION

The present invention relates generally to a method and a system for storing

and retrieving electronic information. The method and system of the invention are
particularly directed to the storage of electronic information that requires to be secured
and that must be available for use by various applications. The method also refers to a

25 method for storing and retrieving applicative data that relates to said information.

BACKGROUND OF THE INVENTION




for storing and retrieving information in an environnent wherein nmany
applications nmay need to process the sane sensitive information. SUMVARY OF
THE | NVENVOGoldse21i8nvent i on descri bes a net hod of stori rgTardomwessssevi ng a
utilization data associated to a sensitiye information which requires to be
secured in a distributed environnent conprising a plurality of application
systens ASi, =i that can use said i nform.lati on and said _utilization data.
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sai d inforngueoin SATRNASRS drignikloay wrstinomady HppRcatidnginges tapid eadH on
system ASj of said Blpur_al ity of application systens ASi,=I n receives said
i nf or mat i oFCAHWSBIEPAY®Ss from said i nformation an extracted data and a

conpl enent ary datha. dEbglogmbracife@ledabricandnsittios® MPLRABES athy dRiibedl 6f
generated in such a manner that; - when they are taken |ndep§ndentlg®|t is
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generated and used. Further, the given application system AS] generates an
encoded i nfl'df fefd f8hrer?'3ﬁ‘i'%?'b|”f?eﬁ'f38rdﬁ‘&‘Pé}‘Pﬁ‘pﬁ%ﬁ,”ai”?a‘é'@Hd '$ H‘jéo"g%‘? sleteed

data and t Ren&MEOMESIMalbI Y&l 5Ang GelsiBRY MWEIrm3N6H €ah Pardlyibe BRIy 8ecsEst em
SS generates ag i nd%x | D and assi.gns, &Fgl s_index ID ttg i)he encoded
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s associated to the server system SS. The server system urther
forwards t @ SRS MM etdﬁ@bé‘ﬁ%g}??étﬁfﬂﬁ 'Ué’tth%ﬁp@%?%%ﬂé?roiﬁ?ssﬁﬁ& plurality
of application gysirersasdShe=$edirityTBRhe Sirsgd)i e appehabiom t6 ysplie ieAS]
assigns the index %D to an agglicat'on stored data rel ated({?gathe
i nf or mat i orfeNEHYFANTPNAIHEN v ﬂ”%ﬁ’b‘i focSRTe S7CR patt dhd K§PeE Vs 4A8. | ndex | D
along with said Huwdves athesd systeredhadt aurhed autlababaset DBAsy satsaetiost @d to
sai d given a PI'Cation server tAS' . According to a first use case of the
Cnvent 1B PREICHEF 17 23 pfroRReRl Maetentarions GRRea GRS A1R80 1A SRR BaSRe
stored dat aehstivdigfoeaaidrenent ary data. Thus, the given application system

AS] only sends e extracted data and the encoded infornmation. There is no
exchange of | sendERs YargieomRiFslisRs TG PEEYT D diaolp MEORIKAIER dhatiinddes 1 he

gi ven appl infay 2ivicass GrsBafBiistiititltign Syeteas (GTES)CRER a6 MVIARE YSURISABRE atde | D
and since t he@gat abase qI?ES[USS of the .ser\(er sgs emonly stores, the extracted
data, the &YRIGUEITRIESHALFDPrANFALARS MadHoNds manérreadissaedynd ygrious
conpl eg@nt applications which require sensitive information.

Several distinct companies may also cooperate to provide integrated services to
customers. For instance, an e-merchant and a bank may cooperate to provide
customers with easy online purchase solutions. Several merchants can also cooperate
to form an organization and provide customers with a wider range of services and

25  products.

It is an object of the invention to provide an efficient and user attractive method

for storing and retrieving information in an environment wherein many applications may

need to process the same sensitive information.

30 SUMMARY OF THE INVENTION

The invention describes a method of storing and retrieving a utilization data

associated to a sensitive information which requires to be secured in a distributed
environment comprising a plurality of application systems ASi-q , that can use said
information and said utilization data. Typical examples of sensitive information are

35 credit card numbers. Storing said information comprises the below mentioned steps.



data are never stored in the sane database. Therefore, sniffing the
networ k, stealing, or hacking any one of the database of the given

appl i cat iwo 28atser8AS] or the dat abase of the server systempRBS®cdees not
enable to get either conplenmentary and extracted data or the full

information. Therefore the i nformati on cannot be rebuilt and illegally
used. Besides, the index ID d by servelr system SS and not by
t he given appl i éafivem aQ??@B?H i\g ev%#%f&ﬁ@@e?'\%@&’tﬁ@@ BPASYPEAS Alesn  an
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such meohod iNevwystbm gg.ovide the plurality of application systems ASi, =i n
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receives the, jndex | and sen the index IDto the server system SS. The

server systs@%%@”raé’cpf?aé\98§ef"re6 t he database of the server system SS the
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Thus, the given application system AS; only sends the extracted data and the
encoded information. There is no exchange of sensitive information. Besides, since the
database DB,s; of the given application system AS; only stores the complementary data

25 and the ID and since the database DBss of the server system only stores, the extracted
data, the encoded information and the index ID, then extracted and complementary
data are never stored in the same database. Therefore, sniffing the network, stealing,
or hacking any one of the database of the given application system AS; or the database
of the server system DBggs does not enable to get either complementary and extracted

30 data or the full information. Therefore the information cannot be rebuilt and illegally
used.

Besides, the index ID is generated by the server system SS and not by the
given application system AS; which receives the information. Thus, an index ID is
assigned to a single pair formed of encoded information and extracted data. Therefore,

35 there is no concurrent index ID related to the same information. In order to exchange

data related to a given information, the various application systems ASii-1 , can share



and rebuilds the information fromthe extracted and the conpl enentary data.
Thus, an application of the considered application system ASkK can use the
i nf or mat iwo.20l0ns2418l | sensitive information is never exebamypeshonesssst or ed.
The information is only avail able at the considered application ASK system
when said considered application system ASkKk handl es a process that requires

said sensitive nformatign. Typically, the information is stored in the
process meff yNaNE Wgabéﬁeaﬁ%é.tedd&éatdhé‘?%‘@“?’%ngﬁ?%?'eg'éd,thec HYeP¥ibirat i on
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decreases trésivd sikhedfthé @xFaded IdBES vheh sSRil sbfieatsdrt systerh é FdRIddoRitien t he
user nmani pul ates or enters it. According to % first event of this first use
case, said' siS[B&" d8 "gepive d ?i'B&%' tRNASRI] aPRIKRLIQE G¥seRpRtIessts dif
system ASj extrddted dafahihdstheRnedddoaaivatits TherefopdueRRistiaday alibfsao provedd d

consi der ed %gpl ication system ASK copprises, receivi t he }]ndex ID at said
gi ven appl iR PGS P PRRICREPN SYEeMmst PPisv NNt YRLIKS i PeRfePRISAHGL
conpl emgnt ayyemat ASWD| GBqlie & GaRde fre@ermint@hres. RBASHingysaw alvedtidro t he
gi ven applgﬁﬁtlon SéﬁtenlA% . Thus, in case tge o%@%dgre | application
syst em ASk APV REFHEEASIO3RE 1oh MBIt GRSRATPS Tt t %Hﬁ" AT PR YESKRYTE t hi s
i nf or mat i omsithehapgrpel ementary data can be retrieved upon reception of the

index ID directly fromthe database DBAsk of the considered appljcation
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index ID, and sends the index ID to the server system SS. The server system SS

retrieves from the database of the server system SS the extracted data corresponding

to said ID. It further sends the extracted data to said considered application system

ASy. Then, the considered application system ASi receives the complementary data

25 and rebuilds the information from the extracted and the complementary data. Thus, an

application of the considered application system ASi can use the information.

The full sensitive information is never exchanged nor stored. The information is
only available at the considered application AS¢ system when said considered
application system ASy handles a process that requires said sensitive information.

30  Typically, the information is stored in the process memory and nowhere else. Once the
use is completed, the information is removed. Besides, the extracted and
complementary data are not stored in the same database. Therefore, sniffing the
networks or stealing any one of the databases does not enable to obtain the sensitive
information.

35 Since the invention allows to make the sensitive information available through

entering a mere index, the invention obviates additional re-entering or manipulation of



requires the information corresponding to this index ID, it checks whether
this index IDis stored in its associ ated dat abase DBAsk- In case this

dat abase woesioz218onpri se this index 1D, or does not ceUPEPI@®INESS

conpl enentary data corresponding to sai ¢ index, said considered application
ASk system sends a request. This request conprises the index ID for which
information is required. The_request arrives to the give lication
system ASj e SeNsityF RN E%\?rggﬁe’é%tr@ﬁ?tﬁﬁ éqcée%%glﬁ i %%)% d o9& gbase
whi ch i ndeﬁaw gehgitie@mnilrmem whin dw%tL%eV\iAnTahipré%s!d?%Ker$ P In rezponze to DSBaAls d
request, the given i catjon system. retrieves fromits datapase

[ he coml enentaryaal b Tror Ehe! e fhstrine i Salr GarsidsErd eBRICaPTSy ot om
ASK. Furt heystetnn@aseoashéleive apilicatat ispsteMSKSS yRIBMiRLREAP bheedehdlRx thed the
server Systen1SS in order to receive the extracted data Thus, the
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W t hout requilri that the given application AS syst forwards jt the
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exchange ofapgiiaioh ey MS(ajetdhs expatiedahd @Bmpkaichigy dstat Sidaddnyobisiethe

transpiéent. Accor di ng{q. to a second use case of the invention, the
utilizaPi ofeH4ES ™AW AURB- appl i cation stored data are identical and are
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More particularly when a considered application ASi receives an index ID and
requires the information corresponding to this index ID, it checks whether this index ID
is stored in its associated database DBask. In case this database does not comprise

25 this index ID, or does not comprise the complementary data corresponding to said
index, said considered application AS¢ system sends a request. This request
comprises the index ID for which information is required. The request arrives to the
given application system AS;. The given application system AS; is associated to a
database which indexes the complementary data with the index ID.

30 In response to said request, the given application system AS; retrieves from its
database DBagj the complementary data and forwards it to the considered application
system ASy. Further, the considered application ASx system sends the index to the
server system SS in order to receive the extracted data Thus, the considered ASy
application system can combine the complementary data and the extracted data to

35 obtain and use the required information.



conprises the follow ng steps. Said considered application system ASk
receives the sensitive information. It generates the extracted data and the
encoded iwbaomristns from said i nformation. The consi der edTappéoooaisson
system ASk sends the extracted data and g he encoded information to the
server system (SS). Then, the server system (SS) retrieves fromthe

dat abase of the_server stem DBss e index ID corres ding to the pair
formed of both EXErcRPsidg e&a@%"aﬂ@%&g@a@a‘%m ke Pbﬁtopq ﬂ‘ef ?@?”Kaﬁg
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applicati O@nléMSanQrBaﬁ&KAS%ys@ﬁferQrd@mhé@@ﬁnbl\émeﬁﬁatrﬁdatbl ke for the first use
case, 5 this sg_g]ond use case, the risk of theft of the credit card is
antly r
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of this second ugeo@iags, tﬁehﬁvmaﬁlpetﬁ/r@@ Agelilediahétibd §168 beVaBSkhd seddlTer gi ven
application t]5(/)stem ASj s, the a Iigatlve data is retr| eved fr mthe
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any application syste This allo e and user frjendly use of sa
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| ndeed t he ydattedraparedf. the given application system AS) does not even have

to conprise any of the conpl enment ary dat extr a or jnformation.
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ASk do28 noibtet orfdrirsttal iRfolrhations sestbrabegtofilatdabaste.) DBAsk the applicative data
I ndexed wi th t h%eltrlnec\j/ﬁﬁ)g(; Isa[?d e-qrphpllllgétive data at any considered application system ASy
comprises the following steps. Said considered application system ASy receives the
sensitive information. It generates the extracted data and the encoded information from
said information. The considered application system ASi sends the extracted data and
25 the encoded information to the server system (SS).
Then, the server system (SS) retrieves from the database of the server system
DBgs the index ID corresponding to the pair formed of both extracted data and encoded
information. It forwards the index ID to said considered application system AS.
The considered application system ASy receives the index ID and retrieves the
30 applicative data indexed with the index ID. Thus, an application of the considered
application system ASi can use the applicative data.
Like for the first use case, in this second use case, the risk of theft of the credit
card is significantly reduced since neither the considered application system ASy, nor
the server system keeps the full information. Besides, neither is full information ever
35 transmitted in a single transmission between any application system AS -4, and the

server system SS.



retrieving the applicative data conprises the steps indicated bel ow. Upon
reception of the index ID fromthe server system the considered

appl i cat iwo 28yatsers ASKk sends said index ID to the gi venpapppre@aiossnl syst em
ASj] . Then the given application system-AS] receives the index |ID and
retrieves fromits database DBAsj the applicative data thanks to the index

ID. Finally, th iven application_system AS] sends the applicative data to
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t hrough a K¥8f™function. In a preferred enbodi nent, the hashed function is

unknp}/\/_n to Ithe TRUY EtheSYShREMERY)y alhexehqEe datdard R¥ad dtordaih| vssante
significant

limt the risk.that a person, obtain the sensitive.
nPor mat | oeahESE gRY HedRbET AP NG AVSIRAP GRS PEREST MEmEny ciribs ARRICEIEN The
invention alhea denewtidgsheeditsteddt® bnd thy éit@dad thféréiativeVAGBrdndgiy,iSnifdrif | on

FPe Crad MR A BCARCH I TR e LRI

ASi, =i n that cagcolaiRgS®d th igatemdraivieAn oRNMiss dkcbridt iuke Zeddep nthdatdhsidbhed

SySt e O gy le %, WOl eS8 el et S5 SIS el BB s =

n- Sai d gi \e@plicapeh | §RtenPNASY BN dplicdtnakyaag eAs] adoes! AGEicBmMPEse ah dits

|t ormat | on, SSTel Al amone Lalonet L anextiacied Satasnga

dat a t a8en rétridapg ticapdlizathel diga compliddsttheBtepkandickted Bed@i Upbnfredepasn en CCH

by any the index ID from the server system, the considered application system ASy sends said
index ID to the given application system AS;. Then the given application system AS;
receives the index ID and retrieves from its database DBag;j the applicative data thanks
to the index ID. Finally, the given application system AS; sends the applicative data to

25 the considered application system ASy.

This second event of the second case highlights the fact that even in case a
considered application system ASy does not store a required applicative data, this
considered application system ASy can be provided with this applicative data while
keeping a high level of security for the sensitive information. Indeed, this sensitive

30 information is never stored nor transmitted in a single transmission between any of the

application system or between any application system and the server system.

In a preferred embodiment the step of generating complementary data and
extracted data includes dividing the information into a first portion and a second

portion.



application system ASi,=i n and such that said information can be generated
and used fromsaid extracted and conpl enentary data taken together,

gener at i ngoaoioarsgnded i nformati on from sai d i nformati onpcsardicogeisse
extracted data and the encoded informatipon to a server system SS. The
server system SS is arranged for: generating an index |ID and assigning this

index D to the_encoded informati on and the extracte ata, storing.the
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| D to an apRjit@htHeUiedt @rédusidta related to the information, - storing the
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( ed for conducti t he net hod scri bed gbove.
The appl i c&f”?t{?ﬁ'”%%’ttg?nﬁf"ﬂéﬁd HBFHOP T H?‘%E’“@”H@rﬂgeeﬁ’sr}’?rﬁyéteﬁh@%s SreiRre ifpr i ses
a_process WRgRndh anslvd %o O?i@hﬁi?ﬁﬂl@i il tHeatisk tret ia”;{)@ééfﬁiﬂé?”otitgin?ﬁ@isbaﬂﬁ\ﬁé only
in the process nenory. ce the application system has use e
i nfor ma!to [ Omforinfat@&t@%/)ggh g%ﬁeaSlPg&,#}?&?ﬂgpﬁ%%\/erﬁiﬁgl%gﬁﬁrl ‘{g’”’f‘ﬂ@”sensi tive
informupi on i s MheMUcALGE SIS prdvidesal §yelentl iR stofiigSankirsiriksing Reutilizaivh data
theft. In a greferred e odi,rrenh,, the_sgst m conpr i ses, F&) | east. a cache
mechani sm B35S HRICH ibRLLGrRGUPR YA spaulg é‘bE? SECHTHR %§§ reHedRgVoNeR: cache
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enbodi ment 9K Uizationate TiF Yt &) TeshVenioprnditess? SPRRy SRR G hihi ch
i's part of gike SONUARA SisRnJeS; Sedrgl aaid pialt) dfSafpNBRTONSSBtdnis SR .
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one of 'Phe 9IYSH ARPISPUARSYBIRR Ar'B ATARYTHRE to occur at the application

system whi ch host srekBi®ing said information,

- generating from said information an extracted data and a complementary
data, such that said extracted data and said complementary data taken
independently being insufficient for using said information CC# by any

20 application system ASi-y , and such that said information can be generated
and used from said extracted and complementary data taken together,

- generating an encoded information from said information,

- sending the extracted data and the encoded information to a server system
SS.

25 The server system SS is arranged for:

- generating an index ID and assigning this index ID to the encoded
information and the extracted data,

- storing the encoded information, the extracted data and the index ID in a
database DBgs associated to the server system SS,

30 - forwarding the index ID to said given application system AS; of the plurality
of application systems ASi-q_,
The given application system AS; is also arranged for:

- assigning the index ID to an application stored data related to the
information,

35 - storing the index ID along with said application stored data in a database

DBasj associated to said given application server AS;.



proxy conponent: generating the conplenentary data and the extracted data
fromthe information, generating the encoded information fromsaid

i nf or mat iwo,200@3eH18g t he extracted data and t he encodedpicmfrpeemios4zs1 t 0 t he
server system SS, sending the conplenentary data in the database associated
to the application system hosting the proxy conponent, generating nessages
including the data to be sent fromthe plication system hosting the proxy
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proxy conponent, said nessages being in an EDI FACT |ike format. Typically,
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exchanges, nidiforpr oXy conponent significantly facilitates the integration of

any application jn the system of the invention, In another e di ment  of
the system of t REICEn{ENEPRICAIPH S | %’ii%ﬁgsy‘& PaReNnd r@ iy

pr Or_y C0ﬁp@rﬁ@ﬂﬁﬂiati@ﬁdTﬁ@B?P@&h@bénsimupfoﬂdatﬁ%tiisGigSmbbé édcésgr?w.aft’éhﬁge. THiEch an
appl i cation system ca r instance format/read nmessages fromthe server
system corlfﬁl'f‘g&e rﬂ%éogm?gtded version of the information etc. In a

particypar enmboth BRéfe@éd ERBOLIMERNth® Bystémeorpribed acieastrd s&hetrhgcaalshpwi ng
steps at any considered application system ASK. The _consi ered%ggPlication
syst em ASk "y dhfe PERCESSIRY D& %é@%‘&é“%ﬁtﬁt?@i Kyl hnér SCE HEBXEEISTD!S Then,

it sends ta@rbhged & ¥Rfe HShRIMaRI MUt provsssRgess daill Inf@matibM ETHERS Wer
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rebuild application system. The role of the proxy component is to handle at least one of the
following steps that are intended to occur at the application system which hosts the
proxy component:
- generating the complementary data and the extracted data from the
20 information,

- generating the encoded information from said information,

- sending the extracted data and the encoded information to the server system
SS,

- sending the complementary data in the database associated to the

25 application system hosting the proxy component,

- generating messages including the data to be sent from the application
system hosting the proxy component, said messages being in EDIFACT like
format,

- reading messages including the data to be received at the application

30 system hosting the proxy component, said messages being in an EDIFACT
like format.

Typically, the proxy component can be a middleware library. It provides various

APl (Application Programming Interfaces) that interface the application of the

application system with the server system. The proxy component can also comprise a

35 cache mechanism.



all the information for which the extracted data has been received fromthe
server system Accordingly, with one single transaction an application

syst em canoenghsaeiki st of indexes to the server system iPoT@PI@N/06435T €Cei ve
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si gni fi cantahy réfievdy eakcht éxtrialetli RNE ags oia@tltol 4R ex AT comBHEEl hahéRequest
alternative enbodlc_)rrre only the encoded information is sent to the server

system in &PFERIE dig SRIVETRYSIeAR8NIS @ "CARCTEFITTCALT 6 MRYS% ralrievesl
the risk texggite@ddwaong i ndex with this enbodi nent is higher than Wnen bot h

extracted data d encoded i nformation are in_the request, said risk
Femai ndbvery. | oo (Bh CSnEIEPIE: ARPLCRRBATP IR ASH SSGSREE B EaPD) LSRRI hen
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sendi ng eayextracte o, the server system | nf ormati on can be

constitut ed the AvfRERation flc‘j’ét"‘f thes%i%[ d3ta ESHRGET: TESRIVET THoR: thenPRI¥er As

desi gnat ed sisteihe pr esent invention, information is not limted to nunbers.

Extracted data gnd co nt ar f,atn al sp mclmﬂe nunber s, Ietters ol s
Boled

c oyp
o conbi nat T on ACCRTIBOBHEE ChASIeEoRe A R RO Lo A I B o
data apd Kiinuéxeé td theesneuelsted imordee tSreckiot bttt exdnaaiedl fata poredspbeding YO deos
ete. the list of indexes.
Such batch processes can also be used for retrieving applicative data. Indeed,
a considered application system can send to the server system SS a request message
that contains a list of extracted data and encoded versions of the sensitive information.
25 The server system retrieves from its database each index that is assigned to a pair of
extracted data and encoded version included in the request message. Then it sends to
the considered application system a response message comprising the indexes that
have been retrieved. Thus, the considered application system can retrieved the
applicative data that are indexed with the indexes of the response message.
30 Therefore, such batch processes allow substantially simplifying and speeding
up the retrieval of information for many users. Accordingly, the invention provides a
method that enhances services offered to application’s users. Such batch processes
are particularly useful when new applications are migrating to the storage system of the
present invention. Indeed when conducting migrations, large amount of data have to be

35  stored quickly and easily.



The system may al so conprise additional security means. These security
nmeans are arranged for reinforcing the security of the exchanges between
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message is actually authorized. They can di scard nessages sent by non

aut hori zed senders. [For stance, access to th server stem

limted to a li CP%rH'”HuF?og'? e F0oug tReCIEY %{BB‘P PERE RREh s‘%}(‘ér?%tﬁﬂng%/tﬂ and
practical, ] e?@@dgdl EnYorﬁ‘ﬁﬂdSﬁ APersbar B e syNbi @9st@md|ndt6|@é]9’@@s |r@l|ﬁ|e@ét tieX Ghrirged
nmessages be en e variou onen S 0 e system Secur.i s nmay
Pl A P R b g iy R R T e AT S S
at t enpt ed. r.Ithre@me@l\ﬁ,@ngr}cdeude means for nonitoring and recordi ng
exchanges, transactions and processip dat a. BRI EF DESCRI PTI ON O: THE
DRAW NG3 QO her FePTdngdo aB@”EE‘@EVE‘a?fB ‘g‘HWEH*b Qﬁ'ééh%?”‘ioﬁiéd' UERIPB $ENt fo

]pef:f)me mor ]?hé?‘s@'aéﬂ SysRIAPRT Gribr tﬁ)rr@dffél%@ﬂ\edﬁ?@ﬂ?tﬂhé @pplmiu@\%ygtém UsitHoatethdoy t he
(0] oW ng I gur es IS a 1 g eve ocC a an exa

conpri sing ﬁﬁé’ ﬂ%hao‘ﬁ"oé‘srﬁﬂ?ﬁfémhstp@fe”éb%&}@%rﬁ hig %&%?’%’%B%Wﬂ”ﬁ%ﬁ%&
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bl ock doagnaisedlid aistdsaharigulatingesRAn@nying h@@?ﬂeﬂﬁacﬁa@ﬂﬁté fovtBe koiver sEtdron

retrieval. - is a high leyel plock agramillustrating a firsj use
case of appli caﬁ‘f%“ﬂﬁ’f‘a(;af‘etier?%m“te GUgoe E?% g fYT Q,JélorlSP%ElQaH?%@{ am

illustrati mge fhr&ﬁ@@ﬂiéslgﬁ@te@aﬁmeoére@émhrlvéaﬁcbn/(ﬁwfda’iaaloh@lﬁcbt%fﬁ*tbd téRImAbéED
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descri bed with epartlngfromthe spirit
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ot SciBe JIeSaHEN AR URBFSN N pSGOIRAS ITHSEr A S oyst em accor di ng to ¢ he
invention for straei §igteantnaetaldoeeomprisenfaaniffdhdl Osbcurity means. These security
means are arranged for reinforcing the security of the exchanges between the various
application systems and between the application systems and the server system.
These security means can check whether the sender of each message is actually
20 authorized. They can discard messages sent by non authorized senders. For instance,
access to the server system may be limited to a limited number of authorized
applications systems.
In practical, security means perform encryption and decryption of exchanged
messages between the various components of the system. Security means may also
25 comprise means for triggering a warning when an abnormal operation is attempted.
They can also include means for monitoring and recording exchanges, transactions

and processing of data.

BRIEF DESCRIPTION OF THE DRAWINGS

30 Other features, objects and advantages of the invention will become more

clearly apparent from the description below, illustrated by the following figures:
- FIG.1 is a high level block diagram of an example comprising the major
components of a system according to the invention.
- FIG. 2 is a high level block diagram illustrating a use case for storing sensitive

35 information.



The system conprises n application systens which are referenced ASi, AS2..,
ASl.., ASn. Each application systemis associated to a database DBAsi,
DBAs2- -, WBA®I0/052218DBASP- The applicati on systens conpripee/ERp@oio6ssi ons
that are intended to use sensitive infogyation. They are run by an
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associated to this serv stem S The stem al so conprises a
communi 2at i on” né:ﬂékoq’ K aglﬁhyggl blaghefingian '}é?tr?tﬁ‘ﬂe? gE?ﬁHé%tcés%Qgﬁppajb’ﬁf'Yecati on
system AS1 wit h ghberefRivder system SS. The conmuni cati on network aI so all ows

t he application y o exchange i nfornmation together
di stributed envi é i@rﬂ"ﬁlgﬁi@&ﬁ?lg@%@a@aﬁ" "'Hﬂﬂ'@t'(}%?ﬁ@ﬁ%”‘}ckﬁ?p%ﬁ@rﬂf §pBFf°a{'Y?e
system ar e renotgataretegat ed. The conponents of the information storage

system execute processes that provide secure storage and retrieval of
sensitive or valuable information. The secured storage and retrieval of

Sty N o e s AP O S RO AR AHBRILUERSE 8t ve use
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nunber is receive ser entered it through a conventi onal
interface 988%“‘898’8 HEQPB'F'P?J?JJ?WQFé’ﬂﬁ@ INVRRIAN-cr edit card nunber nust be

easi | y1avai | abl GFlgjuDé 1URBtrafes & dyaledt acdoddity W thE Mventi®Oier Bloflifg bR ré18@ling O
re-enter |t]c qrefore, this credit card nunber has to be stored. The
appl i cati o"SY&Y'€h ASj whi ch handl es the storage of the credit card nunber

is Fle3| gnat ed flmgtsy@ﬂ@mdb@ﬁ%ris@@ rﬁyﬁﬁlleﬁlﬂdoﬁséysidﬁasi Wwhich Giré eyrbr@gcedThe1,fAszst
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provided to users, the organization strives to obviate the need for a user to re-enter

same data each time a transaction is conducted.
This also decreases the risk of loss or theft of sensitive information when the
25 user manipulates or enters said sensitive information.
The system also includes a secured storage system which comprises a server
system SS and a database DBgg associated to this server system SS.
The system also comprises a communication network, such as internet that
interconnects each application system AS; with the server system SS. The
30 communication network also allows the applications systems AS; to exchange
information together in a distributed environment. Advantageously, the various
components of the system are remotely located.
The components of the information storage system execute processes that

provide secure storage and retrieval of sensitive or valuable information.



systemAS] . Inthe following, the first and second portion are
respectively designated apparent digits A(CC#) and conceal ed digits C(CCH).
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system Th ard LR réba%é)ceit'ﬁé SYRIPPASI Y e OMNG s not |imited to
fCheCE' ngf t he a\émhbﬁmtlapﬁgycaﬁbn fsbﬁtemmﬂ&;@i\}i&s e o;ﬁécﬁmcazé nuiber S@#Vlﬁfstb as?rst ﬁm SS
urther forwards the index IDto the first a i cation. system ASj of the
bl al 1 ¢y GP BB G egR0 9ERanEhe BS) paiongShEspats. it s Vv Etva ket i on
fsyst em ASJI t@315d g sh@igitddey td bhé Mast hﬁjradlgi&f eﬂthedd:rlgdl'ft gar( Efﬁber. ﬁhmafiﬂsg, t he
irst plication system ASj stores t.e.inggx D along with apparent digits
(o) B ioElogani EAeein GHABDIS 8 B 3pBICaTR A0 TRSEPPTEPOUBRCPERACBH st em
ASj only semsfeniditing eiRaRseTnidisgtdr $dridahlilladt réniein angirdrdatthEapplicatiedi t
card nunber. Theég hghno Exchag{gefof tHe full credit card nupbgr . :
Besi des, siSHEETMer dalgrqiew! F Ti5it aPASeCPRY POLRR IS S3SPEAIEDsTeH9NRE Y onl y
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f th I h I i.gl h
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20  such a manner that:
- when they are taken independently it is not possible for any application
system ASii-1_, to use the credit card number CC# and,
- when they are taken together said credit card number CC# can be rebuilt
and used.
25 The first application system AS; also generates an encoded version H(CC#) of the
credit card number CC#. More particularly, the first application system AS; computes a
hashed value of the credit card number CC#.
At step 22, the first application system AS; sends the concealed digits C(CC#)
and the encoded credit card number H(CC#) to the server system SS.
30 The server system SS receives the concealed digits C(CC#) and the encoded
credit card number H(CC#). It generates an index ID and assigns this index ID to the
encoded credit card number H(CC#) and to the concealed digits C(CC#). Then the
server system SS stores the encoded credit card number H(CC#), the concealed digits
C(CC#), and the index ID in a database DBSS associated to the server system SS
35 (step 23). The server system SS generates the index ID once it has checked in its
database DBSS which index ID is available (step 24). If the two-uplet (H(CC#),



card nunber and the index ID, then concealed C(CC#) and apparent digits
A(CCH#) are never stored in the sane database. Therefore, sniffing the

net wor k, woealo/osgzisor hacki ng any one of the database ofctrie2doonsdsst
application system AS] or the database the server system DBSs does not
enable to get both apparent A(CC#) and concealed digits C(CC#) or the full
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Thus, the function remains unknown to the server system SS. Therefore, the invention
allows to significantly limit the risk that a person obtains the credit card number CC#
through accessing the encoded version of the credit card number CC#.

25 Moreover, since no data sent by the application system AS; are stored in the
database DBag; of said application system AS; then, sent data cannot be reconciled
with stored data. Therefore, it is also useless to both hack the database DBag; of the
application system AS; and sniff the message transmitted by this application system
AS; in order to get the information (e.g. the credit card number CC#).

30 Concealed digits C(CC#) generated by each application system AS; are all
stored together in the database DBgg of the server system. Yet, these concealed digits
are mandatory to rebuild the full credit card number CC#. Thus, resources allocated to
securing the sensitive information can be concentrated on the server system SS and its
dedicated database DBss. The invention obviates the need to spread these resources

35 between the various application systems ASi-1,. Therefore, security can be

significantly enhanced at the server system SS and at it associated database DBgg in



card nunmber CC# in a distributed environment wherein many application
systens ASi 1=l n use said credit card nunber CC#. For instance, various
appl i cat iwo 28ystsers of an organi zati on may share data t ecolmre@abmeishe need
for a user to re-enter its credit card nber at any application system ASk
once the full credit card nunber has al ready been entered at the first
applicatio be detailed below with

n st em AS This use ca
ref erence toég fi QuPEvant fr‘Wér“é‘FjoPéthegthsﬁi'%\?éﬂ?qtdﬁ RasiUaruedeniageaitdh t he
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system ASj .tg@ge;bgg@[)'eg@ |ndex ID fromits database. Then, at step 32 it

sends the index |D to erver system SS. The server system SS retrieves
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application system conbi nes arent digits and the
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event wherein the cr |t ca (9 needs to be retrieved at

Shali catt oal SRS G AR BrRAEARS eI aYT SHIe)oTaion Biaay PP ICD P e

apparent cragiit, @@rgé.mgme@are\(qgﬁﬁ)gr cogexed with the index ID. Said any

appl i c | on sys em ASk is therefore diff erent fromthe first ﬁgipl [ (%a%i on
Ieeéaa (0]

syst em and | rH@%ﬁ”ﬁﬁa‘F’é‘&“ééBB‘W&t"é{bB\ﬁ @Bt PHAN S EATINSRAY §
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t he kind of, service e ovide. These icatio i,=] n know
cach ot her Asnie e ilered! (a1 EmeyT fr 2FoBY et stinb s Bshapeicaln
require. Wagstem A$r Biis aﬁmbaseazt/m eedewéemléwwthrremnceswg@am that is
useful for other apegl i cation s%/?ste hen the first @g@l ica stem ASj

sends this data T6EYL NG Rugnt Bpﬂoi Bfg therf F‘%QH@S?
usef ul 20at prémyedro appriatibedsast omat i caI I y once said data is avail abl e at

the first appli %&H roe?erchse[ t%rﬁgﬁrsé 3 and 4 a use case illustrating the retrieval of the credit
card number CC# is detailed below.

Figure 3 illustrates an event wherein the first application system AS; or any
application system that has the apparent digits A(CC#) stored in its database DBag;

25 needs to retrieve the credit card number CC#.

To this end, at step 31 the first application system AS; receives the index ID
from its database. Then, at step 32 it sends the index ID to the server system SS. The
server system SS retrieves from its database DBgs the concealed digits C(CC#)
indexed with said index ID (steps 33 and 34). The server system SS further sends the

30  concealed digits C(CC#) to the first application system AS; (step 35).

First application system AS; retrieves from its database DBas; the apparent
digits A(CC#) which is indexed with the index ID. Finally, the first application system
AS; combines the apparent digits A(CC#) and the concealed digits C(CC#) received
from the server system SS in order to rebuild the credit card number CC# (step 36).

35 Figure 4 illustrates a second event wherein the credit card number CC# needs

to be retrieved at any application system AS which has not previously generated and



For exanpl e, once apparent digit A(CC#) is generated by AS and once index
IDis received at AS] fromthe server systemSS, then AS] sends both

appar ent wo@bto/a¢f€#) and index ID to all the applicati eorspsdemsssshat are
typed as requiring apparent digit A(CC#)gand index ID (steps 4 1, 42). Then
each application systemthat is provided with said useful data can use it.
For instance, as soon as second applicati system ASk receives both

appar ent diséﬂr?‘ial K(Wﬁar%tocr?&tj&%rdl "Qt%e{gbﬁcg%' 369 A the index '@brgéldna%e
credit car dppluEaes sydtém ARiethriteiesifatentidem tHeeeiippheatioh sistd@ad;Bndsecond
application system ASK sends this index | I:?lto the server system SS (step
43). The s@%'@?a"gg]é?%(?ﬂds%’p '@t'Pf‘ﬂg@mﬁ%ﬂW eSOl Bhase DBss the conceal ed

digits C(CCH) | muexemoud taEplﬁ:a'ti@hsj aiteamd Rs(St.eps tysbdadsbeplihg cheseio/ ef
system SS further sends the cg%gpﬁal ed digits C(CC# to%%ﬁcond a%“ tion
syst em ASk SE&HGEINAG Provifige fhe ERUR Y S ARSI At 5y ST WM PR OB E

appar ent ditgiidentifi(te64)pd W@étﬁ&ﬁbé}{l‘:%ﬁbétivé@treqmﬁ.iWIE?éri arirstysppRtatib) systeh t he

led digits, ! t he ser tem SS I er t
abui |0t N FSEIES edielp B ARSELe OREEBPRIRFITTRTS B ISsPPRRRISH of

t he second sggtein A tdebs FHSHRMASK odr HESichliéh Satdinglumber CCH.

Advant ageously, _.the second application system ASkK stores in its database
DBAsk the appar th,ar”éﬂi‘i'sts'oé‘a‘ﬁd‘sﬁﬁ’ﬁﬂ%t@ MRYCeS PPETRIRShAHORATGRIY RBCS ARie dafn

(step 48). isThumablBexthetfirsfapblicatisepstiemaym! i cation system ASk will be able
to obtain the credit card nunber CC#_wiéPo requiring that the first

appl i cation syst@rCANPILPIGE AP FY digy ) g9 P?f@teﬁ(@(ﬁ%a PREEIABBI ment
i nplies thab iapgivedtatdig)ifforAHeCEBrvéng)sterti 8B, kHanoAS, dehas bt hsshrémargiher .
Thi s enbodi r{g % IS ,pgrt' cul a}rL adyant ageous i n _an environnment whereln all
the appl i cdt g sang o %IP 2 éiaﬁﬁ'l'cé“%ﬁ‘ FoSthebAreiee i s ing eparent

I nteract i orsgitOEHPENd MeleX 8D (dM8iss ap@b).cations are totally user transparent.
In par[]'%cul arthg_ final, user iicard hol der.) is. pot ﬁ]lsjgﬁ%)sﬁeé t(gq access the
index 1D assi gnddief §aA @Pelication systern thilris.erovised wilkesald parfl date §an Hse He use
cases of 1; IF@tlrlr%fEen%e,g@Qséort Be sbedrld @p’pﬂdat_toncs@létlérrmﬁsp&fceb(gl@# blgfh agperéntegigihanged
nor stored. credit ca n er f1s gnly avall. uring I ts use at
 cons! der ACRRMTEREPL S SAnTRE S < S aPUbrus MWFET 5t DR Sy st em
ASk handl egpretigahQe@ss rédbption BfMdEL D, SO aSslichticragydtami Wee sefdghhisTigéscal |y,
the credit arﬂ\?nunber §C# ' tored_in the proce menor anﬂ ot'\ggere
el se. Once Db ESETYE SYUREIST (GIFP FHleToe StV VA R RBBPVREPT 45 PeiaBoet,
Besi dgso t fEf]BsélWE@’&Healékbjgjigifs %d@fﬁ)inmdd eamcead ededilDi(stepSaPGHY 48) ETHIOL
r in . Ther r
stored | tsereve?(fjlsg/rgtemaég1 fa?tr?er sen%setLg c%’ncealed digits C(CC#) to second application
system ASy (step 46). Then, second application system ASy combines the apparent
digits A(CC#) received from first application system AS; and the concealed digits
C(CC#) received from the server system SS in order to rebuild the credit card number
25 CC# (step 47). Finally, the application of the second application system ASy can use
the card number CC#.
Advantageously, the second application system ASy stores in its database
DBask the apparent credit card number A(CC#) indexed with the index ID (step 48).
Thus, next time the second application system ASi will be able to obtain the credit card
30 number CC# without requiring that the first application system AS; forwards the
apparent digits A(CC#).
This embodiment implies that apparent digit A(CC#) and index ID are
transmitted together. This embodiment is particularly advantageous in an environment
wherein all the applications are run by a single organization and wherein the

35 interactions between the various applications are totally user transparent. In particular



sniffing the network or stealing any one of the databases does not enable
to obtain the credit card nunber CC#. Use cases of figures 3 and 4 al so
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reference to figure 5 an a use case i || stratln% the retrieval of an
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These appl ixgtargliedat Jﬁo@ésg thattreqded safl dredivssd rmhb%'& dCﬂlaﬂ'S/plaéllyaﬂ@ dr@éﬁi ion
system Besides, sai E i cative data do not uire

e
security. TAGHMELS e Vbt*@aqrac%?éﬁ“%mo@t%‘ﬂ WQ@%‘EJE%%?P% sua%ﬂ%base
of the gi vepmpRidd, ciabi ®@8dit kard himbanCe# RPAIMAERYI Besides athepgeémt @gtd a

user profile ta (user's | oyal ogram .user's preferences, ser s photo
etc.) Fi guf“écgg? PW“&:&?G%@@Q déﬂ?\qtseéxérﬁ%\ﬁg%%‘i $oreAldn JppramadpigRass, JNerR R ch
needs 10 usaifirfiehapeivdrRbt Mealihdf sy dltheastibsdeaddds inbt ibld PAXAA thd 1N

its database. SugcrTF I|c ive systemis designated in the followng first
appllcatlor‘fr e l)igig) - step 5 1 the first application system ASj

a ecelt vesé( E:gg Cr@%btcg@@é df f f@ldn‘b@d ¢ éﬁ@#4d tafgbelmstrbfrer;b tﬁ@ﬂ@Hév%Treﬂsjlsﬁl*‘tﬁlté‘d)Qﬁ;ﬂ@de t
1girts an e enco credi car nu er. romsal re
card nunbesYEERS G exphgnggxdata fn gigpgto ?’Wi‘%éﬁ&@ﬂf’@%&%@l'%‘%@&ﬁ? Eﬁﬁ‘ t he
enc?ded gret@bt treqméd %ﬁé&b@ér?mlﬁ%@rd t @@#ttHTtﬁJgﬁeﬂmseg.vwfabsllmgﬁ&q habeRvert b@erﬁerver
system retrieves ro | S a a a e corres

b e Tl 5 (o Sl el Gt BBmBeT Ga Ok By BB, Lo
53 Fmd54) AT;b@rﬂurigne tﬁ@nm&rnt.swadég\vm&saf 8éoMREd Sndthed ltrguie@r?viaﬁbga @hd heedl ifost
app | catl on Ste Ste e tlon 0 e ln

T st appl CUSPMER et B b inui BT el SR P Po gt b Saith ey
the index laPeé®t Qj@eEGeraenédSB) anfi v loy, the heppaipgtionc 8y dters obf tHee distrilsited
application system illustrates

o event | WREVETITEN e Heif o AL SXTTEAE ChiSB BSMPER VEJRITAPMIRRLST AR (5 uee
the app0di castaMeugdatransie@entnot store or index said appl icative data in its
gg;???;ﬁi OEUCh W|B1l Ire(z:fg}eln\ég ts)@i%;tureem5I asndd%SI ggt(?a%ell ustra?ng ?he (l)'\elz\{lrlg\gal o‘?‘connd
applicative data related to the credit card number CC# is detailed below. These
applicative data are intended to be used by at least an application system. Besides,
said applicative data do not require a high level of security. Therefore applicative data
25 can be stored as such in the database of the given application. For instance,
applicative data may relate to a user profile data (user's loyalty program, user’s
preferences, user’s photo etc.)
Figure 5 illustrates an event wherein the application system which needs to use
the applicative data has already stored it and indexed it in its database. Such
30 applicative system is designated in the following first application system AS;.
At step 51 the first application system AS; receives the credit card number CC#.
Then, it generates the concealed digits C(CC#) and the encoded credit card number
H(CC#) from said credit card number CC#. At step 52, it sends the concealed digits
C(CC#) and the encoded credit card number H(CC#) to the server system SS. Then,
35 the server system SS retrieves from its database DBss the index ID corresponding to

both concealed digits C(CC#) and encoded credit card number H(CC#) (steps 53 and



system ASk. At step 6 1 the second application system ASK receives a credit
card nunber CC#. Steps 62, 63, 64, 65 are substantially identical to steps

52, 53, 5%020fw/mdet18i | ed above. At step 65 the second appliraetéoncsgst em ASK
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system ASk st or 649U 6 {Iusteples B SYeppraRreimbe 5t PViEe PRPACTIRAEVEE i t h

the i ndex |\Aﬂ3r|chT|’ﬁBe‘ds t@Dﬁ- theadppyeatitlaldataCaiesht Slere sl idéeddid ey@réawwatgied t he
applicative dat rea been i ndexed and stﬂﬁz(glﬁl n any d ta ase and
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the server sewet epRteh Bsepget h@/lrﬂnghedkeGdhét @s’:\ﬂdtaﬁ&ﬁ)elBA&%esBﬁﬁlsﬂ@e an
neither is full credjt ard nlﬁbngl \I(rg{ﬁtransmtted ,Inasm

transni ssi GRPIEIVR dABIRGEXGIOIIIE Hig E?ﬁelé,’?gt xadje sgcopd gpglicatian S¥s E‘rA§yst em
SS or bet weendd s nBEk mwd tremrstyé;ipﬂaauoﬁssystenms (step @e)pr ehefifsedpgicosh ment ,

the stograge syste e cessi ng an ransacti on duIe
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proxy conponent A%AMAGENFY-the S&&Wedr é‘PP' oSV tStﬂ"eal'f‘s SA $S%nd
t he copoealDBASK Bk applcatitetdath irdi@xed with the index ID.

Thus, applicative data can be quickly retrieved provided the applicative data
has already been indexed and stored in any database and provided that the credit card
number has already been entered once.

This allows easy and user friendly usage of applicative data rendering therefore

25 applications more attractive for users. Besides, the exchange of data between various
application systems is totally user transparent.

Like for the use cases that relates to credit card number retrieval, in use cases
addressing applicative data retrieval the risk of theft of the credit card is significantly
reduced since neither an applicative system AS;, ASy, nor the server system SS keeps

30 the full credit card number CC#. Besides, neither is full credit card number CC# ever
transmitted in a single transmission between any application system ASi- , and the
server system SS or between two application systems AS;, ASy.

In a preferred embodiment, the storage system comprises at least a processing
and ftransaction module at an application system. As illustrated on the particular

35 embodiments of figures 2 to 6, the system comprises a proxy component at each

application system. According to another embodiment only some of the application



the credit card nunber CC#, generating the encoded H(CC#) credit card
nunber fromsaid credit card nunber CC#, sending the concealed digits
C(CC#) amwlot2om/werneded credit card nunber H(CCH) to thepsemeesopyssem SS,
sending the index ID to the server systq:(?n SS for further credit card nunber
CC# retrieval, sending the apparent digits A(CC#) in the database

associated to the applicatjon system - retrieying the apparent digits
A(CCH) fr oﬁV%tﬁ@Sd‘éﬁg@%?O&@w&P& RIGXY somweabﬁ?ﬁe&g@fyowr@@&eawﬁ F’&Hr?gl“}ﬁ ing
messages i Retudl RErade spadm. The bRoxgaRindles AMiddee sappldf ¢ foNbwhySdtess that t he
server system,orﬁ%? ?t her aifi)pl i cat|.on systens, said rre(fsa es being in

EDI FACT 1 i 182 fUPReRd 10 OFeidtng APRUCRIER " $YSIEaT VEKTSIP GG REPYefQRROrePkiem or
from ot her j@pRjegeat i on systens, said nessages being in ED FACT |ike format.
Typi cal Ly, the proxy cq nent can be L.ddl eware library.. | [ovi des
vari ous%API ( Appl igéé?r?Bﬁ FRPArRR Aigits %ﬂ&‘%a%‘é’\g@ePﬂ%qeaﬂ%%g'fsaé@oqﬁﬁérom

appl i cati on sof t waieecrebit thrg mapder ca&ii on system with the server system The

proxy conponent can al So conprise cache chanism The cache nmechanjsmis
arranged to store 9FERAFAHNS S eE%ﬂd&dﬂ't'J(rM U geiei MYnResdTese seks el 8fd sai d

credit card nunmbemnukibér cElrere i s one cache instance per process so that the
credit card nunb

er iS no nore avail once it has been used by the
appl i cation of ~t h&3HpY e tPRssasdstigin C%%ﬁﬁj ﬁ‘&n?ﬂcpa@d ereddi qar QP@%ﬁDnber
CC# progessi ng angy(dakptoake Bangesystdnhgspr oxy conponent significantly

facilitates the integration of any application in_the system of the

| vent i on. WHAT- | S SeRanaits s 15 R EIRGHeS SYLPBr T o e et ra gugber
utilization data [ G#EK#érievapplicative data) associated to a sensitive

i nformation (CC#) which requires tq be red in an environnent conprising
a plurality of -apSPriagi bR SperandgiRaACERh)T thiydiibhastcessodpled i it i on
(CC#), characteri zpglidafloh Bgdterst oring said information (CC#) conprises the

Lo rovag steps: | Alaed e ToARBh Gk SN ke fartbadt sathch) 13 3
application system,

- generating messages including the data to be sent from the application
system to the server system or to other application systems, said messages
being in EDIFACT like format,

20 - reading messages received from the server system or from other application
systems, said messages being in EDIFACT like format.

Typically, the proxy component can be a middleware library. It provides various
API (Application Programming Interfaces) that interface the application software of the
application system with the server system. The proxy component can also comprise a
25 cache mechanism. The cache mechanism is arranged to store the credit card number
CC# during the processing of said credit card number CC#. There is one cache
instance per process so that the credit card number CC# is no more available once it

has been used by the application of the application system.
Through handling credit card number CC# processing and data exchanges,
30 the proxy component significantly facilitates the integration of any application in the

system of the invention.



generating fromsaid informati on (CC#) an extracted data (C(CC#)) and a
conplenentary data (A(CC#)), such that said extracted data (C(CC#)) and
sai d conpierrenwsemsdat a ( A( CCH) ) taken i ndependent | y beipog/Eppewfotissi ent for
using said information (CC#) (ASI, =i gnd such that said information
(CC#) can be generated fromsaid extrac%ed (C(CC#)) and conpl enentary data
(A(CC#)) taken together, - generating an encoded information (H(CC#)) from

said information gﬁgz Lgﬁzg: Ig the extracted data (C(CC#)) and the encoded
information (H( ¥ system (SS) (22), at the server system

(SS): generating an index (ID) and assigning this index (ID) to the encoded
i nformation (H ©Ethod andtdring and retdéviey datiliza{rCdéla) ((CCHSt applingtivehegatancoded

ot oL LSRN« DBt RSl AT e A R (b 2
the index (ehldyorineers abthpgsivgra pipflitycaft applicatipatysledSASi-1Qf thdteapluseadaid y of
PPl Cabl o ENHETIAREY i s g B Pl PelPEle A LR R (49
applicati v@olw@)ste@i ated to the information (CC#), storing the index (ID)
Gat abase. (0BAE)® §UELRPARBSEBTS A §root U0 ot R e B AG 1y 26).
2. Method of cl ai meteivingrsaidinfoheatidni (Ciczai21gn data is the information (CCH)
TSR R A e NS
consi d¢ged appl i caéor@memyswma(té\f(‘;kocwpmgsh thdheajpl extrakictydatd (@QTH)caid on
e S T s RTLRE S 188 W PR TrcerBpod S R e
index (ID) to the &emmg §ey($t‘|rﬁ@m(£8h (C8Z) (ASi)-,,) aid tineh &k vaid idjsieatior( SS) :
e o N R e S F 350 (AL by 2t o
data (A(CC#)) taken together,
15 - generating an encoded information (H(CC#)) from said information (CC#),
- sending the extracted data (C(CC#)) and the encoded information (H(CC#))
to a server system (SS) (22),
e at the server system (SS):
- generating an index (ID) and assigning this index (ID) to the encoded
20 information (H(CC#)) and the extracted data (C(CC#)),
- storing the encoded information (H(CC#)), the extracted data (C(CC#)), and
the index (ID) in a database (DBss) associated to the server system (SS)
(23, 24),
- forwarding the index (ID) to said given application system (AS;) of the
25 plurality of application systems (ASii-1 ) (25),
e atsaid given application system (AS;):
- assigning the index (ID) to an application stored data (A(CC#), applicative
data) related to the information (CC#),
- storing the index (ID) along with said application stored data (A(CC#),
30 applicative data) in a database (DBagj) associated to said given application
server (AS)) (26).

2. Method of claim 1 wherein the utilization data is the information (CC#) and the

application stored data is the complementary data (A(CC#)).



- sending the extracted data (C(CC#)) to said considered application system
(ASk) (35, 46), at said considered application system (ASKk) : receiving

t he conplwoentoasy2idata (A(CC#)) (36, 42), rebuil di ng thecrnfrossomtissn ( CCH)
fromthe extracted and the conpl ementary,data (A(CC#)) (37, 47). 4. Method
of claim3 wherein said considered application system (ASk) is the given

application sys (AS] ). and wherein receivi the c enpent ary, dat
(A(CCH)) at s%'i M‘%&B%P*d@%‘ Bé@ﬁ‘ﬁf‘?'%é@f'%"rﬁ”%?@?éﬁ&(”ﬁé@ (gg%%ﬁ‘i Y qer%ﬁi ng
thanks to tibplidanoeXsystdd) (ASR) CoaMgeIBRg aslyraftgt af (PppSHhbd ¥Waterhs i@sstqyed in

t he database (DBAsj ) associated to the given application system (AS] )
(36). 5. M HS?ﬁJhEIf%UiOWf@%ei n sai d considered application system (ASk)

is an applicadiaRssiyebdiaerbd applicaticH §yfsenehsf:r om the given application
system éAS] ) and which does not conprise a database that stores the index
(1D) al®ng wit h-t hecergIteBAeall) da (A(Cc#)), and wherein receiving the

conpl ement ary dat agdmfrigGfie Indek (@a)it(sith@%ﬁje@gyﬁancggs& i3paszpon system (ASk)
conprises receiving the conplenentary data ( A( )) fromthe given
appl i cati on sysekipesagjer pygtamn (SS42). 6. Method of claim 1 wherein the

utilization data i gtdirgPRih %&M@bé%%t(QB%g_QX%é é(erpérfﬁéféﬂ? (39D RFak&y be
used by at |east an apgl i cation system (ASi, =i n) and whi ch 'does not

require a high | evédtase(ebuseriaprandingunesad HD} 8. &bpt% €akion stored data is
al so sapd appli cat iMRifehe dkiradtad iyt iRetaMio sédid Makledddpshtaiom Hsivher ei n

retrieving said applicative data (loyalty program at any consi dered
appl i cation syst emASNSIBP: ¢®nprises the following steps: at said considered

licati ; e 9o " ti CC# 51, 6 1) ,
appl i cati on sysbemid AslasiEeashithic akeh LR gr mati on (00 )

generating the extracted data mSaid i nformation (CC#) and the
encoded i nf or mati oi¢ceiMnadizg Formplemesianddata{MCGait) GR. 40CH), sending the

extracted data (C( @)@ﬁﬂ&rgfﬂ% b3 Sno@e S ifl%fTPthgetxirQ&eé S %orﬁ&eh@ﬁtﬁﬁﬁr ver

system (SS) (52, 62), he server system (SS): retrieving fromthe
dat abade (DBSs) of datAeACEHEB7s48t em (SS) the index (1D) corresponding to
both extracted data (C(CC#)) and encoded information (H(CC#)) (53, 54, 63,

?i)sk) - ( ;grwargi_i MLt AL of RN £ MRkrdi® safi BorfstitsedHBrLaBOP ISRk 05,5 ¥ M
’ given application system (AS;) and wherein receiving the complementary data (A(CC#))
at said considered application system (ASi) comprises retrieving thanks to the index
(ID) the complementary data (A(CC#)) which is stored in the database (DBag)

20 associated to the given application system (AS;) (36).

5. Method of claim 3 wherein said considered application system (ASy) is an
application system which is different from the given application system (AS;) and which
does not comprise a database that stores the index (ID) along with the complementary
data (A(CC#)), and wherein receiving the complementary data (A(CC#)) at said

25 considered application system (ASi) comprises receiving the complementary data
(A(CC#)) from the given application system (AS;) (41, 42).

6. Method of claim 1 wherein the utilization data is an applicative data (loyalty
program) intended to be used by at least an application system (ASii-1_,) and which
does not require a high level of security and wherein the application stored data is also

30 said applicative data (loyalty program).

7. Method of claim 6 wherein retrieving said applicative data (loyalty program) at
any considered application system (ASi) comprises the following steps:

e at said considered application system (ASy):



65), at said considered application system (ASKk) , receiving the index
(ID), retrieving the applicative data (loyalty program indexed with the
i ndex (| Byvo(bfiyosz2As 66, 67, 68, 69). 8. Method of clai mpéTwresmionsssai d
consi dered application system (ASk) is the given application system (ASj)
and wherein the applicative data (loyalty progranm) is retrieved fromthe

dat abase (DBAsj) associated to the gi pplication system (ASj) (56). 9.
Met hod of claim’7 Wﬁ%‘?"é‘gﬁa?dpféf”ﬁ%tf%‘l(&g%g&& 56 }ication system (ASk) is an

application systenyaddirgihgithe éktf'ef(ﬁéo?(ﬂléta f[c@u#)hrodiserRNnREALIHAOCH) abY $eem

(ASj) and which does ao ,?o ris r&r# ts assogi ated dgégg?se t he

appl i cative data (PYPaP i}‘?ﬂq%ﬁ Gkl saiddMogpiion (1 D) and wherein

retrieving the appsdrepig tH@ el @ed H@mqbtcycm) Q88 &8 erRaBd irs&rmatibe (i@dmM ng
AS] ) , receiving the index (1D)

steps: _at the given a ication s

correspgndl ng to tiRdh %B%V%%f%( 9 (q yalty program) to be retrieved

(66), retrievingting gemrgygtgmqgg?(DBASJ) of the given application system

(ASj) the applicative data (loyalty pro ram thanks to the index é}
em

68), - sending theekisyINgdiam Bi¢ dpiabase dDPrel of BiRssedr sustamdSse e 'aﬁ%g}

(ASk) (69). 10. MethrdpohdidgYo bttbrirdtedl db@ & (BE)CAM LhGodEdERfPhation
generating conpl ement ari/9 data A(CCH)) and extracted data (C(CC#)) includes

di vidi ng the i nf or FHECEN ( %@) 3rﬁ4(3 a first portion (A(CC#)) and a second

portiomg(C( CCH) ). 1ibrwivaingare Mdek! @ olbhinbsrhdiddied BBplication BpdteANACOG®E, i s a
credit card nunber rWCC#) ban?:l V\/ner(el)gmot h(la conpl e?rentsgryldatggg A?CC@)C?7

correspond to appa@ nt digits of the credit card nunber (CC#) and the

extracted data gg%b)s,@@ég%@%ﬁbr{gsmm?ed digits of the credit card
nunber (CC#). 12. Method of any of cllainms 1 to 11 wherein the step of

generating an enco@&aiviretlke BAeX (PECH)) of the information (CC#) includes
conputing an has hefé}tﬂ@'h‘é&hé %ﬁ)%}&'e Qgtat(nfi‘/a!tj1 RIgFERHY iRBexXedCaith Wetlhdé%@(sib}'iSh

functi on t he hashed function bei ng unknown Po the server system (
Met hod®f any of ci58i & 66, 66 6826@herein at | east one of the fol | owi ng steps
conducted at any application system (AS1l) is handl ed by a proxy conponent:

8. Method of claim 7 wherein said considered application system (ASy) is the
given application system (AS;) and wherein the applicative data (loyalty program) is
retrieved from the database (DBag;) associated to the given application system (AS;)
(56).

20 9. Method of claim 7 wherein said considered application system (ASy) is an
application system which is different from the given application system (AS;) and which
does not comprise in its associated database the applicative data (loyalty program)
indexed with the index (ID) and wherein retrieving the applicative data (loyalty program)
comprises the following steps:

25 e at the given application system (AS)),

- receiving the index (ID) corresponding to the applicative data (loyalty
program) to be retrieved (66),
- retrieving in the database (DBag;) of the given application system (AS;) the
applicative data (loyalty program) thanks to the index (ID) (67, 68),
30 - sending the application data to the considered application system (ASy)
(69).

10. Method of any of claims 1 to 9 wherein the step of generating complementary
data (A(CC#)) and extracted data (C(CC#)) includes dividing the information (CC#) into
a first portion (A(CC#)) and a second portion (C(CC#)).



generating the conplenentary data (A(CC#)) and the extracted data (C(CC#))
fromthe information (CC#), generating the encoded information (CC#) from

sai d i nf owombiom32{1€CH#) (H(CCH#)), sending the extract edpdaEe24080665) ) and
t he encoded information (H(CC#)) to the,server system (SS), sending the
conpl ementary data (A(CC#)) in the dat a%ase (DBAsj ) associ ated to the

gi ven applicatjqn syst AS , ener t| n es includin dat a
to be sent fr%%*@%?@s&ﬁ@a&ﬁpiq é‘@?f %ﬁ'ﬁa?ﬁ@ (5%%%8&?& Hredd 48 ”H@ fg in
EDI EACT |iK@F#Pérﬁﬂiﬁvherelrﬁ'?@id@%dlﬁ_?ﬁérﬂ@@sdaltdq@l(g(b#ﬂg:ohbgp(ﬂwtt@ dpglahfta ﬁebf/ted at
said any application system said nessages beij in i ke form

14. Met hod%%f OE 1(0&?? (fvr{% eAlya *19 Agtat ng?é%jéofrﬁ?%”ﬁafq on
(CCH) is a\é@h&@hﬁoﬁd@fﬂmh@cr@dmbmmmmm. of an application system (ASl)
that processes sal d |nf ormation (CC#). 15. Systemfor storl ng and

retrieving a i n dat a applicative da oci ated to, an
b or bt on ¢ eh B g Pelts Top BBealie Sen s cRoSebimER S coded

conFrl sing varsmjmr(la oam) Qff tagpuhfdaratan@ﬂ (5% erHGU((eéSbomputgmb bhar}i]asﬁé@ ke said
utilizatio a acterijzed in that the system
el udes: (e b e, o ERAHEE] S 3 sk TaRioRc ke brreg b aHer ASNS
anongst saludkrmivuffmlthéyemér@@mm@)l on systens (ASi 1=l n) , said given
application system (AS] ) being arranged for: receiving said information

CCt 21 , rating fro ad nf an tracted data
(b s -and’ LERBIBIL AL ADL AT RS 1, R LI ok fP581, 98¢ 06 BbWRS: Tiar
_(C( Cfotw amtdn;am't@lj @tmmpla@pmfjmuam ?ysiah?ASA(sG@h)jbedttﬁ{kaemroky]d@me nt |y being
i cien or usi aid infor i a catio

R A N ke ML IR PR P SRR e SR AT e
extracted andfrenid afeembtsry(GeH)a (A(CCH)) taken toget her, generating an

ded i nf ti H(CCH)) f d f di h
ot ract ed et BETEEH)S RLLRSAISan FRUBRIPh St SO CRELiHpT s (CERyer
system (SS) (@Rrc#)t he Server System (SS) bei ng arranged for: generating an

i ndex QID) and assigning this index 2 to the encoded
o ¢ sending the extracted data (C(CC#)) and the encoded mformatlon (H(CC#)) to

the server system (SS),

¢ sending the complementary data (A(CC#)) in the database (DB,g;) associated to

the given application system (AS;),

¢ generating messages including the data to be sent from said any application
20 system (AS;), said messages being in EDIFACT like format,

¢ reading messages including the data to be received at said any application

system, said messages being in EDIFACT like format.

14. Method of any of claims 1 to 13 wherein at any time, the information (CC#) is
available only in a process memory of an application system (AS;) that processes said
25 information (CC#).

15. System for storing and retrieving a utilization data ((CC#), applicative data)
associated to an information (CC#) which requires to be secured in an environment,
comprising a plurality of application systems (ASi-¢ ) that can use said utilization data
(CC#, applicative data), characterized in that the system includes:

30 ¢ aserver system (SS) and
e a given application system (AS;) amongst said plurality of application systems
(ASii=1.n), said given application system (AS;) being arranged for:

- receiving said information (CC#) (21),



information (H(CC#)) and the extracted data (C(CC#)), storing the encoded
I nformation (H(CC#)), the extracted data (C(CC#)), and the index (ID) in a
dat abase WwbBbR)osamsoci ated to the server system (SS) (23cTa#2e0vrwedssr war di ng
the index (ID) to said given appli catiog4system (AS] ) of the plurality of
application systens (ASi,=i n) (25), the given application system (AS )

dat & (A(COH) . app! SAEqnG TERT Ay BICAaten B e He FRGHEHaL FOR (ECEat) 280et i ng
the index (1D) al oggnéinBntasi dataRR{GEIAY,isabh R sard halaatetAFCII(ICPaicat i ve
data) i a databasg (DBASl. dertey SRASTRELH) BRoS WlereladRp! St L2lmeghyer
for using said information (CC#) by any application system (ASi-q ) and
) such that said information (CC#) can be generated from said extracted and
complementary data (A(CC#)) taken together,
- generating an encoded information (H(CC#)) from said information (CC#),
- sending the extracted data (C(CC#)) and the encoded information (H(CC#))
to a server system (SS) (22),
10 ¢ the Server System (SS) being arranged for:
- generating an index (ID) and assigning this index (ID) to the encoded
information (H(CC#)) and the extracted data (C(CC#)),
- storing the encoded information (H(CC#)), the extracted data (C(CC#)), and
the index (ID) in a database (DBss) associated to the server system (SS)
15 (23, 24),
- forwarding the index (ID) to said given application system (AS;) of the
plurality of application systems (ASii-1 ) (25),
¢ the given application system (AS;) being also arranged for:
- assigning the index (ID) to an application stored data (A(CC#), applicative
20 data) related to the information (CC#),
- storing the index (ID) along with said application stored data (A(CC#),
applicative data) in a database (DBag;) associated to said given application
server (AS)) (26).

25



