2 0 MAR 2004 WO 00/ 79421 PCT/ USQQ 40255 PROPERTY COVERAGE | N FORMAL
VERI FI CATION 5 Field of the Invention The present invention is rel QteMagt AN
conput er - ai ded design (CAD), and nore particularly to property coverage In
formal veriwouatrpezn of integrated circuits. 10 Background potasowmiossn One
of the problenms with nodem | ogic design is the verification that the

design actually works in the way it was intended to work. Undetected errors
in the |l ogic design may cause costly redesigns, or even |oss of consuner
confidence in the product if the product has been rel eased on the narket.

15 Model checking is WAV ' ecking is a
formal verification WP etéﬁﬁg?gg’:ﬁ(&?’ﬁr%@m@wgﬁlﬁ A property
specifies the desired values of particular circuit signals at various
points in time in relation to other signals. Gven a nodel of a design and
sone desired properties, a nodel checker |ike Synmbolic Mdel Verifier

(SW) verifies 20 whet her the rrndq;lie]a%{h%fling&t%l the desired properties
under all possible input sequences. e properties are specified in a

property speci fi cat Tbe preaeny umgaticus helatad tcGomputapdaided désige (CAD),CandCTL) .
Al t hough nodel _checkj.ng i.s, an exhaustive _FV techni que, _.a bug can escape
t he nodel Checmoaegpaé‘#)?v.g?rrly [ PIPR ﬁi"ﬁffégetlf’é%"miﬁ%"tgf?qap‘é‘ao@?t%ﬂgc@lser do not
check for the erqup@eous behavi or caused by the bug. 25 Such erroneous

behavi or usually occurs in sone obscure corner case that has been nissed
by the usef® This is quite commoBagkgsauadinfermatidn cati on has to be

renual |y decomposedoll,®f mediAl niBldish 08P h8id! RHARLGREAPRL hes t hat

are verifiable by t ecker. uce Dug escapes, er needs

to cont i nuoustigsigt actrajlyvesrkeid the ivay) itpwas praerded o wokt. Shrieickied RerorPmoperti es,
wi t hout 30 kno%q&ii f. the addition verificati or] I s _insufficient or
redundant. Log Rrrsien BiY causs SO JPICHighT G eYen loss of consHmer eQnfifesce | n

exi sting si nuinahé prodRssi theiitbdilct Rathet reMBLdAAUOMAKes. COVerage netrics are

used to inprove the quality of a test suite and estinate the progress of

the verifidation 2 Mq%p\h:l'g g 1s one method of verifying designs. Model checking is a
formal verification (FV) technology for property verification. A property
specifies the desired values of particular circuit signals at various points in time
1n relation to other signals. Given a model of a design and some desired
properties, a model checker like Symbolic Model Verifier (SMV) verifies

20  whether the model satisfies all the desired properties under all possible input
sequences. The properties are specified in a property specification language such
as Computation Tree Logic (CTL). Although model checking is an exhaustive
FV technique, a bug can escape the model checking effort if the properties
specified by the user do not check for the erroneous behavior caused by the bug,

25  Such erroneous behavior usually occurs in some obscure corner case that has
been missed by the user. This is quite common when the specification has to be
manually decomposed into a set of smaller, more tractable properties that are
verifiable by the model checker. To reduce bug escapes, the user needs to
continuously strengthen existing properties and specify new properties, without

30 knowing if the additional verification is insufficient or redundant.

Logic simulation is another method of verifying designs. In existing

simulation-based verification methodologies, coverage metrics are used to

improve the quality of a test suite and estimate the progress of the verification



WO 0079421 PCT/ USOQ 40255 task. For exanple, a commobn coverage rreltzm Rfﬁﬁ‘
sinmulation is "code coverage", which neasures the fraction of ha 4
descripti on Wangwage ("HDL") statements exercised during si gghalshPhpasén
"observability based code coverage" enhances this nmetric by tfactoring

potential errortd %ﬁ&@&ﬁ@é}&@&&#&%ﬁé@?%ﬁe@yfﬁgi Nt o Lk@0g i on
S e

coverage" is another metric for contro a FRvIAtn isSGefe cover age
metrics are ef fc@¥¢resee, Which swtasirenthb figciscofiesdwire d@gﬁr{ytjioﬁqm@,ﬁ%gover age

holes in the t ite, wever., the existing coverage netrics for

si nul ati on do 3zlﬁmgﬁpsltn§em§ﬁ‘? g@ﬁlydﬂﬁmﬁﬁ&@“@H%kﬁﬁé‘?biﬁﬂg@bﬂim bassdde

i nterpretation coteride® efilRgheesABIALHE bg v e netric on a
e comdecaaiate o g BABRIA LG SR,

nodel checki ng task qi ves a rleani ngless co
property. Loyi CP&YARIEY pewts S Tmpstonsorerdgd tis anctheremeggie foscdhiioys@ieby i nput

simul ation vectQ.§; ,,Jggg hecki Ls static W thout any notion of
circuit executi on.mffr,ivlrﬁ:ggﬁ%gl q'lg?tﬁﬁ 4 iegiﬁ?mfeﬁé‘rF‘is%g}S BigoR$canss bhavi ng a bug

escape det ect i @rinting autrmoderhgecldedinnie: Rétffsaitk. depends solely on 15 the
quality of the propgrties %eri,f ied. Therefore, what is needed is a coverage
netric that estimat E§VERE MEGXIPIRE elYemge matries for hinudatinni dojotapply set of
properties agairesly whicdhl dilb&islesi mm-%@% b frgd. JRor _exanpl e,
consi der the CTL ftgrrml a for c%ntg?’ a m)d[l? o Yaglgﬁr?{&e,mdﬁf?ﬁergg@?rl and

reset as exiler FaAMsIaRRQVeragometnCion(asnedd Aheckit Wbl gives a meaniAglesd) ) - AX( count

= C+ 1)] This I | fies that if the stal|] and reset signals are
deasserted and c%\%éa[g\é S glﬁ@g?&r\? é’?‘?fe" r?%erﬁyeg'sog?%ﬁﬂ’”gf‘,"oflh%ﬁy’iﬂéc aadifts er

i ncrements by goverage iredriven by sipeip simultRnNRARs, RS nd PLIRLES: ti?f'ta&pti re
reachabl e state.ggace to.veqr;J the property. However, In real y, it

ity . OWE
ascertains the“ C8ry &Ry Aan F“')F/Wée’&"é%ﬁl%-irdﬁh logi simulatiog,tthelikelihdodcr enent s

correctly) onl gf havinghOsR esdapt L ahe.d hate ~successors .of states
sati sfying the andt%engedent . a?hg_ag%:tﬁta]fl%éﬁ%%%ﬁ%k%#g %EF%-P 8?5?&%%’??%%
condi tion dnr t W& kP! heareenisaverified. t Phesefoos sitnismeeddayis kleov&dge  or mul a.

Thus, this pro said.to provide 100% coyerage. This exanple
illustrates th@%%é%ﬁ?%ﬂﬁ%ﬁlﬁ% %’"&%‘E}g‘?%@e lr?eg"flﬂ“éh SP}(?é?‘r?éPF%Peﬁéﬁsi fied 30

properties. Foagainsi whighthealebign hachaanerifitdiere is a need for the present

i nventi on. F .
or example, consider the CTL formula for count, a modulo-5 counter,

with stall and reset as external inputs:
20 AG[((-stali\~resetNcount = ONC<5))~AX(count = C + 1)]
This formula specifies that if the stal/ and reser si gnals are deasserted and the
counter value is less than 5, then the counter increments by 1 in the next stép.
The model checker explores the entire reachable state space to verify the
property. However, in reality, it ascertains the correctness of the condition on
25  coum (that it increments correctly) only in those states that are immediate
successors of states satisfying the antecedent. The actual checking of the
correctness condition on the model state space is thus constrained by the CTL
formula. Thus, this property cannot be said to provide 100% coverage. This
example illustrates the need to define a coverage measure for formally verified
30 properties.

For this and other reasons, there is a need for the present invention.



2 2 0 MAR 2004 WO 00/79421 PCT/ USOQ 40255 Summary of the Inventionm?
aspect of the present invention is a.nmethod of neasuring coverag7e0 04
formal verification property. The nethod includes receiving a nodel of a
logic desi®YRKF4*%ein the nodel has a plurality of states. PEI/Us9MESEs al so
I ncludes 5 receiving a property verified for the nodel of the |ogic design
and receiving one or nore obseSwmmmiygifahsldvantiohe property. The net hod

further includes anovi dei p%g set of. covered states in which checking a
val ue of the one or ¥l GAR PIPSE AN YAOR 1§ 3 method;of magsuning epvemgaphe t he

validity of t heonsdivérifatipn pRpeiY. Tﬁefrﬂhrﬁé?ﬁhclﬁa&er%ei@ifngtar}ﬁo@%l%Zgﬁ'(%%cml

t
invention is an alternate nethod of 10 measuring covelfage o
verification peggephgreinthemegelhss aiphehlitesf statesc diheimethad aisd@ichafesa | ogi ¢

desi gn whergi I Li t f.states.. .The nmethod al so
i ncl gdes re%e?%%e%éa %r D rtﬁ\?grf%%én%dc??o{ﬁg?%ﬁg?m@arf CESPRAEMC desi gn

and recei vi ng comerasbsenvedsighaleforahe plopeal. S ThometHod RISHdIMdesI Ne met hod
further includes ‘iy)‘r ovi di of ., covered states for the observed signal

. a set
of the 15 prof&fty e mng‘h"qWét%tEﬁ Inovhich ghgckingss valuesofbapnt semesch one of
the states inoby&a&éam@aapgéx{mcienﬁa}déﬁenaﬁnéthsyﬁﬂﬁgaf?ﬂe§' | orbferiyne state
ai l . e

causes the property to Brief Description awn fgure 1 is
a bl ock of a conputdirtbsraspast ofiba p¢scotinversioandanaltemite ofethdoft he present

i nvention {5 i Fi | s.-a_bl ock diagram o .sysfem for
measuri ng icogv%gﬁg? B‘Zé;a%eodrf%a%%\}aérvieflﬁ(‘fgtf?no‘ﬂc’f)‘?rgpgt}lexf?’et;f’gﬂﬂci“ Sillustrates
a fragnment of receimptambdedosa Ideddsi @PWherkinahé iodel tas aPlurably Sitkedpdsoper ty
coverage is b 'ng_ﬁf(i]ogpgt ed. 25 Figure 4 illustrates a second state
transition gr Sbﬁ od agspaRlydes FeReIViRg 8 Rronsrty yerifisd fog ke mgdeliof thedgig

conput ed. Fi g4eferPard rkdtslih@bSSo i t b a circuit
for which propegr_rtﬁy coveragg_g i sﬁﬁgﬁngﬁﬁrﬁﬁﬁﬁé’ ysqﬁ)i{shgtp?c&%h%%%%d
Preferred Enbédtheemclidetprpyidinge sedbf emicny daesfor 6 absarved pighairofafe t he

preferred Banpr@%ﬂt\ﬁierein the set of covered states comprise each one of the states in
which changing a value of the observed signal in the state causes the property to
fail.
Brief Description of the Drawings
Figure 1 is a block of a computer system upon which one embodiment of
20  the present invention is implemented.
Figure 2 is a block diagram of a system for measuring coverage of a
formal verification property.
Figure 3 illustrates a fragment of a state transition graph of a circuit for
which property coverage is being computed.
25 Figure 4 illustrates a second state transition graph of a circuit for which
property coverage is being computed.
Figure 5 illustrates a third state transition graph of a circuit for which
property coverage is being computed.
Description of the Preferred Embodiments
30 In the following detailed description of the preferred embodiments,
reference is made to the accompanying drawings which form a part hereof, and
in which is shown by way of illustration specific embodiments in which the

invention may be practiced. It is to be understood that other embodiments may

3




reference is made to the acconpanyi ng draw ngs which form a part] hsARE04
and in which is shown by way of illustration specific enbodinents in which
the invent mamoorew2ibe practiced. It is to be understood that petfRbosaezss
enbodi mrents may 3 2 0 MAR 2004 WD 00/ 79421 PCT/ US00/ 40255 be utilized and

structural changesiiBBy aREstiRASa M t fng. fr t he scope of the
present invention. The foll ow %\éghggg%ﬂlggp eé%crmqug?%ﬁgﬂgéh%cemerage
metric to identoffle preseat inyentiorof a state space which is covered by
properties verified del checking. In each property, a signal is

i dentified (or a prﬁ%sﬁ?%wgg]ﬁmgg@éﬁﬁ%pt@? grienBss agovenage pisgisrtoedentifignal i n
that property. tﬂ'di@aﬂ@l&rs&m;iméthhﬁ?%%rééby]l&ﬁaﬁerﬁggl@eqﬁggb fndiepet  of
properties with respect to the observed signal. The coverage netric

i dentifies the cPekitepnsach property. 2 signal is idprsified| (oma prbpodiiorodiseverel  si gnal
determ nes the ¢l :tnr,]ﬁ Kt ed properties. Then a podel checking
10 al gorithm ca t%lg?lhjgs%ggg’% C escé{gtl ﬁljé&c?(t) rroggl?)he CEHABT MSHCIREABYSS obser ved
signal in thegke Covemnge ofld satodpaspertiesprity fespict i thObRA I RENRr OfRrty. The
det ai | ed descr anized as follows. The first section describes

i ption is or ) .
a conput er syst‘g?(ﬁrﬁ%i*o‘ﬂ"%ﬁi‘ tfige thermsechahie statesrin which;shewalne of thaoksetiedn | s
i npl ement ed.  TRRmaEERRMINRhd PNIARYSTIN Serfiid | ne .15, enbodi nent
of the present {%r?v_ent [ Ol’ll. The tlﬁi}&?’d sect | ondg’\é(g%ﬁeg&ﬂ%}%ﬁlgpéfh“%rage in
formal veril0i catgosthm Tarebe waed torchaskitho pomprcemssitandiion ox ah@bigervedrigsiinent  of

a nmet hod of coc ' v nmetric.. The fifth section provides
exanpl e i npl em@?’tg%{%ﬁge%? %%%%gor?rfvg%g'rs%@(gepﬁﬂr?ﬁ"ﬁ& verification.

Finally, a conclusi Gheidstaflediéseptior?} drgdresediaBollodvs i fidst s@sRMPUt er
syst em upon whi,ch one enbodi rent of the present invention is Inplenented

is shown as 108°CEBfHREUPPUCIYETM eRPn Whigh pRe ersbadimens of theqresent
commni cat | on RaAGor! & mRind ATH L iGect B ALITRE R Rvc A, & B 0CCSSOr 102
or np S

coupled with bus 101 for processing 25 I n I on. uter St em 100
p ) @JBR? ng <
further cornfri §@yodimeah Rrssens snyamtiony Th¢ Rédd)sectiondebeibeslyropeie St or age
device 104 (re : A no , oupled to bus 101 for storing
i nf or mati on angﬁ%@;&%@g&g}g@*%@éneﬁg& Sgtion presents an example
embodiment of a method of computing a coverage metric. The fifth section

provides example implementations of property coverage in formal verification.

Finaily, a conclusion is provided.

20 Example Computing System

Refernng to FIG. 1, a computer system upon which one embodiment of

the present invention is implemented is shown as 100. Computer system 100
comprises a bus or other communication means 101 for communicating
information, and a processor 102 coupled with bus 101 for processing

25 information. Computer system 100 further comprises a random access memory
(RAM) or other dynamic storage device 104 (referred to as main memory),
coupled to bus 101 for storing information and instructions to be executed by
processor 102. Main memory 104 also may be used for storing temporary
variables or other intermediate information during execution of property

30 coverage instructions by processor 102. Computer system 100 also comprises a
read only memory (ROM) and/or other static storage device 106 coupled to bus
101 for storing static information and instructions for processor 102, and a data

storage device 107 such as a magnetic disk or optical disk and its corresponding

4




processor 102. Main nenory 104 al so may be used for storing tenporary

vari ables or other internediate information during execution of property 30
coverage instructions by processor 102. Conmputer system 100 al sofﬂtﬁ&ﬂrﬂ]ﬂ#es
a read onl yWRORI#421 (ROM and/or other static storage device_106 coupled to
bus 101 for storing static information and instructions for® ’UE@E@S#S 102,

and a data st odiggéraeVvDeR sdkfidosS a na tic disk or optical disk and
its correspondi,ng’ﬂi W 00n94215% a%%éb%ug@%w&&%onmﬁ sk drive. Data
R

storage device 12 Borcandphgttictiond s neQduring o v el igg%lig{z,lj génnrﬁ%bg’ge?tn?es

I nstructions f urd n gverage in formal verifti
Conput er syst eﬁ{rﬁ%%e%hyd Of%?{éymﬁ’g‘ 08uwavelurthes ba coipdl mya digiliEaevid?l, such
as a cat hode r a1} suok a{ £BIhod®d raly gl .al. . di s LCD) coupled to 5
bus 101 for gi spl gying i o or mﬂayéﬁu‘%{gl{gﬁ Ehdlig %’P’S%L‘ggﬁlg%ﬂ()aﬁ)mnlﬁdﬂoi c
i nput  devi ce P¥3, 1FPéﬂwlwganmummiaocompdteeme.rAﬂf@mﬁanuﬂ?egjc% Q be

nd selections to

coupl ed to bus gek@d 130t | cating. i nformation and comm
processor 102. “An a diu%‘:?ongggfl]}g%rfun? G4 86T keyrs.ragy aleo baampledaobig ol

devi ce 123, sudfll &y cammumitneing frifakdirhland 8dnih .cursor direction keys,
coupl ed to bus 10%38for 10 communi cati ng di rec%&;ﬁjosr??elrc%%srtﬁﬂmc(???"éﬁ -command

sel ections to pPACSLOBs! usepinputdeyice maychereursot dantrgl deviceaR3 /R EERt On

display 121. ApQubE traél@dl1CayIMR1 & RufBY 4; coupled tq bus 101 is hard copy
devi ce 124 which may be usﬁ}c’i@’or répr| n?llretr%gon?'?’fg’tcroﬂlilteﬁ%@s I@dtfer or ot her

i nf or mat i orl Yonc@eMmmugicatingsliiatiars injomeition fhd E8mm4nd selellidiNto H’a%g&mo{ di a.
Not e, also, th dfgpgorﬁlrougrllcof t he conponents of conputer”157sSys 100 and
associ at ed hardware may D& U580 T BTR WriiayiAt Anotheederice which ey be

appr eci at ed t he coupledity pes DIl 8 ®afd Gy ALY Rf wit: tem be. used for
various purposgs as. th(:aauser requi%gir% ot%e‘?ﬁlg?n%%%lgﬁﬁﬁgyp’mnng
Conput er - r eadaBr & 18% At PTotherdniormationpna medipmtsech 4saa abfigngedi um (such

as RAM ROM  osim@lb9pestitnfedss, e devi.ces) are executabl e by the 20
processor 102 of co%ut er sys?gﬁgi?}gq’mf’ﬁ%})codﬁg&f  COMPARHItEO] gommutart | ons

cause the &%np‘i!ff’@m {and asspoiatedthapdrdre may de ﬁ@ﬂﬁ?éﬂ@émﬁﬂﬂ?ﬁéﬂﬂ %veq]pver age of
2nb1(‘) glr xlnt Vg][ Hf %‘ agpgegfgaﬁ%%éé}éqﬁiﬁcuorfggfg gmqa(ta]?)g E:)If t?li(:ysu?m ?11sz be usZtIieléW o one
for various purposes as the user requires in other embodiments.
Computer-readable instructions stored on a computer-readable medium
(such as RAM, ROM, or other data storage devices) are executable by the
20  processor 102 of computer system 100. The computer-readable instructions
cause the computer system 100 to perform 2 method of measuring coverage of a
formal verification property as further described below.
- i : bodi Cthe P I :
An overview of one embodiment of the present invention is described by
25 reference to Fig. 2. Fig. 2 is a block diagram of a system for measuring coverage
of a formal verification property. The system shown in Fig. 2 comprises inputs,
processing modules, and one or more outputs.

The inputs comprise a property, one or more observed signals, and a
circuit modet or other logic design model. The property is a formal verification
30  property specifying desired values of particular circuit signals at various points

in time in relation to other signals. In one embodiment, the property is written in

CTL. However, those skilled in the art wil recognize that other property




An overvi ew of one enbodi ment of the present invention is described by 25
reference to Fig. 2. Fig. 2 is a block diagramof a systemfor nRasMmi 0K
coverage okoaofsaermal verification property. The system shopgrjudofidss 2
conprises inputs, processing nodules, and one or nore outputs. The iInputs

conprise a properLiy.., bser v si;gnal,s, and.a circuit _nodel or
other logic de ?zéxtrt]i)f%)gg%g%ﬁég?% ob%e"?’tp}”%g W‘a{}%&%ﬁﬂﬁ‘ie%ﬁf?mé%ﬁ §59Re °80
property specithypregerd@sientdeh. val ues of particular circuit signals at various
points in tinme in rglation o other signals. | n one enbodi nent, the
property itshW:i tten 1P Sﬁfissngﬁz\k\feﬁﬁmqug’gfée@émq ‘éﬁzgﬁ(;l@ﬁb S@E‘ggﬂﬁ] 216255
recogni ze thatye ) PRESHs¥rv : .

phpErsR e rr R e

speci fication | anguages may be el ) out Yrvertirng Tromthe scope of
t he present3i mrebndiroent, tihebsehisé sigeal isprpnided by aausear In andletmatne of t he

circuit signal Lfied b he property.. The observed signal is the

signal being c ebts:qgg'g?m’llﬁe %l?férvgg éﬂ%@df ﬁﬁﬁ?ﬁ,/edtl?yeﬁ‘ﬁﬁgmﬁﬂg Boghles- iT8e provi ded
by a user. In druAhiodeliak enoderdTodiiesthted cheuioBESEY & ust Witllla thegdident i fi ed
by the processing nodules. The circuit nodel is a nodel of an Integrated

circuit desi grFheeking eafigation tgolasdder use matithe sysiem iof theqiresent inveitieand f or use

with the system of gsﬁfﬁ% ' ' gg processi ?dul S conprise
progr am nodul es t hat g%?or tﬂ%ﬁXs%%ﬁE%P% n opoﬁdl?elgegﬁ%qr? ?%%Foverage of
properti eslby fanctivdelf meheriog iy covenid ofqabdpearties WO niidel ¢hedking! t er nat e
enbodi ment by a .sinulation.checker, eral ly, program nodul es include
routines, progr; ﬁﬁa g el of i Wﬁeﬁﬂ%&rﬁ%ﬁtg’é‘tsﬁ% afippghecker . | t hat
per f orm parti aGér@fally UR6ragithodtles! iARh R TBRMineR: rb'FFA:&}!%b' S ta types.
The processing rmdul?gg provi de an i ndi catlilo?lﬁo thé 1158@%’0%% et eeﬁ%’ss of the

verification. SPFRSTNGUESEIR, thatnerforra patigulatifupgtionscor implarpet pagicniadul es i s
b d t at . odi nent.s .. of e coverage
m?:tS (rai cogrz Seg%?t?%ggﬁ% prgg'e??glfé ﬁﬁ%gf%@ﬂ%&t érrg?rﬁ cs%ne{fléwatéoé’ ‘Ulslgﬁ herein

means bot hl%t aowwplesendss of phet werififitaie Theovarage metriktexbited by tHee sense that a

state may be reached vi a, several Bat'hs. 0 In one enbodi nent, the outputs
conprise a c ofé?%&é“%@?@ﬂ?ﬁ’ﬁ ased on states rather than paths. Example embodiments

of the coverage metric are described in detail below. The term “state” as used

herein means both states and inputs. State coverage is static in the sense that a
state may be reached via several paths.

20 In one embodiment, the outputs comprise a coverage percentage
indicating the percentage of states in which the observed signal has been checked
for the property. Additional outputs will be readily apparent from the following
detailed description.

o i F | Verificari

25 A “formula™ (also referred to as a “property”) specifies the desired values
of particular circuit signals at various points in time in relation to other signals.
In other words, each formula specifies a correctness condition on certain circuit
signals and also specifies where in the circuit state space this condition should
hold. One of the signals or propositions being checked in the correctness

30 condition is identified as the “observed signal” and coverage is defined on this

observed signal. In one embodiment, a sequential circuit is viewed as a Mealy

finite state machine.



indicating the percentage of states in which the observed signal hpag MRS
checked for the property. Additional outputs will be readily apparent from
the follow n detail ed description. 25 A "formula" (also referred to as a
"property") @Ml es the desired values of particular cir ®GTUSH/ARES s at
various. points in tine in relation to other signals. |In other words, each
formul a specifies aleftmtienet:nddmitestat madnine (FM) Misn Liuplk 5, 7,51 Bl s and

al so specifies recin the cjircuit atg space this condition should

hol d. One of tﬁ%?%%ﬁasﬁ%treesﬁir%%gaﬁst ?ﬁdﬁs‘?ﬁe?’rfg“&%lﬂ?@delfaﬂmiﬂ%ﬁ’!correct ness
30 condition i betiveairs opdaasints)and Pbs gy ved. spInAls' s@f‘é‘f&éﬁéﬁ%ﬂﬁréf defi ned
on this observed signal. In one enbodi nent, a Sequential circuit 1s viewed

as a Mealy fi HitheobseryedsignadnEach signadisn Rppleambumcien 807 (D42 rep@3¢tisg0/ 40255
o Where S Ts S FPRiGEs SLENAENY, BEn g odhisbodislo B BIRHE e iR e on
of M between fai ¥ ackt cftiatislstates. S, and P = {p,, pl, .., p, q} is a set of
S 9T BT epr eserfiviiGe Papan B s Tepnvesheary s qonckanesing sieondm il gnal
G ven B proper Ly e BB vy et o ferat ol pope R o ) T

be true of thethgispegified obseredsignsbimtterms /el subsetdd tirmesstetey emaahpblofromhat

property f . 1 Li ( vV 0N i.n. terns a subset of circuit
states r eagﬁab?’gﬁf@%?‘n&ﬁ' ?‘%éﬂ?%ﬁ%?cg‘ lgtﬁg}nggh.e lﬁm?f sptgs &féh?rgﬁéﬁ‘élﬂ“e fromthe
initial statesinpftstduenes whicls takesthe FSM flonsa0jinétint etavtb Ghat sake Sintdag FSM from
an initial stategoto t hat, st at n. one enbogi ment, a "covered set" of

% - ,l . .
states for an YB¥SUAR %icﬁYﬁi?de?‘eé ehtatesfor gn obseruedsimnabissthaseofi n whi ch t he
val ues of the QRHEHNeMtesiOWRh MESanke o?h%%@sig?éﬁﬁ%ﬂ%@%égk@&w on of the

property. 15 Thus, states in the covered set have aracterrstics.
First, if the Rayustsiaetioniod thetpsepeyed signal is changed in any state of the

nodel outsiyde the r : , [ ul.d.still. be satisfied.
Those st at ég are nglﬁj\ég’hsgag euglﬂ* or "%}E‘é%‘gﬁgﬁé‘?‘? §Har§°é%%srs[i‘8§‘ *‘F‘qtﬁ}e\/‘%ﬁ?‘ffe of the
observed si gnaéf thesobskrarad)signal is chaygezidy ang dtatss the motblantdiapdecyvaboul d fail .

In this enbodi t, the set ,of .covere tates is a
srgfz he property sﬁoulg stﬂ? ge satlsgec?. ose states are not checked for the

property. Second, if the value of the observed signal is changed in any covered

state, the property should fail. In this embodiment, the set of covered states is a
20  minimal set.

To determine whether a state belongs in the covered set, the value of the
observed signal in that state is modified and its effect on the validity of the
property is assessed. To facilitate this test, a dual FSM is defined for each state
of the given FSM M as follows:

25 Definition 2: Givenan FSM M= <§, 7,,, P, §,> where P = {p,, p, ..,
P» 9}, and any state s € S, the dual FSM AZ{ with respect to state s is the 4-tuple <
S. Ty, Py Pro Pu 4.}, S, >, where

g0 = {q(t) | (£ #5) for every state ¢ € §.

~q(1) | (t =)

With this definition, an embodiment of a covered set of states is defined

30  as follows.




20 mnimal set. To determ ne whether a state belongs in the covereq osﬁ.gnzuw
the value of the observed signal in that state is nodified and itS ‘effecC

on t he val iwbtogrraf21t he property is assessed. To facilitate ' a
dual FSMis defined for each state of the given FSM M as fo@%@ﬁ%s

Definition 2: G ven . = < P, S, re P=1(p,,_pZp, q),
and any state s e S@ﬁ@%GggﬁﬁfI%cpﬁfraggﬁg?§W§’FBf}@té’ffaélsﬁ‘?ﬁér 4-tupl e
< S, TM {pl, wphrespecitp its4nitid] ste set, S, deabRIBtAY, S,QI@IﬂaEétfcé 5394 for every

statet ES. Wth this fiy'ftion, an enbodi nent of & covered set of states
is defined 30°RETIGIY Blkson A 197 BOIGRSdS0RmRl Y T ondwif forR@y SUBD0E S0BE5

Definition 3: @a\ygtg.msmsgégﬂ{ewoﬁdiggg (}ggrfgf%%f/&mhat Msatisfies f with

respect to its initial state set SI, =f, aset Cc Sis a
covered setSoff on Whisslefiplsivnnyindepingaut ofghé propady spebifichdon! 1@figuagyanat at es E

S, the dual F lsfl.e ondi ti S #) - (s EC 5 This
definition is %&éﬁﬁéﬁtﬁsﬁﬁ%@epv eﬁ%‘é @b‘&l‘:‘ﬂ iStERpk 1530 uBeRyeEg statnd

guar ant ees t hawilchangusegthe bﬁ:p%ﬁizttﬁf@lfwﬁjwctﬁhwg]ﬁFYﬁ‘@vaﬁ}ﬁ%aalcob e@gtatlléncovered
state w |l not, cause the f)rop_ertytofail i 'e changing the value in a

covered state Wil $3use #ie &ail. Thigsatgf covered gtateeis wiiqueoConsuerdtht #s i s uni que.
Co tly, d : ' ffi.cient .set to prove
nsequently, ddnstifBlS ddctlsES 3%8 Q@g@g@gé& St?@ ov%usgtﬂséacalgp I()ﬁ@]& Prop

satisfaction of the property. es i S manner
so that thé0vaCeesred stategamiseinedih thisgnainer edithahihe @akik 3F 88 obSertidasaaf eed to

satisfy the correctness conditions specified by the property. Thus,
coverage gives'a %%ﬂ?élsﬁuwcﬁﬁ%ﬁ’éfy thg sompcipess & donsfpacifeed hyshlel  has
been checked hyropdrey. VElsf c@m@e%hﬁé@ﬁretmo&%ﬂhvcﬁg?egétgg?éaﬁ% I@gﬁe

definition does not preclude nultiple observable sig
property. 15 TRed! aspem degkcddydhe venifias propgrtyfor the absireed signal. nEhigover ed

states for ea%ﬁnﬁtwd’deg%{epr&lgﬁﬂnuh%?%g%s f\%b%ysico ti{r1 diction that the set

of covered states Is uni que, assume ere RS PIWERY-cover ed
sets C, anli5 Ctepovaredrstadesrdry thien aimoplga theolnsion ¥Ltte covered states for each

individual signal.

To prove by contradiction that the set of covered states is unique, assume
that there are two distinct covered sets C, and C, for a property fand an observed
signal g. As C, * C,, there must exist a state s which belongs to one but not the

20 other, say s € C, and s ¢ C, without loss of generality. By the definition of
covered set C,, if the value of g is changed in state s, the property f fails. This
implies that s should belong to all covered sets and therefore s € C,, which is a
contradiction. Therefore, C, = C, and the set of covered states is unique.

The following example illustrates the definition of a covered state by

25 reference to Figure 3. This example computes coverage of the following simple
CTL formula with g as the observed signal: AG (p, - AX AX g). The formula
specifies that whenever p, is asserted, g will be asserted two steps in the future.
Figure 3 illustrates a fragment of a state transition graph 300 of the circuit for
which property coverage is being computed. Consequently, g must be asserted

30 in the marked state 302 in Figure 3 for the formula to hold. This marked state
302 is a covered state. Inspection shows that the condition specified in

Definition 3 above holds for this state. Note that there are other states 304, 300




signal g. As C, * C2, there nust exist a state s which belongs to one but
‘not the 20 other, say s ¢c- C, and s E C w thout |oss of generalzt mzﬂmthe
a

definition of - covered set C,, if the value of g is changed in t he
propertyf YPP¥794%his inplies that s should belong to all 86'%%5%‘!:1““%&3 and
therefore s e C2, which is a contradiction. Therefore, C, = C and the set

of covered st atigdsg iissa'tﬂdibapu are ribhenarlodd swiomered xauptieyiakd ntﬂtcmt:ﬂao thee
definition of a é gd sta} by 25 reference to Figure 3. This exanple
conput es cover@Etotl BHEVEY 918\)#%9 simple CTL fornmula with q as the

observed signal: Afm iPBtemAXENEddimdne of 1068 defiRigioh b 8 2ot diad setfyenever p,

Is asserted, q will be asserted two steps in the future. Figure 3

i | lustrates a Serefgiptastn which 1%’@&#@@?@(@‘@%&&9%@% t@deckthe yaduedfitheui t f or
whi ch propegty nmust_ pbe asserted
30 in the rGrgiar koggé}yet%a?%%!aﬁzd g@?’?ﬁg&?}g orrruf1 t‘%qﬁoefeél Se{Ij"f';fi s marked

state 302 is tmsemai@daesieﬂhﬁunhql&pﬁﬁmﬁﬂnaehom that the condition
specified in Defi ion 3 ve holds for this state. Note that there are
other states 304, M%ﬁ@mezﬁ@@w lafpr g4 Pbsevad vigesh’ 2028 t h q
asserted but ghgeN@ln H%Nfeﬁgetao'ffﬁﬁi‘éﬁét%s?s'd% utddS¥ 1B FadtiRh dffrtdch@d 1o the
validity of the given formula. In an alternate enbodinent, a less strict
definition of Séatcsmfélfemd;éthatsreatovsr@d of states in which it is sufficient,
but not necessary, to check the value of the 5 observed signal to
determne the validity 9‘1; e;‘pee CT Lnidnpfearudfocovéred avereed sgl#oJ n this case may
be nei t her uni que nor mni nee Dgiim P b)opeag;mgp\épar,&ge a fornula for an
"observed signal " on a given nodel with a given set of initial states is
conputed as the fraction of reachable states of the nodel that are
coyered: nygrber of c%%%g@f&atsem@prsp&ﬁe&% @M gyﬁ%ﬁ{m%moﬁa habl e
states 10 Coverage for a set of properties |s sinmply the coverage fromthe
uni on of the thosavered setefronf eashirdividuplptopdrual property. Full or 100%

coverage for a par tFiuﬁ %lr 26022 %g%r\;{ ed fo?‘ia rz‘ﬁicn&a}l]% serve%ns?gx}apgitus means that

the value of that signal has been checked by the verified properties on all

reachable states of the circuit. This serves as a very useful indicator of the
15 completeness of the properties and the quality of the verification. More
importantly, the formulation of the coverage metric allows the identification of
areas with low coverage in terms of uncovered states so that the user can write
additional properties to increase the coverage.
In an alternate embodiment, this coverage metric is also applicable to
20 measurement of coverage for simulation tests. In which case, a covered state is
defined as a state where the simulation checker checks the value of the observed
signal duning simulation.
The definition: of coverage presented above is applicable to any property
specification language. The remainder of this section of the detailed description
25  presents an example embodiment of an algorithm to compute a covered set for a
subset of ACTL, the universal subset of CTL.
The subset of ACTL acceptable to us is defined as follows:
J=b|b-flAXf1 AGf | Alfugl | fAg
where b 1s a propositional forrmula and fand g are temporal formulas within the

30 subset. Note that AF fcan be equivalently wntten as A[True U f} and does not
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t he value of that signal has been checked by the verified properties on all
reachabl e states of the circuit. This serves as a very useful i n@ilcHAlllof

the 15 conphad esress) of the properties and the quality of the verification.

More inportantly, the fornulation of the coverage netric al PORYSHO255

i dentification \th | ow cquerage in terns of uncovered states so
that the user c]%gﬁdﬁfé%@ga%%éﬁqrﬁtﬁ I‘QPFI}Pe LA copstrustmissing fromethtover age. | n

an al ternate endnbstitisditjunétivnSofoempbRffriBigi C 1S al so applicable to 20
measur ement of cove;&gﬁ for sinulation tests. In which case, a covered
state is defined as*BP'¥ngefipfiiane tonthissvhset af AGTLcthe sleast seheosrdfe val ue

of the observed;;j &g Qo SLl at i on. . The .definjtion of coverage
presented above s appl?Hggﬁcgg@hﬁfﬁ%ﬁ%boeplf)yahgﬁ’e?:‘m‘? fommplgsan beguage. The
remai nder of5 t ifompytediekanilyofHowevedeppliedDemasst Bid Sin g%ﬁ&%%% an

se

exanpl e enbodi nent of an gl gorithmto conpute a covere [ for a subset
of ACTL, the u%’\’/’é%&?eg\?@éwrﬁeo Crie covpge fis S evenpfalinGEbpatietps abl e to us

i s defined as feeirbia¥s low. FoPi s ~ohd; €] f |fAg where b is a
proposi tional for rrulﬂg and f ghhagge’acgéél?%é&@e’#ydﬁ%u%"'WI’[J%FW‘@( he 30
subset. Note t Hansisft graph obe cizenit asadhennl iy Figuid 4. eThasropdrly specilikd mar)l does
not 9 2 0 MAR 2004 Kpg‘%ﬁ]"z‘%ﬁl EIC%/ USOQ 40255 need to be freat e‘é’ !
separately, The on‘ily OIEOR PP Frdunplstate uailokpesvedssignaby S s

di sj unct i o Oof assertprtuifiodyit SspeaSnRothSrsPRAtk Rhidufifired e Pl subset of
ACTL, the set of Bﬁtcflt es ere the value of the observe S|g?1aﬁ I's cruci al

to the validit & 6feq RuMPesAVEreddAs marksd inFigueat). Eowevérychahgingver , appl yi ng
Definition 3 iRalgeehs th M REs 4GS Yol Sayf une cted coverage. The
coverage for " eventﬂ%l ity pr ospertieséadlsgtheig‘ﬂ;r%%? %}Bﬁ’(?ﬁ?"s%ris' tBnce,
consi der the pH3pEptey Infast, nonepf thedtatdsenshiapeth Mll%@%bﬁsﬁid&?eﬁo@?x‘&d%? a

shouf d be high

circuit as sho ' l.gu 4. The property specifies that p,
on any path fr%dgﬁnﬁﬁﬁiﬁt :ig}'s’st?ea oge@F&r%%§€?ﬂ?€H“§nbﬁa¢mq S is dbtragser t ed.

Intuitivel ¥3 ito thppareativha@iont fihfal gréperS!t AoQbRRAEY where q 1S
asserted shoul d be con\4ered (as marke ir%, Fi gure 4W}{@\;\ﬁg9/€c¢’,gcaéﬁ%r?éi ng the
coverage, the coverage effects of the two parts of the Until formula need to be

isolated from each other and coverage for each part computed separately. To

achieve this, a transformation on ACTL formulas is defined below. The
transformation changes the syntactic structure of the formulas but maintains
20  semantic equivalence.
Definition 5: For an FSM M, given a formula Jin the acceptable ACTL
subset and an observed signal g within the formula, a signal ¢ is introduced.
The signal ¢’ is defined by the same function as the observed signal g. The
“‘observability transformation,” ¢, is defined by substituting occurrences of g in I
25 with ¢’ (denoted by flg~g")
Po-/) = b~9())
PL)=b|g.q~
PAX]) = AXp(f)
PAG)) = AGo(fH)
30 @(A[Ug)) = Alp(HUgIMI(N~g) Ug(g)]
P(Ng) = p(NN(g)
S and g’ are written as the shorthand for (/) and @(g) respectively. The

new signal ¢* is now the observed signal for the transformed formula f.
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value of g in this states does not cause the property to fail bicqaﬁﬁgﬂﬁ)‘, S
high in that state. In fact, none of the states on this path wl

consi dered covered by the definition. Thus, the coverage for this property
wll be zer'gQ Wi 5 contrary 15 to the expectation froms gﬁerty.
To obtain a nore intuitive neasure of coverage, the coverage effects of
the two parts of thdotgthatthe éprmuias afiecihie pbsepabilitg birsfarnatiomaeeach ot her and

coverage for eg@n‘, r’gr}lnhgﬁaq gl chj.e t hi a
transformati on 0On ﬂ%ﬁo ?%r as f?rglql esﬁ 1ﬁleré$pgélq8v\r/_gﬁ#ﬁeo\fﬁeaﬁeﬁ?m'i on
changes the syfbactlydwscasestinmbichfthd Syatdene smicase bithe frindlaAdhange 4@ tiRenant i c
equi val ence. Defi,nit.i an-tg' Fﬁ{? a{glggs M given a fornula f in the

accept abl e AcCTHPlGgHeRand Hptibiormgplas - ThemeiyaHan isjo pinppinhtheistatesoviigha, a
signal g 1§ ipduQEE Beverag ors g @hsdhuer | . nction as
the observed signal q. The " orﬁéervabi uﬂ@%?éﬁ??ﬁ?%ﬁﬁ%ég@gsr#s defi ned
by substituti ngaiss tchdndensndéntly contribute2EvemigeHfram edotiganioéthelyntil | g-.q')

cp(b J) = b' (pLl c) = - C = AX cp(AGQ)) = ACGep(f) 30
cp(A[ft]) = Al f°|o Ei%‘gﬁi"ﬂ‘“?\f’gﬁ“eﬁgﬁ?vﬁg'“” }‘Wﬁ&“gg‘g’ﬁifﬁa%waﬁy and g' are
witten as theegliadléhdnehdlay with (ifferann syrtax( @ prsatfrérvgdbverdfe TRRW Si gnal
" is now the observed signal for the transforned formula f 10 2 0 MAR 2004

WD 00/ 79421 PCTF 5508F 20053012 betts cantyres i vauificpsion i of e users &fheabi | i ty
transf or maf honaiRat G YA REn & B &Q?rlalggférgieﬂﬁmfu% E}Ue\?\% Inéﬁg& Fﬁﬂﬁ%g ect to

validity of the verification. The only two cases in € syntactic
structure of téns fregmeticdetérminaioarod themoveredrpdti The observabitityUnt i | f or nmul as.

The notivation_js.to pinpoint.ihe t which.5 contrjbute coverage from
t he consequent n'il‘b%srf N Fm? secqnﬁ%{ef“cgﬁ %%ggm\%‘i‘ pf 3 govered SEHE‘?I ‘?ﬁ%’g (L)%ﬂe& h

i ndependent | y efuiveied$tatesdo dentifel 4sr0ss eostdiesia iwhichfit i Berfbithi o chbar mul a-  As
a result of the observability transformation, tw semantically equival ent

formul as with fereBbeobtheghserygd signalse deterpinefhe validityiof theSFlafsmuthys,
15 Coverage Computation

This section of the detailed description presents an example embodiment
of a method of computing the coverage metric. The example embodiment is a
recursive algorithm to compute the set of covered states in the state space of an
FSM for a given ACTL formula and a given observed signal. The algorithm

20 operates on the original formula but gives the computed set of covered states
with respect to the transformed formula as described above. Thus, in this
embodiment, the computation of coverage does not require application of the
observability transformation. Later, it is proved that the computed covered set is
the same set of states as would have been obtained by direct application of

25  Definition 3 to the transformed formula.

Problem Statement: Given an FSM M with a set of initial states S, and an
acceptable ACTL formula g such that M, §, | = g, compute the set of covered
states and the coverage for observed signal g.

Coverage for a nested formula g is computed in a recursive manner on

30 the syntactic structure of g. This algorithm is summarized by Table 1 below.
Coverage for each sub-formula is computed with respect to a set of start states.
The covered state set for formula g with respect to start state set S, is denoted by

C(S, g). Traversing down a parse tree, the set of start states used to compute
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the syntax of the fornula better captures the verification intent O@M&‘E?
user. The 10 application of Definition 3 to the transforned formﬂ iqpés
a more intuWooer94End pragmatic determ nation of the coveredpsglys JJ?ESS
observability transformation is consistent with the definition o? a
covered state Vaessgd oLa paticuld subAYEHET 5,@: s.is identified as a set of
states in which it 1s su?f i Ci enstu. to clﬁegﬁ ﬁeas\fgf"dg ”E)fhet‘ﬁtﬁeo%é?f\?% si gnal
to deternine tHer halapdeys) formulde isChmplutdnwitiarespdd tEMENePEBnfRIRYEL on Thi s
section of the | Li ot i esent.s_an_exanpl e enbodi nent * of a
PG ERAESe S TP EieT s

met hod of conputin e cOvérddge fe&)arrpl e enbodinment is a
recursive al gorit hmThealgoriu guakdifees @ar Bfe GOYELS L he state space
of an FSM I)sor a egi ven ACTL fornula and a gi_venﬁggz’érve%lsé 41 3%¥The

al gori t hm 20 of&rRek¥ate satishes HE cofrenamess condifien specifipdbeshé hanemmghed set of
covered st ates gyWWdrula8% : nsfornmed fornul a as descri bed above.
Thus, in this S‘énb_o_dVﬁen??ﬁ%tﬁ%%é%%ﬁ%éiaﬁeﬁ signal jissoxgred seicil ks crammui 1
appl i cation of Defiitioneishe fincfiorisyséd hé AlBHItR bre didEhelow! | S Proved that
t he conputed covered set ;.s | the sane set of states as woul d have been

obt ai ned by direct applicdfP6i- Secemsivesemppiation of coverecheet t r ansf or med

formula. Problem State t,y Gven an FSM vm'thgset of initial states Sr
and an acceptabl e ACﬂﬁ@Q’#ﬂﬁl—a—g—s-eeh—t—k-ﬁ_-vﬁL‘k_‘i_go edSeq of Statescopute the set of
covered st!&tes and tHelSedVer age for obsgrSyeddepensyd) . Coverage for a

nested formula g is copgytednin a recursi on 30 the syntactic
structure of g. This aé orj 'ﬁm IS summri\ztzgyﬁw%ra‘gl e 1 below. Coverage
[

for each sub-formula is®e ted with regfdbrmand(§)sht of start states.

The covered state set S AHynula g with rcqﬁd%y;gb;gg)s@art state set So is
denoted by C{Sa g). T v%fsmdown a pl; Pfe set of start states
Pr9az12

(rsjze tree,
used to conpute 11 WO 0 MAR 20647 BerreiSads 40788 coverage for a
parti cul ar 'qub-formil a changes, as shown|(ffitsheatied(s;, 1,5 ayer age for the

top-level fornula g i C@BQ d wth resp t@@( t of initial states
S, of M (substituting S&)ﬂguéf in Tabl e 15%,?&"?}."29, ’ﬁ, g). The algorithm

guarantees that the value of the observed signal in any
Given a propositional formula b, let T(d) represent the set of states which

satisfy b. Note that the property is satisfied by the circuit if and only if b is true
20 in all start states. The subset of thesg start states which are covered is identified

as those start states where the satisfaction of predicate b actually depends on the
value of observed signal ¢ (b may also specify conditions on other signals). In
other words, changing the value of observed signal ¢ on a covered state mu#t
falsify the formula b on that state when otherwise it would be true. In the above
25  table, this set of states is given by the function depend(b) = b)) n T(“blq —“q)-
The computation for formulas of type & ~ J. AXf, and AGfis
straightforward. The formula b ~ f'specifies that the formula JSmust be true on
those start states in S, which satisfy the predicate b. The covered set C(S,, b - D
of the sub-formula b - f with respect to the start states S, is equivalent to, and
30 computed as, covered set C(S, N I(b), f) for f with respect to the new set of start
states S, N T(b).
The formula AX f specifies that fholds in all successor states from the

start state set S,. The function forward(S,) gives states reachable in exactly one
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5 covered state satisfies the correctness condition specified by t{‘@MAR 2004
formula. If a sub-formula does not involve the observed signal,

covered set_will be enpty. Definitions of the functions used in the

al gorithm a¥@%7%2h bel ow. Table 1. Recursive conputation ofCTHSIPERSSet QS
, g) 10 C(SO0, b) C(SO b-f) (C(SO, AXf) C(SO, AG) C(SO01A[f, Uf2]) 15
C(SO, f A fz) WpnEemdtheStart giteSna,e ThisSet hechaps nb Hyw aSCtafes Mile f)

C(forward(S0), f reachabl ), f) C(rraverse(SO, f , f ), f, YU
C(flrstreachedr(ogﬁJ ﬁ%co‘ﬁagﬁ?‘%go f) u C(S0, f2) Gven a propositional

formula b, let T(b) represgai—wdrla@oﬁet{sqfassgggqg which 1 satisfy b. Note that
the property is satisfied by the circuit if and only |f bis true 20 in all

start states. The sthEsecifes thabtlolds en all staigsaeachpble fromr §. dhednadidns
i d ified t f t dicate b
ldentitied sas, 59%?%(% ﬁ{lé ét@st I%?Ch\%ﬁrﬁoﬁl? i ﬁﬁ/;rrsu CC( b?ﬁo‘{yaﬁf étgps!s;g C|6f y

actual 'y depends on t ue o} served’si g

condi tions on Btihist beuogmatlﬁ)newl get of)mlelsramrfdrsconqhmlﬁglcaﬁcrhﬁ@oﬁ/ | ue of
observed signal g on a covered state nust falsify the formJIa b on that
state when otherwise it would be true. In=the above 25 table, this set of
states is given by the functimsAckibreSo(b) U=sorwayd (SFJ('b q _-'q). The
conputation for formulas of type b f, AX? and AG is stral ght f orwar d.
The forrmula b -- f specifies that the fornmula f nust be true on those

tart stat S t d set C(SO b
Z7) Sof the Suberersarel einfidl B e B Rradon RATIGHBIE ot s so i &

equi val ent t o,compdic8ed. c’ﬂnpnnmdtaasn ofommi-aﬂstmﬁ e APOUN] %(dxplained Wik f with
respect to the the hie Vilp of Ehe state tranmttlon graph in Figure 5. Sub-formula f, is verified to be

] 10 true on states along paths from a start state (unique in this example) in S, such

- that f, is true until £; first becomes true. The function traverse(S,, f;, f;) identifies
states along paths starting from states in S, such that f, is true and f; is not true
until, but not including, states where f, becomes true. These states are marked
and labeled by /] in Figure 5 and become the new set of start states while

15  computing coverage for sub-formula f,.

traverse(S,, /1, f,} = §'y U traverse(forward(S' ), 1, £)
where 5 =S5, n I{f;) n T(—f).
In addition, the states satisfying f; first encountered while traversing
forward from S, are considered as start states for computing coverage for

20  propositional sub-formula f,. These are marked and labeled by f; in Figure 5,
and are computed by the function firstreached(S,, f;).

JSirstreached(Sy, 1) = (S, N I(f,)) v firstreached(forward(S, 0 T(—=H)). f,)
The covered set of the Until formula is the union of the coverage from
Cltraverse(S,, f,, f5), f1) and C(firstreached(S,, f;), f;)-

25 The covered set of a formula which is a conjunction of two sub-formulas
is simply the union of the covered sets of the sub-formulas, because both sub-
formulas must be satisfied by the FSM for the conjuncted formula to be satisfied.

Comrectness Theorem: Given an FSM M with initial states S, and an
acceptable ACTL formula g with observed signal g, the above algorithm

30 computes comectly the set of covered states as specified by Definition 3 for the
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states S4 n T(b). The fornula AXf specifies that f holds in all suc 004
states fromtgle) start state set So. The function forward(S0) gi vesfﬁmgg
reachabl e | waesmplatyy one 12 2 0 MAR 2004 WO OO 79421 PCT/ US l%g'i.&}m 5t5ep
fromthe start states in SO. This set becones the new start states 'l e

' s" I Ds' o, (s', s") ETM AG f
ggggﬂ:gg hat ru?ﬂﬁfgf-;ﬁéd %)Or?n E;ﬁg\%{ g'&é@"r@a‘%ﬁ%’ﬁ?é‘@ﬂ&ié&"’ %’H%‘hFunction 5
reachabl e( S0) @bsasatslipttemsformeatiabl e from S. in any nunber of forward

t . This set becgnes the ne et of start states for conputing coverage
foe I.Osreachabl e(S0) = tl(,%,‘S Y Induepom g thegpaietipeofabe fomatlao Exéept t he

: . . _ . ) q
Until operator fsthatdred ds€s IRBR £3h&d: Tgﬁ Qnput at i Qn of. covere
st at es 1I‘Dor Alf, U ] is expl ai hnegcd@\;\nmlfh Fﬁg Ferp Ogr}c?%‘fgs ‘. é’ai”ryanf| tion
graph in Fi ur ébtgined from fiitfons off sowezagef thedbbsarvitglit)Qrahéfoen HdnShat €s

| on aths fr t stat nj.que, in this exanple) in So, such that
?,, igsptrue untﬁﬁzﬁé&itﬁ’&‘gtﬁﬁgégeﬁéin&AaﬁgeﬁaquU@w.C{lqegkhéfrgr@glg?h If f)is
identifies std#dlkoving eqgatipns:hs starting fromstates in S. suc a -
true and f2 is not ?%ug@ until, but not including, states where f2 becones

true. These states are midkErvardih) laferedf s (&0 Figure 5 and becone

' ' b-formula f .
the new set of start staygs,smahts, COAMRULL NG | coyenage for su la
traverse(S0, f , f2) = S'I(O {:l trav%s\@e' ?éoré\ﬂ%(ls?%?p?f , T) where S0 =

S, n 7(f) AOY(-f2). Themedticamplex cashés mtaﬂmﬂgpataijo‘s_f yh@tgvd‘ttgmf,gti;]?ge epg?unt ered
hi ' f: .dered as start states

comput i ng. cover S PRIFE obf TRy shabraaien crrirsmardie he o e i toe mar ked

and | abel ed bycd2rige afgogithe. Since&fﬂeﬁk@@o,@?})%&gsemé u%;(% gﬂgﬁgg M baths

firstreached(SQ, f ). firstreached(SQ | = (So | _ _ _
f : ; :t reac hedﬁ f 8?%“&) Snthet satistyy/, and go natisetisfisyieumsill ambiot afchidives sunés |

. ; 1 q
formula is th Ndaf) traverse vefon f2), f) an
C(firstreac hegt(hHSO, foy” t?gt?m%géges%ﬁe C%L\{/tg&rq’e%l e *e(‘gf( ’2311@ i§ tgicpleeti s a
conj unct i o3 of cavsredssebiok di{filfds Likewise, the covered set computed by

Clfirstreached(S,, 1), 1) is the correct covered set for Al(f, A=H)UF ).

This algorithm is of the same order of complexity as conventional

symbolic model checking algerithms. Both are based on fix point computation

using Binary Decision Diagrams (BDDs) which are exponential in the worst
20  case. Results for sub-formulas computed during verification can be memoized

and used during coverage estimation for a more efficient implementation. In

practice, coverage estimation can be slightly more expensive than the

verification in some cases because it may require computing the reachable

states. This involves fix point computation which may not have been necessary
25 for the actual verification of the CTL formulas.

In the example embodiment described above, after computing the set of
reachable states and the set of covered states, the coverage estimator gives the
coverage percentage and, in one embodiment, prints out a list of uncovered
states. This output 2ids the user in writing additional properties to cover the

30 holes. The coverage estimator also prints out traces 1o uncovered states by
performing a breadth first reachability analysis from the initial states to an

uncovered state via the shortest path and generating an input sequence

corresponding to this path.
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Is sinply the union of the covered sets of the sub-fornul as, becaus%ﬂmrmm
sub- formnulas nust be satisfied by the FSMfor the conjuncted fornula to be
satisfied. Correctness Theorem Gven an FSMMw th initial states S, and
an accept aBPPEML fornula g with observed signal g, the aBEVAISM4§35 t hm
30 conputes correctly the set of covered states as specified by Definition
i 2ot NSC¢XDa O T AN SR B id& D formul a 9' =

3 for the 13 2Lgappi lgmiemantons of A B KD g : S

cp (g) and observed.,signal ..q' e ipis the observability )
transformation. Pr 0'0[?"? gﬁ“ﬁ%dlg}eg&vmﬁée B‘g}gfaﬁaﬁmwsﬁwepﬁéo‘é%fﬁé%@lén of the
formila Excepachiéwhg h hiphideRe ofasefiachty B ik BSbIBRRAL BF mEREHALALE: A2
other cases can be easily 5 obtained fromthe definitions of coverage, the
observabi |l ity £PyREeSsHmaiopmoghts for measirige covdmpe of desired paspenies Ahowhd AG

operators fall A%igj)r f ol | owi ng.equatigns: (M forward(SO =
f) e (M Sogl ?gv d)a?l%H\]z\énP {élg?%gﬁgf%&n aP&AVFI?ﬂc(H%Pn & ‘iﬁa(s N §ompjettfhe npst
conpl ex case i and the ukkrtis feasprabbt @nfidditef théohldnebdbiitheverdRhdidl, tthon of the
observability translféo.mati%g carrespond to the two sets in the coverage

al gorithm Si n8&°§P vepficayqgn 15 perforaed by amppdelehecking srodules on pat hs
starting from $nhe thatageattimhtsr hodaiRdh i Ll and not

I ncl udi ng st at ese t_haatg%sat i sf; fo , thgﬁg%\%rr% es%gy%%gn%%%ésgg{?
C(traverse( S0, propere®)  f) is the correct 15 covered set for A[f, U ].

Li kewi se, tjhe cover gg: furstreached(S0O, f f) is the
correct covlgr ed set 8?%1??%})1}?%%%5'% {h?HFggcﬁﬁBBFﬁgg‘Pﬁﬂ}séhﬁm% he same
order of conpl entify lehadom\eahibitedd) thesyihio tiz€ hale G0t beehRRkBIbRAZPT i t hs.

Both are based on fix_pojnt co tation _using Binary Decision D agrans
(BDDs) whi ch aP@PE'}!boF}g%}ii’isb?‘e? ﬁ%i‘?epfaiﬁsw to nspess Bncorersd states pravided byt or nul as
conput ed duri nehe\eBérbiediiratbrC Mt RendTiiRedig iy HpskeHEdn E’rpé IniSplcligy ° | ©9°
estimation for a nore efficient inplenmentati gn. n  practice, coverage
estimati on canh®e iastreggthey thepresifisapemtoicprertthatholehthe serond btep it th dustiuet SONE

cases becaysge | r | ' t he r.eachabl e tates. This involves
fix point ggrrp%as |%nr}oﬁﬂgﬁ&ﬁgg%ﬁg@kﬁaegﬂbﬁé%ﬁgﬁ%e& QPEFDCHBCGVSEEd; he act ual

verification oftateheTksbk trthcesrand eddence of circuit behavior leading to uncovered states

and provide strong hints as to the nature of additional properties required to
achieve higher coverage. The user can then strengthen the verification either by
writing additional properties or improving existing ones by weakening the
20 antecedent or strengthening the consequent. In one embodiment, the minimum
coverage requirement recommended is 100% coverage for each primary output
signal and each significant circuit signal.
A large fraction of the set of states not covered by the properties could be
states on which the value of the observed signal is irrelevant to the correctness of
25 thecircuit. In one embodiment, these “don’t care” states are supplied by the user
as a set of propositions on state variables and excluded from the coverage space
S0 as 10 give a more realistic coverage estimate.
Faimess conditions expressed in the model checking system constrain the
system to only look at fair paths during the verification of a property, i.e., paths
30 where the faimess constraints are true infinitely often. The presence of faimess
constramts therefore requires the coverage estimation algorithm also to ignore
states not falling on fair paths. In one embodiment, coverage is computed as the

fraction of states reachable along fair paths.
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In the exanpl e enbodi ment descri bed above, after conputing the s_?eQMW““‘
reachabl e states and the set of covered states, the coverage estinator

gi ves the canoveggiper centage and, in one enbodi ment, print 3’(.9*/\580?:4!1ﬂs§t of
uncovered states. This output aids the user in witing additiona
properties to cover ,t |l es.  The,coverage estimator al so prints out
traces to uncovered’s g%rgge %&meag%ﬁ"o“ﬁ?ﬁ e rtgélﬂﬁll’fe?qrﬁté‘%"cflg%g@obqenty
anal ysi s from tplemated &l conjumteion ith dfie vaSIBRYESRAY ShPiSH1edd0 bRy RNOT t est
pat h and gener%_ti ng an input sequence corresponding to this path. 14 2 0

MAR 2004 WO 00/ PEYSHUGRPIAGET0n G918 54 sizralfiire eaqhntiesns wastseteateda the

Proncrty- COVCTgg 4R35 I o d | | ment s of the coverage
netric descri bed%o&%alﬁﬁ%ggiﬁl tflle E&Hgg i‘%@?‘ﬁg{ﬁégg'?eg%°v&$8£vmpeetﬁﬁf i dence
in the conpPet sthedshadbetnneriied id ¢healt beinavioAof the tipmal) eTA%4 P Balow givbdmke for

nmeasuri ng coverage desired .pr rtiies should 5 be used after the nornal
speci fi cgt i on gﬁgcﬂgt??‘ﬁ’égﬁvF‘gﬂ%é@gﬁé“W@%&gﬁgﬁwﬁﬁwed,éﬁiﬁjﬂumbﬂrwfer i s
reasonabl y conf;}o@eﬂies@éﬁﬁehqmqgmi@hpmv&fagg HRaNEd .Fgritﬁé‘%{(%setloq one

chetki n

enbodi ment, the verjfication is perfor med by a node 4 g nodule. The
coverage esti nBIOpErehdhA RerloRBancaehBYddshedkingmeamemion dérmishef themimbs

properties. 10 ' ek d | - er verificati pn engi neer
is able to idgﬁ?PPg/n OEe avi oér%ﬁet%ﬁe%i%%gg%gn?E%)g@{??&?%fﬂ?tl?&t a'l‘fg% not been
checked by l@nyruntmggerfoymantéef the coterspeeftimatot. hi S process is to inspect
uncovered states provided by the coverage estimator. If it is not

I mredi ately apparent fromthis inspection how to strengthen the
verification to cover that hole, Tie2 Seehsthest&iitsi S t0 instruct 15 the
system of the present invention to generate traces to specific uncovered

states. These fTaces are vl dencqg of crryurtbehavror-—heatthig—t+e—dreoyer ed
states and prlovi rong hjnts a%é(g t he h’zfﬂﬁ‘ét_’ﬁﬁ‘ addi t | ePvarage opef ti es
required to i i Radoi AN !1!h h uBPrD%:‘a‘hthen St B%‘t Hme t hp

verificati &h ¢ €irenit lbypriwit'ytliuigr)adai tional properties or inproving ex|sting
ones by weakenijg,ihe 20 jant gcedgnt s{re henli t he equent. I n one
enbodi nent, the ni mum coveé;ragi 106)'6? }srreﬂ?&]ﬁ"ggf#grenced(‘lsgflg@%l%overage

requir
for each prinmg}-But put isi gial nc99g9§ch si Hafkf-i6dadvs ci|r cui78k si7ynad .
Circait 2 (circular quene)
wrap 5 60.08 26k - 8.3s 26k - 7.46s
20 full 2 100.00 21k - 1.555 21k - 1.52s
empty 2 100.00 13k - 1.51s 13k - 1.55s
Circuit 3 (pipeline)
output | 8 74.36 10k-3.585 |  10k-7.42s

25
Circuit 1 is a priority buffer which schedules and stores incoming entries

according to their priorities (high or low). The model had 24 variables. Given
the number of entries already in the buffer and the number of incoming entries,
the properties specify the correct number of entries in the buffer at the next

30 clock. For example, if the buffer currently has B entries and 1 Incoming entries
and I + B is less than the size of buffer, then the buffer in the next clock should
have I + B entries. High and low priority entries are checked by different
properties, and their counts are considered as the observed signals. The set of
verified properties should provide a complete analysis of all possible cases, but a

35  mussing case was uncovered when the buffer is empty and low priority entries
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A large fraction of the set of states not covered by the propertiia@ﬁtﬂq@
be states on which the value of the observed signal is irrel evant t
correct ne-ss“ﬁj' r,%g the circuit. In one enbodi nent, these "don't care"
states are SUpPIT®Y by the user as a set of propositions onPSTHSBVNZES ap) es
and excl uded fromthe coverage space so as to give a nore realistic
coverage esti nledncopung, esatrss stouid e storsdp e sisenle additiorel poupetty stascki ng

system constrain 0 +an! 0 t fair na h uring the
verification o%g%{?)ocgzﬁtg}g%eé.%%ﬁ@ &i‘gls\ﬂ@?e t ﬁlgeqs%ﬂ%raﬁh?gyconst raints
are true infi nrdvedlsd obugoin theldmignrod sleatadfenf f ai rness constraints therefore
requires the coverage estinmation al %orith al.so to_ignore states not

falling on fair path&uiqnisgrredanaaupeoqolied\hyrarsad painteswriepoirier he

fraction of st giEswiagaarik sQHEnE R i3 tdsnt Qr 00/ 79421
PCT/ USOQ 40255 A covgrage es Ig‘lq’émattor rmdlul eﬂgccgﬂwg{aﬁé togﬁtqzﬁé ;éléésl'\grtlt

i nvention has bleehas stalipflearsing eesel signadagsompits.oRroperties seee written wivenify SW and
applied to cirgui f ) [.QC.ESS design, A si | fr each
ePrcuit vas secpls ohedh Il ahp 15 R T aRd kPt el Theamedelhadt or <o

det erni ne the 8®vaible The @vengt fdree fllwhil ehptpdghaeway e00%i gl t 0 check
behavior of the signal. Table 2 bel ow gives the nanmes of the observed

signals for whFRHTaBBIREBEEIARSY WAS £0us JAsPecHus HsrHnepvesrd siptentlaee i es veri fi ed
for that siignahadifdig ﬁggﬂ‘{&ﬁégﬁelge%ﬁbﬁ‘ﬁﬂjéh%gﬂﬂdﬁngf fibve Tho covllh goerttes,

t he performance of no checking neasured in terns o e nu of BDD
nodes and the Theymput/siat¢ sequensesidading tostheeq@00vered kistes was tracedrid titnndl 0

A o O T
1 (priority bufhteurie pointer wraps around. Such a subtle corner case can easily be missed
during property specification. A property was added to specify that the wrap bit
15  remains unchanged for this case and 100% coverage was achieved.
Circuit 3 is a pipeline in the instruction decode stage of the processor.
The width of the pipeline datapath was abstracted to a single bit. Properties were
verified on this signal to check the correct staging of data through the pipeline,
rather than the actual data transformations. These properties generally took the
20  form that an input to the pipeline will eventually appear at the output given
certain faimess conditions on the stalls. The final model had 15 variables. )
Coverage was increased to 100% by identifying uncovered states and enhancing
the set of properties.
These examples demonstrate that coverage estimation can improve the
25 quality of FV. The runtimes and memory requirements are similar to those
required by the actual verification. Furthermore, the example are a good
representation of common FV properties: the buffers involved syntactically
simple properties, e.g., AG(p, ~ AX...AXp,) and the pipeline required eventuality
properties using the Until operator in a nested manner, e.g., AG(p, ~
30 Alp,UAlp,Up,]D.

17




hi -pri 5100. 00124k -59.28s150k - 60.41s to-pri 599.98155k - 61.373@%-
71.26s Circuit 2 (circular queue) wap 560. 0826k - 8.3s26k - 7.46s 2004
2100. 0021k wolnobbe21lk - 1.52s enpty 2100. 0013k - 1.51s13k - }Cﬁﬁ&ogo% uit 3
(pi peline) output 874.3610k - 3.58s1 Ok - 7.42s Circuit 1 is a priority
buf f er which SE%E‘EHL@? and stores incomng entries according to their
priorities (high or Tow). The nodel had 24 variables. G ven the nunber of

entries already in Thedd:laliﬂécbdesani;ﬁiddlﬁasﬂ%&d@fcohé}ﬁ%gﬁggﬁr%&i’ t he

properties speg_igsf . tge %?r rect . .nunber of entries in er at the next
30 clock. For % 8%‘55 asqdsveriicatqn methodelpgient Ap example emttodinest afl | i ncomi ng
entries and lcoveRiok fne§d forlnhl@d L i fer,. then the buffer in the
next clock should —have I 4 B gnt%gﬂ&g%ﬁtg%a@%aﬁ&?wﬁgﬁﬁcw sghiiet Ples are
checked by #i f¢E: Bt alspbepedastmileed. diie coberage areuid idemifies pRIBEHFESRIAS the

observed sign f .verified properties should provide conpl ete
anal ysi s of aﬂcﬁepsods{%?%ﬁzéaggg&? By %@“&?%tﬁgae%@emmh@@m ed when
the buffer is pogsy and low priority entries 16 2 0 MAR 2004 W oo0on9421
PCT/ USO0/ 40255 are | cor&ln , .the entries should be stored. A sinple

addi ti onal pr operty‘\\%%f%' feifie gmpedimenisrhayp bsercillostratadearidfdesaibe®n of t hi s
property fail agrede 91 Bk 19 in t.he design of the buffer.
Circuit 2 is a circular qu%%fgclco%tggtlgﬁqggf%;&%aWégﬂ ’5%]%’[“31“‘,“ Wwrite pointer
5 and a wrbp Hmangémaent vdue ssalshiaeie ncisibtdihe saol PuSbseAPSe abakilqt he
queue. It al stall. . clear and reset signals as inputs. Properties
were written ?gr@griﬁcégc ?IHBO%BPP%%P%%?M°6$°Q%@tmd&ét%¢qvpraﬂye full and
enpty si gnal s.addhatiomsdevatiagbnsd3 theapreah! BSentidlE id full and
enpty signals was 100% . But ,coverhgg% for.tﬁ% wa'gggﬁl%g\lglss lg{ﬁ%selaﬁﬂ%‘pecti ng

t he uncover ed "5 Jvsation ke Emited oglydnt the sleimpansh theteiyaivalents ehevaoitt t en whi ch
still did not achieve 100% coverage. The input/state sequences |leading to
t hese uncovered states was traced and found that the value of wap bit was
not checked if the stall signal was asserted when
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the wite pointer waps around. Such a subtle corner case can easi IM MAR 7004
m ssed during property specification. A property was added to specify that
the wap bit 15 remains unchanged for this case and 100% cover age was

achi eved. XP8T¥25 s a pipeline in the instructi on decodePSHHRMABIS5t he
processor. The width of the pipeline datapath was abstracted to a single
bit. Properti e®haeselamedisii ed on this signal to check the correct staging
of data through the pipeline, rather than the actual data transfornations.
These properties generally took the 20 formthat an input to the pipeline
wi Il eventual Iy appﬂaﬁetﬁéd6ﬂ}ﬁeﬂuﬁﬂg150\&iré%rbfaff@r'iﬁa@ivéhﬁcﬁii&f'ﬁ%ﬁc Opli tions on
the stalls. The final nodel had 15 variables. Coverage was Irncreased to
100% by i dent iT§thaé compBHuBE.ed states and enhancing the set of properties.
These exanpi es de - C .estination c i npr.ove the 25
qual ity of FV. Th(ramljrg E%??géségﬁgoﬁglr{?ﬁc;&r%@u‘ﬁ%%mesm%l ghqssiarﬁlﬁ”ﬁﬁtyt" t hose
required by theatesst ual verification. Furthernore, the exanple are a good
representation of cormmon FV properties. the buffers involved syntactically
si npl e properties, EYVIDEAEIPPe .?“ﬂ?x%@)r ferotel of giedegic desigaqui r ed
eventual ity properget8eingoneer mbe didkived lthd d manner, e.g.,
AG(p, 30 Al p, UA p3UP4]])El7 WO 00/%421 gggélsﬂ%%tg%%?l&ggﬁﬁm 40255

Conci usi on The detRIPYidingreset of gnviersd skaies id exdiehi dhecking Tvales afighe ometari ¢ f or

nodel checki n S fif | g ‘ 0Qi €S, A X | e enbodi ment of a
cover age rr@tr?l(’: o‘r%Lr?D 8|Sjéé‘§’§éi$#‘g"g{%ﬁ‘§? OJil'('g'lémap')‘fca)l ec‘%?%fi% %gtgﬁp?ﬂ’ fi cant

subset of 5 CTL has al so been descri bed. The coverage netric identifies
property coverage | es h@t can lead to the discovery of bugs that escaped
S b

the nodel checking geroed of RheROBIPIs®2enbodi ment s have been

illustrated and desggdtiFpihg aNef &firBachiable Wards BEHEBRL &GhéE ﬁgsepyedts%??t of
a

ordinary skill in the art that any 10 arrangenent which 1s cal ed to
achi eve the s®EhqRIEpYds 2Ay be substituted for the specific enbodi nent

shown. Thi appl i Cactaic‘ﬁﬁtiinﬁ aicGLg'QgeeﬁjerE&tacg%Werquﬁle coverage percentage is a

fraction of the set of reachable states.

3. Themethod of claim 2, further comprising providing a set of uncovered
states if the coverage percentage is less than one hundred percent.

20
4. The method of claim 3, further compnsing displaying a list of the states

comprising the set of uncovered states.

5. The method of claim 4, wherein the list of the states comprising the set of

25 uncovered states can be modified by a user as desired.

6. The method of claim 1, further comprising displaying a list of the states

comprising the set of covered states.

30 7. The method of claim 6, wherein the list of the states comprising the set of

covered states can be modified by a user as desired.
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adaptations or variations of the present invention. Therefore, it isﬂ MAR 2004
I ntended that this invention be |[imted only by the clains and th(g

equi val ent swigwregf;. is 2 0 MAR 2004 WD oon9421 PCr1USQO 4 Bﬁs
claimed is: 1. A nethod of neasuri ng coverage of a formal verifrcation

property, the g¢neth | ceiving.a nodel, of a |logic desig :
wherei n the nodel hggegl%qﬂ%grozlcﬁ lofu %5 M‘%@FW‘H@%’%PSBQQSW%Hf|ed

for the nodel oa‘adiﬂgeoloﬁgbﬁthde&tegmthers@tfcﬂ’h:wé?&iﬁ%s.or nore observed signals
for the property; and providing a set of covered states in which checking a
val ue of the one or 10 nore observed signals is sufficient to determ ne

the validity ob theRE RS cBim 3D further conprising
i dentifying a set of reachabl e lsl?gtgl ¥ ﬁﬂﬁ% ngr%n?}%nl%?ga%ggﬁh\?é@ Ie$i gnal s
of the propért jcadimgdo vae cfthe sttt inthe actoduptagedpeitaent age wherein t he

coverage percentage is a fraction of the set of reachable states. 3. The
nmet hod of claim 2, further conprising providi ng a set of uncovered states

if the coveragQOperG‘hEIhﬁg@dlosfciaﬁﬁ@ Whé&sin ﬁﬁﬁ?} The
met hod of claim3, further conprising di %gla I Ng a I'1 st %?1 %tes

conpri si ng t heP&&ermiRe ﬁh@é@t@rﬁﬁ} repchatakity agalyalls] &omedrieant nodre Ghiziahstates toher ei n

the list of th 5 uncovered states can be
nodi fied by a Else?rlﬂggé eS| reg%s@gnﬁgatﬁ%%g?%%mglagil?ﬁ Seq¥PFher conprising

di spl ayi ng 18 | tarespbndingtoshastestestpatpri sing the set of covered states. 30
7. The nethod of claim®6, wherein the |list of the states conprising the set
of covered states can be nodified by a user as desired. 19 2 0 MM 2004 WO

OWr9421 PCT/ USDY 40A5hethod of measuring coverage of a formal verification property, the

method comprising:

receiving a mode] of a logic design wherein the model has a plurality of

15 states;

receiving a property verified for the model of the logic design;

receiving one or more observed signals for the property; and

providing a set of covered states for the one or more observed signals of
the property, wherein the set of covered states comprise each one of the states in

20 which changing a value of the observed signal in the state causes the property to
fail.

12. The method of claim 11, further comprising providing a set of uncovered
states for the one or more observed signals of the property, wherein the set of
25 uncovered states comprise each one of the states in which the value of the

observed signal has no effect on the validity of the property.

13. The method of claim 11, further comprising:
identifying a set of reachable states for the one or more observed signals
30 ofthe property; and

calculating a coverage percentage wherein the coverage percentage is a

fraction of the set of reachable states.



8. The method of claim11, further conprising generating a trace of Zt@]glAR 2004
states leading to one of the states in the set of covered states. 9. The
nmet hod of. claim 3, further conprising generating a trace of the states 5
| eadi ng t o ¥A8YBHZ he states in the set of uncovered stat esPCHHSWOMESS et hod
of claim9, wherein generating the trace further conprises performng a
breadth first I%ach'ﬁbimﬂhqﬁ%frvgail}hslilsﬁmmmm displayinpiatlishbf htataes to t he

uncover ed stat?eogyd[rﬁien%éﬁ%%é@%&ﬁgc?tﬁgt and generating an i nput sequence 10

correspondi ng 1. A nethod of neasuri ng coverage of a
formal verification property, the nethod conprising: receiving a nodel of

a |l ogi c design wherein the nodel has a pluralgéy of 15 states; receiving a
property verifled i meibodRfsdamds. whereinghs Ustpddhgyfiates parpprisingthesae O nore

observed si gnal&.o{Qkd Lbgs RnoRehdd s ﬁgd?&rp | gl a set of covered states
for the one or rrt?re o%)se?ved'g}rlgnal?s 0 et ﬁge psgg%'erty, wherein the set of

covered states conprise each one of the states in 20 which changing a

val ue of the opservgd sign Kn the.state causes.the .property.to fail. 12.
The et hod of Rrar it redR by oA PREHF R RIRgRE SD8 otihe Hatsdver oo
states for thecomipising thdseeoDbReveraikstabgnal s of the property, wherein the

set of 25 uncovered states conprise each one of the states '"in which the
val ue of the observed signal has no effect on the validity of the

property. , e i U, L.SLng. i.fying a set
of reac habljrg s%gt egﬁ%’ gl(r?‘q{1 eOfgclg\%lncr?rﬁ}J’ng?gﬂcgltt‘gggrt\?gg{gs)%%%% S pr?g}?%#hets#e
property; and efainceMezd stajesecan by ercdified pgrasertagiesintibr ei n t he cover age
percentage is a fraction of the set of reachable states. 20 10 MAR 2004 WO
00/ 79421 PCTI USO0/ 40255 14. The nethod of claim 11, further conprising

di splaying a |is%t Ofhetrh@h&d dflebbm 10 Ofithérdofprisihg feabratihis 6 @des sohhet at es. 15.
The nmethod of claim 14, wherein the J]ist of the states conprising the set
states leading to one of the covered states.
15
19.  The method of claim 12, further comprising generating a trace of the

states leading to one of the uncovered states.

20.  The method of claim 19, wherein providing the trace further comprises
20 performing a breadth first reachability analysis from one or more initial states to
the uncovered state via a shortest path and generating an input sequence

corresponding to the shortest path.

21. A method of measuring coverage of formal verification properties, the
25 method compnsing:
providing a first set of covered states for a first observed signal of a first
property;
providing a second set of covered states for a second observed signal of a
second property; and
30 performing a union operation between the first set of covered states and
the second set of covered states to identify a third set of covered states for the

first property and the second property.

21



5 of covered states can be nodified by a user as desired. 16. The r‘féhog of
claim12, further conprising displaying a list of the states conpr iMAR 2004
the set of woeowaged states. 10 17. The nethod of claim 16, pBf{Gkedshe
list of the states conprising the set of uncovered states can be nodified
by a user as desired afiBle cbifprithiiod of claim 11, further conprising
generating a trace of the states |leading to one of the covered states. 15
19. The nethod of @lcampuied;refdabicveediconiprivdinggngeantions inagwherd HasgeP! t he
states | eadin ltlso ane of the uncovered states. 20. The nethod of claim 19,
wher ei n provi dthg APERNEIR further conprises 20 performing a breadth
first reachabili tYr&i&ﬁJeYaSﬂnSdélrcﬁTﬂlﬁﬁiQ deSighWiRrdif iHel bdet hal £pnld) e
uncovered state via a shortest path and generating an inpu se(%ence

corr espondihg St#5t he shortest path. 21. A method of measuring coverage of
formal verificatio | h ri.si,ng:. providing a
first set of covergﬁﬂg‘%%te%rls)b%v%&?dré?ﬁ%%}sl%&ré\?ggﬁ%ﬁﬁﬂﬁldcg@’a first
property; providi ngecziveanema mwt obfereaivgpeds for #eSsropey; angecond obser ved
signal of a second property; and 30 perform ng a _union operation between
the first set of c@& t"gﬁ"‘ﬁté‘@gve& statep, in which cheakdng yvalye obthegneomt es t o

I dentify a thigigle Bderedld & RAuAIHe s d ; (M2 nd the
second proPOerty. e21 20 R 2002 WO CIX]Q%EZriﬁII@@CTm/eL‘J}élg%gg@E%E&f% \n article

conpri si ngt¥ a conput er-readabl e nedi um i ncl udi ng i nstructions that when

executed causg a . .ve .a nodel of a %@ | ¢ cdesign wherein

the model has “a pl E‘rﬁgﬁjﬂ %c% %éagmgs?%ﬁa}ée?msé}éee‘fwu “I5F8 ?et RpeQrum; for the

nmodel of the |compuoseddmsstguotions that when executed cause the computer to identify a set of
reachable states for the one or more observed signals of the property; and

calculate a coverage percentage wherein the coverage percentage is a fraction of

15  the set of reachable states.

24.  The article of claim 22, wherein the computer-readable medium further
comprises instructions that when executed cause the computer to provide a set of

uncovered states for the one or more observed signals of the property.

20
25.  An article comprising:
a computer-readable medium including instructions that when executed
cause a computer to:
receive a model of a logic design wherein the model has a plurality of
25  states;

receive a property verified for the model of the logic design;
receive one or more observed signals for the property; and
provide a set of covered states for the one or more observed signals of the
property, wherein the set of covered states comprise each one of the states in
30  which changing a value of the one or more observed signals in the state causes

the property to fail.




recei ve one or nore observed signals for the property; and provide_a set of
covered states in which checking a value of the one or nore obser@@dﬂm2m4
signals is sufficient to determne the validity of the property. 10 23. The
article of claim22, wherein the conputer-readable nmedi um further

conprises instructions that when executed cause the conputer to identify a
set of reachable states for the one or nore observed signals of the
property; and calculate a coverage percentage wherein the coverage
percentage is a fraction of 15 the set of reachable states. 24. The
article of claim22, wherein the conputer-readable nmedium further

conprises instructions that when executed cause the conputer to provide a
set of uncovered states for the one or nore observed signals of the
property. 20 25. An article conprising: a conputer-readabl e nedi um
including instructions that when executed cause a conputer to: receive a
nodel of a |l ogic design wherein the nodel has a plurality of 25 states;
receive a property verified for the nodel of the |logic design; receive one
or nore observedzgigngls go% the property; and provide a set of covered
states for the ofid" or “Wi*e®bbserved signals of the property, wherein the
set of covered states conprise each one of the states in 30 which changi ng
a val ue of the oﬁé-orCWHEBe%bserved signals in the state causes the
property to fail. i 22 2 0 MAR 2004 26. cancelled 27. cancelled 28. A

met hod of measuring coverage of sinulation tests, the nmethod conprising:
receiving a set of sinulation tests; 15 receiving a set of sinulation

checkers; :
Z8. A method of measuring coverage of simulation tests, the method

comprising:
receiving z set of simulation tests;
15 receiving a set of simulation checkers;
receiving a set of observed signals; and
providing a set of covered states for one or more of the observed signals,
wherein the set of covered states comprise each one of the states in which the

value of the observed signa) is checked by the sunulation checker dunng the
20 simulation test.

29. A method of measuring coverage of a forrmal verification property, the

method comprising:

recelving a mode] of a logic design wherein the mode) has 2 plurality of
25  states;

Teceiving a property verified for the model of the logic design;
idenﬁfying one or more observed signals for the property; and
providing a set of covered states in which checking a value of the one or

more observed signals is sufficient to determine the validity of the property.

30. A method of measuring coverage of a forma) verification property, the

method compnising:




receiving a set of observed signals; and providing a set of coverﬁghﬁgfgﬁp
for one or nore of the observed signhals, wherein the set of cove es

conpri se eawo smef the states in which the value of the opéf i gnal
is checked by the sinulation checker during the 20 sinulation /@éfa?mg%_g A

met hod of measuring f formgl .verjfication property, the method
conprising: receivi F\%gé’%ggﬁ%%g eloq?aéog% FEHRRSTYR thihepdsl has ppluraliiofhas a
plurality of 2&ates;ates; receiving a property verified for the nodel of the
| ogic design; identifying one or npre observed signals for the property;
and providing a sefSC6FMEARORENSsvatied forthoumiodel of edikginglesigual ue of the one
or nore observed si iBrig (e rm pne the validity of the
property. 30 30. A %?%%éﬁg;?r%n{%argéjk?ﬁ%&n&e@\;&%&%é&%ﬁe RIOPEMYeA™y er i fi cat i on
property, the methprvidingasgiofigove?d Pat€s MWARe200 4r MErOYsZ94d Lienals of

PCT/ USOO 40255,,' recei Vi a nodel .of a ] ogic desjgn wherein the nodel has
aplurality of & PLYRELLY }?"g‘g‘gﬂ}gﬁ@ft;ﬁ59V§b€éi$§ewmpﬁ5§@ch@nepﬁgxmg inof t he
| ogi ¢ desi gn; whidBrRhhfhgih® theQARIeQT tHEUNE of RS MREEH & i roperty;
and 5 providing a set of covered states for the one%ggrlﬁr‘{)@é%?cg%a?‘\%sg
signal s of th®eprsEYttg failkherein the set of covered states conprise each

one of the states in which changing the value of the one or nore observed

signals in the state causes the property to fail. 10 24
10
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