Data Transport Protocol for a Multi-Station Network
BACKGROUND OF THE I NVENTION THI S invention relates to
wa@20vsbasde of operating a nulti-station comuni BEL/IE204/004109
network of the general kind described in Internationa
Pat ent applications nos. WO 96/ 19887 and WD 98/ 56140.
In particular, the invention relates to a data
transport protocol for use-by such a network. Networks
of the kind referred to above can be utilised
commercially, with users being subscribers who are
billed for their use of the network. Alternatively,
networks of this kind nay be utilised by security
forces such as police or mlitary forces. A further
application for networks of the kind referred to is in
Wreless Local Area Networks (W.ANs), where a wireless
networ k can be combi ned with conventional network
structures to service fixed and nobil e network users.
Such networks are usually but not necessarily conputer
net wor ks. SUMMARY OF THE | NVENTI ON According to the
invention there is provided a comuni cati on network
conprising a plurality of client stations each able to
transmt and receive data so that the network can
transmt a nessage conprising a plurality of data
packets fpgaTaEndldre PRSocBDfot lal IR0Iki-StaBibh Wetiveria
destination client station via at |east one
opportunistically selected internediate client
station, and wherein the network further conprises a
plurality of gateways arranged to serve as access
points to the network for client stations; a plurality
of seed stations with which client stations can
communi cate, each seed station being in comunication
with at | east one gateway, the plurality of seed
stations extending the effective connectivity range of
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THIS invention relates to a method of operating a multi-station
communication network of the general kind described in International
Patent applications nos. WO 96/19887 and WO 98/56140. In particular, the

invention relates to a data transport protocol for use by such a network.

Networks of the kind referred to above can be utilised commercially, with
users being subscribers who are billed for their use of the network.
Alternatively, networks of this kind may be utilised by security forces such

as police or military forces.

A further application for networks of the kind referred to is in Wireless Local
Area Networks (WLANs), where a wireless network can be‘ combined with
conventional network structures to service fixed and mobile network users.

Such networks are usually but not necessarily computer networks.
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and at | east one subscriber network manager for
monitoring the client stations; wherein each client
wG@r@biers3é s adapted to: define at | east one prpOI/IBR004/004109
channel, distinct fromat |east one data channel;
sel ect, at each client station, a probing channel for
the transm ssion of probe signals to other client
stations; transmt probe siZgnals from each client
station on the sel ected probing channel, other client
stations which receive the first probe signals froma
pradMARY OE FHESINMENIAONespondi ng directly or
indirectly to thereby indicate to the probing client

station their availability as destination or
i fospiding e dhelinventions thare dnPreviERt a2 omenniaatign riwork
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andp ehigast enappeotistisalyi %Péecaa’f*antsﬁae%f@ legh stefien, and

cl\1ehtin St hdtaB ek OMRer¢Ripkiady | ity as destination or
internediate client stations, transmt a probe signa

conprising a Clear to Send nessage, with information

i ndi catd BEirdifp oPYRelaM birhngeds telesivenat hsOpoints to the
intermediate client stations, to the client station

with dateivers feiedignt $24Wst he client station with data
to send, opportunistically select a client station or
stations that transm
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effective connectivity range of the client stations;

and at least one subscriber network manager for monitoring the

client stations;
wherein each client station is adapted to:

define at least one probing channel, distinct from at least one data

channel;

select, at each client stétion, a probing channel for the transmission

of probe signals to other client stations;

transmit probe signals from each client station on the selected
probing channel, other client stations which receive the first probe
signals from a probing client station responding directly or indirectly
to thereby indicate to the probing client station their availability as

destination or intermediate client stations;



Packet Acknow edge nessage to the client station with
data to send to confirm successful reception of the

wo ean®esse ed data packet; and from a desti nati PCT/DB20@w1104109
station successfully receiving all data packets of a
nmessage fromthe originating client station, transmt
an End-to- End Acknow edge nessage to the originating
client station, directly or3via one or nore
internediate client stations, to confirmreceipt of
sai d data packets. Each originating client station may
be adapted a elianétstation avith t d%tsé*naaﬁﬁéwltcﬁ Pfghe signal

t
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e nessa romthe
dest i natations dndicating deawi H?%@%Q Priariiier desipation
st ati on, nay;fuetder be adapt ed to retain all the data
packets of the message until the destination client
station transmts the End-to- End Acknow edge nessage

to the grj, %'nné\khéwe %|lérﬁn§tat$6rﬁFéC@N|rBr gkekabést t8aehd and
client station wth data to send is adapted to retain
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from the selected client station receiving the data packet, transmit a
Packet Acknowledge message to the client station with data to send

to confirm successful reception of the transmitted data packet; and

from a destination client station successfully receiving all data
packets of a message from the originating client station, transmit an
End-to-End Acknowledge message to the originating client station,
directly or via one or more intermediate client stations, to confirm

receipt of said data packets.

Each originating client station may be adapted to retain all the data packets
of the message until the originating client station receives the End-to-End

Acknowledge message from the destination client station.

Each destination client station may further be adapted to retain all the data
packets of the message until the destination client station transmits the

End-to-End Acknowledge message to the originating client station.



Figure 3 is a detailed schematic diagramof a single

chip transceiver used in the device of Figure 2;
Woe@ane2sd&6 i s a schemati c di agram of the systenPCEB2004/004109

architecture of the network of Figure 1; Figure 5is a

schematic diagramof a network of the invention, in

whi ch stations conmunicate with one another via

internedi ate stations; Figue 6 is a sinplified

schematic diagramillustrating a sl ow probing nethod

used by the network to gather neighbors;Figure 7 is a

sinplified schematic diagramillustrating a fast
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to transmt nessages fromoriginating stations to
destination stations opportunistically via
internedi ate stations. In order for an originating
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Figure 1 is an overall system diagram showing a WLAN network

utilising the method and system of the present invention;

Figure 2 is a schematic block diagram of a client device used in the

network of Figure 1;

Figure 3 is a detailed schematic diagram of a single chip transceiver

used in the device of Figure 2;

Figure 4 is a schematic diagram of the system level architecture of

the network of Figure 1;

Figure 5 is a schematic diagram of a network of the invention, in
which stations communicate with one another via

intermediate stations;

Figure 6 is a simplified schematic diagram illustrating a slow probing

method used by the network to ‘g'j’ather neighbors;



destination station via a sel ected one of severa
possi bl e internedi ate stations, each station nust at
w@roosneases normal |y be in contact with several PCTIEB2004/004109
stations. This applies also to the case where stations
are required to relay a nmessage from an originating
station to a destination station. In order to do this,
each station selects one of5a nunber of possible
probi ng channels to transmt probe signals to other
stations. The probe signals contain data identifyin
t hEiggrea?i on isre ginwdtecoschenytic ndsurde Hesteating afast peobing
connect i vi tym%ﬂ’\ogt hely B%Q}taé Mol ‘&?rméﬁt‘yn: QBst gradients
receiving the probe signals respond directly to E%e
pr obi ng statbﬁwe@msmh@wré@ily, via internediate
stations, thereby indicating both to the probing
station and other stationstheir availabili ty as
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optimally. In paregeerding totﬂi‘@ sciaéﬁ i REPeR PHEOGRbt Yoithe
may nonitor the cyupalidhi ve power required to reach
anot her station, thereby defining a power gradient to
the other stations, with stations selecting a route

t hrough the network between an originating station and
a destl nati on station which optim zes the power

gr BESERIPTION QF AMMBEMBODIMENT: hr oughput t hrough t he
netvvork to be maximzed, with mninuminterference and
contenti on between stations. Each station in

nef IR HkeEHtIRYesERN delptesniecain 8ioshple 0Pl & wﬁaﬁtat'on

t fa&ﬁxﬁﬁhhlc%@ n%fv@drk acﬁ)’tﬁét Rrﬁa siea&mbyaj W tihiefatiange patehe
network coul d [

E networ k, as descr.i t]heoLI
i na@%at&w@\/@%w]@@é 1§887 ﬁf‘%WQt PRal 40, g fpntents of whic
apRld if@rb&ated Hiin bl réfbrlehcd) einaipisr etk dhsid obbettioh besuch a
invention is aﬁgllcable to other networks in which

usBetWerkieiag idloWSn conmuni cate with one anot her via
internedi ate stations in the network. The above

descri bed 't hod of  opportuni stic, dat ans or
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in order to transmit messages from originating stations to destination

stations opportunistically via intermediate stations. In order for an
originating station to be in a position to send a new message to a
destination station via a selected one of several possible intermediate
stations, each station must at any time normaily be in contact with several
other stations. This applies also to the case where stations are required to

relay a message from an originating station to a destination station.

In order to do this, each station selects one of a number of possible probing
channels to transmit probe signals to other stations. The probe signals
contain data identifying the station in question and include details of its
connectivity to other stations. Other stations receiving the probe signals
respond directly to the probing station or indirectly, via intermediate

stations, thereby indicating both to the probing station and other stations



Access (ODMA). An enbodi nent of the present invention

wi Il now be described with reference to a WLAN system
whamenersss t he 802.1 1b standard. An exanpl e of PGI/TBR0G/004109
WLAN arrangenent is illustrated in the schematic

di agram of Figure 1. In Figure 1, first and second
gateways 10 and 12 each serve as an access point to
the network for a nunber of6subscriber units (client
devices) 14, who are typically network users. The
client devices in this enbodinent will typically be
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The above described method of opportunistic data transmission between
stations of a network is referred to herein as Opportunity Driven Multiple
Access (ODMA).

An embodiment of the present invention will now be described with
reference to a WLAN system based on the 802.11b standard. An example
of such a WLAN arrangement is illustrated in the schematic diagram of

"~ Figure 1.

In Figure 1, first and second gateways 10 and 12 each serve as an access
point to the network for a number of subscriber units (client devices) 14,
who are typically network users. The client devices in this embodiment will
typically be wireless network cards which can communicate with the
respective gateways 10 and 12 either directly, or indirectly via other client
devices, using ODMA techniques. In addition, a number of seed stations

16, which are wireless routers, are deployed strategically near the



bal anci ng and healing of broken |inks by finding

al ternate paths through the network. All units in the
wW@RDMB06ss6vOr K have uni que addresses cal | ed Sl DPCBIBRDEV004109

I D). A subscriber network manager 22 nonitors the

heal th of the various stations in the network and

manages the security and billing of the network. In

t he above descri bed exanpl-€,- the client devices can

communi cate with the gateways 10 and 12, either

directly, via the seed stations 16, or via one or nore
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stay on the data channel for |onger, so
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nuNoi fhre i FEORET B9CThi ghest data rate through seed
stations and neighboring client devices, transnmt data
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network. All units in the ODMA network have unique addresses called SID

(System ID).

A subscriber network manager 22 monitors the health of the various

stations in the network and manages the security and billing of the network.

In the above described example, the client devices can communicate with
the gateways 10 and 12, either directly, via the seed stations 16, or via one
or more intermediate client devices, in the manner described in the
abovementioned International patent applications. In addition, the client

devices can form instant, peer-to-peer networks with other similar devices.

The use of opportunistic multi-hop routing in a network of this kind improves
network robustness, as client devices can hop to alternate gateways if their

current gateway fails, and tends to eliminate bottlenecks and improve



Mops Ethernet Controllers, a Menory Controller, 12C
and GPIOs to communicate with a LAN chip, a SIMcard

w0 e@dmee2sand a ZD1201 Base- Band Processor. TherPGBUI2600004109
chip is equipped with 32Miit Flash and 128Moit SDRAM
menory. The device includes a highly-integrated ZD1201
WLAN conbi nati on chip 42 which uses high speed DSP
hardware logic to perform892.1 1 and 802.1 1b
baseband nodul ati on and denodul ation. To follow up the
future MAC standards defined by | EEE 802.11 group, an
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The device includes a highly-integrated ZD1201 WLAN combination chip
42 which uses high speed DSP hardware logic to perform 802.11 and
802.11b baseband modulation and demodulation. To follow up the future
MAC standards defined by IEEE 802.11 group, an ARM7 RISC processor
is embedded in the ZD1201 chip. This permits use of the latest WLAN

features by simply upgrading the software drivers.

The client device includes a SA2400 fully integrated single IC RF
transceiver 44 designed for 2.45 GHz wireless LAN (WLAN) applications. It
is a direct conversion radio architecture that is fabricated on an advanced
30 GHz fT BIiCMOS process. The SA2400A combines a receiver,
transmitter and LO generation into a single IC. The receiver consists of a
low-noise amplifier, down-conversion mixers, fully integrated channel filters,

and an Automatic Gain Control (AGC) with an on-chip closed loop. The



linear, two stage power anplifier 46 with high output

power in the 2.4GHz band. The device delivers 26dBm of
wo povea625eat put power conpliant with the | EEESBORCT/IRR004/004109

standard. The power anplifier also includes an on-chip

power detector, providing a DC voltage proportional to

t he out put power of the device. The device further

i ncludes a DC-3GHz SPDTRF s94tch 48, which has | ow

insertion |loss and positive voltage operation with

very | ow DC power consunption. Afirst RF switch 52
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t hﬁﬁbagwoostégee%muetmm.ert ﬁ@wﬂﬁ%&;ﬁ\éﬁﬁt‘phﬂﬁo%r’ﬁﬁﬁhé OI4GHz

conversion to

opband dheideviee drkerh 28R ShlbtearwiEr W POVBIE Y BRIEN Wﬁaéhe

L O|pEaMep A bhétghdé?é!t pvﬁe s RRURE s AL thcRRIBE e Gnldhip
hi gh- power node, LOis selected and goes to
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Wien fpeeated in | ow power node, the TX OQUT_H is

sel ected and the signal goes through the RF switch
directly. Note that a TX AGC function is provided by

t hgnhdBAAOd rBASEmcludes a DC-3GHz SPDTRF switch 48, which has low
insertion loss and positive voltage operation with very low DC power

consumption.

A first RF switch 52 close to the antennas 54 and 56 provides the ability to
choose which antenna is used for transmission or reception. From the
selected antenna, the received input is applied to a 2.45GHz bandpass
filter 50. This filter rejects interferers outside the 2.4GHz ISM band. A
second RF switch 58 close to the 2.45GHz bandpass filter provides TX/RX
switching. This switch in receive mode leads the signal into the LNA
section of the SA2400. Next, the signal is mixed down to baseband with
the quadrature downconverter into the | and Q components. Finally, the
signhal goes to the ADC's of the ZD1201. The baseband circuit samples the

waveform and then despreads and demodulates the received data.

On the transmit link, data can be DBPSK, DQPSK or CCK modulated,

resulting in a baseband quadrature signal with | and Q components. The



Band Processor 42. The internal circuit of the SA 2400

transceiver is shown in the nore detailed schematic
waelr@gnerssof Figure 3. Figure 4 shows the systepcT/EB2004/004109

architecture of the network of Figure 1. The system

essentially conprises subscriber units or users

(client devices), seed stations, and gateways that

link the client devices taoa4a-WAN. The client devices

can comunicate with each other b y relayi ng nessages

directly between thenselves or via the seed stations.
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nd is tPansnitting data to a destination

to_F
st§?¢%ﬁ“ffﬁ¥54 nternediate stations B, | and M The
stations Ato Mand Ow Il generally be user stations

conpri sing cli.ent, devi i e
COTRL P o el 81 255 B ARRLE e p g
maxchenztic dragrash bf Eiperecyy of the network, it is

desirabl e that each station should have a nunber of
"nei ghbor" stations with which it can communi cate, in

caBigutehdtshewatthe sysiemdsvel @rahdaciuisr ofrtbeenatwor plekighie .
n " . ) o Li . ey
CoFHE PR BB YOS LDl SebtEt b
t hated betiomsarmedi gaewayssheulink theudient gevineshtonanV\gN. The
I N r , r.. L.2n 0 i - :
UG RG0S o RSSO B ST AR, pesopes
andigrtly dfetwierathemselvgh patvia et sredrisatiarsc If wvuser paats to
gbg(\rfcgets% g)rgﬁgr%twérﬁg sRERSEMe MEIHON e $REESGES Rdirtialed B
pthe WAN via a gateway and then a router network into the other networks.
The gateways act as translators from the ODMA protocols used by the

client devices and seed stations to other protocols such as TCP/IP.

The operation of the above described network will now be described with

reference to the schematic diagrams of Figures 5to 9.

In Figure 5, an originating station A is able to communicate with five
"nearby" stations B to F, and is transmitting data to a destination station O
via intermediate stations B, | and M. The stations A to M and O will
generally be user stations comprising client devices as described above,

but some may be seed stations, for example.

In order to maximize the efficiency of the network, it is desirable that each
station should have a number of "neighbor" stations with which it can

communicate, in case that station needs to send or receive a message. On



of each station so that it can at any tine send data
to or receive data froma nunber of nei ghbor stations,
wa@eooshe2shé ghest possi bl e data rate but at the POIERDI4/004109
possi ble transmtted power, thus reducing interference
with other stations. A comunication network of the
kind in question conprises nmany stations trying to
communi cate on the sane setlief channels. The channel s
can be defined as having different frequencies,
different nedia, different coding (eg. different
spheatlienjanddies piverd statiet sritangiiténg data tgis saleced neiphkor
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a given station can conmunicate wth. A station
can [imt the nunber of neighbors it sees or that see
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neighbors. A neighbor is defined as another station that a given station can

communicate with.

A station can limit the number of neighbors it sees or that see it by
changing its transmission frequency, changing code (PN Sequence),
increasing its data rate, and dropping its transmit power. All stations will
gather at predefined Probing Channels where they will find other stations to
communicate with, using probe signals. Once another station is found and
either of the stations have data to send to the other they may then move to

a less used Data Channel.

The method of the present invention comprises two kinds of probing
processes, “slow probing” and “fast probing”. The slow probing process is
used by each network station to gather neighbors, while the fast probing
process is used to construct gradients between originating and destination

stations.



on probing at the |lower data rates or that do not have
enough nei ghbors to help any lonely (distant) stations
w@ a00so6xsed erred to bel ow as | onel y nei ghbors) Pp&mE1B2004/004109
cannot use the higher data rates or do not have
sufficient neighbors. Stations will only use the | ower
data rates when they are lonely and cannot find
sufficient neighbors at thé2higher data rates and at
maxi mum power. Each station will transmt slow probe
signals at regular intervals (determned by a Sl ow
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g}dd St fﬁlqoguf‘ﬂ'bltsht %B%oét@ct teNfighahaut4l B and at

i on sta recel vi ng anot her station's
trma&mn}is'swcrww it wll reload the Slow Probe Tiner with
a newinterval. In a network of nobile stations the

stations are constantly novin and as such ﬁhe nunbe
of Eanbi gitdsions Will | transeiis tow | 9r0g§ é'ﬁﬁﬂ@l ﬁb rqqulgry éntervals
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tion wll start to increase its e on
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transmt power, Or no on exceeds the required
nuiepain éﬁ‘tﬁﬁ&"iﬁﬁb@?’@ ratwqagﬁ Xé?‘éff‘ rBHS'PLB?"Y% qto anot her

station's slow probe on a Probing
Each station will randomly vary the Slow Probe Timer slightly between slow
probe signal transmissions to avoid collision with other stations. Should
any station start receiving another station's transmission, it will reload the

Slow Probe Timer with a new interval.

In a network of mobile stations the stations are constantly moving, and as
such the number of neighbors will constantly be changing. If the number of
neighbors exceeds the required number a station will start to increase its
data rate on the probing channel. It will continue to increase its data rate
until it no longer exceeds the required number of neighbors. If it reaches
the maximum data rate it will start to drop its slow probe transmit power by
10dB increments until it either reaches the minimum transmit power, or no

longer exceeds the required number of neighbors.

When a station replies to another station’s slow probe on a Probing
Channel it will limit the length of its data packet to the Slow Probe Timer



Channel it will limt the length of its data packet to
the Slow Probe Tinerinterval. This is to avoid other
W@ e@sieasss pr obi ng over its reply. If the statiPCI/IB2804/004109
is replying has nore data to send than will fit in a
smal | packet it will indicate in the header of the
packet that the other station nust nove to a specific
Dat a Channel. There can be @ -nunber of Data Channels
defined for each Probing Channel. The station that is
requesting the change will randomy select one of the
av mitdradd| & hidait do Eheid ntles sta(inobih@ ogehis rephyat If the station
q gﬂ%ﬁ Ot wi
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t pro Ing at increased | evel's of power unti
nebggthori ng stations indicate in their own probes that
they are detecting the probes of the first station.

This is called nei ghbor collection. The power of the
pr Bhenisstpiiy dwsees iefhe Patg Channel it loads the Data Timer. It will

remain on the Data Channel for as long as the Data Timer will allow. When
the Data Timer expires the stations will revert back to the Probing Channel

and start probing again.

The schematic diagram of Figure 6 illustrates the slow probing process of

the invention.
The slow probing process consists of three basic functions:

1. Neighbor collection
2. Power learning

3. Ramping of neighbors

The process of neighbor collection consists of a station probing at
increased levels of power until neighboring stations indicate in their own
probes that they are detecting the probes of the first station. This is called
neighbor collection. The power of the probe is increased until a
predetermined number of neighbors indicate that they are detecting the

probes.



predet erm ned nunber of neighbors indicate that they

are detecting the probes. All probing stations increase
waresdexssease their probe power until all statPOREB2oamM®4109

coll ected a predeterm ned nunber of neighbors. This

process consists of increasing and decreasing the

power |evel of probes and indicating in probes which

ot her stations' probes ard4heard. In this way all

stations can |l earn what power |evel they require to

reach various nei ghbors. Each tine a station probes it

indicates its transmt power and noise floor and which
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reached at which point the neighbor is removed from the neighbor table.

The slow probing process of the invention is described in more detail in the

following example:

Slow Probing Parameters

Min Probing Power (PPmin)

Max Probing Power (PPmax)

Probing Power step (PPstep)

Probing Interval (Pint)

Probing Interval std dev. (Psdev)

Probing Intervals per power step (nPPs)
Neighbor Timeout interval (TNint)

Close Neighbor Timeout interval (TCNint) (TCNint < TNint)
# of close neighbors to gather (nNbrs)

Max # of neighbors to include in a probe (nPNbrs)
Station noise floor (Nfloor)

Loss ramping time (tinc)



# of close neighbors to gather (nNbrs) Max # of
nei ghbors to include in a probe (nPNbrs) Station noise
WO b@s0625B6 | oor) Loss ranping tine (tine)lLoss rBOPIB2004/004109
increnent (Line) (dB) Loss ranp excess (Lex) (dB)
Types of Message Probe Probe Ack Definitions Neighbor:
a station that has transmtted a Probe or Probe Ack
that can be seen at this stigtion. C ose Neighbor: a
Nei ghbor that has transmtted a Probe that contains
this station's ID. Protocol (for each station): At
r egnss aamp moegvedtgLIOSI (dB) +/ - Psdev) each station sends
out a Probe. Injtially transmt at power PPm n. At
edeI$S PR exchselval) é98hcr ease power by PPstep until at
| east nNors Cl ose Nei ghbors have been found (they have
responded with this station's IDin their Probe
s )Vé¥sabe power reaches PPmax (at which stage
conti nue Probe transm ssions at this power level). If
nofebehan nNors C ose Nei ghbors can be seen, start
rarrlpi g\%ﬁt he power back down. A Probe consists of the
f OT'IC8%+ 6 information: a. The noise floor at this
station (Nfloor). b. The transmt power of this probe
message. c¢. The total nunmber of Neighbors of this
stpéfititiogot used at present). d. The total nunber of

Cl ose Nei ghbors of this station.
Neighbor: a station that has transmitted a Probe or Probe Ack that can be

seen at this station.

Close Neighbor: a Neighbor that has transmitted a Probe that contains this

station’s ID.

Protocol (for each station):

At regular intervals (Pint +/- Psdev) each station sends out a Probe. Initially
transmit at power PPmin. At each nPPs intervals increase power by PPstep’
until at least nNbrs Close Neighbors have been found (they have
responded with this station's ID in their Probe messages) or the power
reaches PPmax (at which stage continue Probe transmissions at this power
level). If more than nNbrs Close Neighbors can be seen, start ramping the

power back down.

A Probe consists of the following information:

a. The noise floor at this station (Nfloor).

b. The transmit power of this probe message.

¢. The total number of Neighbors of this statiqn (not used at present).
d. The total number of Close Neighbors of this station.

e. The station |1Ds of the nearest nPNbrs (or fewer) Neighbors (or possibly

all Neighbors - an option).



e. The station IDs of the nearest nPNbrs (or fewer)
Nei ghbors (or possibly all Neighbors - an option).(The
wme@snes3s of a Nei ghbor is based on the recei vEOI/[B&1004109
of that Neighbor's |ast Probe nessage) Wen not
probing, the station is listening for Probes (or Probe
Acks) from other stations. Wen another station's
Probe is heard, the transmg. power info in the Probe
nmessage is used to determne the path |loss to that
station. The noise floor information is then used to
déTer mea@ethef rd NefGhbot 1s2BasEd op AHE e ASIPEE tholr SENFaf
eiﬁge,tp t&aE statlo? and the Nei ghbor tabl e updated
sOPIERBPYS 1P PRPE MESPaRe) i s heard that: (a) is
transmtting its Probe at PPmax power, (b) clains to
have fewer than nNbrs C ose Neighbors, (c) is not one

ofVHemend®l posiend\etheg biatiors isafstdririgsfos Padbies o PeoHedAchshdom

this statio an ¢ icatewth, then the renpte
SPURr ST fET abPET Rttt e nelfo e Fafih power
cadein theddo st mbysage s udeside dptesrind tiae FRAthhessAckhdatessiage
at. a suitable power that it can be heard by the renote
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i pbeempdaded:; toasenfilemeesape 1ol thatr stationt dmics tist Aleighbobtablhe
T? {i)q\é\g'rs iPabe hi s Probe Ack nessage c. The station ID
ot PTHiY "L6h 'y Nei ghbor"™ If this station hears a Probe
Ack nessage containing this station's ID, then the
transmtting station is tagged as a C ose Neighbor. If

alfreestglidonos heardlteatent ry i s not updated (by probes from

t hat nei ghbor) after time tine, add Line to the
r HdF FREMIBEe 't?%}r?ti‘?eatéprﬁ”?%f.poﬁ@beat this at intervals

ogb)td.l%?ﬁﬁ Whé\}e BhENBEN hREERbLYNLGhiRdat ed by a probe,
of ‘until the transmt

(c) is not one of the Close Neighbors of this station and

(d) that this station can communicate with,

then the remote station is considered a "Lonely Neighbor". In this case
immediately (+/- Psdev) send a Probe Ack message at a suitable power

that it can be heard by the remote station.

The Probe Ack contains the following information:
a. The noise floor at this station
b. The Tx power of this Probe Ack message

c¢. The station ID of the "Lonely Neighbor"

If this station hears a Probe Ack message containing this station's ID, then

the transmitting station is tagged as a Close Neighbor.

If a neighbor table entry is not updated (by probes from that neighbor) after
time tinc, add Linc to the reported loss in the entry. Repeat this at intervals
of tinc until either the entry is updated by a probe, or until the transmit

power required to reach the neighbor using the reported loss exceeds the



power required to reach the nei ghbor using the

reported | oss exceeds themaxi num perm tted power by
wheost&s3é n the | atter case set the | oss to i NPCTNIRB2904/004109

Not e that changes here may wel |l cause existing

gradients to freeze. If the loss is at infinity and no

entries exist in the gradient table involving the

nei ghbor, then the nei ghbet7table entry shoul d be

deleted. If a Probe/Probe Ack is not heard froma

Nei ghbor for TNint then drop the Neighbor. If a
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R
t h%gﬂithte Ifat Brobeddbbe $\caris inot heard fmmoif Chser m@glthpower
R
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st aie? o RBER &% Adignddet work, it begins to transmit fast
probe signals to develop information on how to reach

the destination. The information is called a gradi ent

anghriexamPlel 166H Biah LdBh =tdaet tumul ative cost toreach a
destination. Wen aQSstatl on starts to fast probe it
i refssdpans0 fR@e= Fpst | ooki ng for a destination and
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Less than 17 dBm = Cost 4

The cost is an indication of the power required to reach a neighbor. The
more power required the more interference, and the higher the cost in

terms of power (battery) consumption etc.

If all the costs for multiple hops are added together then the total cost is an
indication of how much power would be used, or interference generated, if

a message followed those hops.

The slow probe develops an indication of the power required to reach

neighbors.

If a station has a message for a destination that is not one of its neighbors,
for example, a distant station across the network, it begins to transmit fast
probe signals to develop information on how to reach the destination. The

information is called a gradient and is an indication of the cumulative cost to



probe thenselves until the destination hears the fast
probes of its neighbors. The gradient is then built
wo boosierss@ddi ng cunul ati ve cost until the gradP@niB2004/004109

reaches the source, and the source can comence to

send nmessages to nei ghbors that have | ower gradients

to destination, which in turn can send themto their

nei ghbors until the destinaigon is reached. The fast
probe process is illustrated concisely in Figure 7.
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via slow probing and gradients are only developed on a needs basis when

messages need to be sent to stations that are not neighbors.

The method of the invention contemplates three different data transport

algorithms, with much commonality between them:

1. A Comprehensive algorithm. This algorithm offers the most
potential throughput, the most robustness and the best use

of resources.

2. An Abbreviated algorithm. This algorithm is a subset of the
comprehensive algorithm. It offers a similar robustness, but
does not make maximal use of the network resources. It is,
however, simpler, has less overhead on the probing channel,

and works without the need for broadcast transmissions.
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of packets (small amount of data) is to be

transmtted, and is thus nore useful in systens where

swi tching channels and/or switching fromreceive to

transmt (or vice versa) tafges a significant anount of

time. This algorithmalso has advantages if the

control I ing processor cannot rapidly process incom ng

request s3. | t Aassiowe Swatchind i alghrdimnel Trenvisr eimiient to ithe.
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Thto the mesagl ot ke el PEt R & A2 RECkRtne
recei ved, an ckamhet andEmk dhakorewlatEdgennelssage
(End-to-End ACK) is transmtted back to the nessage

originating station. Various nechani snms are al so used
tommmpneaenpiaeiamcm@hmal cases (e.g. nessage

|J]\h| 3| aremofsoiéﬁ?ﬁ%zp%lé%% attthg%ﬂ fhditin rﬁek&u}ce&@tétion. A

CheSsages are t ansm tted
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th?Rﬁiggal\légilﬁ)oWnS sttzgtr%%%éttﬁg o B%Fs?%d are closer (gradient-

wise) to the destination transmit back a Clear to Send message (CTS), and
a Ready to Receive message (RTR) for multi-channel systems. The data
packet is transmitted to one of those stations. When it is received, the
receiving station transmits a Packet Acknowledge message (ACK) back to
the transmitting station. At the destination station, all packets are collected
and re-assembled into the message. Once the entire message has been
received, an End-to-End Acknowledge message (End-to-End ACK) is

transmitted back to the message originating station.

Various mechanisms are also used to counter pathological cases (e.g.
message collisions, missing packets, timeouts, etc.). All non-Data
messages (RTS, CTS) are transmitted on the selected probing channel.
Other Data packets, RTR and the data ACK are transmitted on other
available “data” channels (if more than one channel is to be used). All
transmissions in the comprehensive algorithm are effectively “broadcast’
messages. i.e. any listening station can hear them and understand their

content.
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any listening station can hear them and understand
their content.Figures 8 and 9 illustrate graphically
the data fl ow process, for single channel and
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the amount of data to be transnmitted fromstation Ais

Pmax packets or
All non-Data messages (RTS, CTS) are transmitted on the probing

channel. Other Data packets, RTR and the data ACK are transmitted on
other available “data” channels (if more than one channel is to be used). All
transmissions in the abbreviated algorithm are directed at a target station.
All other listening stations should ignore any messages not targeted at

themselves.

Slow Switching algorithm

" If the amount of data to be transmitted from station A is Pmax packets or
fewer then each packet is transmitted individually on the probing channel. A
suitable neighbor station B is selected from A's gradient table and the first
packet is sent to B via a targeted DATA transmission after a small random
delay. If B receives the data and accepts it, it transmits an ACK back to A.
A then continues with the second packet. If A does not receive an ACK
from B, another target neighbor is selected (on a round-robin basis) and the

process repeated.
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is sent to B via a targeted DATA transm ssion after a
smal | random delay. If B receives the data and accepts
it, it transmts an ACK back t o A A then continues

with the second packet. |f2% does not receive an ACK
from B, another target neighbor is selected (on a
round-robin basis) and the process repeated.|f the

affobatansiuni af datedohe transRéiec Ty skt sis AR rahan jmanax

ML & dib aRe PR BBEC ke tandhiesd tta&a dakablé Shetghea{s Ridtloadst o
a suitabl e nei ghbor station chosen fromt

gchesesyirors 15 @ adienitablgat ATAn .ngt'a.t?ejg%tsa app "‘Bthvﬂ $yjtable

S la'a¥a39rha%n€fi§é1e&8@r\%len selRet/ e theRES iBswitsheb (e@3hé hﬁta
Sit swtches to the data channel (%% necesgarg%

amawlt(lf ARAFEAY) 6ﬂ§ apvpihiraNsMISERAS EHR & oSWIFaed

C @@W@Hann@e BelsdsttAE fifsk padkePaE K A TAS rhsPASEOM ér@nﬁm&saron

and awalts an ACK from B. Upon recel VI ng the Al

sérds frome Bscldppid rprebvag the A&ﬁﬁm S&bt%e %ae@r\deeaﬂ??&s'f
WigdhBiiAGKe artd B Se§nkE REACKItTHIs @ntinpaclkel sil ba&@tbeev“e

sent at which stage bot st atl ons b

cIRARRGIon (oL T Gce D0 PR EYS T B o itred PREg T
sifpgli@bld apaiels| @ag bé B@ﬁlﬁﬁécarwo |sfmgﬂ@ walenissions  if
recei ved, A reverts to%éll)we lge nne cho%ies

L ERRSaHOR 1§ st AUBIHS itk frBRBctanTL SXPaPs.
F‘HnoFHeeHéleborgFHqudIrBlﬁnPé]mmr@&&ﬂs b!ddéef@k@orl thmis

di scussed in detail below A nessage or block of data

nmust be broken into smaller blocks of |ength not

eXTRBEHVRY, dTih} the.cofrprdhapsiok algolittmiisidiseussdd firr detail below.
Nmeg, where Nnsg is the nunber of packets required.

Typically the | ast packet (nunmbered Nmsg) will be
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the message queue at the originating station. Associated with each packet
are six items: (1) the originating station ID, (2) the destination station ID, (3)
a message D, unique to the originating station, (4) the packet number
(between 1 and Nmsg), (5) Nmsg and (6) Time to live (initialized to TTL).

It should be noted that packet generation at a station starts the process of
fast probing (if not already in progress). An End-to-End ACK message

received at the source station typically causes the gradients to be dropped.

The source station retains all packets of a message in the message queue
until it receives an End-to-End ACK from the destination with that
message’s ID. The destination station retains all packets of a message in
the message queue until all Nmsg packets have arrived, the message has

been delivered, and an End-to-End ACK has been sent.



(between 1 and Nnmsg), (5) Nnmsg and (6) Tinme to live
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transm ssion does not occur during this station's "off
c hansiaiable ’prﬁg tojtransmit the RTS. Make sure that the intended data

transmission does not occur during this station’s “off channel” time, if
applicable. The actual transmission time for a packet is dependent on the
data rate used. If multiple data rates are being used then the time
reservation should be based on the lowest such data rate. The
transmission is made with sufficient power to reach all Close neighbors,

using the probing channel.

Transmission takes place when a packet exists in the message queue and
none has the status “Awaiting ACK” or "Awaiting CTS”. Once transmitted,
do not send another RTS until the CTSwait period is complete. Mark the
packet in the message queue with the status "Awaiting CTS”. If no CTS
messages were received corresponding to the RTS during this period,

transmit the RTS again.
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be based on the | owest such data rate. The
transm ssion is made with sufficient power to reach
all C ose neighbors, using the probing channel.
Transm ssi on takes place w?2én a packet exists in the
nmessage queue and none has the status "Awaiting ACK"
or "Awaiting CTS'. Once transmtted, do not send
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betweedh & 1and 1Q8s&IS typical transm ssion durations
e.g. If a typical RTS transm ssion takes 0.1 nsec,

t hen del ay between 0.1 and 1 nsec. |In response, t he
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d garcTEwAaRsiol GESIndmssage in reply to an RTS nessage
if the station is wlling to accept data. On

mul ti -channel systens
A station transmits a Clear To Send (CTS) message in reply to an RTS

message if the station is willing to accept data. On multi-channel systems
this is transmitted on the probing channel to inform non-participating
stations of the intended data transmission so that they can avoid interfering
with that transmission. In multi-channel systems the first CTS transmitted
also tells the receiving station to switch to the data channel (to await RTR

messages).

The CTS message is transmitted with sufficient power to reach the station
that transmitted the RTS, using the probing channel. If this is a multi-
channel system then immediately after transmission of the CTS, the station
should switch to the required data channel and transmit a corresponding
RTR.

Transmission of the CTS occurs upon reception of an RTS from another

station A, but only if



this is transmtted on the probing channel to inform
non-participating stations of the intended data
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that transm ssion. In nulti-channel systens the first

CTS transnmitted also tells the receiving station to
swtch to the data channel (to await RTR nessages).

The CTS nessage is transm.tyed with sufficient power

to reach the station that transmtted the RTS, using

the probing channel. If this is a multi- channel

syst em t(agithe corect ddstihatioalid Bvet hansme st gRfindten feFS,
the statio ngjpu' d switch to the required data channel
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send one packet at the lowest data rate).

Note: (d) is only applicable if one channel is being used for both probing

and data.
The CTS is timed to transmit at a random time during the CTSwait period.

In response to its CTS message, a station may receive nothing (if the
station transmitting the RTS chooses another station as its target) or a data
transmission. However, the station does not know in advance whether it will
be the selected station. Either way, the station must start listening on the
specified data channel at the time the data is expected to transmit. If at that
time it hears nothing, é garbled message, or a message header for a non-
expected message, then the station can immediately switch back to the
probing channel. It must make sure that no other transmissions are made

from this station during this period.

For multi-channel systems, immediately after transmitting the CTS, the
station switches to the chosen data channel, transmits a corresponding

RTR and remains listening on that channel as above.



Note: (d) is only applicable if one channel is being

used for both probing and data. The CTS is tined to
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In response to its CTS nessage, a station may receive

nothing (if the station transmtting the RTS chooses

another station as its target) or a data transm ssion.

However, the station does nzg- know i n advance whet her

it will be the selected station. Either way, the

station nust start listening on the specified data

channel at the tine the data is expected to transm't
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accurate nmeasure of path | oss and
higher power to allow for the uncertainty of the path loss difference
between the probing channel and the data channel. The RTR messages
are short and robust and have a much higher probability of success than
the data message. The data message is sent and exact path loss and noise
information is available. The station receiving the RTR can decide what

data rate and packet length to best use the time it has reserved.

The RTR message is transmitted with sufficient power to reach the station
that transmitted the RTS, using the data channel. The noise floor included
in the RTS transmission is used, and the same path loss to the RTS
transmitting station as the probing channel is assumed. The power is

increased slightly to compensate for any possible differences.

Immediately after transmitting the CTS on the probing channel, switch to

the selected data channel and transmit the RTR.
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slightly higher power to allow for the uncertainty of

the path |l oss differencé between the probi ng channe
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robust and have a nmuch hi gt®&- probability of success
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RTEhehiosiag dasoiptien re4tas icoDataPacks Trasgfisloror a data
transm ssion. However, the station does not know in
advance whether it will be the selected station.
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Note: if multiple packets are sent in one transmission, additional data
uniquely identifying each of the packets must be included in the Data
message so that the receiving station can disassemble them.

Data is transmitted with sufficient power to reach the station determined to
be the target from previous CTS receptions, using the specified data

channel.

Single Channel Case: During the period until CTSwait after the RTS was
transmitted, listen for CTS messages on the probing channel. Once the
CTSwait period is over, randomly choose one of the CTSing stations (or
pick the station with the lowest reported cost to destination), and send the

data to that station on the chosen data channel.



the lowest available data rate, then if a higher data
rate is used it m ght be possible to send two or nore
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packets have an equal or longer tine-to-live and have
the sane destination) at the higher rate such that the
total transmssion tine is |less than or equal to that
reserved previously. Note:27f nultiple packets are
sent in one transm ssion, additional data uniquely

identifying each of the packets must be included in
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with sufficient power to reach the station that sent
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message have previously arrived. If so, a special End-to- End
Acknowledgement (ETE ACK) message (a single packet) is generated
containing the message |1D and térgeted at the message source station.
This is a special message generated at the destination to tell the source
that all packets of a message were received and delivered. It is placed in

the message queue and treated like any other message packet.

If the packets of a message residing at the destination of that message
have a time-to-live that falls below TTL-Tnak, then an End-to-End Non-
Acknowledgement (ETE NAK) message is generated targeted at the
message’s source station and containing a list of the missing packet/s. it is
placed in the message queue and treated like any other message packet.
Thus, this message is generated at a message destination to request the

source to retransmit one or more packets of the message.



correspondi ng data nessage transm ssion is used to
conpute the required transmt power. Wen a data
WE2awRe6253¢ ri ves (that is not an ETE ACK or ETBEPC®EB2004/004109
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whet her all other packets of that nessage have
previously arrived. If so, a special End-to-End
Acknowl edgenent (ETE ACK) - agssage (a single packet) is
generated contai ning the nessage ID and targeted at
the nessage source station. This is a special nessage
geerfatlednatpples tdemtyi siationgieceivng &l nessrges Huhe cecelving
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Note: (c) is only applicable if a single channel is being used for probing and
data. This station is marked as being “off channel’ during the data

transmission period.

If the station has already retained a copy of the data packet from a previous
data transmission (the transmitting station presumably did not hear the
ACK), then it should relay this fact in the CTS. Also, if any packets from the
same message are cached in the Message queue or Retained data list,

include those packet humbers.

in order to avoid RTS “race” conditions,

(a) If the receiving station already has an outgoing RTS scheduled
for transmission, but has not yet transmitted it (i.e. it can be
cancelled if necessary), and the incoming RTS has a higher
priority (the data has a lower time-to-live), then reschedule the
outgoing RTS for a later time and reply as usual to the
incoming RTS with a CTS.



(d) the Data transm ssion tinme/duration/channel does

not coincide with any Receive entries in the Bl ackout
w@esosoesBé st, and (e) this station will not bePCDIE2004/004109

channel " during the tinme/duration of the data

transm ssion, then: a CTS nessage back to the

transmtting station is generated and transmtted.

Note: (c) is only applicablgif a single channel is

bei ng used for probing and data. This station is

mar ked as being "off channel" during the data
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scheduled CTS/RTR and service the second incoming RTS. If this is not

the case, ignore the second RTS.

In response to a Clear to Send (CTS) message, the receiving station notes
the information returned in the CTS (in response to its RTS). At the end of
the CTSwait period it decides on a target station (lowest cost to destination
or randomly) and sends the Data packet to the chosen station. ,
In a multi-channel system, the reception of the first CTS on the probing
channel causes the station to switch to the data channel and listen for the
corresponding RTR and any further RTRs from subsequent CTS/RTR

replies from other neighbors.

Note that a station should not switch from the probing channel to the data
channel until a CTS is received corresponding to the RTS. This implies that
if no CTS messages are received then this station will not switch to the data
channel, and will need to retransmit the RTS after the CTSwait period is
complete. Also note that if, after the CTSwait period is complete, no RTRs
were received, then immediately switch back to the probing channel. Note

also that RTR would need to be delayed by a suitable amount of time after



In either of the above cases, if the tinme-to-live for
both i ncom ng and out goi ng RTS nessages are the sane,
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whet her or not to ignore the incomng RTS. If a second
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If a CTS is heard from a station that this station currently has a CTS (and
RTR) scheduled to be transmitted to, it means that the transmitting station
is now servicing a higher priority RTS and will not be able to service this
station’s requests. In this case, cancel the CTS (and RTR).

In single channel systems only, if no CTS messages are received during
the CTSwait period then the station should retry the RTS message.

The Ready to Receive (RTR) message is used only in multi-channel

systems and is transmitted only on the selected data channel.

The receiving station notes the information returned in the RTR (in
response to its RTS). At the end of the CTSwait period it decides on a
target station (lowest cost to destination or randomly) and sends the data
packet to the chosen station.



specifies that it already has a copy of the packet (or
packets fromthe sane nessage) froma previous
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If the data message contains a data packet then non-targeted stations
receiving it should retain the packet in the Retained packet list if their cost
to destination is lower than the transmitting station’s cost to destination. If

the Data message is a “null” Data message, it can be ignored.

For the source station, the data packet is marked in the message queue as
“Sent”. For other stations, the data packet is moved from the message

queue to the Retained Packet list (in case of an ETE-NAK later).

If a copy of the ACKed data packet has been retained in the Retained

packet list by a non-targeted receiving station, it should be discarded.

If no ACK message is received from the station that the previous data
transmission was targeted at, then the station should revert to the probing

channel (if applicable) and wait and listen for a period no less than the



Action by non-targeted receiving stations should be
rare, and should be ignored. If no RTR nessages are
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shoul d switch back to the probing channel and retry
the RTS nessage. If the data nessage received by the
targeted station contains a data packet then the
station places the packet i3pdts nessage queue and
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transmission.

If a non-source receiving station has a copy of any of the missing data
packets in its Retained packet list, that packet is moved to the message
gueue and the missing packet references are removed from the ETE NAK
message. The ETE NAK message is queued for transmission to the source
station as with normal data packets unless no missing packet references

remain in the message, in which case the ETE NAK message is discarded.

If neither an applicable ETE ACK nor an ETE NAK is received before the
time-to-live of the packets in a message expires (plus a suitable wait period
for a potential ETE NAK to arrive), then reschedule all packets in that

message for retransmission.

The general data transport algorithm is designed to broadcast a message

of one or more packets to all stations in the network with a minimum



gradient to/fromdestination. It should al so discard
all data packets for the specified nessage fromthe
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f ofnd ghiaRmtRSd R thehtaingenebalordlatith theaB@ang additional
algorithmis designed to broadcast a nessage of one or

nmof®dgpackets to all stations in the network with a
n1§Tguanerhead The basic al gorithm does not

e L G L o AT IR il
r e&&t Werodel broaddset s. The al gorithms for peer-to-peer
dalggclgegsaan\?a?lgkglg rar?ge A range of packets that the transmitting station is

offering. These are all packets in the given message.

ETE required. True if the originating station reqdires stations on the

network to send an ETE acknowledgement when the broadcast message is

completely received.

RFP

Range or list of missing packets.

Message ID.

CTS

Packets required. This is a list of packet numbers (from the range given in

the RTS) that the station does not yet have.

RTR

Packets required. This is a list of packet numbers (from the range given in

the RTS) that the station does not yet have.



descri bed above, are used, with sone nodification. A

new RFP (Request For Packets) nessage is defined.
wea0ae258¢ s nRTSPackets: the nmaxi mum nunber of PEEEBE42004109

reported in the Packets Avail abl e range for the RTS

message. Typically this would be around 10.

NRTSAtt enpts: the nunber of attenpts at sending RTS

wi t hout receiving CTS repli®s before a transmtting

station stops transmtting a range of packets.

Typically this would be 2 or 3. The data structures

ar &h¢ begisating sstidndfreaks, thavintelssadeeud okd awi mrgnaddjaclk&mab

fields: S Br hj va
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i f nuinberoafingpsét a taggesmlatlbemn requires stations on the
network to send an ETE acknow edgenent when the

br oadcast nessage is conpletely received. RFP Range or
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NUIRGAESS( & QY thEsihGNSRKE, Y 8N ak Thackets have previously been

received, the station does not reply to the RTS. -

At the end of the CTSWait period, the transmitting station finds the most
requested packet number from the CTS messages received and transmits
that packet in a DATA transmission. Stations listening for DATA either
accept or reject that DATA. No ACK is generated by receiving stations.

The transmitting station continues transmitting the RTS with the same
range of packets until no CTS replies are received for nRTSAttempts. At
this point, the station moves on to the next range of nRTSPackets packets
and starts the above procedure over. This continues until all packets are

sent.

A receiving station receives packets until it has built up a continuous range
of nRTSPackets packets. At this point it starts retransmitting that range of

packets as described above.

In a perfect world this would get all packets to all stations on the network.
However, there are no guarantees. Stations appearing on the network
during this broadcast procedure might not receive earlier packets. For this

reason a new message type (RFP) is used to request missing data.

If a receiving station receives an RTS broadcast message and it does not

already have all message packets with numbers before the range specified



the RTS) that the station does not yet have. The
originating station breaks the nessage up into one or
worens/opeasket s as usual . All the packets are gi RENIE204/004109

infinite, or fairly large, tinme-to-live. The first
nRTSPacket s packet nunbers are then transmtted in an
RTS nmessage (wWith the broadcast status on). Al so
i ncrease the maxi mum nunbeds -of hops to a | arge nunber

Al'l listening neighbor stations that have not yet
recei ved one or nore packets in the range specified in
t nethBTS['S t them drichetidek aa REPINesrnge fO8AMBIY, INFErmaien Phe

reh [ | gorithm case) containing the nunbers
81'H?$ﬁ9§§¥%a@packets If all packets have previously

been received, the station does not reply to the RTS.

ﬁ ! Pe%el%iﬂg gz;tlo%r}%ag%'a{n e 'rr%@sag}é“ﬁwct RNGE (Bﬁ tht@ of

he nost requested packet nunber from
t e mslngmsh@eﬁﬁanet@h@é‘de%ﬁarstqf%ﬁﬁ”é‘,estsﬁﬁ?s ﬁé@?BYe’l n .

a _DAT dons listening for DATA
C?'PA]% ﬁngc@géﬂ%&@ F%gjkect(;‘éhat DATA. No ACK is generated

by receiving stations. The transmitting station

C?%'e%lr'@ﬁ\a lﬁgfgé\m)ﬁ T’\éé‘g IH"& AN Tseatnk ort the reawiek fiaoge setf

unt lies are recejved

nRTeSETEe%WLEredM if Hh% 78 i thig prsesthat Pibs & ﬁ%(?@g%%ﬁ with
t @%CH%S \f\'@gﬁ P0G %B@Crg&inﬁedpélﬁ katietand it atsadehet

above procedure over. This continues until all packets
art@nsmiis an K TEAE kack & Wﬁ‘%‘ﬁt‘qgeﬁé‘i‘%s packets unti |

it has built up a continuous range of nRTSPackets
packets. At this point it starts retrha ti t hat

r dinje todt Patxst & g@ PRIWEN Hryih oA, t rga%@?? Sage
WoIHedh i BicsmpRie Gh efle A RFPaEAd Be E&e&bh lstérat i ons on

t he networ k. However, there are no guarantees.
St ati ons appearing on the network during this

br‘ﬁ%dﬁlaértlthﬁ’lr Qmugp%crfbg &btuﬁ@tthé auei el sakhiver npabkeds.
O st A B e mE\Sbse‘rjrlg‘?'h yﬁas (th FFé)ffecl:tSofu%ﬁgNlﬁg a
r dpeste fi '9&dengr d%ft”&e num
broadcast to disseminate indefinitely until all stations within a connected
network have received the broadcast. This might not be optimal for various
reasons:

a. The high TTL (time to live) means that broadcast
messages will effectively have very low priority. If a
station is very busy (e.g. a gateway station) then the
broadcast packets might take a long time to be
transmitted.

b. The broadcast might only be aimed at a subset of the
entire network, clustered physically close to the
broadcast source (e.g. an emergency alert for a specific
area of a city)

c. The broadcast might only be relevant to a subset of the
stations in the network (e.g. an update only relevant to

a particular brand of hardware)



If a receiving station receives an RTS broadcast

message and it does not already have all nessage
w@aokes2$36M t h nunbers before the range speci f i BO/IB206004109

RTS, then it schedul es an RFP nessage cont ai ni ng

information on the m ssing packet/s. If a receiving

station hears such an RFP nessage and has one or nore

of the m ssing packets theR6it schedul es RTS broadcast

nmessages, as above, containing the m ssing packet

range. If the orlgknatlng station has a list of al

st 6 sHigion o {3 avonlst Reolelgive hroedaastiacketia mTmaRine fo lvd,

bi gyt irBset rt‘l?e R:FLSbaJ;}Utot mbsor@ﬁf%?vélﬂ@'bn Rizthi 'h%gr ﬁgﬁ%a%? @E
with each station has receiv pac

i retatipa, H@s@%@ét WP*ﬁ'dtSt*Q{h%ﬁ W8 BOEPEAGK, btclovicly PR (o

Orthgheécﬁ bﬂﬂe%éﬁé@ﬂtrarﬁ%@sémat stations in the network
shoul d retain the broadcast nessage when it is

conplete, in case an RFP should be received |ater. The
alwwmmnqeqw&n@%ftb Bt SRE Haagndnh Surhbkr 8NKL

nber of hops to a large or infinite nunber. This
HE”@??@%¥4%?8%Vm%ﬁP%@Sa broadcast to di ssem nate
indefinitely until all stations within a connected
network have received the broadcast. This m ght not be

optheraalutiog o (e Moy s odscrde toapartitfnn the giatims inta setevieo

| i9¢9) thaB@Rsud Qéﬁonblimﬁ‘tdiiéﬁta AR BAOF Ditddith ltheeétfaﬁ&# |D/@/leb(e
have Vel‘é{|OWpI‘IOI‘I I'f a statjon is ver

AR B deRandB) thenethat H@fOBT‘%té%ﬂ‘c‘é%*t'g ;Pscmdsto

MigdHtify @k&ther er\BGa %ta'ﬁBn t&el@@ar‘itﬁ@ﬂﬁﬁbrbé&%et tI)f su_Eﬁ‘ §tatlons
ai ned at a subset of

br oadcast m uzc(f
eV§'F s e0ne T‘(Sthé %Jé B3I opRPEISaNf *ybre%@?ét% th%other
breeaibes sbuld (HokLsuch Hoad®AseTer gency alert for a
specific area of a city)
This does mean that if the specified station type is sparsely located in the
network, there is a good chance that such stations would not hear
broadcasts from other such stations. A better plan might be to allow
broadcasting via all station types, but each station examines the message

fo see whether it should react to that message, or just re-broadcast it.

Appendix A

Parameters

Psize: Packet size (bits). Maximum length of a data packet to be sent in
one transmission (excluding overhead data). If a message block is longer
than Psize then the block is broken into two or more packets. Psize should
be chosen for the slowest data rate.

Pmax: Maximum number of packets for Slow Switching transmission. If the
number of packets waiting to be transferred via a particular neighbor is

Pmax or fewer, then the packets are transmitted on the probing channel. If



c. The broadcast might only be relevant to a subset of
the stations in the network (e.g. an update only

WO 2008062386 t 0 a particul ar brand of hardware) ThECT/IB2004/004109
solution to (a) would be to give broadcast packets a
normal time to live, but reset the TTL back to the
ori gi nal value on each hop. Hence, at each station,
t he packet would start out-3sth a low priority, but
rapi dly nove to the head of the queue for
transm ssion. The solution to (b) would be to limt
t hthenaxmiparnefmachets exteduspBmas, thetdatansr instisnplést oh @ gaser
me ) [ . woul d be to be able to
pa(rs’l?alar?‘%gr@gwgs@@é%oa?r%”%h%t] éﬁ@ets via, say, the unique
st ATLoMesdagel fimedayijve dmaesibéimento-lve ffey dackethén stnzstage.
I D t,: /. I e t;
| nPor e DaTieaide o6 1IBAS $8 PaLnt [ Fe et ferdaednd 2
st aadketls itiertotlieg akiops to rére hefoadisdvery tbfitssdrstinaficat itdas
we : t.nat I ; it b
by SavaEY Rl 2R PR oA HEhRORAEHREE it i oroe
br ceidoamission Phihe disresdatezacketinecessare speci fi ed
St &f.L@an [ f a ' ; e
o R R R S v Aoy i P8
br packehst $he dertinstipereadien tBisagden iy, End-trebne NAI awil be

L“;Jg@ﬁergﬁdtt@r@ié@%i@éiﬁ?ﬂ&%ﬁé.”9 via all station types,

each station exanines the nmessage to see whet her
i t CIRwaitd Timace vat t’fﬁaﬁo”ﬁfés@@eme%ﬁagﬁéfton} é‘ﬁlﬁlﬂ“é%cﬁfﬁr
| rafBRRAG! Sn ARTT AAELS! O 4ffs Fafdkets Uvep (R Iseaion
Maxi mum | €éngth of a data packet to be sent in one
t r HARYMIEHD oM &IS WEFIABS overite ot abeihbarf bapedes8agES
bl B&sraBioh %&@Ed.t(@%ﬂwpl?éie%%v&E%rifh%o@%OCk i s broken

into two or nore packets. Psize should be chosen for

t hdrefpivpddne dareiainaios:tarmetsd daBARAERTF AL ISSRSIaNeR AeREAls
f Ofist PhnQue) St dndtbshshve i o) - | f the
Tack: Maximum time to wait for an ACK after transmitting a Data message

(msec).

Data Structures

Message queue

Consists of an entry for each data packet awaiting transmission, ACK or ETE
ACK/NAK.

Entry consists of:

Data Packet, including source 1D, packet ID, Time-to-live

Status: One of: Awaiting transmission, Awaiting CTS, Awaiting ACK,
Awaiting ETE ACK/NAK

Retained packet list

(Comprehensive algorithm only)

Consists of an entry for each retained (non-targeted) data packet.
Entry consists of;

Data Packet, including source ID, packet ID, Time-to-live

Time that data packet was retained.



nunber of packets waiting to be transferred via a
particul ar nei ghbor is Pmax or fewer, then the packets
wae@®@snesseni tted on the probing channel . |ft heP@I/m»e04/004109

of packets exceeds Pmax, the data is transmtted on a

data channel. (Slow Switching algorithmonly) TTL:
Message Tinme-to-Live (nmsec): Tinme-to-live for packets
in a message. A packet's tidge-to-live is initially set
to TTL when it is generated. |If a packet's
time-to-live drops to zero before delivery to its
destination, it is discarded (it is assuned that other

me ghaRh S rggﬁgtrl bed here will force retransm ssion of
thé‘ﬂT§E§$ﬁéﬁ‘ﬁacket i f necessary). Tnak: Message Tine
t o (PeIRPTEReRsiYe algedbmianyh TTL. After this tine, if a
pa t t

@léﬁ’ﬁalr% ant &M kﬂ@?%%&ﬁﬁér%ﬂ oruﬁggfwgﬁp ajqkr%mﬁzgﬁata%}%ngysfﬁlgn

End-t o- End e gener retrieve
palsk 8eReduletisand t whethere thab knaivn trenstuibsiet twilCTiStenfess ages

fr%ﬁﬁ‘dr%}%féot%ﬁﬁﬁlﬂrb% iR0FLFLY Wit Sy 32 BlRsbpEec) - Once

this period is over, hes atlon%?/ransmtgtlngthe RTS
dedP@B4eRE t s target nei ghbor based on CTS

i nformation recei ved. (Conprehensive algorithmonly)

Tret ai n: Tlrre to retain non-targeted data packets in

t he Ret &i ned!fpaglelien 1A Bears ms€EP. (opdbamretiegsharenel) from

al gorithm Onét)éiloﬁr@lfhen'vﬁ%’[ =Y Wlllnﬁ?ﬁr% ‘é’a’ﬂlrﬁ%aguraﬁ& A

after transmtti ng Dat a nessage (nsecC
Structures foaL?e(P@S%Pﬁ)sﬁléhS@qwntd%Bhttrraysm@snoeatoh

data packet swBbt BNGidians mu§§ h%bran%ggt %r Ceﬁk‘%/’ @ﬂf

Entry consists of: Data Packet, inclu
packet ID, Tie-Yothal ¢earsehinugrdente aypid lAtﬁﬁﬁtmmngth the

transm ssi onprofiefddt trBBsrtdston AWRdihtidid BAGhis is a Transmit

blackout,

b. If a station A hears an RTS (on the probing channel) from
station B then that RTS will define a time, duration and
channel for a (possible) subsequent DATA transmission from
station B. Station A must avoid scheduling any receptions
during that time .(i.e. must not respond to other RTS
messages if the scheduled time overlaps) to avoid
interference. This is a Receive blackout.

Entry consists of:

Transmit/Receive. Specifies whether this is a Transmit or Receive blackout.
Start time (relative to station clock) '

Duration of transmission (msec).

Target station ID of transmission for Transmit blackouts or Transmitting
station ID for Receive blackouts.

Transmit channel.

Off Channel time

(Comprehensive algorithm only)




Awai ti ng ETE ACK/ NAK Ret ai ned packet |i st
(Conprehensi ve algorithmonly) Consists of an entry

w0 2005862586 r et ai ned (non-targeted) data packet.PEnB2§04/004109
consi sts of: Data Packet, including source ID, packet
ID, Time-to-live Time that data packet was
retained. Bl ackout period |ist (Conprehensive algorithm
only) Contains an entry farggeach period during which a
known Data transm ssion i s schedul ed and whet her that
known transmission will interfere with reception or

Wi This pm emtabld thyt shb%ciﬁet gt ttﬁs&dawd\ml Y “&ff BHEFRES au%sa
n A hears a CTS (on the

et S RT ot e s T b RN a0 o g ansrRs i than
dethiengoking ichennetiuNat pplicabid iChamydd chidhehis(ROgsiddebr
sub Eﬂgent DATA tr%n@gi.s ion to station B. Station A

 PPPRR SR Ha A%y during that tine on that
channel in order to avoid interfering with the

g ect%j ht_riansmésn on to station B. This is a

f a station A hears an RTS (on
g hall preabiageg stzbmmtﬁltbme fuemnmmmmng latattibanDt tn@msmaowek I

ef i urati nne ossi bl e

C LGt R e b 1S FRBRTL cacy i bR RRsseogle
nl(Jbéln@mansinﬂeheﬁuh iinfornaetipn rie cegpd tmrtfenﬁkwthﬂgahﬂaittett ﬁm?
(e, st n res t0,0 s t
it B7%s ahe DERRER O R0t Bl FadHRR. dhlidh
I sn@neRefChieye mMassadesuthould be used to create new neighbors — that

task is restricted only to neighbor (slow) probe messages.

Each message also contains a field specifying the Cost Function ID. This
will determine which gradient table is used to route messages (see the Fast
Probing document for more information). Typically this Cost Function ID is
chosen when the message is generated in order to control Quality of
Service (QoS) for that message type. Subsequently derived messages (e.g.
ACKs, RTS, etc.) will inherit the same Cost Function ID as the originating

message.

Note: In multi-channel systems, only the messages sent on the probing
channel should be used to update the neighbor table entries. Messages on
data channels (RTR, DATA, ACK) should not update the neighbor table

information.

RTS

Comprehensive algorithm
Unique message ID of data packet to be transmitted.
Originating station ID of data packet to be transmitted.

Packet number of data packet to be transmitted.



Entry consists of: Transm t/Receive. Specifies whether
this is a Transmt or Receive blackout. Start tine

W@ e@b@a6is9e to station clock) Duration of transPreBE2004/004109
(msec). Target station ID of transm ssion for Transmt
bl ackouts or Transmitting station ID for Receive
bl ackouts. Transmt channel. Of Channel tine
( Conpr ehensi ve al gorithm onky) This is a variable that
specifies that this station will be "off channel”
during a specified period of tinme (i.e. will be
| i $Netel fige @mique mmsﬂgehar(n&ihues m@@naiihgrstatibe) }Drrgazlﬂiemgvnth
chann t C | e chann
o0 P FRR o A gt bt I GnENTG hed he'Hachd
Tr auithimi the eybtdessage Formats Al nessages start with
th ] N ' D ansmt power and
~ %egﬁ&?lo HE{% %n"ﬂ)%%?%% ? %‘%tct)koot?eotllrraqsﬂqlﬁecd;annel on whi ch
th@altaaswgtetlms-tdaléaieng transmtted. This information is

us ' ransrritter and update entries in
thg)%ﬁge %%%g'{%gé Ingp%see Sl ow Probi ng docunent),
al ﬂamjgapkabmmsoﬁtsmese nessages shoul d be used to

cr%%%%%&}%ﬁpﬁﬁﬁhq éag& task is restricted only to

nei g ges. Each nessage al so
cobié M@wlifcpf@hdelspem fy| ng the Cost Function ID. This

W Nons@qFogFgﬂJb?aﬁ@séhS%{ gﬂéent table is used to route

nmessages (see robi ng docunent for nore
i nfoshiet maﬂwt depjipatisal ¢fwetnlsmtlr@ostatl¢m ridtieoit theDgraslient for

h d t
ol T e tEbrif Fol RARRChTIEELACEE | ot hessage
typd. hlsscm@eqlu@wbe,r wed Jeaicate deagyebort d8-git) mOkem RESer,
et Gepertlell fol ARGETS nldd8agiP B @AShddHRGHLB gdRraSr, ififally

origi nati ng nessage.
seeded with (say) the statlon s unique ID at startup. This number is used to

prioritise two RTS messages with equal time-to-live data, as explained

below.

Abbreviated algorithm

Unique message ID of data packet to be transmitted.

Originating station ID of data packet to be transmitted.

Packet number of data packet to be transmitted.

(Note: the unique message ID (unique to originating station), together with
the originating station ID and packet number, uniquely identifies the packet
within the system)

Destination station ID of data packet to be transmitted.

Data packet time-to-live.

Data packet transmit size. (only necessary to avoid buffer overflow at target
station)

Data transmit channel.

Noise floor of data transmit channel.

Cost to packet destination of transmitting station. (Note: if the gradient for

the destination is frozen, send Cpf rather than Cp)



Note: In nmulti-channel systens, only the nmessages sent
on the probing channel should be used to update the
wmeioglobasse t abl e entries. Messages on data chanpetl/s82004/004109
(RTR, DATA, ACK) shoul d not update the neighbor table
i nformati on. RTS Conprehensi ve al gorithm Uni que
nmessage | D of data packet to be transmtted.
Oiginating station ID of .data packet to be
transmtted. Packet nunber of data packet to be
transmtted. (Note: the unique nmessage ID (unique to
or Bpw awitehingt algorithin t oget her with the originating
stat] I punmber, uniquely identifies the
pagé@g%ﬁ%}%?%%tg@&g%tp@m Destl nation station |ID of
data packet to be transmtted. Data packet
ti peeto-live. Data packet random nunber*. Data packet
transmt size. Data packet transmt time (projected).
Data transmit channel. Noise floor of data transmt

ch et destination of transmttin

st gtgﬁ?reh%{ Llﬁoﬁﬁﬁ gradient for the destinati og IS
frﬂizr@ntedmwnGDFGStamrmaat gemhine®N)S)* Thi s random nunber
WO Stel %ﬂ'c??;é &ST@% %@QQ& bt g%iﬁffpb)glgétgurg%%f o %%rand is

geher at ed nessage om nunbe
gewstting ooy GH treallelsy noeeitied nv@ptrhat(osay) reoed tiat tlhenCES

un hﬁ%ggaqeggﬂenﬁyaﬁléti Ba E@keﬁ A rbe tFa nlé rsnﬂ%dt

priorit sages vv|t equal tinme-to-live
dabPata packetdfangmitestzebel ow. Abbrevi ated al gorit hm

Data packet transmit time (projected).

Data transmit channel.

If the system is a single channel one (probing and data on the same
channel) then the following fields are also necessary (since RTR will not be
used):

Cost to packet destination of the transmitting station. (Note: if the gradient
for the destination is frozen, send Cpr rather than Cp)

A flag that specifies that the transmitting station already has a copy of the
data packet in its Message queue or Retained Packet list.

A list of packet numbers from the same message which are already

resident in its Message queue or Retained Packet list.

Abbreviated algorithm

No additional data is required.

Slow Switching algorithm

Same as Abbreviated algorithm
RTR

Comprehensive algorithm
Targeted station ID (station that sent the RTS)



Uni que nessage I D of data packet to be transmtted.
Originating station I D of data packet to be

wo e@smessé ed. Packet nunber of data packet to PEI/IB2004/004109
transmtted. (Note: the unique nessage ID (unique to
originating station), together with the originating
station I D and packet nunber, uniquely identifies the
packet within the system) Dé&stination station ID of
data packet to be transmtted. Data packet
time-to-live. Data packet transmt size (only
neéesttr gacket dastinatidrudfftes trensmittingwtationt Afadetil bearadent
Datg i, @g%o%ﬁorﬁg%ggrln,'semt:%&ame‘?%an% data transmit
channel . st to packet destination of transmtting
st &t flasntha{ swsrcdies ithatithe trgnsidiftisatstaton anreddess & sapy ohthes

fr : I it chi
ol CarT e e e i ey B Bt s

Conpr ehensi ve al gorithm Targeted station ID (station

th%bﬁ&ﬂ&teﬁj%@%ﬁftﬁ}n (Note: Since the CTS is targeted at

a station that just sent an RTS and is waiting for CTS
r epiat esplicableot her information is required in the CTS
nmessage to identify the data packet that is to be
transmtted.) Data packet transmt size. Data packet

t r StewiSwitching algpyfhiet ed). Data transmit channel . |f
theushieams a single channel one (probing and data
on the sane channel) then the followng fields are

al so necessary (since RTR w Il not be

Data

Comprehensive algorithm

Targeted station ID (station that sent the CTS and that was chosen as
target)

Originating station ID of data packet®.

Destination station ID of the data packet*. -

Unique message ID of data packet to be transmitted®.

Packet number of data packet®.

Total packets in message (Nmsg)

Data packet time-to-live*.

Either the data packet, or a special “null” flag to tell the receiving station to
accept and pass on the data packet that it previously received.

If this is a "null” message, then include a list of packet numbers for the
receiving station to pass on.

Note: The items marked * are not strictly necessary, since they can be

recalled from the original RTS message.

Abbreviated algorithm

Originating station ID of data packet*.

Destination station ID of the data packet*.

Unique message ID of data packet to be transmitted®.

Packet number of data packet™.



used): Cost to packet destination of the transmtting

station. (Note: if the gradient for the destination is
wo e@zos3cend CDF rat her than CD) A flag that BEEB04®4109

that the transmtting station already has a copy of

the data packet in its Message queue or Retained

Packet list. A list of packet nunbers fromthe sane

nmessage which are already 145ident in its Message

queue or Retained Packet |ist. Abbreviated algorithm

No additional data is required. Sl ow Sw tching
al QQTQI PWS&W%&%WW)M ed al gorithm RTR

tﬁﬁ g_r @gRki thm Targeted station ID (station
that sent t S)Cost to packet destination of the
t r dnswitatnaslietst ati on. (Note: if the gradient for the
de%tenafHeo@elrh§ J%q%ﬂ’aré%ﬂs%y heddighnt '%ﬁ‘w%e@P% Aarﬁ 29

that specifies that the transmtting s At10n alT ead y
hasecallebfigmdie erignal TP Paesege- in its Message queue or
Ret ai ned Packet |ist. Abbreviated al gorithm Not

appl i cabl e Sl ow Switching al gorithm Not applicable
DaStovwrSiicBihalpoetham gor i t hm Targeted station I D

(skakleot AkrtvisBatigbh®ntTS and that was chosen as
target) O'iginati ng station I D of data packet*.

ACK

Comprehensive algorithm

Targeted station 1D (station that sent the data packet)

Abbreviated algorithm

No additional data is required.

Slow Switching algorithm

No additional data is required

End-to-End ACK

This is a single packet message with a special flag signifying that it's an

ETE ACK. It is targeted at the data message source station. The message
packet itself contains:
Unigue message ID of message that was successfully received at the

destination.

End-to-End NAK
This is a short message with a special flag signifying that it's an ETE NAK.

It is targeted at the data message source station. The message packet

itself contains:

Unigue message ID of message that was unsuccessfully received at

the destination.



Destination station ID of the data packet*. Uni que
nmessage | D of data packet to be transmtted*. Packet

woenobee2sed dat a packet*. Total packets in nessSBOEIB2004/004109
(Nnsg) Data packet tine-to-live*. Either the data

packet, or a special "null" flag to tell the receiving
station to accept and pass on the data packet that it
previously received. If thi4g-is a "null" nessage, then

include a list of packet nunbers for the receiving
station to pass on. Note: The itens marked * are not
strictly necessary, since they can be recalled from
the ori gi R [ '

ot gi nating " eeas BTPRT g dart AR BEE T | on
station ID of the data packet*. Unlque nmessage | D of
data packet to be transmtted*. Packet nunber of data
packet *. Total packets in nessage (Nnsg) Data packet
tinme-to-live*. The data packet. Note: The itens narked
* are not strictly necessary, since they can be
recalled fromthe original RTS nessage. Sl ow Sw tching
al gorithm Sane as Abbrevi ated al gorithm ACK

Conpr ehensi ve al gorithm Targeted station ID (station
that sent the data packet) Abbreviated al gorithm



No additional data is required. Sl ow Sw tching

al gorithm No additional data is required End-to-End
WO\BKS/60536 | S a singl e packet nmessage with a speCr/E2004/004109

flag signifying that it's an ETE ACK. It is targeted

at the data nessage source station. The nessage packet

itself contains: Unique nessage | D of nessage that was

successful |y received at th&destination. End-to-End

NAK This is a short nessage with a special flag

si if&i ng that it's an ETE NAK. It is targeted at the

da age source station. The nessage packet itself
contai ns: Uni qgue nessage | D of nessage that was

ggf’;ﬁgf eﬁ%@'@%n{cﬁtﬁ @%Q%B%rﬂﬁrésgrgqs%' AL RS b S tafins
successfedth yabGl_Rd NFhsrﬂit a?d&lelﬁIWIidGat é@mham&h&\n’aétworlk can
conprising a.plurality of .client statio ea able to
Cransn {0 AtBs8C GaTRTSE0 il A ABBs Rk an
t ransm foriginatss ai@@t ctipn its iandeAinplianr aleht ytatdn dat &t least

packets from.an, i.ariginating client. stat.ion . a
fost | nallBn BrTuhistEyd; PeRoTa Ty Idk: WRE Steton and
oppor t umhsteic dlel netwek dothed compdsezedi at e cl i ent

station, and wherein the network further conprises a
plurality of gateways arranged to serve as access

poi nts to the piatlitpokgdtewayd areartged t@teromas aacqss yoals toy
of seed stati,ons . wi i lient stations can
communi cat e, ﬂ'éea%%wg@(garv\@feéﬁslt thon eing in comrunication
with at | east one gateway, the plurality of seed
stations

a plurality of seed stations with which client stations can
communicate, each seed station being in communication
with at least one gateway, the plurality of seed stations
extending the effective connectivity range of the client

stations:

and at least one subscriber network manager for monitoring

the client stations;
wherein each client station is adapted to:

define at least one probing channel, distinct from at least one

data channel;

select, at each client station, a probing channel for the

transmission of probe signals to other client stations;

transmit probe signals from each client station on the
selected probing channel, other client stations which receive
the first probe signals from a probing client station

responding directly or indirectly to thereby indicate to the



extending the effective connectivity range of the

client stations; and at | east one subscriber network
woremwageas3d or nonitoring the client stations; WEr/E2004/004109

each client station is adapted to: define at |east one

probi ng channel, distinct fromat |east one data

channel ; select, at each client station, a probing

channel for the transni ssi o6 of probe signals to other

client stations; transmt probe signals from each

client station on the selected probin bg channel , ot her
client stati BRPIRghicHeNtr é@&%éh%*heavei'% Y Asotsestiaianl er

froma probi fgeflddpiid ciehattb@shst espondi ng directly or
indirectly to thereby indicate to theprobing client

station their availability as destination or

i nter medi at e frghi @néheﬁi alatio withf 8RB 8 §dndeManshats Q:Pobe
with data to send, transmit _a probe signal conprisin

a Request t 0 SKBA CRRRYSRE & 868V?§ért°a§%”q Apissags |t@n‘?"her

stations i ndiagalabROcliehestiicB ifdicingthd@lsh tb @eRd data to a
partl cul ar destination or destinations; from an

avai | abl e cl Pafiiculat 3?%“8%“%&@?%‘%60@% request to send

and that is able to rece| ve data and based on the

client statlgns ovvna] Eblllty as destjnation or

i nt er nedi at e"8I" EhevVa' Fl Gre station fesRingthg e peest fqypend

conpri sing aakd epst isoaskend remsendeta wd basef ohnki @iant
tination or

indicating its avail abi y, as

|t er nedi ot e SBPEnPwE Akplablly S SRR ¢ o Rpdateoiont

wi th data tosgodk, tfahemittheolsd sighdl cdmatisiag avCielr tasend

to send, opportsgnéest Iwﬁﬁl !n¥ormation indicating its availability as
destination or intermediate client stations, to the client station

with data to send:;

from the client station with data to send, opportunistically
select a client station or stations that transmitted a Clear to
Send message based on information in their Clear to Send
messages and transmit at least one data packet to said

selected client station or stations;

from the selected client station receiving the data packet,
transmit a Packet Acknowledge message to the client station
with data to send to confirm successful reception of the

transmitted data packet; and

from a destination client station successfully receiving all
data packets of a message from the originating client station,
transmit an End-to-End Acknowledge message to the
originating client station, directly or via one or more
intermediate client stations, to confirm receipt of said data

packets.



select a client station or stations that transmtted a
Clear to Send nessage based on information in their
wW@@anesss Send nmessages and transmt at | east PCEIBAQ404109
packet to said selected client station or stations;
fromthe selected client station receiving the data
packet, transmt a Packet Acknowl edge nessage to the
client station with data t@7send to confirm successf ul
reception of the transnmtted data packet; and froma
destination client station successfully receiving all
dat-a patkesmeticaiopesettge facerrdinbetoorciayhnat wingreinl ieactt
st ati ONoridifaAAg idnt 3tutiBA% L@k € ot O
the ori i%ati%glc ] en't s_,t_a&?a!l on,'tdgri%ﬁrgt I%?at%?p%%@eﬁseogr
mor e i nDBrMRSERAGR Bnidthe AtgiRAtng| diaR!, statonoendivesnthe doei-pt
of sai degahknBAIIBE Snedsadd £ hLeqhd
according to r]cl ai ren 1 \/\,fsiaeg;—éei n eac éé@’r‘?"%ﬁn@?ﬁ%gﬁéf‘i ent
station is adapted to retain all the data packets of
the mesgag@ntitdilion RemR gERaiihde Ebinent | i
receives the E dTIOto; End _Ack.r%o ed]gg??reosi%%@ ?plgrenret]qwe
dest i natdchndestinalian Shieat isttion3is adaptarnimiretain sh theetdats k
accor di kg o hal MedsRb JrhiPhE RsHRBER cherR3ERon transmits
destination client station is adapted to retain a?T
t he datthe pardkiorEnpfAckhewlpges serssagr itp thReotdsratina atlieoh
client §h#ni on transmts the End-to-End Acknow edge
nmessage to the originating client station. 4. A
comuni cation network according to any one of clainms 1
t . 3 Wher8 i RRERoE bk $kadrtifg t¥iddy & 8r biginsendoi $
adapted to retain the at | east one data packet until
the cli'¥reIBeaEh BiPnhPEHOY iR dpig te SRR isaslapted i3 fiteip dop
t thet at dieait ofd8atd padkdlapliahe bRent BRLSSIWRAS b8 t6 bR has
sta Ion‘fransmitted the at least one data packet to the selected client station
and until the selected client station confirms successful reception of

the transmitted data packet.

5. A communication network according to claim 4 wherein each client
station transmitting probe signals comprising Clear to Send
messages is adapted to include in the Clear to Send message
information on a data packet it has retained as a client station with

data to send.

6. A method of operating a communication network comprising a
plurality of client stations each able to transmit and receive data so
that the network can transmit a message comprising a plurality of
data packets from an originating client station to a destination client
station via at least one opportunisticaily selected intermediate client

station, the network further comprising:

a plurality of gateways arranged to serve as access points to

the network for client stations;



and until the selected client station confirns

successful reception of the transmtted data packet.
wW®20080623586TuNi cati on network accordi ng to cl ai nP@r/1B2004/004109

wherein each client station transmtting probe signals

conprising Clear to Send nessages is adapted to

include in the Clear to Send nessage infornmation on a

data packet it has retaineddds a client station with

data to send. 6. A nethod of operating a comuni cation

network conprising a fpI urality of client stations each

able to tr an§rrP't“’ang°r%‘?f‘& vietiens: with gvhistaclien stadPhIsR

can transmt camARHRAEE LRANdea fbtich BEMEahi tomalinigalon
packets froman orjiginating client station to a .
desti nati on #ithedlt legptaphe gNGWRYatthe eHgelitypE seed stations

oppor t uni sti elehing elrectgektivet esrmeetivity erapbk et the client
station, the network further conprising: a plurality
of gateways &i8PYed to serve as access points to the
network for client stations;a plurality of seed
stations wth which client stations can communi cate,
each seed st &f Gh'e58l Pif FUPSERRMIRIRLE MANaGRT R BONitINg;
one gat eway, thd@icpl dtaidnist y of seed stations extending
the effective connectivity range of the client
stations; and at | east one subscri ber network nanager

for nonikeomkmgdtb@padihgnt stations; the method
conprising: defining at | east one probing channel,

distinct fromat |east one data channel; selecting, at

each client gemiihpat ledasiPsrdpodingevaned!, distindt iem at least
transm ssi on of roge signals to other client
stations: one data channel;

selecting, at each client station, a probing channel for the

transmission of probe signals to other client stations;

transmitting probe signals from each client station on the
selected probing channel, other client stations which receive
the first probe signals from a probing client station
responding directly or indirectly to thereby indicate to the
probing client station their availability as destination or

intermediate client stations;

transmitting, from a client station with data to send, a probe
signal comprising a Request to Send message to other
available client stations indicating the wish to send data to a

particular destination or destinations;

transmitting, from an available client station receiving the
request to send and that is able to receive data and based
on the client stations own availability as destination or
intermediate client stations, a probe signal comprising a

Clear to Send message, with information -indicating its



transmtting probe signals fromeach client station on
the sel ected probing channel, other client stations
wahioshersecei ve the first probe signals from a PrDmE20g/004109
client station responding directly or indirectly to
thereby indicate to the probing client station their
availability as destination or internediate client
stations; transmitting, fré%ra client station with
gatg to send, a prgbe signal conprising a Request to
end nmessage to other available clienf stati,ons.
i ndi cati ng tayailafiisnh ag &eémo'aé’lrdntFUn%ijt'?}Srcj}?%tu%%?ons’ to
destinati on g AeSLMGH Wiehgatats serai tting, from an
avai l able client station receiving the request to send

an_d t hat is_ able to rec_ei ve data and based on the
client statignsroMsicaneddisdahg, from & diest stawdn with data to

internedi ate client statjons, a probe sign

conpri si ng aa0fedrcied S&iRD %éﬁg%?h%tﬁﬁ‘grinﬁ{‘egr%%ﬁa&ﬁo

i ndi cati ng ig&avabisaBtloabyd ap isfeshatioatin ameioClear to Send
|nterned| ate client stati on,ﬁ, tq.the cl ide t stag' on..
with data t d"E&#d®S BPHEFEUN @Pi%éﬁ% OB&| 3& PG i‘orso""r'ﬁj
the client siaddt@nclishtdtatibaton statiosgnd, a client station
or stations that transmtted a Cear to Send nessage

based on information in their Clear to Send nessages
and transm t{hienittihg, | feas tthe neledidda cligat letdtioh areseaividg the

sel ected client station or .stations;, transni [ .
from the sel &R AFCHt; @Rﬁack?tdf&‘sgﬁw eéjggir(}?sn%g% E(té ﬂl?atb lient
packet, a Pagikgin ek oaml tedgad nessaien $uccebsulokbtention of

station with data t¢ nd to, confi;rm successf ul
reception oft@ﬁ@”?@&ﬁéﬁ??{péﬁk%atagdpacket . and
transmtting, froma destination client station

successfull ytransmitting, from a destination client station successfully
receiving all data packets of a message from the ‘originating
client station, an End-to-End Acknowledge message to the
originating client station, directly or via one or more
intermediate client stations, to confirm receipt of said data

packets.

7. A method according to claim 6 including retaining, by the originating
client station, all the data packets of the message until the
originating client station receives the End-to-End Acknowledge

message from the destination client station.

8. A method according to claim 6 or claim 7 including retaining, by the
destination client station, all the data packets of the message until
the destination client station transmits the End-to-End Acknowledge

message to the originating client station.

9. A method according to any one of claims 6 to claim 8 including
retaining, by each client station with data to send, the at least one

data packet until the client station with data to send has transmitted



receiving all data packets of a nessage fromthe
originating client station, an End-to-End Acknow edge
wore®saegs3¢ o the originating client station, di PEDIB2904x004109
via one or nore internediate client stations, to
confirmrecei pt of said data packets. 7. A nethod
according to claim6 including retaining, by the
originating client statiom®%l| the data packets of
the nessage until the originating client station

receives t End-t o- End Ackpow edge, ness fromthe,
Gosti et 1At ahe Senprosiet Rafe RoRGieHoasaCSaven iy b
cl ai m 6ther s@kéte diehinetatich n@nfireisasdoegsfubyedepion of the
destination ﬁlﬁ{ gn{t station, all the data packets of
the nmesSaye PaPREGhestination client station
transmts the End-to-End Acknow edge nessage to the

i gi ' [.ient station. . t hod or di t
oy Tone b SrEosT (& E Ry MOHBgAT A e M GoCBy
each cl Ceat tsSahd omesshdd seldttsy 4 alisse rthtioh hemnamitireastobe

one data cket until the client station with data,.t
send’ hagoPRan ORI fB Rcaik ARt it hat et cut
t he sel sati@dwith detatto sérad.i on and until the sel ected
client station confirnms successful reception of the
transmtted data packet. 10. A nethod according to
claim9 including transmtting, with each Clear to
Send nessage sent by a client station transmtting
probe signals, information on a data packet it has
retained as a client station with data to send.



