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CONNECTI ONS 5 BACKGROUND OF THE I NVENTION Field of the Invention This

i nventi onwoalsmbms7to the field of network address assi gni gT/E0g/1718Dr €
specifically, to a system nethod, and apparatus for enabling Network
Address Translation (NAT) of incom ng Session Initiation Protocol (SIP)
connections based on Dynam c Host 10 Configuration Protocol (DHCP) address

assi gnments. Background of the invention | e t s (LANs) have

boon used vi ¢ IERLT FRORsRs: P LR o TR0 BB PE! AL LAy el 1y
has a set nunber of unique Internet Protocol (IP) addresses for all of the
devices on the LAN. Mre specifically, nmultiple conputers on the 15 LAN may

be repressen]gEIQ_*%e%dLﬁ@D@;% &@Eﬁf@i and use the sane router(s). In such
enbodi nment s; s, for exanple, assigned to one
router, mheﬁigldto?gelﬁ\%u&enr has its own unique |IP address. In such a LAN,

Net wor k Ad on (NAT) allows a single device, such as a

router, to act .an agent . bet wee he Internet, or. "public network”, and a
local, or 20 "pri’/aY% g?" &?%‘\?Aﬁ_erhﬁﬁﬁognﬁggﬁgaﬁwgﬁasalﬁp &4ndiMyFe, unique I P
address is required to represent an entire group of co ters. |n such an
erbod ment , SPACTHER B o BB ER SR SR L PRGN For A IBE NERer R ARSTESsBslaten  devi ce
on the interpal network when a packet frao he Internet arrives at the
router, be@aﬂgé’? HicPmpg Sesn IPE‘&%‘?WPG'B“’F?I(SQPE) RNEG{toas {;l?éf'd ot Bynas Beged to
the router and not to the 25 devices behind the router. Configuring static
mappi ng¥ i nCaniiguiagen Biotaeg{PHGY) addess @gsiggdentssol ve the probl em For exanpl e,

the router mag be configured to send all Wrld Wde | WD 03/003697
PCT/ US02/ 1 7Baskground of the invention

Local area networks (LANs) have been used with network devices such as
personal computers. A LAN typically has a set number of unique Internet Protocol (IP)
addresses for all of the devices on the LAN. More specifically, multiple computers on the

15 LAN may be represented by the same IP address and use the same router(s). In such
embodiments, there may be 10 computers, for example, assigned to one router, where the
router has its own unique IP address.

In such a LAN, Network Address Translation (NAT) allows a single device, such
as a router, to act as an agent between the Internet, or "public network", and a local, or

20  "private”, network. This means that only a single, unique IP address is required to
represent an entire group of computers.

In such an embodiment, a major problem with using NAT is to locate the correct
device on the internal network when a packet from the Internet arrives at the router,
because all packets received from the Internet are adaressed to the router and not to the

25  devices behind the router. Configuring static mappings in the router can, in some cases,
solve the problem. For example, the router may be configured to send all World Wide
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Wb (WEB) traffic to a specific PC behind a router, and send all File
Transfer Protocol (FTP) traffic to a different specified PC behind the
router. HY@®3M0369t he problemwith this type of static nappirrgor/s/ishat it
requires specific configuration of the router, which nay be expensive for
an | SP shi ppi ng thousands of routers. Moreover, it is problematic if

several 5 P@gbaweBpahfietdh Baciib ®CIRARI 8 86éCid(ETd Al MEBralRtS Plotochhien a
connection is initiated froma device on the internal network to an

external  deyip¢garrit R AECRASspHENELCEC 6 AhYRY R CELRBel, UL JrbfeNMIREPI NT

T
wi t hout the use of any additional 1nformation. However, l%/\,hen usi ng NAT,

connect | O”Stg/ﬁgb!f s?a[ﬂi'cYnaEE‘m%‘?sgﬁatfitr Bfireh fRL#E cﬁ%dggpa@it)n BEHYRIKer L Phich @FEE | ON

out si de of net wor evice outside t network 10 cannot connect to a

device on t étkg»elln Wé%r J}\?Eiﬁgﬁiﬁpi\rﬂ\%{hg?%hdstJﬁth&‘s'.t glrorseg%r,gl IS%?&)CHI‘I]AU%% sleyeral

configured 0 SO. erero e prior ar rs’‘tfroma serious

i nefficiency-| 0, L.on beJnitiated with a device on a
LAN by a§de13(/(5§(:£e}‘e hél}?otsr?]g‘gt %%nﬁﬁﬁb%%(m%%ﬁg@”i c configuration of the
router at the L Brief SCr.1.pt.i of the Drawings 15 FIG | illustrates
a general over vﬁg{}\?noafcoanesc;} Tem ‘ﬁ%ti%‘gﬁ%ﬁ“ﬁé’ei“é‘se %“ﬁ&%‘%’a?'&sﬁ%"tm‘bﬁ@ a"teﬁtgmaF
i nvention; EIG il lustr.ates basi ¢ ,. ket ,according to an
enbodi ment "f“ctehtﬁe ORI ERY PO ag‘raése %“W@Pﬁg‘f mapPiTe wiinnuf Eth%ﬂOfGB?(i on field
portion of a DHCP packet according to . 20 an enbodi nent of the ipvention;
FIG 4 ill u%df’f“&f‘%légfgmﬂ?r“BB-eg'gwb‘sF“\MﬁleB Hsiag eV eennpliogs@py paly by mpditipm| p
address according to an enbodi ment of the invention; FIG 5 illustrates an
associ at i on"¢idhi O EeBrodk 9 lpeitign owrigeef the AetWerk. Ardsvise auteWe theingyor j on; 2
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10 cannot connect to a device on the local network without the router being specifically

configured to do so. Therefore, the prior art suffers from a serious inefficiency in that a
connection cannot be initiated with a device on a LAN by a device outside the LAN
without specific configuration of the router at the LAN.

Brief Description of the Drawings

15 FIG. 1 illustrates a general overview of a system according to an embodiment of
the invention;
FIG. 2 illustrates a basic DHCP packet according to an embodiment of the
invention;
FIG. 3 illustrates an additional option field portion of a DHCP packet according to
20  an embodiment of the invention;
FIG. 4 illustrates a process by which a device is assigned a local IP address
according to an embodiment of the invention;
FIG. 5 illustrates an association table according to an embodiment of the present

invention;



FIG 6 illustrates a process by which a packet is sent froma |ocal device
to a destination address on the Internet according to an enbodi nent of the
present iwWoeawdwn] and FIG 7 illustrates a process by wecghispackes s are
received and routed to the 5 destination device on a |ocal network.

Det ai | ed Description An enbodi nent of the present invention includes a

devi ce that simhEanarRkSdid m | ' Pr ot ocol
(DHCP) server andéai@Net% V\%rsk@él}'é(zﬁss@}?%}%%d&ﬁzﬁ%oﬁwcg%grﬂg%ﬁ%. The

devi ce may heytised MdRibR t}?erlnféﬁu%?%ﬁo Bgtt&‘%ln SRGEG tBé)%l%Qan{ E@ebdti%;er net.
packets to

Such a device routes I ncom ng t evi ces on a networ ased upon
synbol i ¢ nagys acquired by a DHCP program running on the DHCP server. The
device allows an incom ng Session Initiation Protocol (SIP) Internet

Protocol (IP) Caﬂlb mu reﬂf?sta' gcessf O\Wxiéhh ac Q§ e Peecgivgcpan%ero 1Y fotfe to the
e €i.A?\I)3 seg ThA

correct device on't ocal "Area Net wor nment Ses a private

| P address. CR I.s. a sof re,programthat automatically assigns IP
addressesz t%ejsglﬁ ‘8?19ev'%et°§taﬁ8%at§%\%‘6v§bki' ng onto an IP network. It elimnates the

need to rranﬂatl ilgéégesgrin gl% permanent | P addresses. DHCP software typically
runs on ser f | so found in network devices such as Integrated

Services Digital, Network (1 routers. and nodemrouters that allow

mul tiple users aﬁ:‘beé‘%l%odfrﬁeré ﬂé%‘ieéer“ﬁ@f"?mmﬁcf@e%%dqvﬁ 3 SMUEAEPREEAShg Task
20 Force (I ETF) standard that allows an organi zation to present itself to
t he I nt er net® AW ¥MAMEnst g&ﬂf?gé‘éaé‘.onﬁﬁf“@ %(Fl%§ertvﬁreanﬁé&f€é‘§%£5fa"élﬁﬂw LAN node
into one IP address _for the Internet and vice versa. It also serves as a
firewall byA%a‘%SﬁiaﬂéT? MpRAtUgude fevicgdenydsdierd withimahaceess feutersennsgied fde wor | d.
SIPis a protocol that provides |P tel ephony services, such as realtine,

i nt er actd vethe Biteraetafuch 4 dpvise sotitesrirgontingpaskess toldanigeson @ netveork based weon, | t

all ows any 25 conbination of voice, video and data to be transported. 3
symbolic names acquired by a DHCP program running on the DHCP server. The device

allows an incoming Session Initiation Protocol (SIP) Internet Protocol (IP) call originating
from the Internet to be routed to the correct device on the Local Area Network (LAN)
segment that uses a private IP address.

15 DHCP is a software program that automatically assigns [P addresses to client
stations logging onto an IP network. It eliminates the need to manually assign permanent
[P addresses. DHCP software typically runs on servers and is also found in network
devices such as Integrated Services Digital Network (ISDN) routers and modem routers
that allow multiple users access to the Internet. NAT is an Internet Engineering Task

20  Force (IETF) standard that allows an organization to present itself to the Internet with one
address. NAT converts the address of each LAN node into one IP address for the Internet
and vice versa. It also serves as a firewall by keeping individual IP addresses hidden from
the outside world. SIP is a protocol that provides IP telephony services, such as realtime,
interactive voice and videoconferencing over LANSs and the Internet. It allows any

25 combination of voice, video and data to be transported.
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WD 03/ 003697 PCT/US02/ 17133 FIG 1 illustrates a general overview of the
system according to an enbodi nent of the invention. In an enbodi nent of the
i nvent i orwoa3fmessber of devices are coupled to an access POWEN2/17133 capabl e
of transmtting and receiving data via the Internet. FIG | illustrates an
enbodi mrent where a first conputer 100, a second conputer 105, and a SIP 5

| P tel ephone 11Gal | ifugsdiécda RRerdl &véwae@pmﬁ&gy%mtaeco{rf{lg% gfdﬂ,t,eﬂ{bﬁ&a%m&he first

conputer 100 has a host name, or synbolic nane, " The second

conput er 10§ fAsntnS éﬂ%din%mt%mg&tibag%ﬁnﬁﬁp of devic&d Cﬁggog!g[%d 149, has the

b !
synbolic name "Yrsa." The tirst conputer e secon uter 105, and

the SIP | P LeLephang i3 Hbattk 8r witshi GANMIRGEEH LtV BEGRSAY Qi Sf 115, which

serves as the pat y r conmmuni cat ween em and sti nations on

(R LIt er ek dals AORob e il SRS 10 B SE R 10d oy 8p5L Lt

address on the I'nternet, t mu nd to the
router 5, iﬁ{& ends Efp acket t he destinati addr ess. .on t he
| nter ne'é151 121(}))%F 8% gg(?alfrggﬁleaon e\E;’iA‘@ec O%nnectteﬂgo ﬁi_‘ﬁﬁ’ B igegﬁle\fﬁgﬁﬁ@%tf%lso&f dat a
froma site on,the Internet., the touter. 115 nust be copnfigured to route
certain pagkkaétagm%%é‘a'ge’poéls)qu%‘%'lcQPmﬁeW#@: T%%SCF‘H‘ &W@Ptebﬁdgd’é?afbﬁ’éb Sut er 115
must extrapol ate, fr, ej ved Eet the destination address of the
packet. To &% ﬂ'eq%%é%ﬁgtﬁ@%%qm gs t‘?fesyf‘%ﬁlc“‘e’&?"ieo Wi ch devices on the
LAN, the router 115 typically has to have prior know edge about each of the
devices. To r ecé'ijh\‘ig‘rséﬁgn?tll%{r}éﬂ’itge FF5edeomPEEe 0% e thallP Igr‘e'?Rﬁ'o%l 10rfrer net
site outsi d? of the LAN, a device nust have an | P address. As shown in
FIG 1, thetlksopageteddafiisaesessiigpienble, whigh sgiyesas thepathway fop cammuaisationn. 0. 1. 1.
t he second conputer 105 has the private | P address 10.0.1.2, and the SIP IP
t el epholfe 1bE84sa shemandglestipgtiens op thedaternst 1 20g For the first pompuiter d0Rta end datalr ess i s
an | P address that is not known or directly accessible by a device outside
the LAN. |aaudsstinationadgicss onthe Insgrassghe fitstgoarputet 50tmust sénd a'packst tocthe | P
address 89.20.171.92. A public IP address is accessible by a device inside
or out si de monter LIANwhigh gher vends thepadictto tiadestinasiemaddrass vinthe lAbinétr i@ a
destination on the Internet 120, the packet is sent to the router's
In order for a device on the LAN to receive packets of data from a site on the
Internet, the router 115 must be configured to route certain packets to a particular device.
15 In other words, the router 115 must extrapolate, from a received packet, the destination
address of the packet. To determine which packets must be routed to which devices on the
LAN, the router 115 typically has to have prior knowledge about each of the devices.
To receive and transmit packets over the LAN, or to an Internet site outside of the
LAN, a device must have an [P address. As shown in FIG. 1, the first computer 100 has
20  the “private” IP address 10.0.1.1., the second computer 105 has the private IP address
10.0.1.2, and the SIP IP telephone 110 has the private IP address 10.0.1.3. A private [P
address is an IP address that is not known or directly accessible by a device outside the
LAN. In this example, the access router 115 has the “public” IP address 89.20.171.92. A

public IP address is accessible by a device inside or outside the LAN. Whenever a packet

25 s sent to the LAN from a destination on the Internet 120, the packet is sent to the router’s
4



4 WD 03/003697 PCT/US02/17133 115 public I P address. Once received, the
router 115 may then transmt the packet to the |ocal |IP address of one of
t he devi cwe oomo036he LAN. I n an enbodi ment of the inventi onpcCa/usar/iabs e
nunber of devices may be hooked up to a router 115 over the LAN. For a
device to transmt and receive data fromoutside 5 the network, the device

may be assi gngfibAc Irog&alesd. FORAULT S, the oMt A5 ndalRhdFBYanbiRit Hkldablfe% th® assign
| P addresses to devices on the LAN. To assign a device a |loca addr ess,

the devi CE]O%XP§@}ELS%FOAe%fMCG§§S d8ALesfy. to the router 115, which then
assigns a local IP address to the device. Each tine a device is powered

down, and then Qﬁ‘ﬁﬁ{eﬁgoc}?ﬁgrlﬁ o bhe ull\;entlcmin% bf%%h%%‘e& SCinglc dﬂﬁgrhgﬁl&dt hat need

not necessarily be entical to the ress e device

pef ore bel ng, BAMBHEA 19908 tPEAR, 5 AURIQY Al L a@é Sk ol quisRt er 11>,

that may be 'us to assign a loc ess evice on 't AN. FI G

2 i1l USti’ath&“}aﬁéih% dPHQmefgé%%tslgﬁé%%l a(l:ﬁ; Sdp . tR tedgtlegqglygeg{l&%aeh[]e

i nvention n a device on sen an |

request to the. r 11 t he Jegu n formo packet
200. The padkayelk nﬁdarle?lsses g)adrel VS E el Hsgaﬁ)sf’g'\%eﬁwﬁﬁtk?%{‘llp a'éi?_{

operation ( 5. ode 205 i s use Wneth r the packet
is a reques‘fe%c&magr?e'}d%na{g(%‘gg? r‘c’ﬂ“eﬁﬁoggé‘?u&ﬁﬂé% Wf“qgfﬁ‘ %/ SPEIRAPEE L 1f an 1P
address re IS, S de 205 for, the DHCP packet |s set to "I"
A DHCP ser Fess Whec%vf?ﬁy 'gecaa e & PopsEsd dgypeind they POW@@BQ?’R}\@JPEB t he
request by sendl ng, a DHCP(écg_acket with op code 205 set to "2". 20 In the
DHCP r esponf8y be dr&iengd 2 dB pddsess shat neggd @t ‘teéeséqul)éPﬁ idprgicgte thed Piaddresse "yi addr "
field 210. Al though a basic DHCP packet 200 does not contain the client
name, ntfst asgipnedip dhejdgrice brforgheingppwerad dewne| RHER istamsogrampt ¢xeemsabld byed d 220 of
the DHCP request packet 200. FIG 3 illustrates an additional host option
field 300 peuter bk, Bt mayJromegpsssign a local IP address to a device on the LAN.

FIG. 2 illustrates a basic DHCP packet 200 according to an embodiment of the
invention. When a device on the network sends an [P address assignment request to the
router 1135, the request is in the form of a DHCP packet 200. The packet contains various

15 fields of information, such as operation (op) code 205. Op code 205 is used to signify
whether the packet is a request for an IP address or an assignment of an IP address. If an
IP address request is sent, the op code 205 for the DHCP packet is set to “1”. A DHCP
server, which may be located at the router 115, responds to the request by sending a
DHCP packet with op code 205 set to “2”.

20 In the DHCP response, the IP address assigned to client is stored in the “yiaddr”
field 210. Although a basic DHCP packet 200 does not contain the client name, most
clients include an optional field in the “options” field 220 of the DHCP request packet
200.

FIG. 3 illustrates an additional host option field 300 portion of a DHCP packet

25  according to an embodiment of the invention. The host option field 300 is utilized to store
5



25 according to an enbodi nent of the invention. The host option field 300
is utilized to store 5 WD 03/003697 PCT/US02/ 17133 the synbolic nane of a
devi ce r ewOa@3d3sg7 an | P address. The host option field 30@cCrasot/onas ed in
the options field 220 of the DHCP request packet 200. The host option field
300 is conprised of a plurality of bytes. The first byte 305 represents the

DHCP opt i ONthe 6@ 1it @hmé bea &mcw@uést@ dn 1PPaddsE BRIoGHpEHIRI@hidR"
represents the host nane option. e second byte 318 represents the

| ength of ti3EathiOR kthe GiBns fﬁl@Z@bﬁﬁWﬁCf’%u&Y})&‘Reﬂz@O *M?éﬁ&t @%Qﬂ?%ld”a”e

havi ng four characters may be stored. The first byte 315 e second byte

320, the t Mqods BorhSisePora ;ﬁuﬂghty&?b%@yrﬁﬁéf X b6t 389 relRer?: héb@ic?ﬂgp'n

consecutive byt es in the on fi e e event that the

symbol i ¢ nagfe f bcgﬁlon ‘ﬁ@HeAt]ﬁ’Hé? oﬁtﬁo(?\rc%ge ofi o Q?ﬁ?e(?)ﬁ ?R;ft)g ?10 300, the

second byte mou | engt h of her e
woul d t hen oN e f.the.n woul d be
st or ed, rfes@%csf ?0\‘/‘8%&%*@B%@niﬁéﬁeﬁgth%ff”’fen‘%?{e"git“%vféﬁ ?osplowitﬁ ggeijlf‘er 115
does not h L ni.0g the n vi ces,on the
LAN bef or ea‘%é 18@2){0 eg%r@%@s qgur Cﬁé)rla‘é @&P/essomgezﬁr‘ggﬁs b’&ﬁ%’rﬁjﬁﬁg °P8tt er 115
receives a P SS st DHCP, 15 packet, the router
115 takes tHe %@n@’olﬁ?g bﬁ’ﬁ%% nd tfﬂeft"a‘gﬁxf’ﬁ%gq(’?%ﬁxa‘?%éofﬁ%g&w@ WE bYiesing 300,
assigns the,l nt ai nNs tahle in i.ch the assigned IP
address is h%\E%SZE}‘%ﬁTZ%%fO{ah“{nﬁ@%Vﬁ%‘B tF"C ¢ ggmg Cté?év‘i”‘if%to osgor?ékarrpl e,
if the DHCP_seryv 8g§ﬁthe | oc IP ddress 10.0.1.1 to the device
havi ng t he '§f¢fﬁ%)ﬂ i ﬂ'éﬁ‘“e’ 6’?305“0“‘1 ke s§f | “0adheenath ef thpkoshane
"Victor! vvlththﬁlocal | P address 10.0 1 20 FIG 4 illustrates a

pr ocessmoy RRMEC H here geyidcthen ke "85 ?Y‘S‘W@d‘“h&\chl%éﬁfthfﬁI’ﬁ“ﬁ@d’f&?é‘amac‘@é‘fddieng to an
enbodi nent of the invention. First, the device is booted 400. Next, the
devi ce seno%ora‘b5esa?Ft‘P’¢yrequest to the DHCP server. The DHCP server is

typically located at the router 115. The devi ce need not have know edge of
the | ocation of It prempqdmment pfthe invention, the router 115 does not have any information

concerning the name of any devices on the LAN before those devices send an IP address
request. When the router 115 receives an 1P address request in the form of a DHCP

15 packet, the router 115 takes the symbolic name of the device from the host option field
300, assigns the IP address, and maintains a table in which the assigned IP address is
associated with the symbolic name of the device. For example, if the DHCP server
assigns the local IP address 10.0.1.1 to the device having the symbolic name “Victor”, the
table will associate the name “Victor” with the local IP address 10.0.1.1.

20 FIG. 4 illustrates a process by which a device is assigned a local IP address
according to an embodiment of the invention. First, the device is booted 400. Next, the
device sends 405 an IP request to the DHCP server. The DHCP server is typically located
at the router 115. The device need not have knowledge of the location of the DHCP server
when booted. In an embodiment of the present invention, a device may be booted, and

25  then may send a DHCP packet 200 requesting an assignment of an IP address to all
6



when booted. In an enbodi nent of the present invention, a device may be
booted, and 25 then may send a DHCP packet 200 requesting an assi gnnent of
an | P addwexs/0exm9al | 6 WO 03/003697 PCT/ US02/ 17133 devi ®€3/usn2/t a3 LAN.
The device having the DHCP server will receive a DHCP packet 200, assign
an | P address to the device, and send a DHCP response packet to the device.

The DHCP r efpRBs6eh RaCK®l TRAbAtImaviaend BReP shiferafflr&sve a3IAMpKi0 the
device. Next, at step 410, the DHCP server receives the |IP request. The

DHCP serve r2dOh§s@1 [gn an ﬁsﬁd%@&o‘m@d@lcle Ofrdlseddra Bdep ?e%ﬁoﬁsﬁ g&clﬂgtng ﬂ]\é'd%%ce and

stores the synbo i ¢ name of device In nenory ic name of the

device is &ﬁ%%ll{? Rl AR m(afzohlaﬁs ﬂé%cq[:@gdh&saaqgg&a% th%fagwbé then stored

in nmenory. Final response pac aving-the assigned I P address

s sent 425 to deyi %{este £ oCHPOAICePlecdifIS o BSE wgﬂh'me&%r Bef 2 ¢

of synbolic names dnd 10 a&signed loca to route’inconmn
packets &0 the fi.rst. co uter 100
has a syst nboﬁqsgh nﬁr%eaq pfadhé%ﬂto cﬁ:('{c Pdrgg %t%res Ehe lﬂﬂg%dlfdﬁme oIf; l&e delF%l Moot s,

it sends a DHCP I addr s reqg acket to ser.ver he router
115 The rdlvar: TREDRL ﬁﬁasas“eegﬁ‘?ﬁw%ﬂsragfoc 6#3‘39 s Erd B Beadr ecs.
In this case,. e local |IP ad S | 1" acket |s recei ved,
from out si aaé'dt'%%erl_%?\fegﬂ&m?lﬁgyl '"F@’Glaéﬁ'[clpl EESDORRE ?aﬁk%bﬂ‘f”é% ga@ssigged i ctor  at
the public | addrﬁm% "89,20.171.92", the router 115 uses the aSSOCIatIOH
table to deﬁdgrreﬁsi RENATER dﬂ?é‘\‘}? ce on the LAN has the synbolic name "Victor.
In such an |nst§€ t he E%t woul d be received by the router 115 and
sent to the fir <" iedimeat ot pre?gl’ﬂnv@“P’P Piﬁ’éﬁFaQﬂee%fséfﬁb%lé’é’@E’F%ﬁﬂdon tabl e 500
according to an enbodi nent of th 20 present invention. After all of the
devi ces!lon astgned Apgal 1 agdiepsss @dOPtﬁ inepring|pagkeisdo Hevieps on &g Igﬁ‘é-dRFféliféJB tQ p
addresses, the association table 500 for the LANis conplete. The

associ at i orffabithe Bteommpsten00-ss o symbalic namp Yigtors hearike fist compsteghdd | P

addr ess”
initially boots, it sends a DHCP IP address request packet to the DHCP server at the router

115. The router 115 then assigns the first computer 100 a local IP address. In this case,
the local IP address is “10.0.1.1”. If a packet is received, from outside the LAN, by the
15 router 115 and is addressed to “Victor” at the public IP address “89.20.171.92”, the router
115 uses the association table to determine which device on the LAN has the symbolic
name “Victor.” In such an instance, the packet would be received by the router 115 and
sent to the first computer 100.
FIG. 5 illustrates an association table 500 according to an embodiment of the
20  present invention. After all of the devices on the LAN illustrated in FIG. 1 have been
assigned local IP addresses, the association table 500 for the LAN is complete. The
association table 500 has a “Host Name” column 505 and an “Assigned IP address”
column 510. For the LAN illustrated in FIG. 1, the host names are “Victor”, “Hugo”, and
“Yrsa”, and the assigned IP addresses are “10.0.1.17, “10.0.1.2”, and “10.0.1.3”,

25  respectively.



colum 510. For the LAN illustrated in FIG 1, the host nanes are "Victor",
"Hugo", and "Yrsa", and the assigned |IP addresses are "10.0.1.1",

10. 0. 1. 2"Woan@o3690. 0. 1. 3", 25 respectively. 7 WO 03/ 00369C¢TRSIZ/USER/ 17133
When a packet is sent froma device on the LANto the router 115, and then
to a destination on the Internet, the device sends a packet with the

device's |ocal I\WPhafdsRra is RRCTAPE HeVIdIahe LARGo tHR r@el 188 SanliShedled bhi zed to
identify the device, and the port nunber indicates the service on the

devi ce. Fory&ua#iBh 8n tHelindeher, R et 888 a '('jﬁa?@etl@nﬂ HORy Q' 1oc'a§195‘da1%sﬁf TP

server, its port nunber is "80" the in try standard port nunber for

HTTP. If 'ztnd'p%rtalu%%lémqthe?ﬂeﬁd/o‘%ss 1s'uTtlﬁzteqmdeﬂﬂmﬁerde'v§e, ‘8 the ﬂoﬁ%uh{ngus”y
standard port nunber for Telnet. An enbodi mént of the present iInvention

may use NATihbRathd @S Sdthict Beth8AbviteS Fof\DNanfiid ifahd chil@Wegseﬁ 0(‘)?&??(}%)(11 obPRr eon, as

having only the public IP address of the router e exanpl e

i11Tustraged,] ﬁ%v%’ltsﬁgﬂ nBHllBl:tJlE“éOP tﬂgﬁdﬁﬁic%ﬁlgérgﬁok%ﬁeg f%rql?rﬁp I’}?l 92",

the 10 IP ad ress o router 115’ ecel ve é network,

f «i d bl
addr ose of TRe Tl er i WniRRear &5 Sy S il co ©

rout e packets to on it he LAN. t he uter
105, with the syr{ﬁgﬁod?n%n%f@ﬁﬁl’ewn, Rbr BegaN s Bdrdie e ARG

address on fhe,lnLer " 95, 10 5" e router 1 15 eates a NAT
session ent?y FgFV'i%s %cé%egfﬁ%r%otghﬁfd‘taé?’g%@%GTW@“% t3ddresyltt ‘?'iﬁ’gteéﬂﬁ ﬂgt ruction
t hat traffl from 9| . 1.5 t I P.address 89, 20.171.92 shoul d
be forwar ded® F’if‘"{ir’kf @u%rag: ! Fgcgq ?358%‘3@3 %‘ﬁ?sspm’ﬁ]LAfb’s 8928 13- % et er ed t o
contain the p 3$ P address 5?9 20.171. 92 as the source I P address. So
when a fackBi@ rleﬁrﬁftI oWt los & lopgckess received by itheaietyariorhut meant farapyefthe t he
router 115 uses the stored NAT entry and forwards the packet to 10.0.1. 2.
20 Wien a df?(‘fl?%stoq the LAt aﬂeraéﬁ*fF%ﬁe‘H@\il“’c@bBﬁ”f #idresaelibe foutes 1 5. dEherefereon t he

Internet outside the network, the packet contains a source |P address and
por t nunberthe @yter 415 is configured to route packets to particular devices on the LAN. If the

second computer 105, with the symbolic name “Hugo”, initiates a connection to an IP
address on the Internet, such as “95.10.1.5”, the router 115 creates a NAT session entry for

15 second computer 105. The entry contains an instruction that traffic from 95.10.1.5 sent to
public IP address 89.20.171.92 should be forwarded to 10.0.1.2. Also, packets sent from
10.0.1.2 are altered to contain the public IP address 89.20.171.92 as the source IP address.
So when a packet from the address 95.10.1.5 arrives from the Internet, the router 115 uses
the stored NAT entry and forwards the packet to 10.0.1.2.

20 When a packet is sent from a device on the network to a device on the Internet
outside the network, the packet contains a source IP address and port number, and a
destination IP address and port number. If the first computer 100, “Victor”, sends a packet
destined for a HTTP server at the IP address “100.100.100.100”, the packet would contain
the source IP address “10.0.1.1” and a source port number. The source port number is

25  chosen by the first computer 100. For example, the first computer may assign the port
8



destination I P address and port nunber. If the first conputer 100,
"Victor", sends a packet destined for a HITP server at the |P address
"100. 100.wO®30@8Y7 the packet would contain the source | PCaA$0EEHE33
"10.0.1.1" and a source port nunber. The source port nunber is 25 chosen by
the first conputer 100. For exanple, the first conmputer may assign the port

8 WO 03/ 003$bePEGD5SE2%hd Solirtd poRt UTREdestiddbial P ARIrdsDR «SOHTRE1 0806 anhe
destination 1P address is " 108. 100. 100. 100" and the destination port

number 1S " d#0dectiMliRR polGufBLie ol L Wikl ARIYES: (13FBREKEE pade i@l VOrilies

t hat no ot her device the LAN are alr y using our¢e port "1050".

20 Ot Mfiegeirhof o Bl i3k BRI TRE 1Bl B SosfoSh NS 2 new

source port nunpber to acket . SO, e changes

| P address %E@? Ta]eé?eé%regusﬁ]]g}tﬁat Qﬁ QI‘HQAI',I tgle Boéjgar gg%{r)ggﬁev(\? %o&ar.pegoac.)(rgtl(znglt %ref to

"89.20.171. strates a’ pr S iC I's sent from

a | ocal Sdevt;'l3§ S%c%gt A sod ﬁ]%tr!)ﬂgrt lil 9 rc}haar‘ldglsrtﬁs;Ssorugc,ze]:,lf5 ?‘?e]déleslg g‘rg)rgﬁnﬁ)g()e@f gootlhg Igﬂggt 0 an

enbodi ment pHeSent I 'Avent1 on. e 600 a

packet to the raouter, 115 T ;, contains a source 10 | ocal |IP address
and port nu%ggfessao(r%&heamﬁt&tgbﬁ%(ffﬁﬁsl'P address and port nunber. Next, the

router 115 tran t 605 the |ocal [|.P address to.the pg&ip | P addr ess.
More speci fi cal I%I);8 gﬁwgrﬁlﬁlﬁp&ce?%g VY}B%Q\/%&? FResepidEeg @ M-e’gl Yrce®¥< from t he
packet and |nserts (wﬂe gutp@i c IP adgl,r ess. In the enpodinent illustrated in
FIG 1, the'pistipeaqdsssgyheduemeigeesdipg jo agsmbogimantofibe praseat ipeaitipht o t he
packet. The_router 115 then changes 610 the source port 15 nunber in the
packet if anthrlofabdeyicefsnds o0 p packet g dhpyrovter Hy- tlihe Packptecos@ing 8 soysen t
nunmber. _ Fi nal IH}/ the router 115 sends 615 t he packet to the destination IP
addr esslOovdpcal Headdrgse priltort nupyberi and adnstieation Shaddsespand nogfinumbere dNasy; the devi ce
on the LAN, the router 115 is conf L&l;r ed to send a received packet to the
correct devPpeer b} trangatend@s therloaH 112 adsisess trcthe puldic 1P hédress e Nom specifieatlyi on, t he
system uses the association table 500 to determ ne which 20 | ocal device to
route an i riboreutey ! parskeves tholoca XRagiress fram thewerokitngd paatsabe prblic Fave t he

address. In the embodiment illustrated in FIG. 1, the public IP address “89.20.171.92”

would be inserted into the packet. The router 115 then changes 610 the source port

15 number in the packet if another local device is already using the same source port number.
Finally, the router 115 sends 615 the packet to the destination IP address over the Internet.
When a connection is not initiated by a device on the LAN, the router 115 is
configured to send a received packet to the correct device on the LAN. In an embodiment
of the present invention, the system uses the association table 500 to determine which
20  local device to route an incoming packet. For example, an incoming packet may have the

symbolic name of the destination device stored in-the packet payload of the incoming

packet. The system can then extract the symbolic name from the packet, determine the

local IP address from the association table 500, and route the packet to the correct local

device. For example, in the embodiment shown in FIG. I, a packet sent the public IP

25  address “89.20.171.92” addressed to the symbolic name “yrsa@89.20.171.92” would be
9



synmbol i ¢ nane of the destination device stored in the packet payload of the
i ncom ng packet. The system can then extract the synbolic nane fromthe
packet, owoDesdIwe’the |ocal | P address fromthe associ at iPom/usabia3®r00, and
route the packet to the correct |ocal device. For exanple, in the

enbodi mrent shown in FIG 1, a packet sent the publ ic IP 25 address

"89. 20. 171. Qitcdadl g asSLIb dlrebH8 0BYITPOWh R yrsypoul d be
0 VID 037003655 PCH UR05) 19153 outed o Lhes %'%’g %ﬁ%}%ﬁén?z%r_s 1.3,

whi ch corregpemssp &Q hde cgﬂfr{mn' @n ﬂl%g‘f%re e ﬁ@lated t@q d%l'lce étﬁsn%l?e] hg@%ﬁ“m%

connecti on can there ore be initrate evi ce outsi

Tc ud ng t RPESKED phikel BBt f;*’ags?“’%“ﬁi@ oM IR She bR g 5
FIG 7 '||“§M@‘§$%§-%9W091@‘7?§§”P1 cEJi! Vg&{glets are recei ved and routed to

the destinatio ce on a First, the router 155 receives
700 a pagket fr ti.0on .qn e router 115
searches 705 in t e7E)lall§EB%sap‘Lr8?e%St3'w i pacp%i/ﬁrﬁé?wﬁ'eéu%’?fge%m“g% The router
115 utili ze SOCIatI mat c 710 t synbolic nanme with
an associ atééﬁ?%é)g ' Ao 8§§'e wofef( %ﬁré'i’g"e "QUiE3 reseiyey Jﬁ@ %ﬁ'@t ffleMdut er 115
sends 715 the Eal t to U Z\l[ e}t? alg the | ocated synbol i C nane.
Wil e the dS2OH 8¢ gR o4 s %te'ingtf e3t fhs rRYP e dratrhes Aboiithranicket Byleade present
i nvention, {gt Wi |t|> lbe und sto g t hat man nmodi ficatjions may be nade
wi t hout dep F?FY{B O‘FFIBWF? eSpil g fouteh gt lze#h%a%@&élﬁﬁé?&iﬁ@%t@;mai% are
i ntended to_co nodi fications as wuld fall within the true scope
and spirit B@‘g "B’Pg%é?ﬂ‘e VHY enessesiptediipgal iibaddress ditherg isnnsc Finaky thenbodi nent s
are therefore to be considered in all respects as illustrative and not
restri ctd vefoutehblseage’ 1§1tha prekat inthatocdlideries bryingribe losatedisympotitveanzgapended
clains, rather than the foregoing description, and all changes which cone
within the neanVhie thpdeserpiipn abvvee’q@ts\iap@nwar@mbpﬂumenﬂsafﬂms peesentt her ef or e
intended to be enmbraced therein.

invention, it will be understood that many modifications may be made without departing

from the spirit thereof. The accompanying claims are intended to cover such
modifications as would fall within the true scope and spirit of the present invention. The

15 presently disclosed embodiments are therefore to be considered in all respects as
illustrative and not restrictive, the scope of the invention being indicated by the appended
claims, rather than the foregoing description, and all changes which come within the
meaning and range of equivalency of the claims are therefore intended to be embraced
therein.

20
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20 10 WD 03/003697 PCT/US02/ 17133 In the clains: 1. A systemfor using
Dynam ¢ Host Configuration Protocol (DHCP) address assignnents to

det er m newa oBoewmb7 desti nati on address of a received packetCirusa2/Nasmor k
Address Transl ati on (NAT) environnment, the system conprising: 5 a DHCP
server to assign local Internet Protocol (IP) addresses to devices on a
network; a MNAfe daiisce to execute network address translation; a packet
device to receive packets; and an addressing device to determ ne the | ocal

desti nati on; agdeess ff udilleDRARKEN S c&%guﬁﬁﬁhv?&oéaygmpaa&&&t devi ce,

wherein the addressing devitce uses an assocl atlon created from
synbol i ¢ nane i : . l. ses
y %ﬁ@%ﬂﬁ‘éﬁ“%&gSéférﬁﬁrﬁ:za?leﬁggsgg%omﬁ&Fgc%?g?%gli%:@‘%ﬂlé?téf% ROl

associated wt VI ces. stemo e packet

device is a rQHhﬁ%STéﬂﬂigﬁ(EX§%ﬁ§“§@g§hﬁ$€$%§ g@ﬁ#gLn t he DHCP server is

| ocated at the router. e ?m§herein t he NAT device

is located at the ter veadN€ S em gf . cl ai wherej n. t he addressing
devi ce det er ni ngangegﬁﬁrt\)'%rlt?fazssﬁﬁr%cagﬂeénet greogfcf)ﬁgﬂ aéﬂreésaa{o&gc%sfonf devi ce
fromthe packethH%&szes the association table to determne the

destination address of the packet, and causes the packet to be sent to the
destination addr 20 6. A nethod of wusin nam ¢ Host Configuration

Pr ot ocol (DHCP)‘gggré@§ceQ§§?@Wﬁ§ﬁv§k?%ﬂﬁépgpﬁ%ﬁ% a | ocal destination
address of a received gﬁcket in a Network Address Translation (NAT)

envi ronnent, t he® REF JeVICIRPTEYF AFkets®igni ng | ocal Internet Protocol (1P)

addresses to devices on a network; . o
an addressing device to determine the local destination address of the packets

10 received by the packet device, wherein the addressing device uses an association table
created from symbolic names of the devices on the network and the local IP addresses
associated with the devices.

2. The system of claim 1, wherein the packet device is a router.

3. The system of claim 2, wherein the DHCP server is located at the router.

15 4. The system of claim 2, wherein the NAT device is located at the router.

5. The system of claim 1, wherein the addressing device determines a symbolic name of a
destination address of a device from the packet, utilizes the association table to
determine the destination address of the packet, and causes the packet to be sent to the
destination address.

20 6. A method of using Dynamic Host Configuration Protocol (DHCP) address

assignments to determine a local destination address of a received packet in a Network
Address Translation (NAT) environment, the method comprising:

assigning local Internet Protocol (IP) addresses to devices on a network;

executing network address translation;

25 receiving packets from a remote network;
11



executing network address translation; 25 receiving packets froma renote
network; 11 WO 03/003697 PCT/US02/ 17133 using an associ ation table

creat ed fwomssyssbol i c names of the devices on the network pamdiobve7iBocal | P
addresses associated with the devices; and determ ning the | ocal
destination address of the packets received by the packet device. 5 7. The

et hod_of ¢l ai M B WASKELRI GO Bed REREYRSINEMBASKE! feyicl orlthe et hod of

claim7, wherein the router includes a server. 9. e nethod of claim

7, wherein Hg\go #\(%H{ijg‘{e l&ﬂ?i%ﬁé@g@g%&??&é&ﬁﬁthe%Q\%ice-ag, dmst hod of claim 6,

further inc I ermnin nane o estination address of

a device fromth cket i, zi t S i i | 0 rmne the
10 destination a%%f?@lsnéngot etégﬁéel d%)ség%gotn,alagrﬁ% ozga“ljespl%%%e?{}ﬁéee?\%g&t&e ptqgﬁege sent to
t he desti naéévcl)ré address. 11. The nethod of claim@®6, wherein the renote

network i s an Internet. 12. An apparatus for using Dynam c Host
Configuration. Protocql .(,DHCP) ,address.  assignments to determ ne a | ocal
dest i nats on” adiF Bedoger 4Pt MrEER SRR RIS IR k15 Addr ese
Transl ati on, (NAT) envirgnnment, the appar at COQpL.,Si Ng: a name acquisition
device to ddt gﬁﬁ}'ﬁ@ﬁyﬁ@m@Wﬁﬁ%‘sth%?o%&éwﬂ’égs %ﬁﬁgbﬁ%’f’ rk; an address
acquisition dﬁ_w ce tg g\gt,er;n' e |ocal Internet Protocol (I1P) addresses of
the devi ces”or ¢ REMQE ohlpitn 7, vharel the foyter gndesA NALWEHES t 0 transfer data

wi th a packet receiving device; and 20 an addressing device to determ ne
the | ocal db%tTih?\H‘LthSﬂogﬂérf"e%§“f8‘Ff inREdigg deeqmining a symlalic pgme Ak destination devi ce,

wherein the addressi ng devi ce uses an association table created fromthe
synbol i ¢ namedddessioha depdss frams the Ragkle uiilizingrh& aserdation dabllte detemping hgr esses

10 destination address of the packet, and causing the packet to be sent to the destination
address.
11. The method of claim 6, wherein the remote network is an Internet.
12. An apparatus for using Dynamic Host Configuration Protocol (DHCP) address
assignments to determine a local destination address of a received packet in a Network
15 Address Translation (NAT) environment, the apparatus comprising:
a name acquisition device to determine symbolic names of devices on a network;
an address acquisition device to determine local Internet Protocol (IP) addresses of
the devices on the network; and
a data transfer device to transfer data with a packet receiving device; and
20 an addressing device to determine the local destination address of the packet
received by the packet device, wherein the addressing device uses an association table
created from the symbolic names of the devices on the network and the local IP addresses
associated with the devices.
13. The apparatus of claim 12, wherein the packet receiving device is a router.

25  14. The apparatus of claim 13, wherein a DHCP server is located at the router.
12



associated wth the devices. 13. The apparatus of claim 12, wherein the
packet receiving device is a router. 25 14. The apparatus of claim 13,
wher ei n awDH@BO®eT ver is |ocated at the router. 12 WO 03P00A%927717133
PCT/ US02/ 17133 15. The apparatus of claim 13, wherein a NAT device is
| ocated at the router. 16. The apparatus of claim 12, wherein the

addressi ng gevieappiedied SANGR 13 ﬁwﬁﬁbmmejsqgca?edgf&grm&i on address of a

device fromthe packet, utilizes e association table to determne the

destination 1@%%53?%8& élf??airﬁqg,l‘%erei@png aﬁ@rgs%ﬁé dteage @eg&%#\?&e ég rré eol%r%g{ngégl the

5 destination address. ystemtor 1nitfrating n
I

(1P) tel epho.nyof §%§§i‘n9tﬁbnoa\681respsaofqgl]é\\/\@é %%m g&%‘é@%&,%ﬂ% thae?aasog'ga Si?rgﬁg{égcgél devi ce;

a packet device to receive packets server | P

addresses to [ network:... a device to _execute network
address tr ansﬁ% e?'ﬁﬁ? th%@egé[s}l gtcl)(gﬁ AT |a(|§€é-[’ta883?uéﬁstthe Eﬂ?ﬁ%{gg h%feﬁf fodhe t abl e
fronlsynyolicdggﬂpﬁﬁﬂLwthe devi ces on the network and the local IP

e

addr esses assocCla W IRt he devices; and an addressing device to

det er m ne, sed on the associatign ta .. a local A 15 destination

addr ess of aéh“ﬁ%ﬁYﬁ&mﬂﬁgW%?bﬁFEE%PV@HOQ@%ﬁﬂQ*BH¥QEFOH%V¥ééﬁ“@é$ The
system of claim17, wherein the packet device is a router. 19. The system
of claim18, WHBPBI'™'the DHCP server is located at the router. 20. The
system of claim 18 Wh rein the NAT device is located at the router. 21. An
addr essi ng devid@IP3aﬂ§@“tﬁ%%ﬁic Host Configuration Protocol (DHCP) address

20 assignnments to determ ne a | ocal destination address of a received
packet in a Netdwicket Agniseigsectivanagksisi on Environnent, conpri sing:

10 a DHCEP server to assign local IP addresses to devices on the network;
a NAT device to execute network address translation;
an association device to create an association table from symbolic names of the
devices on the network and the local IP addresses associated with the devices; and
an addressing device to determine, based upon the association table, a local
15 destination address of each of the packets received by the packet device.
18. The system of claim 17, wherein the packet device is a router.
19. The system of claim 18, wherein the DHCP server is located at the router.
20. The system of claim 18, wherein the NAT device is located at the router.
21. An addressing device to use Dynamic Host Configuration Protocol (DHCP) address
20 assignments to determine a local destination address of a received packet in a
Network Address Translation Environment, comprising:
a computer-readable medium; and
a computer-readable program code, stored on the computer-readable medium,
having instructions to

25 assign local Internet Protocol (IP) addresses to devices on a network,
13



a conputer-readabl e medi um and a conputer-readabl e program code, stored on
the conputer-readable nmedium having instructions to 25 assign | ocal

| nt er net WoaBoewb7 (1 P) addresses to devices on a network, PCTAISWNT033 003697
PCT/ US02/ 17133 execute network address translation, receive renote packets
froma renote network, utilize an association table created fromsynbolic

names of the devices te hi€ o hAREK A0 idnhe | ocal |'P addresses associ ated
with the devices, aﬁﬁggl%ete?nine the local destination address of the

packets received by %ggwﬂggggﬁ%ﬂgg%#) aréﬁ&%%gﬁqﬁpdressing device of claim
ep :

21, wherein a router receives ackets. e addressing device of

laim 22, wh i he. i i
devi ce of ol ai m 22, SHEF 8 fspiiloh ket e AR pym S e LRV REHES S, 10
addr essing devi gn%in% Og‘lt,%idma%éb%‘\gp%‘é rés&s%@%cﬁ%@@v#%ﬁ%éJe%%gsa%c}a program code

further include €rm ne a i C nane of a destination

address of a device,fromt ket ,.utilizi th SSOCi ign table to
determine the destin%??@ﬁwt&%ﬂ&@@?%B?“Wﬁgdﬁﬁ%ggFfmgﬁ Iﬁgﬂgﬁhé *he packet to
be sent to the destipation address. 26. The addressing device of claim 21,
wherein the renBtEH&¥Brk is an Internet. 15 20 14

22. The addressing device of claim 21, wherein a router receives the packets.

23. The addressing device of claim 22, wherein the router includes a DHCP server.

24. The addressing device of claim 22, wherein the router includes a NAT device.

10 25. The addressing device of claim 21, wherein the computer-readable program code

further includes instructions to determine a symbolic name of a destination address of
a device from the packet, utilizing the association table to determine the destination
address of the packet, and causing the packet to be sent to the destination address.

26. The addressing device of claim 21, wherein the remote network is an Internet.

15
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