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Patent O fice on October 26, 2005, the entire contents
whi ch are incorporated herein by reference. _
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BACKGROUND OF THE INVENTION
1. Field of the Invention

The present invention relates to an information
processing apparatus and method, a setting apparatus and
method, and a program. More particularly, the present
invention relates to an information processing apparatus and
method, a setting apparatus and method, and a program
capable of specifying a module for calculating key
information corresponding to a service from the outside.
2. Description of the Related Art

In recent years, various services using an IC card, in
which an IC chip is embedded, such as FeliCa (registered
trademark), etc., have become widespread. Such services
include, for example an electronic money service which
enables a user to pay for goods at purchase time using an IC

card, a service which enables a user to use an IC card as a



i ssued by stores, and the |ike. These services are
i npl enented, for exanple by the configuration . shown
Fig. . in the exanple shown in Fig. 1, an application
server 2 and a client termnal 4 are connected
through the internet 3. A SAM (Secure Applicationgggp1299
Modul e) | is connected to the application server 2,
and a reader/witer 5 is connected to the client
term nal The reader/witer 5 may be provided as being
con}ained in the client termnal 4. The SAM 1, the
. application server 2, the cli.ent termnal 4, and.the

tlc*@édéPFWF?@@PpgréﬁglﬁVbGF&é& e§’s§P§%b§Sp903F€éP/ Sy
for .exanpl.e. Al so, in the ex I .1, a in.

2 SRS BP0 ACTRSS O hip T e Snbadion” eyt Points

. close vicinity of r er/witer and thus the “C
15545 d% g%ﬁrﬁggfggﬁ%ﬁﬂghgﬁﬁgﬁistance conmmuni cation with

th%h%ggdggg$gkégfa§eU§hg9eﬁEEQEBQW¥QBGE&%mbm€Ungeﬂe

The car I's carried around by a user at t

corF8 Vi8S onThe SAML 1i$ & ilanmer-resistant apparat us,
an

perfornz--.  ‘encryption processing and managenent

of 1al ckeyusgedi1bnshhen encrypti an phoeessiing:ibhesSAVer 2
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conmuni cati on perfornmed between the SAM the chip

application server 2, and a reader/writer 5 is connected to
the client terminal 4. The reader/writer 5 may be provided
as being contained in the client terminal 4. The SAM 1, the
application server 2, the client terminal 4, and the
reader/writer 5 are provided by a service provider, for
example.

Also, in the example in Fig. 1, an IC card 6, in which
a contactless IC chip 7 is embedded, is in close vicinity of
the reader/writer 5, and thus the IC card 6 can perform
short-distance communication with the reader/writer 5 using
electromagnetic induction. The IC card 6 is carried around
by a user of the services.

The SAM 1 is a tamper-resistant apparatus, and performs
encryption processing and management of a key used in the
encryption processing. The SAM 1 encrypts a command

supplied from the application server 2, and outputs the

encrypted command to the application server 2. The SAM 1



by the transm ssion and receiving of .:"t'e

i nformati on encrypted by that key through each of the
apparatuses. The application server 2 outputs Lne

command (command to be executed by the 1C chip 7)SO6P1299
created in response to a request from the client

termnal 4 to the SAM1. Also, when the encrypted

command is supplied fromthe SAM 1, the application on
server 2 transmts It. to the Tien' termnal 4. An
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An HTTP (Hyper Text Transfer Protocol) server and an HTTP
client are implemented in the application server 2 and the
client terminal 4, respectively. Such data transmission and
receiving are performed by the HTTP communication.

Also, the application server 2 transmits screen
information to the client terminal 4, and displays it on the
display of the client terminal 4.

The client terminal 4 transmits a predetermined request
to the application server 2. At the same time, when a
command is transmitted from the application server 2, the
client terminal 4 supplies the command to the IC chip 7
through the reader/writer 5 to execute it.

The IC chip 7 decrypts the encrypted command that has

been transmitted from the SAM 1 through the reader/writer 5,

etc., and executes the command. When the content of the



when a user of he It card 6, who a user of an

el ectronic noney service, pays for goods using

el ectronic noney stored in the ICchip 7, a paynent
request of the goods transmtted fromthe client

termnal 4 to the application server | n response 52

the user holdingt h e }.!. card 6 above the SUBRIZES
| eader/writer The application server 2, which has

received t h er e. -, creates command (Read conmmand
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comrigadappl i datr R agErhFert 2 iings t 181y yigt e VBY tchee 1SN aonic
and then is transmitted to the 1C chip 7 through the
mongpp| it&t iCOMTSEOy érl 5P, e UGftSeraftun 3, ok meney jighiormation
termnal 4, and the reader/witer 5. After the Read
to gomran¢ dédSypted in the chip 7, the Read connand i's
execut ed. The Ealance whi ch hasébeen read b%
exGBUET GHEOF™ HA v RAad EBmiand drGRyBLad by TEe SriemPle

hip 7, d .
i B PRI H D 10 T A e
t _
nor PSR, S g, LSERISR A, 10 W0

in .ttﬁlae”%'@ thed trom tﬁ%ﬁr&e apg# L?&,da t(hfe tar?é:rg}/cpggsd hal ance

is transmtted to ation server . Thus, it

tra %nﬂ%&Jlﬁanrt}{&eclqwﬂ Ctaéfnﬁ%asﬁrlye{o -the p lﬁ,h@@fo

e current bal ance of the el ectronic noney stared in

sertvl'éer 12C chiR spondien 4 he,appld.catd o sermer 12 cheeked apove
t he bal ance, the

the reader/writer 5. The application server 2, which has

received the request, creates the command (Read command) for

requesting the IC chip 7 to read the balance of the

electronic money.

The Read command created by the application server 2 is
encrypted by the SAM 1, and then is transmitted to the IC
chip 7 through the application server 2, the Internet 3, the
client terﬁinal 4, and the reader/writer 5. After the Read
command is decrypted in the IC chip 7, the Read command is
executed.

The balance which has been read by the execution of the
Read command is encrypted by the IC chip 7, and then is
transmitted to the SAM 1 through the reader/writer 5, the
client terminal 4, the Internet 3, and the application

server 2 as a response to the application server 2. The SAM

1 decrypts the encrypted balance transmitted from the IC



application server 2 creates the command (Wite common
, for requesting he ? chip 7 to rewite the bal ance
(replace the previous balance with rue difference
when the price of the goods is subtracted fromthe
previ ous bal ance) of the electronic noney. In tneS06P1299
same manner as the Read command tiansmAtted before.
the Wite command created by the application server 2
IS encrypted by the SAM 1, and then transmitted the
I C chip 7 through the appllcatlon server 2, the
chipniler gétl $he dherolritent tedmemarali s tandshig ted to the
reader/witer 5. After the Wr i t e conmand is
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chip, the information stared in the area |'ocat e
good@B 1is subtracted from the previous balance) of the

electronic money.

In the same manner as the Read command transmitted
before, the Write command created by the application server
2 is encrypted by the SAM 1, and then is transmitted to the
IC chip 7 through the application server 2, the Intérnet 3,
the client terminal 4, and the reader/writer 5. After the
Write command is decrypted in the IC chip 7, the Write
command is executed. The Write command also includes
information indicating the new balance. Thus, the balance
of the electronic money stored in the IC chip 7 becomes the
difference when the price of the goods is subtracted from
the previous balance.

For example, after the processing is performed, such as
a message notifying the completion of the subtraction from

the previous balance is transmitted from the IC chip 7 to



el ectroni c noney service out of the nmenory disposed in
the 1Cchip 7, etc., are transmtted fromthe 1C chip
7 to the SAM 1. Miutual authentication using the key
calculated by the SAM1 is perforned between the SAM
1 and the IC chip 7 on the basis at the transnitte%
informati on, etc. Wien the nutual authentication Q&P1299
been successful, the encryption of the
above-descri bed data (command), the dearyption at the
encrypted data, etc., are perforned using the key
i nformation calculated at the tinme of the nutual
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SAMNC! YRELOMm Of 2l figen comm@dh cheat @dc by the applicati@ny
server 2, the decryption of the "encrypted Cat the IC

th&m BtLs performed between the SAM 1 and the IC chip 7
on the basis of the transmitted information, etc. When the
mutual authentication has been successful, the encryption of
the above-described data (command), the decryption of the
encrypted data, etc., are performed using the key
information calculated at the time of the mutual
authentication. Japanese Unexamined Patent Application
Publication No. 2004-274211 has disclosed a system in which
mutual authentication is performed, and the processing is
performed between the SAM and IC chip that have succeeded in
the mutual authentication.

Fig. 2 is a diagram illustrating an example of the
software configuration of the SAM 1.

As shown in Fig. 2, the SAM 1 is provided with software
including a common portion 11 and logic 12.

The common portion 11 is a software module provided in



The login 12 is a software nodul e provided differently

for for each service (for each nenory (area for

reading and witing data) of the chip be an access
destination), The logic 12 includes, for exanple §§§P1299
description of the algorithmfor calculating the

i nformati on osed for he nutual authentication, the c.
encryption, the decryption of the encrypted data on

the basis of the information, obtained fromthe IC

chi 0 be the comunication party on the other end
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services provided previously provided, it is
Thenécessarly fiorcladser,vifeer example the description of the
algorithm for calculating the key information used for the
mutual authentication, the data encryption, the decryption
of the encrypted data on the basis of the information
obtained from the IC chip to be the communication party on
the other end at the start time of the communication.

The common portion 11 performs the encryption
processing (the mutual authentication, the data encryption,
the decryption of the encrypted data) using the key
information calculated by the logic 12 appropriately.

In this regard, the software configuration shown in Fig.
2 may be not included in the SAM 1, and may be included in

the application server 2. In this case, the encryption

processing is performed by the application server 2 itself.



provider to newly provide logic for calculating the
key information used for the new service to the SAM
or the application server. Accordingly, in this case,
it. as necessary for the service provider to request
a manufacturer, who is a supplier of the SAMor the .. ,q9
application server, to prepare for the logic for
calculating the key information corresponding to the
new service, and thus Lakes Line and effortAlso, in
carticular, when a logic included in an application
server renewed, it. is difficult to keep a logic
SUMYBREoPFt AR £OVESAIEN ating the key irformation
corresponding to a new servi secret _and to provide .
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separate a person . who determ nes the paraneters from
pre@iously is provided, it is necessary for a service
provider to newly provide logic for calculating the key
information used for the new service to the SAM or the
application server.

Accordingly, in this case, it is necessary for the
service provider to request a manufacturer, who is a
supplier of the SAM or the application server, to prepare
for the logic for calculating the key information
corresponding to the new service, and thus it takes time and
effort.

Also, in particular, when a logic included in an
application server is renewed, it is difficult to keep a
logic (algorithm) for calculating the key information
corresponding to a new service secret and to provide that
logic, because an application server is not a tamper-

resistant apparatus, and it is easier to know the content of



person who sets the paranmeters. However, as descri bed

above, it has he an difficult, because a manufacturer

prepares the 1logic. The present invention has been

made in view of these situacions. it is desirables

for exanpie to e it possible to -city a modul e for=506P1299

calculating the key information corresponding to ,

service fromthe outside, According t.o n of the

present invention, there is provided an information

processi ng apparatus for using key information
thecgpétiraredranviHedpbasirs the apredetteraniqueansfcomiath on

including informati on obtained froman chip as a
tampgrryesnsStRetobREATE@/ESi-n  order to perform encryption
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information, and desire a programmer of a manufacturer to
set them in the SAM, etc. That is to say, they desire to
separate a person who determines the parameters from a
person who sets the parameters. However, as described above,
it has been difficult, because a manufacturer prepares the
logic.

The present invention has been made in view of these
situations. It is desirable, for example to make it
possible to specify a module for calculating the key
information corresponding to a service from the outside.

According to an embodiment of the present invention,
there is provided an information processing apparatus for
using key information calculated on the basis of
predetermined information including information obtained

from an IC chip as a communication party on the other end in

order to perform encryption processing with the IC chip, the



party on the other end. According to another
enbodi nent of the presentt invention, there o iced a
nmet hod of information processing of an informtion
processi ng apparatus for using key infornmation
cal cul ated on the basis of predeterm ned informati
i ncluding information obtained fromI|IC chip as a
comuni cation party on the other end in order to
perform encryption processing with the IC chip, the
method including the steps of: anong a plurality of
cal culation nodules for calculating the key
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I nformation obtained froman. Is chip as a
calcamauigation party on the other and in order to
perform encryption processing with the chip, the
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cal cul ation nodul es for cal culating the key
calflrimtilon lbey nigh fdhad tual by did flesend on accor gancer

wOoh. predeterm ned al gorithns, controlling for
inmpaushngpit hedministration unit in addition to the
information obtained from the IC chip as a communication
party on the other end.

According to another embodiment of the present
invention, there is provided a method of information
processing of an information processing apparatus for using
key information éalculated on the basis of predetermined
information including information obtained from an IC chip
as a communication party on the other end in order to
perform encryption processing with the IC chip, the method
including the steps of: among a plurality of calculation
modules for calculating the key information being
individually different in accordance with predetermined

algorithms, controlling for causing the calculation module

identified by identification information input from the
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cal cul ation nodule identified by identification
information input fromthe outside to calculate the
key :information; And encrypting for encrypting data
by the key information cal cul ated, According another
enbodi ment of the present invention, there is S06P1299
provided, for an information processing apparatus for
using key information calculated on the basis
predeterm ned i nformation including information
obrained froman IC chip as a communication party on
outgpdeotReFadrdlphe Ghdeketo ipdofrowmioncr ypti encrypting for
rocessing with the SC chip, a setting apparatus for
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information, the setting apparatus including~
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plupabvtdeds delanlhbionmabianepr @6esshngulapRapatus ek,
usi ng key information cal culated on the basis
information being individually different in accordance with
predetermined algorithms, controlling for causing the
calculation module identified by identification information
input from the outside to calculate the key information; and
encrypting for encrypting data by the key information
calculated. ‘

According to another embodiment of the present
invention, there is provided, for an information processing
apparatus for using key information calculated on the basis
of predetermined information including information obtained
from an IC chip as a communication party on the other end in
order to perform encryption processing with the IC chip, a

setting apparatus for setting part of information among the

predetermined information, the setting apparatus including:
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or predeterm ned information including information
obtained froman IC chip as a communi cation party on
the oth e_ end in order _formencryption processing
with the - chip, a nethod of setting part of
reformati on anong the predeterm ned infornmation, tES
nmet hod i ncluding the steps oft encrypting part s
information - input by an adm nistration unit anong
the predeterm ned information encrypting an entire
file describing the encrypted information; generating
a predetermned fornmat file enabling the |fo mai .
f i rprtocessivng iapparatnss feaptaa vntfiornatEon of2 iSgERIZIg on
~on the basis of a file obtained by being sub to the
inperic Pyptaromdmamd SCRFUET A itth engeive rdtce d Hicederd@rimated
~ format fife to the information processing apparatus
infagana tdettii PRt SYTORHRG O MSEATong Ah&NCrypPting an

predete' rmriec" . informtion. Accordin not .
e Ao O RIS GRS T VL Sagy &y Le first
provided, for informati.on processin appar.at us for
“misitg Ky Hror it O cal bl b TS IR 0
et erm ned i nformation includi i.nf.or mat.i.o
or it o o] foeaE e et % AL ¢ on
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thd QI B 0 n LN NG are efdid e ddd e pesed iqimgrddieon
means to the information processing apparatus and setting
part of information among the predetermined information.
According to another embodiment of the present
invention, there is provided, for an information processing
apparatus for using key information calculated on the basis
of predetermined information including information obtained
from an IC chip as a communication party on the other end in
order to perform encryption processing with the IC chip, a
method of setting part of information among the
predetermined information, the method including the steps
of: encrypting part of information input by an
administration unit among the predetermined information;
encrypting an entire file describing the encrypted
information; generating a predetermined format file enabling

the information processing apparatus to capture information
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encrypted information; generating a predeterm ned
format file enabling tiie of anon processing
apparatus to capture information on the basis of a
file obtained by being subjected to the encryption;
and outputting the generated predwerm ned format §Q§%9299
to the information processing apparatus and set.tinc,
part of information anong the predetermn ned
i nformati on, an enbodi nent of the present invention,
control O perforned such that the key information
on ghfchpatedofthe SWVB) obgalkeglabiyoheabdubabidenedf itedthy
identification information input fromthe outside
encaiBhgCn’ phafaPrtyust 168l EtiPatFafrafBduPesdpsermined
calculating the key information being individually
for@??fgFéﬁttPntEEC6Pé§ﬁ@ét&PPhp6P€8éFépﬁiﬁ@&aratus and
l.gorithnms, .in another enbodinenh of tgg pr esent
setPATanPron, OfentrgrmatdATpPBERSSTRG PECHEFREMHEA on
: fgart of information intuit: by an admnistration unit
INIRABRG PRe predetermined information. and ., -Pr.
encryption processing is perforned on . the entire file
deSTTTEIHYY Hie SRar ypF et TOTOTRAT i Bh. TBR SFREcBhsi s of
: file i ned i.ng j ecte :
invEf€ibh TsAtE TechebariRl Pl 2 Hiehdnalder ryormesing
apph? Qﬁgakb?nugﬁﬁﬁeﬁﬁkngn%%Pﬁgﬂﬁgﬁ t91CARLYES on the basis
Information generated. so, the generated p eu-- is

of ﬁké@e%%rmiﬁ@d-@Hfb?m%%@ohnﬁﬁEqﬁﬁﬁgﬂ RMPCEESHA%n obtained
apparatus, and part of information anong the

frofr gdeter phagdaknboEERkiOn 88 ibh phhe i BhokmRt i®her end in
processi ng appar at us,
order to perform encryption processing with the IC chip, a
program for causing a computer to perform setting part of
information among the predetermined information, the method
including the steps of: encrypting part of information input
by an administration unit among the predetermined
information; encrypting an entire file describing the
encrypted information; generating a predetermined format
file enabling the information processing apparatus to
capture information on the basis of a file obtained by being
subjected to the encryption; and outputting the generated
predetermined format file to the information processing
apparatus and setting part of information among the
predetermined information.

In an embodiment of the present invention, control is

performed such that the key information is calculated by the
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According to an enbodi ment of the present invention,

is possible to specify the nodule for cal culating the
key information corresponding to a service fromthe
out si de, According to another enbodi nent of the

present invention, it is possible to set informati
necessary for calculating key information while -
keeping the information secret. 50b i.299 BRI EF

Q96p1299

DESCRI PTI ON OF THE DRAWNGS Fig. ... is a block
dl.ar_",a"", of iIIustrating an exanple of the
conflguratlon for achievin service using an 1C

caleglgtiom gaciulz dfrdgriaf mmslﬁegttilrfgl%ﬂés(amnforr%ﬁtlon
~ the so aware configuration of an SAM Fic d|a ram
input d1 9t %Eg%ﬁr%prkﬁ 4 Helu ‘iYgLﬂ%_Cf B

od f%&%tc”aafch P Srbaai rentioe H 4T o
ll’ldc'l_l ﬁﬁ@ﬁ}l&/{ :Clénf[ e?r‘tetlrh exl\ﬂrrcpcoe%? réctehewdl ard c{eecermlned

tratlng an exanple of the softmare conflguratlon
algorﬂ#ﬁ% SAM Fig. cis aiagr : illustrating a specific

.%HP%EOQEert%ﬁb%ﬁﬁh@% eo%oQ%%g &%%%9% qgv%ﬁ

i's a diagram n' an exanpl e

encjrny%ﬂt‘ih orl qﬂ%eessqtri Csatﬂé).tnfdﬂlfl&{ t ione Rig. 1nfc§rmatlon

art illustrating the processing, pet eci b the
1nﬁlﬁf nymatd QUUrPIPCASS g s st &m Hf ok 9the3 prdddkediagram

.rat n_! a specific exanple of
1nformatlon, and then encryption processing is performed on
the entire file describing the encrypted information. On
the basis of the file obtained by being subjected to the
encryption, a predetermined format file enabling the
information processing apparatus to capture information is
generated. Also, the generated predetermined-format file is
output to the information processing apparatus, and part of
information among the predetermined information is set in
the information processing apparatus.

According to an embodiment of the present invention, it
is possible to specify the module for calculating the key
information corresponding to a service from the outside.

According to another embodiment of the present
invention, it is possible to set informaticn necessary for

calculating key information while keeping the information

secret.
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the processing; .. . Fig. .t.Uis a diagram
ili':st'atitl; an exanple of key information; Fig. 11
is adiagraml trat i} _ an exanple at specific
information; Fi _. ,. .gig. .._.. is a diagram
il'tasti'aiin_ an exanple of n.e> 299 SOWN~L.  S06P1299
additional information; Fig. 13 is a diagram
illustrating an exanple of |ogic- processing section
specific information; Fig. 14 is a diagram
illustrating an exanple of a key-- information
BRIEH hFaRLehLatigori 'hm DRAYINES | s a di agram
_llustratiing, a specific eyawle W Kkey-informarion
cal €ut ati on; 2 Fpg§ochedisgaadi agr amliFlustrani Ay anomhée of
exanmpl e of a key-information calculation algorithm
thejgonflgpratigng fgiragramevings fr &ETVg SanotHes preX G mard;
. _exanple of key-information calculation,, Fig. 1.3 a
di ay¥ anmpi 1 udtfa gﬁ@malﬁﬁaﬁsﬁtFﬁsoﬁﬁafe#aﬁlpl@emfeﬁhﬁg

st B Rigt FAPFRG "B eRamEre "0t TR conf (guraton of &
sehiingiepparaiys and 1 date prosssaedc By sach v

conkh%ﬂ%&%?ghngfagneﬁﬁ%gk%a%ﬁo%h%rocessing system according
to an embodiment of the present invention;

Fig. 4 is a diagram illustrating an example of the
hardware configuration of the SAM;

Fig. 5 is a diagram illustrating an example of the
software configuration of the SAM;

Fig. 6 is a diagram illustrating a specific example of
the software configuration of the SAM;

Fig. 7 is a diagram illustrating an example of logic-
identification information;

Fig. 8 is a flowchart illustrating the processing
performed by the information processing system of Fig. 3;

Fig. 9 is a diagram illustrating a specific example of
the processing;

Fig. 10 is a diagram illustrating an example of key
information;

Fig. 11 is a diagram illustrating an example of
specific information;

Fig. 12 is a diagram illustrating an example of
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detail ed configuration of a setting support too!; and
Fig. 21 is a block diagramillustrating an exanpl e of
the configuration of a personal conputer. DESCRI PTEON
OF THE PREFERRED EMBODI MENTS in the followi ng, a
description will be given of an enbodi nent of the
presenr invention. The relationship between the
constituent features the present invention - 16
; OGP1299 and the enbodi nent described in tin
specification or the drawi ngs exenplified as foll ows.
This description is for confirmng hac an enbodi nent
addivpporal ngritengriesent invention is included in the
specification or the drawings. Accordingly, if there
i s FaW -erPodisment iicdrid dd s HRé 1ngpedi FEarilen 9dr 1tore ©-
draw ngs, but not inc]uded here a an enbodi nent
PT QGHTESPbrith T o T dorfstitirenitatedtiures, the fact
does not. nean that the enbodi nent. does not caqrresponds
T E e Monar 7t (BT SHres Toa i Eha TCoRerEy OF & ey-

inent is included here as constituent features

: nbo
lm!ce%l?l?ae Shditg HHe prese i hveht i on, the fact does not
nmeat.- ', .t-he _enbodi_nen not rres A
(oa0ted® athar Rathe GoRetriao of ShCrdas Sample of
\C j 1 535%@ t the present invention,
kefﬁéﬁi&%ﬁ%%%ﬁ% éﬁ I'n dgﬁgtipn processing apparat us
(f o4y, axanRl & 1he 3AM i1 1HGrad)i PG K8¥mp1e of a
information calculated on the basi's or predetermn ned
keﬁfiéfﬂ%ﬁm&cmn dAnchwdi g nf pydmetidran; obtai ned from an
chip as a

Fig. 17 is a diagram illustrating another specific

S06P1299

example of key-information calculation;

Fig. 18 is a diagram illustrating a flow of information
centering around a logic processing section;

Fig. 19 is a diagram illustrating an example of the
configuration of a setting apparatus and the data processed
by each component of the apparatus;

Fig. 20 is a diagrém illustrating an example of the
detailed configuration of a setting support tool; and

Fig. 21 is a block diagram illustrating an example of

the configuration of a personal computer.

DESCRIPTION OF THE PREFERRED EMBODIMENTS
In the following, a description will be given of an
embodiment of the present invention. The relationship

between the constituent features of the present invention
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party on the other end in order to pertorm
encryption processing wth the chip, the information
processi ng apparatus including, anong a plurality of
cal cul ation nodules (for exanple, logic 1-2 12 - ) for
cal cul ating the key information being _individuall§06P1299
different 1 n accordance wi t h predeterm ned
al gorithms, control nmeans (for exanple, . contro
section 41 in Fig. 9) for causing, SO. 12" 9 the
cal cul ation nodule identified by Identificanion
and mher raticdimeha edeanplided 'ind tihe raPestditfiifcht.ion ican the
i nformation) input fromthe outside to cal culate the
drakeéydisnfier mateinpa 1 fardl sendofptdwon nddns fdserigtyiptn ng for
data by the key information calculated. The contro
congags Ry Neause e ocddineu tatsimpargdule the roalscultat e
. the key information on the basis of a paraneter (for
invepanpiie 19 dgicdlptest éssithg seaqion e iay the drawings.
information) input: by an adm nistration unjit in
Accaddiitiogn 1t & ft A erér drimati GRS AITEd FMdmdare ncthe
chip as i77tfun:L, ;,|  party the other end, According
SPCar TOP Bodite (O A HE Pty é%%n'rtOt iAeitdssh heliferss an
i S,.provided, for .nf_r..l;a: io processi appar at us
O e IS FRETAVIG rF e 30T it ey dres, the
informati on_cal cul ated.on the basis K, predeterm ned
ack BT TR ddiiTg 1T PR R Tt ired 4 Gy JRends
to %‘rﬂlgg co%sst%t%%mu!}le%ekﬂr pardry Sl o@or%threar\?g hereand in

rto processing performencryption %r%%t%§'7 | C

emb%%%grgguéﬁ%EhgggqgﬁSHéyéﬁééféHn§?%¥Hgﬁ% fgg%ﬁ¥g§ing
corresponding to the present invention, the fact does not
mean the embodiment does not correspond to the features
other than the constituent features.

According to an embodiment of the present invention,
there is provided an information processing apparatus (for
example the SAM 1 in Fig. 3) for using key information
calculated on the basis of predetermined inforﬁation
including information obtained from an IC chip as a
communication party on the other end in order to perform
encryption processing with the IC chip, the information
processing apparatus including: among a plurality of
calculation modules (for example, logic 12-1 to 12-n) for
calculating the key information being individually different

in accordance with predetermined algorithms, control means

(for example, a control section 41 in Fig. 9) for causing
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.. _ or setting part of information (for exanple.
| ogi c- processing section specific information) anong
the predeterm ned information, the setting apparatus
"._1c--U first encryption neans r exanple, an
encryption tool 51 Fig. in - 19) for encrypting Pary e p1200
of i n _o:c a - on input by an adm nistration unit
anong the predeterm ned information,, s SUP12 '9
second encryption neans or exanple, an encryption tool
53 in Fig. 19) for encrypting an entire file exanple,
setting input file in Fig, 19) describing . .
the:cagpalationr Rodeher ypeedi bl eRelyi +3EnERET ypELoh
_ neans; ~generation neans _(for exanple, a settlng _
1n§g5%%¢;qntbg@r5gx§%p#$g_lq930fbgen éﬁé?%?%ﬂ@ yntormation)
. predetermned format file (far ' exanple, th lettin
B EHaN T S PHCE e 107 RhabiFhE e Fof o EpFBRE OnY and

rocessi ng apparatus to capture_jnfor ion an.the
enBESFE S We RS it RulPE)YLer kg Shorht: Bafr phPSmmation
- gciggé&on by the second encryption neans; and
set i ng hreans (for exanple, a nmanagenent tool 56 in

- Fig e g%%éafild%ﬁ%gﬂ%g dh8se p{l'%jeéae.lréﬂlnaq?iogr?[]ng%ule to

fileg neration . neans

cai&??&f’@t Lo8 P%Tg‘:fﬁ?{%ﬁga@?@ﬁ“ ahugnand, §$5 thpg, pﬁéEaHéter
In ng t . in

ormation a e predetern1ned_|n ormati o
(f&PeeigﬁﬁP@ﬂn?@gﬁcd§§85é9§i9@ @é&tighv§?egif§8 information)

enbodi ment o he present invention with rei:ere ce to
inphe bdraMi A@8inistration unit in addition to the
information obtained from the IC chip as a communication
party on the other end.

According to another embodiment of the present
invention, there is provided, for an information processing
apparatus (for example the SAM 1 in Fig. 3) for using key
information calculated on the basis of predetermined
information including information obtained from an IC chip
as a communication party on the other end in order to
perform encryption processing with the IC chip, a setting
apparatus (for example, the setting apparatus in Fig. 19)
for setting part of information (for example, logic-
processing section specific information) among the
predetermined information, the setting apparatus including:
first encryption means (for example, an encryption tool 51
in Fig. 19) for encrypting part of information input by an

administration unit among the predetermined information;

_18_



Fig. 3is a diagramillustrating the configuration of
an information - processing systemaccording t : an
enbodi mrent of the present C vent'on, The conponents
corresponding to the conponents in Fig. . are market
i h the same nunerals and synbols. in the exanpl eSPAP1299
Fig. 3, an application server 2 and a client term nal
_ 4 are connected through the Ae.: .?e. t 3. i
S .M 1 is connected to the application server ..rough
a Su6P1.29 SCSI (Snail Conputer Systeminterface)
seclontie ehace cEtilver metan s( r(egds teeraa lter, ademarior.ypA irceadernl 53
/witer 5 (dunb type) [s connected to the client
in tegm A&l) 4 drhreouglydtdSBo( Bmi wertsiale Busl)g (Etar <Radipde, the
conmuni cation, corresponding to a Serial physical
setitével inpivtth fad e Crchiyy -( d “Ohide ssonitaine diri frp rare U on
.-.. ~. . card) .ar:) ~ in . ~ (~s._, vicinity ~~
enciryriehi dredhe By rstt 9@ c yiod- o tfe2Blsy] 98l 5. 1 oTheneSAM
L, the application server , the client termnal 4, and
(fof eyppmple, nE~setiti@ g sadeydsir it 5 %rie! pgrick déd Byrd
service provider, for exanple. In this regard, onl){'1
gengRe tdridemt PESARTTAM NS SHGWE th TR, (IpT . gne
lurality client termnals are connected to the ,
Setgﬁﬁllgi EAT G SservE T Frdught )héfr}ag%rhl_rl%é?he_.lnf,&l%f&tlon

t he f. ti f th der/writ 5 b t ai ned
or bR WE L ST § SASRILY G0 8 T Pe ol aed . o

a fQ%e obtained by being subjected to encryption by the

second encryption means; and setting means (for example, a
management tool 56 in Fig. 19) for outputting the
predetermined format file generated by the generation means
to the information processing apparatus and setting part of
information among the predetermined information.

In the following, a description will be given of an
embodiment of the present invention with reference to the
drawings.

Fig. 3 is a diagram illustrating the configuration of
an information processing system according to an embodiment
of the present invention. The components corresponding to
the components in Fig. 1 are marked with the same numerals
and symbols.

In the example in Fig. 3, an application server 2 and a
client terminal 4 are connected through the Internet 3. A

SAM 1 is connected to the application server 2 through a

- 19 -



contained in the application server Z Also, in the

exanple Fig. 3, an Ccard 6 including an chip 7 is in

close vicinity to the reader/witer 5 so that it is

possible to performshort-di stance comunication wth

the reader/witer 5 using el ectromagnetic induction.

The 11 card 6 in carried around by a use of the  S06P1299

service. :, described above, t L-shi is a .c .n,

si i ,.artt apparatus, and perforns encryption

processi ng and managenent of a key to be used in the

,.Nc ;p-tion processing. The SAM1 en s . conmand
SCsupptmaedl feomptther appticat ionestaver Pnteahace out pltisernet

the cn.c..r e.i r: ~7,::C'.hd the application server
(re8URI: 990 R2ThderSANC L. antl oaedd C/¢hipe? P nddvildualpy) is

have a common key, and encryption conmunication is
corpeg ¢ o drelde blet sveehl ¢he tesmwmhd‘lthl@rgu@dﬁ% TUbyvehea L

information encrypted by the .hero. transmtted
Segirl rideel vedE hr 1%a%%%—h‘?%1 ben, THer BppPeedtionto @
server 2 outputs the conmand created in . response .

PEion et a Peduest 1¢ STz Al Ehe bPi CRELERat bl IC
when, the encrypted c n I ed from
cate LrATate (YEEhrY oot | Ao Ser STy e PR PR 5.
n term t Tr ansf er
Th%r%ﬁac%q)t%%rwail%%al% Silvep TLPEhe TSN ’éeh%mlelaal 4,

t he | i.on server n clien ter
RN D e R S e e L e
fof”é&éﬁﬁf@f”Ed by the . '"T? comunication

In this regard, only one client terminal 4 is shown in
Fig. 3. However, a plurality of client terminals are
connected to the application server 2 through the Internet 3.
Also, the function of the reader/writer 5 may be contained
in the client terminal 4. The function of the SAM 1 may be
contained in the application server 2.

Also, in the example of Fig. 3, an IC card 6 including
an IC chip 7 is in close vicinity to the reader/writer 5 so
that it is possible to perform short-distance communication
with the reader/writer 5 using electromagnetic induction.
The IC card 6 is carried around by a user of the service.

As described above, the SAM 1 is a tamper-resistant
apparatus, and performs encryption processing and management
of a key to be used in the encryption processing. The SAM 1
encrypts a command supplied from the application server 2,

and outputs the encrypted command to the application server
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Also, . the application server 2 transmts screen
information to the c i r ¢ _ termnal and displays A

on the display of the client termnal 4. Th client
termnal 4 transmts a predeterm ned request to the
application server 2. At the sanme tine, when a S06P1299
command i : transmtted fromthe application serve. :

the client terminal suppliest . ncommandat

Me chip through t r _ti er_/wr er 5 execute it. The
client termnal , is provided wwth a web browser 4A

2. Opgeath@ns aH8l RPet 10ECElibent ihehrRitakhi4 Aheve a common
appropriately perforned on the screen displayed by

keyYebnbr ewseypAion themdhsphbayoef ist beralireRd beeweehnahe
4 when .|l .ess: nq the application 306P t299 server

saAM21 3Fhe tﬁecmtpchlgecr ypt shehenenemyptiec eomrgndcbhaty the
has been transmtted fromthe SAMthrough the

keyreadey/ wiahenibtedeted, randiexecuhes uhe caammanta rdhers .
the content of the command is to rewite electronic
nohey , apihkel comhandsatser ?nchudessanbeantenfandneyeated in
information to rewite, etc, in this manner, the

respppBecari anrsgpeet Zrowmhéhel icenentt genimalalard tichéhe SAM
reader/witer 5 that lie between the SAM 1 and the IC

1. chipor phap bhkyeacrgbéeef cotgrintg ia compaidd i randaths
payl oad portion and and a response content relayin

SAMtﬁethanapaﬂécﬁéﬂopn§6FV@é i fh 2@@id tendrty ptd éicand,1ent
de crﬁptlon mut ual aut hentication, etc. Accordlngly,

terphng ProWRg, (BYBESCIEFt SR ARSI Thd TapsIcor | &CelweT

andglveHT%B cglent are implemented in the application server
2 and the client terminal 4, respectively. Such data
transmission and receiving are performed by the HTTP
communication.

Also, the application server 2 transmits screen
information to the client terminal 4, and displays it on the
display of the client terminal 4.

The client terminal 4 transmits a predetermined request
to the application server 2. At the same time, when a
command is transmitted from the application server 2, the
client terminal 4 supplies the command to the IC chip 7
through the reader/writer 5 to execute it. The client
terminal 4 is provided with a Web browser 4A. Operations
using the client terminal 4 are appropriately performed on
the screen displayed by the Web browser 4A on the display of

the client terminal 4 when accessing to the application
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assunption that information transmtted f:rom the
apparatuses of the service provider side, that is to
say, the application server 2, the client termnal 4,
and the readerJwii_er 5tothe .;.Cchar? . is
information transmtted fromthe SAM1. Also, a
description will be given on the assunption that S06P1299
i-r.fcrmati.cn transnmtted fromthe .. chip 7 to the
apparatuses of the service provider side is
information transmtted to the SAM1. Fig. - is a
diagramillustrating an exanple of the configuration
serobrthe SAM 1. As shown in Fig. 4, the SAM1 has, a
portion, the hardware configuration in which a CPU
(Cem¢rat PnosessdagryRls SO6P1298r yibhed) coampedi phet ahas
i ncl udi ng an encrypti on processing processor, etc.,
beeandransenvtydarfeogonhecttéd flhitbughganthientreenal /Buster 5,
The CPU is provided with an internal ROM (Read Only
etcMenenyl) eanduansi ther ganmRAN. ( REhdomtAecess temenoify fFhe
An PTCS (Real Time Operating system) code, a system
comgpack 1 satkey g tRaragichigoalsafiengea ther mearprdas L so
~ external RAM etc., which should be kept secret at a
inchagPRUATIOVALE O Fee&ed MO TTRE 1PAL EPn&FYRAWMEanE tohe
internal RAM The SAM has_a bus-scranble function_
capabl B 8fMaBRRF ypt g2 Bat ACaRh4CR 088 VEAdZ detl§ptthgnt

corbSTIoT SOTIU, S2L00, |8 RO LOLTE Betvegh Lhe CEU
1 ofHIEALOg oapebl e g, SELLng 2B 631 L0 BL 801 Mhrmanc
and a response content in a data payload portion and
relaying them, and are not involved with data encryption and
decryption, mutual authentication, etc. Accordingly, in the
following, a description will be appropriately given on the
assumption that information transmitted from the apparatuses
of the service provider side, that is to say, the
application server 2, the client terminal 4, and the
reader/writer 5 to the IC chié 7 is information transmitted
from the SAM 1. Also, a description will be given on the
assumption that information transmitted from the IC chip 7
to the apparatuses of the service provider side is
information transmitted to the SAM 1.

Fig. 4 is a diagram illustrating an example of the
configuration of the SAM 1.

As shown in Fig. 4, the SAM 1 has, as a portion, the

hardware configuration in which a CPU (Central Processing
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in the external RAM Next., a description will he
given of the software configuration of the SAMFig. 5

is a diagram illustrating an exanple of the software
configuration of the SAM _e As shown in Fig. 5,
drivers including the RTCS kernel (RTOS) S06P1299

correspondi ng to peripheral hardware reside in the
| onest | ayer (the |layer which is one | ayer above the
hardware | evel ). Handl ers, which perform processing
logically integrated as a unit, reside in the upper
Unitayes petripherdni verlbayan. aAneuppgpbthandbebcessing
(Privilege Module), which has integrated a ~..ea
proap8ipr, attc. n- aspeei kembichr areespneectedSENGBLgh9an
reside in the upper |ayer of the handier |ayer.
intEunthebner e, Thgefétal sappbivédeidoms thesindenArrhheé &pper
| ayer of the upper handler layer with : _ irew _J
(RepHePebet Memenyi nanbe aexanmpkeenadf RAMg.(RendggeAcAP'ssl t o
user AP--n are shown as genera-, applications. Fig, 6
Mempgvy- di &4gr BAPS. (Replr dEng. Orespédinbi cyekxaml €06k, the
sof tware_ configuration of the SAMv As descri bed SAM
systpmf prack, cp1¥evabevenapReingy arsafe rasea fosfedaie an
nodul e_provi ded common foz SAMs achi evi ng any ,
extggnat cBAN: TORS - coBRpARPIA PE IHFPD SGCTey p§ g maximum

e g L PR B g o oL T IS SO

T KA 1o LT TEOSLPE 3, L0BanEPSE
encrypting data and code, and decrypting them when
communication is performed between the CPU and the external
RAM. Also, the SAM 1 has a firewall function capable of
setting application programs accessible to individual areas
in the external RAM.

Next, a description will be given of the software
configuration of the SAM 1. Fig. 5 is a diagram
illustrating an example of the software configuratioﬂ of the
SAM 1.

As shown in Fig. 5, drivers including the RTOS kernel
(RTOS) corresponding to peripheral hardware reside in the
lowest layer (the layer which is one layer above the
hardware level). Handlers, which perform processing
logically integrated as a unit, reside in the upper layer of
the driver layer. An upper handler (Privilege Module),

which has integrated application-specific libraries, etc.,
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Al so, referring to }:"i.~ ?, the logic 12-1, 12-2, and
12-n are shown software nodules _re: pnnoing to the
user AP-1, the user AP-2, and the user Anin Pie. 5,
respectively. The logic :L2---:1.is .a piece of login
identified by a logic category A The login
processing (key-informarion, calculation processiﬁa?P1299
of a content A is performed in accordance with the
algorithmrithm described by the . logic -. The logic
12-2 and the logic 12-n are al so pieces of logic
identified by a logic category The ].acts: processing
resgfdea igontfentuids perforakdthy bhedyeyi ¢ayexr2 t Remthermore,
and the logic prrcessin of a content Cis 24
gensgB.l, RPPFIg cajerdrey mEth Isie tife UleyiuPre: n.avRie dfogihe fumper
perform ng processing of a predetermned 1 ent
handdent ilEved B tthe ITodicvadat dduriplrtiveedt-so 1t dviddédample
the SAM . as, for exanple logic 12-3, emThat is to
of {3y thhe Yoy an GCUSEH: PHicdr dd PR &5 wdrera
wy.-,- WhO IS a service user, r service u, _.r,.
aPRldGATdeS San area (service area) formed in order to

AT M RS TEC

them§%¥%%é¥é!é%ﬂf&é‘?ééﬁ?ﬁ“ﬁf“%ﬁg’ fﬁfprnatlon .used
forac,rssi.sr_,” (reading data .~Eo.ea in _ service

S o BI ALY By 0 SR Bekod DRrTRRR e
prooR@Qd HGRldYmdNer d 0l 2 dhievinly A 2 ddb Fi i
common portion 11 in Fig. 6 is a software module provided in
common. The common portion 11 in Fig. 6 corresponds to, for
example the RTOS kernel, the drivers, the handlers, the
upper handler, and the firewall in Fig. 5.

Also, referring to Fig. 6, the logic 12-1, 12-2, and
12-n are shown as software modules corresponding to the user
AP-1, the user AP-2, and the user AP-n in Fig. 5,
respectively.

The logic 12-1 is a piece of logic identified by a
logic category 1. The logic processing (key-information
calculation processing) of a content A is performed in
accordance with the algorithm described by the logic 12-1.

The logic 12-2 and the logic 12-n are also pieces of
logic identified by a locgic category 1. The logic
processing of a content B is performed by the logic 12-2

among them, and the logic processing of a content C is

_24_



which are identified by the logical cate ;or" , are
pieces of ' ogic for calculating key information to
be used, for exanple, for accessing first service
area in which an anount noney, that is necessary data
for achieving a first electronic noney service, et06pP1299
are managed out of rho service areas forned in the
menory of the IC h' |Iso, the logic 12-3 (not shown).
which is identified by the logical category 2, is a
piece of logic for calculating key information to be
pertiseted BF examle;if an-raccessing a econ service area
he 1C chip, in which an anpount of noney that is
netiessasyidatarf perachineMingracasecandoel 8ChEeRAEEck-RANNed
service, are managed out of 25 - the service areas
contentre idenn itthedneoryeofl cighe cGrehigpry 2 A st hilsomirerided
a logic category is set in the SAM for each service
in aheaSéM flhes;Cfohi pxttopie docessad.-3serticce provi der
itself can selecE logic for calcul ating key
i nflor et $ ohobyagpetheyinagoayl ofi encaCegbiy carried with a
corresponding to a -. vice area to be accessed, that
users pHOsay, aaSﬁﬁ@Vﬁ@e@Segervm©éudEw EMMSHKEQdE@rVHW@ area)
logic , 12-2, and 12-n in Fig. 6 are pieces of |logic
forfigfedss Oaflerogioc "PERIcaneaeatieny Jdithf drentdkéyving each
i nformati on by different content processing) for
sergéffor mi R ?ﬁé IoéﬁcPﬁPUé@@@vn@noﬁdWﬁ%K%bnﬂ@ﬁ@saA B,

respectively. n if the access destination is
plufﬁglt¥a p?egfﬁnﬁle Peict fiod R ilpd nds &y dd far@ation
useg|£8FL§E Sg%%ﬁgi Ea ?%% dataa%QB%%bP% t%e5%&%%%e area

and writing data to the service area) different service
areas of different IC chips.

Specifically, the logic 12-1, 12-2, and 12-n in Fig. 6,
which are identified by the logical category 1, are pieces
of logic for calculating key information to be used, for
example, for accessing a first service area in which an
amount of money that is necessary data for achieving a first
electronic money service, etc., are managed out of the
service areas formed in the memory of the IC chip.

Also, the logic 12-3 (not shown), which is identified
by the logical category 2, is a piece of logic for
calculating key information to be used, for example, for
accessing a second service area of the IC chip, in which an
amount of money that is necessary data for achieving a

second electronic money service, etc., are managed out of
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service i s managed, when an I C card to be processed is

different, different key information mat on becones

necessary _. accessing. Thus, a plurality of pieces

of yogic are provided for performng individually

different contents and cal culating key information

correspondi ng to one access- =estinatior.. area. Of06P1299

the right side Fig. 6, |ogic-processing section

specific _information and | ogic-identification

i nformati on are shown information to be provided to

the software including the co ion portion 11 and the
thd n@idvikZ atand rfommed The 110gitemdqrocessing Becth ign.

specific information is a -060299 paraneter to be

used ftox scakeouleat, i ag lkey d nfagrawatiyon,s &ed itthehe SAM 1

| ogi c-identificaLion information is information for
forspecilf yWany ard ogicn cat egor yL@nch e [oygitee pattersrd Thed

logic pattern is information indicatiqg t he sequence
sewficd nformwetdon;tdalfw can : see gl ukadia yrof ¢l hkng key

original information for calculation the her _
informertetri gy .srael Ddirmranyetbdbe exlepdor Tperati@ling to

This information is set, for exanple by a service .
a SOV TRerd et dre 2t @GS the Stpplys ot R %eryieovided

Fig. 7 is a diagramillustrating an exanple of I ogic-
Sehderntification _information. The logic- 'ent,i ..ion

ot o0 cTuding the, sagience QN L0 st
o PGS LERAER D g ot YRR 18,
different key information by different content processing)
for performing the logic processing of the contents A, B,
and C, respectively. Even if the access destination is the
same, for example if it is the first service area in which
necessary data for achieving the first electronic money
service -is managed, when an IC card to be processed is
different, different key information becomes necessary for
accessing. Thus, a plurality of pieces of logic are
provided for performing individually different contents and
calculating key information corresponding to one access-
destination area.

On the right side in Fig. 6, logic-processing section

specific information and logic-identification information
are shown as information to be provided to the software

including the common portion 11 and the logic 12-1 to 12-n.

The logic-processing section specific information is a
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with the operation by a service provider h. Also, ,.h

| ogi c-iden5ficarion information including the

sequence "00010002" the information specifying the

| ogi c category and the logic pattern "2", and is Sven

to the comon portion ..., etc., in accor dance wi t$06P1299

Lne operation by a Service prOV|der B. The

| ogic-identification information including the

sequence 00020001." is the information specifying the

| ogic category and the L is pattern "1" and given to
pardhetarfto.lbe poedi 6orlchlceletingnkegctcafdaneeioch, Lnh

t operation by a service provider S. OSF1199 1In this
thenhooécrident sfpossibheindoconstiptiute théckogitéon for

identification information as 4-byte information
spe¢héyudgng lohecupperg2rpytes whichirepresent.a [bgi dogic

category, and th lower 2 bytes which represent a
patteghclipateéprnathen| ogrecreibe abruakhyeoper afed when

the encryption processing is perforned is selected
infeFeataopt ural Teychf @ pleces ol PédgPEcprevPde@ fior nehe

SAM | by the logic- identification information having
1nf§ﬁ@ﬁté0§t?9€t9? culagign Sfdégérkﬁﬁl6ﬁfWFWPtB€ng@¥§n

of the processing for setting |nfornat|on to the SAM
arrange%‘rt Or BFeM&ftle H°F t%eerafqlcﬂﬁchar? H Hrprgtien s oset,
£ g g t he service rOVI g fsten1 admi.ni stration 1

Oruﬁ?‘ FehhePdt %sS?EElESn roi'r Fr &F St KE2TEdP\di L8 ardyP LY
o SthglIS chip used for the service to be, provided
Fn°thé'SAM I . The control | er may be inplenented, for

exappl & i they SAM 1y 011 JBY D81 L gPLEMEOLEA1 LN EN g o
identification information.

The logic-identification information including the
sequence "00010001" shown in Fig. 7 is the information
specifying the logic category "1" and the logic pattern "1",
and is given to the common portion 11, etc., in accordance
with the operation by a service provider A.

Also, tﬁe logic-identification information including
the sequence "00010002" is the information specifying the
logic category "1" and the logic pattern "2", and is given
to the common portion 11, etc., in accordance with the
operation by a service provider B. The logic-identification
information including the sequence "00020001™ is the
information specifying the logic category "2" and the logic
pattern "1", and is given to the common portion 11, etc., in

accordance with the operation by a service provider C.
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out si de apparatus of the SAM 1, such as the
application server 2. The setting of the service area
by the controller is accepted by the SAM1 in step
511. In the SAM 1, the information indicating a |ogic
category, which the upper 2-byte information out §%6P1299
the logic-identification information in accordanc

with the accepted service area, is selected. in step

332, the service provider operates the 28 SO 6P] 2

H, controller to .. the logic pattern indicating the
content @ of the processing far calculating the key

i nfiY i Yhe 1ISAM POSPHE ISt o1t T 9 ddise 1ogic-
saGRLFLE Yot " FOMLPLS oL S0- BRSPS, S g

i nformatlion of the. logic-identification i nformation
the S Bt | S o B SRR e A e Ty hd the
tern., step. 57., the SAM I, sel ects logic to be

Lo Pyt Sl e end A 1 R O T i by of

pi%@%%d%%ﬁf:hg%%%i?#QX%H%SIfﬁ%g¥ﬁ%%fmﬁﬂn}qgmp%%é%fy%ion

t he cati o nt - ication

prcgcrgsoé% i péﬁéﬁrr@%? Sié ’séf@cﬁﬁf Vflcﬁg% gyi%llg n%f

operates the cont ler to set the proces

pi e SRSEIfd&ic I OF Ml OfL 1t N, d oghe selgctigd 14y step
513) in the SAM, Thus, it becones possible far the

1dSAM A d 0 Ll il Y endtheoK8Yaving such a structure.

Here, a description will be given of the processing for
setting information to the SAM 1 with reference to the
flowchart in Fig. 8.

In step S31, the service provider (system
administration unit) operates the controller to set the
service area of the IC chip used for the service to be
provided in the SAM 1. The controller may be implemented,
for example in the SAM 1, or may be implemented in the
outside apparatus of the SAM 1, suchlas the application
server 2.

The setting of the service area by the controller is
accepted by the SAM 1 in step S11. In the SAM 1, the
information indicating a logic category, which is the upper
2-byte information out of the logic-identification
information in accordance with the accepted service area, is
selected.

In step S32, the service provider operates the
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information in accordance with the service area of c

chip to be processed, and to performthe encryption
processi ng. exanpl e, the above processing is perforned

bef ore providing the service. The ingic-processAng

section specific information and the |ogic patter06P1299
set before are set in the sane manner as, for exanple
storing W key information, etc., inthe :Ari _ W

way of the setting of the |ogic--processing section

specific information, etc., wIll be described later,
conftrodtlep Xb5setthe hSAMoL i(dt hetSAMA ianithe ireaderd Wdrem
99 : connected through each a,:;}:. ..:a;a perforns

of the proces@ing: foF, cedandhitigaanhk @eychint eiang drelich the
above the reader/ witer 5. The chip, which has

SAMr dcei ved the command transmitted by the polling from
toe r .ader ('wi e:: 5 step proceed, to star) 32,,
andhpopdtténehef cohfahdgiTheatesponss thencotheolCer is
chip to the polling includes specific information set

accepterePivt tERi FAMSBedf iS¢ Sd S -f i dat itdre iSMbrinattihen licsier

allocated ..ed to each of t re ?C chi ps enbedded in
2~PyhE TELEAFE 't RAt “hadhBedryic-idgntificaty ca serfpmtion
is usz%, gge.SAy 1,O whi%h h%% received the response from

thie “TE= chPp R sCeP 516/ Ppr 6€eds 0 's%ep SIEE, Paridern.

LEOSTLES, BuLe abesth g, o g8 S0P Leauesting
orof ETREY, Lo ke G oy (T CaMp Ll rioh fog,
logéciBrgb§ee§31np5893%g% %% the basis of the logic-
identification information.

In step S33, the service provider operates the
controller to set the logic-processing section specific
information (the logic selected in step S13) in the SAM 1.
Thus, it becomes possible for the SAM 1 to calculate the key
information in accordance with the service area of the IC
chip to be processed, and to perform the encryption
processing. For example, the above processing is performed
before providing the service. The logic-processing section
specific information and the logic pattern set before are
set in the same manner as, for example storing the key
information, etc., in the SAM 1. The way of the setting of
the logic-processing section specific information, etc.,

will be described later.

In step S15, the SAM 1 (the SAM 1 and the reader/writer
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cr,m--aan step S4, and responds to it, The SRN ,

whi ch has received the response fromthe :tc chip in

"' p S| B proceeds to st It S19, and transnmts a Read

Wt hout Encryption command requesting the

-transm ssion of additional informations ,.._ . i

the service area to be an access destination no tﬁ§6P1299

chip. The :.C chip, which has received the Read

itbout Encryption . .o:T_.l,.L. transmtted fromthe

SAMin step S5, oceeds to step S :, and responds to

it. The response fromwho IC chip to the Read Wt hout
5 dEnoreptd bt loommenced dicl artesra 3os 506 2990s i by i o

n o0ei than the key information, which is ored in the
seavervite ar e, dsiradditions 1 forHathivh, repes/writer S.

whi ch has received ...:?". response fromthe Y;.éhi_.

i n Téeed G2t inpr gdeéds e §isis a2t tdvd CAMERncatte: W%%%tted
key i nformation by the |ogic,sel ected advance t he

by Bt ot THE SHERI RS TG breor tHe SLeb oy groceeds
obtained in step S16 and he additional _.i nformtion

9 O e 117" Sdp AN T Step W97 “The AW Ber g O
al. aathentication._with th C.chi ' .
B S R T e
: r.e rmne i i ng. . .
i RSP P LB PR DB o A o

al#é%éﬁ%ﬁété&%%%ﬁ’ofh@hgifbd {YPt St bgqdat &, t¥ansar t&edy

_ encrypts the data .o ained by the dec
thatYhadlbedd- N T@@&* the, otbey; dat@suising the key

information allocated to

The SAM 1, which has received the response from the IC
chip in step S16, proceeds to step S17, and transmits a
Request Service command requesting the notification of a
list of service areas formed in the memory to the IC chip.

The IC chip, which has received the Request Service
command transmitted from the SAM 1 in step S3, proceeds to
step S4, and responds to it.

The SAM 1, which has received the response from the IC
chip in step S18, proceeds to step $19, and transmits a Read
Without Encryption command requesting the transmission of
additional information stored in the service area to be an
access destination to the IC chip.

The IC chip, which has received the Read Without
Encryption command transmitted from the SAM 1 in step S5,

proceeds to step S6, and responds to it. The response from

the IC chip to the Read Without Encryption command includes
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the service area to be. accessed now, proceeds to step
S8, and transmits the obtained data to the. SAM 1.
The key information corresponding to the key
information calculated in the SAMis allocated the
service area e : the ICchip. and thus it is possPppB1IZ299
for the 1C chip to decrypt the Garp encrypted by the
key information calculated in the .SAM On the
contrary, the SAM 1 can decrypt the data encrypted by
the 0. chip using the information al Aocated to the
infsemeitden ateéart ahbe abtee%ssdinflendatiar,r ansniht tied stored
fromthe IC chip As received by 31 - S06P,, 299 the
in SAM kermiskepr’23, aznddohe isulbsequentrmexiciroypt i on p
o(.es alng continued. in this manner, it becones
poSsibfalMt o, prbvidehas pkarabvietly tok typegnsé ffogincthe IC

having different processing contents 'j .!ne '-.."UM
chipy ipnete®udicfy e cesssi dor atticon S@natﬂn%g:athwlates the
selection of logic by the Li ¢ 1ll+an ."_iCa. .: 7.

keycopformpifionneyi ¢Re( Legile eatlagorad did dBmncpart i) .

Al's the service provider can save tinme and effort for
basis oﬁe&@@sﬁpﬁg lfarefaetiarern o4 miicementcigw Aggiined in
oo Rk S8, BTGP LB PR e <o

RTRLLOR.: L Be2of 1ok RUTEaC BRSO 8,05,
with the IC chip using the calculated key information. For
example, the SAM 1 encrypts predetermined information using
the calculated key information, and transmits the obtained
data to the IC chip.

In step S7, the IC chip decrypts the data transmitted
from the SAM 1, encrypts the data obtained by the decryption
and the other data using the key information allocated to
the service area to be accessed now, proceeds to step S8,
and transmits the obtained data to the SAM 1. The key
information corresponding to the key information calculated
in the SAM 1 is allocated to the service area of the IC chip,
and thus it is possible for the IC chip to decrypt the data
encrypted by the key information calculated in the SAM 1.

On the contrary, the SAM 1 can decrypt the data encrypted by
the IC chip using the information allocated to the service

area to be accessed.

The data transmitted from the IC chip is received by
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becomes p a ib_e to increase the freedomof the
setting, and to nanage information at the sane |evel
of safety as the key information ion stored in the
SAM Fig. 9 a diagramillustrating a specific exanple
of the processing perforned as descri bed above. in
the exanple of Fig. [Ccards ;.7.C chips) to S06P1239
processed. The IC cards > are rode r id; all vy
connected to the SAM 1 though an IC card
conmuni cation path (for exanple, a path including the
application server 2, the Internet the client term nal
the SAMgAd itrthestere,S2dergnd ghe jswbsequeiF en@Iyate 1 i s
stored in the service area formed in the iC 32 30 W1
ProceEsEdry AS &t d™REA-A i ; allocated to this area.
Information a is allocated to the card A as card
spedi ¢ Si APOFRAL | 0. PEACEES @8 P lics Tt ey 9% ehe

PLA GG 6ff (/RN & lar b2 q ATOFA 1o T Al et D
COmSRE T 1% TEOrBY (1Y RO eV e arh TOrHE I b | oo
e G B o 1 ataren o 0 IR S u sy on
TR g U e e Re b r gt T v Sear g the sams

sehyisge EHEO%EEBH%@’p§B%Hd%% C%QES%%%S%iﬂkﬁ%kﬁo%k%ort for

noney service as described .above. Also, In the
rec®¥aPley of EHirhrdt dRe UMD RGESSING 1ogic every time
a new service is provided.

Furthermore, it has become possible to set the logic
specific information, etc., in a data format capable of
being set externally by the service provider. Thus, it
becomes possible to increase the freedom of the setting, and
to manage information at the same level of safety as the key
information stored in the SAM.

Fig. 9 is a diagram illustrating a specific example of
the processing performed as described above.

In the example of Fig. 9, IC cards A to C are shown as
IC cards (IC chips) to be processed. The IC cards A to C
are individually connected to the SAM 1 through an IC card
communication path (for example, a path including the
application server 2, the Internet 3, the client terminal 4,

and the reader/writer 5 in Fig. 3).

Data I is stored in the service area formed in the IC
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section 31 and the | ogic processing section 32 are
inmp' - nmen . d. in the SAM A The conmobn processing
section 11 carried out the CPU executin -the port
on (Fig. 61 out of the software configuration of the
Sri'-(1 1, The conmon processin_, section 31 sel e€P§P1299
one piece at logic by the 1. ti -is _ '".-i ication
information indicating the |1ogic category and the
| ogic pattern corresponding to the service area
speci fied by the control section Qin accordance with
cargdhé ,opedati & vb2he sserlicce tprovicdderhi s admani stiveidromtion
unit). The common processing eLti(',:". 31 supplies
a ighellegiadast deeddiang Sevtddrd specreird spkoifati onformation.
set in accordance with He operation by the service pre
AlsogelasaeP1299 steirgid dl yhco sehe issl ectead ficogias! (itro thwe IC
| ogi ¢ processing section 32 carried out by the logic).
Car%%fl 64 aprk(%’egsilﬁg add@Rdr BE ] e fisrared Py fidianation
.CPU_ executjng one piece of logic selected by the _
b isogildoGadast P GG OhF [ GO it @g%n%aﬁpﬁp@alﬁswm@rmat1on-
._control sectiqgn, 41 in accordance with the operation
SimiJory sBATFCE Brovitaars s Wes GAEd WA 7 drriseen
to Fig. 8, the |ogic processi ection 32 cal cul ates
they %g keys K §,ndaﬁ‘g kéyﬁgcelsssﬁlag}cﬁ%eogct@e g AHE dat a
I : IC.cards. A, B, .and.C, ,. .res ivel nd . _.
Infgéfhggr %El tché%er?grﬁy?&ai’tgr% 5roog%lse’silr%:g cvﬁ’{%ﬁ%t tfe %/d(f(gfrpoesmflc
inférm%rt&%%q respectively using the calculated keys A,
B, an

Individual service areas of the IC card A to C are all
the areas for storing the same service information, such as
the first electronic money service as described above.

Also, in the example of Fig. 9, the common processing
section 31 and the logic processing section 32 are
implemented in the SAM 1. The common processing section 31
is carried out by the CPU executing the common portion 11
(Fig. ©6) out of the.software configuration of the SAM 1.

The common processing section 31 selects one piece of
logic by the logic-identification information indicating the
logic category and the logic pattern corresponding to the
service area specified by the control section 41 in
accordance with the operation by the service provider
(administration unit). The common processing section 31
supplies the logic-processing section specific information

set in accordance with the operation by the service provider
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That is to say, the control section 41 is perforned in

the controller. (Fig. 8) inplenented in the SAM 1 or

in the application server 2. The specification of the

service area, the logic pattern, and the

| ogi c- processing section specific information in

accordance with the operation of the service prov§83P1299

is input fromthe control section 41 to the SAM

t hrough the control comrunication path. Figs. 10 to 13

are diagrans illustrating specific exanples of

i ndividual information in Fig. 9. Fig. 10 is a diagram
simillagsityr dtd rigrears eebearisice lofgiheltkeyche dfasrimatdistessing

the exanple in Fig. 10, the key (the key allocated to
seqthers efd | g rarsh GUT whi e heedist)a | is stared) of the

34 >06 1299 data._ inthe T Ccard :, represented

by Th¢1 19292C5PYBECS S RohSeadeSnel, 1anBLhe REY oF the CFU

data in the iCcard B is, ese 1234567h" n

d by "
e qeXddeti T PRS0, H&g%gﬁe@@;efﬁﬁr}fgebcyat%e} 9% The
oo e e L S A e gt section
e e e L IR LR Ut L

as & ersdcffbj‘ibicescll rv\%elpcrhe%eé’geﬁrdehlp% %%Fi .dhgxag{eedlr%ic %&%%ﬁng

specific 1nformatio e a iS represe
el maly. o AlSQ s the SREEL TA ¢ d nfOdrat 0. &of vy ¢
Se%%%ﬁg caﬁ?(fqi ré%resented by "3,i"" in. hexadé@fmﬁ%

accessing the data I in the IC cards A, B, and C,
respectively, and performs the encryption processing with
the IC cards A, B, and C, respectively using the calculated
keys A, B, and C.

That is to say, the control section 41 is performed in
the controller (Fig. 8) implemented in the SAM 1 or in the
application server 2. The specification of the service ared,
the logic pattern, and the logic-processing section specific
information in accordance with the operatién of the service
provider is input from the control section 41 to the SAM 1
through the control communication path.

Figs. 10 to 13 are diagrams illustrating specific
examples of individual information in Fig. 9.

Fig. 10 is a diagram illustrating an example of the key
information.

In the example in Fig. 10, the key (the key allocated

to the service area in which the data I is stored) of the
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Fig. 12 is a diagramillustrating an exanpl e of
additional information. in the exanple in Fiq. 12, all
the pieces of the additional nformation of the data I
stored in the service area the HC cards Ato C are
represented by "In" in heza . e:ima . Bete, the S06P1299
additional information is the information ratio.
other than the key information for identifying the
data __ . The nunber of the pieces of the additiona
i nformati on used for generation of the k.+,
datﬁnﬂodn&thenlﬁscamthlﬁwite@rE@e@med Eivg." 123 4i569 8 "d iin
agr amillustrating an exanple of the to C ;Dtoc .
hexﬁﬂe§é@ﬁﬂ®na§§eéhﬁléeWnpérﬁhﬁld@tatﬁel@xamﬁléclnaEng is
13, the | ogic- groce53|ng section SO P129 spec.
repFﬁﬁ@PﬁﬁﬁlBﬁ t'§1Be4gioven to thhreadegiiemapr-océdsiongthe key of
section. 32 is represented by "345618!2h" !2h" in '
thepggidedi Al CNThéCl 681E6- pr d6edsPAg St o ys pdilRRd56h™ in
formation is the information directly referenced by
hex?ﬁSCFgﬁﬁc processing section ?: as input paraneter at
he, ti - the ,calculation of the key information,
The' 2ﬁ£rl%f tﬂ%agﬁ?%céiivﬁar?ﬁfagnaﬁ.sﬁamglﬁopf Che
g] to The | ogi c processing section 32 inputs
Spegﬁelg é8|PF@a |Rfornat|on of the 1C card, the

f: he d d the,
adgﬁtfﬁgaéxéﬂ$fén?ﬁ ng%'g? t t Spe%%g}ﬁa%%gﬂr%aglon a

| ogi c- processing sec péc

of gﬁ@e&@tngBeAk ¥ Egﬁg@%%%%% h%hdaa%'%Fﬁgﬁ%%&&i%’ and

exan‘p e en t e Ca I‘OCGSSGd

thePEREES$SE RO 8CLEAR 132 AsSymes .t he speq i q J nf.ormation

by "2h"™ in hexadecimal. Also, the specific information c of
the IC card C is represented by "3h" in hexadecimal.

Fig. 12 is a diagram illustrating an example of
additional information.

In the example in Fig. 12, all the pieces of the
additional information of the data I stored in the service
area of the IC cards A to C are represented by "1h" in
hexadecimal. Here, the additional information is the
information other than the key information for identifying
the data I. The number of the pieces of the additional
information used for generation of the key information is
not limited to one.

Fig. 13 is a diagram illustrating an example of the
logic-processing section specific information.

In the example in Fig. 13, the logic-processing section
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a to be the specific information of the card Is, and _
assunes the key A to be the key for accessing the data
1. A service provider usually defines sie. _o=_.
processing section 32, determnes the value of the
key the key information allocated to the service
area) of the data | of the. ICcards |li to C based’8h12°°
that definition and issues an |C card having the key,
represented by the value, allocated to the service
area. Thus, the key information corresponding to the
key |nfornat|on managed by the SAM 1 becones

spealilfdcatied drmath cgervi dee arlesrofta Héd 1 aghip praseghing
regard, the calculation algorithmof the key

sedtrfoor et iion meaEiagsy-ed byt he3spfeld ¥4 iinf an@\‘l
the card, SO P1299 the additional information ij of

Thet He At 0L SEnid & He 4 iogiie-Stodessiing waatisy 1s the
specific |nfornat|on as i nput, and uses_ arithnetic

f@ﬁ@lasttlgrnsh lerf?ﬁﬁ/lph eo‘t?é}%%r%y St 199 prqcegsing

assune --here area. t t

ST AR 18 Bt 1R SR (o e B Of the

ca_ke -|nforqggtﬁgadgalcul tio a“gor&%hn:mPen trni the
eigs e%orrrfofm% nldoﬁ he ot(;]terl][rﬁlstead kte r{g or rrat i on

gorl mV\/ne € servi ce area is

'd%ﬁ“f qd %ro%%ssg}%gcfs%@t%k%rséil 144 1$2dicagram

|IIustra ing an eza ey- - ornatlon

ﬁﬁ%l‘%ﬂl%r{ ¥ a%l'?é) 1d hsy The: keysididnal MroGihtion I1 of
cal Cu

ation gorithm'shown 1c_ Fig, 14 is for the
thes%avﬂé:el argd "éjr?@tlctéf@—;pﬂoéé@sirﬁ)@ e S QY Yeciltidhe

key information is cal cul ated by individually
information to generate the key for accessing the data I.
For example, when the IC card A is to be processed, the
logic processing section 32 assumes the specific information
a to be the specific information of the IC card A, and
assumes the key A to be the key for accessing the data I.

A service provider usually defines the logic processing
section 32, determines the value of the key (the key
information allocated to the service area) of the data I of
the IC cards A to C based on that definition, and issues an
IC card having the key, represented by the value, allocated
to the service area. Thus, the key information
corresponding to the key information managed by the SAM 1
becomes allocated to the service area of the IC chip. In

this regard, the calculation algorithm of the key

information receives the specific information of the IC card,
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inserting the specific information of the |lid card to
be Vii. of ¢ . >8 the additional information, and -n-
| ogi c- processing section specific information into
the fields A, and C of C. 14 in a predetern ned
sequence. MAWof the information is inserted intoS06P1299
which of the fields A, B, and C is d ;'""'.:i .Cdr for
exanple by the logic pattern. inthe :") at | i. ._ ..
Fig. 14, one sequence out of -71 types of sequence is
identified by the logic pattern. For exanple, shown in
theFiagldil5 onalien rifnernspecif ilcl dinfdraratdton 3 afnd hehd logic—
card 3 Cinserted into the field -, the additional
proicefserimat iseretl drs SpwsErftied dmtarntdiel dr edd Biput 31r18081s€es
.9 and the | ogic-processing Section Specific
arijthfrertaat iomeiiliaiqrt%eretrarymi@ﬁ heedialarG, ate key A
(17345571 71, ated by operators and B as the key
i nfler fat p@nlﬁo@ssy@eﬁomat thige e REBPpLHvEN tpyp@§e§§| KGY~
on the IC card ... 6 a diagramillustrating
infargrier e xansle ot o q%éyzrl%nf et %a&f%smjazﬁwatlon
al goi Anm The ket inf nation cal culation algorithm

ca 10,2 LOF6 1§ 0% O Hhe e riAC6 G ¢ Fert i 15 def ByeSsed
s SRR B i T R P DS
BRI BT B
. l ﬁtnléooq% S%F Oggrlg(?teé s éﬂlze%hgequleﬁl:gs f\n Fhe
ex%gelelgflglg dlégr%ﬂﬁfﬂ%%éé?é% dH‘EH“géébeg of a key-

information calculation algorithm.

The key-information calculation algorithm shown in Fig.
14 is for the service area identified by the logic category
1. The key information is calculated by individually
inserting the specific information of the IC card to be
processed, the additional information, and the logic-
processing section specific information into the fields A, B,
and C of Fig. 14 in a predetermined sequence. Which of the
information is inserted into which of the fields A, B, and C
is identified, for example by the logic pattern. 1In the
example of Fig. 14, one sequence out of six types of
sequence is identified by the logic pattern.

For example, as shown in Fig. 15, when the specific
information a of the IC card A is inserted into the field A,

the additional information I 1s inserted into the field B,
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the ICand Ais inserted. into the field A the |ogic-
processing section specific information is inserted

into the field B. and the additional information is
inserted into the field c, and a predeterm ned key

value is calculated 'l the operators A and B. Fig.

is a diagramillustrating a flow of infornation 5081299
centering a rou 1 the |ogic processing section 32,

First, a logic category and a logic -tern are set by
_cieie~, c>. information, and the logic (Iogic,

t he ". _ processing section) is determned. This

anddeher Mopati-em cice s siiade sbeftGea tshe cexXecutinderitig ion is
processing on the iCcard. -- 36 SO i 299 The
inspataneters passeédefldom,t hdec kmeh RL23d06563; i
section 31 the logic processing section 32. mhen
calperfoeni by processingg fornchd 126 ddved kave 1difArded sy for
the APUs (Application Progranmng '_il ez ate.
perifperiged tihe Ehe roeRo pﬁrqy@és%r}gg Oéle&tlﬁeoﬁcsf%# &t he
follow ng three types s card adgltlona
i nFogratPoAsS1y 8&§§éémfﬁéﬁP§P5atlﬁ8 APPIPefhE*eBREn T 2
processi ng section . 31 passes .the additiona
keY:TWQQﬁmﬁﬁﬁ?q|CQQ§%Hﬁ§1F6b QﬁFaéggblng section 32.
The key information calc . :
prgegsg?ﬁglnfo§@6Fﬂ8H §§&F8ﬁ&2ﬁ88 Fggﬁpﬁ?g@) % he? F19-
n roceSS| section, 3
R R R

2. a%%%?%eﬁ”?ﬁ%%rﬁgifgk'fgngalculated by individually

inserting the specific information of the IC card to be
processed, the additional information, and the logic-
processing section specific information into the fields A, B,
and C of Fig. 16 in a predetermined sedquence.

In the example of Fig. 17, the specific information of
the IC card A is inserted into the field A, the logic-
processing section specific information is inserted into the
fiéld B, and the additional information is inserted into the
field C, and a predetermined key value is calculated by the
operators A and B.

Fig. 18 is a diagram illustrating a flow of information
centering around the logic processing section 32.

First, a logic category and a logic pattern are set by
the logic-identification information, and the logic (logic
processing section) is determined. This determination is

made before the execution of the processing on the IC card.
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paranmeter. encryption processing is perforned between
t he xenon processing section 31 and the !C card using
the supplied key information. The additional
information 11 is supplied fromthe jC card o the SAM
7 a state being not encrypted. Thus, it is easy f&P6P1299
the person who a ; . inp - nented the logic to know
the additional information 11 exceptionally conpared
with the information provided with being encrypted.
however, only the additional information can be
kn@hﬁ paﬁdmetersspadSEﬂLémbm.t@eiaemmbhypmbeeash@g in
, "an- information (the lued:..... _,.. dire7 .r'clL,;
sectionspdcitfd dhenfloaat icommcestsslg pﬁﬁﬁldiéd By e
service provider, etc., and used for th.
per§@(¥lﬁﬂ}2@9 Prméi%gﬁb;ﬁh%éq ogi e p@r@:é@éﬂﬁ?%m itgre APIs
(2), card specific informati on passed from ALE
Apph%§a§$@n EZQﬂIqu§Qﬂnﬁﬁﬁ?%ﬁ%E€§m%ﬂf%ﬂ%ﬁ o 3ghe common
es the spe. fic information oi,Z the IC card to the

prol%&u%“%ﬁ@&&&ﬁ“nélsé&‘ﬁooﬁf?z i r¥EpBhse 158 thees
t.h rocessin sectlon 32.
CpatiTi 4L APshnarroh Lo ath e S ERAGT, o oraeesg Agom API-
section 32 returned to the logic by the return val ue
of the PI-2. (3) The API-3 of the common processing

Se?hb°ﬁp§1 kit Eﬁﬁmkggb%p%r ?%%'%%c%%%%' passes

specific |nfoyna IFogi'C procéssi

thes%%lﬁlQQO:l'Q:\'l’ 1%%0%%t1%91 T rt%cecgrﬁee ]]oggglscgcéfoo&ssspﬁ%é fic

information i s returned to
sec@ﬁ%Qﬁ%ﬁingﬁﬁﬁ;m%@'%%ﬂ@&ﬂé%iéﬁ“éﬁfbulated by the logic

processing section 32 is returned (supplied) to the common
processing section 31 by the return value of the API-1 or by
a value written into the buffer address passed as an input
parameter. The encryption processing is performed between
the common processing section 31 and the IC card using the
supplied key information.

The additional information Il is supplied from the IC
card to the SAM 1 in a state of being not encrypted. Thus,
it is easy for the person who has not implemented the logic
to know the additional information Il exceptionally compared
with the information provided with being encrypted. However,
only the additional information can be known, and it is
difficult to identify the other important information (the
logic-processing section specific information, etc.)

provided by the service provider, etc., and used for the
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value c. of the API-3 or by a value witten into the
buffer address passed as an input paraneter. Finally,
a description will given of a nmechanism capabl e of
sawi ng the ogi pc: oc sl nqg section specific
information, etc., while ensuring secrecy Fig. 19 is a
diagramillestrat . g ?zanple the configuration S06P1299
(tool) of a setting apparatus for setting the
logic:-pre .:sin;; section specific information in the
SAM 1, and the oata processed by each camrent _ the
apparatus. in this set Ang apparatus, toe
prd@gi £y Aeessiagl secd i procspecid i tedinfet nd® i on to be
set is subjected to the encryption processing tw ce,
and 2t)he Iif agird eeessig SO MMat2A99 sectddt spedifli-¢
i nformati on set using the encrypted information,
_. The, A@ett2 ng apparamysrhaviong stsheac arefdtgumatilopaasses
shown Fig. 13 inplenented in the SAM 1, or the
theomeolier JmfREinggtoon whit cthhe nkd ueresd at petlsonkogic
..:muter, etc , connected to the SAM1l. shown at the
Profperineficthi @ 32 107 FhEPIDYF ctO prlo 53T MRS setffontne
specific information entered by the , service provjder
Logie imptessinf ot Hel @hcrgpt i OFF tYOFCHALCj LRt ot ion of
encryption r_" tool encr%(gtj on . i%, erforned on

NG i | "9 e SR B s e ST OrPEpRCT TRy Section 32
by: fogrn%%%%gé‘é%r Lges,%%h%&%elgﬁ)y%ti on is perfornmed on the
sect ecific information once.

(3) The API-3 of the common processing section 31
passes the logic-processing section specific information to
the logic processing section 32

The logic-processing section specific information 1is
returned to the logic processing section 32 by the return
value of the API-3 or by a value written into the buffer
address passed as an input parameter.

Finally, a description will be given of a mechanism
capable of setting the logic-processing section épecific
information, etc., while ensuring secrecy.

Fig. 19 is a diagram illustrating an example of the
configuration (tool) of a setting apparatus for setting the
logic-processing section specific information in the SAM 1,
and the data processed by each component of the apparatus.
In this setting apparatus, the logic-processing section
specific information to be set is subjected to the

encryption processing twice, and the logic-processing
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The | ogi c-processi ng section specific information

encrypted .. . by the encr'yp ion too! 51 is described
as a statenent of input file provided for the service
provider ,-3 52 Jam ~i and the obtained SelLt_RC

input fy .e is sUpTJ-Lled to the encryption tool 5306A1299
file including a description at the information for
decrypting the encryption performed on we
| ogi c- processing section specific information is
supplied . fromthe encryption tool 51 to the setting
secsupporpectiddlc 54fasmatseed ifs lset usitthe teRCrYRMyR ed
- tool 53, h encryption using the seed file for input
infpirjn@fiongenerated by t seed generator 55 as key is
performed on the entire setting _put file, 41
S)The . sepgingnapphustthehsecopdiheneoeficygyphicdnni &8s shown
. Eerfornﬁq on the | ogic-processing section specific
in Faber Al il6n impRemseteidngn itheutSAM [l encropst ednltydtlier in
. encryption tool 53 is output to the setting support
Fige o8l 5A1ichnipRduslest engesapperit cosplutsy, the., connected
eHcr% tion perfornmed , on.. the setting input file,
to that 5f¥ o say, the second-tinme encryption on the
Iggic-grocessing section_  specific information,
decT yptet oft t heShasPert hefsedd Fidlel§enthat e89bh§—t he
rOsegg.ﬂenera or 55, AL%o, i.n _the settin%_sup ort too
PrOBa>>the ACFstoli mECERCrYpt PORTPErformsd - STt hy the
.C-processi ng section ecific' norm3.io
ser Qs PheY 155 a ot OEHENC GP £HE SBEERG IHpGEoR (% i s In
the encryption tool 51, encryption is performed on the input
logic-processing section specific information. Thus, the
encryption is performed on the logic-processing section
specific information once.

The logic-processing section specific information
encrypted by the encryption tool 51 is described as a
statement of an input file provided for the service provider
DB 52, and the obtained setting input file is supplied to
the encryption tool 53. A file including a description of
the information for decrypting the encryption performed on
the logic-processing section specific information is

supplied from the encryption tool 51 to the setting support
tool 54 as a seed file.

In the encryption tool 53, the encryption using the
seed file (for input file) generated by the seed generator

55 as a key is performed on the entire setting input file,
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decrypted the basis of ..he seed file supplied from
the encryption tool 51, in the setting support too
54, a setting package file is generated an the basis
of the |ogic-processing . section specific
information (plain text dicta) obcained by the 6P1299
decryption. The setting package tile is approprlate?
encrypted using a package key in the setting support

tool 54, The setting package file obtained by inc

hsetting st port tool 54 is output to the nanagenent

t ool and is Qutput no the SAM by t

anck QoM DB heE SR T LT EE Ty i P TGl on Ehe
enabling e SAM | to captur f

LoddesBribed s A ﬁﬁctﬁ%%ﬁ%cglflfo et i, Tre setting

o PR L BT igSoPe Ot Y i o

settin f|Ie whi ch has been generated
thebf t% geﬁbﬁ§btedqfoglc processi ng section specific

Inﬁornﬁg Q¢ g'”%u%?%%%'@%gla%4a %E@t%ﬂ%g§ptlgn'npUt

ecryp ocessing section 61. in

pe %go%%g)fmgﬁon OCESSI NG, seRhion 1 6L tHhe %craeptgaqn the

the setting input file using the seed

se%?ﬂdi&ﬁW@QﬁkQ%ﬂ%ﬁéﬁnb§GﬁgaQQQﬁRﬁ&%bégiéin Stectiypt ed

scribed above. Al so, the encryption perfornmed on

spddig il OGh RN9sa: iforf] SectdiriRedd fdrC widRatadias idf the seed
decrypted using ,t,. need file supplied from the

f i 1eNGfaHdoed t@d ,sckhe getddagd rgaut fAlsey, whi athdas
been subjected to the

setting support tool 54, the first-time encryption performed

on the logic-processing section specific information

described as a statement of the setting input file is

decrypted on the basis of the seed file supplied from the

encryption tool 51.

In the setting support tool 54, a setting package file
is generated on the basis of the logic-processing section
specific information (plain text data) obtained by the
decryption. The setting package file is appropriately
encrypted using a package key in the setting support tool 54,

The setting package file obtained by the setting
support tool 54 is output to the management tool 56, and is
output to the SAM 1 by the management tool 56. The setting
package file has a format enabling the SAM 1 to capture

various information described in that file.

Fig. 20 is a diagram illustrating an example of the
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decryption an has entirely becone plain-text data, is
output to a parkayng section 62. in the packagi ng
section $2, a package file having a format enabling
the SAM _to capture - the | ogic-processing sectio
specific T mat :'nis generated, the packa.e |sIeSp§91299
appropriately encrypted using a package key, and then
the. package file. is outs outo the fl..
la" _Tenie.lit too! 56. For exanple, the first-tine
encryption the ' gic proce-,:;inu section sp:c,fic
detpafedmatindn qusiarig drhe feridrey pia toning ophpportstpetf bénmed Fig.
by the service provider itself, and the subsequent
19.processing is performed h a progranmmer who sets
information in the SAN 1. Thus, it is possible to the
Wheetting igepvi éélpr ovhdeh hesseeephgenerated by the
Io i c-processing section specific info_ Cation
enca&éﬁﬁh REF 1By PIRE SSEriVice S Pricvi derac tisel miqrmaie on
wi t hout the programer knowi ng the info.rmatkon. That

belP§ fissgay}be.dt I5eCorft S L58$Eitnl &% olnp;btpaerr&‘t% % HiE ParorPn
who det er m nes he | ogi oce' secti on
progﬁééﬂﬂ% FatiaiGion, nteR Becomie df R ey section
61, 2 RES Ry an%alp%fr‘“ ating the hey Jaformtion.. 04 (fing
d t b h t
SO o P Lok R 8 Dedelut Sl bl

decERBELH 6ol REATALIN Rl 31 50 Ahen fetdlag, L., ot her

or mati on, ey |nforrrat|

perPECQUES JNe¢ess ara@lf&rpﬂ&%ssﬁl\ﬂ ada PefOrdn: i

processi ng.
information is decrypted using the seed file supplied from

the encryption tool 51.

The setting input file, which has been subjected to the
decryption and has entirely become plain-text data, is
output to a packaging section 62. In the packaging section
62, a package file having a format enabling the SAM 1 to
capture the logic-processing section specific information is
generated, the package file is appropriately encrypted using
a package key, and then the package file is output to the
management tool 56.

For example, the first-time encryption on the logic-
processing section specific information using the encryption
tool 51 is performed by the service provider itself, and the
subsequent processing is performed by a programmer who sets

information in the SAM 1. Thus, it is possible for the
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The above-descri bed series of processing can be

executed by hardware or can he executed by software.

When the series of processing is executed by

software, the prograns constituting the software are

built a dedicated hardware of a conputer.

Alternatively, the various prograns are installedspﬁ?1299

for exanple a general -purpose personal conputer

capabl e of executing various functions froma

recording nmedium Fig. 21 is a block diagram

illustrating an exanple of the configuration of a
serpérsomalovdeiputter siedr téea leidtiicngprocagsimhgrstion

descri be' series of proce55|n%) A CPU 101 executes

Ya

spegaiilous NGoRaS taorpisdesdiingd pYaddtr dfice A tH Theler
prograns_ 44 - S06P1299 stored in a ROM 102 or a
1tS§tlér dde t&6ctiPh 11 Wi hortpANieL P Lo HFF ST ikt Y Stidi%es
gr b ted by th 101, data Th
LnfEEERTODT -t hd TROM 1f(8)§° Loy PAGCIRS ﬁes%h%am °
ted with a bus 4 An S
SePPtar ik V%@gsoi‘l S S 0 ehe TP d St L e

secglf%slugéae'c& lC lp orma lle()?lg 19‘16' ncbeu O UL ﬁ?%eatreqf

n1crop one, an ou I on

7 incl a ar
nec(]‘:é%nne fg) uelddltzi fy%ll?t put” i nt erIf“%i:tglode aqll% th(,QPU
per%%%h§%ﬁpgkﬁ% ﬂﬁﬁ&fﬂ§%ﬂ8d“¥h‘¥hé sa-1.81 ng accordance

StKu 1ons input fromthe input section 106. ~The
cepr {Q1s0uLpULS “Eﬁe ste%%lilnb the PLocessiing ettt Be such

out put secti on 107.  The storage Section 108 connected
a dé%ﬂé%iéﬂ”ﬂﬂt/dhﬂyﬂwhen setting the logic-processing
section specific information, but also when setting the
other information, such as key information, etc., which
becomes necessary for the SAM 1 to perform processing.

The above-described series of processing can be
executed by hardware or can be executed by software. When
the series of processing is executed by software, the
programs.constituting the software are built in a dedicated
hardware of a computer. Alternatively, the various programs
are installed in, for example a general-purpose personal
computer capable of executing various functions from a
recording medium.

Fig. 21 is a block diagram illustrating an example of
the configuration of a personal computer for executing the
above-described series of processing. A CPU 101 executes

various kinds of processing in accordance with the programs
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interface 105 includes, for exanple a haid disk, and
stores the prograns executed by the CPU 101 and
various ki nds data. A communication section 109
,uwith :i rnal apparatuses t _ough a network
such the interne;, a local area network, etc. Al s&06P1299
the progranms may be obtained , through r he .
muni cat. _ ?T: section 109, and may be storeci the sto
ai section 108. Wen a renovabl e nedium 11, such as a
magnetic di sk, optical disc, a magneto - pt. ¢ a or a
stogeni dondudOdr 10Femor ya, setcrnagd sseatttiaohed)s .a dr ireer 1108
connected to the input/output interface 105 drives r
APPFEFITGME Sand Soivtraisn$ 14 BEER1 299 bet exqenogrcamyarntchd U 101,
data recorded there. The obtained program and data are
dat@p afdfer r ddet 6BUhd Odt-ortdige RSB HOB! tdes riddesdar yyre
and is stored ..here. The rogram recording nmedium for
mut??&ﬁﬁn&°?ﬁ§¢§@€gﬂ&ﬁ@ a \hiscH Udr-e installed in ad
copput er and executable by the conputer, includes, as
gPBu?? aut%t énF%ﬁééé@ a0 éeaﬁunpﬁpnnﬁptm ¢R it§eaCPU

lOlp%ﬁ %gpﬁgg%u ugx Qﬁdln ;%&gﬁggﬁgﬁgg%pghgg1A¥fﬁélng a
keyg Iau?)l@'n%otlﬁlegl taafnlcg Cglgﬂ% e eﬁcgg) ;%%g a(r)lqloyut'\}/jburtrzorsyce)ction
10751?92?&&%9? Py 2 eRa S od ShPERBraiTg e e T iags o
e RaReR LT § s ra A eek Qahet (Ot G the. ST gges
vari@ﬁ%'@ﬁnds of processing in accordance with instructions
input from the input section 106. The CPU 101 outputs the
result of the processing to the output section 107.

The storage section 108 connected to the input/output
interface 105 includes, for example a hard disk, and stores
the programs executed by the CPU 101 and various Kinds of
data. A communication section 109 communicates with
external apparatuses through a nétwork such as the Internet,
a local area network, etc.

Also, the programs may be obtained through the
communication section 109, and may be stored in the storage
section 108.

When a removable medium 111, such as a magnetic disk,
an optical disc, a magneto-optical disc, or a semiconductor

memory, etc., is attached, a drive 110 connected to the

input/output interface 105 drives the medium, and obtains
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108, etc. The storage of the progranms into the program
recording nediumis carried out through the
conmuni cation section 109, which is a router, a
nodem etc., as necessary, or using a wired or
Wi rel ess comuni cation nmedium such as a |oca
network, the Internet, a digital satellite
broadcasting, etc. In this regard, in this
specification, the steps describing the prograns to
be stored in the program recording nediuminclude the
processing to be perfornmed in tinme series in ,

thegegsrdaic e tHhe ke e s@IDetE S ddifdifce ddi Ohratiterd of
course. Also, the steps Anclude th rocessi ng which

PT Y bt e CEE SardlSy %@é&ﬁ%@rﬁ 49 i et ddbteqgLan 108
46 - WOU 1259 execuyted | aral l el or individually,

as NEESS§AF whid S pecis 'OcraetC% gzr‘ﬁ,)e%e 'system represents the

I nf,Re apparat us includin l.uralit f _appar.at uses,
ShOURdPBCora: Fegoraing g Pl £ork stead ieh (risy P vugeps.
.t hat_ var.i ous j fi cati ombi nat.i .
i S A e o e I ST g e
TR cur, depgndi fdesi ui t 9%‘"1 : :
comE <e9:§nl‘fL.n.c?_'L. S, ta %’ey a_rlg{pvglﬁﬂ'i njf’ﬂ?s%eo%e 0 = Fﬁgedlum
1112RRENGEd €l aiE. 100y d he e val entsidderaatn WAT dSmetic
G:R,MED IS 7 1nIn or -a- _Mprocessing apparatus
didhorusingikey a Anbligrdatision cal alated ondhe hasisiing
of information including information obtained from an
a JICRYM P(Compact Disc-Read Only Memory) and a DVD (Digital

are8dsp1299

Versatile Disc)), a magneto-optical disc, or a semiconductor
memory, etc. Alternatively, the program recording medium
includes a ROM 102 for storing the programs temporarily or
permanently, a hard disk constituting the storage section
108, etc. The storage of the programs into the program
recording medium is carried out through the communication
section 109, which is a router, a modem, etc., as necessary,
or using a wired or wireless communication medium, such.as a
local area network, the Internet, a digital satellite
broadcasting, etc.

In this regard, in this specification, the steps
describing the programs to be stored in the program
recording medium include the processing to be performed in
time series in accordance with the described sequence as a
matter of course. Also, the steps include the processing

which is not necessarily executed in time series, but is
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accordance with predeterm ned al gorithns, control
nmeans for causing the ca" culati.on nodule identified
by identification information input fromthe outside
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control.l.ing for causing the cal cul ati on nodul e
identified by id; it:.i cation information input from
the outside to calculate the key ini'.ornaior.; and
encrypting for encrypting data by the key :information
cal culated. 3. A programfor causing a corn ut:e.r to
perform i.nfor.mtton processing in an information
processing apparatus for usinng key infornmation
cal cul ated on the basis of predeterm ned inforrmat:ion
wuat el Beh g nfsar mation obtained froman IC chip as a
comrmuni cation party on the other end in order to
perform encryption proceSS|ng MAth the IC chip, the
Priogr & GOrAnsthithrd her teansi rof ‘a NG & P ald 11y ofey
cal cul ati on nodules for calcu atlng t he key
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For an information processing apparatus for using key
Der  ior @ T Ot @il cork a¢eels ord thetbashe Bf phédet ehei ned
i nformation including information obtained froman IC
infomptias @roconntingatpoer pard yconpt heiogher end in
order to performencryption processing with the IC
chinbna sSefitimg i tapRar aldiscdi1ort isat thdrdh pay tr of
i nformati on anong the

calculating the key information being individually different
in accordance with predetermined algorithms,

control means for causing the calculation module
identified by identification information input from the
outside to calculate the key information; and

encryption means for encrypting data by the key
information calculated;

wherein the control means causes the calculation module
to calculate the key information on the basis of a parameter
input by an administration unit in addition to the
information obtained from the IC chip as a communication

party on the other end.
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predeterm ned information, the setting apparatus
conprising: first encryption neans for encrypting part
of information input by an adm nistration unit anong
the predeterm ned information; second encryption
means for encrypting an entire file describing
i nformati on encrypted by the first encryption neans;
generation nmeans for generating a predetermn ned
format. fii.e enabling the information processing
appar at us:tthond edptivrfe i thrartdroresrs itge dfasirs of a
file obtained by being subjected to encryption by the
inf setantor ner ypt$ DN Qreapsa rards seer | Wil dmsy fprformation
outputting the predeterm ned format file generated by
calehbageheratilon heahs ¢b pPrede g orned ol T PSSt ng
apparatus _and setting part of information anong the
inchrdtiey ef i PetR | Hor Rt d bred s ERramnt ¢ rif it Red § o
processi ng apparatus for using ey information.
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controlling for causing the calculation module
identified by identification information input from the
outside to calculate the key information; and

encrypting for encrypting data by the key information

calculated.

3. A program for causing a computer to perform
information processing in an information processing
apparatus for using key information calculated on the basis
of predetermined information including information obtained
from an IC chip as a communication party on the other end in
order to perform encryption processing with the IC chip, the
program comprising the steps of:

among a plurality of calculation modules for

calculating the key information being individually different
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i nformati on processing apparatus to capture
information on the basis of a file obtained by being
subjected to the encryption; and outputting the
generated predetermned fornmat file the information
processi ng apparatus and setting part of information
anong the predeterm ned information. 51

in accordance with predetermined algorithms,

controlling for causing the calculation module
identified by identification information input from the
outside to calculate the key information; and

encrypting for encrypting data by the key information

calculated.

4. For an information processing apparatus for using
key information calculated on the basis of predetermined
information including information obtained from an IC chip
as a communication party on the other end in order to
perform encryption processing with the IC chip, a setting
apparatus for setting part of information among the
predetermined information, the setting apparatus comprising:

first encryption means for encrypting part of
information input by an administration unit among the
predetermined information;

second encryption means for encrypting an entire file
describing information encrypted by the first encryption
means;

generation means for generating a predetermined format
file enabling the information processing apparatus to
capture information on the basis of a file obtained by being
subjected to encryption by the second encryption means; and

setting means for outputting the predetermined format



file generated by the generation means to the information
processing apparatus and setting part of information among

the predetermined information.

5. For an information processing apparatus for using
key information calculated on the basis of predetermined
information including information obtained from an IC chip
as a communication party on the other end in order to
perform encryption processing with the IC chip, a method of
setting part of information among the predetermined
information, the method comprising the steps of:

encrypting part of information input by an
administration unit among the predetermined information;

encrypting an entire file describing the encrypted
information;

generating a predetermined format file enabling the
information processing apparatus to capture information on
the basis of a file obtained by being subjected to the
encryption; and

outputting the generated predetermined format file to
the information processing apparatus and setting part of

information among the predetermined information.
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