
9;  INFORMATION PROCESSING APPARATUS AND METHOD,
SETTING APPARATUS AND METHOD, AND PROGRAM  CROSS
REFERENCES RELATED APPLICATIONS The 'resent. invention
contains subject matter related,  to Japanese Patent
Application JP  2005-310675 filed in the  Japanese
Patent Office on October 26, 2005, the entire contents
which are incorporated herein by reference.
BACKGROUND OF THE INVENTION 1. Field of the Anvennion
The ;resent invention relates to information
processing apparatus and method, a setting apparatus
and  method, and a program. More particularly, the
present  invention relates an information processing
apparatus and  method, a setting apparatus and method,
and a program  capable of specifying a module for
calculating key  information corresponding to a
service from the outside. 2. Description of the
Related Art. In recent years, various services using
an IC card, in  which an C chip embedded, such as
FeliCa (registered  trademark). etc have become
widespread. Such services  include, for example an
electronic money service which  enables a user to pay
for goods at purchase time using an IC  card, a
service which enables a user to use an IC card as a
-1- ticket for transportation facilities, such as a
train, etc.,  a service which enables a user to take
care c reward points  



issued by stores, and the like. These services are
implemented, for example by the  configuration . shown
Fig. . in the example shown in Fig. 1, an application
server 2  and a client terminal 4 are connected
through the internet 3.  A SAM (Secure Application
Module) I is connected to the  application server 2,
and a reader/writer 5 is connected to  the client
terminal The reader/writer 5 may be provided  as being
contained in the client terminal 4. The SAM 1, the
application server 2, the client terminal 4, and the
reader/writer 5 are provided by a service provider,
for example. Also, in the example 1. 1, an card n, in
which  a contactless IC chip 7 is embedded, is in
close vicinity of  the reader/writer and thus the `C
card 6 can perform:  short-distance communication with
the reader/writer 5 using electromagnetic induction.
The IC card 6 is carried around  by a user at the
services, The SAM 1 Is a tamper-resistant apparatus,
and performz--.  encryption processing and management
of al key used in the  encryption processing. The SAM
encrypts a command  supplied from the application
server 2, and outputs the  encrypted command to the
application server 2. The SAM   and the chip 7
individually have a common key, and encryption
communication performed between the SAM  the chip 



by the transmission and receiving of .:'t'e
information encrypted by that key through each of the
apparatuses. The application server 2 outputs Lne
command (command  to be executed by the IC chip 7)
created in response to a  request from. the client
terminal 4 to the SAM 1. Also, when  the encrypted
command is supplied from the SAM 1, the application on
server 2 transmits It. to the Tien' terminal 4.  An
HTTP (Hyper Text Transfer Protocol) server and an HTTF
client are implemented in the application server 2
.and the  client terminal 4, respectively. Such data
transmission and,  receiving are performed . by the
HTTP communication, Also. the application server 2
transmits screen  information . to the client terminal
4, and displays it on the  display of the client
terminal 4. The client terminal 4 transmits a
predetermined request he application server 2. At the
same time, when a  command is transmitted from the
application server 2, the  client terminal supplies
the command to the IC chip  tough the reader/writer 5
execute it. The 1C chip 7 decrypts the encrypted
command that has  been transmitted from the SAM 1
through the reader/writer 5,  etc, and executes the
iii. When the content he   command is, f oz example to
instruct to rewyke electronic  money, the command also
includes amount-of-money information to rewrite, etc.
in ., system having such a configuration, for example



when a user of he It card 6, who a user of an
electronic  money service, pays for goods using
electronic money stored  in the IC chip 7, a payment
request of the goods  transmitted from the client
terminal 4 to the application  server I n response to
the user holding t h e }.!. card 6 above  the
leader/writer The application server 2, which has
received t h er e. -, creates command (Read command
for  requesting the X chirp 7 to read the balance of
the  electronic money, 'The Read command cleared by
the application server 2 is  encrypted by the SAM 1,
and then is transmitted to the IC  chip 7 through the
application server 2, the Internet. 3, the  client
terminal 4, and the reader/writer 5. After the Read
command decrypted in the chip 7, the Read command is
executed. The balance which has been read by the
execution of the  Read command encrypted by the IC
chip 7, an then  transmitted to the SAM 1 through the
read ter the  client terminal , the Internet 3 and the
application  server 2 as a response to the application
2.The SAM  1 decrypts the encrypted balance
transmitted from the IC chip and the aecrypted balance
is transmitted to the  application server 2. Thus, it
1s possible for the application server ._ .=i:  check
the current balance of the electronic money stared in
the IC chip ?. When the application server 2 checked
the balance, the  



application server 2 creates the command (Write common
, for  requesting he ? chip 7 to rewrite the balance
(replace the  previous balance with rue difference
when the price of the  goods is subtracted from the
previous balance) of the  electronic money. In tne
same manner as the Read command tiansmAtted  before.
the Write command created by the application server  2
is encrypted by the SAM 1, and then transmitted the
IC chip 7 through the application server 2, the
Internet 3,  the client terminal 4 and the
reader/writer 5. After the  W r i t e command is
decrypted in the [C chip 7, the Write  command a d Is
executed. The Write command also include:  information
indicating the new balance. Thus, the balance  of the
electronic money stored in t IC chip 7 becomes the
difference when the price of the cods is subtracted
from  the previous balance. For example, after the
processing is performed, such a. message notifying the
completion of the subtraction from  the previous
balance is transmitted from the IQ chip 7 to --5-
S060299  the application server 2, a series of
processing is terminated.. The payment of the price of
the goods is  carried out by such processing, in this
regard, at the time of starting a series of
processing, rho identification information of t ; IC
chip ,  the information stared in the area allocated
an 



electronic money service out of the memory disposed in
the  IC chip 7, etc., are transmitted from the 1C chip
7 to the  SAM 1. Mutual authentication using the key
calculated by  the SAM 1 is performed between the SAM
1 and the IC chip 7 on the basis at the transmitted
information, etc. When the  mutual authentication has
been successful, the encryption of  the
above-described data (command), the dearyption at the
encrypted data, etc., are performed using the key
information calculated at the time of the mutual
authentication.. Japanese Unexamined Patent
Application  Publication No. 2004-214211 has disclosed
system in which  mutual authentication is performed,
and rho processing is  performed between the SAM and
IC chip that have succeeded . in  the mutual
authentication, Fig. 2 is a diagram illustrating an
example of the  software configuration of the SAM As
shown in Fig. 2, the SAM 1 is provided with software
including a common portion 11 and logic 12. The ;on
port ion, 11 a software module provided in SWIM
common for Sidi[ achieving any services. The common
portion  11 includes the descriptions of the
algorithms for performing, for example the mutual
authentication with the  IC ;hip which performed using
the key information  calculated by the logic 12, the
encryption of the  command created by the application
server 2, the decryption of the  encrypted Cat the IC
chip, etc. 



The login 12 is a software module provided differently
for for each service (for each memory (area for
reading and  writing data) of the chip be an access
destination),  The logic 12 includes, for example the
description of the  algorithm for calculating the key
information osed for he  mutual authentication, the c.
encryption, the decryption  of the encrypted data on
the basis of the information,  obtained from the IC
chip to be the communication party on  the other end
at start Lime of the communication. The common portion
11 performs the encryption  processing ( the mutual
authentication, the data encryption ,  the decryption
of the encrypted data) usino the key  information
calculated by the logic 2 appropriately, in this
regard, the software configuration shown in Fig.  2
may be not included in the c1 and may be included in
the application server 2. in this case, the encryption
processing performed the application server 2 itself
SUMMARY OF THE INVENTION Now, a different area is
allocated each service in  the memory of an IC chip,
and different key information is  necessary for
reading and writing data stored in each area.  That is
to say, it necessary that logic for calculating
different key information provided for an SAM or an
appIication server (application server having a
configuration of performing encryption processing by
itself),  When a new service different from the
services provided  previously provided, it is
necessary for a service  



provider to newly provide logic for calculating the
key  information used for the new service to the SAM
or the  application server. Accordingly, in this case,
it. as necessary for the  service provider to request
a manufacturer, who is a  supplier of the SAM or the
application server, to prepare  for the logic for
calculating the key information  corresponding to the
new service, and thus Lakes Lime and  effortAlso, in
:articular, when a logic included in an  application
server renewed, it. is difficult to keep a  logic
(algorithm) for calculating the key irformation
corresponding to a new service secret and to provide
that  logic, because an application server is not a
tamper resistant apparatus, and it is easier to know
the Content: of   the software provided for the
apparatus compared with a tamper resistant apparatus.
As shown in Fig. 2 , these things are caused by the
fact that r one piece of logic is provided for one
SA.. or  application server, and the fact that the
type of the algorithm (key-information . calculation
algorithm) used in  one AM or application server
limited, and the like. Furthermore, some service
providers desire to determine  the parameters
necessary for the calculation of kev  information, and
desire a programmer of at manufacturer to  set them in
n he SAM, etc. That is to say. they desire to
separate a person . who determines the parameters from
a 



person who sets the parameters. However, as described
above,  it has he an difficult, because a manufacturer
prepares the  logic. The present invention has been
made in view of these  situacions. it is desirable,
for exampie to e it possible to -city a module for
calculating the key  information corresponding to ,
service from the outside,  According t.o n of the
present invention, there is provided an information
processing apparatus for  using key information
calculated on the basis of  predetermined information
including information obtained  from an chip as a
party on the other end in  order to perform encryption
on processing _ with the tel. chip, the 9 .. ti 0
6X1299  information processing apparatus including
among a plurality of calculation modules calculating
key  information being individually different in
accordance with  predetermined a 3 at m control means
for causing the  calculation modus: identified , by
identification information  input from the outside to
calculate the key information; and  encryption means
for encrypting data the key information  calculated.
The control means may cause the calculation module to
calculate the key information on the ...s_ of a
parameter  input by an administration unit in addition
to the information obtained from the .c chip as a
communication  



party on the other end. According to another
embodiment of the presentt  invention, there o iced a
method of information  processing of an information
processing apparatus for using key information
calculated on the basis of predetermined  information
including information obtained from lC chip as a
communication party on the other end in order to
perform encryption processing with the IC chip, the
method  including the steps of: among a plurality of
calculation  modules for calculating the key
information being  individually different in
accordance with predetermined algorithms. ,
controlling for causinq the calculation module
identified by identification information input from
the Q -06P1299  outside to calculate the key
information; and encrypting for  encrypting data. by
the key information calculated, According to another
embodiment of the present- invention, there is
provided a program for causing a computer to perform
information processing in an information  processing
apparatus for using key information calculated on  the
bas's of predetermined information including
information  obtained from an. is chip as a
communication party on the  other and in order to
perform encryption processing with the chip, the
program including the stops of: among a  plurality of
calculation modules for calculating the key
information being individually different in accordance
w0h.  predetermined algorithms, controlling for
causinq the 



calculation module identified by identification
information  input from the outside to calculate the
key :information; And  encrypting for encrypting data
by the key information calculated, According another
embodiment of the present  invention, there is
provided, for an information processing  apparatus for
using key information calculated on the basis
predetermined information including information
obrained  from an IC chip as a communication party on
the other end in  order to perform encryption
processing with the SC chip, a  setting apparatus for
setting part information among the  predetermined
information, the setting apparatus including~  11
first encryption means for encrypting part of
information  input by an administration unit among the
predetermined information; second encryption means for
encrypting an  entire file descrioing information
encrypted by the first  encryption means; generation
means for generating a  predetermined format file
enabling the information  processing apparatus to
capture information on the basis of  a file obtained
by bring sub cored to encryption by the  second
encryption means; and setting means for c cut:i.inq.
the predetermined format file generated by the
generation  means to the information processing
apparatus and setting  fart of x 7_ orm on among the
predetermined _ed information. According co another
embodiment of the pLesent  invention, there is
provided, 1o an information processing  apparatus for
using key information calculated on the basis  



or predetermined information including information
obtained  from an IC chip as a communication party on
the oth e_ end in  order _form encryption processing
with the - chip, a  method of setting part of
reformation among the predetermined information, the
method including the steps  oft encrypting part
information - input by an  administration unit among
the predetermined information  encrypting an entire
file describing the encrypted  information; generating
a predetermined format file enabling  the _lfo ma_i_.
processing apparatus capture information 12 S06P1299
on the basis of a file obtained by being sub to the
encryption; and outputting the generated predetermined
format fife to the information processing apparatus
and  setting part information among the
predete'rmiriec"  information. According another
embodiment of the present  invention, there 7 .
provided, for information processing  apparatus for
using key information calculated on the basis
predetermined information including information
obtained  from an .~ C chip as .. .. . communication
party an the other end in order to perform encryption
processing with chip, the IC program _ - . causing a
computer to perform setting part information among the
predetermined information, the method  including the
steps of: encrypting part of information input  by
administration unit among the predetermined
information; encrypting an entire file describing the



encrypted information; generating a predetermined
format  file enabling tiie of anon processing
apparatus to  capture information on the basis of a
file obtained by being  subjected to the encryption;
and outputting the generated  predwermined format file
to the information processing  apparatus and set.tinc,
part of information among the  predetermined
information, an embodiment of the present invention,
control 0  performed such that the key information
calculated the SUMS)  calculation module identified by
identification information  input from the outside
among a plurality of calculation  modules for
calculating the key information being  individually
different in accordance with predetermined
algorithms, in another embodiment of the present
invention,  encryr _ion processing is performed on
part of information  intuit: by an administration unit
among the predetermined  information. and .,-Pr.
encryption processing is performed on  the entire file
describing the encrypted i formation. On  the basis of
the file obtained by being subjected to the
encryption, a predetermined format tile enabling the
information processing apparatus to capture
information  generated. Also, the generated p eu-- is
file is  .ou-.pu to the information processing
apparatus, and part of  information among the
predetermined information se in  the information
processing apparatus, 



According to an embodiment of the present invention,
is possible to specify the module for calculating the
key  information corresponding to a service from the
outside,  According to another embodiment of the
present invention, it is possible to set information
necessary for  calculating key information while -
keeping the information  secret. 50b i.299  BRIEF
DESCRIPTION OF THE DRAWINGS Fig. ... is a block
dl.a^_",a^', of illustrating an example of  the
configuration for achieving a service using an 1C
caid;  E'S.C, 2 a diagram illustrating an exam; .. of
the so aware configuration of an SAM; Fic_ a diagram
illustrating an example of the  configuration of an
information processing system according  to an
embodiment of the present invention; Fig. 4 is a
diagram illustrating example of the  hardware
configuration or the SAM; _ 5 is a diagram
illustrating an example of the  software configuration
of the SAM; Fig. c is a iagr : illustrating a specific
ezampie of  the software configuration of the SAM;
Fig. 1 is a diagram ._1 >. .Latin' an example of
Ingic- idte_-. otification information; Fig. " a
Vlowchart illustrating the processing,  pe t eci b the
information processing system of Fig. 3;  Fig. diagram
...1. >..rat n_! a specific example of  



the processing; .. . Fig. .t.U is a diagram
ili':st'atitl; an example of key  information; Fig. 11
is a diagram 1 trat i} _ an example at  specific
information; Fi _. ,. .gig. .._.. is a diagram
il'tasti'aiin_ an example of n.e>; 299  SOW ~L._
additional information; Fig. 13 is a diagram
illustrating an example of logic- processing section
specific information; Fig. 14 is a diagram
illustrating an example of a key-- information
calculation atgorithm; Fig. 15 is a diagram
_llustratiing, a specific eyawple W:  key-informarion
calculation; Fig. 16 is a diagram illustrating another
example of a  key-information calculation algorithm;
17 "-~CI t is a diagram illustrating another }.=x.12:1
.  example of key-information calculation,, Fig. 1.3 a
diagram illustrating a ..ow of information  centering
around a logic processing section Fig. 19 a diagram
illustrating an example of the  configuration of a
setting apparatus and 1 data processed  by each
component of the apparatus; Fig. 20 is a diagram
illustrating an example of the  



detailed configuration of a setting support too!; and
Fig. 21 is a block diagram illustrating an example of
the configuration of a personal computer. DESCRIPTEON
OF THE PREFERRED EMBODIMENTS in the following, a
description will be given of an  embodiment of the
presenr invention. The relationship  between the
constituent features the present invention - 16
;OGP1299  and the embodiment described in tin
specification or the drawings exemplified as follows.
This description is for  confirming hac an embodiment
supporting the present  invention is included in the
specification or the drawings.  Accordingly, if there
is an embodiment included in the  specification or the
drawings, but not included here a an  embodiment
corresponding to the constituent features, the  fact
does not mean that the embodiment does not corresponds
._; the constituent _e.atures. On the contrary,
embodiment is included here as constituent features
corresponding the present invention, the fact does not
meat-', the embodiment does not correspond to the
features  other than the constituent features,
According to an embodiment the present invention,
there provided an information processing apparatus
(fox:  example the SAM in Fig. 3) for using key
information  calculated on the basis or predetermined
form rt c-ri  including information obtained from an
IC chip as a 



party on the other end in order to pertorm,
encryption processing with the chip, the information
processing apparatus including, among a plurality of
calculation modules (for example, logic 1-2 12 - ) for
calculating the key information being _individually
different  i n accordance w i t h predetermined
algorithms, control means  (for example, . control
section 41 in Fig. 9) for causing, SO . `12' 9  the
calculation module identified by Identificanion
information (fa example+, '_' ic-rd'e1tif1_. ..ion
information) input from the outside to calculate the
key information; and  encryption means for encrypting
data by the key information  calculated. The control
means may cause the calculation module to  calculate
the key information on the basis of a parameter  (for
example, logic-processing section specific
information)  input: by an administration unit in
addition to the reformation obtained from the IC..
chip as i77tfun:L, ;,l  party the other end, According
another c7'.bodi_;tE the p-resen't  invention, there
is provided, for an .nf r..l;a:io processing apparatus
(for example the SAM in Fig. 3) for using key
information calculated on the basis K predetermined
information including information obtained from an IC
chip  as a communication party on on the other and in
order to processing perform encryption _ with the 7 IC
chip, a setting, apparatus (for example, the setting
apparatus in Fig. 19)  



.. _ or setting part of information (for example.
logic- processing section specific information) among
the  predetermined information, the setting apparatus
'._1c--U  first encryption means r example, an
encryption tool 51 Fig. in - 19) for encrypting par.
of i n _o:c a - on input by an administration unit
among the predetermined information,, s SUP12 '9
second encryption means or example, an encryption tool
53  in Fig. 19) for encrypting an entire file example,
setting input file in Fig, 19) describing
.:,tcra....zr.n  encrypted b the first encryption
means; generation means  (for example, a setting
suppor.. tool 54 in Fig. 19) for  generating a
predetermined format file (far ' example, the  letting
package file in Fig. 19? enabling the information.
processing apparatus to capture information an the
basis of  a file obtained by being subjected to
encryption by the  second encryption means; and
setting means (for example, a  management tool 56 in
.Fig. 19) for outputting the  predetermined format
file generated by the generation . means  to the
information processing apparatus and setting part of
information among the predetermined information .  in
the following, a description will given of an
embodiment of the present invention with rei:ere ce to
the  drawings. 



Fig. 3 is a diagram illustrating the configuration of
an information - processing system according t : an
embodiment  of the present C vent'on, The components
corresponding to  the components in Fig. . are market
i h the same numerals  and symbols. in the example in
Fig. 3, an application server 2 and a  client terminal
_ 4 are connected through the _A e.: .?e. t 3. i
S'.M. 1 is connected to the application server ..rough
a Su6P1.29  SCSI (Snail Computer System interface)
interface Ethernet  (regdstered trademark). A reader
/writer 5 (dumb type) [s  connected to the client
terminal 4 through USB (Universal Bus), etc. Radio
communication, corresponding to a  Serial physical
level, with an IC chip (a chip contained in an T,-:
.-.: ~.. card) .ar:) ~; in . ~. (~s._, vicinity ~~ '"
is achieved ~ by > the ~ re~..1 f25!w1.it81 5. The SAM
L, the application server , the client terminal 4, and
ff y1 ... nL~~. the reader/writer 5 are provided by Cl
service provider,  for example. In this regard, only
one client terminal is shown in  Fig. 3. However, a
plurality client terminals are  connected to the
application serve.! through the int _-net _.  Also,
the function of the reader/writer 5 may be contained
the client terminal .. The _ function of the SAM may
be  



contained in the application server Z Also, in the
example Fig. 3, an C card 6 including  an chip 7 is in
close vicinity to the reader/writer 5 so  that it is
possible to perform short-distance communication  with
the reader/writer 5 usinq electromagnetic induction.
The 11 card 6 in carried around by a use of the
service. :,_ described above, t L-sh i is a .c .n, ...
. si i ,.artt  apparatus, and performs encryption
processing and management of a key to be used in the
,.nc ;p-tion processing. The SAM 1  en s . command
supplied from the application server 2.  and. outputs
the cn.c..r e.i r: ~7,::C".hd the application server
SUP12.99  2The SAN 1 and one 1C chip 7 individually
have a common  key, and encryption communication is
performed between the  SAM 1and the _'C chip 7 by the
information encrypted by the  key .hero. transmitted
and received through each apparatus. The application
server 2 outputs the command created in  . response ..
e LAN  .~to a request :._,.:,A the client terminal 4
to 1. Also, when the encrypted command supplied from
the  SAM 1, the application server transmits it to the
client,  terminal 4. An :<:T.P (Hyper Text Transfer
Protocol) server  and an HT__ client are implemented
in the application server  2 and the client terminal
4, respecnively. Such data  transmission and receiving
are performed by the ._'T?  communication. 



Also, . the application server 2 transmits screen
information to the c i r c __ terminal and displays A;
on the display of the client terminal 4. Th client
terminal 4 transmits a predetermined request  to the
application server 2. At the same time, when a
command i : transmitted from the application serve. :,
the  client terminal supplies t . n c o m m a n d a t
Me chip  through t r _ti er_/wrr er 5 execute it. The
client  terminal , is provided with a web browser 4A.
Operations  using t.ne client terminal 4 are
appropriately performed on  the screen displayed by
Web browser A on the display of  the alien; ,,e veinal
4 when .I .ess: nq the application 306P`t299  server
2. The IC chip . decrypts the encrypted command that
has  been transmitted from the SAM through the
reader/writer 5,  etc., and executes the command. When
the content of the  command is to rewrite electronic
money, the command also  includes amount-of-money
information to rewrite, etc, in this manner, the
application server 2, the client  terminal and the
reader/writer 5 that lie between the SAM  1 and the IC
chip 7 play only a role of storing a command in a data
payload portion and  and a response content relaying
them, and are not involved with data encryption and,
decryption, mutual authentication, etc. Accordingly,
in the  following, a description will be appropriately
given on the 



assumption that information transmitted f:romn the
apparatuses  of the service provider side, that is to
say, the  application server 2, the client terminal 4,
and the  readerJwrii_er 5 to the .;.C char? . is
information transmitted  from the SAM 1. Also, a
description will be given on the  assumption that
i-r.fcrmati.cn transmitted from the _.. chip 7  to the
apparatuses of the service provider side is
information transmitted to the SAM 1. Fig. - is a
diagram illustrating an example of the  configuration
of the SAM 1. As shown in Fig. 4, the SAM 1 has, a
portion, the  hardware configuration in which a CPU
(Central Processing  22 SO6P1299  Unit), a peripheral
including an encryption processing processor, etc.,
and a memory are connected through an  internal bus.
The CPU is provided with an internal ROM  (Read Only
Memory) and an internal RAM (Random Access  Memory).
An PTOS (Real Time Operating system) code, a  system
stack, a key for managing a safe area formed in an
external RAM, etc., which should be kept secret at a
maximum,  are allocated to the internal ROM and the
internal RAM. The SAM has a bus-scramble function
capable of  encrypting data and code, and decrypting
them when  communication is performed between the CPU
and the external  RAM. Also, the SAM 1 has a firewall
function capable of  setting application programs
accessible to individual areas  



in the external RAM. Next., a description will he
given of the software  configuration of the SAM Fig. 5
is a diagram  illustrating an example of the software
configuration of the  SAM _e As shown in Fig. 5,
drivers including the RTOS kernel  (RTOS)
corresponding to peripheral hardware reside in the
lowest layer (the layer which is one layer above the
hardware level). Handlers, which perform processing
logically integrated as a unit, reside in the upper
layer of  the driver layer. An upper handler
(Privilege Module),  which has integrated a` ~..ea
ap^1i: atic:n--speciFc libraries, etc., SC)6P1'_99
reside in the upper layer of the handier layer.
Furthermore,  general applications reside An the upper
layer of the upper  handler layer with :_ irew._J
rherebetw-een in the example  of Fig. 5, user AP'-1 to
user AP--n are shown as genera-,  applications. Fig, 6
is a diagram i..' l raIig. a specific example of  the
software configuration of the SAM v As described SAM
ti fi-:.. cr111 above, the .,y.T"~ I has a software
module provided common foz SAMs achieving any
services. TWe  common portion 11 in 1'`g. 'J is a
software module provided in  corm^on. The common
portion 11 in Fig. 6 corresponds on, for  example the
RTOS kernel, the drivers, the handlers, the  upper
handier, and the firewall in Fig. 5. 



Also, referring to }:'i.^ ?, the logic 12-1, 12-2, and
12-n are shown software modules _re: pnnoing to the
user  AP-1, the user AP-2, and the user A n in Pie. 5,
respectively. The logic :L2---:!.is .a piece of login
identified by a  logic category A. The login
processing (key-informarion,  calculation processing)
of a content A is performed in  accordance with the
algorithm rithm described by the . logic -. The logic
12-2 and the logic 12-n are also pieces of  logic
identified by a logic category The ].acts:  processing
of a content B is performed by the yogic 12-2 them,
and the logic prrcessin of a content C is 24
S05..P1299  performed by the logic 12-n. The logic for
performing processing of a predetermined  1 ent
identified by the logic category 2 is also provided
the SAM . as, for example logic 12-3, em That is to
say, the memory an IC: chip carried with a  user, s
.,.,- who is a service user, r service u,_.r,.
includes an area (service area) formed in order to
manage necessary data for achieving each  service. The
SAM _ provided, in advance, with a  plurality of
pieces of logic for calculating key information  used
for ac,rssi.sr_, (reading data .~Eo.ea in _ service
area  and writing t._ '.r, < cf:d to the service area)
different service areas of different :[C chips.
Specifically, the logic 12 1, _ -2, and 12-n in Fig. 6



which are identified by the logical cate ;or" , are
pieces  of ' ogic for calculating key information to
be used, for  example, for accessing first service
area in which an  amount money, that is necessary data
for achieving a first  electronic money service, etc.,
are managed out of rho  service areas formed in the
memory of the IC h' lso, the logic 12-3 (not shown).
which is identified  by the logical category 2, is a
piece of logic for  calculating key information to be
used, for example, for  accessing a econ service area
he 1C chip, in which an  amount of money that is
necessary data for achieving a nsecond electronic ion
service, are managed out of  25 - the service areas
forme : in the memory of the !C chip.  in this manner,
a logic category is set in the SAM for each service
area of the :C chip to he accessed. service provider
itself can selecE logic for calculating key
information by specifying a logic category
corresponding to  a -. vice area to be accessed, that
is to say, a provided  service. In this regard, the
_logic , 12-2, and 12-n in Fig.  6 are pieces of logic
(pieces of logic for calculating  different key
information by different content processing)  for
performing the logic processing of the contents A, B,
and respectively. Even if the access destination is
the  same, Y example if it is the first, service area
in which  necessary data for achieving the first
electronic money  



service is managed, when an IC card to be processed is
different, different key information mat`on becomes
necessary _.  accessing. Thus, a plurality of pieces
of yogic are  provided for performing individually
different contents and  calculating key information
corresponding to one access- =estinatior.. area. On
the right side Fig. 6, logic-processing section
specific _information and logic-identification
information are shown information to be provided to
the software  including the co ion portion 11 and the
Ingir 12-a to Lr_-n.  The logic -processing section
specific information is a -060299  parameter to be
used fox calculating key information, and  the
logic-identificaLion information is information for
specifying a logic category and a logic pattern. The
logic  pattern is information indicating the sequence
of  information, in w. L_:a a plurality of pieces at
original  information for calculation the her
information . are  arranged, be used for operation.
This information is set,  for example by a service
provider before starting the supply  of a service,
Fig. 7 is a diagram illustrating an example of logic-
identification _information. The logic- 'ent,i ..ion
information including the  sequence O.N..O!0.." shown
Fig. 7 is ..t... information  specifying the logic
category .. and the logic pattern '1', and given to -t
e cannon portion 11, etc., in accordance  



with the operation by a service provider h. Also, ,.h
logic-iden5ficarion information including  the
sequence "00010002" the information specifying the
logic category and the logic pattern "2", and is Sven
to the common portion ..., etc., in accordance with
Lne  operation by a Service provider B. The
logic-identification  information including the
sequence 00020001.' is the  information specifying the
logic category and the L is  pattern "1" and given to
the mif._.n. portion 1 t, etc., in  accordance '1 Lt:h
t operation by a service provider S. 0SF1l99  In this
manner, it is possible to constitute the logic-
identification information as 4-byte information
including  the upper 2 bytes which represent a logic
category, and th  lower 2 bytes which represent a
logic pattern, The logic to be actually operated when
the encryption  processing is performed is selected
from a plurality of  pieces of logic provided for the
SAM I by the logic- identification information having
such a structure. -.ere, a description will be given
of the processing for  setting information to the SAM
... with reference to the  flowchart in Fig. 8, In
step 531, the service provider (system  administration
unit) operates the controller to set the  service area
of the I5 chip used for the service to be,  provided
in the SAM I. The controller may be implemented,  for
example in the SAM 1, or may be implemented in the  



outside apparatus of the SAM 1, such as the
application  server 2. The setting of the service area
by the controller is  accepted by the SAM 1 in step
511. In the SAM 1, the  information indicating a logic
category, which the upper  2-byte information out of
the logic-identification  information in accordance
with the accepted service area, is  selected. in step
332, the service provider operates the  28  SO 6P] 2
H,  controller to .. the logic pattern indicating the
content  of the processing far calculating the key
information in the  SAM 1. The setting of the logAc
pattern by the controller is  accepted the SAM 1 in by
step ........ in the SF:,, 1, the lower  2-byte
information of the logic-identification information
selected in accordance with the accepted logic
pattern. step 57., , the SAM I selects logic to be
used for  providing the service out of a plurality of
pieces the  logic provided _ advance on the basis of
the logic-- identification _dent-__fication
information. In step Sli, the service provider
operates the  controller to set the logic-processing
on specific  information the logAc selected in step
513) in the SAM ,  Thus, it becomes possible far the
SAM A to calculate the key  



information in accordance with the service area of c
chip to be processed, and to perform the encryption
processing. example, the above processing is performed
before providing the service. The ingic-processAng
section  specific information and the logic pattern
set before are  set in the same manner as, for example
storing We key  information, etc., in the :Ari _ We
way of the setting of  the logic--processing section
specific information, etc.,  will be described later,
In step X15- the SAM 1 (the SAM I an the reader/writer
99  `: connected through each a,:;}:._..:a;a performs
:"._1._..;Q ..:,'T, searching an J.C: chip being held
above the reader/ writer 5.  The chip, which has
received the command transmitted  by the polling from
toe r .ader ('wri e:: 5 step proceed,  to star) 32,,
and pond to the command. The response from  the _C
chip to the polling includes specific information set
in the it chip. Specific identification information is
allocated ..ed to each of t re ?C chips embedded in
the TC card that has been _ .,.u,_:.., to a service
user, The SAM 1, which has received the response from
the TC  chip in step 516, proceeds to step 511, and
transmits a te. ;ie.st. `.. ..yc. command requesting
the notification of a  list of service areas formed in
the memory to the IC; chip,  The IC chip, ti rich has
received the Request Service transmitted from the SAM
_ in step S3, proceeds to  



cr,m,--aan step S4, and responds to it, The SRN ,
which has received the response from the :tc  chip in
' p S I B proceeds to st It S19, and transmits a Read
Without Encryption command requesting the
-transmission of  additional information s ,.._ . in
the service area to be an  access destination no the
chip. The :.C. chip, which has received the Read
itbout  Encryption .`.o:T_.l,.L. transmitted from the
SAM in step S5,  oceeds to step S_:, and responds to
it. The response from who IC; chip to the Read Without
Encryption command includes  30 506P1299  information
n o0ei than the key information, which is ored in the
service area, as additional information, The ..... _
which has received ...:?^. response from the Y: chip
in step 520, proceeds to step a21, and calculates the
key information by the logic selected advance on the
basis of the specific information of the ... chip
obtained in  step S16 and he additional information
obtained in step 32!. in step :22. the SAM performs
mutual aathentication  with the _C chip using the
calculated key information. example, the SAM encrypts
predetermined information using the _._ulated key
information, and transmits the obtained  data to the
IC chip. step t, the hip decrypts the data transmitted
from the SAM 1, encrypts the data .o`ained by the dec
:_y:.?t: in.n  and the other data using the key
information allocated to  



the service area to be. accessed now, proceeds to step
S8,  and transmits the obtained data to the. SAM 1.
The key  information corresponding to the key
information calculated  in the SAM is allocated the
service area e : the IC chip.  and thus it is possible
for the 1C chip to decrypt the Garp  encrypted by the
key information calculated in the .SAM On the
contrary, the SAM 1 can decrypt the data encrypted by
the 0. chip using the information alAocated to the
service  area to be accessed, The data transmitted
from the IC chip As received by  31 - S06P,, 299  the
SAM 1 in step 523, and the subsequent encryption p
o(.es aIng continued. in this manner, it becomes
possible to provide a  plurality of types of logic
having different processing  contents 'j .!ne '-..'UM
by introducing the configuration  enabling the
selection of logic by the Li c 1l+an ."_iCa. .: 7.
c?i":  information (logic category and logic pattern).
Als the service provider can save time and effort for
_.  requesting a manufacturer to implement new login
every time  a new service is provided, Furthermore, i
s has become possible to set the logic  specific
information, , in a dat., format capable of  being set
externally by the service provider. This, it  



becomes p a ib_e to increase the freedom of the
setting, and  to manage information at the same level
of safety as the key  information ion stored in the
SAM. Fig. 9 a diagram illustrating a specific example
of  the processing performed as described above. in
the example of Fig. [C cards ;.7.C chips) to
processed. The IC cards > are rode r id; all y
connected to the SAM 1 though an IC card
communication path (for example, a path including the
application server 2, the Internet the client terminal
-,  and the .'e,_ der/',9;:'ite.r in Fig. 31 Data 1 is
stored in the service area formed in the iC 32  30 W'1
.2 card A, and a key A i ; allocated to this area.
Information a is allocated to the card A as card
specific information.  Also, data i is stored in the
service area formed in the IC  card B. and a ke.. B is
allocated to this area. Information b is allocated to
the card :. as card specific information.  Similarly,
data I is stored in the service area formed in the :CC
card and a key C is allocates to this area.
Information c is allocated to t:.he, IC card C as card
specific  information. individual service areas of the
IC card A to ..are all  the areas for scoring the same
service information, such as  the first electronic
money service as described .above. Also, in the
example of Fig. 9, the common processing  



section 31 and the logic processing section 32 are
imp' - men . d. in the SAM A. The common processing
section 11  carried out the CPU executin -the port '
on (Fig. 61 out of the software configuration of the
Sri'-(1 1,  The common processin_, section 31 selects
one piece at  logic by the 1. ti -is _ '.-i ication
information indicating the  logic category and the
logic pattern corresponding to the  service area
specified by the control section Q in  accordance with
the operation b he service provider  (administration
unit). The common processing eLti(',:". 31 supplies
the logic-processing sectdon specific information .
set in accordance with He operation by the service pre
.dec S06P1299  similarly to the selected logic (to the
logic processing section 32 carried out by the logic).
The logic processing section 32 is performed by the
CPU  executing one piece of logic selected by the
logic- identification information supplied from the
control section  41 in accordance with the operation
by the service provider.  As described with reference
to Fig. 8, the logic processing  section 32 calculates
the keys A, B, and C necessary for  accessing the data
i in the IC cards. A, B, and C;,  respectively, and
performs the encryption processing with  the IC cards
A, B, and respectively using the calculated  keys A,
B, and 



That is to say, the control section 41 is performed in
the controller. (Fig. 8) implemented in the SAM 1 or
in the  application server 2. The specification of the
service area,  the logic pattern, and the
logic-processing section specific  information in
accordance with the operation of the service  provider
is input from the control section 41 to the SAM
through the control communication path. Figs. 10 to 13
are diagrams illustrating specific  examples of
individual information in Fig. 9. Fig. 10 is a diagram
illustrating an example of the key  information. In
the example in Fig. 10, the key (the key allocated  to
the service area in which the data I is stared) of the
` 34 >06 1299  data _ in the T C card :, represented
by 011.23? 5 7Bt." in hexadecimal, and the key of the
data in the iC card B is  represenEed by "81234567h" n
hexadecimal. Also, the. key of  the data 11 in the
7:i_ card. C is represented by "78123456h" in
hexadecimal. Fig. _.L is a diagram Olustrating an
example of the  specific information. In the example
in Fig. 11,, the specific information a  of the 1C
card A is represented by "lh" in hexadecimal, and  the
specific information h of the and B is represented in
Mexadecimal. Also, the specific information c of "
the C card C is represented by "3,i'" in. hexadecimal,



Fig. 12 is a diagram illustrating an example of
additional information. in the example in Fiq. 12, all
the pieces of the  additional nformation of the data I
stored in the service  area the HC cards A to C are
represented by "In" in  heza_. e:ima . Bete, the
additional information is the  information ratio.
other than the key information for identifyinq the
data __. The number of the pieces of the additional
information used for generation of the k.+,
information is  not limited to one, Fig. 13 i s a d i
a g r a m illustrating an example of the  to C ;Dtoc .
in section specific information. the example in Fig.
13, the logic-processing section SO.P129_  spec.
information to be given to the logic processing
section. 32 is represented by "345618!2h" !2h" in
hexadecimal. The logic-processing section specific
information is the  information directly referenced by
the logic processing  section ?: as input parameter at
the time o- the  calculation of the key information.
The number of the  pieces the information is not
limited to one. The logic processing section 32 inputs
the specific.  information of the 1C card, the
additional information !I of:  the data 1, and the
logic-processing section specific  information to
generate the key for accessing the data I.  For
example when the card A to be processed, the  logic
processing section 32 assumes the specific information



a to be the specific information of the card Is, and _
assumes the key A to be the key for accessing the data
1. A service provider usually defines _'sie. _o=_..
processing  section 32, determines the value of the
key the key  information allocated to the service
area) of the data I of  the. IC cards li to C based on
that definition and issues an  IC card having the key,
represented by the value, allocated  to the service
area. Thus, the key information  corresponding to the
key information managed by the SAM 1  becomes
allocated to th service area of the I. chip. In  this
regard, the calculation algorithm of the key
information receives __. the specific information of
the card, S0 P1299  the additional information ii of
the data. 1, and the logic- processing section
specific information as input, and uses  arithmetic
operators, encryption operators, etc. Here, -L. i -
assumed :h --here area. two types of key---
information calculation algorithm: one a
key-information  calculation algorithm when the
service area to be processed  is identified by the
logic category 1, and the other- is a key-information
calculation algorithm when ':.},le service area is
identified by the logic category 2 . 14 i s a diagram
illustrating an ezam} of a. key-- information
calculation also irh=.c. The key-ir i __man- cn
calculation algorithm shown 1c_ Fig,  14 is for the
service area identified by the logic category  1. The
key information is calculated by individually  



inserting the specific information of the lid card to
be Vii. of c .`>8 the additional information, and -n-
logic- processing section specific information into
the fields A,  and C of __C. 14 in a predetermined
sequence. MAW of the  information is inserted into
which of the fields A, B, and C  is d_;''.:i .Cdr for
example by the logic pattern. in the :') at l i. ._ ..
Fig. 14, one sequence out of -71 types of  sequence is
identified by the logic pattern. For example, shown in
Fig,'15, when tne specific  information 3 of the i`.
card 3 C inserted into the field -,  the additional
information 1 is inserted into the field B, - 31 SO6 .
.9  and the logic-processing Section Specific
information is inserted into the field C, the key A
(17345571 71,: .ated by operators and B as the key
information for  perform_ : the encryption processing
on the IC card :... Fig. 16 a diagram illustrating
another example of a  key-- fo.rmaL:tcm calculation
algoiAnm. The ket inf nation calculation algorithm
shown Fig,  16 is for the service area identified by
the to is category  ?. The key information is
calculated by individually  inserting the specific
information of the C card to he  processed, the
additional ... information, and the log.ic pro" sing
section specific information into the. fields A, B,
and C of Fig. 16 in a predetermined sequence. in the
example of Fig. 17, the specific information of  



the IC and A is inserted. into the field A, the logic-
processing section specific information is inserted
into the  field B. and the additional information is
inserted into the  field c, and a predetermined key
value is calculated 'l the  operators A and B. Fig. 18
is a diagram illustrating a flow of information
centering a rou 1 the logic processinq section 32,
First, a logic category and a logic -tern are set by
_c ie ie~:, c>r. information, and the logic (logic,
the _ ". _ processing section) is determined. This
determination is  made befGre the execution the
processing on the iC card.  -- 36  S0 i 299  The
parameters passed from the c mmcn F:.roces6JJ;'g
section 31 the logic processing section 32. when
performing processing on the !C card are divided by
the APUs  (Application Programming '_il ez ate. )
included in the common  processing section 31 into the
following three types. (..) ...s card additional
information 11 passed from APJ-- he API-i the common
processing section . 31 passes the additional
information li to the logic processing _  section 32.
The key information calculated -~: y' the j.:iC:Q
processing ,{ section 32 returned (supplied) to the
common  processing section 31 ;y the return value of
the f ' I- or by  a value written into the buffer
address passed as an input  



parameter. encryption processing is performed between
the xenon processing section 31 and the !C card using
the  supplied key information. The additional
information 11 is supplied from the jC  card o the SAM
7 a state being not encrypted. Thus,  it is easy for
the person who a ; . imp - mented the logic  to know
the additional information 11 exceptionally compared
with the information provided with being encrypted.
however,  only the additional information can be
known, and it. is  diffLcult to identify the other in
, "an- information (the  lueJ:.....p_,:. ire7 .r'cL,;
,.. specific information, etc.) provided by the
service provider, etc., and used for th.,.--,,
S06P1299  processing by the logic processing section
32. (2) card specific information passed from ALE
_'he. API -2 of the common processing section 31
passes  the spe. fic information oi the IC card to the
logic  processing section 32 in response to the
request from the  logic processing section 32. The
specific information of the r.- card is processing
section 32 returned to the logic by the return value
of the PI-2. (3) The API-3 of the common processing
section 31  passes the logic-processing section
specific infoymarion to  ,, :_ the logic processing
section 10i; 32 The log - ;rocess `:q section specific
information is  n  returned to the logic
processingsection 32 by the return  



value c. of the API-3 or by a value written into the
buffer  address passed as an input parameter. Finally,
a description will given of a mechanism  capable of
sawing the ogi pc:`oc sl nq section specific
information, etc., while ensuring secrecy Fig. 19 is a
diagram illestrat_. g ?zample the  configuration
(tool) of a setting apparatus for setting the
logic:-pre .:sin;; section specific information in the
SAM 1,  and the oata processed by each cam rent _ the
apparatus.  in this setAng apparatus, toe
logic-processing section  specific information to be
set is subjected to the  encryption processing twice,
and the ifogi -ocessing SO 6 P.i299  section specific
information set using the encrypted information,
_..__, setting apparatus having the configuration as
shown  Fig. 13 implemented in the SAM 1, or the
controller in Fig. o, which includes a persona..
.::muter, etc , connected  to the SAM 1. shown at the
upper left in Fig. 19, the logic- processing section
specific information entered by the  service provider
is input . into the encryption tool 51. i.n  the
encryption r_" tool .i , encryption . is performed on
the input  logic-processing section specific
information. Thus, the  encryption is performed on the
logic processing section  specific information once. 



The logic-processing section specific information
encrypted .. . by the encr'yp ion too! 51 is described
as a statement of input file provided for the service
provider  ,-3 52 Jam. ~i and the obtained SeLt_RC:
input fy .e is sUpTJ-L1ed to the encryption tool 53. A
file including a description at  the information for
decrypting the encryption performed on  we
logic-processing section specific information is
supplied . from the encryption tool 51 to the setting
support  tool 54 as a seed file. In the encryption
tool 53, h encryption using the  seed file for input
file) _ generated by t seed generator 55 as key is
performed on the entire setting _put file,  41
S)\.....2$  and thus the second-time encryption is
performed on the logic-processing section specific
information. The setting  input file encrypted by the
encryption tool 53 is output to  the setting support
tool 54, In the setting support tool 54, the
encryption  performed , on.. the setting input file,
that is to say, the  second-time encryption on the
logic-processing section  specific information,
decrypted on the basis the seed  tale generated by the
seed generator 55, Also, in the  setting support tool
54, the Hirst-time encryption performed  on the
logic-processing section specific ' n orm 3 ion
described as a statement of the setting input file is



decrypted the basis of ..he seed file supplied from
the  encryption tool 51, in the setting support tool
54, a setting package file  is generated an the basis
of the logic-processing . section  specific
information (plain text dicta) obcained by the
decryption. The setting package tile is appropriately
encrypted using a package key in the setting support
tool 54, The setting package file obtained by inc
hsetting st port tool 54 is output to the management
tool 56, and is  Output no the SAM by the management
tool 56. The sewin.  package file has a format
enabling e SAM I to capture  vat Lcus information
described in that file. Fig. 20 is a diagram
illustrating an example of the SO6 129'9  detailed
configuration of He setting support tool 54 in Fig,
19. The setting input: file, which has been generated
by the  encrypted logic-processing section specific
information  being described as a statement, is input
into a decryption  processing section 61. in the
decryption processing section  61: the encryption
performed on the setting input file using  the seed
file generated by the seed generator 55 H-:  decrypted
described above. Also, the encryption  performed on
the loch prose r,q section specific orRat na in
decrypted using ,t,. need file supplied from  the
encryption tool Cif, The setting input file, which has
been subjected to the  



decryption an has entirely become plain-text data, is
output to a parkayng section 62. in the packaging
section  $2, a package file having a format enabling
the SAM _ to  capture - the logic-processing section
specific T mat :'n is  generated, the packa.e isle is
appropriately encrypted using  a package key, and then
the. package file. is outs ou to the fl..
la'_Tenie.lit too! 56. For example, the first-time
encryption the ' gic  proce-,:;inu section sp:c,fic
information using the encryption  too! "_ is performed
by the service provider itself, and the  subsequent
processing is performed h a programmer who sets
information in the SAN 1. Thus, it is possible to the
- 4 SO 6 ' 99  service provider to set the
logic-processing section specific info_ Cation
determined by the servic.e provide-- itself in the ` _
without the programmer knowing the  info.rmatkon. That
is to say, it becomes possible to  separate the person
who determines ...he logic ) oce'`S).ng  section
specific information, which .becomes a parameter
necessary for calculating the key information. and the
person who sets information in the SAM in this regard,
the setting may carried out by such  a mechanism not
only when setting the logs ?rocess ing  section
specific information, but also when setting the  other
information, such as key information, et..., which
becomes necessary for the ".AM a to perform
processing. 



The above-described series of processing can be
executed by hardware or can he executed by software.
When  the series of processing is executed by
software, the  programs constituting the software are
built a dedicated  hardware of a computer.
Alternatively, the various programs  are installed in,
for example a general-purpose personal  computer
capable of executing various functions from a
recording medium. Fig. 21 is a block diagram
illustrating an example of  the configuration of a
personal computer for e:a citing .__C`  above
describe' series of processing. A CPU 101 executes
various kinds of processing in accordance with the
programs  44 - S06P1299  stored in a ROM 102 or a
storage section 1::0. A PAM 10:. appropriately stores
programs be executed by the CPU 101,  data, etc. The
CPU 101, the ROM 102, and the PAN 103 are mutually
connected with a bus 1.04 An S [ 1 i ;/'rot ut .
interface 105 is connected cc the CPU  10through the
bus 10 t. An input section 106 including a  keyboard,
a mouse, a microphone, etc., and an outpuL section,
107 including a. display, a speaker, etc., are
connected to  the input/output interface 105. The CPU
101 executes  various kinds of t _`c._sing accordance
with stKu ions  input from the input section 106. ~The
cep? 101 outputs the.  result the processing to the
output section 107. The storage section 108 connected
to the input /o put.  



interface 105 includes, for example a haid disk, and
stores  the programs executed by the CPU 101 and
various kinds  data. A communication section 109
_...?.,u with ,:i rnal apparatuses t _ough a network
such the interne;,  a local area network, etc. Also,
the programs may be obtained , through r he ._.
mmunicat._ ?T: section 109, and may be storeci the sto
ai  section 108. When a removable medium 11, such as a
magnetic disk,  optical disc, a magneto - pt. c a or a
semiconductor  memory, etc., is attached, a drive 110
connected to the  input/output interface 105 drives r
medium, and obtains 4 306P1299  the program and the
data recorded there. The obtained program and data are
transferred to the storage section 108  as necessary,
and is stored ..here. The rogram, recording medium for
storing the programs,  which are installed in a
computer and executable by the  computer, includes, as
shown in Fig. 21, a removable medium  _li which is a
package medium including, such as a magnetic  disk
(including a flexible disk), an optical disc
(including  a CD--ROM (Compact Disc-Read Only Memory)
and a DV'D (Digital  Versatile Disc)), a
magneto-optical disc, or a semiconductor  memory, etc.
Alternatively, the program recording medium  includes
a ROM 1_02 for storing the programs temporarily or
permanently, a hard disk constituting the storage
section  



108, etc. The storage of the programs into the program
recording medium is carried out through the
communication  section 109, which is a router, a
modem, etc., as necessary,  or using a wired or
wireless communication medium, such as a  local area
network, the Internet, a digital satellite
broadcasting, etc. In this regard, in this
specification, the steps  describing the programs to
be stored in the program  recording medium include the
processing to be performed in time series in
accordance with the described sequence as a  matter of
course. Also, the steps Anclude the processing  which
is not necessarily executed in time series, but is --
46 - WOU 1259  executed in parallelor individually,
Als i in this specification, a system represents the
IntRe apparatus including plurality of apparatuses,
should b .,ii.'.e (_t.u by these skilled in i;f:_, art
that various modifications, combinations, ons , b..co
0 combinations, r d2.:,x.2:' t.IliK  and alterations
may occur depending on design requirements  and o:he>
.. < on ..r. , t al they are within the scope of  the
appended claims or the equivalents thereof. WHAT IS
CI:R-,MED IS  7 in In or -a- _M processing apparatus
for using key  A.nf!::rmati:on calculated on the basis
of information including information obtained from an
IC chip 



as a communication :r.t:y on the other end in order to
perform encryption processing with the IC chip, the
information processing apparatus comprising: among a
plural ity of calculation modules for  calculating the
key information being individually different.  in
accordance with predetermined algorithms, control
means for causing the ca' culati.on module  identified
by identification information input from the  outside
to calculate the key information; and encryption means
for encrypting data by the key  info:znati.:n.
calculated; wherein the control means causes the
:atcu:atiori module  to calculate the kepi information
on the basis of a parameter.  input by an
administration unit in addition to the information
obtained from the IC chip as a communication  party on
the other end. 48 A method cinformation processing of
an  information process.i.ng apparatus for wing key
information  calculated on the basis of predetermined
information  including informat:i.on. obtained from an
IC chip as a  commnunicat o party r r th other end in
order to perform,  encryption processing with the IC
chip, the method  comprising the steps of among a
plurality of calculation modules for  calculating the
key information being individually different  in
accordance with predetermined algorithms, 



control.l.ing for causing the calculation module
identified by id; it:.i cation information input from.
the  outside to calculate the key ini'.ormaior.; and
encrypting for encrypting data by the key :information
calculated. 3. A program for causing a corn ut:e.r to
perform  i.nfor.matton processing in an information
processing  apparatus for usinmg key information
calculated on the basis of predetermined inforrmat:ion
including information obtained  from an IC chip as a
communication party on the other end in  order to
perform encryption processing with the IC chip, the
program comprising the steps of: among a plurality of
calculation modules for  calculating the key
information being individually different  - 49  in
accordance with predetermined algorithms,  controlling
for causing the calculation module identified by
identification information input from the  outside to
calculate the key information; and encrypting for
encrypting data by the key information  calculated. 4.
For an information processing apparatus for using  key
information calculated on the basis of predetermined
information including information obtained from an IC
chip  as a communication party on the other end in
order to  perform encryption processing with the IC
chip, a setting  apparatus for setting part of
information among the  



predetermined information, the setting apparatus
comprising: first encryption means for encrypting part
of  information input by an administration unit among
the  predetermined information; second encryption
means for encrypting an entire file  describing
information encrypted by the first encryption  means;
generation means for generating a predetermined
format.  fii.e enabling the information processing
apparatus to  capture information on the basis of a
file obtained by being  subjected to encryption by the
second encryption means; and setting means for
outputting the predetermined format file generated by
the generation means to the information  processing
apparatus and setting part of information among  the
predetermined information. 5. For an information
processing apparatus for using  key information.
calculated on the basis of predetermined  information
including information obtained from an IC chip  as a
communication party on the other end in order to
perform encryption processing with the IC chip, a
method of  setting part of information among the
predetermined  information, the method comprising the
steps of: encrypting part of information input by an
administration unit among the predetermined
information;  encrypting an entire file describing the
encrypted  information; generating a predetermined
format file enabling the  



information processing apparatus to capture
information on  the basis of a file obtained by being
subjected to the  encryption; and outputting the
generated predetermined format file  the information
processing apparatus and setting part of  information
among the predetermined information. 51  




