A CHIPSET-INDEPENDENT METHOD FOR LOCALLY AND REMOTELY

UPDATING AND CONFIGURING SYSTEM BIOS Background The

present disclosure relates generally to information handling systems, and

more particularly to updating the basic input output system of an

information handling system. As the value and use of information

continues to increase, individuals and businesses seek additional ways to

acquire, process and store information. One option available to users is

information handling systems. An information handling system (IHS)

generally processes, compiles, stores, and/or communicates information
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and information handling needs and requirements vary between different

users or applications, IHSs may also vary regarding what information is

handled, how the information is h@adikebdrav much information is

processed, stored, or communicated, and how quickly and efficiently the
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specific use such as financial transaction processing, airline reservations,

enterprise data storage, entertainment, and/or global communications. In
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communicated. The variations in IHSs allow for IHSs to be general or configured for a specific
user or specific use such as financial transaction processing, airline reservations, enterprise
data storage, entertainment, and/or global communications. In addition, IHSs may include a
variety of hardware and software components that may be configured to process, store, and
communicate information and may include one or more computer systems, data storage

systems, and networking systems.

A basic input/output system (BIOS) is generally a memory resident software
program which includes instructions required to control computer peripherals such as the
keyboard, display screen, disk drives, serial communications, and other functions without
relying on a hard disk. The BIOS may be referred to as ‘firmware’ since it is typicélly stored in

a non-volatile memory (NVM), e.g., flash memory. This ensures that the BIOS will be available

to boot the system, even when there is a disk failure.



program, both of which are well known to those skilled in the art. The
SETUP code lets a user configure the computer system in a desired
manner, e.g., by specifying whether certain features are enabled or
disabled, and by specifying certain preferences. Computer system
configuration generally refers to a process for setting, defining, and/or
selecting hardware, software properties, parameters, or attributes of the
system. The POST code tests and initializes various components, when
the system is activated. Both the SETUP and POST codes are typically
stored in NVM such as flash memory. Presently, application software
programs such as a remote BIOS update program (RBU) and/or a remote
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included to put memory circuits in self refreshing mode during the

initialization. Additionally, some chipsets used in server designs may

initializ& wrenityryeafi@atenintétmalcopsomesel eugh afterrarperpBi€ralupdate program
Rmmenﬁrg r@ﬁ%ﬁ@%ﬁ&&rﬁ?@l) Pfé’?fé%’é%@h%ﬁ%@%lébfé%ﬂ@&é@ {8 BIOS either

¥ rove U atnil ?qIINVM IHS acordln it would be desirable

OC? %(ﬁ o remotely ‘or L?[S%% RS éoea&éﬁﬁcﬂﬂﬁ&ﬁwilﬂa% fge BIOS
remﬁtfép@rnlgé@ﬁyowm@limlnamngatﬁcw@i@s@v wiiwentehel HisadRzaena§es8,688 entitied
‘Mdegadindtit pEofmethodsiisauased Abrve UBUmMAY BERR fIsgoingput System

is_addre d b teachings of the present disclosure, which
818%2%5 (')n%édgf}%g aérll tﬁ%M of an IHS. In a first aspect, a method for

updating a non-volatile memory (NVM)
However, implementing a change or modification to the BIOS may be cumbersome

O

since the BIOS code often needs to be modified depending on the limitations of a particular
chipset deployed in the IHS. For example, memory initialization code may need to be modified
for every chipset supported. Special BIOS code may be included to put memory circuits in self
refreshing mode during the initialization. Additionally, some chipsets used in server designs
may initialize memory after an internal bus reset, e.g., after a peripheral component
interconnect (PCI) bus reset.

Therefore, a need exists to improve updating the NVM of an IHS. Accordingly, it
would be desirable to provide for remotely or locally updating the BIOS code in manner that is
independent of the limitations of a chipset, absent the disadvantages found in the prior
methods discussed above.



included in an information handling system (IHS) is provided. The method
includes: verifying a plurality of conditions permitting the updating of the
NVM from a memory of the IHS; preserving contents of the memory;
updating the NVM from the memory; and resetting the IHS in response to
the updating by enabling a cold reboot. Verifying the plurality of
conditions includes: verifying a warm reboot status of the IHS; verifying
an update request bit set in anotherSnomasiatile memory (ANVM) of the
IHS, the update request bit being indicative of a pending request to
update the NVM from the memory; and verifying a checksum error status
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In a second aspect, a method for updating a non-volatile memory (NVM)
included in an information handling system (IHS) is provided. The method
includes: verifying a plurality of conditions permitting the updating of the NVM
from a memory of the IHS; preserving contents of the memory; updating the
NVM from the memory; resetting the IHS in response to the updating by
enabling a cold reboot; providing a user interface, the user interface being
provided prior to the updating; and providing an output via the user interface,

the output being indicative of a completion status of the updating.

In a third aspect, a method for updating a non-volatile memory (NVM)
included in an information handling system (IHS) is provided. The method
includes: verifying a plurality of conditions permitting the updating of the NVM
from a memory of the IHS; preserving contents of the memory; updating the
NVM from the memory; resetting the IHS in response to the updating by

enabling a cold reboot; initializing interrupts capable of interrupting the updating;



includes: verifying a plurality of conditions permitting the updating of the

NVM from a memory of the IHS; preserving contents of the memory;

updating the NVM from the memory; and resetting the IHS in response to

the updating by enabling a cold reboot. The application program included

in the IHS is executable for: providing an updated image for the NVM,;

storing the updated image in the memory; and resetting a processor of
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ntentS of the memory. The BIOS stored 4 in the NVM is updated from
thSmemory. A user interface is provided to display status of the updating
of the NVM to improve user experience. Upon completion of the updating

the IHS is reset by enabling a cold reboot, thereby enabling the changes
made ttBdBIOESRE ke flfermation handling system (IHS) is provided. The

IHS comprises: a processor; a bus coupled to the processor; a memory coupled
to the bus; an NVM coupled to the bus; and a basic input output system (BIOS)
capable of updating the NVM. The BIOS includes instructions for: verifying a
plurality of conditions permitting the updating of the NVM from the memory;
preserving contents of the memory; updating the NVM from the memory; and
resetting the processor by enabling a cold reboot. The plurality of conditions
includes: a warm reboot status; an update request bit set in an ANVM coupled
to the bus, the update request bit being indicative of a pending request to

update the NVM from the memory; and a checksum error status of the ANVM.

According to one embodiment for updating a BIOS code stored in an
NVM included in an IHS, a plurality of conditions permitting the updating of the
BIOS stored in the NVM from a memory of the IHS are verified. The contents of
the memory are preserved by disabling interrupts and disabling bus masters
capable of causing a change in the contents of the memory. The BIOS stored



Several advantages are achieved according to the illustrative

embodiments presented herein. The embodiments advantageously

provide for an improved automated technique to change contents of the

NVM in a manner that is independent of a chipset, and limitations thereof,
being utilized in the IHS. An application program, which may be executing
locally in the IHS and/or may be executing at a remote location coupled to
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each specific chipset. The changes made to the BIOS take effect after a cold
boot event of the IHS.

Brief Description of the Drawings

FIG. 1 illustrates a block diagram of an IHS, according to an

embodiment.

FIG. 2A is a flow chart illustrating a method for updating an NVM of

an IHS, according to an embodiment.

FIG. 2B is a flow chart illustrating additional details of verifying a
plurality of conditions described with reference to FIG. 2A, according to an

embodiment.

FIG. 2C is a flow chart illustrating additional details of preserving
contents of a RAM described with reference to FIG. 2A, according to an

embodiment.



objectives and advantages thereof, will best be understood by reference

to the following detailed description of an illustrative embodiment when

read in conjunction with the accompanying drawings. The functionality of

various circuits, devices, boards, cards, modules, blocks, and/or

components described herein may be implemented as hardware

(including discrete components, integrated circuits and systems-on-a-chip

'SOC"), firmware (including application specific integrated circuits and
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technique to provide the updates locally . It .cmotely is to develop chipset

specific BIOS code to workaround the Timitations of the chipset. However,
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effect. For purposes of this disclosure; an IHS may include any

instrumentality or aggregate of instrumentalities operable to compute,

Classifgoisx;@bfé@?qra ?ﬁﬁn%%éﬁt up of a device and/or a system and refers to a

process for setting, defining, or selecting hardware and/or software properties, parameters, or
attributes of the device and/or the system. Certain types of new technologies such as plug-
and-play may automatically configure the device.

BIOS code and/or configuration data for an IHS may need to be updated to
enhance functionality and/or fix defects. A well known technique to provide the updates locally
or remotely is to develop chipset specific BIOS code to workaround the fimitations of the
chipset. However, developing chipset specific BIOS increases developments costs and adds
time delays in introducing new products. Thus, a need exists to provide for updating BIOS
code that is independent of the chipset design.

According to one embodiment for updating a BIOS code stored in an NVM included
in an IHS, a plurality of conditions permitting the updating of the BIOS stored in the NVM from
a memory of the IHS are verified. The contents of the memory are preserved by disabling



retrieve, originate, switch, store, display, manifest, detect, record,

reproduce,-handle, or utilize any form of information, intelligence, or data

for business, scientific, control, or other purposes. For example, the IHS

may be a personal computer, including notebook computers, personal

digital assistants, cellular phones, gaming consoles, a network storage

device, or any other suitable device and may vary in size, shape,

performance, functionality, and price. The IHS may include random
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FIG. 1 illustrates a block diagram of an IHS 100, according to an embodiment. The
IHS 100 includes a processor 110, a random access memory (RAM) 120 (also referred to as
main memory), an NVM 122, a display device 105, a keyboard 125 and an /O controller 140
for controlling various other I/O devices each coupled to a bus 150. For example, the I/O
controller 140 may include a keyboard controller, a cursor device controlier and/or the serial
I/0 controller. It should be understood that the term “information handling system” is intended

to encompass any device having a processor that executes instructions from a memory
medium.

In a particular embodiment, another or additional non-volatile memory (ANVM) 160,
e.g., a battery backed CMOS memory, is coupled to the bus 150. The ANVM 160 is used to
store IHS configuration data such as hard disk settings, devices and /O ports, date and time



120 is used to store an application program 170. The application program
170 includes one or more instructions that are executable by the
processor 110 to generate a new image for the BIOS 180, and hence for
the NVM 122. In a particular embodiment, the new image is stored by the
application program 170 in the RAM 120 prior to updating the BIOS 180 in
the NVM 122. The application program 170 may be executed to update
the NVM 122 locally or may be executed by a remote process executing
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IHS 100. The memory medium, e.g pre erably stores
instructions (also known as a "software program"”) for implementing
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such as PCl, PCle, ISA, USB, SMBus, and similar others. A communications device 145, such
as a network interface card and/or a radio device, may be connected to the bus 150 to enable
wired and/or wireless information exchange between the IHS 100 and other devices/systems
(not shown) such as the AIHS. In a particular embodiment, the IHS 100 may include multiple
instances of the processor 110, e.g., in a multicore, multiprocessor system.

The processor 110 is operable to execute the computing instructions and/or
operations of the IHS 100. The memory medium, e.g., RAM 120, preferably stores instructions
(also known as a “software program”) for implementing various embodiments of a method in
accordance with the present disclosure. An operating system (O8) 122 of the IHS 100 is a
type of software program that controls execution of other software programs, referred o as the

application software programs, e.g., the application program 170. In various embodiments the



procedure-based techniques, component-based techniques, and/or

object-oriented techniques, among others. The BIOS 180 is typically

programmed in an assembly language. Software may also be

implemented using C, XML, C++ objects, Java and Microsoft's NET

technology. In a non-depicted, exemplary embodiment, the IHS 100 is

operable in a plurality of operating modes such as a startup mode, an idle

mode, a run-time mode, a safe mode and similar others. The IHS 100
instractipive degoribeditaize pperatisgima Warmmpree eolshstartuitos hegtUmciuding
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HS 100 may exit the startug@mo e whent ST code execution
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SofigyastemajOB)o182 ofinkenliBd 06inF He, K1 00-majebs deseribed] tichesofts NET
tectPRBIGSING in a run-time mode when the OS 122 is loaded and is operable

to execute one or more application programs such as the application

program 170. FIG. 2A is a flow chart illustrating a method for updating an

NVM dh &nrraSierigtaskdingmolam enibutimaehithie & pdtiidanembediment;ality of

opetbﬁw@%&s%&ﬁtéﬁt@&}/am@ $a608, as e MYM 122 an6hiHRdse, a safe mode and

bed with ref to FIG. 1.
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boo?s“@%@@é?eﬂ%‘g@f?&%@a@i%%d@f@dﬁﬁ@ég@é‘ﬂﬂw@ﬁ?l‘é)‘samooﬁﬁffemﬁfﬁﬁwe"rhe IHS
100NWAV 422the stapagtioas embohm et ST InetexerReesSABHYIcte and control is

tran@%PJé%aﬁ}'&H progia %%?Po“ﬁk%gog&e%gg £teuﬁ'§o§5‘9?2asf ?réqugqlo%enfﬁe IHS 100

be executed to generate t d image ste

mamsaét%%cr%@g%%&%%@aqadauy m@m%t@m@ yfb@edthﬁ A8 RAAVis1 Padasdand is

opeaablapdatecreguesvfiager dipis=ienipriyesAN ¢MHEO tHaeltipg dhenypeiaten 170.
request bit is indicative of a pending request to update the NVM 122. For
example, an RBU program or an RCI may request an update of the BIOS

by setti rl@ thé (pFatPPehadt Hayranpgap Ao fbsesstrdimnalyitish an HS,
acceoingniard suthodsRROC dNHTisugerenatethimnthiapplidatienstagtain th

as thé Qi ptiatedthed Rdating AfdneMN\Vd22s A Rariisy l@és%mgeme@tferenc

in a multiprocessor system multiple processors may be reset by the
processor initialization command. At step 216, a plurality of conditions are
verified to be valid and/or set prior to the updating of the NVM 122

At step 210, an application program such as the application program 170 is
executed to generate an updated image of the BIOS 180 stored in the NVM 122. in a
particular embodiment, a remote process and/or application program executing on another
IHS, such as a central server, may be executed to generate the updated image. At step 212,
the updated image generated locally or remotely is stored in the RAM 120 andv an update
request flag or bit is set in the ANVM 160. Setting the update request bit is indicative of a
pending request to update the NVM 122.  For example, an RBU program or an RC| may
request an update of the BIOS by setting the update request flag. At step 214, a processor
initialization command such as PROC_INIT is generated by the application program 170 to
initiate the updating of the NVM 122. In a particular embodiment, in a multiprocessor system
multiple processors may be reset by the processor initialization command. At step 216, a
plurality of conditions are verified to be valid and/or set prior to the updating of the NVM 122



9 from the updated image. Additional details of the plurality of tests
verified are described with reference to FIG. 2B. At step 218, contents of
the RAM 120 including the updated image are preserved and/or
protected. Additional details of preserving the contents of the RAM 120
are described with reference to FIG. 2C. At step 220, the NVM 122 is
updated from the updated image stored in the RAM 120. That is, contents
of the updated image stored in the RAM 120 are copied to the BIOS 180

frorstoredgdtaiee NMdt.122dkecditiopalidelpiledfiuptgtingdhe MvMdaz ér:e%@ibed with
id re described with reference to FIG. 2D. At step 222, the
© %%S%%gﬂﬁ%%get by enabling a cold reboot. The cold reboot loads the
updated image of the BIOS 180, thereby allowing the changes included in

the updsitet¢p talee effesttslnfaipartiaularembadinets sieRse2 1hagd 8r2BRserved
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rov¥ chart illustrating additional details of verlglng a plurality of conditions
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ifi adin redefined memory location, e.g., a par
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by Wé@éﬁw@dwﬁéﬁm@ﬁ IB@%\ﬂ@hd rﬁm@h lpesisefinedadiatd suateas thepRIOSHMRA thereby
aliohiihgaHe thaA§ staRcRE64 irahspgates rt@qa@@tehge%enmsavsémegktépég@oésﬁﬁ@m steps

e such ic 1'. The updati setis
21@%&%@ %ddgggﬁé‘?ncga r?@ﬁé’ﬁ%mﬁ Rte e tfiﬁ/ gﬁﬁé éi%e RAM 120,
as was described with reference to step 212 of FIG. 2A. In a particular

embodifr@neBhie update crequistdiset iniatses indResAN M RHY LY theraity of
con%RIBhga&@&rW&QW r%? Q%ﬁ%%sttoegt QQBaOfCFH%C A‘ n err ! %%tuasnogr%%?dlment At

VM 160 is verified to ree from errors to el |na e urrence o

S‘e%&?@ it WRFET eborietieasy Yty tRe! 0P e ftietie dp @tpweulzte@@dfmem the
warflovelsiarstitus tratinge addiiors details afipsastrengshecontants of thes particular
;OCA%&MA%Q@%&W@@ with a%tsmmt%@ne?%ﬁe% Jb m%%f %&35%9& ﬁ%oa hemory

embodiment, At _step 2182, interrupts signals capable of interrupfin
'OCﬂB&a&"ﬁ&Bfﬂfﬁsemw 993 S 1H1cH e PREARIESOBM BRI 240 SIRFaR 14, 2n update
reqeseirpibkatyis verifide pidte det lzoplienefitethstamtialitation vy ‘1. The update request

bit set is indicative of a pending request to update the NVM 122 from the RAM 120, as was
described with reference to step 212 of FIG. 2A. In a particular embodiment, the update
request bit set is stored in the ANVM 160 by the application program 170. At step 2166, a
checksum error status of the ANVM 160 is verified to be free from errors to eliminate

occurrence of a single bit error accidentally setting the update request bit.

FIG. 2C is a flow chart illustrating additional details of preserving the contents of the
RAM 120 described with reference to step 218 of FIG. 2A, according to an embodiment. At
step 2182, interrupts signals capable of interrupting the updating of the NVM 122 and/or the
RAM 120 are initialized. In an exemplary, non-depicted embodiment, the initialization may
include reinitializing an 8259 programmable interrupt controller (PIC), which handles the

interrupt requests (IRQ’s), and the interrupt vector table (IVT). At step 2184, the interrupts are
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include reinitializing an 8259 programmable interrupt controller (PIC),
which handles the interrupt requests (IRQ's), and the interrupt vector
table (IVT). At step 2184, the interrupts are 10 disabled to prevent or
avoid the interruption of the updating. At step 2186, a bus master device
such as a PCI bus master and hardware interrupts are disabled. FIG. 2D
is a flow chart illustrating additional details of updating the contents of the
NVM 122 from the RAM 120 described with reference to step 220 of FIG.
disgdiecatrordirgttoraavaambedimentp tRirstepi2? Qpdainger Anteydpce 8, a bus master

devREOYIRRG L0 IFHIBYE HEGE AXREHERGR M A0 RMRIANJI0R-depicted
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iepce. t u i C of whethe
U SRl oo

IMA%e SL6AE" tf‘f’n@/i%ﬂzﬂﬂj%?ﬁf&?@a@o?&dé&%@@tﬁnﬂgoréf@%ﬁbthe NVM
122t0 AterR Paas, Bl GiRA dsdesatitn appdiditiutapembedimest sire. upeateturn code is

indiEgauest MieSRt tﬁ&lﬁﬂ%ﬁg B15eEIBa RERARINGd HiRlesYeh cﬂ%t@@t’%%rs At step
ith refe;ence to FIG.'s 2A, 2B, 2C and 2D various steps described above

220 5, ORGP S TR h R BB P e PRI AR IR = Cometin
statppdevtnUrds éxdieapile, oh anptrictiiar epdbedinént, MEE referensectorBl@ed with or

withdhs apadditignal %@U@Yap%ﬁgg%%@@ptﬁétﬁgra%% dp Hg?é’éqgngndescrlbed with

uninterruptibl ow [ UPS) to the IHS 100
et {a s% ug )g ms%r%S 't%e) (g:/omﬁ tih DPFREURLSHIRS qggf%ftﬂ?eu%%% request bit
set ipgeepr @Hé’@%*ﬁt) efrieqrined sialgreugtirisgrthelN'UM updating process.

With reference to FIG.’s 2A, 2B, 2C and 2D various steps described above may be
added, omitted, combined, altered, or performed in different orders. For example, in a
- particular embodiment, with reference to FIG. 2A, an additional step may be added before step
210 to provide an uninterruptible power supply (UPS) to the IHS 100. The UPS may
advantageously insure the completion of the updating task of the BIOS 180 in the event of a

power failure during the NVM updating process.

FIG. 3 is a flow chart illustrating a method for updating a BIOS of an IHS, according
to an embodiment. In a particular embodiment, the BIOS is substantially the same as BIOS
180 and the IHS is substantially the same as the IHS 100 described with reference to FIG. 1.
At step 302, code for the BIOS 180 stored in the NVM 122 is activated by a BIOS reset vector

in response to a processor initialization or reset. Even though the processor is reset, many
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FIG. 3 is a flow chart illustrating a method for updating a BIOS of an IHS,
according to an embodiment. In a particular embodiment, the BIOS is
substantially the same as BIOS 180 and the IHS is substantially the same
as the IHS 1 00 described with reference to FIG. 1. At step 302, code for
the BIOS 180 stored in the NVM 122 is activated by a BIOS reset vector
in response to a processor initialization or reset. Even though the
processor is reset, many |l components of the IHS 100 are substantially in
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substantlally similar to step 2164 scr eference
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At seguetting tepopdate cetdeiemitatichd RBade wheHmnmeqiesydersaipdate, a

detSIRFIRAING %%@%B@%M@%Q&*&%@@%ﬂ% %R%He;d]c%’s é1 2RANZEAcksum,

determining that the IHS 100 is not in a warm reboot, or there is no
pending request for the update of the BIOS, or there is a checksum error,
BIOS ébanuE withetroteditidaahPOBT thettrer e witichnistitializesthesboot, or

theRAVhA 23 ameis-avaliahie e lpadithsr@s %SABﬂﬁBréﬂs“aaaE%ERf&Wé’Pn%r BIOS

at the, IH 100 i reboot, and there .is a pendin uest for

h
cor e T R B P R e R B A My avaiasle
to '@Ped/tbé @ﬁ)ﬁ#% thiestrindivg akejuestingi dzadbth BIGS 1Pans e msvexecutiont, and there

is efr@mdhg h@ébgbsﬂ-z& Tﬁ&d@;ﬁéﬁ?@i/ ;Ea§@@daﬁd%q§3?&qjse 9 %bﬁé%Tlez%r for the
e Is. alreaqy. In tne arm reboo he
e s S o REaR e N WA 130 B St A e NV
‘%Be%uéh%a%%@?%fe %r@qﬁe\/@ctb@s%\d/bwméﬁa;ﬁ!@@wmmm aready in the
RAKe hitiakzedhénarparicutar emberimens st 316 iscrbstantrlly #heram 120 to
perﬁﬁmgcﬁ%mgl%t&&%%ﬁg %?%?%5%%@3{%‘%%% ce>r£0arEc|1%r m%rrupt cgﬁtr%iligr’s are re-

hardware Interrupts and
initialized. In a pamcuiar embodiment, step 316 is substantially the same as the step 2182

described with reference to FIG. 2C. At step 318, hardware interrupts and PCl bus masters
are disabled. In a particular embodiment, step 316 is substantially the same as the combined
steps 2184 and 2186 described with reference to FIG. 2C.

At step 320, a video device is re-enabled and video interrupt (INT10h) is restored to
the handler from the last boot to improve user experience. In a particular embodiment, step
320 is substantially the same as the step 2201 described with reference to FIG. 2D. At step
322, a text message is displayed advising about the update status and a checksum is
performed on the RAM 120 to check the integrity of the updated image stored in the RAM 120.
Upon verifying the checksum, the BIOS is updated by copying contents of the RAM 120 where
the updated image is located to the NVM 122. At step 324, another text message is displayed
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are disabled. In a particular embodiment, step 316 is substantially the
same as the combined steps 2184 and 2186 described with reference to
FIG. 2C. At step 320, a video device is re-enabled and video interrupt
(INT10h) is restored to the handler from the last boot to improve user
experience. In a particular embodiment, step 320 is substantially the
same as the step 2201 described with reference to FIG. 2D. At step 322,
a text message is displayed advising about the update status and a
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180 in the event of a power failure during the NVM updating process.
Althou g}? illustrative embodiments have been shown and described, a
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1. A method for updating a non-volatile memory (NVM) included in an
information handling system (IHS), the method comprising: verifying a MCSLLP
plurality of conditions permitting the updating of the NVM from a memory
of the IHS; preserving contents of the memory; updating the NVM from
the memory; resetting the IHS in response to the updating by enabling a
cold reboot; and wherein verifying the plurality of conditions includes:
verifying a warm reboot status of the . yerifying an update request bit
set in another non-volatile memory ( ) of the IHS, the update
request bit being indicative of a pending request to update the NVM from
thvaanierdanyieane: verifying a checksum error status of the ANVM. 2. The
method of claim 1, wherein the verifying of the warm reboot status is

Werfor%eﬂaxoaeﬁﬁ'ugo%tmggeﬁm%ra%mmme(mﬁmqmm VieHlyiRgbrmation

a match between contents stored at the predefined location and

predefififiRgy8 e AL AR MERHIAE PHERY olatile memory (NVM)
included in anvisrftyintatioplunalitglisfgceystiéomg| H&Mthiegnigt oo datinprisirtge NVM
verifyir}goﬁlp% %lrl% &qﬂg H%ls permitting the updating of the NVM from

a memory o e IH - preserving contents of the memory; updating the
NVM from theol"ﬁéﬁMfiﬂ reBtRNIRPIHBSIMSMPésponse to the updating by
enabling a co@mmgtthQNVMIngmmmmmce wherein the user

interface Is prowggq‘& %)r Qs‘%%@;?%g?egtoa{ﬂ% updating by enabling a cold reboot;
and

wherein verifying the plurality of conditions includes:

verifying a warm reboot status of the |HS;

verifying an update request bit set in another non-volatile
memory (ANVM) of the IHS, the update request bit being indicative of a
pending request to update the NVM from the memory; and

verifying a checksum error status of the ANVM.

2. The method of claim 1, wherein the verifying of the warm reboot status is
performed by:
reading a predefined location in the memory; and
verifying a match between contents stored at the predefined location

and predefined data.

3. A method for updating a non-volatile memory (NVM) included in an information
handling system (IHS), the method comprising:
verifying a plurality of conditions permitting the updating of the NVM
from a memory of the IHS;
preserving contents of the memory;
updating the NVM from the memory;
resetting the IHS in response to the updating by enabling a cold reboot;
providing a user interface, wherein the user interface is provided prior to

the updating; and
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14 MCSLLP providing an output via the user interface, the output being

indicative of a completion status of the updating. 4. The method of claim 3,

wherein the providing of the user interface includes: enabling a display MCSLLP
device; and enabling a video interrupt. 5. A method for updating a

non-volatile memory (NVM) included in an information handling system

(IHS), the method comprising: verifying a plurality of conditions permitting

the updating ofihediy Mn featpLa Metrerysef theHdSe RFRseNNHIY BeIRtEMdicative of

of the rgecmror{%/lénu dz%titr&% tQ?h’él\dM gr,ipnm the memory; resetting the IHS in

response Bhe l?pqsa INg By enagﬁng & cold reboot; initializing interrupts

capable of interrupting the updating; disabling the interrupts to prevent

ipterruption pEthsdaiings anskdinaRingRiBug tratenganatieRk includes:
changing the con qnts of the}?&nemo . The method of claim 1, wherein

. 6
the updating of A 'Rﬁ/ﬁ/ldi'g‘? e%eé'ﬁ%rlgérﬂngf a chipset included in the IHS.

7. The methockoéiliagra Vifiathetecomiprising: resetting a processor of the

IHS, wherein the resetting of the processor causes the verifying of the

plurality of conditions. 8. A method for updating a non-volatile memory . _

) fh&l?é’é%#iFP&HRH?&WﬂﬁiBﬂ”W&W&‘l’ﬁw&@%‘?@H"&N—\\@)!Qﬁ'@%@tﬁoﬂ¥ information

comprisiagdiirerifystgra (hsalityeohetrditonppsmypitting the updating of the

NV o & MeraRs of Gk’ S SoRRfRA L YRR the WRBRRY of the v
M from the me

updatinfg the NV ory; an
rom a memory of the IHS;

preserving contents of the memory;

updating the NVM from the memory;

resetting the 1HS in response to the updating by enabling a cold reboot;
initializing interrupts capable of interrupting the updating;

disabling the interrupts to prevent interruption of the updating; and

disabling a bus master capable of changing the contents of the memory.

6. The method of claim 1, wherein the updating of the NVM is independent of a
chipset included in the IHS.

7. The method of claim 1 further comprising:
resetting a processor of the IHS, wherein the resetting of the processor

causes the verifying of the plurality of conditions.

8. A method for updating a non-volatile memory (NVM) included in an information

handling system (IHS), the method comprising:

verifying a plurality of conditions permitting the updating of the NVM
from a memory of the IHS;

preserving contents of the memory;

updating the NVM from the memory; and
resetting the IHS in response to the updating by enabling a cold reboot;
wherein the application program included in the IHS is executable for:

providing an updated image for the NVM;
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resetting the IHS in response to the updating by enabling a cold reboot;

wherein the application program included in the IHS is executable for:

providing an updated image for the NVM; 15 MCSLLP storing the MCSLLP
updated image in the memory; and resetting a processor of the IHS to

initiate the updating of the NVM; and wherein the updated image includes

updated configuration of the IHS. 9. The method of claim 8, wherein the

updating of th&&lr?%bﬂtﬂ’g?ﬂ&d@?éd%{@iﬁgﬂét@@fﬂ%@f tHig memory;
uncompressing the updated image in t mory: storing the update ,
image in the N%ﬁ@l&'géiﬁr%oac?g?ﬁrnoé%geﬁ#cgsﬁ%'en 'zgl%trﬁiéqa igﬁ%}g‘ 8??;16%\/'\/" and
providingergiortisletiviatethivaesipoitdasd nédiedingrioleatipomé the thes.
plurality of conditions. 10. The method of claim 1, wherein the cold reboot

of the IHS enables updates made to the NVM to take effect. 11. An
il R e R

coupled to thaplﬁdemmtewimmmeWWd to the bus; an NVM coupled

to the bus; angrfé_m&l%é@f?x‘%ttﬂgtf?bﬁééﬁtﬁ%égkQ@e‘%ﬂBﬁ@ﬁ/Pf updating

the NVM, wherein the BIOS includes instructions for: verifying a plurality
of conditions &N tReaisddMAgDIHRE NVKE from the memory;
preserving costgmtg afrthermesderyy thpdeatiigatlieen iyt drom the memory;

providing a completion status output; and

resetting at least one of the plurality of conditions.

10. The method of claim 1, wherein the cold reboot of the IHS enables updates
made to the NVM to take effect.

11. An information handling system (IHS) comprising:
a processor,
a bus coupled to the processor;
a memory coupled to the bus;
an NVM coupled to the bus; and
a basic input output system (BIOS) capable of updating the NVM,
wherein the BIOS includes instructions for:
verifying a plurality of conditions permitting the updating of the
NVM from the memory;
preserving contents of the memory;
updating the NVM from the memory;
resetting the processor by enabling a cold reboot; and
wherein the plurality of conditions include:
a warm reboot status;
an update request bit set in an ANVM coupled to the bus, the update
request bit being indicative of a pending request to update the NVM from the
memory; and
a checksum error status of the ANVM.
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resetting the processor by enabling a cold reboot; and wherein the

plurality of conditions include: a warm reboot status; an update request bit MCSLLP

set in an ANVM coupled to the bus, the update request bit being
indicative of a pending request to update the NVM from the memory; and
a checksum error status of the ANVM. 16 MCSLLP 12. The system of
claim 11, wherein the instructions are substantially independent of a

ghipsetiinslygashindhedits1 13videisyate msalietaint ke whisseintity wiaspendent
reboot g}%tuég.is (%%ecrlmjngdnq%ﬁrﬁ%ding a predefined location in the

memory &nd 68 ermlnln% whether Contents stored at the predefined

location match predefined data. 14. The system of claim 11 further

comprising: a user interface coupled to the bus, wherein the user interface
is_provided prior to the updating; and .an output via the user jnterface, the
ddtput Egﬁ@fﬁﬁ@aﬁ’veceﬁg if’r%ﬁ%ﬁ%'ﬂ §Paetu@a6mhr§%%ogaﬁtﬁé®1§ %ﬁteermmed by
systenvedditaina pedefieedifpaateseindhtheprovysaet daigsesning exegtbgoaontents
of the IggifUFUPRRB URSMEJNS A Mmbfch predefined data.

14. The system of claim 11 further comprising:
a user interface coupled to the bus, wherein the user interface is

provided prior to the updating; and
an output via the user interface, the output being indicative of a

completion status of the updating.

15. The system of claim 12, wherein a reset of the processor causes an execution

of the instructions to update the NVM.
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