;e3eh*6” T$8 August 2003 1 Information Processing Apparatus and Met hod, and
Program St orage Medi um Technical Field The present inventign relates to an
i nformation processing apparatus and nmethod, and to a problAér'qu tt?gp(;ge

medi um and nore specifically, to an information processing apparatus and
met hod adapted to. prevent falsificatjion of a software used with data in

order to inhibit fraudul ent copying of the data, and a pr e
medi-um havi ng recorded therein BESiC'ﬁﬂj Non processi ng Imwﬂmmm‘uﬂnﬂt he
prevention of the fraudul ent copying. Backdground Art Recently, as the
digital technol ogy has advanced and has becone snore popul ar, '$1%has becone
possible to digitally record or play back a variety of nusic data, imge
data, etc. to or froma recording nedium As a result, it has becone

possi hifermatiohtRrioveskihg Apyarhtwsemd Method,eamt Progranh Spoadge Madam it s
original data even after repeating data copying a plurality of tines. Wth
t he devel opnent of the digital technol ogy, however, the foll ow ng problens
have occurred: (1) For exanple, when a digital nusic data is copied froma

conpagt di SCqy 1. August 2003 2 (CD) to a hard disc of a personal conputer,
t he ﬁgFg""&ﬁlg‘eﬂgomthe CD can be recorded as it is or conpressed into the

hard disc, so that the nusic data wll be distributed fraudulently in a

| arge vol ufbevpresanhanvantions gelatessto i infosmation procewsing appargtusaingusi c

data is copied froma CD to a hard disc of a personal conputer, the mnusic

dat a idthodcarill &3 4 pboidntan storage aiakunglandansiegrecifically, to an information
processing apparatus and method adapted to prevent falsification of a software used
‘with data in order to inhibit fraudulent copying of the data, and a program storage
medium having recorded therein an information processing program for the prevention

. of the fraudulent copying.

Background Art

| Recently, as the digital technology has advanced and has become more popular,
it has become possible to digitally record or play back a variety of music data, image
data, etc. to or from a recording medium. As aresult, it has become possible to obtain
data not lower in image or sound quality than its original data even after repeating data
copying a plurality of times.

With the development of the digital technology, however, the following

problems have occurred:

(1)  For example, when a digital music data is copied from a compact disc

LT
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nunber of copies is not limted. (3) Wen a digital nmusic data is copied fi
oma hard disc of a personal conputer to an external appargihugust¥ebsas
portabl e device, the original digital nusic data will remain In the hard
disc after the copying, so that it will possibly be copied and distributed
in a large volunme. (4) To prevent the2problem (3) above, the software for

t he personal conputer should be designed so that after the digital nusic

data i ' 8K ep&adbnaP pamputer, thbendataldta frtve ther GDlican beei ng
t he da aBzgg‘ra%ya?qstdé?asede{)thenrmsi c data is noved). However, if the

content in,the hard disc ] ' QL h [o¥ Yoo I ToR: | : re it
i's nov’éetfoéﬂ%&]laﬁé?&%f)g cpmiﬁgeﬁéﬁgu%gilléﬁfi 2@? %’r g(é tl,'[iagt %eirﬁ%%(gggltdsj?lgﬁé;r t he
nove, the data having been Hoved le |l remain in the harﬁ si sc. (5) Wen a
di gi t aflisttibuteddzaudulently paadargesvolymesvige Reimark syrp dsdhe 1Rt ed to an
external apparatus such as portable device, it wll possibly be passed to
an illegal gppar &hen aidigitalimuse duis i oopiedrfsdmos Chhta ahapé disseotext er nal
apparatus is. Wien a digital mnmusic data is passed from an external

appa’ apEisopdf %o&@@%gﬁphﬁgﬁgva&ﬁ Wil BeREsEMBIALd GRBPIEE volimei dihcdessi bl y

be pas 0 an | ugust 2003 3 software since it is not
confirned ,of at .type the software controlling the personal conputer is.
(6) V%BH@MC@PE&)[{‘EWO%E‘F ed fioma CDis dealt with in a personal
computer, |ISRC (International Standard Recor&%ng l(_l)od(gé i ngl uded in the
musi ¢ data €3h b&Vheee digitpliaysicgasenscopicd fFoay 2 harddiscial 4 ne sane as the

other. However, no ISRC data is included in the CD as the case nmay be. In
this cpemsonial chmporRt thas sxfeiraltapparatge sutteasiportable deysies ths exiginabdigitahe
sanme as each other. (7) The above functions can be perfornmed under the

cont r ol afio AaBPi13e falrir? (IRCHERT Alsc GTER the copBing, ish thaeitswill possiblybel f 1 s
em

al tered, an operation not iIntended by the sys esigner will possibly be
done. Disclpsufe. of. theg.lnvwentio cordingly, the present invention has an
obj ect cf’W%ﬁ%‘?ig lli"htgﬁd{}&}éﬁ%%?’%% dr awbacks of the prior art by

provi ding an information processi ng._apparatys a nmet hod, adapted, to

posi ti vely fftdvento peavent El'éﬁnpmjﬁﬁ’@ @3 G’UPeﬁF’I %qu‘ﬁ -eefgrglﬁe R® SQP@LJ vol ume by
anal'yzing and falsifying a software used with the data, and a pr %rag

st or ageomgslitermshawlidnbe designeddsa tleateaften Hee ﬂtﬁltﬁln‘atlﬂ@ndﬁiﬂdééﬁﬂ‘?fg PrtBgr am
An information processing apparatus according to the present invention
conpr i eRserBRASpArafuss iy d4td in dié kaid dist deirg therdatoboumng isrerased Ktheimigsia

sof tware which controls storage or read of the content data into or from
the confenis fahvady! 31598vEEaPThe cBnfétUitt t1ePRard disc is backed up in another
recording medium before it is moved and the data thus backed up is restored to the
hard disc aftér the move, the data haﬁng been moved will remain in the hard disc.
(5) When a digital music data in a hard disc of a personal computer 1S
copied to an external apparatus such as portable device, it will possibly be passed to
an illegal apparatus since it is not confirmed of what type the external apparatus is.

When a digital music data is passed from an external apparatus such

as portable device to a personal computer, it will possibly be passed to an illegal



4 and neans provided in a hardware independent of the controlling neans to
decrypt and execute an encrypted program supplied from theggQ, sﬁ?b? ng
means and supply the result of the program execution to the controlling
means; the controlling nmeans controlling the content data storage or read
to or fromthe content data storage nBans based on the program execution
result supplied fromthe program executing neans. In the infornmation

proc esﬁ%a@ﬁﬁ&émﬁ’n&%nﬁ?ﬁ{e@rﬁf Whhetypeahagefivras contwlkag the persenabenment
information wth Ich the content data stored in itself is managed, and
the control]ling means nmakes the program executing neans execute a
predet%QQH”* 1g‘onputation based on the nmanagenent information. Al so, the
controlling means may be a CPU, the _content data .storjng nmeans may be a
hard disc, €nd t Néher agm&tpé&aé%mprﬁéuwﬁ@%;ffﬁé%ie Mﬁ%%?mﬁr@g ina
sem conductor |1C other than a one in which the CPU as the controlling nmeans
i s bui témpaterpISRO InteonstionilStandad Recarting Gedepinchndad ui thg mwsic data

i nformation processing nethod including, according to the present

| nvent tafibe 58l 8 i g ARERY ohnBkie/6g RIthedathdis HRIVEREE. HBWbveRlD of [

om confent dafa storage neans based on a result of a program execution by a

progr ecutin ns. t above obj ec an he a

b ovi dSCEA duhamasbihe R e st My eEoBE ente df i idtibsgbleto

i ncluding, according to the present invention, step of controlling

st or agiidge whethesthe onsigpieggs are theosaspe pg Gﬁ?}aogéﬁft ent data storing neans
based on a result of a program execution by a program executing neans. Al so
the above opfect Ttrratweaunationsl chy berperfahmal andémthercomtiod mffar ocessing 8
August 2003 apparatus including, according to the present invention,

means %WH{ %’g@ﬂs&ﬁp&&ﬁ uf ! 8o, (ERABRSoRWars iRei 9 altbfed ARl GPtratan aot

suppl i rom -t I nput nmeans, neans for conpressing the content data

stored. in the, content data. ' ' redet erm ned manner, neans
for enBFgg@?ﬁBY?ﬁgsnggl§$%§%§F?@@P§§9§§h¥€H?ngata storing neans in a
predet erm ned manner, and nmeans for controlling storage or read, into or
from.the content data storing neans, of the content data conpressed by the
conpressi ng neans and encrypted by the encrypted neans. Al so the above

obj ect Disclobareanfi therdastehtropr ovi di ng an i nf or mati on processi ng net hod

i ncludi ng, according to the present invention, steps of inputting data,
storing the Agdabadinghp! iRdpfdseiit iheerdfsra haput objei, tocovgicenss nhje tatowvdat a
stored at the data storing step in a predeterm ned manner, encrypting the

dat a S*’lﬁﬂ?ﬂ)ﬂ%ﬁ URAvBRUA Efg'h'gpﬁglﬁge%ytl& ?r@VﬁHﬁ%e&miﬂfﬁlﬂﬁﬁ'ﬂﬂrpr@Eﬁ%mg

controlling storage or rea onpresSed at the conpressing step

and encrypted at ,the.encrypti st ep.: sQ. .t | ect

ot ai nBBPBRRE B0AdRROR pYBeose Rt Eh B O SR el AR,
program i nt ended for execution by an in{o mat i on process'ng aﬁggratus and

r eadabFepisd 1a adarganalumethyeanalyeing anddals asa@w&rwwgiw hithe data. and;
invention, steps of inputting data, storing the data supplied fromthe data
i nput st progranmat@age ngetihen dadvingtrecorded théreinahe siformatont processing
predet ermi ned manner, encrypting the data stored at the data storing step
in a pE mned manner, and controlling storage or read of the data
conpreSsed at the conpressing step and encrypted at the encrypting step.

8 August 2003 6 Al so...the above obj n .1 ai.ne i g :

nf ormat i on A% JeEERHIP RrRrer-ig ARG 20 S B Gt frpicts, Shvatlien
invention, nmeans for_inputting confent data, means for stori t he coﬂtent
dat a sappiprigsmennsifpestosmgoontentidata, r@mwﬁ@ﬂm&{n%&ﬁgvm& ‘Hﬁ‘rﬁg"hlc
managenent information for the content data stored in the content data

st or i ngofitalsstorapR vr read offitd cuntentdatd giterorifnain theopnteat data sharagd meanshe
managenent information held in the managenent information hol di ng neans,
and neans for controlling the usage of the content data stored in the
content data storing neans according to a result of a conparison nade
between the result of the conputation nade by the conputing neans and that
of a past conputation which is stored in the content data storing neans.
Al so, the above object can be attained by providing an information
processi ng nmethod including, according to the present invention, the steps
of inputting data, storing the data supplied fi omthe data input step,
hol di ng managenent information for the data stored at the data storing
step, nmaking a predeterm ned conputation based on the managenent
information held at the managenent information holding step, storing the
result of the conputation nmade at the conputing step, and controlling the
usage of the data stored at the data storing step according to a result of

o . —_ - g e



processi ng apparatus and readable by a conputer, the program i ncl uding,
according to the present invention, the steps of inputti ngegﬁbgstzﬁbgri ng
the data supplied fromthe data input step, holding nanagenen Nt or mat i on
for the data stored at the data storing step, nmaking a predeterm ned

conput ati on based on the nanagenent iformation held at the nanagenent

i nformation holding step, storing the result of the conputation nade at the

conput ipd nsdaeR8 prévided 9k hatdwak ihdeperakae ofthe dumtebiling sieansdo dectype addt a
storing step according to a result of a conparison nmade between the result

of the tati i :

corput SEEORE PRGHRES Bbelap] sBERH SepIhEROARPULE IndinshufPipply the
be attained hy providing an infor i on processing apparatus jncluding,
accor dFﬁ‘c’jﬁE @?tthé PHOZEaIm: eXGRIdIan %n?ﬁﬁé&ﬂgmﬁlé?g TR&#HEM ﬁlei fenty mge&"?a\?gng
data to and from ot her apparatus, neans for holding a predeterm ned | ock
key andontroflitkethe contbeidata stomage we aced tehorcfrousthe dontentatdta ktorageinkans t he
hol di ng means when transnmitting and receiving data to and fi omthe other

appar atyiged 8nhE Prd Wabcab R BOGIE Alpsi dMrblh fHlepRighain GrRatAkUACASRs.

generate a communi cation key, neans for encrypting the comuni cation key

o R BR e oL 08 o 5 e OFohs
O o ol oo TG s SRR a8 "

i nformation processing nethod including, according to the present
i nvent ithe cohfrelliigeprant nalassthe tprogmm retecutingupant e2006tess pexdeternmpedat a
to and from ot her apparatus, holding a predeterm ned | ock key and save key,

usi ng tc'&?x}%lﬁ?ﬁoﬁ BUsEEbLA tRé 1ﬁaﬁﬁ§9ﬁieﬂ't fofh8HonN AT oL HRNSsRttbIlinG ABshd @@§I Vi Ng

data to a romthe other apparatus to nake a nutual authentication with

t he ot her S a [ [ r [

comunitia; Chekaye sy il 8HE e AIEHE a5 o' GELKRALEE pckram,
data transm.tting and recei).phg. step and, havi ng. been encr ed with the
conmuniSEEERERS MEANS IRRR 5&%13%0 ratRd Wohsel “8%“&558 L0308 P05t t he
encrypting step. Al so, the above object can_be attained by providing a )
progr armswluchgﬁe R asmthacontyollingymeans thbudi.n a program i ntended for
execution by an information processing apparatus and readable by a

conput er, thglspl @ &8 veshjedi ¢th beatanddty providiagpnhasémtmatiore ptocessinghe
steps. of transmtting and receiving data to and from ot her appar at us,

ol df i BHRiSSh 26 44 Nl il o e PRELeRRHvchfion, HSkiioF Bentking urdeist at

t he holding step ntransmtting and receliving data to and e ot her

appar at us,t e nmake .a t.ual auwt henti cat.i it t p

Goner acBad of sRlhtATH dfify.af tholf Bople dite Mordeb Mk ssBRRED Fhitit ofa,
save key, and storing,the data received at the data transmtting and

r ecei vilTQZEATR §XEAULIOR DY APIEEANOHRGCPHNEINGARS t he cormmuni cation key
correspondingly to the communi cati on key encrypted at the encrypting step.
Al so, the abhlse, thijabolecdjedicantteattaded pyproviding g progiamh storage vredium
processi ng apparatus including according to the present invention nmeans for

storin %ﬁﬁ@ec@?@é@tﬁe?ém%ﬂigﬁﬂnmﬁudgg acEarding &y thelpee stait dnvidmicad aistept he

data storing neans, neans for 8 Aug 2003 9 j udgi ng whet her or not,

when noyi d st [ ' S,
the usaleofbRieRofady §irfla o soBfprtafs Gk B ERRH i SorRfiReals:
reproduci ble by the other apparatus, and neans for noving, based on the
resul t hasedioa 3 rRigheok a pyognam eyt by 1 0STaiB eXEFUtIRg MG n t he dat a
storing neans to the other apparatus along with the usage rule for the data
stored in th&lsdahe aboveiobjedtranshe attainbdits preividing anhiafonhaiiony precessingAl so,
t he above object can be attained by providing an information processing

nmet hod i ncluding, according to the present invention, the steps of storing
data, holding the usage rule for the data stored at the data storing step,

j udgi ng whet her or not, when noving the data stored at the data storing
step to other apparatus, the usage rule for the data stored at the data
storing is reproduci ble by the other apparatus, and noving, based on the
result of the judgnent at the judging step, the data stored in the data
storing neans to the other apparatus along with the usage rule for the data
stored at the data storing step, which is held at the holding step. Al so,

t he above object can be attained by providing a program storage nedi um
havi ng recorded therein a programintended for execution by an infornmation
processi ng apparatus and readable by a conputer, the program i ncl uding,
according to the present invention, the steps of storing data, holding the

. o, o, . o, .




Brief Description of the Drawings FIG 1 shows an enbodi nent of a content
dat a managenent system according to the present inventi on.sﬁh%s&o@gpl ai ns
the configuration of a personal conputer used in the content data
managenent system FIG 3 explains the configuration of a portable device
included in the content data managenert system FIG 4 is a block diagram
of the personal conputer for explanation of the functions of the personal

conput Eégax%'n@ ixéh&iiggf %@é(})frﬁ%i%;fﬂwﬂl redeSPIVENEBR! MehROforinbhtelg ¥entehpdow.

FIG 6 OWs an exa ndow whi ch the recordi ng program nakes the

0 0! 2l el B ori B bl 6P o BB BEUE P,

operations effected in checking the tune Iimt data base at step S,12 in
the fl compressing Hidwen contemt Glata. skred m ghewsontenéxdafpl stosmg pREANSNAN | 2 i t
dat a base. 8 August 2003 11 FIG 10 explains a water mark. FIG 11 shows

aan exprgteteralinbd sahmér{ debasfor entHypting the datd storedinahe cofiteapdatatsionsg
effected in noving a content fromthe HDD to portable device. FIG 13 is a

t1ow chatd,«Qh A JRbaterifited hldttet tald mZaKE Por SoftPONiRBlstdage drieadiinté or

pot abl e devi ce.

from the content data storing means, of the content data compressed by the
compressing means and encrypted by the encrypted means.

Also the above object can be attained by providing an information processing
method including, according to the present invention, steps of inputting data, storing
the data supplied from the data input step, compressing the data stored at the data
storing step in a predetermined manner, encrypting the data stored at the data storing

~ stepin a predetermined manner, and controlling storage or read of the data compressed
at the con_lpressing step and encrypted at the encrypting step.

Also, the above object can be attained by providing a program storage medium
having recorded therein a program intended for execution by an information
processing apparatus and readable by a computer, the program including, according
to the present invention, steps of inputting data, storing the data supplied from the data
input step, compressing the datla stored at the data storing step in a predetermined
manner, encrypting the data stored at the data storing step in a predetermined manner,
and controlling storage or read of the data compressed at the compressing step and

encrypted at the encrypting step.




FIG 14 is a flow chart of operations effected in noving a content fi oin
the HDD to portable device. FIG 15 is a flow chart of opegg‘hgggszoggf ected
i n checking conditions for playback of a selected content at Step 5in
the flow chart showmn in FIG 12. FIG 16 explains the playback conditions
managed by the portable device. FIG %7 is a flow chart of operations
effected in format conversion at step S58 in the flow chart in FIG 12.

FIG 18 is m;d,qgff;gbg% _oBie&Fé%ﬁfﬁei Ahsned bglcpgsdidiiﬂg aR pyforsiation Proeessirig om

the HDD to porta evic FIG 19 is a w chart of operations effected

char - SPPABBILbG: Patr i (s e Rt R AR B s e R edhibh o

device. FIG 21 is a flow chart of operat.i o%eflf_lect ed il& copyi ng a content
f r om t Aataporaamsifor gonngthecoment datg snpglied 3hg gopfent data IPULIRQARS; char t
of operations effected in copying a content fromthe portable device to

HDD.  Fhfsang 3ot BoRlihg avirplaenient infopeiadbh dostiaf danerddata starpg iim theacantenent
froman EMD server to HDD. FIG 24 is a flow chart of operations effected

S SR 0 [ Ml P o e 5

N COPan ggm%%rt]tiﬁ c;[rn{a ic}nhﬁellaDlPl the management information holding means, and

means for controlling the usage of the content data stored in the content data storing
means according to a result of a comparison made between the result of the
computation made by the computing means and that of a past computation which is
stored in the content data storing means.
Also, the above object can be attained by providing an information processing
~ method including, according to the present invention, the steps of inputting data,
storing the data supplied from the data input step, holding management information
for the data stored at the data storing step, making a predetermined computation based
on the management information held at the management information holding step,
storing the result of the computation made at the computing step, and controlling the
usage of the data stored at the data storing step according to a result of a comparison
made between the result of the computation made at the computing step and that of a
past computation stored at the data storing step.
Also, the above object can be attained by providing a program storage medium

having recorded therein a program intended for execution by an information



froman | EC60958 term nal of the personal conputer. FIG 27 is a flow chart
of operations effected in copying a content to the HDD frogmagus 266958
term nal of the personal conmputer. FIG 28 is a flow chart of operations
effected in outputting a content fromthe HDD to the | EC60958 term nal .
FIG 29 is a flow chart of operationsyeffected in outputting a content fi
omthe HDD to the I EC60958 terminal. FIG 30 is a flow chart of operations
in ch i : it ' ' t &R in

F a0 ooRRhiRb 3BRGS ARG rbadii By, # LoMpREA (0 plotall MRNKGIAE aCietihg 7
content fromthe HDD via the portable devjce. FLG .32.is a fl.oyw.chart of
oper at {oghe PRI ERIOT aﬁ%ﬁepﬁ ﬁ’; TP B REA S8 e dish sopRlieth fomheap) e
devi ce. 8 August 2003 13 FIG 33 explains the function of a nonvolatile
nenor ydatgligputMep,hoddingmanigerentfinforenationdios thef dath stoadd pt the.data GorB shows
the internal construction of the adaptor. FIGS. 36A and 36B show exanpl es,
respe%tbyﬁhﬁknga ﬂéﬂe*é% ﬁﬁ@&l:oﬁ?ﬁ&fﬂd%a&a oftht RfanAgBMRInelifbAnABER KKl FI G
37 shows™ an ex e o he | nterna I I

construction of "the nonvolatile nenory.

Best Mpdg for Carryi t the Jdnuention The.be c I.hg: Qut the
presentt § MP%W“&PF&%@”&&@ rh@ﬁap& AP Pqu}g géet ge%ﬂﬁhéef Se 01#\{/1\/%}10%
reference to the acconpanying drawings. FEIG 1 sh n enbodi nent .of the
cont enmagdgtat the campHting 53}95 and £ons: theusage ?ﬁﬂgz a stred at she dete
content data managenent system i ncludes a personal conputer 1 connected to
a net wstoking stepprsedding to & aesilt af eacompansén anadenbetwen thEneespltr ab e
conputer 1 conpresses a nusic data (wll be referred to as "content™

herein fﬁ?ﬂ' GEl ' ' ' ' hiPBlore@laY s 4-1
to 4- 3@%1?1§Pie%{ rggegltg%@?%o@% Sﬁ%&%ﬁt?ﬁ%wﬁﬁ%%{ tlﬁbéarié bgf)odescri bed

| ater in a_ pr.edeterm ned manner (ATR A.C3 (trademark) for exanple), and
encrypflgtatsﬁ 188 essed content, for recording, by an encrypting nethod

such as DES (Data Epcryption Standard) the like. Th er.sonal computer 1
records al s&ls®.dhe aROEHEO m@animﬁtm%f%wre&%@m on%a‘aon processig

- apparatus including, according to the present invention, means for transmitting and

_ receiving data to and from other apparatus, means for holding a predetermined lock
| key and save key, authenticating means which uses the lock key held:in the holding
means when transmitting and receiving data to and from the other apparatus to make
a mutual authentication with the other apparatus to generate a communication key,
means for encrypting the communication key with the save key, and means for storing
the data received by the data transmitting and receiving means énd having been
encrypted with the communication key correspondingly to the communication key

encrypted by the encrypting means.
Also, the above object can be attained by providing an information processing

method including, according to the present invention, the steps of transmitting and



8 August 2003 14 a usage rule according to which th content is to be used.
The usage rul e shows, for exanple, a nunber of portable deQ/jAﬁ§L§t2003 -
{abbreviated as "PD' as the case may be) which can sinultaneo sﬁy uSe the
content follow ng the usage rule. The nunber of PDs referred to hereinis a
nunber of PDs which can check out thegcontent as will further described

| ater. Even after a nunber of contents included in the usage rul e has been

check ‘?Qc&‘éinﬁ a8t ﬁﬁﬁ ;ﬁ‘ﬁ oftieHt %Fatﬁs,%dﬁi?é’%ﬁ@‘é&dﬂﬁe& Ritkady-ard dagEW - Se,

the usage rule may s content can be copied. Wen tThe content is

i ble ,devi 6- r3 h l. : I
pack disys pEog BESHORALAERD & rbeufhifing skl IBEY SR0RhiBRTRI Fhediv b 4fplY
devices 6-1 to 6-3 a nunber of tinmes which is |limted as the_case y be.
I'n t hite anddromnbecothes rappezatusdocaiskeda annineb authgntiqaten wihctheothernot be

increased. Alternatively, the usage rule may show that the content can be

noved dppapitas o genemnéh coamuhiyatioffkesr, enbeypting thetcomsmumicationdkeyhwith
portable devices 6-1 to 6-3, the content recorded in the personal conputer

1 . ' . : d).
The. ualseare KEF\ard SBogIng dhd SR AR qel ot ARG 4n SREAVIRERRRE) |
i1l st t h ted and r. ded t . al ith the

cont e, Byt OagR NGEYPE. Wi Fis GPIIBRTALipR ke cORAPPRGmElY tocthen
nmusi ¢ piece) into the connected portable device 6-1 via a USB (Universal

Ser i alcoBominnecation Keyt encyptadalthe enceypangetopul e for the stored content in
response to the content storage into the 8 August 2003 15 portabl e device

6-1 (whi ch Qe fie dbtsvevdtjbctan'ted staigddby movidihg alprogtam Berageaiddiih. Mor e
specifically, when the content is checked out, the nunber of tunes a

conte : t, J ed.d e lant t and
recor 3%"3&% %ﬁgf%g(fl;t gg% c%%@%&l%‘qeg dggcfdézgggcﬁgg Igngf a%hhe}?fg?g{é gi,%BWnen
t he nunber of tunes . a coglten ag be checked out becones, zero,_ thejscontent
fof | oiFAGetSHRe ABRERHY RS CSHIANS BY R AP0 lie BT AGB RN Lag cOF
personal conputer 1 will store the encrypted and recorded content al ong
wi t h ttedhe present mvengioadtheateps of Fansmittipsradieceiyoig dajn &o ang fram ofber,; a a
USB cable 7-2, and update the usage rule for the stored content in response
t o t heappamatais} heldimgg predétermireddock delyeardsavedey; Bsinpthtleck kenbelkatsonal
conputer 1 wll store the encrypted and recorded content along with the

cont enghe U@l@ﬁl@%t&?%ehﬁﬁﬁlsiﬂﬁhfgﬂﬂ& pbQdving dAk k& afl@ ficie the &hyt &@p

(Uni versal Serial Bus) cable 7-3, and update the usage rule for the stored

cont ey, hiid & RRANEFadtRediGatf W AR thE bi{eR AP phHils i SeriPhte A BB GRioR 3-

key, encrypting the communication key with the save key, and storing the data
received at the data transmitting and receiving step and having been encrypted with the
communication key correspondingly to the communication key encrypted at the
encrypting step.

Also, the above object can be attained by providing an information processing
apparatus including according to the present invention means for storing data, means

for holding the usage rule for the data stored in the data storing means, means for



Al so, the conputer 1 will nmake the portable device 6-1 connected thereto by
the USB cable 7-1 delete, or disable the portable device 685‘@? %66 t he
content the personal conputer 1 has checked out, thereby up 4 %g %e usage
rule for the deleted content (which operation will be referred to as
"check-in" hereinafter). Mre specifically, when the content has been
checked in, the nunber of tunes a content can be checked out, included in

t he usggd & L intthe , 1S
e e L o e e b A

port abl I Ce16- n thereto by t B.cable 7-2 delete [

G bt SRS 8 B8 MR e 885 St Gotipyle daiuifPeindists STaBtusilise or 1
has checked out, thereby updating the usage rule for the deleted content.
Fur t herby theeotBenppparatus, and meangdor movisog.tbased ondhe cesudt of therjndgmeatbyer et o
by the USB cable 7-3 delete, or disable the portable device 6-3 to use, the

cont entthtljadgisipsmeahs,abenlat® stoked & thd dake dtarig nicaas ebhe pdkér Aghdrhgisusage
rule for the deleted content. The personal conputer 1 cannot check in a

cont ent ! r r ) e : he
por t abiA0gh SR sdRf R0 R he T Sorka ) 050 s e GRS QRN 10 ol
cont ent. wgiﬁgﬁéhe ot her personal conputer has checked out to the portable
devi ce 18-2° PRIPCMS e personal conputer 1 cannot check in a content

whi ch the ot her personal conmputer has checked out to the portable device
6-3. As showhlso; the amiecohjeetcan baatseioed by providing asdofelimatieroprassspings ent
i nvention includes also an EMD regi stration server 3. Wen the personal
conput anethogliacheligs gucsridivg tothe poesenn invention, tie: StdHs 6L4tveing datd, Hdl)diﬁFS,
the EMD regi stration server 3 responds.to a request fi omthe persona

conput ghe qisﬁgef(ﬁﬂ@ T8t He dafa §tpgerd)eﬂrtﬁ9 Bata s‘EBﬂHgtsferé)é hd{’é—]iﬂgté{}?etﬂé’} %ﬁﬁﬁé‘t wH3R

aut henti cat e”key necessary mut ual aut hentl ween the persona

conmput e 1. EMD server - 0.,4-.3 nd, to.t he personal, conpute a

o oor aPpEr R iite SEIRE st i Bala SR aPE 10 Sied SpBSraRY thedlRE e forhe
request fromthe personal conputer 1, the EMD server 4-1 wll supply a

cont entthSIdGF?gSWQcﬁat egﬁtaeﬂmn& IsafeRrogacible byglslsa othen appsratys shBIevVingyi t of
8 August 2003 17 each nusic piece) to the personal conputer 1 via the )
net wor kaded Ainsthe telseltEMithegndgment 2t the judgingetep,t thet datar stqregbin fheodatahe
personal conputer 1 to supply a content along with a content-rel ated data

to the $p6ringRMans 89EHE Gthet apparahidalons Warhhé ushgd fll8 For the Ja85 BRPSEaf thet he
request fromthe personal conputer 1, the EMD server 4-3 wll supply a

cont ent = W a“ﬁ? t he personal conputer 1 via
t he netdwagégfbgymrﬁgpton ég{nﬁg%egg%?}lﬁeggo@ﬁﬁ]s{ € EMD servers 4-1to 4-3 are
conpressed ip, thg sane nner or, in, different nners, respectively, Al so,
the cont ent SASGpHIE ThPVer T RN GERGE Py PrOYIGIBE & PRogram SHIPGH MAVR { ne

same manner or different manners, respectively. As shown, the content data
manage AV yscardesc dhergimp tyogrampinsended i oF eprecariiom dyu @Bs inflosmatnpmy
(worl d-wi de web) servers 5-1 and 5-2. The WAV server 5-1 responds to the

r equestprocessing appanaonand cendableby & domputep) thet frogpansiachidinggucoeding Vi a
the network 2 with a CD fromwhich a content has been read (e.g., CD al bum

name O Phk préfent ‘i‘t‘i\)exﬁ%,o gtgg)ﬁbﬁﬁﬂ 456 §1'81qu5 tﬁ@ﬁg%g@ﬂilé%ﬂﬁ?e data

title or conposer’s nane musi c plecé n-response to the request

fromth r al, conputer 1, the. server 5-2 gsupplies the persona
conput SToMAIDE dat SR s(Eb Jueling VeI Bote ME ey e .St S et ad
and data corresponding to the read content. The portable device 6-1 stores
the cort the datasponing stepdmother appasatng) thearspge sulefor thedatasteredat s data
content) along with data related with the content (e.g., title or 8
August sesiidg steppisaydigolutible by ahe odtdr dpRiratudl 86¢ moBagehased édiehe result
content-rel ated data, the portable device 6-1 wll play back and output the
stored content to a headphone or the |ike (not shown). For exanple, when it
.is tried to play back a content a | arger nunber of tunes



than a playback limt stored as the content-rel ated data, the portable
device 6-1 will stop playback of the correspondi ng contentsAﬁ%aRQOw@en it
is tried to play back after a playback tune Iimt stored as the
content-rel ated data has passed, the portable device 6-1 will stop playback
of the corresponding content. The usetOwill be able to disconnect, for
carrying, the portable device 6-1 having a content stored therein fromthe
per sonef tkejpdgaent.at thedudgmg siepktliehdatestoredtinghedath storingsmpens thtlee
device 6-1 tfor listening to a nusic piece corresponding to the content

thr Ougatﬁe?%gplﬁg%agaﬁﬁl iﬂme'dslagfs rilefoR $hé dblaestard sette- data sesrdse 5p

content sup romthe person conputer 1 along with data related with
the content. Base n,t content-rel ated data, the portable device 6-2
will ppévabggwaaﬁgtﬁﬁpﬁﬂﬁngﬁgn%tored content to a headphone or the Iike
(not shown). The user wll be able to disconnect, for carrying, the
portabl e device 6-2 having a content stored therein fi omthe personal
conputer 1, and play back the content stored in, the portable device 6-2

for |iB&~i@ﬂD&c&‘@tﬁJﬂW§ﬂ@ Digsmgeor responding to the content through the
headphone or thé |like. The portable device 6-3 stores the content supplied

fromthe pe nal 1 !

Based on | hil oo BoRI ] pbadfaphtols LonteRt dalinahfieibhhsian agboetihe, .
6-3 wll Ialy back and out put the stored content to a headphone or the like
(not s%ﬂ}%P opRAL BWENDQN | be able to disconnect, for carrying, the
portabl e device 6-3 having a content stored therein fiomthe personal

conput er |, Fifd 2pexplainscthetdomfimwation ofagpessonal qomapwist vsed an ths rentent s f or
listening to a nmusic piece corresponding to the content through the

headphﬂaﬁiﬂhnh?@mbhkgymﬁhﬁ portable devices 6-1 to 6-3 will be referred to
sinply as "portable device 6" hereafter wherever they may not be referred
to i ndivi dughity s Slfaing the BAABEPARIIALP R Ypolrtdbls e Pk GficRidelfif thoRbhE4Ral | on
of the personal coﬁ%uter : shown, t personal conputer 1 conprises a
CPU (c nfral rocessing unit) 11. The CPU 11 actually executes a variety of
appl i cSRFLIMEDAGEICHE BYHH%Y be described later) and OS {operating systen). A
ROM (read-only nenory), 12 j.s al so provided in the personal .conputer and
general |y stFéée§ ﬁa@i@ﬁPk;filmfm athe BETSERAlFARPY dfq,ro??ﬁﬂf‘%?'%éﬂf the
paraneters used in the CPU 11. Al so, a RAM (random access nenory) 13 is

i ncl uddéunctionshef therparsahaloopputer. 1 to store prograns used for execution of
the applications and OGS by the CPU 11 and paraneters which are

appropri at elffGY & dlfbEan Bxhiiple $Edisplayy opbrdtivh-mgtuctiat ivandoand CS. The CPU
11, ROM 12 and RAM 13 are nutually connected to each other by a host bus

| 4. conposed , I §ﬁﬁﬁ nSiel’r na
bus 16 suchIggiEkﬁﬁgﬁggﬁﬁﬁgﬁgﬂeE%ﬁ%QQQ%FB#ﬁvgﬁ%Q%ﬁggg |nt§?¥§%g?ﬂby a
bridge 15... The gg{ifnql conputer 1 is also provided with a keyboard 18

whi ch itRe display vatt digplayioust 2003 20 by the user to input various commands
tothe CPU 1 |, and with a nouse 19 which | s used by the user to point and
sel ect a poiFIG.oh is meflowr ehartosf aperatignsyeifpctedoim capang %ﬁlo&yefl}nﬁfm?@ is a
liquid crystal display or CRT (cathode-ray tube) to display a variety of

i nf or mgbisact diddw awHDP{ a text and/or inmage. Further, the personal

conput er is provided with an HDD (hard disc drive) 21 which drives a hard

disc Lo W PR 830 RAAUIYB iR REY AfcHXkidetetind it data base

i nformation'to or A drive 22 1s also provided in the
personal co er 1. The drive 22 .r ata or programrecorded in any of
a mgn@ﬁﬁ@ﬁﬁ)ﬁi“ﬂ}}e o chart § %Wnéi?%:(alﬁcl'udi ng CD), magneto-optical disc 43
and sem conductor nenory 44, whichever is connected to the drive 22, and
suppl i es t hFlGishtavaanexpmple afthe timelimiplad kasanect ed thereto by an
interface 17, external bus 16, bridge 15 and host bus 14. The personal
conputer 1 is also provided with USB ports 23-1, 23-2 and 23-3. The USB
port 23-1 has the portable device 6-1 connected thereto by the USB cabl e
71, and outputs data (including a content or a conmmand to the portable
device 6-1, for exanple) supplied fromthe HDD 21, CPU 11 or RAM 13 to the
portable.device 6-1 via the interface 17, external bus 16, bridge 15 or
host bus 14. The USB port 23-2 has the portable device 6-2 connected
thereto by the USB cable 7-2, and outputs data (including a content or a
command to the portable device 6-2, for exanple) supplied fromthe HDD 21,
CPU 11 or RAM 13 to the portable device 6-2 via the interface 17, external
bus 16, bridge 15 or host bus 14. The USB port 23-3 has the portable device
6-3 connected thereto by the USB




8 August 2003 21 cable 7-3, and outputs data (including a content or a
command to the portable device 6-3, for exanple) supplied éh8&¥%5&xﬁDD 21
CPU 11 or RAM 13 to the portable device 6-3 via the interfacé , external
bus 16, bridge 15 or host bus 14. The personal conputer 1 is also provided
wi th an audi o input/output interface 2% having an | EC (I nternational

El ectrotechni cal Comm ssion) 60958 term nal 24a. The audi o i nput/out put

interface ZFIGnqgrefx?q/,gﬁsg\gla&}wIkaudi o input/output or an anal og audio
i nput | out put. The personal conputer 1 has al so a speaker 45 which provides

a predeternmgzhad,$Q COrY i . e tent based on an audio

si gnal supgrﬁéd1??@@%@#@“%§§§§BEH§%P-gﬁ%%ﬁ?‘?ﬁ ‘erface 24. The accessories

i ncluding the keyboard 18 to audi o input/qutput.interface 24 are connected
to the inteftded21m aﬂﬂaoa\hc AFteQlh APTNOBA SaIRCERd it TiqY ik qontgyt RE 855 er nal
bus 16, bridge 15 and host bus 14. Further, the personal conmputer 1 has a
communHDDI torportdble ideRiceconnect ed to the network 2. The conmuni cations

bl ock 25 transmts, as stored in packets in a predeterm ned nanner, data

(e.g., reqUgﬁhfl@rislr_f)giogs‘lEﬁéh%%‘ﬁefaﬁﬁﬁﬁ%tfféﬁc} ffgﬂijd\}iﬁ%% SSitRNrbns ! | ed

fromthe CP or Vi a network 2 outputting data (e.g.,
aut hentjcate k r.content) stored in received packets to the CPU 11, RAM
13 or H@ﬁme%bﬁh%evﬁ%?'mrk 2. An adaptor 26 formed integrally as a

sem conductor ICis also provided for, connection to the personal, conputer
1. 1t has aFtBuldas Rflovsshartoef eperaticas r@@fﬂmdo gy mqving @ edntent Fom thek) 35
and a ROM 36. The CPU 32 is connected to 8 August 2003 22 the CPU 11 in

t he pefHdDado peargblealeviceby the external bus 16, bridge 15 and host bus 14
and thus cooperates with the CPU 11 to effect various processes. The RAM 33

stores datapggd 1y ?Qraaﬂﬁ“n%ﬁﬁﬁséf?gk%i@ﬁ%e%%h% i chBskihgr éQiitIBAOFBESES
by the CPU 32. The nonvolatile nendory 34 stores data which have to be held

still atter ih ersanal kS Hores a
or ogr amipgrck S A RIFORE seoR A Sronsad GG bhart SRENPA T, TS
personal co ter 1. The C 35 keeps time to proyjde tine jnformation. The
communi cat i gﬁé Bﬁ&éﬂplﬁséﬁé P@%ﬁcgr‘:@élt&?@ ’é’@ﬁﬁggbﬁ tb%PPFFéL%:‘%’VHe-by the
external bus 16, bridge 15 and host bus 14. The USB ports 23-1 to 23-3 will
be ref err ed HG. di7riplaylaw chag® fmperaticns effeetediin fomhat canversionyat istapeSHdt t o
be referred to individually. Also, the USB cables 7-1 to 7-3 wll be
r ef err ¢ theoflowethart as FIGSB2cabl e 7" hereafter wherever they have
FIG. 18 is a flow chart of operations effected in copying a content from the
HDD to portable device.
FIG. 19 is a flow chart of operations effected in copying a content from the
HDD to portable device.
FIG. 20 is a flow chart of operations effected in copying a content from the
HDD to portable device.

FIG. 21 is a flow chart of operations effected in copying a content from the

portable device to HDD.



not to be referred to individually. Referring nowto FIG 3, the portable
device 6 is schematically illustrated in the formof a bl Ku%isflg?@n The
portabl e device 6 includes a power circuit 52 which converts vol tage
supplied fi oma dry cell 51 to an internal power of a predeterm ned

vol tage. Supplying the power to conpopents froma CPU 53 to display unit
67, the power circuit 52 will thus drive the entire portable device 6. A
USB contr ol i ' ' : V4 ; to
the per sonal Sompures PR PR (Lbricsauany LR RIGaRIe Y aeReIRar iR
control Iﬁr 7,M.l | s y data including a content transferred fromthe
per sonBPTaBIGARYApe 10 he 8 August 2003 23 CPU 53 via an internal bus
58. A data to be transferred fromthe persgnal conputer 1 is conposed of
data of 64 BYGe23psra Pawkehartnfdoperationseffasted smcoppinges sontent Wrer 1
at a transfer rate of 12 Miits/sec. A data to be transferred to the

port abEdMDsereer @ HDBonposed of a header and content. The header stores a
content ID, file nanme, header size, content key, file size, codec ID, file

i nformation t 64 ; 0 L ¢ k a. :

date, pl aybg(I: : ?ftrhgg %ﬁggﬁc@@éﬁ%ﬁég é@}%@&hgggée’ogég}ng 4'(?)5?&? ﬁgbgl’l%t%gck
Iim'tagioon. | t ﬁhoul.dlé?%g% ed here that the term"date" used herein refers
to a dHO¥ SOawN H ‘ent is coded by the encoding method such as
ATR AC3 and _encrypted. The header size indicates a data |length of a header
(e.g., 33 b¥lGsP) explainbe docbuntingdog.ndi cates a data | ength of the content
(e.g., 33,636,138 bytes). The content key is a key for decryption of an

encrypted cpnGens.is afibw charBfidpReafisyeffé@ed e 86ppingerEaittar tolthedIDe
portable device 6 in a format encrypted based on a session key

(provi g ) 5@6@; i tcAati on between the personal
conput gxlro‘ﬁ?agnl ports?bﬁgmgéa@i(gfetﬂgifplé%oer?}aﬂc?gl%dggﬁabl e device 6 is connected
to the USB lp*‘?ét 2%313 gfﬂcgvtr] %hgretrosfoori)aelrations effected in copying a content to the HDD

from an IEC60958 terminal of the personal computer.

FIG. 28 is a flow chart of operations effected in outputting a content from the
HDD to the IEC60958 terminal.

FIG. 29 is a flow chart of operations effected in outputting a content from the
HDD to the IEC60958 terminal.

FIG. 30 is a flow chart of operations in checking playback conditions at step
S275 in the flow chart shown in FIG. 28.

FIG. 31 is a flow chart of operations effected in outputting a content from the
HDD via the portable device.

FIG. 32 is a flow chart of operations effected in outputting a content from the

HDD via the portable device.



conputer 1 by the USB cable 7, there will be nade a nutual authentication
bet ween the portable device 6 and personal conputer 1. Thu§Aﬁ%k¥§6 3
authentication is of a chall enge-response type for exanple. te t%at a DSP
(digital signal processor) 59 is also provided in the portable device 6 to
decrypt an encrypted content when thel3 8 August 2003 24 chal | enge-response
type authentication is done. The above-nenti oned chal | enge-response type

mut ual aut hepgi Sﬁkkglhij@tlﬁuﬁﬁlcﬁbﬁtoﬂef‘nél@@dl@ﬁfeemkﬁuﬁry.certai n value
(chal | enge) generated by the personal conputer, for exanple, there is

generated aryal ag.(r onge the.po | e jce 6 by using a private
key conmon Fgéb%¥ﬁé?ﬁﬁoo § ?atﬂqz()pc?g@i“g%{%oa%%&%nal conputer 1. In the
chal | enge-response. type, mytual _aut henti.cation, the val ue generated by the
per sonal coFngt 3P Sh0W§ﬁh@@t&m?ﬂ\F@ﬂ§trHGﬂ%ﬁtfitﬁ%l?dai?ﬁor-So, even when for
exanpl e a val ue generated using the private key and outputted fi omthe

portabl e deFIGS. B6 Asande36B shbat exanples srespattieslydofthe inesinal cawdtructices
pl ace, the personal conputer 1 can detect a fraudul ence since a next nutual

aut he”Bfﬂ?ctﬁé}ﬂzéﬂﬁtiﬁ%@%rﬁzg&”g a different value. The content IDis an ID for

a content to 1dentify content. The codec IDis an ID corresponding to
an encodi ng thad for a contenig. ex I a .codec | fori” .
corres pondst@ Q%Rﬂt%‘zs Wi AP 085%? @%aﬁbo%méé%ﬁgéﬂFon%@IFWEG
(Moving Picture Experts Group) Audio Layer-3). The file nane is a data
resul t B®Meym conversion of a content file (will further be described

| ater) corresponding to a content and recorded in the personal conputer 1
to an ASCII (American National Standard Code for |nfonnation Interchange)
code. The file information is a data resulted fromconversion of a nusic

pi ece ietg%mé&%%qﬁgp? fMrRBvehtibhe artist playing the nusic piece,

name o e songw e nusic plece or nane of the conposer of the

musi ¢ pi ecet 0.an ASGl I, code.. The, pl ayback .l m.t ati S, 49 4 ndicat e
Whet her ¢ non BeESRRAs for G Buin ShLMedreest inf et e derlipdif iuifiee
content can be played back (i.e., start date or, end date) or a playback
limt @etaliharebelon withaielerence te dhe accnpPamingFayangs. ayed back. Wen a
pl ayback limt is set, the playback limtation data is assigned "1". Wen a
period for WHGchskowsan entbodimebrofthayeutdnd datd mapagementsysteapbactrding
limtation data is assigned "2". Wen there is neither a playback limt nor

a pl ayhptie priseadinveatihy  Théeontehe d@ﬁﬂirﬁﬁh%émeﬂu spdteneihcluddiea pempnat k
“limtation data is assigned "0". The start date and end date are data

i ndi Cagélgxgu o f’legﬁnféte& 8t oten é’}gir}égs@szP Qggé‘él £4 r{é?wBﬂ@MP fhidRsdg, When

t he pl ck litmtation data is assl r exanmpl e, when the start
date is,"00040F, while the end date is "0 oF" correspondi ng cont.ent
can' beTheRFeiPial aptpte, L mnngrrsres dmugie onta Cuill BgBETFRr 5 9o o @t or
Simlarly, the playback Iimt and playback counter are as fol] ows. Nanely,
when t herepnafiarn geceived fsemdiMix(Blectrical MysieDrstribyion servensd-pita dnhek
limt is a predeterm ned niunber of tunes a content can be played back; and
t he pl sgdhdkoimoanGld (GompactrtRiscpfwhiche svitlhfurthet dret dessribednlapdrayreda back
and which is updated by the CPU 53 upon conpletion of that playback. For
exanp! freddGfhin CRATRAC3 frad3nark)eorc SRbfile); And Cerdrapad thack
ﬁ{aes. enetahgfllp aybgA & gtracﬂﬁnar Fo e % 4

two ti ck counter 1s "0 it means that the content has

been pl ayed bagk once en th | ayback |jim.tatio ta s i " 2",
Che st SPiBiesRgd: cSmER ARt Techifing, BY AT ngbiPl ninoRidelraf PR WP ¢
"02", for exanple, the portable device 6 will be permtted to play back a
cor r es foswpttprcdtandatd) ou the likeday for a period fi oin 8 August 2003 26
April 15, 2000 until July 15, 2000. Al so, when the playback Iimtation data

i s assi gnedThe"persémdlicotghbiet 3 re€ida@lso, fondn dateypted a0dFEO6! dednd cayératc k
limt is "0" and pl ayback counter is "05", for exanple,




a correspondi ng content can be played back for an unlimted period, can be
pl ayed back 10 tunes, and has been played back 5 tunes. W@Rué,%?z@&rtabl e
device 6 receives a content and a content wite command fromThe personal
conputer |, the CPU 53 which executes a main programread froma ROM55 to
RAM 54, will receive the wite conmant4 control a flash nenory controller
60 and wite to a flash nenory 61 the content received fi omthe personal

COWUt&hs&%eﬂihe dckafdingREWhich th Rehtcht S8 &6 Be@sedpaci ty of about 64 Moytes
to store the content. so, the flash nmenory has stored therein in advance

a pl ayback de for _exp i O n V] i

o bdot or i ndBeTERRE FIRRYS Ratorftuby aifimbR SRR SR GHtEcvialed
menory card which is connectable to, ,anci r enovabl eé{arom th% ﬂortabl e

devi ceas. PlAeas theecaspmaybekw arssinyylianequly iss 4hg ceptamt dallewing hfondi ng
to a push-down operation of a play/stop button (not shown) via an operation
key consagetube. TRe nuimbwirlof Pse férhed fd leerbimis moruymbenafiRIDs shidocarebiecke

pl ayback code and content fi omthe flash nenory 61 and transfer themto

the Dsﬁ’lég@%fcohf%tpg LWan! i g chibedilafy. dBVES ARG £nudibdriof benkans ent

in the cycl1c redundancy check) nethod according to the playback code

ol oy pidided L e Spee e S ek, checkid putihe petsGRR Bl £ LBl or

D1inFIG 3) to a digital/analog conversion circuit 63. The DSP 59 is
f or medback g eomtgnivi th a transnmission circuit (not shown) provided inside
the portable device 6 to play back a content based on a nmaster clock MCLK

from an ext @thatwiseythieaisags tuld mbpsh69/thantie aupeht em bdeopliiedi tWhenrthe og
conversion circuit 63 with the master clock MCLK, a bit clock BCLK

gener agGghehy isaébéiggél % E]éhaBl%]Edé\Jié’éé 621 1616-3 U pRasf] Semblier Taahglay back MCLK

and having a pr termned frequency, and an operating clock L K conposed

of an l,-channegl ;clock LGLK an - cha ' LS f4anes.
For "pi A TaR et CaRfely Ie el EPBEStorFl A8 (B Porisbic BEviser 671 B €13
operating cJock to the djgital/apal gg conversion circuit 63 according to

t he pl amnherc@ﬁal.nmw@hwbua e a%zh%a%?ow@xrb@; lgwiﬂ%ﬁiﬁ% %?W“’*Qi 8%“ _
supplying the operating clock according to the playback code to turn off
the di betcapietanombaroftimeswiich sullingdde mhesased. r educi ng t he power
consunption of the entire portable device 6. Simlarly, the CPU 53 and USB
control I er Stdiaveivelt Bidiasagerndd alayatow tak dis coBidnacah b mowsthecothdr

thereto, respectively, and effect predeterm ned operations on the basis of
mest er el Qe Mddttet PREE thd EMPhlR MSGEA tGHRY Sortifle MAiREA-1 166 GhE Vel Y.
content recorded in the personal computer 1 cannot be used (the content is deleted or
the usage rule are changed).
The usage rule will be described in detail later.
The personal computer 1 will store the encrypted and recorded content along
with the content-related data (e.g., title of, or playback condition for, each music piece)

into the connected portable device 6-1 via a USB (Universal Serial Bus) cable 7-1, and

update the usage rule for the stored content in response to the content storage into the



Because of the above-nentioned construction, the portable device 6 needs no
clock generation nodule to supply a clock to each of the (Pp,qd+t 2688 59 and
USB controller 57 and thus can be designed to have a sinpler and nore
conmpact circuit 8 August 2003 28 construction. The digital/anal og
conversion circuit 63 converts a pl ayesl- back content to an anal og audio
signal and supplies it to an anplification circuit 64. The anplification

Ci rcui b ﬁﬂb Vikd 651£ cgtw%é}aﬁbﬂwlnmefmm t®8s FEhdck-Oaadibeinaftenot

shown) “vi a eadphon hus, when the play/stop button (not "'shown)

reory S e BB <o i O 3B S of SRS cotheb b . "

pressed in the course of playing back a content, the p FFE | e deV| ce WI |
st op pbayghackdshout, inddudedtretite usage sulerer ﬁmeacgmgt:@tpﬁm@ qaindhe PSEPNM t e

stoppi ng the content playback operation, the portable device 6 wi || resurre

the cogbriputé®d Ribdekredsedty qasi Thmfmi&ewheh ke plimbleaoff tiopey @tomenhasn been
st opped under the control of the CPU 5 3. Wen a tune of a few seconds has

passedpu }];Q%;é)dp %Qgédo%ﬁzé}%eﬂ?éé pﬂ{) SRR %&E BiSa é‘ﬁ;bf’b aRRkadi on

is stoppe I ng e pfay/sto utton, epo evice 6 wll
aut omat | callyf shut off the power supply, thereby reduci ng the power
consunfPt 8RY 1988&houl d be noted here that when the play/stop button is
pressed after the power supply is turned off, the portable device 6 wll
resune the pilagpthekpersonalecdmpuyter nhiwikd sparedhe encryptied gnbrecoxded contanfiout
pl ayi ng back the content at the position where the playback operation has

pr evi omdm% wahnhs toppas-refated datd int6he 23nnécted poptablabitwcd év2 véa § USRes an
LCD cont | er 68 display on a display unit 67 a playback node (e.g.,

repeat %gb%' 9, ahﬂ%?ﬂgt@ﬂ%gu gl Ogthe s &eé%&a%ém?lﬁ%sp%%s%qs%e ¢hiah

adj ust ren alrn a a requency band the audio

;: g;al ) {q;gg nbpgtrgt tfh% por%la%le doelv'lac%e6 2IOI ﬁ\)lnh& b Sersoplef a(%mButer}Dld%?ll SH5R AR
encrypted and recorded content along with the content-related data into the connected
~ portable device 6-3 via a USB (Universal Serial Bus) cable 7-3, and update the usage
rule for the stored content in response to the' content storage into the portable device

6-3.
Also, the computer 1 will make the portable device 6-1 connected thereto by the
USB cable 7-1 delete, or disable the portable device 6-1 to use, the content the
personal computer 1 has checked out, thereby updating the usage rule for the deleted
content (which operation will be referred to as “check-in” hereinafter). More
specifically, when the content has been checked in, the number of times a content can

be checked out, included in the usage rule for the content and recorded in the personal

computer 1, is increased by one.



forward and fast rewind, and information such as sound vol unme and voltage

|l evel in the dry cell 51. Further, the portable device 6 | an
EEPROM 68 a nunber of contents witten in a flash nmenory g%,Ra@%(t:gﬁ%ns of

bl ocks of the flash nmenory 61 in which contents are witten, respectively,
and a so-called FAT (file allocation téeble) for various information stored
in the menory. It should be noted that in this enbodinent, a content is

taken as Onm?%%éceﬁl ekwfmﬁlémhego%mé @visé 61 Grileetdd theretd By thont ent

of each nusic piece 1s stored in the FAT. In case a FAT is stored into the

the 11 LS Al y7-€addlatso o ARG R pBrebles ey €3PS len Siebbolkifing ©
bl ock corresponding to the content of the first nmusic piece will be witten
as FATpensonal eempuieml hesohgckedrent; thesehyvpdateg thaesage e Eprstb@é*ﬁﬁt%si c

piece is witten into the flash nenory 61, the | ocation of a bl ock

cor r espom@nngFufther)ehe eoipuiterol willenslacthedortuble dpvieed-dicohnbetedithettetm as
FAT into the flash nmenory 61 (in the same area as that in which the first

musi ¢ g?ﬁg Usss c%fe%@)&%e@&@,”g‘é‘@i%%%&@ lﬂggﬁtbm deVigY gi?:‘ 56; QI?J he/cBtdrttBE each

time t content 1rs witten menory urther the same
data will be witten ain for .reservation to.prqQtect the,dat August
2003 S0cwmedl pompier,§ les checksdoutnther P Apdil (ecicack Bl Birdhg ettty he
flash menory will be rewitten twi ce correspondingly to the wite of the

first comteaht. For this reason, when content wite has been nmade a small
nunber of tines, a specified nunber of tinmes for rewite of the flash

nmemory 61 wiihe F@rsl’oﬁall Reghputer tlhainrdieclidoksin aegitynt Whithlothei peesonal
rewitable any longer. To avoid the above, the portable device 6 nakes the

Fﬁpfgglz?ﬁxg?%&r n@o'f'éi;;ogffi) thﬁé‘t:hgﬁgéd"@?ﬁtl totiﬁe g@%l')ltetd%@i@e 699USRS, 'ﬂi@gﬁhcﬁ{alt | mes

nor at wite eac ontent. By storing into the EEPROM

08 a Fégm\gl'lltgrhl A&t EheckSh ae}:oln d E\'\vhr}lcjzﬁt%ﬁé ofifer personal computer has checked

out to the portable device 6-2. Further, the personal computer 1 cannot check in a

~ content which the other personal computer has checked out to the portable device 6-3.

As shown, the content data management system according to the present

invention includes also an EMD registration server 3. When the personal computer

1 starts acquiring the content from the EMD servers 4-1 to 4-3, the EMD registration

server 3 responds to arequest from the personal computer 1 to transmit to the personal

computer 1 via the network 2 an authenticate key necessary for mutual authentication

between the personal computer 1 and EMD servers 4-1 to 4-3, and to the personal
computer 1 a program for connection to.the EMD servers 4-1 to 4-3.

In response to the request from the personal computer 1, the EMD server 4-1

will supply a content along with a content-related data (e.g., title or playback limit of



tunes, the portable device 6 can be adapted such that content can be
witten into the flash nenory 61 at a frequency tens tunesekg@%?? 6§1an t hat
at which FAT is stored into the flash nenory 61. Further, Since Ple CPU 53
snakes the EEPROM 68 additionally store FAT, the sanme area in the EEPROM 68
is rewitten at a reduced frequency tp7prevent the EEPROM 68 fromearly
becomi ng not rewitable. Wien the portable device 6 is connected to the

per Son%cgﬁ,ﬁ'[&g}eé&glé%e; tBthz Bersdnal e@xh@g%e%i 1%1@ itlgé‘anrk be A1ehaheFEMIPs@ver USB

connec fter), 1t 1sre ased on an Interrupt signal
suppl i fr.omthe ,USB controller 57 to the CPU 53 that the USB conmnection
nas betr WHGERSDARG (O Eheresuiep o e B petsora pampyler L Surb T 8 oD AR Tbn i ¢
is supplied with an external Lﬂgower- of a specified current value fi omthe
per sonwlithco cputent-rdlatechdatagous peassnnal commuerhvissthe neswerk &i rlouthersm st op
the power supply fromthe dry cell 51. 8 August 2003 31 Wen the USB
connectdsponkéteiedeliheftfomithe ggﬁdn;éfcdmbhté‘rt Qphé ERIDSErR? 48 evillzupypiyg
Wi

back a content. Thus, the CPU prevent the external power supplied

o BTN SRR et BT CTRR S s pearghee

suppl i ed. Thus, when the USB connection is established, the CPU 53 snakes a
sel ect fon between the power supplied fromthe dry cell 51 and the power
supplied fromthe personal conputer 1. That is, the inexpensive external
power fi onifheecontetssapphiedifiamithd EMP serversett] tadd3 are compressed yn thower
supplied fromthe dry cell S 1 and which costs high is | ess consuned. Thus,

the drya6elhamierGHInRA st thahners) ARPRELISERY AL, Ithé @ontWite siipyslicdVirein
supplied with the external power fromthe personal conmputer 1 via the USB

cabl e S L [ reduce
the. r alica bR SeFush AL 9B8:5 2o Sibrtlel i PR Pafi i o ArEPlaRanh s *0 T
i ncludi ng the personal conputer 1 can further be reduced. Referring nowto
FI G 4?5521'?898315’5 illustrated a bl ock diagram of the personal conputer 1,
expl ai ning the functions of the personal conputer 1, inplenented by

execut i on ofAspskeleneithe rententodatinmanagemsnmystem assoEHBAAO thée PRRSES6Nal
conputer 1 uses a content managenent program 111 which is conposed of a

pl ur al ifwenfonpinebidessals e GVWIW gwerl VRl elebd tseoverpiSebaath 3-31, The WWW
check-in/ check-out managenent program 132, copy managenent program 133,

nove mMagage gﬁmeﬁggﬁag %&He%%g%leg%égﬂ%@ﬁeﬁ%ap@mﬁﬁﬁ&e ﬂ%b@ﬁggrgflﬂg%gsﬂ&ﬁl

conpr essi on net 8 Augu conver si on program yption

program 137, ¢C ression NSi r : i

progr af ?crugggaetﬁgd}eg“/ﬁglﬁggﬁié %it %r@%&%ﬁ% c%ﬁ?’%@?éﬁ%%tn icrgﬁcY ﬁ%g% 141,
decryptj.on progra 42, PD drivyer 143, purchase prograns 144 and 14 S . O
t he abalkénapagrea%n,bh RIS o datisersripanding fp Hh ead qogl%%@&efaﬁw
shuffled or encrypted instructions, for exanple, to conceal the instruycted
oper at composesmnamesofieactomusicepiece )i bif fasppuse to thetreqpesstfremehe persanali ons
(for exanple, even if the user can read directly the content nanagenent
progr agbiphteNE, the WWWaepadr §-desippligs the personal computer 1 via the network

2 with a CD from which a content has been read and data corresponding to the read
content,
The portable device 6-1 stores the content supplied from the personal computer

1 (i.e., a checked-out content) along with data related with the content (e.g., title or



the instructions. The EMD sel ection program 13l is not included in the
content managenent program 111 when the latter is install eéjAhéhsgbgosoersonal
conputer 1 but it is received fromthe EMD regi stration serve via the
network 2 at the tune of EMD registration which will further be described

| ater. The EMD sel ection program 131 sglects a connection wth any of the
EMD servers 4-1 to 4-3 to enable a purchase application program 115,

LSRR, i ) BRI Skt o i

server a content for purchase}. Based on a
setting of either. check-in or checgk-out and usage tule . files 162-~1 to 162-N
r ecor d88VicR g}iﬁc"ﬂhﬂgﬂf g%Fé‘taé] Quipu gh@ Stpﬁgfl%(?fét@e&’rﬁ ﬁﬁ%‘ﬁfh%ﬁorﬁéﬁi&gr@m
program 132 checks out contents stored in content files 161-1 to 161-Nto

any of shtenport abl e devices 6-1 to 6-3, or checks in contents stored in the
portabl e devices 6-1 to 6-3. 8 August 2003 33 In response to the check-in

or check- outFdpadiaiith10 %Al Wﬂ,tnTeHQp%lS% latR/aCEQREnOY largen agaitertoftiags am
132 updates the usage rule stored in the usage rule files 162 1 to 162-N

o 16200 Bl AR s R AR i FER, G, (8 B e B Sl O am
the. poRtampiEYBEck o2she0aepEns sPut dyseonnenteistrist PRPpbRes e
devices 6-1 to 6-3 to the content data base 114. Al so based on the usage
rul e fialplaylisik timedini 2tdxed as theleantent-réletedadata has passedpthsportable devdcerove
managenent program 134 noves contents stored in the content files 161-1 to
161- N 1601 3N bp PprytaRkicHthe clenspeadidglednlerf: 3, or contents fromthe
The user will be able to disconnect, for carrying, the portable device 6-1 having
a content stored therein from the personal computer 1, and play back the content
stored in the portable device 6-1 for listening to a music piece corresponding to the
~ content through the headphone or the like.
The portable device 6-2 stores the content supplied from the personal computer
1 along with data related with the content. Based on the content-related data, the
portable device 6-2 will play back and output the stored content to a headphone or the
like (not shown). The user will be able to disconnect, for carrying, the portable device
6-2 having a content stored therein from the personal computer 1, and play back the
content stored in the portable device 6-2 for listening to a music piece corresponding
to the content through the headphone or the like.

The portable device 6-3 stores the content supplied from the personal computer

1 along with data related with the content. Based on the content-related data, the



portable devices 6-1 to 6-3 to the content data base 114. The encryption
nmet hod conversi on program| 35 converts, to the sanme encryp A%B %szggd as
that used with the contents stored in the content files 161°1°¢ -N
recorded in the content data base 114, the encryption nethod used with a
content the purchase application program 115 receives fromthe EMD server
4-1 via the network 2, a content the purchase program 144 receives fromthe
EMD s - 1 o¢ 1he: r

BT dente A I LA BT oRpRERietorcd Ko 0 A dpha

recei MD se ' o check

e network 2.

conver SRB[GhsbgRa el RS diskoRhectoforarmutenio BoRDls Gaice

content to be checked out to a one used in the portable device 6-1 or 6-3.
8 Auguét3 hooagvcartentstoped thdrem frenhthe personalstanpyicsdr and pday baskthas, to

t he sane conpression nethod as that used with the contents stored in the

cont engoritehestotéd inltHepdredbId) dewtc@ 618cfor Mistdting ik diisi€l plictetasiteshbhdinge

conpressi on nethod used with a content the purchase application program 115

recei ves r O _ i anetwork 2, a content the purchase
progr a%q{f réééft\bg!é@g}?gé#ﬁ%ae&gﬁ% s(%rt&/lgﬁﬂ%iz via the network 2 or a content
t he purchasg, progr 45,  receives from.the EMD server. 4-3. via the, net work
o Al sor 't o TERGQHAAE davidshibahiio s vHI borianed iheviply s sboiabledieiss
conpr essi on net hod conversion pr o%lr&am 136 converts the conpression nethod
used wht herdafterombeneyver thdyemalawit be referredtainghividugy. i n t he portable

device 6-1 or 6-3. The encryption program| 37 is used to encrypt a content

(not encrypFegd) 2 ¢adnf éxapmaﬁa@_[yaimsﬁuﬁahi & the Yondighesssliofothier persamal 13
for exanple to the sane ‘encryption nethod as that used with contents stored

10, DoAY (AL Skl b8 IR ARESGRE S5kl PO EBldiachangy 110
unit) 11. The CPU 11 actually executes a variety of applications (will further be
described later) and OS (operating system). A ROM (read-only memory) 12 is also

~provided in the personal computer 1, and generally stores basically fixed data of
programs and computational parameters used in the CPU 11. Also, a RAM _(random-
access memory) 13 is included 1n the personal computer 1 to store programs used for
execution of the applications and OS by the CPU 11 and parameters which are
appropriately variable in the execution of the applications and OS. The CPU 11, ROM
12 and RAM 13 are mutually connected to each other by a host bus 14 composed of

a CPU bus, etc.
The host bus 14 is connected to an external bus 16 such as PCI (peripheral

component interconnect/interface) by a bridge 15.

The personal computer 1 is also provided with a keyboard 18 which is operated



read froma CD and supplied fromthe recording program 113 by the sane
encodi ng nethod as that used with contents stored in the cgmjg@azbb%es
161 -1 to 1 61-N recorded in the content data base 114. In addition, the
conpr essi on/ expansi on program 13 8 will expand (decrypt) a coded content.
The usage rul e conversion program 1392gonverts, to the sane format as that
of the usage rule stored in the usage rule files 162-1 to | 62-N recorded

int hebg?ﬁ'é §8¢r t%%gut vEri SHIES It AR 3B TRU I and w'ﬁmqnbub@ 199fhighgent ent

t he purthase appli tation program 115 recei ves fromthe EMD server 4-1 via

t he netwo a coptent  the rchase. nrogpam 144 reacej.y fr h

sever 34592{ 6}’311? H@eﬁg‘? Rt and gqtiecdt %Bm‘grﬂ {l}?escﬁﬁ?%ﬁi?ealﬁﬁgaér%lﬁr?gzse}-g‘%g ves
fromthe EVMD server 4-3 via the network. Also, to check out a content to

t he podisplayunie?9 tsca bquiderystabdisplay arGRE (cathodgaaydube)de displgy avarsty
converts the usage rule for the content to be checked out to a one used in

t he popf abfoenfaeionGa the Yo & Stexband/er Bxge.t Futheaf tihopeaonat opmputeve,
check-in or check-out, the usage rul e nanagenent program 140 detects a

fal sificatli ¥ i ] : : : ] i ch
wii iR D CRart aisE Ao aE WHFaVaSPnRRE RS vt R e d "
usage rule files 162-1 to, 162-N ded . n the.copntent. da ase,l14. As
e s aguosAB A0 begreauisd by ore CRIE 11 na infordmtigiott: S frord M RRREgiheq 1
the content data base 114 are updated along with a_content copy, nove,
check-in or Atevk23us alsoiprovidegkinthe persanalparaputepd o Jherdrivo2 2 perdsedate he
hash val ues neeting the usage rules. The authentication program 141

execut gs pRogiint dbcardedsint be%ﬂn@%ﬁéﬁ@ disch41 copticiltdisadag@nslading Gdprm 111
and purchasé application program 111, and a nutual authentication between

the COM-“%I: TPRRGITEREL 4?%@%@{%}1’&%@@&& Rihidiy28, MhPHA 354%% T Bl tolthe

aut henti ¢Gatron*progr am ore an aut henficate ke In the

mut ual aut tication betwee e END server .4- urchase | ication
pr ogr aflf¥es >&“@rf‘élpﬁggﬁl%%r?aﬁe&%ﬂtoﬁéﬂmmlﬁg%ﬁecmgl%‘é?%eecie(tl ﬁlgé)rﬁkfbg erver
4-2 and purchase %)ro ram 144, and a qone used in the nutual authentication

bet weeantinterfage 17,8 Lbusdé3brdgedpvand hogt t)ﬁil’i'dl“purchase program 145, |t
shoul d be noted that when the content nmanagenent program 111 is installed

in the persdis parsomaltcymputet Hds alsoprovideal with dJSB ipertsit rd n2 3 aandRA3 5. ogr am
141 used in the nutual authentication is not yet stored in the

aut hentieay S &&ggtpm e HortabIB ABvide BL B BbANEQBE HisireRibY fisd USB tatsle-0gr am

112 has successfully registiered the authenticate key,- the key will be

aut E'eLh?eé{‘ %?55\%:?515%5@#?&%‘?15éﬁ?O%E%@%Ya?%ﬁﬁ%?%éﬁékﬁéi%”é@é% 9%?&‘; bl ent
Fi o SRapIELmpled ForbihscHTIA nL s Al i A 4 31 3he ppitatle HeFica 1 1"

via the interface 17, external bus 16, bridge 15 or host bus 14.

The USB port 23-2 has the portable device 6-2 connected thereto by the USB
cable 7-2, and outputs data (including a content or a command to the portable device
6-2, for example) supplied from the HDD 21, CPU 11 or RAM 13 to the portable
device 6-2 via the interface 17, external bus 16, bridge 15 or host bus 14.

The USB port 23-3 has the portable device 6-3 connected thereto by the USB



When checki ng put a predetennine content to the portable device 6-2 or
checking in a predeterm ned content fromthe portable deViﬁﬁ 6-%,0bge PD
driver 143 supplies the portable device 6-2 with the conte ugpsg nmand
maki ng the portable device 6-2 do a predeterm ned operation. Wen checking
put a predetennine content to the portable device 6-1 or checking in a
predeterm ned content fromthe portable device 6-1, the PD driver 143

32551;2@%‘#%?9‘?{%??@%5 é‘%ﬁr B o o B R e ige e
: ' bl . ] : :
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supplies the device driver 116-2 with the content or a command naki ng the

devi cedevReArduaa the dgesfacedi7y external Busib6 bpdgeidf enhostbuspdr ati on. The
purchase program 144 is a so-called plug-in program It is installed al ong

wi th the comiplersBRALBPteR 198 /atd providéd wifhhéh aedisdnpht/cetpatiterface
supplied fromthe EMD registration s%rver 3 via the netg\,hbrk , or supplied

as recgnded.in_a erm.n . Ny, led.] ut er
T 1 ne 28 g of SR PRI FRouCiERnbREl SonilivhoRBY RERMCAEL T,
program 111 and data via an _interface of a,predeterm ned formthe cqntent
managergtaysie &PA%E opputizer fﬁ?ﬁ{)%@%&%"@ ad#&&?‘gﬁ‘ﬂ‘flﬁhn? FHRBbYAR ?)‘?‘ﬁ(’g
shuffled or encrypted instructions, for exanple, to conceal the instructed

oper at iand inputiontpsti dEhe persoakkbcompuidrf§ has also@ speakepd whickeproradesiat i ons
(for exanple, even if the user can read directly the purchase program 144,

Pﬁec ﬁ 2 ??m%c}éktégﬂﬁ%ef%so%mwg c?gx;%t\?ggﬁg{:%&tagam%oaw:ﬁ hased on aghadioldgnaleupplied, Vi a
from the audio input/output interface 24.

The accessories including the keyboard 18 to audio input/output interface 24
are connected to the interface 17 which in turn is connected to th CPU 11 by the
external bus 16, bridge 15 and host bus 14.

Further, the personal computer 1 has a communications block 25 connected to
the network 2. The communications block 25 transmits, as stored in packets in a
predetermined manner, data (e.g., request for registration or request for sending a
content) supplied from the CPU 11 or HDD 21 via the network 2 while outputting data
(e.g., authenticate key or content) stored in received packets to the CPU 11, RAM 13
or HDD 21 via the network 2.

An adaptor 26 formed integrally as a semiconductor IC is also provided for

connection to the personal computer 1. It has a CPU 32, RAM 33, nonvolatile

memory 34, RTC (real-time clock) 35 and a ROM 36. The CPU 32 is connected to



send a predetennined content and thus receives the content fromthe ENVMD
server 4-2. Upon reception of the content fi omthe EMD Seéﬁﬁéus/%ﬁ%the
purchase program 144 will account for the content. The purchasSe program 14S
is to be installed along with the content managenent program 111. It
requests, via the network 2, the EVMD ggrver 4-3 to send a predetennined
content and thus receives the content fromthe EMD server 4-3. Upon

recept Hnceiy ;P:fn ?@é@&niﬂdﬁﬁ%@@g?@nﬁ%@kﬁfnﬁl Bus qaebﬁagais lmssﬁdmgbagn 145

will account fo content. tering data e 181, display

data filble 1 i mge files 183- 8 st..2003 183- Kwor ig{ory
dat a filfteanfg ,ust??é)%&f%tﬁf 3‘9‘%@%‘? Qﬁ@&%‘ﬁéﬁ?ﬁ#ﬂ%‘ﬁr@gsﬁ%%? lb‘? W an

i mge of a predeterm ned wi ndow on the display unit 20, and gives a

check- piores detasmkl programs neerssanhior sxepetion af émvmiwg@@émsegﬁwh%%lﬂl in
response to an operation of the keyboard 18 or nouse 19 by the user. The

filterBdng Thtandivolatli®lmehwirgs34liateret alataavigichi lgectnberlicdd sitdl efter thé he
content files 161-1 to 161-N recorded in the content data base 114, and is

record | : i gpl figl t ndi n
to t nepenishal sEnibchis Al o5 FheHCOR 36 ordtn piotram {7 RoTABiGRBE"T, 00
content data base 114, and s recorded in the HDD 21. .T i il es 183-1
C o153 o CheBrRI R prgEe s TR fs bitsonsheanpater ool e R 35 Keghs i
recorded in the content data base 114 or images corresponding to packages

whi ch ®inh¢ td provide tivee thformatied. | ater, and are recorded in the HDD 21. The
image files 183-1 to 183-K will be referred to sinply as "image file 183"

her eaf t er WiHees@hnivieyatithsebloek 28aanded ipter2 6 aré oohnedieditd the CRY hi byory
data file 184 stores history data including a nunber of tines the contents

stored a@ﬁkgﬁﬁlﬂlﬁ%e@lj@ﬁ1§gﬁa}1&sp%ghl‘\l recorded in the content data

base 114 have out, a nunmper of times the contents have been
checked 1. ARSI (0213200 LES, WP SR o RS DS Ige. T
hereafter wherever they have not to be referred to individually. Also, the USB cables
- 7-1 to 7-3 will be referred to simply as “USB cable 7 hereafter wherever they have
not to be referred to individually.

Referring now to FIG. 3, the portable device 6 is schematically illustrated in the
form of a block diagram. The portable device 6 includes a power circuit 52 which
converts a voltage supplied from a dry cell 51 to an internal power of a predetermined
voltage. Supplying the power to components from a CPU 53 to display unit 67, the
power circuit 52 will thus drive the entire portable device 6.

A USB controller 57 is provided in the portable device 6. When connected to
the personal computer 1 by a USB connector 56 and USB cable 7, the USB controller

57 will supply data including a content transferred from the personal computer 1 to the



For the registration, the display/operation-instructive program 112
transmts, via 8 August 2003 39 the network, an ID of thea 5 ed
cont ent managenent program 111 to the EMD registration serve'?él%t @\%I e
receiving, via the network 2, the authenticate key and EMD sel ection
program 131 fromthe ENMD regi strationyserver 3 and supplying themto the
content managenent program 111. The recording program 113 is used to

di spl a&ﬁ?éh%&%y%t&n&{ﬁ&fsgrm ned wi ndow, and read data such as a
nt en

recording fine Oof a co roma CD being the optical disc 42 set in the
drive 22 in ,this enbodunent i,n. response to.an operati.on of th oapd 18
or mouse 194pgatade @@Stgé‘?é&i%‘ﬁl tgler@éﬁqréﬂlﬁgnﬂﬁﬁg if’s SOW%‘ﬁf#%E%Pged in
a CD, the recording program 113 requests, via the network 2, the WWserver
S-1 or 64 bgtespergutkettamdavansfered diom thopernsendpomputend atbitansfermatoof

artist's name or data corresponding to a content recorded in the CD such as

a nmusi ¢2NBRS/skkt ! e, and thus receives, via the network 2, the data
corresponding to the CD or the content recorded in the CD fi omthe WW

- - 2. A h i 13 i
i spl ay/ opefuitao i Rnekby Gl BARHLSRHER 'S b HIBELH hlifader and.
Che. CObORGnE nThe headsr SapAa GRRIGRL 1D cledUGHG 1o drh SEe TTIE: Khdif SEGr d ng

program 113 reads and outputs to the content nmanagement program 111 a
cont entodeoD Afileinfaimmyion etcophd also ajplaybaik lsmitationidate, dtarvdatz2enddate, s
enbodi nent. The content data base 114 stores into any of the content files

ranage b S e T o Sy Rt Tanner
21). “TRERIFT bbb BaPLRLEAENNAeCHERIBEL;iA LR a U ARTHER, TRE Pohidhe
162 N Eoradecbln e goeaipganeddenebian ALRAG3 FOSTERIRG n whi ch the
contents ar gl‘hsétlgera%gr (sirzicigzl(ichtet:shae dgtiialgggtrhuclvfe aS hiez?ctle? (te .hg?, é—l Z!’:)l[))ytze%),)ahd the file |
~ size indicates a data length of the content (e.g., 33,636,138 bytes).
The content key is a key for decryption of an encrypted content, and transmitted
from the personal computer 1 to the portable device 6 in a format encrypted based on
a session key (provisional) generated via a mutual authentication between the personal
computer 1 and portable device 6.
When the portable device 6 is connected to the USB port 23 of the personal
computer 1 by the USB cable 7, there will be made a mutual authentication between
the portable device 6 and personal computer 1. This mutual authentication is of a

challenge-response type for example. Note that a DSP (digital signal processor) 59 is

also provided in the portable device 6 to decrypt an encrypted content when the



The content data base 114 may record the content files 161-1 to 161-N or
usage rule files 162-1 to 162-N as records. A usage rule f@Aug?us?Qéﬁsent
stored in the content file 161-1 for exanple is stored in the usage rule
file 162-1. A usage rule for a content stored in the content file 161-Nis
stored in the usage rule file 162-N. Mpte that data recorded in the usage
rule files 162-1 to 162-N correspond to those recorded in a tune limt data

base o ol %aﬁ,? ' ' r be described later. Nanely, the
contenéhgat ﬁb%gg&l 4 'ﬁ%@géﬁ dem{ilérée imt data base and nusic data
base. The cqptent files.161:1.t0Q 161-N wll be referred,to.sinply as

Peont ent 11 i Bebpvermparianed challpiseieonae iR oRth b fusiRLY fEh
individually. Also, the usage rule files 162-1 to 162-Nw |l be referred to
si npl ythes iri Tespgase to @ cénthin vidae (¢challeage pgenarated\byrthe ipeysanal somputers fore

referred to individually. The purchase application program 115 is supplied

from t SearaMR, tReieSis! geinlePite 88 Valuer¥dporisBy bpahvqidtablerdedsca 648y dddgian a
predet erm hed CD- The purchase 8 August 2003 41 application program

115 reguest Vi he. pe rk 2 .qervery 4- re m ned
cont erbrvass ke b REDORT (e malBBisRAOF S ferbeh® SRpufriY TRENE
suppl yi ng It to the content nagenment pr o&Lam 11. Also,,.upan r ecegtﬁi on of
the cosRalngermsspenze Bwo Watual autbentieation, the yalue gensrated: by e, PelsPRA} 115
wi |l account for the content. Next, the correspondence between data stored
i n t hecoinpulkary 1 dedrdes at evety antherteationt eSo, feverswhen -for taxamgile  stabreed i n
the content data base 114 will be descri bed herebel ow
generated using the private key and outputted from the portable device 6 is read, that
is, a so-called disguised attack takes place, the personal computer 1 can detect a
fraudulence since a next mutual authentication is done using a different value.
The content ID is an ID for a content to identify the content.
The codec ID is an ID corresponding to an encoding method for a content. For
example, a codec ID of “1” corresponds to ATRAC3 while a codec ID of “0”
corresponds to MP3 (MPEG (Moving Picture Experts Group) Audio Layer-3).
The file name is a data resulted from conversion of a content file (will further
be described later) corresponding to a content and recorded in the personal computer
1 to an ASCII (American National Standard Code for Information Interchange) code.
The file information is a data resulted from conversion of a music piece title (content
name), name of the artist playing the music piece, name of the songwriter of the music

piece or name of the composer of the music piece to an ASCII code.

The playback limitation data is to indicate whether there is set a playback period



Firstly, a content stored in any of the content files 161-1 to 161-N

bel ongs to a predeterm ned package. Mre specifically, thegQ f9604 S any
of an original package, ny sel ected package and filtering package. O the
above packages, the original package has nore than one content bel ongi ng
thereto. This package corresponds to phe content classification (nanmely, so
called album) in the EVMD servers 4-1 to 4-3 or to one CD. A content bel ongs

to any O l.0 I J haER#mi
packagddl WiidEs cBffel? P BRPIARYMACITCE Mert ol & cldRleké Yord pliybaLRBmit
nodi fied,, The user can edit a part of infqrmatjon cqrresponding, to an
ori gi n&d IW%E@I@FBP?éQHﬁﬁI%PB%WHF £ edﬁaY‘?‘é b??r}ﬁt %F‘Pnog P@MW&& IB?J%dﬁded
information). Mre than one conjtent_freelb‘y sel ected by the user belong to
t he ny seelthe phayhask Hanitatizhdates tsrassignedr bi't VWhen p pariad fanwbiehsa conten
assignnment to ny sel ected packages, respectively. A content can belong to

mor € t igh HRYfafdd E&%l@fst &4, fRrGiadsack liﬁn&@ﬁbﬁtda@%s%i’gﬁbﬂ ‘9’1 | Whendhere,isa

content may.” not belong to any sel ect ed package. Contents sel ected based

ny
on a filterin at.a stored in filkerin acf] 1 l.eng
11 ¢ er PRUERE R aEY heke Pl ik A blabaek Beflgiolamdty. S RS Rehds
to 4-3 or WWVserver 5-1 or 5-2 via the net\lggi‘kqiz or as recorded in a
pr edet punchasgdiishe phaybeck limifatienidata Heassignegrihg data stored in the
filtering data file 181. The filtering data is a reference for selection of
a predet er niTheestartat#te andendf dute are dafaandivating arangegifia period fpondielyat o
the content. For exanple, filtering data corresponding to top tens of the

weekly cds 18928DackaRhBE this paybadkemdetisarndita ¢oapsigred 210 For
i denti fcéngégr?tdg%??gf@?he a}/veekl y Japgn }E%ﬁps Nos. 1 to 10. Th%@?i | tering data

LL'sﬁ%eﬁ%%ag{bﬁ%éd Se&atlﬁ%éstt%‘ﬁtkégﬁsi?slé?oé_@%‘.’ﬁé"?ﬁilf&ﬂﬁeﬁhfﬁﬁ@itgﬂéﬁé‘bgg‘é‘%?}hé‘c_ked
The dosomapRGYREREnER! SHLbABIREHDasK TohAderioRLoRoe 1o AERREEN, ' for

the past half year, or a filtering data for selection of contents in which

a char d&, &000AI (love)" is included in the nusic piece titles (content ]
nane). Thus, contents in the filtering package are sel ected by conparing a

filtering dimikirkh the GAaVIEk HinsPhed plattacR2doiter arglandollatva. tNemeder has
set), a history data 184 or

when the playback limitation data is assigned “1” or “2”, the playback limit is a

predetermined number of times a content can be played back; and the playback counter
is a number of times the content has been played back and which is updated by the
CPU 53 upon completion of that playback. For example, when the playback limit is
“02”, the content can be played back two times. When the playback counter is “017,
it means that the content has been played back once.

When the playback limitation data is assigned “2”, the start date is “00040F”,
end date is “00070F” and the playback limit is “02”, for example, the portable device

6 will be permitted to play back a corresponding content twice a day for a period from



the like. The driver 117 drives the audio input/output interface 24 under
the control of the content managenent program 111 or the 'ékﬁgﬁs?zbd%)“t a
content being a digital data supplied fromoutside and supply it to the
cont ent managenent program 111, out put 8 August 2003 43 as a digital data
a content supplied fi omthe content g@ta base 114 via the content
managenent program 111, or output an anal og signal corresponding to a

conten ARl | f t data base 114 via the content nanagenent
AP, 2P0 R BP 1o

progra ah exanpl e of the display/operation-instructive
wi ndow t he di spl ay/ operation-instructiye program,112 makes  the.d y unit
20 di spl ay. AlsRr @?&le&qgﬁb%&mﬁtlpﬁéﬁﬂﬁ g*p?s W’Sgeslat %ﬁ-‘f%'igisr L@W wi ndow
a button 201 for starting up the recording programl 13, a button 202 for

st art i and datd isé080008°8| pdayback limitgs 467 aadiplaybashicounter 06343, fat examapleng a
field in which check-in or checkout is set, a button 204 for displaying a

field 5%‘,“@@?23@ cHftbRCEAS bBﬁgkﬁ&th@k for Be valindied petied, Yhebeaplayied on

205 is se ata corresponiding to an original package is displayed in
a fiel 1l .of the w,ndow. n t 6 is selected, data

cor r_esgaﬁﬂilg “PSS’%%SE?%C&%%;&%%;%?%& splayed in the field 211. Wien
a button 207 is selected, data corresponding to a,filteri n% Eackgﬁe ia

di spl ayed i "Whew the pperablerdevige £ Frcepes,aqontent aad @ carieny Writg ¢oorpan
package. For exanple, it is a package nane or an artist's nane. As shown in

FI G 5fromehepersondl sphpuss i, the GPU 53Iwhizh exacytas kayainpografires) framd
artist's nane "A TARO', a package nane "SECOND' and artist's nanme "A TARO',

etc. T ] g{zﬁmt' ORpilNSddeiNd tYE wiitedsomiam & sumteolfd €ladh Jhemiorywhi ch
t here ???l%ﬁ%& at a5|4(’:(r§¥llrne§é$ndi ng to a content belonging to a pmet

sel ect ed 1ubP 80 dnd Write to a flash memory 61 the content received from the personal

computer 1.
The flash memory 61 has a storage capacity of about 64 Mbytes to store the
~ content. Also, the flash memory has stored therein in advance a playback code for
expansion of a content having been compressed in a predetermined manner.

Note that the flash memory 61 may be formed as a memory card which is
connectable to, and removable from, the portable device 6.

When the CPU 53 is supplied with a playback command corresponding to a
push-down operation of a play/stop button (not shown) via an operation key controller
62, it will make the flash memory controller 60 read the playback code and content
from the flash memory 61 and transfer them to the DSP 59 of the portable device 6.

After detecting error in the content in the CRC (cyclic redundancy check)

method according to the playback code transferred from the flash memory 61, the DSP



8 August 2003 44 211. Data displayed in the field is a nmusic piece title,
pl ayi ng tune or a nunber of tunes the content can be chec&;ﬂugﬂﬁ o@? Fl G
5, a package corresponding to the package nanme "SECOND' is se ecge So,

there are displayed in the field 212 the nusic piece title (content nane)
"M NAM - NO- SAKABA" corresponding to the content belonging to the package
correspondi ng to the package nane "SECOND', a nunber of tunes the content

can becghe - 0 j ' - and
foo o SRortgoatk heboREAFRNS PRy Bl R d36h st Wil SRERERE] ST
nane) "KLTA- HAﬁ@g@é ag& nunber of tunes She content can be checked (for
exanpl & Fige3tqn {an %&P@%ﬁ@ﬁﬂ§l?%mﬁﬁé check-out). Thus, one eighth
note as a nunber of tunes a content can be checked out, displayed in the
field 212, iTidi DSR$S% tatformedrintegalhyliwigh co ttamsmission beraie Gretdshewnpnce.
A rest as a nunber of tunes a content can be checked out, displayed in the

field é@idk&?ﬁ@ﬁg i gBﬂ{ach 39‘“5@%%&%32%59 At @terntaHied diea AlREdradodkit

(the n er o ut"s 1s zero; ver, the personal conputer 1 can

play b content). C clef as,a nu r ofy ti acont R be
chec kegi@zg] a%?’glp Iaﬁy%’ﬁ‘)em‘ﬁt ﬁ@'sfﬁe%clgﬁtﬂr ?%'r @Qfleguéﬁiets e, %@ﬁ%@rﬁaa&?g
check-out's for a corresponding content. is lim¢tless (the content can be
checkegonverstanycinemib 63 with thevagyter glack MEdK i mbitg ChK genraated byt ent
can be checked out may be indicated with a correspondi ng nunber of pieces
of a pisdetsnosoididtibhgireuitt dasedaon! the ithastey closk AMUEK 2608 hivimg a
circle, star, crescent or the like) as shown in FIG 5 as well as a nunber.

G Lol r, cl ! ; in Fl . . mer.
SO, &sgﬁeg e @églrdyp ﬁgaﬁpﬁaﬁ@tﬁyg OBEk AR CNK E6thpysdd ¥La Peloirrel f i e

208 in an | mg orresponding to a sel ected package or
cont ent ondi to an f i e file -1 to 183-Kin FIG 4)
is di sﬁl%ﬁiﬁﬁa{l Il@%hm%ﬁgab&% 'ggge iugltéloﬁ'cf&agge then pl ayi ng back a
sel ected content, (outputting a sound corresponding to the content .to the
speaker 45) Fonplaymgrbark sicentent; ﬁreeﬁlg a559gwe et ntgﬁ Wé‘ﬁ?nfleeﬁaent
m ne) displayed in the field 212 is selected and a deleting operation_ is
nmade woipkeatingeclookttonhe dbgital/mml g tenvemibnocteuit 63 aespuhig ty thoplayback gi nal
package is being displayed in the field 211, the

di spl ayoaBe 'WheR Pplayifkbacki e contett, afie ISP 39 Wil Redgesiipysly ipnihendperatingenent
program 111 del ete the predeterm ned content stored in the content data

reaa 1 gk IR AR i BTE, SR BECHHE RERatlbg S o

255 i i ]l furt.h be d i bed | at [ h i iSR! d d
the conts droTepy eRdiCBE She PRI cops aPLEs abdnie elrabRIERES 2t vey
t he display/operation-instructive program 112 will nake t

he .
di spl ay/ opermilalyi, fke CRY iS3cand HBcentspller,5 A hayve pytepnal grystghpssillatpase i s
di spl ayed a nusic piece title of a content (content nane) stored in any

pr e- deSi3gnané 87 Anmiectdibthesetoatdspediivélyeande ffetipréd Seriviiiesd eparatiorsonr ead
froma CDis recorded into the content data base 114 while a button 255

(whi ch il badid!idifffasht? ERRRS IR Shiiplicd fidif tHenOuillgkovs! SB/2 hridn oA, ! e
control of the recording programl 137i's being selected (nade active), the

8 August 2033 ﬁg di spl ay/ operation-instructive program 112 will nake the
contenfeﬂﬁﬁ’ag nt program 111 check out the content recorded in the
content data base 114 and read fromthe CD to any pre-desjgnated one of the
portabl e devBewsaiseof the aboge-mentiangdsconstichions theperiable; Vac‘?géles S Re

| eft rost position thereof corresponding to the nusic piece title of a

cont entelgeloptaerationbdalesto¥upply acloci ioveackhef th CPLE53pDSENS9 and BSB

checked in to the personal conputer 1. For exanple, a synbol "o" at the
left mscton'?l%sﬂe}'ﬁn?rﬁi ﬁlﬂ‘e?éﬂ Bk %egiﬁlteﬂ%' e@ﬁﬁﬂﬁfer AndARLEE Confface Rt Ng
to a nmusiC prece titlhe of a con can be checked 1n to the personal
conputer 1 (that is, it has been checked out fromthe personal conputer 1
). A synbol "x" at the leftnost position of the field 213 indicates that a
content corresponding to a nusic piece title of a content cannot be checked
in to the personal conputer 1 (that is, it has not been checked out from

the personal conputer 1; for exanple, it has been checked out from any
ot her personal conputer).



When t he displ ay/operation-instructive program 112 has displayed the field
213 in the display/operation-instructive window, the  gaygust2003

di spl ay/ operation-instructive program 112 will display in the

di spl ay/ operation-instructive window a field 214 in which the nane of a
portabl e package (to which a content 28ored in any pre-desi gnated one of
the portable devices 6-1 to 6-3 belongs) is displayed, a button 210 to
close‘&ﬂgnﬁkﬁi 213, and a button 215 to execute a check-in or check-out
operation. Further, when the display/operation-instructive program 112 has

di spl ayed t fi.eld,213 in the displ 1.oN- 1 Gl ' Lt NE
di spl ay/ ope?ﬁ‘?iddﬁl-t? 408 Lopyersign E\Hﬁﬁ@%@@g‘}eﬂ %B@g%g%}af¥%omé}ﬂq§aagpl ay
in the display/operation-instructive window a buttopn 21 6_to set.,a check-out
oper at anplog@udio sigmaband @uppbgwrtaiammmhgicwgn @lrﬁp&é‘- t TLP éﬂlﬁé}@&tw in
the field 212, a button 217 to set a check-in operation for a content

cor r espieadit 69 amphfies she apdrcsighial had sepplieed tbrheadphbne (not®dws Wiata on
218 to set a check-in operation for all contents corresponding to content

nanmes gl i he field 213, and a button 219 to cancel the check-in
or che@%ﬁgti sgﬁkgggf Even with the check-in or check-out setting nmade by

using the byttons, 216 to, 219, howeve t he r.sgnal e¢onput e L] 4 t
execute the cwhen the PW%WPHIH“%@%t%WRS\}\ﬁBﬁ“Fﬁ@ %tROﬁ?bﬁig‘wlg ezzﬁo i cked
after a check-in or check-out is set by using the buttons 216 tg 2/9, the
di spl aplaypdagkiaosorntest stored inctherflaghamemory 6l wndarshe controt 65%&1)%%9 enment
program 111 execute the check-in or check-out. That is to say, when the

but t onWHerStheé plld}i/@tk)ﬁcbuttdﬁﬁ iglpsgysay/iapbeaiduwse ofiglaying backpa agnsent 1 i wi | |
c

make, based on the check-in or check-out setting, the content nanagenent

progrﬁﬁb&&ﬁlé&&ﬂéwwﬁl &8@}@2% ] ack heEHpchtt 0 erase a predet ernined

conée corresponding to ( K-1n setting (e.lg., a command to erase a
By of the SERERONE MlavisRut tuttpel P pPlss b R SRR B SER G bopad) | G

in the usage rule file 162 corresponding to the content qQr conmrand,thus

t r ans npperagionathapentebledsyice; defreéHané&@nteélt@i%'&aﬁﬁaF ﬁﬁwsmon where ~
di spl ay/ operation-instructive program 112 w || reS{)ond to the transmtted
cont entheoplaybavk opetatiomphad bedhstoppstdaomder tBe sogirst oP0E3CRY) 83t aWdresrad in
the history data file 184. The history data includes information for

i dent i fig@bFN &k s2c6RA Bat fReaowiRaib additkahl idpepitiovieffoctal dftbe thdien
t he content has been checked in or- out, and the nane of a one of the

tab i - - I t.
B e Plybakperitidn isktoged bY Brilligl tidRasAILS BudsRasble depttee
ickly. th t ti f heck- i - .
aer at Pall otiroraegty st okt S ore Py FeeE e Meoi e s pintion, o
operation is done can be reduced to nmnimze the total ti msf%elé cl udi n9 t he

setting andleshsld bemoted herertbakwhen the plawstopbitttopismaessgda HPPYET t he

check-in or check-out procedure. FIG 6 shows an exanple of the w ndow

whi ch blgplyes eudiodoo iy herportablad dericess Will rdiwane alve playbagk atlthepfiesy mBased on
CD information received fromthe WW
piece or music piece No. 1 without playing back the content at the position where the
playback operation has previously been stopped.
Also, the CPU 53 of the portable device 6 makes an LCD controller 68 display

on a display unit 67 a playback mode (e.g., repeated play, introducing play, etc),



server 5-2 for exanple, the recording program 113 will display a CD title
such as "ACYNCHRONI ZED' in a field 251. Also, based on wéﬂfﬁs@éd@”
received fromthe WWserver 5-2, the recording program 113 | display an
artist's nane such as "KUWAI" in a field 252. Based on CD information
received fromthe WW server 5-2, the29ecording program 113 will display
titles of nusic pieces such as "HEAT", "PLANET", "BLACK"', "SOUL", etc. in a
regi One?zﬁalf)zaftio%ﬂ HdRRAMERL (Lo Mihirt R @it tfoes BequefcPbatidsef @édudio

Wi

Simlarly, the recording program 11 di splay an artist's nanme such as

"KUWAI". i s\a region of the .field 253 wher ' ' t e

di spi a58aiDpRERer rdmpbiicpicts pludBg i cheBldRpRash AR bRy SoBEtast ng
program 113 8 August 2003 49 will store it into a predeterm ned directory
in t hefommrd andJashrewish andinfirmationaich as samdrwlumeand veitage ei:gl
information via clicking of a button 254, the recording program 113 w ||
first depdghcéln§lpredeterm ned directory in the HDD 21. Wien the CD
information is found stored in the directory, the recording program 113

wi || di'spl aygydt abagerbtealiel sSRHR)n arAERPROIS 8Bt oresheis on of

whet her he o g€ 1s'going to use the information stored in the
directory., Wen utton 2 di spl a int window di spl d by .fhe

r ecor dPAYIR %?éﬁsgl@emy\/@’iﬂcqt Sr@é’cpﬁ 021(:%}&7 ﬂqaﬁﬁéBFmﬁya%f“h“ﬁBﬂ? ent,
is clicked, the recording program 113 will read a content froma CD set in
the drcomtents asovritipm) vespectvelpg aniia sotralled FAToffiet aldecation abled fpent
managenent program 111. The conpressi on/ expansi on program 138 of the

cont en{arBia defematidnogoasd thitheafemoggses the content supplied fromthe
recording program 113 in a predeterm ned manner, and the encryption program

137 encrypt % SRIAVPAGRAMaL AMHEE bmbOdhRent, WedifRAPis tdkeén 48 RYRBIONE of
ge rul e ]];nOI’ t he CT

program 139 generates a usa donpressed and encrypted

cnorypPAdtSEs o SdpeREORRERRS hoRh s S el of rBXERintic PRAEIERISERAT, 37

The content data base 114 will generate a content file 161 and usage rule
file theFAT.

In case a FAT is stored into the flash memory 61, when the content of a first
music piece is written into the flash memory 61 under the control of the CPU 53, the
location of a block corresponding to the content of the first music piece will be written
as FAT into the flash memory, and then when the content of a second music piece 18
written into the flash memory 61, the location of a block corresponding to the content
of the second music piece will be written as FAT into the flash memory 61 (in the
same area as that in which the first music piece has already been written).

In this way, a FAT is rewritten each time the content is written into the flash
memory 61 and further the same data will be written again for reservation to protect

the data.



162 for the content received fi omthe content managenent program 111, and
store the content into the content file |61 and the usage 6J§h€u§t%@3the
usage rule file 162. 8 August 2003 SO When the content an sage rule for
the content are stored into the content data base 114, the content
managenment program 111 will supply thd0CD i nformation and usage rule
received fromthe recording program 113 to the di spl ay/ operation

i nstructi ve Whey FAT 14 Avriftbe idis fhaflash anemioon-61nshe samievarearimgttenflagly wi | |
a display data for storage into the dISp| ay data file 182 according to the

usage hwlﬁoﬁp‘w 1“39 &%&ﬁ&@ﬁtnﬁ&ewﬂe ﬁf}ﬁ‘?@t BtwiR! GF (PR Sfrsi ddnfent ! Fer

recordin ormat1on |splayed by the recording
progra 113 has ed therein.,a buttgn 255 tlcal set et her
any of t ﬁée?ﬁﬂnt g%'eé{)%tgt‘egggvrge%ats(})e@ngnpge Areyed 8“’5‘?'? 5}5?65& %%J?ﬁcé fitdr cad
fromthe CD when the content read fi omthe CDis recorded into the content
dat a basmteraf titnes foraepirite ofithe flash mhempon 6256l ke raachrddso thas theflashi ng

program 113 will display a pull-down nmenu showing a list of the portable

devi cegndindny 61 ifl. notirvitetableany Rifrs any of the portable devices 6-1
to 6-3 fromthe pull-down nenu, the personal conputer 1 will automatically

check out t r

portabl e de\k;I:3 c%‘%]get@g a'i)%grg ﬂlee\c;?u&lta &e&gceef%)élté ee%'?(é e%@@@ %J?’é TATgm t he
pul | - down, e per sonal co ot che ut, t he con

recor dé8 th?‘oﬁ#‘t'rh%’l%e reRytienAd s FW’E‘{ BBWth& tEEES 11 g meinpy &i@&r ded
into the content data base 114 with only the button 255 in the w ndow

di spl ayautelnf edeh qoadentdi ng program 113 being set active, the personal
conputer 1 can nmake any pre-designated one of the 8 August 2003

By storing into the EEPROM 68 a FAT which is rewritten a large number of
times, the portable device 6 can be adapted such that content can be written into the
flash memory 61 at a frequency tens times larger than that at which FAT is stored into
the flash memory 61. Further, since the CPU 53 makes the EEPROM 68 additionally
store FAT, the same area in the EEPROM 68 is rewritten at a reduced frequency to
prevent the EEPROM 68 from early becoming not rewritable.

When the portable device 6 is connected to the personal computer 1 by the USB
cable 7 (which will be referred to as “USB connection™ hereinafter), it is recognized
based on an interrupt signal supplied from the USB controller 57 to the CPU 53 that
the USB connection has been made.

When the portable device 6 recognizes the USB connection, it is supplied with

an external power of a specified current value from the personal computer 1 via the

USB cable 7, and makes a power circuit 52 stop the power supply from the dry cell 51.



51 portable devices 6-1 to 6-3 check out the content read fromthe CD.
Referring nowto FIG 7, there is shown a flow chart of O@Agﬁdsggéogaffect ed
by the CPU 11 whi ch executes the content managenent program 111,

di spl ay/ operationinstructive program 112, recording program 113 and cont ent
data base 114 in transferring a conteht played back froma CD set in the
drive 22 to the HDD 21 and thus copying the content fromthe CD to the HDD
21. Wen t haVhaethed 8B ebasedtiom isegtabdisied 3ho CRI dSewilbstop tle PSP frothe CPU
11 via the interface 17, a command to transfer, for copying, a content

pl ayed%ﬁﬁég kﬁﬂ?ﬁg;logg?lgf‘ Of ) MO CP8Ls 3 Will ?ﬁxﬁb’ﬂt\tﬁe e2terndPpb&EP rg]g%@?%% 0

progra y, at 'step S 11, a (graphical user i

shown i.n FIG 6 for,exanple,, for sel ect.ion of a.soptent igh is,t e
cop! od EioH (¢ RErsePaLFaDHtT! B8 PRcquing fhe rpdhifed sitien! Sabl s HaR 1Y
the recording program 113 will read TOC (tabl e of contents) of a CD set in
t he drexterpal pewerof thecspecifind cwrenhvaluocanradwaysbesppplied display it on
the display unit 20. Alternatively, the recording program 113 will read

| SRC (I nt er Mdisohdien $he UKB dofeestich v statsiaghetlpthec@PIJ §3 mhalttls d selbctied in
the CD, acquire the content information, and display it on the display unit

20, S bebyebd ORLAE g NS URATIESS 4D gl e shipiar

acquire the content inforpaiion,fromthe.CD by the use of T and di spl ay
o ¢ peesnel COnERten dr oThahis, dheyBerpETish cateah RO e esBorgtialy, oy
di spl ayed on the display unit 20, the user operates the keyboard 18 or
nouse tommuer ticapke wsathaok socthefenstiyapower supplied fiomn the dey cell|dsand

di splayed in the 8 August 2003 52 field 253 to select a content to be
copi edwHiek tcosts leighpis Jeds2coristened: ¢ Thaispthepdngeelinsl ichisbakesd foe ausagerr ul e
managenent program |40 check the tinme limt data base stored in the HDD 21
(corre Wﬁéﬂ@e.to the usage rule files 162-1 to |62-Nin the content data
base 114 shown in FIG 4). The detail of this checking of the tune limt

data base wil| further be deseri.hed | r.wth re ence hart
shown in Fi CEIIOtg.tH%t wglegﬁuggﬁ?&mﬂl ﬂ-éea&t%m\q‘é) %ﬁa%gﬁéﬂ}% %%Igﬁé%ﬁ%oi’h}gme? .
cooperates with the CPU 32 of the adapgo 6 to. conpute hash val ue of the
ent T lrundhe g cabie: she PHrtb siopsithp D3 SOHrom Y G aies eHaleBbtduL oo
hash value with a previously saved one. Note that when no data is recorded
i n theredwee thenradidton fhamethe DSRISAyesor tHae themadatem of tbe reatird 4gstem|  not
conput e any hash value. Mire particularly, the tune limt data base is

for ”Ediﬁﬂuﬁﬂfgnﬂ’l@%e%%nﬁ%lﬁﬁlﬁéﬁii,caﬁsﬁlirﬂfeﬁifb@%'d@ﬁed.m managenment of contents
recorded in the HDD 21, pairs of |SRC and copying date of a content having

been recor dqgefei?ﬁné ElBWﬂi(:SJ ?I(E.' & tgﬁerg ]|g§' il%@&ﬁé&%ﬁf&{lﬁ&%&ﬂ ofltfe persdnaRC and

copying date area ore or ea three 1tens At step S38, a

hash val ue of the entire tu | j.m t a base, .based on .the IS

Copyi ngotger 1y expane bidinclibhs addhp peraial Gupy L. dihwloRglcd Py
conputed by the CPU 32 of the adaptor 26 and stored in the nonvol atil
menor y e3¢cutinn ofpredeseunined progaams bytthe feBUbyl lapgisysiepva, Haespersanali on
to the data. The hash function is generally a unidirectional function to

map | oggngisitar Phsés ¥ sonteht Mahagehbnvpriograindll lowhichok canfposed of arpdtitalitand
has such a nature that hash values wll not easily conflict 8 August 2003

53 wit Finclfind @ [ i: 0C| ﬂ§g§§§ c Rask -
al gorit fﬁi’?gg{%gg?nlgglsagegd?gewg %étlgdléﬁllt? Et 1§§It3’hLeEhﬁgage rhﬁldé out
managenent program 140 c?ggute a hash vagﬁg as in tT coqgutation o %he
CPU 32 Moo maht SPRagTay 137 n Ry aBERAGF ISR, PIOGHER: 137 odhays MAsageien
request the CPU 32 to read a hash value stored in the nonvolatile nenmory
34, angragranel34s3ancrption | methwdogonvetsion paagram r 65, heempression wathodhe
one it has conputed. At step 533, the usage rul e nmanagenment program 140
j udges whet her the hash val ue conputed at step S31 coi ncides the hash val ue
of the previous tinme limt data base stored in the nonvolatile nmenory 34.
When no coincidence is found between the hash val ues, the usage rule
managenent program 140 will determine that the tune Iimt data base has
been falsified or altered, and nake the recordi ng program 113 generate a
nessage like "since tine limt data base has been altered, no copying is
possi bl e" for exanple, and output the nessage to the display unit 20 via
the interface 17 on which the nessage will be displayed. Hereafter, copying
is inhibited. Nanely, in this case, it is inhibited to play back the
content recorded in the CD for copying to the HDD 21. \Wen the hash val ue
conmputed at step S31 is found coincident with the preceding has val ue, the
usage rul e managenent program 140 goes to step S35 where it will make the

Y = = U Y - Y S T T . S A



8 August 2003 54 of an appropriate length such as 58 bits which is to be
used for ISRC. At step S36, the usage rule managenent progs afydt9odiidges
whet her the | SRC (sel ected content) acquired at step S35 is registered in
the tune limt data base (in FIG 9). If the ISRCis not registered in the
time linit data base, it neans that th& content has not yet been recorded
in the HDD 21. So, the usage rul e managenent program 140 goes to step S37
wher e ténvérsion pigsaer 136\eenicBRtion progravoh8ncompressiay expansiem pregrent he
time limt data base. Note that the usage rul e managenent program 140 uses,

as theypge %® dy g il EmbithEcidet aputided from
t he RT(]:P?%B%g&et 221628813?%@%?&% StSIpET Sgégjagt@he usggeégr ul?a ngag%-enent !

program 140 .reads data ro he, tune.limt dataspps t e
P aner SutheptieBoR it T41. e ition dibsfeh Y ERCE YsEE 14 caiifase |
val ue of transferred data and saves it in the nonvolatile menory 34. As in

t he abpregrantsel4thand\4Sue this saved will be used as a previously saved
hash val ue at step S32. Next at step S39, the usage rul e nanagenent program

| 40 wi || seOfxheaiboleProgramis,ahe thatent neirmgeimmt phogranbé 13 é4 eompdsedof ent
is snot registered inthe tune imt data base. This flag is used at step S

13 in j : i i i e
e e b e e R B R e e e Sre
of the_selected content. i egi stered in,the tine |ipit b .44 means
that t #&198“&%18830 el ArFAicUH ‘8&8‘%&?"%‘3 BRtHCHogp éfaéreé‘%%il‘fﬂet & ifithe 175!

| east once. In this case, the usage rul e managenent program 140tgioes, to

step Sesendmrreadidineictly the¢gatentsanagement pregiam 1 hhihe oothesrannot glentidy st
2003 55

the instructions.

The EMD selection program 131 is not included in the content management
program 111 when the latter is installed in the personal computer 1 but it is received
from the EMD registration server 3 via the network 2 at the time of EMD registration
which will further be described later. The EMD selection program 131 selects a
connection with any of the EMD servers 4-1 to 4-3 to enable a purchase application
program 115, purchase program 144 or 142 to have a communication with any of the
EMD servers 4-1 to 4-3 (e.g., download of a content for purchase).

Based on a setting of either check-in or check-out and usage rule files 162-1 to
162-N recorded in a content data base 114, the check-in/check-out management
program 132 checks out contents stored in content files 161-1 to 161-N to any of the
portable devices 6-1 to 6-3, or checks in contents stored in the portable devices 6-1 to

6-3.



fromthe RTC 35 of the adaptor 26) is nore than 48 hours fromthe date of
the past registration of the selected content, registered gﬂuésdgfzéwe limt
data base. When the present tune is already nore than 48 hour romt he
registration date, it nmeans that the content has been recorded at | east
once in the HDD 21. However, since th# present tune is nore than 48 hours
fromthe date at the content was recorded, the content cannot substantially

be copi ed i T feshdheety MR cRMADrichetk-dus havivigdsteadivne, tHethebkdn/cheek- it is
permtted to copy the content into the HDD 21." Then, t he usage rule

managenen [ ogram L4 i A ate in
the. toielpeRr R PRl R R EcBed In telsa D RAIEIIL PEOSE
present data (output fi omthe RTC 35). n, the usage rul e managenent
progr athAi@ZVNIIIeC@@JiQS‘rW @mé@tsgﬁa%%@lﬁt will make the CPU 32 conpute a
hash value of the entire tune |imt data base and save it into the

nonvol at i | eBased oy thé usdge ailefile8962-1he 162alierecotdedhimrthgeontentrdatabgasd 40
will set a non-registration flag for that content. On the other hand, if it

i s det 1 jed i
IS de Eyr’lr glgi %@ryatﬁ?aglgtgg‘gxgg? Iﬂ?{)gﬁa@?ilﬁﬁi | Ls €8hRntSstdpdd WP ife EHARnESilBOUr S

fromt ted to copy the sel ected content

into t t hi s .case, .t sage | e n il
go to 16k @Bl Fesny 357 empbl JSRPE: ff Ry PAEORE PhiHE ok "
content. If the predeterm ned tune is not judggg at step S40 to have not

el apseportehls devicemé-lctmbrat toribel gongentcdptadase dd4t hat copying the content in
a large volwne required for fraudulent sales or distribution for exanple is
subst ant i al |Alselbagdd ed thié tibapet rule fides b6Rlite [62Nietordedain theeootgntidaga of
the content for an ordinary, |egal use. Note 8 August 2003 56 that the
criterj| ' t bfitentd sidke® iRHfecOHMtepr €

QQ%OE%, %ﬁr@?gﬁtzﬁ?{n gen?élﬁ!‘jﬁﬁ mSI33Pmedes cofitentd bt

than 4 Imted to 48 hours. The criterion may be any

tune wist hi ran 12 _ho to - f y ' ove,
211 ag i euPeEel ROPRHEY ey Ry Beietitle SIs 1 4BTERT o sl St D5
is set through checkin f the tune limt dat ase. Referring to FIG 7

agai n, PeHableedeyires ﬁolng?/\gﬂ tqgﬁwe’é@d%dﬁseiﬂastep S 13, the copy ]
management program 133 judges, based on the above-nmentioned flag, that the
sel ect ed cofthenenbagtivee methgids conwdrsion t programe 1S nteonvRits tndBe sqmehe

sel ected content has already been registered, the copy managenent program

133 Wi ehcgptich sleflibdad thathged with e bonmkes §toeed Brtediomgentr filpsdit1:1 30
di splay, on the display unit 20, a nessage |like "This nusic piece cannot be

copi ed 18!123%@8}4&&){1%1&@3% NG a8 19, RS T Piibn IiBiBUSIfedagLahas

been copi once” Tor ex hus, the user can know the reason why the

hat ¢ feoGaN dee BriERe arplifaloRprogal AL reveiyPEAERLEETRVR A Pl vin

dat a base, the copy managenent _program 13 oes to step,S ere th
recor dm@nw@gkamappgtwtﬂhe ﬁﬁ@&sﬁ@fﬁlﬁa&’é?ﬂg TPeECSH @ﬁf@#&ﬁgﬁwq{é €D set
inthe drive 22. This content has a watermark code inserted therein at a
pr edet efariledeposik Bar asoatemtrthe puEthasel progiam 146 aedervgs gramrthey EMDwi | |
extract the watermark code included in the content at step S 16 and judge,
at stege‘fge}h_%mgm@ﬁe kvt ermark code indicates an inhibition of the

content from being copied. Tf the waternark code indicates the copy

i nhibition, ;the,,..8 Auygust 2003 57 c e r oqyJ;: 1 o to
step S 16 wiBraddition; 19 hack o <GB 18 e TR e SR G B bt 88
| i ke "copying is inhibited" for exanple on the display.unit 20 via th

i nterf @nerwpx?ommthc& POMVEr SON PEOLKADY il A9 COPEPHS ﬂmncaﬁpttl%lwﬁ%# U%w,ﬂﬁi f
is judged at step S 17 that the watermark code indicates no co

i nhi bi thevonidnt t6 beychweked euets apneqused ihilegoetablodsviep 651 19 nbere t he
recording program 113 will nake the conpression/expansi on program 138
conpress the content by a software operation using a nethod such as ATRAC
(Adaptive Transform Acoustic Coding)3 (trade mark). At step S20, the
recording program 113 will nake the encryption program| 37 encrypt the
content by a nethod such as DES {Data Encryption Standard), FEAL (Fast

Enci phennent Al gorithm) or the |like using an encryption key having been
preset and stored in the nenory 13. The encryption key nmay be a one forned
based on a random nunber generated by a software operation or a random
nunber generated by the CPU 32 of the adaptor 26. By encrypting the
encryption key using the personal conputer 1 and CPU 32 of the adaptor 26
as a hardware associated with the personal conputer 1 in a cooperative
conbi nati on, an encryption can be attained which will make it nore
difficult to decrypt the encrypted encryption key. Next at step 521, the

A A PN .y . a T o

it



encrypted data before save into the HDD 21. The data save may be done
separately fi omor sinmultaneously with the aforenenti onecbggqng;gg@ on and
encryption. Further at step 522, the recording program 113 w make t he
encryption program| 37 encrypt the encryption key with which the content
has been encrypted, using a predeterndhed save key stored in the

nonvol atile nenory 34 and by the aforenenti oned DES net hod, FEAL nethod or
the like, sThe ¢hmpesssiompmeethedccomvérsiork gyogram Hd6raohuerdst to e same t he
HDD 21 (corresponding to the usage rule files 162-1 to |162-N of the content
dat a bas@ipiddjciiRithédasiat uded with theQRnleits sidied i cintentofiles6m 1Lis

makes a set of saved information on the file, encrypted encryption key,

i nfor ' of the .comntent nd .el.ement ' i itle d.nf ion
supp! | LOLEY rerRrdddn Weabaietda tag 1oy ithe SPRrreRiBHnb g a R 2"
the HDD 21 (as the usage rule files 162-1 to 162-N). At_siep S24, ihe

r ecor deemtept the pwichase applicatiepraogrampll Srecsivasurem:the BML) sexyer dr 1 v
entire nmusic data base and save it into the nonvolatile nenory 34. In this
way, t{if fetsiok daa aohrst tlkspaivhiase prodram 144 réaeivesdaopl theiEMil2ggrseedel] into
the HDD 21. In this exanple nusic data base, there are recorded a file

nane, C C td i i bl }
D1y badt MECHESHERCT ¥R d CBnteHY the bk chyitelfidachiny £43 BLbived Fom SIETMD

counter, plgyback,accountj condition, copying condition (copies), copy
count eFe‘ﬁﬂaﬁgﬁf%ﬂ’&%%W&rH}gn (SCVS) for each of items 1 t.o 3. 8 August
2003 59 In the nmethod defined by SDM (Secure Digital %/Usic Initiative) for
exanpl e, a ddatdo aieckoube cantasiite the popable devies 6-1cor 6zh the COMPERENOR Ut
(check-out limt) is set to 3. Since it is arranged that when a

pr edet gigthoé topreirsion Propran E3Gpeaserts ahe comypregsion methmnt astd fwitdmthe CD t o
the HDD 21, the content can be copied again, the content can be copied

sever abohide o B! cHEBRe@BLY td 8londNiskalA tHE Poptabldidetiegtc-1 O c-bie ot her hand,

if it 1stried to copy the content a larger nunber of dines than the

al I onwed nu r for the privat e f i I e
ol e, 1 he 1SRRG PR POl 1373 PHrd RE lfifhr asabuGiTEp} oory I ABRay,
Al'so even if the personal, conputer 1 has failed t he content .recorded in
e  HDBOM D e ETR TR Bea SR BRATAR 408 ThE Srnan Boensah
recorded into the HDD 21 when a predeternmined time elapses. Al so, the

cont enenofyption method asthat usedavith senteatsstaret inthe contentiblesild Ichto 6 hidnl v
be shared via the network 2. In the above, there has been explained the

exanpl geddrdeliif hhé content dataibae 184 .stored correspondingly to ISRC. In
addition to the I SRC, however, any other information (such as mnusic piece

title, al bum%nggegg%%ﬁ{@n%@@%a}n 188 Bnibddh Sortteht @itk cafifpreRegyn be

identified ma a content fromthe HDD 21 to thé

flash ne 61 . 0., menory.stigk (trade nark i1 ot 0, Lce 6
and coﬁ?g%ﬁlﬁ&@cﬁ}q S‘@?Hrjgeg? frqm, et'I(’? 0 gﬂomgﬁéxﬂé&}{é&aﬁ@(ﬁéﬁcmg

di spl ay/ operation-instructive program, 112 and Ayguyst 2 0 cont ent
nanagemiﬁodta@@&tmsﬂllwﬁh@omts stoged & %ﬂ?@%gkﬁg%iai ko ggﬁ'ﬁéﬁﬁor\%\eﬁl be
descri bed herebelow with reference to the flow chart shown in FIGS. 12 to
14. Fi figthe dditennditebaserdl4 I ddditiendhs conmprdshienferphnsionfurogtaspl 38 willt he
nove managenent program 134 makes the usage rul e managenent program 140

comput %Xb?ﬁ%Q@%ﬁyﬁ’?ﬂeﬁsﬂgﬁkgﬁ@wi re nmusi c data base, and at step Sb2, it

conmpar es alue wth a hash val ue having previously been

conput ed by . the CPU 32 and saved in th onvol atil e,menmr X t rere
is no coinc iﬁé‘hﬂ?&? EonYerRon mamiﬁ% ecsqnvgﬁg, %et‘l)g Sgﬁ}%@gﬁ@ﬁ%%&}:m
134 goes to step S5 3 where it wll nmake the display/operation-insaructive
pr ogr athd ngags myé stered intheagage rle filemt624itp LodsNaeaordedindhe sontepbdata
falsified or altered" on the display unit 20, and term nate the operation.
These operations are simlar to those effected at steps S31 to S34 in FIG
8. In this . case, the content nove fi omthe HDD 21 to the portabl e device
6 will not be done. Next at step S54, the nobve managenent program 134 reads
information on a content recorded in the nusic data base (included in the
content data base 114) forned in the HDD 21, and snakes the

di spl ay/ operation-instructive program 112 display the information as a
selecting GU on the display unit 20. The user clicks a nmusic piece title
(content name) and button 216 displayed in the field 212 in FIG 5 to

sel ect the content to be noved fi omthe HDD 21 to the portable device 6.
Next at step S S 5, the nobve managenent program 134 exani nes the pl ayback
condition, copying condition, playback accounting condition, etc. for the
content having been selected at step S54. This operation wll further be

s T . e e e



8 August 2003 61 15. Next at step S56, nutual authentication is nade

bet ween the authentication program 141 of the personal corgpul&ist 2oed CPU
53 of the portable device 6 and a conmuni cation key is shared between them
For exanple, it is assuned here that the flash nenory 61 (or EEPROM 68) of
the portable device 6 has a master key3KM stored in advance and the RAM 13
of the personal conputer 1 (or a predetermined file in the HDD 21 ) has an
i ndi vi dasé 1ddy aKRagaduldfmt acedtant the panclmse EppliCRtios prograwddisi redeiviesh t he
| D previously stored in the R AM 13 fromthe authentication program 141 and
appl i esrdhiethRaB NI Wegtdron- 1t fial th nédv G2 b Toptéht et Rirckase %%gxﬁng@w ate

the sanme key as the individual key of the personal conputer stored in

the RAM 13. Thus, .t rson (ofe) ter d_ po evi i | har e
a commbRoren Do e IS SRR PSR Ry R R o RO AP bt totart
communi cation key. Alternately, an |D and master key KMP are stored in
advancd4Srecaver fromithe SSMDhsenyer dohaia theiwerk.l and an 1D and nmaster key
KMM are stored in advance in the flash nmenory 61 of the portable device 6.

The RAM 13 sghdsto thedlPoand cvasértrtokby postdble devrero-Tesros 3, tHe whaghruiel |
also send its I D and master key to the RAM 13, and the RAM 13 applies the

hash f ‘b&%"vle%t??fé ?)I‘é\?lledll‘lll @39%‘3n‘6ﬁﬁ§ he E@%ﬁf A€\ YFthe 6cﬁ{e{b1|i€[“fo e éﬁébldéﬁ;m{;c%om

whil e the apply the has nction to t and mast e ey
received fromthe.RAM 13., Thus, fhe 13 generates an individual key for
the fl é’sﬂn%ﬁ?fiylg?mﬁget%é{lqeaﬁ e?r%yner ates an individual key for the
RAM 13. A 8 August 2003 62 provisional communicatign key wll further be
gener at ed f rReforaexeention afiapnteay copy, mave chesk-inareheck-gutithe uspge rule

aut henti cation nethod, the I10S (International O ganization for

St andandhg@idraent 68?2 14 decbsrty s dalsifivationcsmileeralbe of theusageuales based
authentication is not correctly done, the operation is term nated. Wen the

mut ual @%&1&@& 'gaﬂjé}ﬁarﬂf F&R é'HEé/crﬂf‘ed;l%&f‘r;)] gSéflﬁx{geﬁg n@gegﬁl@@@&o@ﬂogr am

134 wil the content data base 114 re f the sel ected

Che 11118 thamegs piayEsiBet PRIBH A SodRetid e ERENERERLPEE LR AYES 1
Conver (uaER dulss upreasinghe REOBRR e AIES 16t Ctonh SOCFoTard e HBe Hieet dpios

19), encryption nethod (for the encryption effected at step S20), format
(for exmspl 4 armupdatediadlengovith ) conrtent copy. mgvbecheaks of sheekroutotfeent
being a digital data read at step S57 to those used in the portable device

6. The xap¥ enkiMinademert profiein P40 dpdatdshhe hasti ealuek ifedtaigahensagd rlthe
flow chart in FIG 17. At step S59, the nove managenent program 134 wl |

make the PD i 3 L QH@% s oSt he
portabl e de¢?%%¥§&$%§%?ﬁé&%§g§%g¥P$£§ga%?e%?ep gg%&$ﬁ§h8§ &@g@@fe%ﬁzge
portabl e device 6 receives the nsitted content via the US nnector 56
b ot et ifnaebTRBt fidetathel 7200 Mubese dppiapiibd airolmm | FE RiTS
managenent program 134 will further nake the usage rul e conversion program
139 cormatual anéhentisatioabetvieenithe sontent spanapgraenteprogiame! 15 pad pagghasen; ¢ |
etc.) for the selected content, registered in the nusic data base, to those
8 Augusprogfifl 184, uslsd, the attienpicatiehpeogiani t41 ill stors tnputithticatekeyonsed
managenent program 134 will further nake the usage rul e conversion program

139 cornyehk rhﬁﬁlaffgg(ﬁlléxﬁ{c%%tmwegﬁ thE ENIPP¥ENGr 207 dhll Ak ch¥e dfiflicaioact ed

content, register n the nmusic data base, to a format" nanaged by the
portabl e devi 6. Then at ste 6 he .nmopve nagenen ram 134 kes
Phe. PD o8t T332 0nged in e Theal vtheRtichticn PRareniRe ENLUSTER 400 i on
havi ng been converted at step S61 and SCMS information having converted at
step Sqmurchiase prgram b4, ahd anne ugeddndbe gl authestication between the ¥MD

pl ayback condition and SCV5 information into the flash nenory 61. At step
S64, the nove managenent program 134 nakes the PD driver 143 transfer to
the portabl e device 6 the playback condition, playback accounting
condition, copying condition, etc. for the selected content, registered in
the nusic data base, as in the format dealt with in the nusic data base by
the CPU 11, and save theminto the flash nenory 61. At step S65, the nove
managenent program 134 nmakes the content data base 114 reads the encrypted
encryption key for the selected content fromthe nusic data base , and then
at step S66, it will make the decryption program 142 decrypt the encryption
key with the save key saved in the RAM 13, and the encryption program 137
encrypt the decrypted encryption key with the conununication key. Then the
nove managenent program 134 will nake the PD driver 143 transfer the




At step S67, the CPU 53 ofthe portable device 6 will decrypt the encryption
key 8 August 2003 64 transferred fromthe personal conmpu gigustbyo3 he use
of the common conmuni cati on key generated by the nutual authentication,
encrypt it using its own save key, correlate it wit the already saved data,
and save it into the flash nenory 61.3QJpon conpl etion of the saving of the
encryption key, the CPU 53 will inform at step S68, the personal conputer
1 t hatserkier é+Tcayppicchaseyprogsamddh. saved. When receiving this information
fromthe portable device 6 fromthe portable device 6, the nove nmanagenent

progr am 1341tGhoulEbe floseHat SeERLhe cohtdtirhartiétent prédram B6Pis inkealtuaht ent
data base 114 delete the content file 161 corresponding to the content, and

the set of t el j ' 1 m t he
s o bz et SRR ReRL, disuRieil; ki re mltRBMEC Ut Fprdetfm PR pidP T

t he noyve managenent, program 134 transfers, data i.n the nusic dat base to
the OHD the BRI AUSRRIBIGHIONGSRs Yeliedaredin Bpaudientiationrogtanaet Bt ue of
the entire nusic data base and save it into the nonvolatile nmenory 34. The
hash vehea aididplaw/opseati@simstnotiveopsigramad é2 hasesucessfufly ggistenddhtheeen
descri bed above. Next, check-out of a content fromthe personal conputer 1
to the i j el I b tRRNREeroBr Bsarkd m | ar
to thea@%aﬁ?ggéﬁnlg@é/ tf‘?(%é miell Bgfsé% gﬁﬂc%@ﬁgu%r]g}fﬂ?gggﬁé portabl e device 6
as havi ng qtiee de\it%ri ed.in the angg with reference to FIGS. 12 to 14.
That | $Org¢ DERECHE BIOBA™ ¥ basical |y sinilar to the content nove
operation except that the check-oat operation is exeﬁut ed in thepg%slonal
conputer 1 Bheidesrpiianprogrametdl decryRisageMent When dhe persenal com t! at
step S69 in FIG 14, the nunber of tunes the content checked out and

r ecor dphhysrbackethe 8orteptistor2dOia 6 certent fidesal6bdetchd 6 1N arecordask gy thrit  (or
can be checked out) is updated (in the content nove, the content is

del et eddntehP@hef MR 1141€ check-out operation will not be described any

| onger. Th CPU 11 whi ch executes the content managenent program 111 checks

t he pl aybac hil . t ' e {. G

120 T s oS pff % plelet il ElieRF S ThE b horio 67 BF 5,
flow chart .in FIG 15. At sjfep S81. the nobv nt, man nt ra 4
makes FREFKIBHIBAPIG ?tﬁnﬁé‘%?éf ‘i@%eﬂbﬁawﬁﬁ %?E%Srﬁ]ﬁiv{qeg%?’ eo]r)rﬁ(ﬁ%v% ¢ data
base. Then at step 582, the nove managenent program 134 judges whet h?r t he
copy ceuppligs the nartahledévidedird wishdhecosteat osgicovamand aakingthe aoatable ne
copy limt. Wen the copy counter has already exceeded the copy limt, no

f urt hedeviepy-2alo #preduteimined, operatitve. move nmanagenent program 134 will go
to step S83 where 1t will make the display/operation-instructive program

112 di spl ay vonh 8% $3ReRirlg gﬁg 'hthPé/de‘i&Hﬂfr&r chaentlhs ahdypevtabledgeviesns-1l bri t "

on the display unit 20,  an rmnate the operation. |f is determ ned at

It
step S82 that .th co counter ha c the.co . M . e
mnageRBsHRE ARk rENRAe oERy fn B RERENIIi BN, thEPR) afiVer TRYC
present date i s past the playback end date. The present, date ig a,one
out put S'éléplﬁso'?hetﬁg@/lm'éf%fdflﬁ‘ié‘”é}ﬂ ¢ SPnteRt ofid (PR g the devige yser
wi Il not be able to use any present time of the personal conputer 1, which
i s obt drivebll 6bly dort predeteralihgd operatmn.ng to a past one. The nove
managenent program 134 is supplied with the present tune fromthe CPU 32,

and nmakes bm&ﬁ%ﬂec%g%jpgg%g%etéﬁnﬁke@oﬁ%ﬁt Qb tePpbitable deviskee-358E, the

pl ayback 8 August tions read fi omthe nusic data base to

St e seeckifaing prEdeRrrned sOfbnh St TREBRAR dfhed 4 3pt PR pHvReTES =

managenent program 134 goes to step S85 where it wll ke.the .content data
base 1suppliessthe: devise|dsiveasdl k@atwﬁﬁ the ceNtaI onECo! makangiths 6RVISH t he
selected content fi omthe nusic data base. At step S86, the nove
managenent program 134 nmakes the CPU 32 conpute the hash val ue of the
entire nmusic data base and save it into the nonvolatile nenory 34. Here the
operation is termnated. Therefore, no content will be noved in this case.
If it is determned at step S84 that the present date is not yet past the
pl ayback end data, the nove managenent program 134 will go to step S87
where it will judge whether the playback-accounting condition (e.g., fee
per playback) for the selected content is registered in the nusic data
base. If the playback-accounting condition is found registered, the nove
managenent program 134 will make, at step S88, the PD driver 143

comuni cate with the portable device 6 to judge whether the portabl e device
6 has an accounting function. |If the portable device 6 has no accounting
function, the selected content cannot be transferred to the portable device

~ ——yr £ e - L o o, o A o g g



8 August 2003 67 registered or at step S88 that the portable device 6 has
the accounting function, the nove nmanagenent program 134 %’ﬂﬁgﬁﬁ?zé%fp S90
where it will judge whether other playback conditions such as™ pl ayback
limt are registered for the selected content. If the other playback
conditions are found register, the nmo#& managerment program | 34 goes to step
S91 where it will judge whether the portable device 6 has a function to

f ol | owdtiver pl 632de la predelierindmed opératiom. port abl e devi ce 6 has no such a
function, the nove nmanagenent program 134 goes to step S92 where it wll

make the di %hj)s{frglg&;eﬂ%&gfmﬁ ﬂ%ﬁrig%téoVéalw(g@%@%%ﬁphﬁl\é iAstANed 306ng | ke

"Destination ction to tollow pl t1ons" on the display
unit 20,.apnd term pate the operation.,; | f.it i{s determ ned at ste 0, t hat
no pl e tRPR BirhagpmePE Graittld I ointo thi perscrigl capmmiten T staplss sol
that the portable device 6 has a function to follow the playback .

condi t ifene the EMPBrregistragiast semver 3 wathelnetwatk £ onsupplied 156 Teeerdadanedl, and
t he nove managenent program 134 will return to step S56 in FIG 12. FIG 16

shows predvtéadmpined D! Nehenh Risealldd Bitheipersunaleoagrder Wihe purdiasb proglanowed)
by the portable device 6. The playback conditions shown in FIG 16 are

t dqi | : 1 tart d dat
e oot Ao MIE LY Roodile thy QR R Madtale R ORtuR, Bl o B B
limt i ' d |y .f the jt \ t f the it d 3.
Thor ef HETIO0ROF AREJEATENGA for thi SPR(EH Bnaeiest Preerei | LLRAR: o

content, it is possible to follow the playback |limt as pl aéback condition
(a number ofTheynuchasecprogsam khiseompesastobsluledmatengranted dngteuatianss t he
8 August 2003 68 item1 or 3 is taken as the selected content, it is not

possi bifer éxarhipld, envcbheed)thy bastiudtedioperdiotis, froor omsidecovaské andi€fiéelcted at
step S58 in G 12 by the CPU 11 which executes the content managenent

progra id i ' nli | b4 Ri fepardiasé he
flow c atg: %ﬂrghg‘%ﬁﬁsﬁﬁﬁﬁéﬁgfﬁ%%?i I@tlée]’gévgnllgtl}%\?ﬁg Cgrrig/\fgbarrgggg%frent pr ogrS am 134
checks _the forpmt, of the .gel ggted content (e.g., a header including '

pl ayba@ﬁo%r&ﬁbirl??’olﬁ%? ‘ﬁg‘ge?ﬂfyeﬁlec%&flﬁﬁogéndi tions), recorded in the )
content data_base 114. At step S 102, the ve manage ogram 134 wil |
check -condi tﬁwgé@&eamoermn f%r%%?%éﬂar QQ“Y@&)&&@B%M%@W@& 4622 ™ this
case). Nanely, the nove managenent program 134 inquires the CPU 53 of the
por t ablsend e predeténninesioontestansdthas cecalives descomentdeomithe EMDrsepiver 420m t he
CPU 53. At step S 103, the nove managenent program | 34 -w || determ ne,

based CU'deh@c%Pfidhtdﬁtﬂé cohesitefiont thet ENIIS séPder 4£0ethe p@ichasd ﬁrdg‘ratrh &44
destination, of the conditions in the format registered in the nusic data

base. 1154c8Bunt £834h tc%ﬁté}ﬁve managenent program 134 judges whet her there
are condlltlons settagle I'n the destination. If there are no such

condi ti ons, .tthe noyve nmanage . ram |34, goes t. te 05 where |t
will inhibi t%}ggmseaﬁeg%l@"ﬁ@%eg{qoﬁ%%"@f@ﬁana&m%c %BH%H‘i%“ﬁ”&gef’}?nﬁ hi s
case, since the conditions registered in _the nusic data base _cannot be

f ol | owpgogiam hl loor Marsquestsyiaa the setwerk 2the EYPhseryer 14hB| t0 #60fcd 6 i s
inhibited. If it is determned at step S 104 that such settable conditions
exi st, prédetemnmed odnfergusid thO6 seclveatirgment foonghe BENIDIsgees4¢h Epep S

106 where it will nake the usage rul e conversion program 139 convert the

condi ti j i )] i i f npl e,
condi  TErptich SFARFcbiteh? BrjriAE 90D 3ERRr 03, e plifSasBirgBRurh B R4
transferred H% tge gortable device 6). Then at step S 107, the nove

nmanage FEFOUH 105 AH LB | | set the converted conditions in the
destination. As a result, the portable device 6 will be able to play back

t he cont ent Basedrati adiltepinghdatacfilecbhlidisplay dasa ffloI1183wiimggeHeles dﬁcﬁ-{it@ns) .
Next, copying of a content fromthe HDD 21 to the portabl e device 6,
effected by the CPU 11 which executes the content managenent program 111
and CPU 53 which executes the main program w Il be described herebel ow
with reference to the flowchart in FIGS. 18 to 20. The operations at steps
S 111 to S 127 in FIGS. 18 to 20 are effected by the copy managenent
program 133. These operations are simlar to those at steps S 1 to 67 for
the content nove fromthe HDD 21 to the portable device 6 as in FIGS. 12 to
14. Also in this case, the nusic data base is checked to see if it has been
falsified or altered, and then the playback conditions for the sel ected
content are checked with those recorded in the nusic data base. Further,
after nmutual authentication is made between the portable device 6 and
personal conputer 1, the content is transferred fromthe HDD 21 of the
personal conputer 1 to the flash menory 61 of the portable device 6, where

Y . ~ A NN o S A NN




70 the hash value of the entire nusic data base, and save it into the
nonvol atil e nenory 34. Next, content nove fromthe portablgaAQ@th@%ﬁ to HDD
21 and check-in operation, effected by the CPU 11 which executes the
content managenent program 111 and CPU 53 whi ch executes the main program
will be described herebelow with refeB&nce to the flow chart in FIG 21.
First, the content nove will be explained. At step S 161, the nove
managei8BK psogr histd34 datx dde t 84, htheCsphdy//op erabonpmstrabtiee drogram6l1d read
content information stored in the flash nenory 61. Upon reception of the
requesty; e BRPhi AT W36 : b | it to

t he peplssg);l\@fe é%ﬁbrﬁ%rogamﬂcont eﬁ%&?{]“?gar)natl 51%@?}(1 rg%ii?lﬁy\%?u’ea## gsa rr%m)ry
61. Basgd.on the infornmatjon, the,nove nagenent program .makes t he

G 5ol agheriin S0k i Retcion LR ech N TR qt e gredn 315 idRrShnblc
flash nmenory 61. According to the GU displayed on the display unit 20, the
user wto hn@peratien ofithik d 18sommonsed& byotheousessi gnat e a content whi ch
is to be noved fi oin the portable device 6 to the HDD 21 (content data

base 114). Athesfitteringl@ata fikke18PVRorRndaianknt weighdingtdméntaitesed e the
aut henti cati on program 141 execute a nutual authentication wth the CPU 53

B R S e Do

will read encrypted sel ected content stored 8 August 2003 71 in the
flash 6211,- and transfers it to the personal conputer 1. At step S

164, the nove nanagenent program 134 takes, as one file, the content

t r ansf er r ed Theodisplay dada fikb1 82 storesdate camesppudingtorthe eontgnts storediin thed
saves it into the content data base 114 (in the HDD 21). This save nay be
done Wcbhitepp$iles 0614 1ol 61BN foeoeded imethkidontdret-dita baseTbe4, 4id byéqardedam t he
top) given as a part of one file. At step S 165, the CPU 53 will read the
encryp}}géjl_ﬁzgrzllpti on key for the selected content, recorded in the flash
menory 61, decrypt it with its own save key, further encrypt it with the
conmuni cat i key, d tr rs it to the persagnal . conmputer The
encryption ﬁgﬂflfliaggaiﬂﬁ%tlgg& %@éﬁs@ﬁ%gﬂag?ﬁ ?%%Hoa@ﬁn%qrﬁ}efoﬁeqt#ﬂ[eﬁe _
operation at step S67 in FI.G 14 for exanple. Receiving the encryption key
t r ansf dfd el to e Nneeopsded indhaopntent alats hasadid onHRASPHRAOITRT 184
makes, at step S 166, the decrypting program 142 decrypt the encryption key
with t packagaswmhicht wilh fsrtlyer bendesdribedraterpandark egcotrded emthe/BDD21Iwi th its
own save key. At step S 167, the nove nanagenent program 134 will make the

content dat FHpERagel fildseB331 86,1 830K0owilNBe fefeirfe R Sind}sls @si‘imbpe [fHOP83T, the
content file nanme and content information saved at step S 164, nusic piece

name ( S'{%! i the encryption key
encryp gggagyrs‘?@p eﬁ@@@&&ﬂ%ﬁré&f?ﬁé@&%&%@@yﬁe nove nmanagenment
program 134 kes, via th U 32, the usage r.ul £ managenent ogram 140
conput e the T&ﬁls\?%ﬂyugat@fﬂe%‘ieﬁt@?%HWc *H&tlﬁcﬁ’élé‘%g ag’f’anF‘Ffeg%Bﬁ\Pélt ile
menory 34 save it. At step S 169, the nove nanagenent program 134 infonns
t he pocontands gtoredén thacontgat fileobB! <1206l @ A racesded in ths Contenedatadspeen
saved, and requests it to delete the content. Wen requested fromthe

per sondll4d@mvetieen chetRed ol aamimhbercsfitirass thd denteild avewdeh clietlkeddin, andst ep
S 170, the content stored in the flash nenory 61. Next, the check-in of a

conten t t.abl ' : L I 1| :
Goscri sUREs iy Ah AP RO tf i O i RE RAIE TREHRMDR] adealile 190,
device 6 tgﬁthe e§§8ﬂﬁé conputer is simlar to the content nove fromthe
por t abFecQ daa the lpersonal conputer 1 as in FIG 21. That is, the
check-in operation is effected by the check-in/check-out managenment program
132 in the Farsherdgistoatpon,¢he displaptbperaticoparstictive progane b2 Sansnitsovig 166
in FIG 21 are omtted. Also, the personal conputer 1 will update, at step
S 167 in FIG 21, the check-out limt, nanely, a nunber of tunes the
checked-in content can be checked out, recorded in the nusic data base, and
after conpletion of the operation at step S 170, operations basically
simlar to those in the content nove except for the confirmation of the
content file deletion will be effected. Therefore, the operations wll not
further be described. Note that when the flash nmenory 61 of the portable
device 6 is renovable as a nenory card, the personal computer 1 will effect
the nutual authentication at step S 162 in FIG 21 in the check-in
procedure. Next, content copy fi omthe portable device 6 to the HDD 21,
effected by the CPU 11 which executes the content managenent program 111
and CPU 53 which executes the main program w | be described herebel ow
with reference to the flow



8 August 2003 73 chart in FIG 22. Operations at steps S 181 to S 188 in
FIG 22 are simlar to those at steps S 161 to S 168 (in H fq@lopod n the
content nove fromthe portable device 6 to the HDD 21. That |s the copy is
effected by the copy managenent program 133, and the copy operation is
basically simlar to the nove operatlbfh except for the om ssion of the
operations at steps S 169 and S 170 in FIG 21. Therefore, the copy

oper at themetwtdrk et IDeofitrcpriebstdrathyoritent heamagdiment pn@grmmfl 11 ite therENid
transferred fromthe EVD server 4 to the HDD 21, effected by the EMD server

4 and g;g& g&me?t)ere} teefectemngovnhﬂt%o enﬁ%aﬁheﬂﬁé%ké%ed@m be

descri owvmth erence t w charft 1n FIG n the user

clicks the button 20 [ snake an instructi,on for agces t he
EMD s esdlBgtion pt%aguf%Lﬁgogl The EMP, R s i L it S ing fiieia Yo e
comruni cations bl ock 25 access the EMD server 4 via th network 2. In
respone@mrntnmmmgnnﬁﬁlﬂog@nEwmlserver 4 will transfer information such as
nmusi ¢ pi ece nunber, title, information of a content held therein to the

per sonal CO%@%&oﬂdMﬁnbgﬁamell@lié(uBed e s /]ﬂ@ﬁlansuﬁagmoﬁ‘a predeterfronedt i on,
t he purchase program I44 snakes the display/operationinstructive program

Ui ng Ay Hid aBpd R 50 RE o PoPUmi Mhe"dhs coflict BonTa (GD 3 gt & a

step S20 conten py., The deS| nat ed | nfonnati.on

Cr anst 6putel diss FhEoEinBhe Briye 240 s b OB KIS E3PoRse tq wpoRgggonfhe
purchase program 144 will effect a nutual authentication between itself and
EMD sekegboatrdvli&or housethfobx the tsergener at e a communi cati on key for common
use between them 8 August 2003 74 The nutual authentication effected

bet ween t he Baged onalrecordibip tiinclo facortbbt feeoyded #h @D, dee rieoedingiproganpubl i ¢
key and prlvate key defined in | SO 9798-3 for exarrple In this case, the

per songh 3 coNRULET iahag htﬁvewr' WPW 3RAG BUPIC kel End gy VD

server |n vahce, and t server S Its owm private key. The

mut ual aut henti.cati ersona uter EMD servey. 4 is
o t ot AT bSransing a6 $he 03 S56has AR cpas op SRS e oh AR Mo E i ting e
made avail able to the personal conmputer 1 by transferrlng it fromthe EVD
ser ver taja gpntens eeondedandhe L sych es v usicypigeettle; and thiisiregeivgsy via the
personal conputer 1 for confirmation of the certificate by the EMD server
4. Fur hbvorka2, thbehtﬁé@#cspdmadlpgrtohhsQmmgharmﬂtbmmctdrdndmtlam(?@ﬁmmt| ng
operation between itself and EMD server 4. The accounting operation wl|

f urt heghdwABYderb&dsi1ages-21 th reference to the flow chart in FIG 24.
Next at step 8205 the EMD server 4 transfers the encrypted content

desi gnat ed t f@tlg ne a ufer i t
this tune, rans ers érfgt&?pomdt 21??3%u n{gagtﬂ%nggsp Ydﬁo{;@ﬁt%@ %@E@gﬁy
conmput ur chase 14 ive

the trHF%T&“}ALBf eebsiycndaia soeconnnt Eote CRlndard pOGsSacndifigddore
content file 161 into the HDD 21. At step S207, the ENMD server 4 wl|l

f ur t hetheepomtept redordeden e C3h key for the content using the communication
key common to itself and personal conputer 1, generated at step S203, and

transfer thfuetherywhed sepsliodwithra ﬂeewrdmghlmnmrospﬂw recordingprogranid 13t ep
S208, the purchase program | 44 nmakes the decryption program 142 to

August {%421%&150& B9 tht %811%1& r@@é&%r&é&iﬁg gt ec%nt AT iRS ﬁ%ﬁﬁ ver 4

-

usi ng com*run |on Key 1n epe coopera fon wt U 32
of the ,adapt.or , and makes the ncr am 137 encrypt the

decr yptl&o H%?ly‘éﬁ‘i’éﬁ setin QQHV? gRg g‘)it step S209, the purchase
program 144 will make the content data base 114 register into the nusic

dat a base i Theheortent datacbaset1ldf stohes it anyarfithefcontentdles d6tl -1 tod6ériN
information, nmusic piece title entered by the user, and encrypted
encryption key. Further at step S210, the purchase program 144 nmakes the
CPU 32 conpute the hash value of the entire nusic data base, and save it
into the nonvolatile nmenory 34. Note that at step 5205, the EMD server 4
will transmt the content along with the tune data to the personal conputer
1. The tune data is transferred fi omthe personal conputer 1 to the
adaptor 26. Upon reception of the tune data transferred fromthe personal
conputer 1, the CPU 32 of the adaptor 26 corrects the tune of the RTC 35 at
step S211. Thus, based on the tine information provided from an external
devi ce havi ng been recogni zed as a correct device as the result of the

mut ual aut hentication, the tine information of the RTC 35 of the adaptor 26
is corrected, so that the adaptor 26 can al ways keep correct tune
infornation. hbxt accountlng effected at step 8204 |n FIG. 23 by t he END

a . " e A A oA



fromprice information transmtted fromthe EMD server 4 at step 5201, and
wite it into an accounting log in the HDD 21. FIG 25 shoyaygist 2s@drpl e of
such accounting log. In this exanple, the user has copied itens 1 to 3 from
the EMD server 4, and the price for the itens 1 and 2 is 50 yens whil e that
for the item3 is 60 yens. The hash v4Pue of this accounting | og has been
conputed by the CPU 32, and registered in the nonvolatile nmenory 34. Next

at step Ganent shpphed dhamethy content lddnagémenteprbgram dddcand hayirigobeomi t t en
at step S221 fromthe HDD 21, and transfers it to the EMD server 4 via the
net wor leompréésed fiPa 37 géeteh%%éﬂ%Y%d%M?&@ﬁ AGredéteth 0 dinal i on

based on t'he accountiing log transferred fronithe personal conputer 1. That

is, the EMD,sgrver 4 adds o se pr.ovi ded.t herei i.ng | og
t ¢ ansmiecends fesnehnl S MOHDRZ . 355 el iR ba08 174 Y1 DEARRRNEED ,
base. At step S224, the ENMD server 4 judgqes whet her thc(;:féﬁccounti nlg og is
to be der cortentmatared u the omsent; filep d 6del 9 k6 bV ntpanyrofdhgvsagmrvlsdilesy i s
to be settled i mediately, the EVMD server 4 goes to step S225 where it wll
transf d62tb ta 362N icwgresponding totthe hontgntafilesatiel Hlate 16ieNewn wincinttheet c.
necessary for the settlenent. Then at step S226, the settling server wll

ef f ect cﬁnﬁﬁfe‘{% Eﬁrgﬂg}%%grfkgﬁd%rué& etrﬁFesHﬁfoSﬂﬁgfngW.t er 1. If itis

det erm ne at the daccountling is not to be settled

i mredi at el y,,operagtio t s s S225 a S22 iyl i ver.

Nanel y- ¢ hosSEeRmtenf Bla et | TBimaykEoRliheShptentites PE1ISoARIAN S Glsage
nont h. Next, coépzyéi ng to the HDD 21 of a content having been played back by
a CD relesfitpssko2daa 162-Niasyiscordsot shown) and entered fromthe | EC60958
term nal 24a of the audio input/output term nal 24, effected by the CPU 11

whi ch executgsasagenie fiorentontenagenshin theagneentfile 164+ 1 forbexateyslens beredel ow
with reference to the flow chart shown in FIGS. 26 and 27. At step S241,

the usgp ﬂ?@ﬁ%‘%&m‘l@ﬁlé FRQ9B usstidtnlle F& 8 diRbnCtotdBEinGRe BbaksE 16 16MaN

1
| EC60958 termnal 24a of the audio 1 nputloutput interface 24 of the

per sona| Sfoggﬁ‘,i'gﬁﬁlﬁe fllﬁaegpétnﬂé%?ﬁ%?éé%q t he user operates the keyboard 18 or
[

mouse 19 Ce'title of a content to be copied fromthe

CD player (qQr. a nunmher for the content). Th at ste . the user
operate a bﬁﬂ?@nthéﬁdﬁ%r@réﬁi%ﬁh? BS&%@C@S@?‘HZ'% E‘%?ééﬁﬁlcé?%spopﬂ Rase a
control signal transm ssion/reception line is connected between the CD

pl ayer thost pevardedlincotimg dmit dathbases or musicofasa drase twikicheyilb fuxthen ber
nouse 19 of the personal conputer 1 to enter a playback start instruction
for maldeReribbg 14ter. PNayesly sthar doritbitydatg Hake 1T0.inY¥ides the tigi2 iy datasiaset s
playing the CD, a content read out of the CDis transferred, at step S244,
to the r I er 1 via the I EC60958 term nal 24a. At step S245, the
copy naaﬁgglzl%egﬁtd%g?ga?%m 133 reads SCMS (serial copy managenent systen) data

fromthe data entere [ he | 5.8.tenpninal 24 a, The tiax 1

i ncl udes cop@?%f’fbtz?xﬁgﬁqug‘ﬁﬁrEF%F%Q%HEEEE eﬁ?%itﬂﬁflﬂph%% "83%3% 181
per m ssi on of one copy, perm ssion of free caopy, .etc. At step 5246, the CPU
11 j uddeseinasicr svharpeerdber haveanotrr refemsditanngividusllior A&ﬂ;}ﬁe psagegulsons
data indicates the copy inhibition, the copy nanagenent program 133 goes to
step SHIEs#62-¢ tot 162-N wilkee réfercbidsty siniplyeastusagei nde filet 1628 herapften 112
di spl ay a nessage 8 August 2003 78 like "Copy is inhibited" on the

he. HOB B el er oy TR ASTTBY RAERBTRMARRIAY. P2 et'er mi ned by t e GPU 11
h he S i nf [ I ead 45 d i Rdi ’
i bi (1 on,  TREPLBIP-RERBLEHGMR PEPBRLATS ssswfedfoph it ERI,RINGHERS |

reads a waternmark code, and at step S249, it wil| judge whether the

wat er nsekverddviaithdinetwerk 2 ahapraedosdedin aprsdetennaned ICelgvVa@M.rrﬁhﬁ paselease

i ndi cates the copy inhibition, the copy managenent program | 33 goes to step
S247 where it will nmake the display/operation-instructive program 112

di splay a predeterm ned nessage as in the above and term nate the copy
operation. If it is determined at step S249 that the waternmark code does
not indicate any copy inhibition, the copy managenent program 133 goes to
step S250 where it will check the tune limt data base. If the selected
content is found already been registered as the result of the checking of
the tine limt data base, the operation is ended with operations at steps
S25 | and S252. These operations are simlar to those at steps S 13 and S
14 shown in FIG 7. If the selected content is not a content having not yet
been registered in the HDD 21, it will be registered at steps S253 to S258.
The operations at steps S253 to 5258 are simlar to those at steps S19 to
S24 in FIG 7 except that the SCVS information supplied fiomthe | EC60958

I -, - . - - e —




termnal 24a, effected by the CPU 11 which executes the content nmanagenent
program 111, will be described herebel ow with reference toBAP@usftb?&% chart
shown in FIGS. 28 and 29. At steps S271 to 5273, the hash valUe t he
entire nmusic data base is conputed as at steps S 111 to S 113 in FIG 18,
and it is judged whether the hash val4k coincides with a one previously
saved to check whether the nusic data base has been falsified or altered.
If it applietemproagamhhls réquestsivia dae actvesk haheiM D server d-titdisedd at he
di spl ay/ operation-instructive program 112 goes to step S274 where it wll

meke, fﬁe@eftélﬁﬁﬁeabsﬂien@?mﬂemm@ﬁ%%ﬁgtlnééodtenﬁmnqaewb e hasmdlls

access the nusic data base in the read i nformation on mnusic pieces
regi stered in the sic,data base nd_di spl ity,,on the displa it 20.
et chi sttt a5 B SohtaR Banaggaeal Brokal £LyousE 8t PRl 4Bte, o
appropriate manner to select a content which the user wants_taq _play back.
At st eporgentironnthedEMID sprvspdr s therpurabasa annlicatipn pyegnam 1 bS sl @esounte

pl ayback conditions for the selected content. The check of the playback
condi t fsithewonterdtur t her be described later with reference to the fl ow chart
in FIG 30. Next at step S276, the display/operation-instructive program

112 makes, ¥j3¢ € c6RBLSHARRHERER] dwa%%x%@i&rgﬂek%fyspgagg&t@%ﬁm gslahaghase

114 read fi  om’the mnusi base an encryptio e content

sel ected at e 74 t.he decryption progr 142 cr.ynt the .

encr yp??’&‘i‘?nﬁi}e%lgi'k Héeigg\’/lg SEQVJ:K{H& %‘bmgﬁgg?&‘t%e 1HF §ilifBe G8eribed

di spl ay/ operation-instructive program 112 nakes, via the content managenent
pr ogr ahetebelowhe content data base 114 reads fiomthe nusic data base SCMVB
8 August 2003 80 information of the selected content, and determ nes SCMS
i nf or mat i onFiretlpea oontent steted in any dithd dEabAGHlcsdGt- had 184N bebaglitog t o
the rule for the SCM5 system For exanple, when the nunber of tines a

cont en%{(cfd%@emn%ﬁ‘ié%ﬁa%écm&ré sg.bgi:t/‘kgﬁzf( ﬂf_l'é[%clﬁ?%@ﬁ afl F?Jfaa)‘lttﬁf%inbl' Padkage! he

pl aybatk counter i's 1ncrenente p ybacz count Thus i ncrenented

is taken as_new.S i nf tion. At step S278, the

di spl aWyo%ezPé}F&m%g? ?ﬂ@?ﬁ%é"’&% ©112 will further make, via the )
content managenent program 111, the content data base 114 read | SRC for the
sol eot ed coltlote [aboye: PRoksges.c theaos ERmlepagkage bas 0 onggontent

di spl ay/ operation-instructive program 112 will make, via the content

manag eﬁalrmﬂmgmgj@remml This paukage coerespoadstathe eonteat chasificaion (hamabnsof or m
the selected content fromthe nusic data base, and then read the content

from t gllddPhlbain imsthe EMD Bérvetd 4-Ingna-3 drutiot iy CDNEA content belongs to any
di spl ay/ operation-instructive program 112 wll further nmake, via the

encryppT B doRBle PCEATIOl Welphi o7 PRl S AREL PAART A0 2% ot on
e cnBHgHial PeEkHE i WhidHA FBloat BelfFestFaol U praifiedy Tifiser LaR €44 VP!

conpr essi on/ expansi on program 13 8 wi |l further decrypt (expand). the
conpr epaitef wdoenaten couresponding. toran origingparkage dfor example, addition of

di spl ay/ operation-instructive program 112 nmakes the driver 117 output, at
t he | EzfoapdtidAar dhaggd efraddeddnfuaniatiun)(di gi tal data) read at step S279
along with the SCVS i nformation detennined at step S277 and | SRC

| nf or mat | on MSACah G BoRRAP FAREPSEigRibd By (he WLECHARRR tbUe mEUeldecar o

t he displ ay on-1nstructiv Aug 1 pFogram 112 will put a

program such as,real player . (frade rk; no own).into.run to conyest the
cont enPaa@g?g zsinb‘? Qﬁnglca a?rz;’("trﬁrlg)h egﬁaf’%{éﬁiﬁ jg%ﬁag‘&?f’be(ﬂt G gy S[eﬂeec\{%(i]al og
output tenniiial of the audio input/output interface 24. At step S281, the
di spl apAckageat faspectiselyucA icontent cgndxel arigtanniare thateone Iy selectedmaskage
managenment program 111, the content data base 114 increnent the playback
counter in the nusic data base by one. At step S282, it is judged whether
t he sel ected content has pl ayback accounting conditions added thereto. I|f
the sel ected content has the playback accounting conditions added thereto,
t he display/operation-instructive program 112 goes to step S283 where it

w Il make, via the content nmanagenent program 111, the content data base
114 write a corresponding fee into the accounting | og. At step S284, the
di spl ay/ operation-instructive program 112 snakes, via the usage rule
managenent program 140, the CPU 32 conpute the hash value of the entire
nmusi ¢ data base and store it into the nonvolatile nenory 34. If it is
determ ned at step S282 that the selected content has no pl ayback
accounting conditions added thereto, the display/operation-instructive
program 112 will skip over operations at steps S283 and S284. Next,

. N~ p—- " 1 Y Y T T



8 August 2003 83 pl ayback accounting conditions added thereto, the

di spl ay/ operation-instructive program 112 goes to step S3Q¥A@ﬁﬁﬁ906 w | |
make the display unit 20 display a nessage of the addition of the playback
accounting conditions and a fee. If it is detennined at step S306 that the
sel ected content has no playback accothting conditions added thereto,
operation at step S307 will be skipped over. Next, playback (output) of a

cont endt 4 tigfe. t Aoz ohtet 1may ot beldmioeardemiycsel éctedipaekage] by the CPU 11
whi ch executes the content managenent program 111 and CPU 53 whi ch executes

e s B R RO R e A e
creckegor &Nk, Kfkshiretiacnodr AlLeoben oG S sced st et 3

These operations are simlar to those at steps S271 to S275 in FIG 28, and
so W | to 43t otbW W sentzed-hoy S-2vigethe nktwetled 08a86ecerdedtinalpradeteamtineht i on
is effected between the portable device 6 and personal conmputer 1 to

gener aCg) aThewIbAb&R bHRThE Rty daaTwredsn theiikeing damfilét1sit ep 5327, the
di spl ay/ operation-instructive program 112 instructs the portable device 6

to play bac Q .chil S: QOi 2 |..] ep
5328, “t he ar Lp LR Bl PAGs 3 IRRERbed RinstiogisBRU R piicifimatRa cbfitey: & £
content mapagenent program 111, the content data phase 114 read 5324 from
the miealeulion BE%WF@H&HWPQH]% 19 the, gpatest. tlkF)FéT ExHnEl, LUiHa Sata
step, and the content having the file nanme fromthe HDD 21. At step S329,
t he di spirespankingttodopi tens rafcthevwepklygl-®OR (Zapdn popakeanhee aisaddnt the
managenent program 111 convert the content 8 August 2003 84 conpression

et hOd?el%Bﬁhb’é&hﬁﬁtdﬁ {PHlcandy tonfBhis bPthdweekysRHah PAgreNBer T 8bl6, devi ce
6. Further at step 5330, the display/operation-inStructive program 112

makes the e i : Y., S329
W th the comtiniaitl BQURRMELAMILNDHICARE I 86 PO bEEoflerty B
step S331, the,CPU 53 of ,the rtabl e Vi ce. esponds to an.instruction
©r anst BisrdasoPndipinarier pehediadths siperien T which Y B350 beer Rt deh °"
transferred data with the communicati on key and play it back. At step 5332,
the di 818 pastepermondniankltening idata foragleotioniof opntentsaincthe\descendingrdent
data base 114, the content nmanagenent program 111 increnment the playback

count eof the rliabenrdfairmed thepdeoe byenoheckad dutdbr the pdsthali3@ar, drfadiltering
di spl ay/ operation-instructive program 112-wi || judge whether the sel ected

cont enfia3r eﬁgxgﬁg 6 FREGRMA inGhiMNid a8 r 2AdFibie)eieineludel ihlRe salsgst ed

content has t yback accounting conditions addéd thereto, the

di spl a tiA0n-j r ive program 112 snakes, via the content
nanageﬁ%ﬁp%gﬁﬁéggﬁ#%ﬁkaggbstep S334, the content data base 114 wite a fee
for the playback into an _acgounting.log. At step,S335, the .

di spl ay/ opemﬁﬁﬁ’m%’@ e fg“éefﬂ)‘?%)@ﬁ‘%%g%f?e selpstedbycqmpandng p flteringdata and
save a new hash value of the entire nusic data. If the selected content has
no suctvith agbntekt display dan224 diedudingrdata theopsardtasses), athistoep dagrbdd and
S335 will be skipped over. The present invention provides various

arranggqeRks for prevention of a content from fraudulently being copied.
For exanple, the programto operate the CPU 11 is a so-called

t anper - r esi . sof i . i i ch

5" August - 20050 e e idlepiPu R g ReF ARk Iht Sonto) B2C 1
11 is partially shared by the aqﬁgtor Zﬁ as a hardware so.that,.both the CPU
11 and tent managementpyeeran 1dd onthe like to inpitiagqntent baing adigial dath s~ 4
hi gher date security is ensured. For exanple, the hash value of the nusic
dat a bagsplied] froin satside and shpplyus e thiatenteas managehfens progranhné 1 hpowtput but

in the nonvolatile nenory 34 of the adaptor 26. Nanely, in the conparison
with the hash value previously saved as at steps S32 and S33 in FIG 8 for
exanpl e, the previous hash value for conparison is stored in the

nonvol atil e nmenory 34. Thereby, all the records including a content saved
in the HDD 21 can be backed up before they are copied or noved to any ot her
recordi ng medium After a content saved in the HDD 21 is copied or noved
fromthe HDD 21 to any other recording nedium a content included in the
records backed up in the HDD 21 can be restored again, whereby it is nmade
possible to prevent the content fi oin being copied or noved substantially
limtlessly disregarding the usage rule. For exanple, when contents A and B
are saved in the HDD 21 as shown in FIG 33, hash values for the contents A
and B are saved in the nonvolatile nmenory 34. It is assuned here that in
this condition, a part or all of recorded data including the contents A and

1IN A o . e —



8 August 2003 86 When a part or all of the recorded data in the HDD 21,
backed up in the recording nmedium 271, is restored in the gy &lo6or eaf ter
and the contents A and B are saved again into the HDD 21, a hash val ue
conputed frominformation of the content B will be found stored in the
nonvol atile menory 34 while the hash 93l ue conmputed fromthe information of
the contents A and B will not be found stored in the nonvolatile nenory 34.
Thus, a$a digithl datauz contgnitsegpphizdefitonntheneontent datasbaseahtd Bisthe edntemtt he
HDD 21 will not coincident with the previous hash value stored in the

nonvol aiarla eﬁﬁﬁ@goéﬁm and , idr ghtput k@ Qﬁﬁ%ﬁ}ﬁ@n&l@én&%ﬁﬂﬂiﬁ%%%b@n%e has

been fal siTied. a result, the usage of e contents A and B saved in the
HDD 21 _wi |4 | imted thereafiter. rther, as having been descri in the
wbove. subplied: gt e EenikRE SR bkt {4 blarthl coBert Rttt f18RF b ) v
information_corrected based on_a tune data transferred from any ot her

devi ce (e.gFIGENDshewsem sxample pfcthel display/epenationdnsiivptive i window the
present date outputted fromthe RTC 35, not any one managed by the personal

conput display/bperasih-insthractl o peogtane 102anaked therditplag vatit 20 display.enti onal |y
edit the present data in the personal conputer 1 to any past tine for

avor 610 (et b BRsERed el oYL R AR NI o
e bR 5 B GrABRE 12 A5 002 B R B B

security can be assured. This will further, be described below with 8
August s¢leogon progimm é3tca button 08 fordisplaying ladield imwhich clseck-imercheck-
specifically, when the personal conputer 1 is going to execute a .

pr edet entiged, Hbattehi20d ﬂo@rditﬁleyﬁxi,ﬁmﬁeld #bwhiich aimy selecterniackape 3¢ aPbS351,

a programto be executed by the adaptor 26 with an encryption key

previ ogglyqsdtered in the RAM 13, and transfer it to the adaptor 26. The RAM
13 of the adaptor 26 has previously stored therein a programtransferred fi

e ek L e T
. 53 ' M 36. The CPU 32

w1 Geisdleid R wdsAgpT bb r U W navian Suitons 208 Baseieciedd GatBout o

it at step S354. As having been described in the foregoing, when the

adapt ocoaespendmgdo taanyanfmt@ﬂ padicage isaisplapéd irhthenfied d@ ldat Wheasebuttonhe

HDD 21 for exanple,” the CPU 11 of the personal conputer 1 will encrypt the

dat a i DOV hiesélusted, dataz omggumﬁﬂ@ﬁngmdcmgé(ﬁydiapm%/bdms}i@ﬁeldtz1t10 t he
CPU 32 of the adaptor 26. The 32 will apply the hash function to the

transferred ol I Qlﬂcs&n ?E?%l% ] ash
val ue t hus %%@M@%%gg@%gct e n%ﬁ\yg at '?%eénigg&lg%k%pgmgg

Al ternati velly %uge £PU 32 conpares the hash value with a previous one

havi ngRBRECLAEE iSPaM%ance, and transfer the result of computation to
the CPU 11 of the personal conputer 1, FIG 35 shows in detail the internal
const ruct i ososhews indBldop. thereTare disppaysd »o the fidddld aspackagsi renguct or
IC. As shown in FIG 35, the adaptor 26 includes, in 8 August 2003 88
addi t i SRIRSTY" aadantist’§ wane SA TAROD3 2 pdoXiig8 dantedISECONIDE and aotist’ SHam&TC
35, ROM 36 as shown in FIG 2, a R AMcontroller 301 to control wite and
read te aqu)@r%tghe RAM 33, and a logic circuit 302 provided for use to
out put & rectly fromthe adaptor 26 an encrypted content having been

decrypted as.i n,.the above. The bl ocks fi, omthe interf 31 to 36, RAM
Cont 1ol Ler - T96 Gielay BeEtiontanu S wind R bag flspa fg g2 invhigh hore 8

sem conductor_ |1 C in such a manner that they cannot be disassenbled fi om
out si ddisphayradhdata carraspendingstoca contemt belanging pe evpatket selegtedainahe field| ock
for a reference in execution of various operations by the adaptor 6. Also
an oscillator circuit 312 is provided to put the RTC 35 into operation. The
adaptor 26 further includes a battery 313 which supplies backup power to
the oscillator circuit 312, nonvolatile nmenory 34 and RTC 35. In addition,

t he conponent circuits of the adaptor 26 are supplied with a power froma
power supply circuit 321 of the personal conputer 1. The nonvolatile nenory
34 may be conposed of an erasable ROM In case it is conposed of a RAM
backed up by the backup power fromthe battery 313, however, a protective
al um num |l ayer 3 51 may be forned on the nonvolatile nmenory 34 and a power
source pattern 352 to supply the nonvolatile nenory 34 with the power from
the battery 313 be formed flush with the protective alum num|ayer 351, as
shown in FIGS. 36A and 36B for exanple. Thus, if the user tries to renove
the protective alumnumlayer 351 in order to alter the nonvol atile nenory

oy . - A~ ' . o o, . e e e e~ A



8 August 2003 89 to the nonvolatile nenory 34 will be shut off, and data
stored in the nenory 34 will be erased. In this way, the t@ﬂﬁ’@fs b§§4 St ance
can further be inproved. Further, the adaptor 26 has w res 40 i to 401-3
provided to wite or read date to or fromthe nonvolatile nenory 34. The
wires 401-1 to 401-3 are fornmed to vefdically overlap each other as shown
in FIG 37. Thus, for reading data fromthe |lowest wre 401-3, the wires
401-1 2nd. 4Data’disphwedtinaheificld 49 d13ubievsieto title, playing dime bria, maaber ofinnot
be read sinmultaneously fromthe wires 401-1 to 401-3. Also, the wires 401-1

to 4015; f i 34 may be fornmed redundantly. For
t&%}&%%g@&ﬁ%h%%@qd}&tﬂ?%o y u y

exanpl e, en the wres 1-3 fornmed inside the nonvol atil e nenory
34 are used,t npect elenents such as transistors faorm ng vol atile
rerory 34, MRS 8¢ & Rerkaben cpppRaondiDe 1o Ak pegkdge e RERORIE R can
be connected linearly by wires but they are formed to have a predeterm ned
| engt hseleotes, Shdheier ars displayed in tha figld212 theemnsieqeiece e (eenfent Bamand

have a | arger parasitic capacitance than that which would be when the wires

are a ﬁi\mmmmawwﬁﬂ%es‘phﬁdﬂ%dwaieedoﬁiem: Welording ab he PRtage the
adaptor 26 being a sem conductor |1 C) designed for data read fromthe

nonvol ahbleSoSRAMREYo e AR HIMd SSEEANIBA! AndiBEPHf fithe e EONAAL 84 bE
menory en af T rpedance natching Irts parasitic capacitance Is sef.
However en a obe is,connected to the wires, 4Q1-1 t0,401-3 jn order to
read d&hﬁgﬁ]‘?‘ﬂ%‘& ter ﬁ&%ﬂ%ﬂneeelah%qﬁesla?mf pre chegl-Rut ARd tRP cigRibIotes; ¢ ¢
capaci tance and probe capacitance will result in an influence due to which
dat a canmfor tworchecksoub’s)aslnisicgiecdatle (eonsent namne W8RbF A-NO-HARB AR st
2003 90 In the foregoing, the portable device 6 has been used to explain
the reqaddmnabeE fuimed the i dortétutsh e dhécked (fr &banpleesriet eightlenidten is
applicable in data nove or copy to any other recording nedium The content

nmay be L PR omooégg%gﬂgégugn addition to the nusical sound data such as

musi c or auﬁl 0 data. vi ng been described in the foregoing, the present
i nvention is.advantagepus as wll be,described bel ow 1 cqrding to
t he present Sl?hr“?er‘i’f’ieo gﬁﬂhtng%q 8s é‘nEP\}‘r?FEd’%tb‘PeF &BQ%eﬂb(:Pﬂtgcf’ féﬁ Cciﬁ%Do and
the encryption key is encrypted with the save key for recording into the
HDD 21 displaxed b figld 2 120 indinates ghatraieerrespandingopntenticgn bspphegkedoug annot
be decrypted so that it cannot be copied in large volune for distribution.

(2) Acomcdi ng to the present invention, when a predeterm ned nusic piece is
copied once, its title and recording date are registered in the nusic data

base in ordef rd aRaqHAber SRMES A G ot ahReHMRkBd cupRIiSSlaled irfthe field
predeterm ned period of time (48 hours in the aforenentioned exanple).

Thus, tZH? RfiRG es Fhat ErE%?rés%%gﬁﬂ%Eoﬂieﬁ? %aﬁﬂgt BE HRPLES R PtRentin®et 6F 1O
prevent ‘the nusi ¢ plrece from bel copiedin a
check-out’s is zero; however, the personal computer 1 can play back that content). A
C clef as a number of times a content can be checked out, displayed in the field 212,
indicates that the number of check-out’s for a corresponding content is limitless (the
content can be checked out any number of times).

Note that the number of times a content can be checked out may be indicated

with a corresponding number of pieces of a predetermined figure (for example, it may



| arge volunme for distribution. Further according to the present invention,
each tine the data base is updated, the hash data of the dghgagis Q?jrput ed
and saved. Thus, it is easy to prevent the data base from bei hg fza sified
or altered. (3) According to the present invention, once a content is
passed to an 8 August 2003 91 exter#ml device, a corresponding one in the
HDD 21 is erased. Thus, the content being an original digital data will not

remai npg af‘dileclé'fgl%lz, Jcré%égit br $ROTIRE) REsKORN 96 FIG. 3 dsakéle ad aliithbér!

di stribution. According to the present invention, the nusic data base

vase at - eache e dlepiaybl ifitRE Gisply BRprat R Rh SRy apd s ° °

bef or e bei ng. noved and the backed-up data is restored into the HDD 21 just
af t er whevlicht amtimagenovehe likejcorprspongding (@ psslectag ppckags Ot ¢ntgat a i n
the content source. (5) According to the present invention, before data is

passed(doreespondimeiosaiies  theipisge filds 183-driod8BeKinF1Ge4) sealisplayed. uli this
aut hentication is done between the personal conputer 1 and external device.

Thus, gKhgy %ga@]&ﬁ@o@ﬁ &{c%&%fe% 14 % %fe%?@@c&ﬂteﬁf‘go&%ﬁﬂﬁlé’ﬂéﬁfd (6)

According’t e present rnvention, Defore data 1Is pass rom-any external
device to the personal co ter, 1, it i onfirnmed by a nutual

aut hen??@ﬁ??%fplﬁgtt%ngﬁ°9ﬂ@%)€?@%§ﬁ’°a&§5§éi and personal conputer 1 whet her
the software of the personal conputer 1 is a |egal one. Thus, if is

possi bl e t o Whew annusic péerestitle of arprodetegmmed somtens (aaptent samed shsplayed (7)
According to the present invention, ISRCis used to identify a nusic piece,
and i fjiehd BRI 2 52 3 séleateldeandTPdel tingseperafibuids neadenwihtietho buttRC20S is

avai lable for a nusic piece, it is possible to identify the mnusic piece.
(8) AcOedidiGhddditdcort&poRtind Weat bARinal pREELSR 8 LI dispRiyeddh thE Field
211, the display/operation-instructive program 112 will make the content management
program 111 delete the predetermined content stored in the content data base 114,
~ corresponding to the selected music piece title.
When a content read from a CD is recorded into the content data base 114 while
a button 255 (which will further be described later) in the window displayed under the
control of the recording program 113 is being selected (made active), the
display/operation-instructive program 112 will make the display/operation-instructive
window display a field 213 in which there is displayed a music piece title of a content
(content name) stored in any pre-designated one of the portable devices 6-1 to 6-3.
When a content read from a CD is recorded into the content data base 114 while

a button 255 (which will further be described later) in the window displayed under the

control of the recording program 113 is being selected (made active), the



8 August 2003 92 software function of the personal conmputer 1 is perforned
by the adaptor 26 provided as an external device connectedg hGyddh9ofer sonal
conputer 1. Thus, just with analysis of the software of the personal
conputer 1, it is not possible to know how the software as a whol e works.
Therefore, it is inpossible to add ambintended function to the software by
falsifying or altering. Note that the operations which are to be conducted

by t hedigprg¥eperafionsustractiveysropyarh 1¢2 SRl nidkethe oonfengnianagementipicgyam
program In this case, save keys having the sanme val ue are generated by the

conteny Fg?%@f&ﬁ%e Rofitrft Toodrt e Tacitkht S84 HASE P1% 8nd eEAPABAYthe CD

exanpl e. arly, alue 1s concealed for saving by th content
managenent program 111. Als when .an eratj hch is to be conducted by
t he ad@p@%fg%g?%gﬁ%tﬁ W?ﬁglwei@eé@@b?e&i 'gqf’g]%'he security program the
personal conputer 1 down| oads a gr esent tine data fi oma predeternjned
server (e.gTherNBdisplaped onthefiedd2 i3 at the lefimostpesitionthereo prndinghst ead
of a present tinme supplied fi omthe RTC 35 of the adaptor 26, and effects

a j udggPRIE mpdRsteed titlReo P4 eshittnt (bh@tefithameMasymbdldndratiapavhaheptier 1
may be designed,” for this purpose, to store present tunes at predeterm ned

time inter ' : e rhef prss gnt
time 1 EOBEHECE B ESLRRL B s TS on SRk 1° FRF eRApf 3 SafPoPre=ar

af orenentj gned serjes of .oper.gti.qns ,may be conducted by the.hardware.and
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will be installed froma programstorage nmediuminto a conputer, K .

i ncor ppiezeditlé of a cvatientatardbe chegkariin tetospesonal computes ] (that is, it has
general - pur pose personal conputer, for exanple, in which a variety of
functi pagn chBcl&] gﬁf fred e the pefsofiah ofriputar i1PUsA pvagialfs<’l as tiad leftimoser ei n.

As shown in FIG , the program storage nedi um which stores a program
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sem conductor nenory 44, ROM 12 in which the programjs stored

provi scheekedyousifroraithe perganal computes bifor erample dt Bas heencghsickad ont Fophe
program storage nediumvia the interface such as the conmuni cati ons bl ock
25 as aayestharperbynalsdompitee).net work 2 such as a | ocal area network (LAN)
or Internet, cable or radio comruni cations nedia such as digital satellite
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into the pr%lrlgﬁr#lgét%?%gz orli um ref er;ecptg%gerei n, insglﬁgas t hose which

o fect 2@1{%‘?@@%@H%f%ﬁ@“?‘ffﬁsg?ﬂﬁ{iéﬁe@@ﬁ?%’?2@’83%‘&&'“@?&%?%0???% "he
n m' | i . | .
|t he arelciglavinhe chap SRS eIty eappaRat n e VR et 6 e

program storage nmedium according to the present invention, are ad ed to
cont r onasenfapatibis packagadosvhich acontent stered an any pre-designatedansyidbe neans
by a controlling neans made of a software on the basis of results of
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the hardware, thereby permtting to positively prevent data from
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Further, when the display/operation-instructive program 112 has displayed the

field 213 in the display/operation-instructive window, the display/operation-instructive



8 August 2003 95 CLAIMS 1. An information processing apparatus conprising:
means for storing content data; a controlling neans havi ng g,sat d4&y € which
controls storage or read of the content data into or fromthe content data
storage neans; and neans provided in g har dwar e i ndependent of the
controlling neans to decrypt and exec {e an encrypted program supplied from
the controlli ngameans and supply the result of the program execution to the

cont r oprogigumd 32 syillidigplay in thy displpyreperstioprinsneiivywindow enbutken 446 40

storage or read to or fromthe content data storage neans based on the

progr ageex ehedk-61t dpsratibn Topa coatent eaﬁehlh@adih%% amesepiddettle®sdestedin The
apparatus as set forth in Caim1l, wherein: the content data storage neans

SLOT ©5 (S 2142908 WRRbn N7 R 2 AhatLif AR 6 £ELRAL cORkS M AhEo! N

itsel f IS managed; an e controlling e program exectutI ng
ot or matmgRe Bieokpileolated s 146 TE 21 8,4 HFANG & forpet & GHeRafpPerpgon
controlling neans is a CPU;, the content data storing neans is a hard disc;
and t hé‘opalggonnmw@nmdpngdh@m&drmm rames displaped &t the fiald 2 13candabutionor | C
8 August 2003 96 other than a one in which the CPU as the controlling nmeans
i's bui 9 to cancel the check-in or check-out setting.

Even with the check-in or check-out setting made by using the buttons 216 to
219, however, the personal computer 1 will not execute the check-in or check-out
operation.

When the button 215 is clicked after a check-in or check-out is set by using the
buttons 216 to 219, the display/operation-instructive program 112 will make the
content management program 111 execute the check-in or check-out. That is to say,
when the button 215 is clicked, the display/operation-instructive program 112 will
make, based on the check-ir; or check-out setting, the content management p-rogram
111 transmit a content, or a command to erase a predetermined content corresponding
to the check-in setting (e.g., a command to erase a predetermined content stored in any
of the portable devices 6-1 to 6-3), to any of the portable devices 6-1 to 6-3, and to
update the usage rule stored in the usage rule file 162 corresponding to the content or
command thus transmitted.

When the check-in or check-out is executed, the display/operation-instructive

program 112 will respond to the transmitted content or command to update the history



4. An information processing apparatus conprising: a storage nediumfor
storing content data and content nmanagement information fqfAd\t o664 ent
data; a process controller forned froma software to control Storage or
read of content data into or fromthe storage nediuny and a program
execution controller provided in a sé&fi conduct or chi p i ndependent of the
process controller and which is supplied with an encrypted programfromthe
pr ocegdatz stared| inethe historypdatatfile bﬁ@g The historyudgsa ileeludpe mématloaf torhe
program execution to the process controller; the process controller

cont r GHkatfcEIcH 894 Mntéﬁ%\@ﬁ% bBen chetksd irfat aut 6f 8 date WhemthBeoat@itage
medi m based on the result of the program execution by the program
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that i ns canno om outside the

sem copnduct or .chi p, and maki ng c utation for checking any falsification
made tIH0KE @W&&’éﬁ%ﬁ?ﬂ&!@g%ﬁon. 5. An information processing
met hod for use in an infornmation processing apparatus conprising: neans for

storing corinot tldatheclairconthenk-outcarebasethnwa shorttisef theawserwancuickyt r ol s
storage or read of the content data into or fromthe content data storage

means; kiRd the StaAtE dfier 228Sutfdn BEAShevleH B Ehbsk-dub ¥pdraticn, wHeRbyObRt of

the controlling means to decrypt and execute an encrypted program supplied

I
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to minimize the total time (including the setting and execution of a check-in or check-

out operation) taken for the check-in or check-out procedure.

FIG. 6 shows an example of the window which the recording program 113
makes the display unit 20 display. Based on CD information received from the WWW
server 5-2 for example, the recording program 113 will display a CD title such as

| “ACYNCHRONIZED” in a field 251. Also, based on CD information received from
_the WWW server 5-2, the recording program 113 will display an artist’s name such as
“KUWAI” in a field 252. |

Based on CD information received from the WWW server 5-2, the recording
program 113 will display titles of music pieces such as “HEAT”, “PLANET",
“BLACK?”, “SOUL”, etc. in a region of a field 253 where music piece titles are to be
displayed. Similarly, the recording program 113 will display an artist’s name such as
“KUWALI” is a region of the field 253 where artists’ names are to be displayed.

After receiving a predetermined CD information, the recording program 113



the nethod conprising a step of controlling storage or read of content data
into or fromthe content data storage means based on the resudst 9603 he
program execution by a program executing nmeans. 6. An infonnation
processing nethod for use in an information processi ng appar at us
conprising: a storage medium for storfhg content data and content
managenent i nfonnation for the content data; a process controller forned

fr om awslbktorerieinto aopredetdmsined diyectoryrinable 8IDDdt.ent data into or fromthe
storage nmedium and a program execution controller provided in a

seni conduct py o‘fl%e%@p@tgtegyﬁﬁtnﬁtmh%r BEQFSHRNGITDIhEtmaih Wl Gfay

supplied vmt an e program from the process control decr

th t h |t of t t h
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content data |nto or fromthe stora nmedi um based on the result of the

pr ogr adhrestery in the HPPRE . phaprathedi ufmmatmmsrf@und storgddnithe dpiestrsim

execution controller being adapted so that its internal operations cannot
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8 August 2003 98 for checking any falsification nmade to the content

n'anagefgﬁngelégﬁ&{ '(W%l’?étheg he %r%%qr %ﬁé Q5 %QQ tH@ @D’ rf%xfoq{n#ﬁﬁ) 5foréd | in { n?

i nfor i 'Onprocessing appara oring con

dat a; 8 control | i ng nmeans haV| ng a softvvare Whl ch controls storage or read
of t hedirectory.

When a button 256 displayed in the window displayed by the recording program
113 and which instructs to start recording of a content, is clicked, the recording
program 113 will read a content from a CD set in the drive 22, and supply it along with
the CD information to the content management program 111. The
compression/expansion program 138 of the content management program 111
compresses the content supplied from the recording program 113 in a predetermined
manner, and the encryption program 137 encrypts the compressed content. Also, the
usage rule conversion program 139 generates a usage rule for the compressed and
encrypted content.

The content management program 111 will supply the compressed and
encrypted content along with the usage rule to the content data base 114.

The content data base 114 will generate a content file 161 and usage rule file
162 for the content received from the content management program 111, and store the

content into the content file 161 and the usage rule into the usage rule file 162.



content data into or fromthe content data storage neans; and neans
provided in a hardware independent of the controlling rreang;Ahng{IQg@:ypt and
execute an encrypted program supplied fromthe controlling nmeans and supply
the result of the program execution tgythe controlling neans; the
controlling neans having recorded theréin a conputer-readabl e program

conpri si ng teq of controlling stora or read of the content data.into
or fromt heWﬁ?ﬂ copuient & ‘r‘?ar% W&fﬁqﬁﬁgeﬁ{%ﬁa‘i@%ﬂ Béﬂ\pqt%&fcopﬁeéﬁ&% ram
execution by the program executing nmeans. 8. An infonnation processin

appar abase &ﬁ&p&ﬁem‘omgcntnaan@gmcnﬁ prograinkl kvl suppkyatha;CIaaafmnatrons&m? i ng
the content data supplied fromthe input neans; neans for conpressing the

cont enpsstd dukd @eesived frbs qﬁetmbr&ii@gapségaﬁimq 1'3e 86 Sthie ndi%PlH ratichned
manner; means for encrypting the data stored in the conten ata storing

nmeans |} 1 manner; and neans for controlling storage or read,
oo B AT

into or ent "data storing 8 August 2003 99 neans, of the
content datgq, coppressed by the conpressin s .and . .encrypted. by the
encrypt ed Mﬁbﬁﬁ?@%ﬁﬁﬁﬂﬂﬁtﬁ%m&e BQngB’rnEﬂfi"ﬂﬂG éﬁsﬁfaé%/ ‘?%&Pégwr 52
conpressi ng nmeans conpresses, or the encrypting neans encrypts, different
dat a simplthedisplayrdataefilenp82 aceending to thecusapeaubmfordhe cootertistoragpathe us as

set forth in Claiin 8, wherein the conpressing neans conpresses, or

encrypeoignfaaRShARCT ¥PbY thekédstdnil afldtife ETPRIfoRRatibAM t he i nput neans in
di fferent manners, respetCtively, and takes a predetenni ned common

corpresst 016k, AP RMRFRCRT 0! Rp Ul L PR BT BRI, o
or 0CeSE hg. RRA LS, SO SI 0Ll erace A il ch coptent datay i s
to check out a content read from the CD when the content read from the CD is
recorded into the content data base 114.
For example, when the button 255 is clicked, the recording program 113 will
| disi)lay a pull-down menu showing a list of the portable devices 6-1 to 6-3. When the
user selects any of the portable dévices 6-1 to 6-3 from the pull-dov_vn menu, the
personal computer 1 will automatically check out the content recorded from the CD
to any selected one of the portable devices 6-1 to 6-3. When the user selects “NOT
CHECK OUT” from the pull-down menu, the personal computer 1 will not check out
the content recorded from the CD.
Thus, when the content read from the CD is recorded into the content data base
114 with only the button 255 in the window displayed by the recording program 113

being set active, the personal computer 1 can make any pre-designated one of the



medi um or server; a storage nediumfor storing content data supplied via
the interface; a conpression program for conpressing cont @Aué{gggoésor
storage into the storage nediumin a predeterm ned nmanner; an encryption
program for encrypting the content d for storage into the storage nmedi um
in a predeterm ned manner; and a conttoller for controlling storage or

read, intq.or. fromthe stqrage nedium the confent dat avi ng been
conprdé%&lﬁﬂetvﬁescé)'ﬁﬁpeé'gi CB%FE%F%@“&H%%PEH%&#; encryption
progr am 8 August 2003 100 the conpression program conpressing, or the
encrypt i on Refariag oty FlGng, theveieshowmndlowuphaitef opieaatioes effeetetldye and
havi ng been processed in different manners, in the sanme manner or different

mannerge CEEPECHHYE dnecifés SleWonbént iadehfent ppo@am et displagrépeiativer ting,

when reading fromthe storage nmedi ~un the content data having been

conpressed or encrypted,hn _the different S, Ct.] .
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can be conpressed or encrypted jn a co n manner. to hoth thj ar aj us
and pdrenyferingajeantentplaygad i%qf?ié:h%mi% $Q$d@§£¢ ﬁlgvr%ré’t%%ﬂ@yﬁﬁfs ;qr@ﬁi he
steps of inputting data, storing the data supplied fromthe data input
step; thuswopsysng the kentattdrsmothedCB tot the HBIA23t dVheg theaser wparates the
predet ermi ned manner; encrypting the data stored at the data storing step

in a pg T8 2B to %g;skggqattnebpmq1s;ia>ﬂ@@ﬁmrfaé@w, Stohhgasidic

conpressed at the conpressi ep and encrypted at the encrypting step.
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shown in FIG. 6 for example, for selection of a content which is to be copied into the
display unit 20 via the interface 17.

More specifically, the recording program 113 will read TOC (table of contents)
of a CD set in the drive 22, acquire content information from the CD, and display it
on the display unit 20. Alternatively, tile recording program 1_13 will read ISRC
(International Standard Recording Code) for each content included in the CD, acquire
the content information, and display it on the display unit 20. Still alternatively, when
the button 254 is clicked, the recording program 113 will access the WWW server 5-1
or 5-2 via the network 2, acquire the content information from the CD by the use of
TOC, and display music piece titles corresponding to the content in the field 253.

Using GUI displayed on the display unit 20, the user operates the keyboard 18

or mouse 19, and clicks a check box for each of the music piece titles displayed in the



.encrypting the content data stored at the conpressing step in a
predeterm ned manner; and controlling storage or read, intgaAﬁ%usftQ@@@the
storage nmedium the content data havi ng been corrpressed at t conpr essi ng
step and encrypted at the encrypting ep; the conpressing step
conpressing, or the encryption step entrypting, content data supplied at
the data input step and having been processed in different nmanners, in the
sane nfekk23dto aelcﬁba@nntemim LOpikGpect i vel y, for storage into the
storage nedium and converting, when reading fromthe storage nediumthe

content dat Neleut step iSdantieorseoedingprogrann ¢ 1 9 phskbsithe ubggeduld managemenner s,
respectively, for dellvery to a predeternlined portable device, the content
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steps of inputting data; storing the data supplied fromthe data input
step; detaprefthinghedking] af the timeHmit dstadasatvarlsfuthien pesdespribed dater with

predeterm ned manner; encrypting the data stored at the data storing step

ina pfﬁg%rﬁj’erfbr}ﬁgﬂmﬁ@ﬁgﬂ shdviEFIG] 81 ng storage or read of the data
conpressed at the conpressing step and 8 August 2003 102 encrypted at the
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maki ng a predeterm ned conputation based on the nmanagenent infonnation held
i n t hestepr3dgs newill comparetho compudédbastesalie with apamousht savedions. | i ng t he

usage of the content data stored in the content data storing neans

accordi ng t date teauvheRhoad4teipasdcided indee bieievaiit diaa aeutte wiagehale
conput ati on nade by the corrputl ng neans and that of the past conput ati on

which | lf‘nm%éeﬁl%ﬂt?goélj\%ﬁéwot‘ﬁ &aéﬁnp@g&r&%é’%a%q 1:<16 The apparatus as set

forth i arin rern the co t1 ng neans es the conputation using
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information includes identifi catl on information for identijfi catlgn of the
nusi ¢ aairformationfor managgmen qfrawsents rgcerssariaithe Fekpt L.apaigs o
interface for irnput of content data and identification infonnation of t he
cont enandatopying date affe cenfeninhaving been mgcamedens shawa suppGi 8d n dhe he
interface; 8 August 2003 103

example shown in FIG. 9, ISRC and copying date area stored for each of three items

1to 3. Atstep S38, a hash value of the entire time limit data base, based on the ISRCs

and copying dates of all contents recorded in the time limit data base, is computed by

the CPU 32 of the adaptor 26 and stored in the nonvolatile memory 34. The hash

value is a value obtained by applying a hash function to the data. The hash function

is generally a unidirectional function to map long data of a variable length with shot

data of a fixed length, and has such a nature that hash values will not easily conflict



a first nenory for holding, as a usage rule file, the identification
information of the content data stored in the storage nedigigyqt deeRgement
program for making a conputation with the hash function applied to the
identification infonnation held in thgaofi rst menory; a second nenory for
storing the result of the conputationby the nanagenent program and a

control lLer for c aring, the result of .the nput ati o he. a nt
pr ogr aWith €ACk r@ﬁgst ll?ohﬁﬁr}l mgmseglﬂlvg% Pﬁ?@#?ﬁuﬁ%ﬁa&@wt@ﬁbﬁﬂeo
i nhibit, when there is no coincidence between the conmputation results, copy

or novémessageaigemt)etc. dit step 531 ethei usagh enletoanagementiprogratol 4 eompute
I nformati on processing nethod conprising the steps o inputting data;

st ori ng habk vﬁﬁieaassmbi&e'n@itaﬁaﬁ m CPPU32 ST9Rn dikéh BI2NEHAGRIR Hile

i nformation for the data stored e data storing step; nmaking a

predet erm ned c ut at i based on .the ment i nf ok mation h Ej% t he
anage ARAE ] REGHam a0 N GeaRdy BE YA B A Rh B Rotd T e o
made at the conputing step; . and cogparing.the result of the nput at i on
made apompvielag magy 3¢cpndat step HALtit &Bﬂmﬁlﬁpﬁr@rﬁhﬁéﬁn&fe@?é&'@éhé’tathﬂ%e
data storing step to control the usage of the data stored at the data

st or i ngvitdt ghe. orkOit h@ls confpartedht i on processi ng nethod conprising steps of 8
August 2003 104 inputting content data and identification information of

the content ' | Qﬂéﬁge FPA% 190 iadotd6hi théhgh i nto
a storage rré ?E% S%‘o’lqg? %g?ééa@ﬂg usa elﬁt?@ le, t hé |H§ent i ?f:ygt I on
i nformati on of th ont e data .stor.ed, at, t storing step;. mkin
comput SEIErrapHR 8 TR 31 (e 3RS Wb bRt et idhe dEaTioRR sl St dhta
information held at the hol ding step; storing the result _of the conputation
made abasestoredhimthe ngnyelatile meamennithr When e celasidenceis fmadhsiyaenthon at
the conputing step with a past conputation result stored at the storing
st ep t bashalbes, thevhsagetrobe mansgementprograiaridd wit determinedhetthpdinae liont
results, copy or nove of the content data stored in the storage nedi um
data base has been falsified or altered, and make the recording program 113 generate
amessage like “since time limit data base has been altered, no copying is possible” for
example, and output the message to the display unit 20 via the interface 17 on which
the message will be displayed. Hereafter, copying is inhibited. Namely, in this case,
it is inhibited to play back the content recorded in the CD for copying to the HDD 21.
When the hash value computed at step S31 is found coincident with the
preceding has value, the usage rule management program 140 goes to step S35 where
it will make the recording program 113 acquire from the CD ISRC of a content
designated at step S11 and selected as a one to be copied. If no ISRC is recorded in
the CD, the usage rule management program 140 will make the recording program 113

read TOC data from the CD, and apply the hash function to the data to acquire a data



21. A program storage nedi um having recorded therein a programintended for
execution by an infonnation processing apparatus and readaphggly 2603

conput er, the program conprising the steps of inputting data; storing the
data supplied fromthe data input ste?' hol di ng managenent i nformation for
the data stored at the data storing s %p; maki ng a predeterm ned

conput at.i on based on the nmanage t information hel e managenent

i nf onng ?Bﬁpﬁﬁ‘l’léﬁl?f&q% -8 ﬁ% itﬁéwwpﬁéﬂ to F“@ﬁ@%ﬁ%ﬁ&ati on nmade at the
conputing step; and controlling the usage of the data stored at the data
storing st eptatap8d6,thetsage ruls mMampgemeinPpsodiam 1 46 phdgestwhethentherISREH nade
between the result of the conputation made at the conputing step and that

et e f ot . : . .
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processi ng appar at means-for transmtting and recelving data

to andgfi .a ratys; neans for..holdi a predeternin | ock key
and-sade KRS if RRELeRictEredLTRIR bt ot Babitel HaReaty At e pfttnd
hol di ng means when transm tting and receiving data to and fromthe ot her
appar ahas nopyetkeemrenorded imtheERDP L. | 90, thietusageaude managppent pregram
generate a conmuni cati on key; neans for encrypting the communi cation key
wi th t h40pwes teayep 830 whearresit will regstemetISR af 3he eontieviedndpresentdiata
transmtting and receiving means and havi ng been encrypted with the
comuNi5aithO finke di j ! r y the
cncr yp B b Bt HnGERAGRRENAE ek ol a3 Al R bRen S0P A8 M0 Fi5ner
conprising: _an engryptio ey _gecryptin or decrypti t he
conunufh Bk peRbgAEl s vBlheltFngtEntd Bamend BT 30 g imifta fbnh e RIG
means for decrépti na the data_stored in the storing neans. 24. An
i nf or mBfiofithe pdaptos Lhg Atstep 888.she usagn nle management progrem 14 Qreasdsclataat a
is transferred between the apparatus and a portable

from the time limit data base at the time and transfer it to the CPU 32 of the adapter

26. The CPU 32 computes a hash value of transferred data and saves it in the
nonvolatile memory 34. As in the above, the hash value this saved will be used as a
previously saved hash value at step S32.

Next at step S3-9, the usage rule management program 140 will set a nox;-
registration flag indicating that the selected content is snot registered in the time limit
data base. This flag is used at step S13 in FIG. 7 to judge whether the selected content
is registered in the time limit data base.

If it has been determined at step S36 that the ISRC of the selected content is
registered in the time limit data base, it means that the selected content is a one having
been registered in the HDD 21 at least once. In this case, the usage rule management

program 140 goes to step S40 where it will judge whether the present date (output



device or server connected to the apparatus; a nmenory for hol ding
predeterm ned master key and save key; an authentication pgAagaseés ch
uses, when the data is to be transferred to or 8 August 2003 106 fromthe
portabl e device or server, the master ey stored in the menory to nmake a
mut ual authentication with the portable device or server to generate a

comuni cat j,0 - ncr i decryptkon Qmrogararm.to C ] t he
col T unGARELE B Cas OL4Re P A e Ry e PR TR R datp og gt bl
transmtted fromthe portable device or server has. bee qevgcryp d and
encr ypegisieatoncef the sslexted opntent; registgved wethe ting+ @léggt a%&m theor i ng
the content data received via the interface and encrypted wth the

CoMuUNhreaéntimidy alreadpiicrs Heatd heunsift dmithe registrytpon datek ymeas that the wi t h
the save key; an encryption key decryption programto decrypt, with the

save keyireh{fafBely f%éogggé;% %esdts?f)ﬁge pﬂg{mm er‘?‘gqo%@%ﬂ@in@é%e?&%ﬂ

decryption program conten ata stored 1 n the storage nedi ~un

with the encryption y. decrypted by the encryption decryption program 25.
An' 1 nf G BRI 4 et BB e P 181G CONEPRL VT SOr b B AT THY aind
receiving data to and fi om ot her apparatus; holding a predetermned | ock
key anchrsiatsulbstgntially bg copied inadargsvoluime exentifiy 1n eppiedpgainm plnghiscase,
transmtting and receiving data to and fromthe other apparatus to nmake a
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program 140 will go to step S41 where it will change the date in the time limit data
base from the date of the past registration to the present data (output from the RTC
35). Then, the usage rule management program 140 will return to step S38 where it
will make the CPU 32 compute a hash value of the ehtire time limit data base and save
it into the nonvolatile memory 34. At step S39, the usage rule management memory
140 will set a non-registration flag for that content.

On the other hand, if it is determined at step _340 that the present date is not
more than 48 hours from the registration date, it is inhibited to copy the selected
content into the HDD 21. In this case, the usage rule management program 140 will
go to step S42 where it will set a registration flag for the selected content.

If the predetermined time is not judged at step S40 to have not elapsed, the
content cannot newly be copied, so that copying the content in a large volume required

for fraudulent sales or distribution for example is substantially disabled without

unreasonable inhibition of the copying of the content for an ordinary, legal use. Note



storing the data received at the data transmtting and receiving step and
having 8 August 2003 107 been encrypted with the communigaldRp266y
correspondingly to the conmuni cati on key encrypted at the encrypting step.
26. An information processing nethod nprising the steps of transferring
dat a bet weeﬂ Itge apparatus and a port%ﬁl e device or server connected to the
appar atus;, hol.din r edet ey ni ne ster ke nd save key: t ual

aut hentat Bi6 W@teﬁogff%f ﬁ%ﬂ%ﬁgﬁﬂﬂr& ‘5@9&1 @i)StSP%égr ear,t,uqm?iqﬁ/sgé)[rpinﬁ)gc tl(héntfteg
transferred to or fi_omthe portable device or server, using the nmaster key
hel d aboutsebitiat wimaf limitpd to 4gmenrat The emtemon way ibsranyayme JEthipa r##ge wi t h

t he communi cati on key, an encryption key with which the content data

transnyf 1 2houiLid 168 hoard Al éxdigplece or server has been encrypted and
encrypting the encryption key with the save key; storing the content data

i ved via t.hei - - : . _
coresponcefediintAOPHE ERORIRFUGHE) RN Wb POpRITUR T a0
ecrypt th t L i .
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storage mediumw th the encryption key decrypted at the encryption
decrypting Refgringto FAGoagammythe dcsmmttmﬂWdEﬁHdWrr’@ meador Atstepiiddeihe a
program i ntended for execution by an infornation processing apparatus and

r eadabpgpPyndhagement program 133 judges, based on the above-mentioned flag, that the

selected content has been registered in the time limit data base. If the selected content

has already been registered, the copy management program 133 will go to step S14

where it will make the recording program 113 display, on the display unit 20, é

message like “This music piece cannot be copied since not more than 48 hours has

elapsed since the music piece has been copied once” for example. Thus, the user can
| know the reason why the content cannot be copied to the HDD 21.

If it is determiﬂed at step S13 that the selected content has not yet beén
registered in the time limit data base, the copy management program 133 goes to step
S15 where the recording program 113 will make the drive 22 read a content from the
CD set in the drive 22. This content has a watermark code inserted therein at a
predetermined position as shown in FIG. 10. The recording program 113 will extract
the watermark code included in the content at step S16
and judge, at step S17, whether the watermark code indicates an inhibition of the

content from being copied. If the watermark code indicates the copy inhibition, the
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havi ng been encrypted with the comunication key correspondl ngly to the
comunprogiramn] 1egisphayr y pressaget likenécapying finhibitade for e8ample On%m

processi ng apparatus conprising: nmeans for storing data; neans for hoI di ng
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j udgi ng er or not, whén noving the data stored in the data stori ng

nmeans to other,ap tus, .the us u ta
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based on the result of the judgnent by the Jud ing neans, tored
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for the data stored in the data storing nmeans, which is held in the holding
means. retdrdibipep r@mdﬂ@mﬂtuﬁb th@cbimplressimdexpar%onpmgmmlﬁ&eonqﬂgss rul e
for the data i1 nclude: 8 August 2003

the content by a software operation using a method such as ATRAC (Adaptive

Transform Acoustic Coding)3 (trade mark). At step S20, the recording program 113
will make the encryption program 137 encrypt the content by a method such as DES
(Data Encryption Standard), FEAL (Fast Encipherment Algorithm ) or the like using
an encryption key having been preset and stored in the memory 13. The encryption
key may be a one formed based on a random number generated by a software
operation or a random number generated by the CPU 32 of the adaptor 26. By
encrypting the encryption key using the personal computer 1 and CPU 32 of the |
adaptor 26 as a hardware associated with the personal computer 1 in a cooperative
combination, an encryption can be attained which will make it more difficult to decrypt
the encrypted encryption key.

Next at step S21, the recording program 113 transfers an encrypted data to the
content data base 114, gives a file name to the data and makes the HDD 21 save it as
one file (as content file 161). Alternatively, the recording program 113 may give

position information (e.g., a number of byes from the top) as a part of one file to the



109 playback Iimting condition; playback accounting condition; or copy
limting condition. 30. An infonnation processing apparat %AGQIEPQ'(% ng. a
storage device to store contend data; a nmenory to hold a usage rule for the
content data stored in the storage deyxyj ce; and a nobve nanagenent programto
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a portabl e device, et her the po l.e device neets the usage rule; nove
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being inhibited when it is determ ned as the result of the judgnment by the
nmove manageThot dpmogavenmiaatbe denposepabatelyd duaroeoxi sunultanconsdy with théige
rule. 31. The apparatus as set forth in Caun 30, wherein the nove includes

copy, &RY&n‘&Pti‘éE@&‘éb resdiBf ahd@nep@steoni.ul e includes playback limting
condi t1on, playback accounting condi'tion or copy limting condition. 32. An
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8 August 2003 110 reproduci ble by the other apparatus; and
using a predetermined save key stored in the nonvolatile memory 34 and by the
aforementioned DES method, FEAL method or the like, save the encrypted encryption
key in the music data base in the HDD 21 (corresponding to the usage rule files 162-1
to 162-N of the content data base 114 shown in FIG. 4).

At step S23, the recording program 113 makes a set of saved information on the
file, encrypted encryption key, information of the content, and elements of music piece
title information supplied by the user via the GUI, and register it in the music data base

| in the HDD 21 (as the usage rule ﬁles 162-1 to 162-N). At step S24, the recording
program 1_13 will make the CPU 32 compute a hash value of the entire music data base
and save it into the nonvolatile memory 34.

In this way, the music data base as shown in FIG. 11 for example is registered
into the HDD 21. In this example music data base, there are recorded a file name,
encrypted encryption key, music piece title, play time length, .playback conditions
(start date, end date and playback limit), playback counter, playback accounting
condition, copying condition (copies), copy counter and copying condition (SCMS) for

each of items 1 to 3.
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when it is determ ned that the portable device does not neet the usage

rule. 3ésetlfaes.method as set forth in Gaiin 33, wherein the nove includes
copy, nove or check-out, and the usage rule includes playback limting

condi tion, .ayback account in ndi t ] . LINE LAG: ! 5. A
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execution by an information ocessi aratus and readabl e by a

conput €opying:oha sgntant dxmpra &bﬂj) é&%ﬁbﬁﬁqsﬂ%ﬁ FoRrtenkean gﬁ GPHWHQQIE?‘I‘% theage
rule for the data stored at the data storing step; judging whether or not,

when nonignttdan ncopistd severaktiméraliewed only forgprsvatp uso by the asgusOnzbes 111
ot her apparatus, the usage rule , for the_ data stored at the data storing
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result. judgnment at t j udgi ng step, the data stored in the data
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1 has failed and the content recorded in the HDD 21 has been erased, the erased
content can be copied again and recorded into the HDD 21 when a predetermined time
elapses. |

Also, the content of the time limit data base recorded into the HDD 21 can
commonly be shared via the network 2: _

In the above, there has been explained the example in which a copying date is
stored correspondingly to ISRC. In addition to the ISRC, however, any other
information (such as music piece title, album name or their combination) with which
a content and CD can be identified may be used.

Next, move of a content from the HDD 21 to the flash memory 61 (e.g.,

memory stick (trade mark)) in the portable device 6 and content check-out, effected

by the CPU 11 which executes the display/operation-instructive program 112 and
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content management program 111 and CPU 52 which executes the main program, will
be described herebelow with reference to the flow chart shown in FIGS. 12 to 14

First, the content move will be described herebelow. At step S51, the move
management program 134 makes the usage rule management program 140 compute
the hash value of the entire music data base, and at step S52, it compares the computed
hash value with a hash value having previously been computed by the CPU 32 and
saved in the nonvolatile memory 34. When there is no coincidence between these hash
values, the move management program 134 goes to step S53 where it will make the
display/operation-instructive program 112 display a message like “Possibly music data
base has been falsified or altered” on the display unit 20, and terminate the operation.
These operations are similar to those effected at steps S31 to $34 in FIG. 8. In this .
case, the content move from the HDD 21 to the portable device 6 will not be done.

Next at step S54, the move 1nanage1nent program 134 reads information on a
content recorded in the music data base (included in the content data base 114) formed
in the HDD 21, and makes the display/operation-instructive program 112 display the
information as a selecting GUI on the display unit 20. The user clicks a music piece
title (content name) and button 216 displayed in the field 212 in FIG. 5 to select the
content to be moved from the HDD 21 to the portable device 6. Next at step S55, the
move management program 134 examines the playback condition, copying condition,
playback accounting condition, etc. for the content having been selected at step S54.

This operation will further be described later with reference to the flow chart in FIG.
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15.

Next at step S56, mutual authentication is made between the authentication
program 141 of the personal computer 1 and CPU 53 of the portable device 6 and a
communication key is shared between them.

For example, it is assumed here that the flash memory 61 (or EEPROM 68) of
the portable device 6 has a master key KM stored in advance and the RAM 13 of the
personal computer 1 (or a predetermined file in the HDD 21) has an individual key KP
and ID stored in advance. The CPU 53 is supplied with the ID previously stored in the
RAM 13 from the authentication program 141 and applies the hash function to that ID
and its own master key MK to generate the same key as the individual key of the
personal computer 1, stored in the RAM 13. Thus, the personal computer 1 and
portable device 6 will share a common individual key which is used to generate a
provisional communication key.

-Altematcly, an ID and master key KMP are stored in advance in the RAM 13
of the personal computer 1 and an ID and master key KMM are stored in advance in
the flash memory 61 of the portable device 6. The RAM 13 sends its ID and master
key to the flash memory 61 which will also send its ID and master key to the RAM 13,
and the RAM 13 applies the hash function to the ID and master key received from the
flash memory 61 while the latter will apply the hash function to the ID and master key
received from the RAM 13, Thus, the RAM 13 generates an individual key for the

flash memory 61 while the latter generates an individual key for the RAM 13. A
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At step S59, the move management program 134 will make the PD driver 143

transfer the content converted at step S58 to the portable device 6 via the USB port 23.
At step S60, the CPU 53 of the portable device 6 receives the transmitted content via
the USB connector 56 and stores it as it is into the flash memory 61.

At step S61, the move management program 134 will further make the usage
rule conversion program 139 convert the playback conditions (start date, end date,

playback limit, etc.) for the selected content, registered in the music data base, to those
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key encrypted with the communication key to the portable device 6.

At step S67, the CPU 53 of the portable device 6 will decrypt the encryption key
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key generated by the mutual authentication, encrypt it using its own save key, correlate
it wit the already saved data, and save it into the flash memory 61.

Upon completion of the saving of the encryption key, the CPU 53 will inform,
at step S68, the personal computer 1 that the encryption key has been saved. When
receiving this information from the portable device 6 from the portable device 6, the
move management program 134 of the personal computer 1 will make, at step S69, the
content data base 114 delete the content file 161 corresponding to the content, and the
set of the elements of the content (i.e., usage rule file 162) from the music data base.
Thus, the content will be moved, not copied. At step S70, the move management
program 134 transfers data in the music data abase to the CPU 32 of the adaptor 26
and makes the CPU 32 compute the hash value of the entire music data base and save
it into the nonvolatile memory 34. The hash value will be used as a previously saved
one at step S52 having been described above. _ _

Next, check-out of a content from the personal computer 1 to the portable
device 6 will be described below. This operation is similar to the content move from
the personal computer 1 to the portable device 6 as having been described in the above
with reference to FIGS. 12 to 14. That is, the check-out operation is basically similar
to the content move operation except that the check-out operation is executed in the
personal computer 1 by the check-in/check-out management program 132, and that at

step S69 in FIG. 14, the number of times the content checked out and recorded in the
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music data base has been checked out (or can be checked out) is updated (in the
content move, the content is deleted). Therefore, the check-out operation will not be
described any longer.

Th CPU 11 which executes the content management program 111 checks the
playback conditions, etc. for a content selected at step 855 in FIG. 12. This checking
operation will be described below with reference to the flow chart in FIG. 15. At step
S81, the movement management program 134 makes the content data base 114 read
various conditions from the music data base. Then at step S82, the move management
program 134 judges whether the copy counter in the conditions réad at step S81 has
already exceeded the copy limit. When the copy counter has already exceeded the
copy limit, no further copy can be permitted, so the move management program 134
will go to step S83 where it will make the display/operation-instructive program 112

| display a message like “Copy counter has already exceeded copy limit” on the display
unit 20, and te@ate the operation. If it is determined at step S82 that th copy
counter has not exceeded the copy limit, the move management program 134 goes to
step S84 where it will judge whether the present date is past the playback end date.
The present date is a one outputted from the RTC 35 of the adaptor 26. With this
operation, the user will not be able to use any present time of the personal computer
1, which is obtainable by intentionally correcting to a paét one. The move
management program 134 is supplied with the present time from the CPU 32, and

makes by itself the judgement at step S84 or supplies, at step S81, the playback
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Ifthe present date is past the playback end date, the move management program
134 goes to step S85 where it will make the content data base 114 erase the selected
content from the HDD 21 and information on the selected content from the music data
base. At step S86, the move management program 134 makes the CPU 32 compute
the hash value of the entire music data base and save it into the nonvolatile memory
34, Here the operation is terminated. Therefore, no content will be moved in this
case.

If it is determined at step S84 that the present date is not yet past the playback
end data, the move management program 134 will go to step S87 where it will judge
whether the playback-accounting condition (e.g., fee per playback) for the selected
content is registered in the music data base. If the playback-accounting condition is
found registered, the move management program 134 will make, at step S88, the PD
driver 143 communicate with the portable device 6 to judge whether the portable
device 6 has an accounting function. If the portable device 6 has no accounting
function, the selected content cannot be transferred to the portable device 6.
Therefore, the move management program 134 will make, at step S89, the
display/operation-instructive program 112 display a message like “Destination has no
accounting function” on the display unit 20, and terminate the operation.

If it is determined at step S87 that no playback-accounting condition is
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registered or at step S88 that the portable device 6 has the accounting function, the

move management program 134 goes to step S90 where it will judge whether other
playback conditions such as playback limit are registered for the selected content. If
the other playback conditions are found register, the move management prbgram 134
goes to step S91 where it will judge whether the portable device 6 has a function to
follow the playback conditions. If the portable device 6 has no such a function, the
move management program 134 goes to step S92 where it will make the
display/operation-instructive program 112 display a message like “Destination has no
function to follow playback conditions” on the display unit 20, and terminate the
operation.

If it is determined at step S90 that no playback conditions are registered, or if
it is determined at step S91 that the portable device 6 has a function to follow the

| playback conditions, the checking of the playback conditions will be terminated, and
the move manaéement program 134 will return to step S56 in FIG. 12.

FIG. 16 shows an example of the playback condition managed (which can be
followed) by the portable device 6. The playback conditions shown in FIG. 16 are
stored in the EEPROM 68. In this example, a playback start date and end dat are
registered for each of contents for items 1 to 3. However, a playback limit is registered
only for the item 2, not for the items 1 and 3. Therefore, when the content for the item
2 is taken as the selected content, it is possible to follow the playback limit as playback

condition (a number of times a content can be played back), but when content for the
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Next, format conversion effected at step S58 in FIG. 12 by the CPU 11 which
executes the content management program 111, will be described in detail herebelow
with reference to the flow chart shown in FIG. 17. At step S101, the move
management program 134 checks the format of the selected content (e.g., a header
including playback conditions, usage rule, copying conditions), recorded in the content
data base 114. At step S102, the move management program 134 will check
conditions settable in the destination (the portable device 6 in this case). Namely, the
move management program 134 inquires the CPU 53 of the portable device 6 of such
settable conditions and acquires a reply from the CPU 53. At step S103, the move
management program 134 will determine, based on the conditions checked at step
S102, ones, settable in the destination, of the conditions in the format registered in the
music data base. *

At step S104, the move management program 134 judges whether there are
conditions settable in the destination. If there are no such conditions, the move
management program 134 goes to step S105 where it will inhibit move of a content to
the portable device 6. That is, in this case, since the conditions registered in the music
data base cannot be followed by the portable device 6, content move to the portable
device 6 is inhibited.

If it is determined at step S104 that such settable conditions exist, the move
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result, the portable device 6 will be able to play back the content according to the set

conditions (or following the conditions).
Next, copying of a content from the HDD 21 to the portable device 6, effected
by the CPU 11 which executes the content management program 111 and CPU 53
which executes the main program, will be described herebelow with reference to the
‘flow chart in FIGS. 18 to 20. The operations at steps S111 to S127 in FIGS. 18 to 20
are effected by the copy management program 133. These operations are similar to
| those at steps 51 to 67 for the content move from the HDD 21 to the portable device
6 as in FIGS. 12to 14. Also inﬁﬁs case, the music data base is checked to see if it has
been falsified or altered, and then the playback conditions for the selected content are
checked with those recorded in the music data base. Further, after mutual
authentication is made between the portable device 6 and personal computer 1, the
content is transferred from the HDD 21 of the personal computer 1 to the flash
memory 61 of the portable device 6, where it is saved. Thereafter at step S128, the
copy management program 133 will increment the copy counter in the music data base

by one. At step S129, the copy management program 133 makes the CPU 32 compute
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Next, content move from the portable device 6 to HDD 21 and check-in
operation, effected by the CPU 11 which executes the content management program
111 and CPU 53 which executes the main program, will be described herebelow with
reference to the flow chart in FIG. 21.

First, the content move will be explained. At step S161, the move management
program 134 requests the CPU 53 of the portable device 6 to read content information
stored in the flash memory 61. Upon reception of the request from the move
management program 134, the CPU 53 will transmit to the personal computer 1 the
content information stored in the flash memory 61. Based on the information, the
move management program 134 makes the display unit 20 display GUI for selection
of the contents stored in the flash memory 61. According to the GUI displayed on the
(_iisplay unit 20, the user will operate the keyboard 18 or mouse 19 to designate a
content which is to be moved from the portable device 6 to the HDD 21 (content data
base 114).

At step S162, the move management program 134 makes the authentication
program 141 execute a mutual authentication with the CPU 53 to generate a
communication key for common use between them. This operation is similar to that

at step S56 in FIG. 12,

Next at step S163, the CPU 53 will read the encrypted selected content stored
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yy10%éve mkhagetheh program 134 takes, as one file, the content transferred from the

portable device 6 and gives a file name to it, and saves it into the content data base 1 14
(in the HDD 21). This save may be done with position information of the file (e.g,,
number of bytes from the top) given as a part of one file.

At step S165, the CPU 53 will read the encrypted encryption key for the
selected content, recorded in the flash memory 61, decrypt it with its own save key,
further encrypt it with the communication key, and then transfers it to the personal
computer 1. The encryption key is a one having been saved in the flash memory 61
in the operation at step S67 in FIG. 14 for example.

Receiving the encryption key transferred from the portable device 6, the move
management program 134 makes, at step S166, the decrypting program 142 decrypt

| the encryption key with the communication key, and the encryption key 137 encrypt
it \;vith its own save key. At step S167, the move management program 134 will make
the content data base 114 register, into the music data base in the HDD 21, the content
file name and content information saved at step S164, music piece name (content
name) entered by the user via the GUI, the encryption key encrypted at step S166, etc.
Then at step S168, the move management program 134 makes, via the CPU 32, the
usage rule management program 140 compute the hash value of the entire music data

base, and the nonvolatile memory 34 save it.

At step S169, the move management program 134 informs the portable device
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at step S170, the content stored in the flash memory 61.

Next, the check-in of a content from the portable device 6 to the personal
computer 1 will be described herebelow. The operations of content check-in from the
portable device 6 to the personal computer is similar to the content move from the
portable device 6 to the personal computer 1 as in FIG. 21. That is, the check-in
operation is effected by the check-in/check-out management program 132 in the
personal computer 1, and the operations at steps S162 to S166 in FIG. 21 are omitted.
Also, the personal computer 1 will update, at step S167 in FIG. 21, the check-out limit,
namely, a number of times the checked-in content can be checked out, recorded in the
music data base, and after completion of the operation at step S170, operations
basically similar to those in the content move except for the confirmation of the
content file deletion will be effe;:ted. Therefore, the operations will not- further be
described.

Note that when the flash memory 61 of the portable device 6 is removable as
a memory card, the personal computer 1 will effect the mutual authentication at step
S162 in FIG. 21 in the check-in procedure.

Next, content copy from the portable device 6 to the HDD 21, effected by the

CPU 11 which executes the content management program 111 and CPU 53 which

executes the main program, will be described herebelow with reference to the flow
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chart in FIG. 22. Opérations at steps S181 to S188 in FIG. 22 are similar to those at

steps S161 to S168 (in FIG. 21) in the content move from the portable device 6 to the
HDD 21. That is, the copy is effected by the copy management program 133, and the
copy operation is basically similar to the move operation except for the omission of
the operations at steps S169 and S170 in FIG. 21. Therefore, the copy operation will
not be described any further.

Next, copy of the content transferred from the EMD server 4 to the HDD 21,
effected by the EMD server 4 and CPU 11 which executes the content management
program 111, will be described below with reference to the flow chart in FIG. 23.
When the user clicks the button 202 in FIG. 5 to make an instruction for access to the
EMD server 4, the purchase program 144 makes, at step S201, the communications
block 25 access the EMD server 4 via th network 2. In response to the access, the
EMD server 4 will transfer information such as music piece number, title, information
of a content held therein to the personal A computer 1 via 'd;e network 2. Upon
acquisition of the information, the purchase program 144 makes the display/operation-
instructive program 112 display the information on the display unit 20 via the interfacé
17. Using the GUI displayed on the display unit 20, the user will designate, at step
S202, a content he wants to copy. The designated information is transferred to the

- EMD server 4 via the network 2. At step S203, the purchase program 144 will effect
a mutual authentication between itself and EMD server 4 via the network 2 to generate

a communication key for common use between them.
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key for the EMD server 4 in advance, and the EMD server 4 has its own private key.
The mutual authentication between the personal computer 1 and EMD server 4 is
effected using these keys. The public key of the personal computer 1 may be made
available to the personal computer 1 by transferring it from the EMD server 4 or a
certificate having previously been distributed to the personal computer 1 for
confirmation of the certificate by the EMD server 4. Further, at step S204, the
purchase program 114 will make an accounting operation between itself and EMD
server 4. The accounting operation will further be described later with reference to the
flow chart in FIG. 24,

Next at step $205, the EMD server 4 transfers the encrypted content designated

at step S202 ;to the personal computer 1 via the network 2. At this time, it transfers a
time information at any time to the personal computer 1. At step S206, the purchase
program 144 will give a file name to the transferred content and make the content datal
base 114 save it as one content file 161 into the HDD 21. At step S207, the EMD
server 4 will further encrypt the encryption key for the content using the
communication key common to itself and personal computer 1, generated at step S203,

and transfer the encrypted encryption key to the personal computer 1.

At step S208, the purchase program 144 makes the decryption program 142 to
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its own save key. At step S209, the purchase program 144 will make the content data
base 114 register into the music data base in the HDD 21 a set of the file name of the
content, content information, music piece title entered by the user, and encrypted
encryption key. Further at step S210, the purchase program 144 makes the CPU 32
compute the hash value of the entire music data base, and save it into the nonvolatile
memory 34.

Note that at step S205, the EMD server 4 will transmit the content along with
the time data to the personal computer 1. The time data is transferred from the
personal computer 1 to the adaptor 26. Upon reception of the time data transferred
from the personal computer 1, the CPU 32 of the adaptor 26 corrects the time of the
RTC 35 at step S211. Thus, based on the time information provided from an external
device having been recognized as a correct device as the result of the mutual
authentication, the time information of the RTC 35 of the adaptor 26 is corrected, so
that the adaptor 26 can always keep correct time information.

Next, accounting effected at step S204 in FIG. 23 by the EMD server 4 and
CPU 11 which executes the content management program 111, will be described
herebelow with reference to the flow chart in FIG. 24. At step S221, the purchase

program 144 read price information for the selected content designated at step S202
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from price information transmitted from the EMD server 4 at step S201, and write it
into an accounting log in the HDD 21. FIG. 25 shows an example of such accounting
log. In this example, the user has copied items 1 to 3 from the EMD server 4, and the

- price for the items 1 and 2 is 50 yens while that for the item 3 is 60 yens. The hash
value of this accounting log has been computed by the CPU 32, and registered in the
nonvolatile memory 34.

Next at step $222, the purchase program 144 will read the accounting log
written at step S221 from the HDD 21, and transfers it to the EMD server 4 via the
network 2. At step S223, the EMD server 4 makes an éccounting computation based
on the accounting log transferred from the personal computer 1. That is, the EMD
server 4 adds to a data base provided therein an accounting log transmitted from the
user of the personal computer 1 to update the database. At step S224, the EMD server
4 judges whether the accounting log is to be settle immediately. When itis determined
that the accounting log is to be settled immediately, the EMD server 4 goes to step
§225 where it will transfer to a settling server (not shown) a trade name, money
amount, etc. necessary for the settlement. Then at step $226, the settling server will
effect a settlement to the user of the personal computer 1. Ifit is determined at step
S224 that the accounting log is not to be settled immediately, operations at steps S22.5
and $226 will be skipped over. Namely, these operations will be done periodically, for
example, once a month. |

Next, copying to the HDD 21 of a content having been played back by a CD
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player (not shown) and entered from the IEC60958 terminal 24a of the audio
input/output terminal 24, effected by the CPU 11 which executes the content
management program 111, will be described below with reference to the flow chart
shown in FIGS. 26 and 27. At step S241, the user connect the IEC60958 output
terminal of the CD player to the IEC60958 terminal 24a of the audio input/output
interface 24 of the personal computer 1. At step S242, the user operates the keyboard
18 or mouse 19 to enter the music piece title of a content to be copied from the CD
player (or a number for the content). Then at step S243, the user operate a button on
the CD player to start playing the CD player. In case a control signal
transmission/reception line is connected between the CD player and personal computer
1, the user may operate the keyboard 18 or mouse 19 of the personal computer 1 to
enter a playback start instruction for making the CD player start playing the CD.
When the CD player starts playing the CD, a content read out of the CD is
transferred, at step S244, to the personal computeI_' 1 via-the TIEC60958 terminal 24a.
At step S245, the copy management program 133 reads SCMS (serial copy
management system) data from the data entered via the IEC60958 terminal 24a. The
SCMS data includes copying condition information such as inhibition of copy,
permission of one copy, permission of free copy, etc. At step 5246, the CPU 11
judges whether the SCMS data indicates inhibition of copy. If the SCMS data
indicates the copy inhibition, the copy management program 133 goes to step 5247

where it will make the display/operation-instructive program 112 display a message
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e “Copy 1s inhibited” on the display unit 20, and terminate the copy operation. In

this case, copy to the HDD 21 is inhibited.

At step S246, when it is determined by the CPU 11 that the SCMS information
read at step S245 does not indicate any copy inhibition, the copy management program
133 will go to step S248 where it reads a watermark code, and at step 5249, it will
judge whether the watermark code indicates inhibition of copy. When the watermark
code indicates the copy inhibition, the copy management program 133 goes to step
S247 where it will make the display/operation-instructive program 112 display a
predetermined message as in the above and terminate the copy operation.

If it is determined at step S249 that the watermark code does not indicate any
copy inhibition, the copy management program 133 goes to step S250 where it will
check the time limit data base. If the selected content is found already been registered
as the result of the checkmg of the time limit data base, the operation is ended with
operations at steps S251 and S252. These operations are similar to those at steps S13
and S14 shown in FIG. 7.

If the selected content is not a content having not yet been registered in the
HDD 21, it will be registered at steps S253 to S258. The operations at steps S253 to
S258 are similar to those at steps S19 to S24 in FIG. 7 except that the SCMS
information supplied from the IEC60958 terminal 24a is also registered in the music
data base at step S257. Therefore, the operations will not be described any further,

Next, output (playback) of a content from the HDD 21 to the IEC60958
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program 111, will be described herebelow with reference to the flow chart shown in

FIGS. 28 and 29. At steps S271 to S273, the hash value of the entire music data base
is computed as at steps S111 to S113 in FIG. 18, and it is judged whether the hash
value coincides with a one previously saved to check whether the music data base has
been falsified or altered. If it is determined that the music data base has not been
falsified, the display/operation-instructive program 112 goes to step S274 where it will
make, via the content management program 111, the content data base 114 access the
music data base in the HDD 21, read information on music pieces registered in the
music data base, and display it on the display unit 20. Watching the display, the user
operates the keyboard 18 or mouse 19 in an appropriate manner to select a content
which the user wants to play back. At step S275, the display/operation-instructive

| program 112 checks the playback conditions for the selected content. The check of
the playback conditions will further be described later with reference to the flow chart
in FIG. 30.

Next at step $276, the display/operation-instructive program 112 makes, via the
content management program 111, the content data base 114 read from the music data
base an encryption key for the content selected at step S274, and the decryption
program 142 decrypt the encryption key with the save key. At step S277, the
display/operation-instructive program 112 makes, via the content management

program 111, the content data base 114 reads from the music data base SCMS
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information of the selected content, and determines SCMS information to be outputted
from the IEC60958 terminal 24a according to the rule for the SCMS system. For
example, when the number of times a content can be played back is limited (namely,
as a playback limit), the playback counter is incremented by one. The playback count
thus incremented is taken as new SCMS information. At step S278, the
display/operation-instructive program 112 will further make, via the content
management program 111, the content data base 114 read ISRC for the selected
content from the music data base.

Next at step S279, the display/operation-instructive program 112 will make, via
the cdntent management program 111, the content data base 114 read the file name
form the selected content from the music data base, and then read the content from the
HDD 21 based on the file name. Further the display/operation-instructive program

| 112 will further make, via the content mnanagement program 111, the content data base
114 read an encryption key for the content from the music data base, and the
decryption program 142 decrypt the encryption key with the save key and then decrypt
the encrypted content with the decrypted encryption key. The compression/expansion
program 138 will further decrypt (expand) the compression code for the content. At
step 5280, the display/operation-instructive program 112 makes the driver 117 output,
at the IEC60958 24a, the decrypted content (digital data) read at step S279 along with

the SCMS information determined at step S277 and ISRC information read at step

$278 according to the IEC60958 rule. Furthermore, the display/operation-instructive
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program 112 will put a program such as real player (trade mark; not shown) into run
to convert the content being a. digital data to an analog data and output it at the analog
output terminal of the audio input/output interface 24.

At step S281, the display/operation-instructive program 112 will make, via the
content management program 111, the content data base 114 increment the playback
counter in the music data base by one. At step S282, it is judged whether the selected
content has playback accounting conditions added thereto. If the selected coﬁtent has
the playback accounting conditions added thereto, the display/operation-instructive
program 112 goes to step S283 where it will make, via the content management
program 111, the content data base 114 write a corresponding fee into the accounting
log. At step S284, the display/operation-instructive program 112 makes, via the usage
rule management program 140, the CPU 32 compute the hash value of the entire music
data base and store it into the nonvolatile memory 34. Ifitis determined at stép 5282
that the selected content has no playi)ack accounting conditions adaed thereto, the
display/operation-instructive program 112 will skip over operations at steps $283 and
S284.

Next, checking of playback conditions at step S275 in FIG. 28, effected by the
CPU 11 which executes the content management program 111, will be described
below in detail with reference to the flow chart shown in FIG. 30. At step S301, the

display/operation-instructive program 112 will make, via the content management

program 111, the content data base 114 read various conditions in the music data base.
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At step $302, the usage rule management program 140 judges whether the playback
count in the conditions read from the music data base is over the playback limit. Ifthe
playback count is over the playback limit, the usage rule management program 140
goes to step $303 where it will make, via the content management program 111, the
content data base 114 delete the selected content from the HDD 21 and the
information on the selected content from the music data base. At step S304, the
display/operation-instructive program 112 will further make, via the usage rule
management program 140, the CPU 32 compute a new hash value of the music data
base and save it into the nonvolatile memory 34. In this case, the playback (output)
is inhibited.

If it is determined at step S302 that the playback count is not over the playback
limit, the usage rule management program 140 goes to step S305 where it will judge
whether the playback end date is past the present date. Ifthe playback end date is past
the present date, the display/operatio-n-instructive program 112 \n;ill make, at step
S303, the usage rule management program 140 delete the selected date from the HDD
21 and also from the music data base as in the above. At step S304, a new hash value
of the music data base is computed and saved. Also in this case, the playback (output)
is inhibited.

Ifitis determined at step S305 that the playback end date is not past the present
date, the CPU 32 goes to step S306 where it will judge whether the selected content

has the playback accounting conditions added thereto. If the selected content has the
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playback accounting conditions added thereto, the display/operation-instructive
program 112 goes to step S307 where it will make the display unit 20 display a
message of the addition of the playback accounting conditions and a fee. If it is
determined at step S306 that the selected content has no playback accounting
conditions added thereto, operation at step S307 will be skipped over.
Next, playback (output) of a content from the HDD 21 via the portable device
6, effected by the CPU 11 which executes the content management program 111 and
CPU 53 which executes the main program, will be described below with reference to
the flow chart shown in FIGS. 31 and 32, At steps S321 to $325, the music data base
is checked for any falsification or alteration, the selected content is designated, and
playback conditions for the selected content are checked. These operations are similar
to those at steps S271 to S275 in FIG. 28, and so will not be described any longer.
| At step $326, a mutual authentication is effected between the portable device
6 and per_sonal computer 1 to generate a communication key for common use between
them. At step S327, the display/operation-instructive program 112 instructs the
portable device 6 to play back an encrypted content which is going to be supplied. At
step S328, the display/operation-instructive program 112 will make, via the content
management program 111, the content data base 114 read $324 from the music data
base the designated file name of the content selected at step, and the content having
the file name from the HDD 21. At step S329, the display/operation-instructive

program 112 will make the content management program 111 convert the content
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compression method, encryption method and format to those used in the portable
device 6. Further at step S330, the display/operation-instructive program 112 makes
the encryption program 137 encrypt the content converted at step S329 with the
communication key, and transfer it to the portable device 6.

At step S331, the CPU 53 of the portable device 6 responds to an instruction
transferred from the personal computer 1 at step S327 to decrypt each transferred data
with the communication key and play it back. At step S332, the display/operation-
instructive program 112 will make, via the content data base 114, the content
management program 111 increment the playback counter in the music data base by
one. Further at step S333, the display/operation-instructive program 112 will judge
whether the selected content has playback accounting conditions added thereto. Ifthe
selected content has the playback accounting conditions added thereto, the
display/operation-instructive program 112 makes, via the content management
program 111 at step S334, the content data base 114 write a fee for the playback into
an accounting log. At step S335, the display/operation-instructive program 112 will
make the CPU 32 compute and save a new hash value of the entire music data. Ifthe
selected content has no such playback conditions added thereto, operations at steps
S334 and S335 will be skipped over.

The present invention provides various arrangements for prevention of a content

from fraudulently being copied. For example, the program to operate the CPU 11 is

a so-called tamper-resistant software of which the executing sequence varies at each
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Further, the function of the CPU 11 is partially shared by the adaptor 26 as a
hardware so that both the CPU 11 and adaptor 26 work together to execute a variety
of operations. Thus, a higher date security is ensured.

For example, the hash value of the music data base is not saved in the music
data base itself as in the above, but in the nonvolatile memory 34 of the adaptor 26,
Namely, in the comparison with the hash value previously saved as at steps S32 and
S33 in FIG. 8 for example, the previous hash value for comparison is stored in the
nonvolatile memory 34. Thereby, all the records including a content saved in the HDD
21 can be backed up before they are copied or moved to any other recording medium.
After a content saved in the HDD 21 is copied or moved from the HDD 21 to any other

| recording medium, a content included in the records backed up in the HDD 21 can be
restored again, whereby it is made possible to prevent the content from being copied
or moved substantially li;nitlessly disregarding the usage rule.

For example, when contents A and B are saved in the HDD 21 as shown in FIG.
33, hash values for the contents A and B are saved in the nonvolatile memory 34. It is
assumed here that in this condition, a part or all of recorded data including the contents
A and B in the HDD 21 are backed up in other recording medium 271. When the
content A in the HDD 21 is moved to a further recording medium 272 after that, only

the content B will remain in the content recorded in the HDD 21, so that the hash value

in the nonvolatile memory 34 is also changed to a one for the content B.
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When a part or all of the recorded data in the HDD 21, backed up in the
recording medium 271, is restored in the HDD 21 thereafter and the contents A and
B are saved again into the HDD 21, a hash value computed from information of the

. content B will be found stored in the nonvolatile memory 34 while the hash value
computed from the information of the contents A and B will not be found stored in the
nonvolatile memory 34. Thus, the hash value computed based on the contents A and
B stored on the HDD 21 will not coincident with the previous hash value stored in the
nonvolatile memory 34, and it will be detected that the music data base has been
falsified. As a result, the usage of the contents A and B saved in the HDD 21 will be
limited thereafter.

Further, as having been described in the above, the adaptor 26 incorporates the

'RTC 35. The RTC 35 has the time information corrected based on a time data

 transferred from any other device (e.g.,, EMD server 4) which could correctly be
authenticated. A present date outputted from the RTC 35, not any one managed by the
personal computer 1, isused. Therefore, the user will not be able to intentionally edit
the present data in the personal computer 1 to any past time for avoiding that the
present time is judged to be past the playback end date included in the playback
conditions.

Also the adaptor 26 is designed to decrypt a transferred encrypted program
according to a program previously stored in the ROM 36 and execute the program, so

that a higher data security can be assured. This will further be described below with
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reference to the flow chart shown in FIG. 34,

More specifically, when the personal computer 1 is going to execute a
predetermined operation for the adaptor 26, it will encrypt, at step S351, a program to
be executed by the adaptor 26 with an encryption key previously stored in the RAM

- 13, and transfer it to the adaptor 26. The RAM 13 of the adaptor 26 has previously
stored therein a 'program. transferred from the personal computer 1 and intended to
decrypt and execute the encrypted program. The CPU 32 follows this program stored
in the RAM 36 to decrypt at step S352 the encrypted program stored in the RAM 36.
The CPU 32 will develop the decrypted program to the RAM 33 at step S313, and
execute it at step S354.

As having been described in the foregoing, when the adaptor 26 is made to
compute a hash value of the music data base in the HDD 21 for example, the CPU 11
of the personal computer 1 will encrypt the data in the music data base with the
encryption key and tr_ansfer it to the CPU 32 of the adaptor 26. The CPU 32 will apply-
the hash function to the transferred data in the music data base to compute a hash
value. The hash value thus computed is stored into the nonvolatile memory 34.
Alternatively, the CPU 32 compares the hash value with a previous one having been
stored in advance, and transfer the result of computation to the CPU 11 of the personal
computer 1.

FIG. 35 shows in detail the internal construction of the adaptor 26. The adaptor

26 is formed as a semiconductor IC. As shown in FIG. 35, the adaptor 26 includes, in
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RAM 33, and a logic circuit 302 provided for use to output directly from the adaptor
26 an encrypted content having been decrypted as in the above.

The blocks from the interface 31 to ROM 36, RAM controller 301 and logic
circuit 302 are integrally built in the semiconductor IC in such a manner that they
cannot be disassembled from outside.

Further, a crystal oscillator 311 is provided to generate a clock for a reference
in execution of various operations by the adaptor 6. Also an oscillator circuit 312 is
provided to put the RTC 35 into operation. The adaptor 26 further includes a battery
313 which supplies backup power to the oscillator circuit 312, nonvolatile memory 34
and RTC 35. In addiﬁoﬁ, the component circuits of the adaptor 26 are supplied with
a power from a power supply circuit 321 of the personal computer 1.

The nonvolatile memory 34 may be composed of an erasable ROM. In case it
is composed of a RAM backed up by the backup power from the battery 313, however,
a protective aluminum layer 351 may be formed on the nonvolatile memory 34 and a
power source pattern 352 to supply the nonvolatile memory 34 with the power from
the battery 313 be formed flush with the protective aluminum layer 351, as shown in
FIGS. 36A and 36B for example. Thus, if the user tries to remove the protective

aluminum layer 351 in order to alter the nonvolatile memory 34, the power source

pattern 352 flush with the nonvolatile memory 34 will also be removed, power supply
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to the nonvolatllé memory 34 will ¥)e shut off, and data stored in the memory 34 will

be erased. In this way, the tamper-resistance can further be improved.

Further, the adaptor 26 has wires 401-1 to 401-3 provided to write or read date
to-or from the nonvolatile memory 34. The wires 401-1 to 401-3 are formed to
vertically overlap each other as shown in FIG. 37. Thus, for reading data from the
lowest wire 401-3, the wires 401-1 and 401-2 above the wire 401-3 have to be
removed. Thus, data cannot be read simultaneously from the wires 401-1 to 401-3.

Also, the wires 401-1 to 401-3 of the nonvolatile memory 34 may be formed
redundantly. For example, when the wires 401-1 to 401-3 formed inside the
nonvolatile memory 34 are used to connect elements such as transistors forming the
nonvolatile memory 34, paths for them are formed not linearly even if the elements
can be connected linearly by wires but they are formed to have a predetermined length.
Thus, the wires 401-1 to 401-3 will be longer than required and have a larger parasitic
capacitance -than that which would be when the wires are a minimum necessary length.

The dedicated circuit (incorporated in the adaptor 26 being a semiconductor IC)
designed for data read from the nonvolatile memory 34 can noﬁnally read data stored
in the nonvolatile memory 34 when an impedance matching its parasitic capacitance
is set. However, when a probe is connected to the wires 401-1 to 401-3 in order to
read data from the nonvolatile memory 34, the combination of the parasitic
capacitance and probe capacitance will result in an influence due to which data cannot

normally be read from the nonvolatile memory 34.



U10 U 10 U,,,#10% U& ()-,,,#10% U& ()-!$10% U U& ()-$10%

U& ()-vXyXcYY]AMANMPB4 1 1 10 U U 10 U U 10 U U $10% U U& & ht () -9$!
#10%JU&' () -#10% U& ()-110% U& () -~~~ Vanr?PB4 1 é)\u&%}g%y& 0

90

In the foregoing, the portable device 6 has been used to explain the recording
medium, but it should be noted that the present invention is applicable in data move
or copy to any other recording medium.

The content may be image and other data in addition to the musical sound data
such as music dr audio data.

As having been described in the foregoing, the present invention is
advantageous as will be described below:

(1)  According to the present invention, data is encrypted for recording
into the HDD 21 and the encryption key is encrypted with the save key for recording
into the HDD 21. Thus, even if a content recorded in the HDD 21 is copied, it cannot
be decrypted so that it cannot be copied in large volume for distribution.

(2)  According to the present invention, when a predetermined music
piece is copied once, its title and recording date are registered in the music data base
in order to prevent the music piece from t;eing copied for a pre_detelmined period of
time (48 hours in the aforementioned example). Thus, the number of times the music
piece can be copied can be limited to prevent the music piece from being copiedin a
large volume for distribution.

Further according to the present invention, each time the data base is
updated, the hash data of the data is computed and saved. Thus, it is easy to prevent
the data base from being falsified or altered.

(3)  According to the present invention, once a content is passed to an
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external device, a corresponding one in the HDD 21 is erased. Thus, the content being
an original digital data will not remain n the HDD 21 and it cannot be copied in a large
amount for distribution.

(4)  According to the present invention, the music data base is provided in
the HDD 21 to check the hash value of the entire music data vase at each time. Thus,
even if a content in the HDD 21 is backed up before being moved and the backed-up
data is restored into the HDD 21 just after the content is moved, it is possible to
positively erase the data in the content source.

(5)  According to the present invention, before data is passed from the
personal computer 1 to an external device, a mutual authentication is done between the
personal computer 1 and external device. Thus, the data can be prevented from being
passed to any wrong device.

(6) According to the present invention, before data is passed from any
external device to the personal computer 1, it is confirmed by a mutual authentlcatlon'
between the external device and personal computer 1 whether the software of the
personal computer 1 is a legal one. Thus, it is possible to prevent a content from being
passed to any wrong softwafe.

(7)  According to the present invention, ISRC is used to identify a music
piece, and if no ISRC is available, TOC is used. Thus, even whenno ISRC s available
for a music piece, it is possible to identify the music piece.

(8)  According to the present invention, a predetermined part of the
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software function of the personal computer 1 is performed by the adaptor 26 provided
as an external device connected to the personal computer 1. Thus, just with analysis
of the software of the personal computer 1, it is not possible to know how the software
as a whole works. Therefore, it is impossible to add any intended function to the
software by falsifying or altering.

Note that the operations which are to be conducted by the adaptor 26 may be
done by the CPU 11 according to a security program. In this case, save keys having
the same value are generated by the content management program 111 when a save
key becomes necessary, for example. Similarly, the hash value is concealed for saving
by th content management program 111.

Also, when an operation which is to be conducted by the adaptor 26 is done by
the CPU 11 according to the security program, the personal computer 1 downloads a
present time data from a predetermined server (e.g., EMD registration server 3)
con_nected to the network 2 instead of a present time supplied from the RTC 35 of the
adaptor 26, and effects a judgement based on. the present time data. Also, the personal
computer 1 may be designed, for this purpose, to store present times at predetermined
time intervals and display an error when a time before a stored present time is set,
thereby accepting any intentional time setting.

The aforementioned series of operations may be conducted by the hardware and
also by the software. In the latter case, a program forming the software will be

installed from a program storage medium into a computer incorporated in a dedicated
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functioﬁs can be performed according to various programs installed therein.

As shown in FIG. 2, the program storage medium which stores a program
installed in a computer and made executable by the computer includes the magnetic
disc 41 (including a floppy disc), optical disc 42 (CD-ROM (= compact disc-read-only
memory)), DVD (digital versatile disc), 1nagnefo-optical disc 43 (MD (= mini-disc)),
package medium formed from the semiconductor memory 44, ROM 12 in which the
program is stored provisionally or permanently, or HDD 21. The program is stored
into the program storage medium via the interface such as the communications block
25 as necessary by using the network 2 such as a local area network (LAN) or Internet,
cable or radio communications media such as digital satellite broadcasting.

Note that the operations of describing a program for storage into the program
storage medium, referred to herein, include those which are done time-serially along
;1 described sequence and those which are not effected time-serially but in parallel or
individually.

Also note that the “system” referred to herein means an assembly of a plurality
of devices.

As in the foregoing, the information processing apparatus and method, and the
program storage medium, according to the present invention, are adapted to control
accumulation or read of content data into or from the storage means by a controlling

means made of a software on the basis of results of operations of the program
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CLAIMS

1. An information processing apparatus comprising:

means for storing content data;

a controlling means having a software which controls storage or read of the
content data into or from the content data storage means; and

means provided in a hardware independent of the controlling means to decrypt
and execute an encrypted program supplied from the controlling means and supply the
result of the program execution to the controlling means;

the controlling means controlling the content data storage or read to or from the
content data storage means based on the program execution result supplied from the
program executing means. |

| 2. The apparatus as set forth in Claim 1, wherein:

the content data storage means stores als<_) managemen—t information with which
the content data stored in itself is managed; and

the controlling means makes the program executing means execute a
predetermined computation based on the management information.
3. The apparatus as set forth in Claim 1, wherein:

the controlling means is a CPU;

the content data storing means is a hard disc; and

the program executing means is a CPU incorporated in a semiconductor IC
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~ other than a one in which the CPU as the controlling means is built.
4, An information processing apparatus comprising:
a storage medium for storing content data and content management information
for the content data;
a process controller formed from a software to control storage or read of
content data into or from the storage mediuﬁ; and
a program execution controller provided in a semiconductor chip independent
of the process controller and which is supplied with an encrypted program from the
process controller, decrypts the program and supplies the result of the program
execution to the process controller;
the process controller controlling storage or read of the content data into or
. from the storage medium based on the result of the program execution by the program
execution controller; and
the program execution controller being adapted so that its internal operations
cannot be confirmed from outside the semiconductor chip, and making a computation
for checking any falsification made to the content management information.
5. ’ An information processing method for use in an information
processing apparatus comprising;
means for storing content data;

a controlling means having a software which controls storage or read of the

content data into or from the content data storage means; and
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result of the program execution to the controlling means;
the method comprising a step of:
controlling stc;rage or read of content data into or from the content data storage
means based on the result of the program execution by a program executing means.
6. . An information processing method for use in an information
processing apparatus comprising:
a storage medium for storing content data and content management information
for the content data;
a process controller formed from a software to control storage or read of
‘content data into or from the storage medium; and
a program execution controller provided in a semiconductor chip independel_lt
of the process controller and which is supplied with an encrypted program from the
process controller, decrypts the program and supplies the result of the program
execution to the process controller;
the process controller controlling storage or read of the content data into or
from the storage medium based on the result of the program execution by the program
execution controller; and | '
the program execution controller being adapted so that its internal operations

cannot be confirmed from outside the semiconductor chip, and making a computation
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for checking any falsification made to the content management information.
7. A program storage medium for use in an information processing
apparatus comprising;

means for storing content data,

a controlling means having a software which controls storage or read of the
content data into or from the content data storage means; and

means provided in a hardware independent of the controlling means to decrypt
and execute an encrypted program supplied from the controlling means and supply the
result of the program execution to the controlling means;

the controlling means having recorded therein a computer-readable program |
comprising a step of controlling storage or read of the content data into or from the
‘content data storing means based on the result of the program execution by the

. program executing means.

8. _ An information processing apparatus comprising:

means for inputting content data;

means for storing the content data supplied from the input means;

means for compressing the content data stored in the content data storing means
in a predetermined manner;

means for encrypting the data stored in the content data storing means in a
predetermined manner; and

means for controlling storage or read, into or from the content data storing
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means, of the content data compressed by the compressing means and encrypted by
the encrypted means.
9. The apparatus as set forth in Claim 8, wherein the compressing
means compresses, or the encrypting means encrypts, different data supplied from the
input means in the same manner.
10. _ - The apparatus as set forth in Claim 8, wherein the compressing
means compresses, Or encrypting means encrypts, different data supplied from the
input means in different manners, respectively, and takes a predetermined common
compressing or ehcrypting manner for outputting the data read from the content data
storing means to a predetermined apparatus.
11. An information processing apparatus comprising:

an interface via which content data is supplied from a predetermined recording
medium or server; _

a storage medium for storing content data supplied via the interface;

a compression‘= program for compressing content data for storage into the
storage medium in a predetermined manner;

an encryption program for encrypting the content data for storage into the
storage medium in a predetermined manner; aﬁd

a controller for controlling storage or read, into or from the storage medium, the

content data having been compressed by the compression program and encrypted by

the encryption program;
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in the same manner or different manners, respectively, for storage into the storage
medium, and converting, when reading from the storage medium the content data
having been compressed or encrypted in the different manners, respectively, for
delivery to a predetermined portable device, the content data so that they can be
compressed or encrypted in a common manner to both this apparatus and portable
device.
12, - An information processing method comprising the steps of:
mputting data;
storing the data suppiied from the data input step;

compressing the data stored at the data storing step in a predetermined manner;

encrypting the data stored at the data storing step in a predetermined manner;

and
controlling storage or read of the data compressed at the compressing step and

encrypted at the encrypting step.

13. An information processing method comprising the steps of:
inputting content data from a predetermined recording medium or server;
storing content data supplied at the data input step;
compressing the content data stored at the data storing step in a predetermined

manner;



@10% & ()-3@10% & ()-3,10% & ()-466=7| 777777xmbC5 10 "10%&' ()- 10/ 10/

10/ S&310% & () - 3f 010% & () - 3f . #10% & () - FSS, 10% & () - F77L9p; %@Agw
10@$10%R' () - & @ #10%&' () - @ #109&' ()-!, #10%&' ()-t, #10%& ()-t;”L /éL = > >
>$>2>5>>AuV45 1! $10% U U& () -s-$10% U8 ()-s-Y10% U& ()- "10% U& ()- 10 10
10! @$10%& () - &AB CQDRDSDTDbDeD} oP15110d% U& ()- "y10% U& ()- 10 U U 10 U U
10 U U $10%

encrypting the content data stored at the compressing step in a predetermined
manner; and

controlling storage or read, into or from the storage medium, the content data
having been compressed at the compressing step and encrypted at the encrypting step;

the compressing step compressing, or the encryption step encrypting, content
data supplied at the data input step and having been processed in different manners,
in the same manner or different manners, respectively, for storage into the storage
medium, and converting, when reading from the storage medium the content data
having been compressed or encrypted in the different manners, respectively, for
delivery to a predetermined portable device, the content data so that they can be
compressed or encrypted in a common manner to both this apparatus and porta-ble
device.
14. A program stofage medium having recorded therein a program
intended for execution by an information processing apparatus and readable by a
computer, the program compﬁsing the steps of:

inputting data;

storing the data supplied from the data input step;

compressing the data stored at the data storing step in a predetermined manner;

encrypting the data stored at the data storing step in a predetermineci manner,

and

controlling storage or read of the data compressed at the compressing step and
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encrypted at the encrypting step.
15. An information processing apparatus comprising;
“means for inputting content data;
means for storing the content data supplied from the céntent data input means;
means for holding management information for the content data stored in the
content data storing meé.ns;
means for making a predetermined computation based on the management
information held in the management information holding means; and
means for controlling the usage of the content data stored in the content data
storing means according to a result of a comparison made between the result of the
computation made by the computing means and that of the.past computation which is
stored in the content data storing means. |
16. The apparatus as set forth in Claim 15, wherein the computing
means makes the computation using a hash function as the management information.
17. The apparatus as set forth in Claim 15, wherein the data is music
data and the management information includes identification information | for
identification of the music data.
18. An information processing apparatus comprising:
an interface for input of content data and identification information of the

content data;

a storage medium for storing content data supplied via the interface;
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a first memory for holding, as a usage rule file, the identification information

of the content data stored in the storage medium;

a management program for making a computation with the hash function
applied to the identification information held in the first memory;

a second memory for storing the result of the computation by the managemenf
program; and

a controller for comparing the result of the computation by the management
program with the past computation result stored in the second memory to inhibit, when
there is no coincidence between the computation results, copy or move of the content
data stored in the storage medium.
19. An information processing method comprising the steps of:

inputting data;

storing the data supplied at the data input step;

holding management information for the data stored at the data storing step;

making a predetermined computation based on the management information

. held at the management information holding step;

storing the result of the computation made at the computing step; and

comparing the result of the computation made at the computing step with a past
computation result stored at the data storing step to control the usage of the data stored
at the data storing step.

20, An information processing method comprising steps of:
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holding, as a usage rule file, the identification information of the content data
stored at the storing step;

making a computation with the hash function applied to the identification
information held at the holding step; |
| storing the result of the computation made at the computing step; and

comparing the result of the computation at the computing step with a past
computation result stored at the storing step to inhibit, when there is no coincidence
between the computation results, copy or move of the content data stored in the
storage medium.

I-21. ' A program storage medium having recorded therein a program
intended for execution by an informatiox-l processing apparatus and readable by a
computer, the program comprising the steps of:

inpﬁtting data;

storing the data supplied from the data input step;

holding management information for the data stored at the data storing step;

making a predetermined computation based on the management information
held at the management information holding step;

storing the result of the computation made at the computing step; and

controlling the usage of the data stored at the data storing step according to a



10Z48&! 109@& ()- 2109%Z& ()- sO0& 109&& ()- 3.109%&& ()- + 109%&& ()- -Y;
Y>YYYY: ZAEYNC5I 10% #109Z& () - F #109@Z& ()- &109%Z&' ()- #109@B&ughst 2003Z& () -
"109Z8& () -: ZZZZ[ [ O\ U\ dEYNCSI 10% f #109Z& ()- 9!! 109%Z& () -

F#109&Zf & () - F#109@& () - #109&2& ()- 109&Z& ()- W\\ ]X]]] dEYNCSI 10%

0! 109Z& ()- |.10%& ()- ,,!10%& ()- /é@s/z& ()-'110%& ()- 0% ()-
1) AABACADARAVA b@l 11 $109%ZZ8&' () - 2109 1092& ()- 10Z 10Z 10Z@m
1092& ()- 2$109@& ()-  af aaadEb@l 1! | c%iocyz& ()-# 10%Z& ()-G & 109%&& () -

o O 8RB o R e S O L SRhS Bk 10
' 8$109KsKs &' () -z!' &$109ZZ& 6) zRccdf Qy_gg}\ =oP15, ' 1 10% A& ()- $10%& () -

$10% hadoraputingxtéRand tha mm&comtaMmMemax the data storing step.
g2h6hhhhhhhbC5nL0%TE () - 3" yy10%1& () -
22, An information processing apparatus comprising:
means for transmitting and receiving data to and from other apparatus;
means for holding a predetermined lock key and save key;
authenticating means which uses the lock key held in the holding means when
transmitting and receiving data to and from the other apparatus to make a mutual
authentication with the other apparatus to generate a communication key;
- means for encrypting the communication key with the save key; and
means for storing the data received by the data transmitting and receiving means
and having beén encrypted with the communication key correspondingly to the
| communication key encrypted by the encrypting means.
23. - The apparatus as set forth in Claim 22, further comprising:
an encryption key decrypting means for decrypting the communication key
stored in the storing means using the save key; and
means for decrypting the data stored in the storing means.
24, An information processing apparatus comprising:
ari interface via which data is transferred between the apparatus and a portable
device or server connected to the apparatus;

a memory for holding predetermined master key and save key;

an authentication program which uses, when the data is to be transferred to or
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server has been encrypted and encrypt the encryption key with the save key;

a storage medium for storing the content data received via the interface and
encrypted with the communication key in correspondence with the encryption key
encrypted with the save key;

an encryption key decryption program to decrypt, with the save key, the
encryption key stored in the storage- medium; and

a data decryption program to decrypt content data stored in the storage medium
with the encryption key decrypted by the encryption decrypﬁon program.

25. An information processing method comprising the steps of:
transmitting and receiving data to and from other apparatus;

holding a predetermined lock key and save key;

using the lock key held at the holding step when transmitting and receiving data
to and from the other apparatus to make a mutual authentication with the other
apparatus to generate a communication key;

| encrypting the communication key with the save key; and

storing the data received at the data transmitting and receiving step and having
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been encrypted with the communication key correspondingly to the communication
key encrypted at the encrypting step.
26. An information processing method comprising the steps of:
transferring data between the apparatus and a portable device or server
connected to the apparatus;
holding predetermined master key and save key;
mutually authenticating with the portable device or server, when data is to be
- transferred to or from the portable device or server, using the master key held at the
holding step to generate a communication key;
decrypting, with the communication key, an encryption key with which the
content data transmitted from the portable device or server has been encryf)ted and
encrypting the encryption key with the save key;
storing the content data received via the interface and encrypted with th:e
communicationkey in correspondence with the encryption key encrypted with the save
key;
decrypting, with the save key, the encryption key stored in the storage medium
at the storing step; and
decrypting content data stored in the storage medium with the encryption key
decrypted at the encryption decrypting step.
217. | A program storage medium having recorded therein a program

intended for execution by an information processing apparatus and readable by a
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transnuttmg and receiving data to and from other apparatus;

holding a predetermined lock key and save key;,

using the lock key held at the holding step when transmitting and receiving data
to and from the other apparatus to make a mutual authentication with the other
apparatus to generate a communication key;

encrypting the cominum'cation key with the save key; and

storing the data received at the data transmitting and receiving step and having
been encrypted with the communication key correspbndingly to the communication
key encrypted at the encrypting step.
28, An information processing apparatus comprising:

means for storing data;

means for holding the usage rule for the data st;>red in the data storing means;

means for judging whether or not, when moving the data stored in the data
storing means to other apparatus, the usége rule for ﬂaé data stored in the data storing
means is reproducible by the other apparatus; and

means for moving, based on the result of the judgment by the judging means,
the data stored in the data storing means to the other apparatus along with the usage
rule for the data stored in the data storing means, Which is held in the holding means.
29, The apparatus as set forth in Claim 28, wherein the usage rule for

~ the data include:
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a storage device to store contend data;
amemory to hold a usage rule for the content data sfored in the storage device;
and
| a move management program to judge, when the content data stored in the
storage device is to be moved to a portable device, whether the portable device meets
the usage rule;
move of the content data stored in the storagé device to the portable device
| being inhibited when it is determined as the result of the judgment by the move
management program that the portable device does not meet the usage rule.
31 The apparatus as set forth in Claim 30, wherein the move includes
copy, move or check-out, and the usage rule includes playback limiting condiﬁon,
playback accounting condition or copy limiting condition.
32. An information processing method comprising steps of:
storing data;
holding the usage rule for the data stored at the data storing step;
judging whether or not, when moving the data stored at the data storing step to

other apparatus, the usage rule for the data stored at the data storing step is
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in the data storing means to the other apparatus along with the usage rule for the data
stored at the data storing step, which is held at the holding step.
33. An information processing method comprising steps of:

storing contend data into a storage device;

holding in a memory a usage rule for the content data stored in the storage
device; and | |

Jjudging, when the content data stored in the storage device is to be moved to a
portable device, whether the portable device meets the usage rule;

inhibiting move of the content data stored in the storage device to the portable

 device when it is determined that the portable device does not meet the usage rule.

34, _ The method as set forth in Claim 33, wherein the move includes copy,
move or check-out, and the usage rule includes playback limiting condition, playback
accounting condition or copy limiting condition.
35. ' - A program storage medium having recorded fherein a program
intended for execution by an information processing apparatus and readable by a
computer, the program comprising steps of:

storing data;

holding the usage rule for the data stored at the data storing step;

Jjudging whether or not, when moving the data stored at the data storing step to
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other -apparatus, the usage rule for the data stored at the data storing step is
reproducible by the other apparatus; and

moving, based on the result of the judgment at the judging step, the data stored
in the data storing means to the other apparatus along with the usage rule for the data

stored at the data storing step, which is held at the holding step.



