
 

 

 

FIG. 1 

 

 

 

 

 

 

1/6 

  



 

 

 

FIG. 2 
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Receive service data sent by a client, where the service data includes a 
unique identifier and a variable identifier in local secure storage of the 

client that are sent by a server to the client

S201

S202

S203

Parse out the unique identifier and the variable identifier in the service 
data sent by the client, and determine, through comparison, whether 

the parsed-out unique identifier and variable identifier are the same as 
a recorded unique identifier and variable identifier of the client

If a comparison result is no, determine that the local secure storage of 
the client is under a copy attack, and perform a predetermined 

response action; or if a comparison result is yes, send a new variable
identifier to the client
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