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Figure 1
(Prior art)
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Compute CNT;
Generate RAN Di
\ ’
CNT;
! RAN DI
AM Fi

A A 4 A 4 A 4 A A y y A 4

fi f2 f3 f4

MAC; XRESi CKi IKi

AUTN := AMF, | | MAC,

AV, := RAND; | |CNT; | | XRES; | | CK; | | IK; | | AUTN,

Figure 3
AUTNj
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e N
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f1 f2 f3 fa
XMAC RES CK IK

Verify MAC = XMAC

Figure 4
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Generate SQN;
Generate RAND; i
sQN;
RAND;
AMF, |
¢ |
l i l h 4 l h 4 l h 4 l h 4 l
f1 f2 3 4 5
MAG; XRES; CK; IK; AK;
AUTN:=SaN; ®AY; | | AMF; | | MAc;
AV; := RAND; | | xRes; | | i | | ki | | AuTw;
Figure 8
RAND; AUTN;
v —
-~ ~
—» 15 SQN; ©AK; AMF; MAG;
M5 \
SQN;
K
bY Wb Y vy v
f1 f2 3 4
XMAC RES cK IK

Verify MAC = XMAC

Verify that SQNj isin the correct range

Figure 9
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Core network

Key generation unit

Communications Authentication vector
unit generation unit

Authentication
unit

Figure 10

Device

Communications Authentication
unit unit

Figure 11




