MESSAGE ROUTI NG PLATFORM FI ELD OF THE | NVENTI ON The present invention
application relates to systens and nethods for routing information. In

parti cul avoabtomagmyh not excl usively the present inventi @QTISS2609080266

routi ng nessages and data in a nobile conmunications network. D SCUSSI ON OF
THE BACKGROUND ART The ever [ ncreasi ng popularity of messaging and nobile

data formats such as S I-}Fbue-rm(l:b PIL RTES Wfssagl ng, video

nmessagi ng, |ive video strean1ng e € an ever increasing strain on
networ k capacity. The increased trafflc affects network efficiency. To

| nprove_data throughput nmany providers enpl oy shaping wherein the data rate
provi deJE @é)ﬁﬁiTUEghﬁgﬂY o exceed set data usage limits is restricted.
The effects of increased data traffic are far nore evident in many of the
current nobile comrunications platforns. In essence as nobil e technol ogi es

havé adWenqerdséniomventioh geplieatidon aidteditoesgstemseand omegiRdfarnbiding
generatlf)n and nore recentl Khthl rd generation, data traffic has grown

exponeripfAmafionThinspartisulpe akhorghng a&@uswetyh@epm@\se@ﬁ preptionrlptasoiRal
bandw %thng‘?fg\@é’ ’esta{i‘ﬁdﬁété n‘fb‘?ﬂ&tyné)fs {;ﬁ ﬁ(e-r nmobi |l e networks i s
e ne work.

rate limte har dwar e conponen Not only does the
hardware |imt the data rate it al so I|n1ts t he anbunt of users any one
node with the network can service at any particular time. Gven the ever
i ncreasi ng anount of data being placed on nobile comrunications networks

t heli0e i BISTCYSSIONaOFRSKHE BACKGROUND ARTSYst em and nmethod that is not only
capabl e of handling present network data traffic but is also readily
scal able to cater for increase in data. SUWARY OF THE | NVENTI ON Di scl osure

of the +Ry e QAcreasing popularity of messaging and mobile data formats such as
SMS, MMS, VOIP, email, instant messaging, video messaging, live video
streaming etc place an ever increasing strain on network capacity. The increased

15  traffic affects network efficiency. To improve data throughput many providers
employ shaping wherein the data rate provided to various users who exceed set

data usage limits is restricted.

The effects of increased data traffic are far more evident in many of the current
20 mobile communications platforms. In essence as mobile technologies have
advanced from first generation mobile device, to second and 2.5 generation and
more recently third generation, data traffic has grown exponentially. This has been
mainly due to the provision of additional bandwidth. However, the efficiency of
data transfer over mobile networks is rate limited by the hardware components of
25 the network. Not only does the hardware limit the data rate it also limits the

amount of users any one node with the network can service at any particular time.

Given the ever increasing amount of data being placed on mobile communications
networks there is clearly a need for a messaging system and method that is not
30 only capable of handling present network data traffic but is also readily scalable to

cater for increase in data.



Accordingly in one aspect of the present invention there is provided a
system for routing nessages in a conmuni cation network, said system

i ncl udi ngwoaoplusmsi ty of nodes for receiving a packet Pom/sdedionerzgét o an
i ntended reci pient wherein the systemis adapted to determine if the

i ntended recipient is connected to a first selected node within the

pl urali .YJI\WIAW@F «pﬂ@ INVENTIOgC! pient is connected to the first selected

node deliver the packet and If the recipient is determ ned not to be
connected to the first selected node within the plurality of nodes, the
system hs ﬁurther ad&@teg to determ ne which node fromthe plurality of
nodes t REGORWRGELNSG '@t is connected and forward the packet to the
node to which the intended recipient is connected. Preferably each node
fromthe plurality of nodes includes a plurality of servers coupled to one
another Acguidingly yn eachaspsdt of die aressni invardionstbeveis pravidache gysteralfor y of

e conntull oo SonBLERTRr Gt LSt FyE "o vers on the

node. The fi gstplgedligrofMydde f@dasdeddng Oa dickenifoe delivélyetdapkpitedyt ai ns a
destination address of the node to which the packet should be routed.

Pr ef er amgPieRbWhereln thersustemds agiapted te slaterminetihéhe suendryl regipietis on in
the pac ESﬁné[z&?& e i) Rl Hé‘&é(%}ithh?trié‘ﬁlu?&ﬁyro?‘i‘xo‘&%ﬁta{r{&aitf e rec‘fiéiehf'e
message packe oes not contaln any routihg information and the tirs
ser1@r tetenmected tohat firse seldicttt adde adBlipeetie ipacket andrihénd eskipient is node

The. r egREITTIRE PP RseCBMERd foribe JFL splocta, roas Tt Rane auviaingof —
b cefedeb 8L SN RRRAI: BYBKrRnd IR, B0 SOUIRER AN o,
r eci pi enodemshe intaedead deciptent lie cannéciad tanshiordard e packett tai the nedetorat i on
on the |k HATRABETLRL s Eifaddibgnded reci pient the first
15
Preferably each node from the plurality of nodes includes a plurality of servers
coupled to one another. Suitably each node contains a first server from the
plurality of servers, said first server adapted to determine if the intended recipient
is connected to at least one server within the plurality of servers on the node. The
20 first server may be adapted to determine if the packet contains a destination
address of the node to which the packet should be routed. Preferably the first
server is adapted to clear the routing information in the packet on forwarding the

packet to the desired destination.

25 If the message packet does not contain any routing information and the first server
determines that the intended recipient is not connected to its node then the first
server is adapted to route the message packet to a registry. The registry may
include one or more servers. Suitably the registry includes a first server adapted
to query at least one database for information regarding the location of the last

30 node to which the intended recipient was connected. If the at least one database
contains information on the last known location of the intended recipient the first

registry server then forwards the packet to the first server of the identified node.
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registry server then forwards the packet to the first server of the

I dentified node. Suitably the registry may consult a plurality of databases
ei t her siwol2oewaewsl y or sequentially. The dat abase nay Pb@/SGRom@/ 086266 e

| ocation or distributed throughout the network. Preferably the plurality of
servers in each node and/or each registry may occupy the sane physi cal

| ocati o0&, | s Lyer ANl I i may be
di stri bapia i APETELRY oy EoRRAL &Mt LY 1AREADR KRB crliarRSly o T2

i nst ancsedintiztly.veire dambgseupay beninoa dinglé dosatiohher distritatisd arpugholiude
message argéets, I nformati on packets or presence packets. If the packet is
a nessa WRBE- and t he systemis unable to determne the |ocation of the

reci pi epterbhmhiy st gmramyedmezvé@ i%eééé{?hoéléeamkgécﬂ Pe@ﬁﬁfh%ﬂﬁ@c@py

predetermned Tul e set.”The delivery rules may and can 1nclud€ (but "are not
| i m& edtheo pasieSplysicalelogatiensi Alteilativelyythen aeorersievithiie rgadhh nodeg Harst/eer

alternative nmediu g th acket 1.5, an.informatian. packet Syst sends
back a r'%?emf de]eec#'?%' ug%g@8[°Stsod't$rfﬁée%ggatb@sop“ﬂg”ﬁﬁ?%defg}I}lgg%@h@sage
packet bgchrindtfRenhe sepdrstaré ifogpsd Bid diuststsds the packet. In a further
aspect of the present invention there is provided a nethod for routing

nmessages in a comruni cation system said nethod including: receiving at a
first n 1,0l | It d a \.pi.e I pi ent;
det or m A8 e ofinf HERE' Inesad8 B ES i Simattn HRdBGOBFTebaied o
i ntehdegdaclests pilfethe patkedizne aieadape gdvkenank tiike by stem ishaghde ke tleteomiriee
intended recipjient .and if the recipient is not connected tp the first node
det er ni ﬁvehgoaﬁl% Orfog“@ frfeﬁﬁﬁ’f?rﬂeﬁfﬁ uPEIeMy aEMRER I ¢ V?httgﬁdBaC‘feécfrbi ent
s conn RS ol SeuBleima) RACKEL The kRAvaIgIRIdsAnthiar dFinCRioegar
recipi e%géﬁgacg%r?gt é%{ r'IULe n@tﬂﬁog{ rrayef%r\tl r !ncl\ége t he sltnep og
f or war darg rndtdinpibeck é0) 1SMA deliyiesy,r gmail delivery and/or delivery through other
alternative medium. If the packet is an information packet the system sends back a
15  “not found” error packet to the message originator. If the message packet is a

presence packet the system discards the packet.

In a further aspect of the present invention there is provided a method for routing
messages in a communication system said method including:
20 receiving at a first node within a plurality of nodes a packet for an intended
recipient;
determining if the intended recipient is connect to the node and if the
intended recipient is connected to the node deliver the packet to the intended
recipient and if the recipient is not connected to the first node determining which
25 node from the plurality of nodes the intended recipient is connected and forward

the packet to the node to which the intended recipient is connected.

The method may further include the step of forwarding the packet to a registry in
the event that the step of determining fails to identify the node to which the

30 intended recipient is connected.



the event that the step of determining fails to identify the node to which
the intended recipient is connected. The nethod nay al so i nclude the step of
gueryi ng woan®/mp1080r e dat abases to determ ne the node tProTsie2aely/onede t he

i ntended recipient was | ast connected and forward the packet to the node
based on the information retrieved formsaid one or nore databases.

reci pi o AIRQITAF TR eS8 ol pEblP 1Y Wi FRRITRANG 1
order tdh?ttarThiestthmnm tcowhiniynb?e:be@teeddd gygig@ﬁmasgl?dt agﬂnepmied :ja:ﬂ;\?\n .

ct. reference W : . i ,
Wi ch | Proer Reaniet B el basRERnd RS o Brie bt LI & Fo
1 is a gsphepBidyasdsagramillustrating a systemfor routing packets

according to one enbodi nent of the present invention FIG 2 is a flow chart
ill@strating the routing process according to one enbodi nent of the present

ol at1 oDy dus ZustnS R RRHES e SRR UL Y ke CR RG et s
accor di pgsddon peedatbaningdntlcef the present invention; FIG 4 is a schematic

diagramillustrating the process enployed by a registry server to |locate a
data shard according to one enbodi nent of the present invention.

DESCRI KR G FARCPOYEMIE SRAWIRGAVENTI ON 1t wi || be under stood t hat

t hroughout the description the terns "Connect” and "Registry"” when utilised
I n1@onjunction with the discussion of the systemarchitecture refer to
o0t cal ) S S i S IR I Bhfon Ny B8R FaiS Underétbod and PUSRIS practical
effect, reference will now be made to the accompanying drawings, which illustrate
preferred embodiments of the invention, and wherein:
FIG. 1 is a schematic diagram illustrating a system for routing packets
15 according to one embodiment of the present invention
FIG. 2 is a flow chart illustrating the routing process according to one
embodiment of the present invention
FIG. 3 is a schematic diagram illustrating the connectivity relationships
between the network components under the routing process according to one
20 embodiment of the present invention;
FIG. 4 is a schematic diagram illustrating the process employed by a
registry server to locate a data shard according to one embodiment of the present

invention.
25 DESCRIPTION OF EMBODIMENTS OF THE INVENTION

It will be understood that throughout the description the terms “Connect” and
“Registry” when utilised in conjunction with the discussion of the system
architecture refer to logical server components that handle connectivity of end-
30 users/devices (Connect) and database/persistent data access (Registry). Similarly,
the term “Location” is used to signify the “location of a user or device”, which is to

be termed as a unique identifier for a “Connect” as defined above. This can be, for
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devi ces (Connect) and dat abase/ persistent data access (Registry).

Simlarly, the term"Location" is used to signify the "location of a user
or devi cewp 2odw/aabioss to be terned as a uni que identifi ePCTEG2809/00G6eCt” as
defined above. This can be, forexanple, an IP address, but the architecture
al so covers any other addressing schene. The term "Dat abase"” is al so used

li ghtly ekamippé eantlP adaleesaset He %rﬂteoﬁm@ g@@Sgd\RJrs ElY Sthead 8§%a abase

met hod of storing data (such as an SQL dat abas or any specl
nmanagenmsherR\es 1o termpPetahase”  alsh uS@ddmI&éOtrefarutg alstotagecof data) bodt r at ed

embod moRPSEt @gﬁyééfgh%&ﬁ%&%ﬁ?%’f Sl SRSl 28 A S Pl S xamp ¢

can mclalrhg}@p&ﬁ"&&%ab@sé(&faﬁagemfeﬂt BpdteAnopa@idecs and presence packets. |f
using the XMPP protocol, these correlate to <nessage>, <ig> and <presence>

stanZas, respectively. Inthls exanple the originating client 101 formats

ol o Qaf’i"ﬁhé‘ﬁaﬁ%@@g?i& I8! Sherlfs Rysirbb e SEARISH o SUstbf 00 iReBing node
103a wi talpacmtﬁloaraiaolrdnngfto mdeaﬂi@dimeni@ﬁbhe pesken iileh@idd. (Thes packetsf or

del i ver Q an ntended r |en 08. Once th acket 102 is delivered to
the fi rirﬂtﬂ%'ﬁ Cﬁ@ﬁﬁxﬂﬁnp t' %@gﬁ&%&( dnformation packets apda

det er m Tr[bff‘éshéém%te baEkétae I u&ﬁad@.@ xwmlpﬁa%oc%%tﬂe% e&ﬂasfee@o tnbdd a§}e>sefver

104a. cipient is connected to server en the server proceed
to #eli via>.tans pRieiencet staaizagaiespectively.o the intended recipient 108. If
the recipient 108 is not connected to a server 104a, 104b, 104c within the
cluster then the first server 104a proceeds to check if the packet 102

cont ai ngn ¢hig esaimpié lthmoﬂgméﬁ?% cliéntr 1 X Riats tH@p@@@mbzlé}?d Wa?d%etb' ay

server 104c in node 103c¢ as e destination address, in which case the
server i‘fﬁiasef ﬁCtﬁQd%erYQBéoﬂan@'Q a purglibket seoereii(elustery 104asapder 10dac

‘;"'rt hlt Ea?@lt@ll e"%&cou’fda’egi‘)?%ﬁ‘{@ﬁ" A Bty 'R 1 M50 Y RIS g™ the

15  103d (network) for delivery to an intended recipient 108. Once the packet 102 is
delivered to the first server 104a within the selected node 103a, first server 104a
determines whether the intended recipient 108 is connected to first server 104a. If
the recipient is connected to server 104a then the server proceed to deliver the
packet (local delivery) to the intended recipient 108.

20 Ifthe recipient 108 is not connected to a server 104a, 104b, 104c¢ within the cluster
then the first server 104a proceeds to check if the packet 102 contains a
destination address. For example the packet 102 may specify server 104c in node
103c as the destination address, in which case the server 104a in node 103a
routes the packet 102 directly to server 104c within node 103c. It will be

25 appreciated by those of ordinary skill in the art that the packet could be routed
indirectly to server104c within node 103c through the either node 103b, 103d to
103c, a first server 104a within node 103c could then take delivery of the packet
102 before forwarding the packet 102 to server 104c for delivery to the recipient
108.

30
In the event that the recipient 108 is not connected to a server 104a, and the

packet does not contain a specified destination address then server 104a within
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indirectly to server104c within node 103c through the either node 103b,
103d to 103c, a first server 104a within node 103c could then take delivery
of the pawkebiold2iobef ore forwardi ng the packet 102 to sS@CYTSG200400266r
delivery to the recipient 108. In the event that the recipient 108 is not
connected to a server 104a, and the packet does not contain a specified

dest i nah,Q8 1@@9&8&%1’6{%%_ éfdké?g) éQé@is@W@i‘Sf‘FﬁP%{#W%n Yol o‘e*%%riwet to

a registry 105. For clarity and eas escription the present exanple is
shown t thé podaetié examplene sheghsioripcluds artly winkel relgisiey €05 tewdipmveevearttzzl by

those of ordinary skill in the art.that th em I ncl ude, any nunber
of r egr PPy fose afiafdiad el Be 364RHRIE UR By ey oY
server s nhffidr of Aistrit86@s( cl uster of Registry servers). Once the packet 102
is delivered to a first server 106a froma plurality of servers (cluster)

106a9 106b, 106c, server 106a queries one or nore databases 107a, 107b,

roci pi o SERMTE RIS, 7R Mindss dRARY TR y2ftsl, BB, 1005 (0 diES ™

reci pi enf REQBtiysservais).aldreet therpdchet 102 & dsinieved tol 8 Gigstf server thedomas ket to
the server 104a, 104b, 104c within the appropriate node 103a, 103b, 103c
and 103@walitynicgervers (QustareHiba i¥6Rad 065s sepshnkiGeeauenes PRELOIEXAMI e t he

Cnf : . ; YOS c _ | ast
connecr SqbaResHHOTgh Jare Rk anRR RS Rigthd REtnd Bt Rk 18R Dl T he
pactet 1oL irtended vecipiedtd0Bn Ifidide irffoBdatiar odeheVastylochtion bé they értenddd

| pient .108 has. si hi,ft I ti 104 th th
packot ieoident 108 isevalible e e ke Seriek 70 It inGiBAchatio e £ SFanner
i n whi choube 1094t i1g@c0fwiﬂﬂﬁktﬂbsaﬁﬁb}6ﬁ§ﬁé 488 OHBAIOftRsh, 1 3d andi FPAE$Gd 1N

relation to Fig 2 below. In a further enbodi nent of the present invention

t he fir gthighertherretipientod O8ewesniast mynneated: Ha this eexardpleethiepiinformationi s not
connect %gtéir‘?ecﬁ r?r%nﬁ iora?ébagse s/ Mdicated that recipient 108 was last connected server
15 104a in node 103d, in which case server 106a forwards the packet 102 to server
104a in node 103d for delivery. In the event the recipient 108 has since shifted
location server 104a may then process the packet as discussed above or further
routing  Further details on the manner in which the routing of packets between
various nodes etc is discussed in relation to Fig 2 below.
20
In a further embodiment of the present invention the first server 104a on
determining that the intended recipient 108 is not connected to the first server
104a, could first conduct a search of the remaining servers 104b, 104c¢c within the
cluster contained in node 103a to determine whether the intended recipient 108 is
25 connected o one of the remaining servers 104b, 104c. If the intended recipient is
connected to one of the remaining servers 104b, 104c¢ then server 104a forwards
the packet to the server (in this case server 104b) to which the recipient 108 is

connected. Server 104b then delivers the packet to recipient 108.

30 As mentioned above the servers within the nodes 103a, 103b, 103c¢ and 103d and
the registry 105 are arranged in clusters. The clusters usually consist of a number

of servers, having at least one network connection available between them. Thus
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104a, could first conduct a search of the remaining servers 104b, 104c
within the cluster contained in node 103a to determ ne whether the intended
reci pi entwoQ8i0/@Imonnected to one of the remaining servecs/SGadivoomeédc. |f
the intended recipient is connected to one of the remaining servers 104b,
104c then server 104a forwards the packet to the server (in this case

server | [l ] j t : I en

ol 1 yer TE VbR 84 68 deaBrimom Paliiiod achRINEE SicedéE of M RodBen. i
t he nodprovidehthat ®3d etk conhettiGd bedieehdhe sgivers ys d08ilahle dhibantied i n
clusters, The.clusters usually consist qf .a nunber of servers,. haying at

| east oﬁ_Qo\ﬁ%R'/ﬁ?PES'SBp'?S\%%@H%W”awﬁ%mﬁenﬁf&%% QLY ?‘ﬂ‘gsq SsiE R “can be
geogr aphppRidatedibgithbSbibe Braina@Bskill HEtHELAN HER tRE RfstRTctibAh-3a5Ken dFmi ded
that the network connection between the servers is available. Wiile the

above dpBWufpsidaritiaef dessiptigndany ichisieroal Bervese withigias givenanadedaaye t wil |

be appr gci d : inary skill in the art that the distinction
has beeﬁ%‘f‘%@noﬁ?é}gﬁgﬁypggﬁlgﬁy of description any cluster of servers
within a given node maybe Connect or Registry type cluster. Wth reference
to Fig 2 there is a flow diagram jllustrating on exanple of a routing

pr ocess Vilthefargncg do diig 1ohere isatfipe dipgramibistiatingonpxempleel atevitnd Her e
th . _ : - . CUhi
a odo. BpieetSdnabmaf L ChBlo RRLRL! dsta i 1 SReREH gl hefdfie "
t helthet packest 10ikis Ermaittedt arid 8lelragrebetocariCeaned” tsereary1 @fee within benadenect

4 04b, 10 i t hi Lust f i ned i i
node. | Thlsac Ae TeA e piebept edes il 1A RED aioet Bl Sremeiditeck 201
to see iHe Fdifpibit FIBIRRY RS EGhSEted S0 %ﬂ?'b?ll%tcﬁ‘%é %ﬁhé&t $vERCIGRY, Vlﬁ)"4b,1043

processi ng the packet. "If this check results to "yes", it nmeans that the
packet AB4¢pwithin Bagudies wffsaniers eentainedcionagtiverd nodet hehye the Carmest

Cur e B4 b RS TR0 RS el 0T e PER hREESS "

15 recipient is connected locally to the server 104a processing the packet. If this
check results to “yes”, it means that the packet recipient has been found, and is
connected to the server 104a currently handling the processing. Therefore, the
server 104a proceeds with local delivery 202 of the packet 102 (i.e. in the case
recipient 108 connected to server 104).

20
If a “no”, is returned from the check 201 then the Connect server 104a must initiate
a search procedure to determine the location of the intended recipient 203. Under
this search procedure the Connect server 104a proceed to check if the packet 102
contains “routing destination” 203. The routing information in this instance is a

25 unique identifier that specifies a given Connect server within a cluster 104a, 104b,
104c (this can be, for example, the IP address of the said server, but other
addressing schemes can also be applied) to which the packet should be
forwarded. Thus, the sending client can use the optional “routing destination” field
in the packet 102 to request routing to a specific Connect server where the client

30 either knows, or can deduce the location or the likely location of the node 103a,
103b, 103c, 103d containing Connect server 104a, 104b, 104c¢ tfo which the
recipient 108 is connected.



reci pient 108 connected to server 104). If a "no", is returned fromthe
check 201 then the Connect server 104a nust initiate a search procedure to
det er m newOhleldaewsi on of the intended recipient 203. UrdesGoiogoeear ch
procedure the Connect server 104a proceed to check if the packet 102
contains "routing destination"” 203. The routing information in this

I nstance is a unique identifier that specifies a given Connect server

within a cluster 104a, 104b, 104c (this can be, for exanple, the |IP address
of the ¥athe packesri02vcentainseioudingriafpsmagosdherfsennent server Hedamandiay t o

opt | onal® PRdtRy Bt e BB T2 Rtn RS 0B B80G002  R, esle ng”

to a Spg@r\fercmm@ne!@ubserow iadtifiedt e wkl es\tirgy ilRFmkHoNs, THe aa0t] duce
the | ocation or the lik Iocatlon of the node 103a, 103b, 103c, 10

cont3i nlﬂf@”‘@%’ﬁf&@tth%r“ﬁ@ﬁr%!@r delpied, AQhuto prevent the parket d02gremb ems i s
Toaa: harlieHHERPEERD i eahRt e iofiih MBah YR el PAbeER pRIASEhd O 105

t o t he Bgrihectiesantv@onridst sernidrAtithin GHe reldeanttidastdation hbde.r out i ng

information. The routing information is then "cleared", or deleted, 204 to
prevent the packet 102 frombeing routed infinitely along the sane

dest i naj e déstmah@ﬁmewﬁ%m H‘ﬁoPé‘GKﬁécté& tRHRE %%’?ﬁ‘écpgeﬁ\)é? 1@@5%’&H%C@““90t

server wiwthin the rel evant destinati on node. estination r |p|ent
i s Hot oproressingd and if leereose rouings destirediandspecifiachia fheopadstri@?, dnel i f

Server boanerh PR olPohE RE kiR ekl 183ECh slen Roaby ™'

server &8parM 04 ﬂNlﬂllﬁ'éJSil@é’tepfofﬁ%iéiﬁyr ¥eBRFY ef0Bal Ofirsb, 1188L i Qfrdef Ro Or der
to ascertain the location of the intended recipient 108. It is up to the

Connect aseerap thedecationf thednigndedyerimientd 08et lbisriipdo dhe Ganmeck seevgr st ry
Server %9@? c@iﬂgt}peg}ﬂgﬁegﬁﬁg 481 FetdihiPR 3N8LitHR %‘a}lsﬁﬁhggﬁ/e?tm&a,%bq be
es egrstr servery

t he near
15 106c for this using any desired scheme (this could be the nearest Registry server,
or the one with the least load, or simply chosen at random from the known

available Registries, or any other method).

Once the packet 102 reaches the Registry server 106a, the Registry server 1006a

20 then searches for the recipient data in one or more databases 107a, 107b, 107¢c
(e.g. the recipient’s user account etc). The databases 107a, 107b, 107¢c may be
like the Connect and Registry servers be arranged in clusters disturbed throughout
the network, thereby allowing recipient data to be saved in more than one
database within the network. In such instances all Registry servers 106a, 106b,

25 106¢c are configured with the information required to determine where a given
user's data is stored, and how to connect to it. Using its configuration information,
the Registry server 106 a processing the packet 102 connects to the appropriate
database 107a, 107b, 107c¢ (if not connected earlier), and queries the database
206 for the user profile data of the intended recipient 108.

30
Once the registry server 106a locates the user profile data within the relevant
database 107a, 107b, 107c the Registry server 106a then proceeds to check if the
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or the one wwth the | east |oad, or sinply chosen at random fromthe known
avai l abl e Registries, or any other nethod). Once the packet 102 reaches the
Regi stry worosv014®8a, the Regi stry server 1006a then se&CTISES0MOP026e

reci pient data in one or nore databases 107a, 107b, 107c (e.g. the

reci pient's user account etc). The databases 107a, 107b, 107c may be li ke

t he Conngtebt RivEtiRe BWfthe YesiBlort USehacasiftie eghowh QdJﬂg‘tl@cEa%o%'” $$ wkB8there
t hroughout the network, thereby allowi ng recipient data to be saved in nore

than oné@Sdigtarasedabaventhinis asnigsieidentifies ofie Cornesisesvellin aFw\ge@noge

et or m NEV R nd Mootk S AINE e BN Byt B1 R, OB e

Usi ng | t1$)4aont)4§um4¢ tiatihaanosttrecently servBeghs tinténged v@élplb%WSDB@t‘cﬁ‘éSl ng
t he Eet 1 nnects to the ap gr opriate dat abase 107a, 107b, 107c (if
not eonn@Na "@a 6 Ragket 408 Ry the BeaSHY Seavalbkaea e ast kKRewWDLePnira@f i | e

data of sbﬁ?er'ﬁﬁ'ﬁ@%r%ﬁ tf%?‘i%sl%r &Eﬁwén@%ﬁc@@j‘s %eirﬁeéﬁ@héﬂ?rga/ékqgat €s

t he user pro i ata wt e re evant
Regi st r pesiormed 208aot Hetermirmerk éfdthe @achelchasfalrémjyabeeh foowatdeah bgf at he

recipie user acco [ no 207 (21 ocation us her e as _determ ned
above, ﬁﬁ%stﬂé S?"@ﬁ@@@ %géﬁ’t %C‘e@ JI-CANES ﬁ%’é’@rggft@ef&@r ‘[9"@ vE i hasie

Wi thin then il packet wilPhBt bafdivardédbgain. | ocation” here refers to the
Connect server 104a, 104b, 104c that "has nost recently served the intended

recilBi ent 108. Before forwarding the packet 102 by the Reg| stry server 106a

to the | i th

| nt ended Pa3t STERe SR R hAEhS et o AsITLE Bty BtarlahedBBe < he
packet lhe Régietrygyldezea f:mrréﬂﬂ}d@‘ﬂo@%md?ﬂﬁb %iafckeﬁﬁgé?'thel%%keﬂQ@Q wikR6C to
a Connect_server 104 104b, 104c. |f it has, then the packet will not be

f or war dddfoRpatien signityingthahdhe perket wes fﬁ%arﬁﬁﬂ RethepBeristyr seivaed06¢ a
Regi st r%u%ﬁﬁx éﬂfgg%(et %Zbem@k[({ﬁegﬂ% RégAS3dvEMT 66D theh RIREFES LB thae

packet tags t
15  packet 102 to the appropriate Connect server 104a, 104b 104c. The relevant

Connect server 104a, 104b 104c then continues processing the packet as
described above. Tagging the packet 102 in this manner ensures that next time
the packet 102 passes through check 208 that no infinite loop is formed that will
bounce the packet between a Registry and a Connect server.
20
If the location of the recipient cannot be determined by the Registry server 106a
then it is concluded that the recipient 108 of the packet is not connected to any
Connect server 104a, 104b 104c at present time 210. In a manner of speaking, the
intended recipient 108 is “offline”. The protocol then determines what class the
25 packet 102 belongs 211 (i.e. message, information or presence). Depending on
what type the packet belongs the manner in which the routing process handles the
packet differs.

In the case of “Message packet”, which are considered “most important”, the
30 system will consult a set of routing rules 212, and makes the appropriate decision
on the manner in which the packet is then delivered. The routing rules 212

governing the manner in which messages are delivered can include (but are not

9



information signifying that the packet was forwarded by the Registry server

106a currently processing the packet. The Registry server 106a then

f or war ds w02o0ta9macket 102 to the appropriate Connect ®emsezom®des6 104b

104c. The relevant Connect server 104a, 104b 104c then continues processing

t he packet as described above. Tagging the packet 102 in this manner

ensur es; i o]

i nfini te'ﬁlltﬂg(?)éélf§ %rdr}ag Rﬁaét?ﬁ%l(lﬁ}éh%&gn%@gﬁﬁgerﬁ\g% %%@r&gﬁt%gﬂ\{é:y and

a Connenedamnver. |f the location of the recipient cannot be detern ned by

the Registry server 106a then it is concluded that the recipient 108 of the

packet is not connected to any Connect server 104a, 104b 104c at present

tinme 21 chée df "MTBAHafdn RRRKISNqwhidMe chRESHEIRY t6 90 fthRPAs 198he SXIVIPH | | ne”

The rotocol then determ nes what class the packet 102 belongs 2 11 (i.e.
geprotegad), rent netnfosindp resrs masket (Rpewonmmonly [Wiered @ ast 44 S is

Fﬁ' the sl eAR Bihe stnbieh SEu Grdfit aattePaTao e BBMLGTorslE PRESRLIEL e
syst em Wil theaeisafdliod Bt sahe mﬁwsegg roulires abrithraidsorbkes hehe Bmpenpr iate

deci sion on the manner in which the packet is then delivered. The routing
rul es 2packsbwl npheetae@tﬂmﬁmﬁ th%ownelww%agsgd&mscm PUeF packeti-encl ude

but t I
L ougn SRGr "SPYEMIR sEMIoh oY Fpies]TEhis, MR AdeRS breftin o IRk 1 i

cort@spfrach decun@hgt anzas in the XMPP protocol), a "not found" error packet
(also commonly referred to as 404 error) is sent back to the sender of the
original packet 213. The delivery of the error packet will then also follow

the sang, fRS¢AI ol ‘Wb‘s@ﬁc@bgeliétghﬂﬁ'e@é%@cké@.%ﬂé%&rsudﬂ?@d 96 R irreRa)eit inv | |
not be sent 1 n case the original packet already was an error packet (i.e

no erroinstansiep Where tike sesipidnirofetheoinformpatians js rhiconieriedatmaion Clisésrent an
L nfini t‘Ia’hegé) Ff)acke’ts are therefore discarded silently without sending any information
15 back to the sender 214.

As can be seen from the above discussion the routing process according to one
embodiment of the present invention covers a networked system consisting of the

following major components:

20
e Client(s) 101,108
e Conneci(s) 104a, 104b 104c
e Registry(ies) 106a, 106b 106¢
e Database(s) 107a, 107b 107¢
25

The connectivity relationships between these components are illustrated in Fig 3.
The routing algorithm specifies the following connectivity relationships. Originating
101 and receiving 108 Clients connect only to Connect servers 104a, 104b 104c.
As shown one or more clients 101, 108 can connect to one Connect server 104a.
30 Any number of clients can be connected at any given time however one client/user
account can only be connected fo one Connect server 104a at a time. Any

number of Connect servers 104a, 104b 104c can be made available at any given

10



fromoccurring. In the case of "Presence packets" these packets are
considered to be irrelevant in instances where the recipient of the

i nf or mat iwo 208/met05connected to a cluster. These packet #Carse20d9®nEber e

di scarded silently wi thout sending any information back to the sender 214.
As can be seen fromthe above di scussion the routing process according to

one enbaftheeAhyCorriet Repiéian difRict RNafP RO SEEPIE6S f6H $Bc. A
Y

consisting of the follow ng major conponents: lient(s 101, 108
Connect (&9Nnesd aseryeu bl Ofigu €anRegraat yip s)itidle6Registtis Hbultamedushask 6s)

: | Vi | At ' b th t
1 st r Aot ATPREBRAFRb g6 TR0 AR Shn Rt RS e BBt R ¢
connect i M7ty 10Fcat AoRebishy. c4l icphnedti tegmiRtibl @Rt slseRisvsiLIEPBoGhIyankSs
connect onli)(eé-o Conpect servers 104a, 104b 104c. As shown one or nore

cli eRt s reg4Ted.1 NV KOUHhnh ELIVEr $apeoNsvh &t BNy eorRediosriventipr messegeof
clients fé%rgﬁ}?(?é)élaég&%cﬁéb _given tine however one client/user account

can only be connected to one nnect server 104a at a time. Any nunber of
Connect servers 104a, 104b 104c can be nmade avail able at any giventine. Any

Co t . " ect eqi str erver 106a, 106b 106c. A
Connoct ‘COPVBFY THRETEN dithiideiAbbse Ale issetmu 2 1008 SORPPPEREAINg | 1 so

requi redysfyy, SROUEY hayesvRay Hde JANIBPBR £aRREBRYScAMNEL BPasR 107a,
%,c tl pﬁe %a?a ses sinulta

107b, 107c. A Registry can connect to mnu _ _ neously if
so r@quiledeplaypd Revarsanyarsay wérhardwars nridenenatly angp@otyn eaduireenards Willor

"Dt abasEHhe e pRRR BRI PR B ke s RS of hee -

No reliance on a particular database management system or methodology is
required by the routing process of the present. In one embodiment of the present
15 invention however the process may utilise a combination of database sharding and

replication, which is described in more detail below.

A “Shard” here is used to refer to a “database partition”, which represents a way of
distributing a large amount of data over several separately installed data storage
20 back-ends. A “data storage backend” here is usually used to refer to a particular
server running an RDBMS (Relational Database Management System), however

this is not necessarily so, and any method of storing data would be acceptable
here.

25 As shown in Fig 4, in a shared environment, a Registry server 106a needs to
always determine the correct data storage location for any given action, and
perform the operation on an appropriate shard. For example, if the shard required
is shard “number 27, then the Registry server 106a determines that the shard is
stored within database 107a. Registry server 106a then retrieves the shard from

30 database 107a and performs the necessary action If the shard required is shard
“number 17, and the operation is a read operation, the Registry server 106a would
determine that either of databases 107b, 107¢c contain the relevant shard however,

11



system and they may or may not be depl oyed on a single physical server, or
can be depl oyed over an array of hardware. Generally, capacity requirenents
wi |l det ewoiznm/tib®sphysi cal | ayout of the desired systeRrCTNG20m0b@Gace on a
particul ar dat abase nanagenent system or nethodol ogy is required by the

routing process of the present. In one enbodi nent of the present invention

however ; utdddrge b NAL4 S r.oi :and
optt oot e SfadEaLTRY 1Y Srdrd nArberRl NBLL B BpefMiRRCE GBIt
used t o (addition tay modifimativnsel gata),i theonRegishérc bevepriifeninould Wagn eklect

di stributli a amount of data.over several sgepa ly,instal|.ed data
S![ or aée%ﬁg%%sgn@bg%%&gﬁﬂg %’?%F%@&a‘ib%l{ lg,erﬁas’é/qg—es?%vq %&iﬁ&ﬁlé ﬂjl]FS galaep O ef er

to a paigf sREld hELhEEh disetBsad irtildNaRND 4ddakate Bnedpabalcaassaddyagessnt
Systen), however this is not necessarily so, and any nethod of storing data

woul @ bavhielc Br abardsheeddisisbuigthiinwilllog-pgpreciated hy Hiesead asdinarpakiiin . a
Regi st A ' . . t
Focat | ons g {6 A SIS B8PSR At Ba MRS U S8 B UREH  apor opr i at e

shard. For exanple, if the shard required is shard "nunber 2", then the

Regi stry server %‘?68 determ nes that the shard is stored w thin database
107a. ReW Benfjores aRpve Gargs datapase icalide paditionad @ ver smuabeneistardya and

per for ‘ R ' ggé ? ' | ";e@éf\m 1",
and th?%%@%egﬂtnl on )i?iégeé:(g{alL ogde';natihlggjrﬁ t %I@%%Q%@ngéﬁﬁ'ﬁg a vvoﬁ%%l
det @0 nénichh piartfiorhewnsf theatestbads ebhel @hbrdin® Atgarithtmaican thee imelementéd shar d

however,if. the shard requjred is shard, "nunber 1%, but fhe operati Is a
w1 Lo ofBHal HeVSdantis: SHGt {Aaaren Shoud: B, dstelednyl Scartily ver
106a V\Dlr'é@.liffé]ﬁ@nt%.ewg\%néﬁél JPRANS W0a 6ASREHY AYotifiin 'cBlld S8BEMNdwrs:
mast er-sl ave type). ile the selection of shards has been di scussed in
relation to access to 3 separate databases across which the shards are

distributed, i t WiFlolr gaetaapé‘éﬁr(fé %eg gﬁ’eéiﬁ'c? Suese(r)fac(;)cro%in?aiﬁythsekisg/lsteimn, first
15 determine the unique identifier for the user account (“user id”)

e Calculate a hash of the user id using a suitable hash function (“hash”
is a term used in computing terminology, which is often used to refer
to a numerical representation of a string, and “hash function” is a
function that determines the specific algorithm that provides this

20 representation). This gives you a numerical representation of the
user id, which may or may not be numerical in itself.

o Use the hash number as the basis of allocating the shard. If the
number of available shards is known, then this can be simply
obtained by ways of simple division and noting the remainder. For

25 example:
1. Given a system with 8 database shards, and
2. The hash(userid) = 84529823
3. The database shard number that owns this userid records
could be 84529823 % 8 = 7 (notation “a % b” here refers to
30 performing the division “a/b” and then retrieving the
remainder of the computation)

4. In this case, the database shard would be shard number 7

12



the art that a single database containing nmultiple positions nmay be
utilised. As nentioned above a | arge database can be partitioned over a
nunber ofweharidsoer "partitions”), for each record in Phe/Sdac@vases t he
shardi ng al gorithm determ nes which partition owns the record. The shardi ng
al gorithm can be inplenmented in various ways, again the exact algorithm
shoul d be dictated by scalability requirenents. A general guideline for a
shardi ng al gorithmcould be as follows: For data relating to a specific
user acgﬁ difien t¢ dheyshardingf algstithist anothae mechanismue riedeited fwithinftoe t he

user acg " i.d") .at e a hash. of e er id using a suitable
hash funs%f%?](t? ﬁ%gésrm'ﬂﬁéqoﬁéﬁt&s%%v?ﬁ i@%uﬁeﬂ’g ﬁb}rcnqrﬁgtpor&?,c hevRNi s

of ten usshehrd 0 Différent hibohaRisms tambelRIPFIGERY Rrir@adinh eﬁwos\ﬁ/ﬁt:iﬁ% op8ffliongash
function” is a function that determ nes the specific al gorithmthat

pr ovPdedotagcenaeraleciatabass yepliratian i vedapiai-dava penfigiation fwekenoalyi on of
A . il ) VR ' ;
hunber - 2aie p¥ledtsekr Son e wlion o, BiEThUiBle, Bt Sahe BpEatdd BT S

shards irsaltnpengtidnise¢n this can be sinply obtained by ways of sinple
di vision and noting the remainder. For exanple: 1. Gven a systemwth 8
dat abase shards, and 2. The hash(userid) = 84529823 3. The dat abase shard

nunber t YRR dH e g g 23 % = ation "a
% b" her-’gﬂ% efers nﬁgghggtlﬁg{a‘rthﬁﬂgﬁt% eéjg?@?}s% {(5)1?16] §g%@f3§§%3§léﬁéﬁe rcgﬁ ﬁég@ftlgé t he
r emdOnddables witlin ddegstrutsesydrs4106an whersincead) shael thatealiasmnigaratl withl d be

o odMBR[R) AUrRESES bPBerd B AA"SE 2L GidBLLS NBUe8TS! Y giVES WRBIE™ ' °
These addresses can be tagged via “read” and/or “write” flags so that a Registry

will know where to connect given the database requirement at any given time.

15 It is to be understood that the above embodiments have been provided only by
way of exemplification of this invention, and that further modifications and
improvements thereto, as would be apparent to persons skilled in the relevant art,
are deemed to fall within the broad scope and ambit of the present invention
described herein.

20
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systemto determ ne how Registry servers 106a, 106b, 106c are to reach a
given shard. D fferent nechani sns can be configured for reading and witing
oper at i orsoRo10AuewANTOdat e dat abase replication in a masPETSS26090400266
configuration (where only one physical server can be witten to, but

mul tiple servers can be accessed for read operations). This nmechanism for

| ocat i ngCiiAdMSB can be inplenented via sinple configuration tables within
Regi stry servers 106a, wherein each shard index is configured with the (IP)
addresses of servers that can act as database nodes for the given shard.

Rogi stry 11 kAdsoare oo, HeBead Bty Sl Cno b Rkl v tEin 2.

gi ven tiineludingi s to be understood that the above enbodi nents have been
provided onIy by vva of exe lification of this invention, and that further

modi f1 cat i ons2an’y YcheH‘é $ fomErcaiving -3 Raskel fok deliyeiveinr anointendeshs
killed e and
St of o Q@iﬁ?ﬁ‘? theSistof £ SEaTRd 1buc@tmingl i ek i8] PadoRAp RS
routing ﬁ@%@%@@@ to @ frst setegtaccaode withet ther glusality of ywtiemanaicif mh Rekipient
| it del t t ended
Pect pi ents, S © The S eaionBo et siPive®tnd Brsiele 20t Aee rviaRatis
reci pi entiefesmireaneot &sl HeOcénrddted téQh@%@ﬁsé‘l@@Fed‘%é@é Qw?fﬁﬁ tR& ‘Hl@rlg'l ity P 8e| ver

nodes. and |f tBe reci pient is connected to the first selected
t he ﬁ%ck@? catbeisystame is Btther adepted tedetenninsdwhish mmdebﬁrorrnhhueq@tmluty of t he

first sehsgd£Lthd the f he
adapted to terﬁlﬂﬁn v% ﬁpltr?ﬁgleso{‘: rféc{t%% ag'ldufrag\fv?ﬁ/ﬂ}ﬁ pﬂ Or?tjeefﬂj
reci pi enwhich tbenmiended recigient is\esrthddhed.packet to the node to vvhl ch the
i ntended recipient is connected.
2. The system of claim 1 wherein each node from the plurality of nodes
15 includes a plurality of servers coupled to one another.

3. The system of claim 2 wherein each node contains a first server from the
plurality of servers, said first server adapted to determine if the intended recipient

is connected to at least one server within the plurality of servers on the node.

20
4. The system of claim 3 wherein the first server from the plurality of servers is
adapted to determine if the packet contains a destination address of a node to
which the packet should be routed.

25 5. The system of any one of claims 2 to 4 wherein the first server from the

plurality of servers is adapted to clear the routing information in the packet on
forwarding the packet to the desired destination.

6. The system of claim 1 wherein the system is adapted to forward the packet

30 to aregistry in the event that the system is unable to determine the location of the
intended recipient.
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2. The systemof claim 1 wherein each node fromthe plurality of nodes
includes a plurality of servers coupled to one another. 3. The system of
cl aim 2 wieneiwmiewsh node contains a first server from rhe/Schunabizy of
servers, said first server adapted to determine if the intended recipient
is connected to at | east one server within the plurality of servers on the

node. 47 The TRESLRBAT oCHZINMEWHARSIA el RGidity FlolrRivapllielity bheorkrs al ity
of servers is adapted to determne if the packet contains a destination
addr ess cofipladriodme anathétch t he packet should be routed. 5. The system of
any one of clains 2 to 4 wherein the first server fromthe plurality of
servers is adapted to clear the routing information in the packet on

f orvar digng t hiyep@at@h dreidifer dpetsindhdesgistiglindndeda fifstesesyart adaptéd ¢d ai m 1
wherein the systemis adapted to forward the packet to a rggr: str%/ in the
evenb t head fioi ey lseshone datrisise inforanation reaarding thelosetiom obing kst PA¥Rnded

reci pi ent The ‘ I Ga/m,pé' i the registry includes a

pl ural i tt?/“@Chsﬂ}%®r@0§e§]ur%fglg%rﬁyg§n% anocﬁd;r. 8. The systemof claim?7
wherein the registry includes a first server adapted to read from at | east
one dat abase _information regarding the |ocation of t ast de t ich
the int &hded Tﬁ&ﬁxﬁt@mofv@@nb%mg%&e@ﬁeg ré“§f§j%@f‘ﬁ‘gf° Sl %@tﬁﬁ‘?ﬂ the
regi St yo by RARRNSANY BRIl IfiEndas Ketipiehtt he | ast known [ocation of the

i nt ended reciplen e systemof any one of clains 2 to 5 wherein the
plunality of servers occupy the sanme physical |ocation in each node. 11.

Th f f. clai 9 i L
ccoupy (e ShP SHEIL 2 FHoas of IAnentt SghbpRgn Rs AN, OF SRR S
one of RYREBFHRG sah prysiheicRialioh e cBalkkebel s sel ect ed

11. The system of any one of claims 7 to 9 wherein the plurality of servers

15  occupy the same physical location in each registry.

12.  The system of any one of preceding claims wherein the packet is selected
from at least one of the following packet classes message packets, information
packets or presence packets.

20
13. A method for routing messages in a communication system said method
including:

receiving at a first node within a plurality of nodes a packet for an intended
recipient;

25 determining if the intended recipient is connected to the first node and if the
intended recipient is connected to the first node, deliver the packet to the intended
recipient; and if the recipient is not connected to the first node, determining which
node from the plurality of nodes the intended recipient is connected and forward

the packet to the node to which the intended recipient is connected.

30
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fromat |east one of the follow ng packet classes nessage packets,

i nformati on packets or presence packets. 13. A nethod for routing nessages
in a conmmoi2errdigenssyst em sai d net hod i ncl udi ng: recei viea@/sa2om/ohezeet node
within a plurality of nodes a packet for an intended recipient; determning
if the intended recipient is connected to the first node and if the

i nt ended 41 ecimlLhlathcdl §PBIARA MEFfUrharRcIlibing! theostep afdbiwatinghtheppadiest t o

the intended recipient; and if the recipient is not connect eda&f he first
node, démamgtstnglmdhecevaﬁtbtﬂ@tffh@r}@@ﬁ@fb%ﬂ‘@l intgndsd restRiantis dINaRie

recipi edit |s co nected and forward the packet to the node to which the

i nt ende e} is connected. 14. The nmethod of claim 13 further

i ncl udi ng the step of forwarding the packet to a registry in the event that
the location of the intended reci EI ent |s unable to eterm ned. 15.

met h6d d. cl it metheeradi daifthd 4r WHPERIR NP sTegkfin @da@%&ﬁgetf’yq%ﬁé( ohe rﬂfre
dat abasﬁﬁ?t{?ed%t%iyghgg go QLA B M ARARE eﬁ‘Ql ght?nfl IBE%] drPBr Me e nbééttonOde

to whic réciprent was con e nmethod of claim 15

further wiich ik hMiehded Eéoﬂﬁem‘wé@cmanelcteg.the packet to the |ast node to
whi ch the intended recipient was connect ed.

16. The method of claim 15 further including the step of forwarding the packet

10 to the last node to which the intended recipient was connected.
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