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TITLE OF THE INVENTION

AUTHENTICATION DEVICE AND AUTHENTICATION SYSTEM

FIELD

Embodiments described herein relate generally to an

authentication device and an authentication system.
BACKGROUND

In recent years, there are systems achieving security
for apparatuses and electronic keys by personal
authentication using biological information. For example,
some lenses detachable from cameras are very expensive, and
require prevention of theft or unauthorized use by a third
person. For this reason, a structure has been proposed in
conventional art. In the structure, a fingerprint sensor
is attached to the lens, and the lens can be used by‘
personal authentication using a fingerprint.

However, conventional personal authentication using a
fingerprint sensor attached to a lens has a problem that
usability decreases while security becomes firm. For
example, when the lens is temporarily lent or transferred
to another person, it is required to execute operations,
such as deletion of the user's fingerprint data and
reregistration of fingerprint data, and convenience is
reduced. In addition, when using or attaching the lens,
even the user (owner) whose fingerprint data has been
registered is required to execute an operation to cause the
fingerprint sensor attached to the lens itself to read the

fingerprint every time, and such a structure can hardly be
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considered to be a structure achieving good operability.
PRIOR ART LITERATURES

PATENT LITERATURES
Patent Literature 1: Japanese Patent Application
Publication No. 2012-159627

SUMMARY OF INVENTION

According to an embodiment, an authentication device
includes an apparatus main body interface, a memory, a
biosensor, and a processor. The apparatus main body
interface communicates with an apparatus main body
controlling a locking mechanism. The memory stores therein
biological information of a registrant having authority to
release lock executed with the locking mechanism. The
biosensor acquires biological information of an operator.
The processor transmits information that the operator has
been authenticated as the registrant with the biological
information to the apparatus main body with the apparatus
main body interface and controlles the locking mechanism,
when the processor determines that the biological
information acquired with the biosensor and the biological
information of the registrant stored in the memory are
pieces of biological information of the same person.

PROBLEM TO BE SOLVED BY INVENTION

To solve the problem described above, embodiments
provide an authentication device and an authentication
system achieving convenient security using personal

authentication with biological information.
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MEANS FOR SOLVING THE PROBLEM

BRIEF EXPLANATION OF DRAWINGS

FIG. 1 is a block diagram illustrating a configuration

example of an authentication system including an

authentication device according to an embodiment;

FIG. 2 1is a block diagram illustrating a configuration

example of a control system in the authentication device

according to the embodiment;

FIG. 3 is a timing chart for explaining first
registration processing in the authentication system
according to the embodiment;

FIG. 4 is a timing chart for explaining second
registration processing in the authentication system
according to the embodiment;

FIG. 5 is a timing chart for explaining first
authentication processing in the authentication system
according to the embodiment;

FIG. 6 is a timing chart for explaining second
authentication processing in the authentication system
according to the embodiment;

FIG. 7 is a timing chart for explaining first
temporary use processing in the authentication system
according to the embodiment;

FIG. 8 is a timing chart for explaining second
temporary use processing in the authentication system

according to the embodiment;



10

15

20

25

FIG. 9 is a flowchart for explaining a control
operation corresponding to setting information of temporary
use processing in an apparatus main body of the
authentication system according to the embodiment;

FIG. 10 is a timing chart for explaining first
deletion processing in the authentication system according
to the embodiment;

FIG. 11 is a timing chart for explaining second
deletion processing in the authentication system according
to the embodiment;

FIG. 12 is a timing chart for explaining first
transfer processing in the authentication system according
to the embodiment; and

FIG. 13 is a timing chart for explaining second
transfer processing in the authentication system according
to the embodiment.

EMBODIMENT

The following is an explanation of an embodiment with
reference to drawings.

FIG. 1 is a block diagram illustrating a configuration
example of an authentication system according to an
embodiment.

As illustrated in FIG. 1, the authentication system
includes an information terminal 1, an authentication
device 2, and an apparatus main body 3 from which a part 4
is detachable. The authentication system is a system

authenticating a person using bioclogical information, such



10

15

20

25

as a fingerprint image (fingerprint image), and controlling
an operation of the apparatus main body 3 or the part 4 in
accordance with personal authentication using the
biological information.

The information terminal 1 is an information
processing apparatus communicatable with the authentication
device 2. For example, the information terminal 1 is a
smartphone or a portable terminal, such as a tablet
personal computer. The information terminal 1 may be any
terminal connected to and communicating with the
authentication device 2, and éupplying an operation
instruction to the authentication device 2.

The authentication device 2 acquires biological
information of the person (operator), and executes
authentication of the person on the basis of the acquired
biological information. The authentication device 2 is a
device designed for biometrics authentication, and formed
of a housing different from those of the information
terminal 1 and the apparatus main body 3. The
authentication device 2 executes biometrics authentication
in accordance with a request from the information terminal
1 or the apparatus main body 3 connected thereto to perform
communication.

The apparatus main body 3 is an apparatus including an
electronic apparatus achieving functions, such as data
processing and communication. For example, the apparatus

main body 3 is a camera including a control electronic
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apparatus. In the present embodiment, suppose that the
apparatus main body 3 is a camera from which a lens serving
as the part 4 is detachable. The camera serving as the
apparatus main body 3 is electrically connected to the lens
serving as the attached part 4, and acquires lens
information including identification information (part ID)
and the like from a control chip included in the lens. The
apparatus main body 3 being a camera or the like also has a
structure to which the part 4, such as a lens, is
attachable, and includes a locking mechanism (described
later) locking the attached part 4, such as a lens. The
lens 4 is detachable from the apparatus main body (camera)
3 by a manual operation, in a state in which lock executed
with the locking mechanism is released.

The following is an explanation of configuration of
the information terminal 1 in the authentication system
according to the embodiment.

As illustrated in FIG. 1, the information terminal 1
includes a control unit 11, a communication unit, and a
user interface (UI) 13.

The control unit 11 includes a processor, various
types of memories, and an interface. The control unit 11
controls the units connected thereto via the interface by
execution of a program stored in the memory with the
processor. In the present embodiment, the control unit 11
issues an operation instruction to the authentication

device, by execution of a dedicated application program
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installed in the memory with the processor.

The communication unit 12 is a communication interface
(authentication device interface) to communicate with the
authentication device 2. The communication unit 12 may
execute wireless communication or wired communication. For
example, the communication unit 12 supports wired or
wireless LAN (Local Area Network) connection. A wired or
wireless interface compliant with various communication
standards may be adopted as the communication unit 12.
Examples of the various communication standards include
Ethernet (registered trademark), Wi-Fi, BLE, and LTE
(registered trademark) .

The user interface 13 acquires information input by
the user, and notifies the user of information. The UI 13
is, for example, a display device including a touch panel
serving as an operating unit. As another example, the UI
13 may be a device including a speaker outputting voice or
a microphone receiving voice.

The following is an explanation of a configuration
example of the apparatus main body (camera) 3 and the part
(lens) 4 in the authentication system according to the
embodiment .

In addition to the original structure of the apparatus
main body (such as a camera), the apparatus main body 3
includes a control unit 31, a connection interface 31la, a
communication unit 32, a user interface (UI) 33, and a

locking mechanism 34, as illustrated in FIG. 1.
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The control unit 31 includes a processor, various
types of memories, and an interface. The control unit 31
controls the units connected thereto via the interface by
execution of a program stored in thé memory with the
processor. For example, the control unit 31 requests the
authentication device 2 to execute biometrics
authentication, and receives a result of the biometrics
authentication from the authentication device 2. The
control unit 31 controls the locking mechanism 34 to enable
or disable detachment of the part 4.

The control unit 31 is electrically connected to the
part 4 via the connection interface 31la. The connection
interface 31la is an interface to electrically connect to
the part 4 to execute transmission and reception of data to
and from the part 4. For example, the connection interface
31a has a structure including a connector contacting a
connector provided on the part 4 attached to a
predetermined position.

The communication unit 32 is a communication interface
(authentication device interface) to communicate with the
authentication device 2. The communication unit 32 may
execute wireless communication or wired communication. For
example, the communication unit 32 is achieved with a
wireless communication interface, such as Bluetooth
(registered trademark).

The user interface 33 acquires information input by

the user, and notifies the user of information. The user
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interface 33 is, for example, a display device including a
touch panel serving as an operating unit. When the
apparatus main body 3 isva camera, the user interface 33
may be a diplay device provided with a touch panel
displaying an image input to an imaging unit via the lens 4
or the photographed image. As another example, the user
interface 33 may be a device including a speaker outputting
voice or a microphone receiving voice.

The locking mechanism 34 is a mechanism holding the
part 4 attached to the apparatus main body 3. The locking
mechanism 34 enables or disables detachment of the part 4
in accordance with a control signal from the control unit
31. For example, the locking mechanism 34 includes a
release button 34a to enable detachment of the part 4 in a
state in which the release button 34a is pressed down. In
this case, the locking mechanism 34 causes the release
button 34a to be available (pressable) to enable detachment
of the part 4, or causes the release button 34a inavailable
(unpressable) to disable detachment of the part 4, in
accordance with a control signal from the control unit 31.

In addition to the original structure of the part, the
part 4 includes a control chip 41 and a connection
interface 41la, as illustrated in FIG. 1.

The control chip 41 includes a processor, various
types of memories, and an interface. For example, the
control chip 41 executes control to output part (lens)

information including identification information (part ID)
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of the part (lens) stored in the memory to the apparatus
main body 3.

The processor of the control chip 41 in the part 4 is
configured to communicate with the control unit 31 of the
apparatus main body 3 via the connection interface 41la.

The connection interface 41la is an interface to
electrically connect to the apparatus main body 3. For
example, the connection interface 4la is a connector
contacting a connector provided on the apparatus main body
3, in a state of being attached to a predetermined position
of the apparatus main body 3.

The following is an explanation of configuration of
the authentication device 2 according to the embodiment.

FIG. 2 is a block diagram illustrating a configuration
example of the authentication device 2 according to the
embodiment .

As illustrated in FIG. 2, the authentication device 2
includes a processor 21, a ROM 22, a RAM 23, a data memofy
24, a first communication unit 25, a second communication
unit 26, a biosensor 27, a MPU 28, and a battery 29.

The authentication device 2 is formed of, for example,
a housing containing the processor 21, the ROM 22, the RAM
23, the data memory 24, the first communication unit 25,
the second communication unit 26, the biosensor 27, and the
MPU 28, and exposing the biosensor 27 to the outside. The
housing serving as the authentication device 2 may be

miniaturized to a size enough to expose the biosensor 27
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capable of reading biological information (a fingerprint
image of a fingertip), and can be achieved with a size of
approximately several centimeters square, for example.

The processor 21 executes processing and control
required for operations of the authentication device 2.
The processor 21 achieves various processing functions of
the authentication device 2 by executing a program stored
in, for example, the ROM 22 or the data memory 24. The
processor 21 controls the units in the authentication
device 2. For example, the processor 21 verificates the
biological information acquired with the biosensor 27 with
the biological information registered in advance in the
data memory 24.

The processor 21 may be, for example, a CPU (Central
Processing Unit), a Soé (System on a Chip), a DSP (Digital
Signal Processor), or a GPU (Graphics Processing Unit). As
another example, the processor 21 may be a combination
thereof.

Part of various functions achieved with the processor
21 by execution of the program may be achieved with a
hardware circuit. In this case, the processor 21 controls
the function executed with the hardware circuit.

The ROM 22 is a nonvolatile memory storing a control
program and control data or the like in advance. The ROM
22 is incorporated into the authentication device 2 at the
manufacturing stage, in a state of storing the control

program and the control data and the like. Specifically,
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the control program and the control data stored in the ROM
22 are incorporated in advance in accordance with the
specifications of the authentication device 2 and the like.
The RAM 23 is a volatile memory. The RAM 23
temporarily stores data being processed with the processor
21. For example, the RAM 23 functions as a calculation
buffer, a reception buffer, and a transmission buffer. The
calculation buffer temporarily retains results of various
types of arithmetic processing executed with the processor
21. The reception buffer retains command data and the like
received via the first communication unit 25 or the second
communication unit 26. The transmission buffer retains a
message (regponse data) transmitted with the first
communication unit 25 or the second communication unit 26.
The data memory 24 is formed of a rewritable
nonvolatile memory. The data memory 24 may have a
structure including a memory storing data and an encryption
logic circuit and the like. The data memory 24 encrypts
and stores the biological information (fingerprint herein)
registered in advance and/or data acquired by extracting
feature points from the biological information. In the
following explanation, the term "biological information"
includes data acquired by extracting feature points from
biological information. The data memory 24 also includes a
secure element securely retaining data. For example, the
secure element of the data memory 24 encrypts and stores

biological information.
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The first communication unit 25 is a communication
interface (information terminal interface) to communicate
with the information terminal 1. For example, a
communication interface serving as the first communication
unit 25 may adopt a wired or wireless interface compliant
with the communication standard supporting wired or
wireless LAN (Local Area Network) connection.

The second communication unit 26 is a communication
interface (apparatus main body interface) to communicate
with the the apparatus main body 3. For example, the
gsecond communication unit 26 may be achieved with an
interface communicating with the apparatus main body 3 by
near field communication, such as Bluetooth.

The first communication unit 25 and the second
communication unit 26 may be achieved with one
communication interface or different communication
interfaces.

The biosensor 27 is formed of a sensor reading
biological information of the user. The biosensor 27
acquires a fingerprint from one of fingers as biological
information of the user. The biosensor 27 may acquire
biological information other than a fingerprint. For
example, the biosensor 27 may be a vein sensor acquiring a
vein pattern of a finger as image data.

For example, the fingerprint sensor serving as the
biosensor 27 acguires a fingerprint image from a finger of

the user. The fingerprint sensor acquires a fingerprint
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image to generate a template. For example, the fingerprint
sensor includes a CCD sensor or the like. As another
example, the fingerprint sensor may include a sensor
gensging a change of electric capacity. The fingerprint
gsensor transmits a fingerprint image to the MPU 28.

The MPU 28 (Micro Processing Unit) processes data
including biological information from the biosensor 27.
For example, the MPU 28 processes a fingerprint image from
the fingerprint sensor serving as the biosensor 27. The
MPU 28 extracts feature point information (information
indicating coordinates of the feature points and feature
quantities) from the fingerprint image from the fingerprint
gsensor. The MPU 28 transmits the extracted feature point
information to the processor 21.

The MPU 28 also executes verification processing for
the biological information from the biosensor 27. For
example, the MPU 28 executes verification processing for
the fingerprint images from the fingerprint sensor serving
as the biosensor 27. In this case, the MPU 28 calculates
similarity between the fingerprint images. The MPU 28
transmits the calculated similarity to the processor 21.
In this example, the similarity serves as an index, and
similarity having a higher value indicates higher
similarity between fingerprint images.

For example, the MPU 28 extracts feature point
information of respective fingerprint images. 1In

accordance with a predetermined algorithm, the MPU 28
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calculates similarity between pieces of the extracted
feature point information, as the similarity between the
fingerprint images. The MPU 28 transmits the calculated
gsimilarity to the processor 21. In addition, the MPU 28
executes verification processing for the template and the
fingerprint image. For example, the MPU 28 may calculate
similarity between the template and the fingerprint image
and transmit the similarity to the processor 21. As
another example, the MPU 28 may transmit the result
(success or failure) of the verification to the précessor
21.

The battery 29 supplies electric power to the units of
the authentication device 2. The battery 29 is, for
example, a secondary battery. The battery 29 may be feed
via a USB terminal in a wired manner.

The authentication device 2 may include a display or
speaker reporting the operating state or the like. The
display may be, for example, a LED (Light Emitting Diode),
or may be achieved with a small-sized display device.

As described above, the authentication device 2
operates by execution of the program stored in the ROM 22
or the NVM 24 or the like with the processor 21. 1In the
present embodiment, the authentication device 2 achieves
authentication of a person using a fingerprint image
serving as biological information with the MPU 28. The
authentication processing for a person using biological

information may be achieved by execution of the program
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with the processor 21.

The following is an explanation of operations of the
authentication system including the authentication device 2
according to the embodiment.

First, the following is an explanation of a first
operation example (first registration processing) of
registration processing of registering biological
information in the authentication device 2 in the
authentication system.

FIG. 3 1s a timing chart for explaining first
registration processing in the authentication system
according to the embodiment.

In this example, suppose that the first registration
processing is processing of registering, in the
authentication device 2, biological information of a person
(authorized user) having authority to use the part 4 to be
attached to the apparatus main body 3, in accordance with a
request from the information terminal 1, such as a
smartphone, operated by the manager.

First, the manager commands registration of biological
information by operating the user interface 13 of the
information terminal 1. For example, the manager inputs
identification information (part ID) provided to the part 4
serving as the management target, as identification
information to identify the management target with the user
intexrface 13, and commands registration of biological

information of the authorized user for the part 4. The
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identification information may include identification
information (apparatus ID) of the apparatus main body, or
include the part ID and the apparatus ID. As another
example, the manager may input user information of the
authorized user (registrant), such as the user name,
together with the identification information.

The control unit 11 of the information terminal 1
acquires identification information input with the user
interface 13 (8T11l), and receives a command to register
biological information corresponding to the identification
information. When the control unit 11 receives a command
to register biological information, the control unit 11
connects to and communicates with the authentication device
2 with the communication unit 12, and transmits a command
requesting registration of biological information in
association with the acquired identification information to
the authentication device 2 (ST12). The control unit 11
may guide the registrant using the user interface 13 to
place a finger on which the fingerprint is formed in a
reading position in the biosensor 27 of the authentication
device 2.

The authentication device 2 receives a command from
the information terminal 1 with the first communication
unit 25. When the command received from the information
terminal 1 is a command requesting registration of
biological information, the processor 21 of the

authentication device 2 executes registration processing
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for bioclogical information. In the registration processing,
the processgsor 21 acquires a fingerprint image serving as
the biological information of the registrant using the
biosensor 27 and the MFP 28.

In this operation, suppose that the person
(registrant) going to registering biological information
places a finger on which a fingerprint is formed in a
predetermined reading position in the biosensor 27. 1In the
present embodiment, suppose that the person (registrant)
serving as the bioclogical information registration target
is a person (such as the owner) to be permitted to use the
part 4. The registrant whose biological information is
registered may be the same person as, or a different person
from, the manager operating the information terminal 1.

The latter case achieves an operation in which the manager
who is not the registrant causes the registrant to execute
registration of biological information while performing
remote operation with the information terminal 1.

The biosensor 27 starts in accordance with an
instruction from the processor 21. The started biosensor
27 acquires a read image including a fingerprint image from
the person's finger placed in the predetermined reading
position (ST13). The biosensor 27 transmits the acquired
read image to the MPU 28. The MPU 28 acquires a
fingerprint image from the read image from the biosensor 27.
The MPU 28 extracts feature point information in the

acquired fingerprint image (ST14). The MPU 28 transmits
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the extracted feature point information as bioclogical
information of the registrant to the processor 21.

The processor 21 acquires feature point information of
the fingerprint image from the MPU 28. When the processor
21 acquireg feature point information of the fingerprint
image of the registrant, the processor 21 generates a
template (data acquired by extracting feature points for
biometrics authentication) on the basis of the acquired
feature point information of the fingerprint image. For
example, the processor 21 generates a template from the
feature point information of the fingerprint image in
accordance with a predetermined algorithm.

In this operation, the processor 21 may repeat the
operation described above after feature point information
of the fingerprint image is acquired. By repeating the
operation described above, the processor 21 may acquire a
plurality of pieces of feature point information of a
plurality of fingerprint images, and generate a template on
the basis of the acquired pieces of feature point
information of the fingerprint images. Because a plurality
of pieces of feature point information of a plurality of
fingerprint images are acquired from a registrant with a
certain degree of variation, and a template based on a
plurality of pieces of feature point information of a
plurality of fingerprint images is expected to improve
accuracy in biometrics authentication.

When the processor 21 generates the template for
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biometrics authentication, the processor 21 stores
(registers) the generated template in association with
identification information in the data memory 24 (ST15).
Ag another example, the processor 21 may store the
generated template in the memory included in the MPU 28.
When the processor 21 registers the template, the

processor 21 transmits a response to the information

terminal 1 (ST1l6) wvia the first communication unit 25. The

response indicates that the biological information of the
authorized user (registrant) has been registered as a
template corresponding to the designated identification

information.

When the control unit 11 of the information terminal 1

receives the response indicating that registration has been

finished from the authentication device 2 wvia the
communication unit 12, the control unit 11 notifies the
manager (operator of the information terminal 1) of finish
of registration using the user interface 13 (ST17).

The processor 21 of the authentication device 2 also
notifies the apparatus main body 3 of finish of
registration of the template serving as biological
information of the authorized user via the second
communication unit 26 (8T1lé6). In response to it, the
apparatus main body 3 receives notification of finish of
registration of biological information with the
communication unit 32. When the control unit 31 of the

apparatus main body 3 receives notification of finish of



10

15

20

25

registration of biological information, the control unit 31
records that the biological information of the authorized
user for the part 4 has been registered (ST18). For
example, the control unit 31 stores information indicating
that the biological information of the authorized user for
the part 4 has been registered in the authentication device
2 in the memory in the control unit 31. The control»unit
31 may determine that detachment of the part 4 requires
personal authentication when information indicating that
the biological information has been registered is recorded.

The following is an explanation of a second operation
example (second registration processing) of registration
processing of registering biological information in the
authentication device 2 in the authentication system.

FIG. 4 is a timing chart for explaining second
registration processing in the authentication system
according to the embodiment.

In this operation, the second registration processing
is processing of registering biological information of a
person serving as a user of the apparatus main body 3 in
the authentication device 2, in accordance with a request
from the apparatus main body 3 operated by the user (user).
The control unit 31 of the apparatﬁs main body 3 has a
function of adquiring part information including the part
ID from the control chip 41 of the attached part 4, and a
function of requesting the authentication device 2 to

register or authenticate the biological information.



10

15

20

25

First, the user commands registration of biological
information by operating the user interface 33 in the
apparatus main body 3 in a state in which the part 4 is
attached thereto. The user (registrant) who has commanded
registration of the biological information places one's
finger having a fingerprint to be registered in a reading
position of the biosensor 27 in the authentication device 2.

The control unit 31 of the apparatus main body 3
communicates with the control chip 41 of the attached part
4 via the connection interface 31la, and acquires part
information including the part ID serving as identification
information of the part 4 (ST21). The control unit 31 may
communicate with the control chip 41 of the part 4 to
acquire the part information when registration of
biological information is commanded. As another example,
the control unit 31 may acquire part information when the
part 4 is attached, and retain the acquired part
information in the memory. In this case, the control unit
31 should read the part information retained in the memory
when registration of bioclogical information is commanded.

When the part information is acquired, the control
unit 31 connects to and communicates with the
authentication device 2 with the communication unit 32.
When communication connection to the authentication device
2 1is established, the control unit 31 transmits a command
requesting registration of biological information of the

authorized user in association with identification



10

15

20

25

information including the acquired part ID to the
authentication device 2 (8T22). The identification
information may be information including the part ID and
the identification information of the apparatus main body 3.

The authentication device 2 receives the command
requesting registration of biological information from the
apparatus main body 3 with the second communication unit 26.
When the command requesting registration of biological
information is received from the apparatus main body 3, the
processor 21 of the authentication device 2 executes
registration processing for the biological information in
the same manner as the processing at ST13 to ST15 described
above.

Specifically, the processor 21 acquires a fingerprint
image serving as the biological information of the
registrant using the biosensor 27. For example, the
processor 21 starts the biosensor 27 via the MPU 28 or the
like. The biosensor 27 having started in accordance with
an instruction from the processor 21 acquires a read image
including a fingerprint image from the person's finger
placed in the predetermined reading position (ST23).

The biosensor 27 transmits the acquired read image to
the MPU 28. The MPU 28 extracts the fingerprint image from
the read image acquired from the biosensor 27, and extracts
feature point information in the extracted fingerprint
image (ST24). The MPU 28 transmits the extracted feature

point information as the biological information of the
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registrant to the processor 21. In this manner, the
processor 21 acquires the feature point information of the
fingerprint image from the MPU 28.

When the feature point information of the fingerprint
image of the registrant is acquired, the processor 21
generates a template (data acquired by extracting the
feature points for biometrics authentication) on the basis
of the acquired feature point information of the
fingerprint image. In this operation, the processor 21 may
acqguire a plurality of pieces of feature point information
for a plurality of fingerprint images, and generate a
template on the basis of the acquired pieces of feature
point information of the fingerprint images. When a
template for biometrics authentication is generated, the
processor 21 stores (registers) the generated template in
the data memory 24 or the MPU 28 in association with the
identification information (ST25).

When the template is registered, the processor 21
transmits a responsgse to the apparatus main body 3 via the
second communication unit 26 (STZG). The response
indicates finish of registration of the template serving as
biological information of the authorized user for the part
4.

The control unit 31 of the apparatus main body 3
receives the response indicating finish of registration
from the authentication device 2 via the communication unit

32. When the response indicating finish of registration is
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received, the control unit 31 records that the biological
information of the authorized user for the part 4 has been
registered (ST28). For example, the control unit 31 stores
information indicating that the biological information of
the authorized user for the part 4 has been registered in
the authentication device 2 in the memory in the control
unit 31. The control unit 31 may determine that detachment
of the part 4 requires personal authentication when
information indicating that the biological information has
been registered is recorded.

As another example, the control unit 31 of the
apparatus main body 3 may notify finish of registration of
the biological information using the user interface 33,
when the control unit 31 receives a response indicating
finish of registration of the biological information from
the authentication device 2.

Ag described above, the authentication system
according to the embodiment is capable of registering
biological information of the user for the part attached to
the apparatus main body in the authentication device by the
first or the second registration processing. In addition,
in the first registration processing, the biological
information of the authorized user (person having unlocking
authority) of the part is registered in the authentication
device in accordance with an instruction from the
information terminal. In the second registration

processing, the biological information of the authorized
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user (person having unlocking authority) of the part
attached to the apparatus main body is registered in the
authentication device in accordance with an instruction
from the apparatus main body.

The following is an explanation of a first example
(first authentication processing) of authentication
processing of controlling lock executed with the locking
mechanism 34 of the apparatus main body 3 in accordance
with the result of biometrics authentication executed with
the authentication device 2 in the authentication system.

FIG. 5 is a timing chart for explaining first
authentication processing in the authentication-éystem
according to the embodiment.

The first authentication processing is processing of
executing biometrics authentication with the authentication
device 2 in accordance with a request from the apparatus
main body 3, and controlling lock executed with the locking
mechanism 34 in the apparatus main body 3 in accordance
with the result of the biometrics authentication.

The control unit 31 of the apparatus main body 3
detects a detachment operation (unlocking operation) as an
operation to detach the part 4 by the user (ST31). For
example, the control unit 31 detects a command to detach
the part 4 input by the user using the user interface 33 as
a detachment operation. As another example, the control
unit 31 may detect a user's operation of the release button

34a, and detect the operation of the release button 34a as
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the detachment operation.

When a detachment operation for the part 4 is detected,
the control unit 31 communicates with the authentication
device 2 with the communication unit 32, and transmits a
command requesting biometrics authentication to the
authentication device 2 (ST32). The control unit 31
transmits identification information including the part ID
of the part 4 attached to the apparatus main body 3,
together with the command requesting biometrics
authentication. In this operation, the control unit 31 may
acquire the part ID from the control chip 41 of the part 4,
or retain the part information including the part ID and
acquired when the part 4 is attached in the memory and read
the part ID retained in the memory.

In the present embodiment, authentication is executed
using the biological information of the registrant
corresponding to the part 4, but authentication may be
executed using the biological information of the registrant
associated with the apparatus main body 3. In this case,
the identification ID should include the identification
information (apparatus ID) of the apparatus main body 3.

As another example, authentication may be executed using
the biological information of the registrant corresponding
to a combination of the apparatus main body 3 and the part
4. 1In this case, the identification ID should include the
apparatus ID and the part ID.

The authentication device 2 receives a command
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requesting biometrics authentication from the apparatus
main body 3 with the second communication unit 26. When
the authentication device 2 receives the command requesting
registration of the biological information from the
apparatué main body 3, the processor 21 of the
authentication device 2 reads an image including a
fingerprint image serving as the biological information
with the biosensor 27 (ST33). In this operation, the
finger of the operator (person to be authenticated) is
placed in the reading position of the biosensor 27. As
another example, the biosensor 27 may sense placement of
the operator's finger and execute reading of an image.

The biosensor 27 transmits the read image (read image)
to the MPU 28. The MPU 28 acquires a fingerprint image
serving as the biological information included in the read
image from the biosensor 27. When the biological
information is acquired from the image read with the
biosensor 27, the MPU 28 extracts feature point information
in the acquired fingerprint image (ST34). The MPU 28
transmits the extracted feature point information as the
biological information of the operator to the processor 21.
In this manner, the processor 21 acquires feature point
information of the fingerprint image of the operator from
the MPU 28.

When the processor 21 acquires the feature point
information of the fingerprint image of the operator, the

processor 21 executes biometrics authentication by
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collating the feature point information of the fingerprint
image of the operator with the feature point information of
the fingerprint image of the registrant (ST35). The
processor 21 acquires the feature point information of the
fingerprint image of the registrant as the biological
information of the registrant corresponding to the
identification information received together with the
command. The processor 21 executes authentication
processing of collating the feature point information of
the fingerprint image read with the biosensor 27 with the
feature point information of the fingerprint image of the
registrant and determining whether the fingerprint images
belong to the same person.

For example, the processor 21 inputs the feature point
information of the fingerprint image acquired this time
with the feature point information of the fingerprint image
of the registrant to cause the MPU 28 to calculate
gsimilarity. The processor 21 acquires the calculated
similarity from the MPU 28. When the processor 21 acquires
the similarity, the processor 21 determines whether the
gimilarity exceeds a predetermined threshold (threshold
with which it is determined that the operator and the
registrant are the same person). When the similarity
exceeds the thresliold, the processor 21 identifies the
operator whose biological information has been read with
the biosensor 27 as the registrant, that is, the processor

21 determines that the pieces of the bioclogical information
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belong to the same person. When the similarity is equal to
or smaller than the threshold, the processor 21 determines
that the operator whose biological information has been
read with the biosensor 27 has not been identified as the
registrant.

When biometrics authentication by verification of
pieces of feature point information is finished, the
processor 21 transmits a response including a result of
biometrics authentication using the fingerprint image
serving as the biological information to the apparatus main
body 3 with the second communication unit 26 (ST36).

The processor 21 may display the result of biometrics
authentication on a display provided on the authentication
device 2. For example, the processor 21 may turns on a
blue LED serving as a display when biometrics
authentication succeeds, and turn on a red LED when
biometrics authentication ends in failure. As another
example, the processor 21 may turn on a LED when biometrics
authentication succeeds, and blink the LED when biometrics
authentication ends in failure.

The control unit 31 of the apparatus main body 3
receives a response indicating the result of biometrics
authentication from the authentication device 2 via the
communication unit 32. The control unit 31 executes an
operation of controlling the locking mechanism in
accordance with the result of biometrics authentication

executed with the authentication device 2 (8T37). For
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example, when the control unit 31 receives a response
indicating success in biometrics authentication from the
authentication device 2, the control unit 31 unlocks the
part 4 locked with the locking mechanism 34 to enable
detachment of the part 4. In addition, when the control
unit 31 receives a response indicating failure in
biometrics authentication from the authenticétion device 2,
the control unit 31 maintains the part 4 in the locked
state with the locking mechanism 34 to perform control to
prevent detachment of the part 4.

The control unit 31 may notify the result of
biometrics authentication executed with the authentication
device 2 or the state of the locking mechanism 34 caused in
accordance with the result of biometrics authentication,
with a display device serving as the user interface 33 or
the like. For example, when the biometrics authentication
succeeds, the control unit 31 notifies, with the user
interface 33, that the biometrics authentication has
succeeded or the part 4 is detachable. In addition, when
the biometrics authentication ends in failure, the control
unit 31 may notify, with the user interface 33, that the
biometrics authentication has ended in failure or the part
4 is not detachable.

The following is an explanation of a second example
(second authentication processing) of authentication
processing of controlling the locking mechanism of the

apparatus main body 3 in accordance with the result of
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~biometrics authentication executed with the authentication

device 2 in the authentication system.

FIG. 6 is a timing chart for explaining second
authentication procesgssing in the authentication system.

In this example, the second authentication processing
is processing of executing biometrics authentication with
the authentication device 2 in accordance with a request
from the information terminal 1, such as a smartphone
operated by the user (manager), and controlling lock of the
part 4 with the apparatus main body 34 in accordance with
the result of the biometrics authentication.

First, the control unit 11 of the information terminal
1 causes the manager who is operating the information
terminal 1 to designate the part 4 to be detached from the
apparatus main body 3 (ST41l). For example, the control
unit 11 of the infofmation terminal 1 causes the manager to
select the part to be detached from the parts registered in
advance with the UI 13. As another example, the control
unit 11 may detect the apparatus main body communicatable
with the authentication device 2 serving as fhe
communication destination, and causes the manager to select
the part serving as the target from the parts attached to
the detected apparatus main body. As another example, the
control unit 11 may cause the manager to directly input the
identification information (part ID) of the part serving as
the target with the UI 13 or the like.

As another example, the control unit 11 of the
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information terminal 1 may cause the manager to designate
the apparatus main body 3 from which the part 4 is to be
detached. For example, the control unit 11 may cause the
manager to select the apparatus main body serving as the
target from the apparatus main bodies registered in advance,
cause the manager to select the apparatus main body serving
as the target from the apparatus main bodies capable of
communicating with the authentication device 2 serving as
the communication destination, or cause the manager to
directly input the identification information (apparatus
ID) of the apparatus main body 3.

When the part 4 to be detached is designated from the
apparatus main body 3, the control unit 11 communicates
with the authentication device 2 with the communication
unit 12, and transmits a command requesting biometrics
authentication to the authentication device 2 (8T42). 1In
this operation, the control unit 11 transmits
identification information including identification
information (part ID) indicating the designated part,
together with the command requesting biometrics
authentication.

In the present embodiment, authentication is executed
using the biological information of the registrant having
authority to use the part 4, but authentication may be
executed using the biological information of the registrant
having authority to use the apparatus main body 3. In this

case, the identification information should include
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identification information (apparatus ID) of the apparatus
main body 3. As another example, authentication may be
executed using the biological information of the registrant
corresponding to a combination of the apparatus main body 3
and the part 4. 1In this case, the identification
information should include the apparatus ID and the part ID.

The authentication device 2 receives a command
requesting biometrics authentication from the information
terminal 1 with the first communication unit 25. When the
processor 21 of the authentication device 2 receives a
command requesting biometrics authentication from the
infbrmation terminal 1, the processor 21 reads an image
including a fingerprint image serving as biological
information of the operator using the biosensor 27 (ST43).
In this operation, the operator's finger is placed in the
reading position of the biosensor 27. The biosensor 27 may
sense placement of the operator's finger in the reading
position and execute reading of an image.

The biosensor 27 transmits the read image (read image)
to the MPU 28. The MPU 28 acquires a fingerprint image
serving as biological information included in the read
image from the biosensor 27. When the MPU 28 acquires
biological information from the image read with the
biosensor 27, the MPU 28 extracts feature point information
in the acquired fingerprint image (ST44). The MPU 28
transmits the extracted feature point information as the

biological information of the operator to the processor 21.
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In this manner, the processor 21 acquires feature point
information of the fingerprint image of the operator from
the MPU 28.

When the processor 21 acquires the feature point
information of the fingerprint image of the operator, the
processor 21 executes biometrics authentication by
collating the feature point information of the fingerprint
image of the operator with the feature point information of
the fingerprint image of the registrant (ST45). The
processor 21 acquires the feature point information of the
fingerprint image as the biological information of the
registrant corresponding to the identification information
received together with the command. The processor 21
executes authentication processing of collating the feature
point information of the fingerprint image of the operator
read with the biosensor 27 with the feature point
information of the fingerprint image of the registrant and
determining whether the fingerprint images belong to the
Same person.

For example, the processor 21 inputs the feature point
information of the fingerprint image of the operator
acquired this time with the feature point information of
the fingerprint image of the registrant to cause the MPU 28
to calculate similarity. The processor 21 acquires the
calculated similarity from the MPU 28. When the processor
21 acquires the similarity, the processor 21 determines

whether the similarity exceeds a predetermined threshold
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(threshold with which it is determined that the operator
and the registrant are the same person). When the
similarity exceeds the threshold, the processor 21
identifies the operator whose biological information has
been read with the biosensor 27 as the registrant, that is,
the processor 21 determines that the pieces of the
bioclogical information belong to the same person. When the
gimilarity is equal to or smaller than the threshold, the
processor 21 determines that the operator whose biological
information has been read with the biosensor 27 has not
been identified as the registrant.

When biometrics authentication by verification of
pieces of feature point inférmation is finished, the
processor 21 transmits data indicating a result of
biometrics authentication using the fingerprint image
serving as the biological information to the apparatus main
body 3 with the second communication unit 26 (ST46).

The control unit 31 of the apparatus main body 3
receives data indicating the result of biometrics
authentication from the authentication device 2 via the
communication unit 32. The control unit 31 executes an
operation of controlling lock executed with the locking
mechanism 34 in accordance with the result of biometrics
authentication executed with the authentication device 2
(ST47) .

For example, when the control unit 31 receives a

response indicating success in biometrics authentication
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from the authentication device 2, the control unit 31
unlocks the part 4 locked with the locking mechanism 34 to
enable detachment of the part 4. Iﬁ addition, when the
control unit 31 receives a response indicating failure in
biometrics authentication from the authentication device 2,
the control unit 31 maintains the part 4 in the locked
state with the locking mechanism 34 to perform control to
prevent detachment of the part 4.

In addition, the processor 21 transmits a response
indicating a result of biometrics authentication using the
fingerprint image serving as the biological information to
the information terminal 1 with the first communication
unit 25 (ST46).

The control unit 11 of the information terminal 1
receives the response indicating a result of biometrics
authentication from the authentication device 2 via the
communication unit 32. The control unit 11 notifies a
result of biometrics authentication with the authentication
device 2 (ST48). For example, when the biometrics
authentication with the authentication device 2 succeeds,
the control unit 11 notifies, with the user interface 13,
that the biometrics authentication has succeeded or the
part 4 is detachable. 1In addition, when the biometrics
authentication ends in failure, the control unit 11 may
notify, with the user interface 13, that the biometrics
authentication has ended in failure or the part 4 is not

detachable.
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Ag described above, in the authentication system
according to the embodiment, the authentication device
executing biometrics authentication is provided as an
external device different from the apparatus main body and
the part to be attached to the apparatus main body. This
structure enables operation of controlling the locking
mechanism in the apparatus main body in accordance with the
result of biometrics authentication with the authentication
device serving as the external device.

In addition, in the first authentication processing,
the authentication device executes biometrics
authentication in accordance with a request from the
apparatus main body, and the apparatus main body controls
the locking mechanism in accordance with the result of the
biometric authentication. This structure enables
biometrics authentication with the authentication device
when the apparatus main body detects an operation to unlock
the part, such as an operation of detaching the part.

In addition, in the second authentication processing,
the authentication device executes biometrics
authentication in accordance with an instruction from the
information terminal, and the apparatus main body controls
the locking mechanism in accordance with the result of the
biometric authentication. This structure enables control
of the locking state with the apparatus main body while
biometrics authentication is executed by remote operation.

The following is an explanation of a first example
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(first temporary use processing) of temporary use
processing of executing temporary use setting to set the
part 4 to be temporarily available without biometrics
authentication in the authentication system.

FIG. 7 is a timing chart for explaining first
temporary use processing in the authentication system.

Temporary use processing is processing of setting, for
example, the number of times with which use (detachment) of

the part 4 is temporarily enabled without biometrics

- authentication, as temporary use setting. In addition, the

first temporary use processing is processing of executing
biometrics authentication with the authentication device 2
in accordance with a request from the apparatus main body 3,
and executing temporary use setting when the biometrics
authentication succeeds.

The control unit 31 of the apparatus main body 3
acquires setting information of temporary use designated by
the user (ST61l). For example, the control unit 31 changes
to a temporary use setting mode in response to the user's
operation. The user inputs, for example, the number of
times with which the part 4 is can be used (can be used by
another person) without biometrics authentication as
temporary use setting using the user interface 33.

When the control unit 31 acquires setting information
of temporary use input by the user, the control unit 31
requests the authentication device 2 to execute user

authentication to verify that the user is the authorized
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user of the part 4. The control unit 31 communicates with
the authentication device 2 with the communication unit 32,
and transmits a command to request biometrics
authentication to the authentication device 2 (8T62). In
this operation, the control unit 31 transmits
identification information including the part ID of the
part 4 attached to the apparatus main body 3, together with
the command requesting biometrics authentication. In the
same manner as each processing described above, the
identification information may include identification
information (apparatus ID) of the apparatus main body 3, or
include the apparatus ID and the part ID.

The authentication device 2 receives a command
requesting biometrics authentication from the apparatus
main body 3 with the second communication unit 26. When
the processor 21 of the authentication device 2 receives a
command requesting registration of biological information
from the apparatus main body 3, the processor 21 reads an
image including a fingerprint image serving as the
biological information of the operator using the biosensor
27 (8T63). 1In this operation, the operator's finger is
placed in the reading position of the biosensor 27. As
another example, the biosensor 27 may execute reading of an
image in response to sensing of placement of the operator's
finger.

The biosensor 27 transmits the read image (read image)

to the MPU 28. The MPU 28 acquires a fingerprint image
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serving as the biological information included in the read
image from the biosensor 27. When the MPU 28 acquires
biological information from the image read with the
biosensor 27, the MPU 28 extracts feature point information
in the acquired fingerprint image (ST64). The MPU 28
transmits the extracted feature poiht information as the
biological information of the operator to the processor 21.
In this manner, the processor 21 acquires the feature point
information of the fingerprint image of the operator from
the MPU 28.

When the processor 21 acquires the feature point
information of the fingerprint image of the operator, the
processor 21 executes biometrics authentication by
collating the feature point information of the fingerprint
image of the operator with the feature point information of
the fingerprint image of the registrant (ST65). The
processor 21 specifies the registrant who is the user of
the part 4 on the basis of the identification ID received
together with the command, and acquires feature point
information of the fingerprint image of the specified
registrant. The processor 21 executes authentication
processing of collating the feature point information of
the fingerprint image of the operator read with the
biosensor 27 with the feature point information of the
fingerprint image of the registrant and determining whether
the fingerprint images belong to the same person.

For example, the processor 21 inputs the feature point
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information of the fingerprint image of the operator
acquired this time with the feature point information of
the fingerprint image of the registrant to cause the MPU 28
to calculate similarity. The processor 21 acquires the
calculated similarity from the MPU 28. When the processor
21 acquires the similarity, the processor 21 determines
whether the similarity exceeds a predetermined threshold
(threshold with which it is determined that the operator
and the registrant are the same person). When the
similarity exceeds the threshold, the processor 21
identifies the operator whose biological information has
been read with the biosensor 27 as the registrant, that is,
thé processor 21 determines that the pieces of the
biological information belong to the same person. When the
similarity is equal to or smaller than the threshold, the
processor 21 determines that the operator whose biological
information has been read with the biosensor 27 has not
been identified as the registrant.

When biometrics authentication by verification of
pieces of feature point information is finished, the
processor 21 transmits a response including a result of
biometrics authentication using the fingerprint image
serving as the biological information to the apparatus main
body 3 with the second communication unit 26 (STé6). The
processor 21 may display the result of biometrics
authentication on a display provided on the authentication

device 2 or the 1like.
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The control unit 31 of the apparatus main body 3
receives the response indicating the result of biometrics
authentication from the authentication device 2 wvia the
communication unit 32. The control unit 31 executes
temporary use setting in accordance with the result of the
biometricg authentication executed with the authentication
device 2 (ST67). For example, when the control unit 31
receives a response indicating success in biometrics
authentication from the authentication device 2, the
control unit 31 stores the setting information of temporary
use input by the user, and sets the temporary use setting
valid. In addition, when the control unit 31 receives a
response indicating failure in biometrics authentication
from the authentication device 2, the control unit 31
cancels the input temporary use setting, and notifies with
the UI 33 or the like that the temporary use setting is not
applicable.

In addition, the temporary use setting is, for example,
permitting detachment of the part 4 only the set number of
times without biometrics authentication. This is control
setting to temporarily (only the set number of times)
permit a person other than the authorized user to attach
the part 4 to another apparatus main body and use it. In
this case, the control unit 11 of the apparatus main body 3
is capable of executing control to set the lock executed
with the locking mechanism 34 free only the set number of

times to detach the part 4, as the temporary use setting.
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The following is an explanation of a second example
(second temporary use processing) of temporary use
processing of executing setting to set the part 4 to be
temporarily available without biometrics authentication in
the authentication system.

FIG. 8 is a timing chart for explaining second
temporary use processing in the authentication system.

The second temporary use processing is processing of
executing biometrics authentication with the authentication
device 2 in accordance with a request from the information
terminal 1, and executing temporary use setting of the part
4 with the apparatus main body 3 when the biometrics
authentication succeeds.

First, the control unit 11 of the information terminal
1 acquires setting information of temporary use for the
designated part 4 input using the user interface 13 (ST71).
For example, the control unit 11 of the information
terminal 1 causes the operator to select the part for which
temporary use setting is to be executed, and to input
gsetting information of temporary use for the selected part
with the user interface 13. The control unit 11 of the
information terminal 1 may cause the operator to select the
apparatus main body 3 to which the part 4 to be subjected
to temporary use setting is attached, and thereafter to
input setting information of temporary use.

When the control unit 11 acquires setting information

of temporary use, the control unit 11 communicates with the
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authentication device 2 with the communication unit 12, and
transmits a command requesting biometrics authentication to
the authentication device 2 (8T72). In this operation, the
control unit 11 transmits identification ID including the
identification information (part ID) of the part for which
temporary use setting is to be executed, together with the
command requesting biometrics authentication. The
identification ID may be identification information
(apparatus ID) of the apparatus main body 3, or include the
apparatus ID and the part ID.

The authentication device 2 receives a command
requesting biometrics authentication from the information
terminal 1 with the first communication unit 25. When the
processor 21 of the authentication device 2 receives a
command requesting biometrics authentication from the
information terminal 1, the processor 21 reads an image
including a fingerprint image serving as the biological
information using the biosensor 27 (ST73). In this
operation, the operator's finger is placed in the reading
position of the biosensor 27. As another example, the
biosensor 27 may execute reading of an image in response to
sensing of placement of the operator's finger in the
reading position.

The biosensor 27 transmits the read image (read image)
to the MPU 28. The MPU 28 acquireg a fingerprint image
gserving as the biological information of the operator

included in the read image from the biosensor 27. When the
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MPU 28 acquires biological information from the image read
with the biosensor 27, the MPU 28 extracts feature point
information in the acquired fingerprint image (ST74). The
MPU 28 transmits the extracted feature point information as
the biological information of the operator to the processor
21. In this manner, the processor 21 acquires the feature
point information of the fingerprint image of the operator
from the MPU 28.

When the processor 21 acquires the feature point
information of the fingerprint image of the operator, the
processor 21 executes biometrics authentication by
collating the feature point information of the fingerprint
image of the operator with the feature point information of
the fingerprint image of the registrant (ST75). The
processor 21 specifies the registrant who is the user of
the part 4 on the basis of the identification ID received
together with the command, and acquires feature point
information of the fingerprint image of the specified
registrant. The processor 21 executes authentication
processing of collating the feature point information of
the fingerprint image read with the biosensor 27 with the
feature point information of the fingerprint image of the
registrant and determining whether the fingerprint images
belong to the same person.

For example, the processor 21 inputs the feature point
information of the fingerprint image acquired this time

with the feature point information of the fingerprint image
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of the registrant to cause the MPU 28 to calculate
similarity. The processor 21 acquires the calculated
similarity from the MPU 28. When the processor 21 acquires
the similarity, the processor 21 determines whether the
similarity exceeds a predetermined threshold (threshold
with which it is determined that the operator and the
registrant are the same person). When the similarity
exceeds the threshold, the processor 21 identifies the
operator whose biological information has been read with
the biosensor 27 as the registrant, that is, the processor
21 determines that the pieces of the biological information
belong to the same person. When the similarity is equal to
or smaller than the threshold, the processor 21 determines
that the operator whosgse biological information has been
read with the biosensor 27 has not been identified as the
registrant.

When personal authentication with biological
information is finished, the processor 21 transmits a
response indicating a result of biometrics authentication
using the fingerprint image serving as the biological
information to the information terminal 1 with the first
communication unit 25 (8ST76).

The control unit 11 of the information terminal 1
receives the response indicating the result of biometrics
authentication from the authentication device 2 wvia the
communication unit 32.

After the control unit 11 receives the result of
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biometricg authentication, when the biometrics
authentication with the authentication device 2 succeeds,
the control unit 11 transmits the setting information of
temporary use to the apparatus main body 3 via the
authentication device 2 (ST78). When the biometrics
authentication ends in failure, the control unit 11
notifies, with the user interface 13, that the biometrics
authentication has ended in failure or the temporary use
setting is impossible. 1In this operation, the control unit
11 may notify, with the user interface 13, that the
biometrics authentication has succeeded or temporary
setting is set, when biometrics authentication with the
authentication device 2 succeeds.

In addition, after biometrics authentication with the
authentication device 2 succeeds, the control unit 31 of
the apparatus main body 3 acquires setting information of
temporary setting from the information terminal 1. When
the control unit 31 acquires setting information of
temporary setting, the control unit 31 executes temporary
use setting to enable temporary use of the part 4 on the
basis of the acquired setting information (ST77).

The control unit 11 of the information terminal-1 may
transmit setting information of temporary use setting
together with a command regquesting biometrics
authentication. In this case, the processing at ST78
should be omitted, and the authentication device 2 should

transmit setting information of temporary use setting to
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the apparatus main body 3 when biometrics authentication
succeeds. |

The following is an explanation of a control example
of the locking mechanism 34 in accordance with temporary
ugse getting in the apparatus main body 3 in the
authentication system according to the embodiment.

FIG. 9 is a flowchart for explaining a control example
of the locking mechanism 34 in accordance with temporary
use getting in the apparatus main body 3.

In this example, an explanation is made on the
assumption that the temporary use setting is setting the
number of times (the permissible number of times of
temporary use) which the part 4 can be detached without
personal authentication. In addition, suppose that the
control unit 11 counts the number of times (the number of
times of temporary use) with which the part 4 has been
detached without personal authentication, with a counter
(temporary use counter) set on the memory in the control
unit 11.

The control unit 31 of the apparatus main body 3
detects user's execution of a detachment operation
(unlocking operation) to detach the part 4 (ST81). When
the control unit 31 detects a detachment operation for the
part 4, the control unit 31 determines whether personal
authentication to detach the part 4 is unnecessary (ST82).
For example, in the case where the permissible number of

times of temporary use is set, the control unit 31
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determines that personal authentication is unnecessary when
the number of times of temporary use counted with the
temporary use counter is equal to or smaller than the
permissible number of times of temporary use. When the
number of times of temporary use exceeds the permissible
number of times of temporary use or when no permissible
number of times of temporary use is set, the control unit
31 determines that pefsonal authentication is necessary.

When the control unit 31 determines that personal
authentication is unnecessary (YES at 8T82), the control
unit 31 counts up with the temporary use counter (ST83) and
unlocks the part 4 locked with the locking mechanism 34 to
enable detachment of the part 4 (ST84). In this manner,
the apparatus main body 3 enables detachment of the part 4
without personal authentication, as long as the number of
time of temporary use is equal to or smaller than the
permissible number of times of temporary use. The control
unit 11 may counts up with the temporary use counter when
the control unit 11 detects detachment of the part 4.

In addition, when the control unit 31 determines that
personal authentication is necessary (NO at ST82), the
control unit 31 requests the authentication device 2 to
execute biometrics authentication via the communication
unit 32 (ST85). For example, the control unit 31 acquires
a result of biometrics authentication executed with the
authentication device 2 by processing similar to the

processing at ST32 to ST37 described above. When



biometrics authentication with the authentication device 2
succeeds (YES at ST86), the control unit 31 unlocks the
part 4 locked with the locking mechanism 34 to enable
detachment of the part 4 (ST84). In addition, when
biometrics authentication with the authentication device 2
succeeds (NO at ST86), the control unit 31 maintains the
part 4 in the locked state with the locking mechanism 34,
and notifieg, with the user interface 33, that the part 4
cannot be detached because identidy verification is
impossible (ST87) .

The processing described above enables the apparatus
main body in the authentication system to execute temporary
gsetting enabling detachment of the part without personal
authentication, and permits detachment of the attached part
without personal authentication under the temporary setting
condition. With this structure, the authentication system
enables temporary detachment of the part attached to the
apparatus main body without personal authentication, and
enables use of the part by a person other than the
authorized user.

The following is an explanation of a first example
(first deletion processing) of deletion processing of
deleting biological information registered in the
authentication device 2 in the authentication system.

FIG. 10 1is a timing chart for explaining first
deletion processing in the authentication system.

In this example, suppose that the first deletion
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processing is processing of deleting the biological
information of the authorized user for the part 4 having
been registered in the authentication device 2, in
accordance with a request from the information terminal 1,
such as a smartphone operated by the user (manager).

First, the manager designates identification
information corresponding to the biological information
serving as the deletion target using the user interface 13
of the information terminal 1, and commands deletion of the
biological information. For example, the control unit 11
of the information terminal 1 causes the manager to
designate the part serving as the target using the user
interface 13, and causes the manager to command deletion of
the biological information registered in associated with
the part. In this operation, the control unit 11 may cause
the manager to select the part for which the biological
information is to be deleted from the parts for which the
biological information have been registered, or may cause
the manager to input the part ID of the part serving as the
deletion target. In this case, the control unit 11 should
acquire the part ID indicating the part corresponding to
the biological information as the identification
information corresponding to the biological information
serving as the deletion target.

In addition, when the biological information is
registered in association with the apparatus ID, the

control unit 11 may cause the manager to designate the
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apparatus main body corresponding to the biological
information serving as the deletion target, and use the
apparatus ID of the designated apparatus main body as the
identification information corresponding to the biological
information serving as the deletion target. As another
example, when the biological information is registered in
association with user information, such as the user name,
the control unit 11 may cause the manager to designate the
user having the biological information serving as the
deletion target, and use user information of the designated
user as the identification information corresponding to the
biological information serving as the deletion target.

The control unit 11 of the information terminal 1
acquires identification information corresponding to the
biological information serving as the deletion target and
designated with the user interface 13 (ST101l). When the
control unit 11 acguires the identification information
corresponding to the biological information serving as the
deletion target, the control unit 11 communicates with the
authentication device 2 with the communication unit 12, and
transmits a command requesting deletion of biological
information corresponding to the acquired identification
information to the authentication device 2 (8T102).

The authentication device 2 receives the command from
the information terminal 1 with the first communication
unit 25. When the command received from the information

terminal 1 is a command requesting deletion of biological
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information, the processor 21 of the authentication device
2 executes deletion processing for biological information.
The processor 21 of the authentication device 2 executes
biometrics authentication authenticating the registrant
onegelf in the deletion processing for biological
information.

Specifically, the processor 21 causes the biosensor 27
to acquire a fingerprint image serving as biological
information. For example, the processor 21 starts the
biosensor 27 via the MPU 28 or the like. In this operation,
suppose that deletion of biological information is éxecuted
when biometriés authentication has verified that the
operator is the registrant oneself. For this reason, the
person (registrant) who is going to deleting the biological
information is supposed to place the finger on which a
fingerprint is formed in a predetermined reading position
in the biosensor 27.

The person (registrant) who is going to deleting the
biological information may be the same person as, or a
different person from, the manager who is operating the
information terminal 1. The latter case achieves an
operation in which the manager who is not the registrant
causes the registrant to execute biometrics authentication
while performing remote operation with the information
terminal 1.

The biosensor 27 starts in accordance with an

instruction from the processor 21. The started biosensor
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27 acquires a read image including a fingerprint image from
the person's finger placed in the predetermined reading
position (ST103). The biosensor 27 transmits the acquired
read image to the MPU 28. The MPU 28 acguires a
fingerprint image from the read image from the biosensor 27,
and extracts feature point information in the acquired
fingerprint image (ST104). The MPU 28 transmits the
extracted feature point information as biological
information of the registrant to the processor 21.

The processor 21 acquires feature point information of
the fingerprint image read with the biosensor 27 from the
MPU 28. When the processor 21 acquires feature point
information of the fingerprint image read with the
biosensor 27, the processor 21 executes biometrics
authentication by collating the feature point information
of the read fingerprint image with the feature point
information of the fingerprint image of the registrant
(8T105) . The processor 21 acquires the feature point
information of the fingerprint image serving as the
biological information of the registrant corresponding to
the identification information received together with the
command. The processor 21 executes biometrics
authentication of collating the feature point information
of the fingerprint image read with the biosensor 27 with
the feature point information of the fingerprint image of
the registrant and determining whether the fingerprint

images belong to the same person on the basis of whether
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the similarity is larger than or smaller than the set
threshold.

When the biometrics authentication succeeds, the
processor 21 deletes the biological information of the
registrant (106). The processor 21 deletes the feature
point information of the fingerprint image of the
registrant registered as a template in the data memory 24.
As another example, the processor 21 may write that the
feature point information (biological information) of the
fingerprint image of the registrant is invalid.

When the procesgsor 21 deletes biological information
(biological information of the registrant) corresponding to
the designated identification information, the processor 21
transmits a response indicating deletion of biological
information corresponding to the designated identification
information to the information terminal 1 via the first
communication unit 25 (ST107).

When the control unit 11 of the information terminal 1
receives the response indicating finish of deletion of the
biological information from the authentication device 2 via
the communication unit 12, the control unit 11 notifies the
manager (operator of the information terminal 1) of finish
of registration of the biological information using the
user interface 13 (ST108).

The processor 21 of the authentication device 2 also
notifies the apparatus main body 3 of deletion of the

biological information of the authorized user for the part
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4 via the second communication unit 26 (ST107). The
apparatus main body 3 receives the notification of deletion
of the biological information with the communication unit
32. When the control unit 31 of the apparatus main body 3
receivesg the notification of deletion of the biological
information, the control unit 31 records deletion of the
biological information of the authorized user for the part
4 (ST109).

For example, the control unit 31 records information
indicating that the biological information of the
authorized user for the part 4 has been deleted (no
authorized users are registered) in the memory in the
control unit 31. This structure enables the control unit
31 to determine that biclogical information of a new
authorized user can be registered for the part 4, when it
ig recorded that no biological information of the
authorized user is registered (biological information has
been deleted).

The following is an explanation of a second example
(second deletion processing) of deletion processing of
deleting biological information registered in the
authentication device 2 in the authentication system.

FIG. 11 is a timing chart for explaining second
deletion processing for biological information in the
authentication system.

In this example, suppose that the second deletion

processing is processing of deleting the biological
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information registered in the aﬁthentication device 2, in
accordance with a request from the apparatus main body 3
operated by the user.

First, the user commands deletion of the biological
information by operating the user interface 33 in the
apparatus main body 3 in a state in which the part 4 is
attached thereto. The user (supposing that the user is the
registrant herein) who has commanded deletion of the
biological information places one's finger provided with a
fingerprint to be registered in a reading position of the
biogsensor 27 in the authentication device 2.

The control unit 31 of the apparatus main body 3
acquires identification information corresponding to the
biological information serving as the deletion target
(ST111l). 1In this example, the control unit 31 acquires
part information including the part ID of the attached part
4, as the identification information corresponding to the
biological information gerving as the deletion target.

When the control unit 31 acguires the identification
information corresponding to the biological information
serving as the deletion target, the control unit 31
designates the acquired identification information, and
transmits a command requesting deletion of the biological
information corresponding to the designated identification
information to the authentication device 2 communicating
with the communication unit 32 (ST112).

The authentication device 2 receives the command
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requesting registration of the biological information from
the apparatus main body 3 with the second communication
unit 26. When the processor 21 of the authentication
device 2 receives a command requesting registration of the
biological information from the apparatus main body 3, the
processor 21 executes deletion of the biological
information by processing similar to those at ST103 to
ST106 described above (ST113 to ST116).

When the proceggor 21 deletes the biological
information, the processor 21 transmits a response
indicating finish of deletion of the biological information
of the authorized user for the part 4 to the apparatus main
body 3 via the second communication unit 26 (ST117).

The control unit 31 of the apparatus main body 3
receives the response indicating deletion of the biological
information from the authentication device 2 wvia the
communication unit 32. When the control unit 31 receives
the response indicating deletion of the biological
information, the control unit 31 records deletion of the
biological information of the authorized user for the part
4 (ST118). For example, the control unit 31 records
information indicating that the biological information of
the authorized user for the part 4 has been deleted (no
authorized users are registered) in the memory in the
control unit 31. This structure enables the control unit
31 to determine that bioclogical information of a new

authorized user can be registered for the part 4, when it
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ig recorded that no biological information of the
authorized user is registered (biological information has
been deleted).

With the first and the second deletion processing
described above, the authentication system is enabled to
delete the biological information of the authorized user
for the part attached to the apparatus main body, and set
the system to a state in which no authorized users for the
part are registered. This structure enables the
authentication system to not only strictly control the
authorized user for the part with the biological
information but also delete the biological information of
the authorized user authenticated by biometrics
authentication. This structure enables easily reset of the
authorized user for the part to transfer the part 4 to
another person and/or sell .the part 4 to a third person.

The following is an explanation of a first example
(first transfer processing) of transfer processing of
transferring (transferring the part to another person) the .
usage authority with biological information registered in
the authentication device 2 in the authentication system.

FIG. 12 is a a timing chart for explaining first
transfer processing in the authentication system.

Transfer of the usage authority can be achieved by
executing the deletion processing and the registration
processing described above, but transfer processing

achieving the procedures for transferring the usage
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authority as a series of processes can be executed in the
authentication system according to the present embodiment.
As the first transfer processing, a processing example will
be explained hereinafter. In the processing example, the
usage authority for the part 4 registered in the
authentication device 2 is transferred from the transferor
(the current authorized user) to the transferee (new
authorized user) in accordance with a request from the
info;mation terminal 1, such as a smartphone operated by
the user (manager).

First, the manager designates identification
information indicating the part serving as the transfer
target using the user interface 13 of the information
terminal 1, and commands transfer (transfer of the usage
authority) of the part. For example, the control unit 11
of the information terminal 1 causes the manager to
designate the part serving as the transfer target using the
user interface 13, and causes the manager to command
transfer of the usage authority of the part. The control
unit 11 may cause the manager to select the part to be
transferred from the parts for which the biological
information has been registered, or to input the part ID of
the part serving as the transfer target.

In addition, when the biological information is
registered in association with the apparatus ID, the
control unit 11 may cause the manager to designate the

apparatus main body serving as the transfer target, and use
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the apparatus ID of the designated apparatus main body as
the identification information corresponding to the
biological information serving as the transfer target. As
another example, when the biological information is
registered in association with user information, such as
the user name of the authorized user, the control unit 11
may cause the manager to designate the user who is the
authorized user of the part serving as the transfer target,
and set the part usage authority of which is set for the
designated user as the transfer target.

The control unit 11 of the information terminal 1

acquires a request to execute transfer processing

designating identification information indicating the paft
serving ag the transfer target and input with the user
interface 13 (ST121). When the control unit 11 acquires
the identification information indicating the part serving
as the transfer target, the control unit 11 transmits a
command requesting transfer processing for the part
indicated with the acquired identification information to
the authentication device 2 communicating with the
communication unit 12 (8T122).

The authentication device 2 receives the command from
the information terminal 1 with the first communication
unit 25. When the command received from the information
terminal 1 is a command requesting transfer of the part,
the processor 21 of the authentication device 2 verifies

first that the transferor is the registrant oneself by
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biometrics authentication.

Specifically, the processor 21 acquires a fingerprint
image serving as biological information of the transferor
using the biosensor 27 (ST123). For example, the processor
21 starts the biosensor 27 via the MPU 28 or the like. 1In
this operation, the transferor places the finger on which a
fingerprint is formed in a predetermined reading position
in the biosensor 27, and the processor 21 acquires a read
image including the fingerprint image of the transferor
with the biosensor 27.

The transferor (registrant) may be the same person as,
or a different person from, the manager who is operating
the information terminal 1. The latter case achieves an
operation in which the manager who is not the transferor
operates the information terminal 1 to cause the registrant
to execute biometrics authentication.

The biosensor 27 starts in accordance with an
ingtruction from the processor 21. The started biosensor
27 acquires a read image including a fingerprint image from
the person's finger placed in the predetermined reading
position. The MPU 28 acquires a fingerprint image from the
read image from the biosensor 27, and extracts feature
point information in the acquired fingerprint image (ST124).
The MPU 28 transmits the extracted feature point
information as biological information of the registrant to
the processor 21.

The processor 21 acquires feature point information
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extracted from the fingerprint image read with the
biosensor 27 with the MPU 28. When the processor 21
acquires feature point information of the fingerprint image
read with the biosensor 27, the processor 21 executes
biometrics authentication by collating the feature point
information of the read fingerprint image with the feature
point information of the fingerprint image of the
registrant (ST125). The processor 21 executes, for the
transferor, biometrics authentication of specifying the
biological information of the registrant corresponding to
the identification information received together with the
command, collating the feature point information of the
fingerprint image of the specified registrant with the
feature point information of the fingerprint image read
with the biosensor 27, and determining whether the
fingerprint images belong to the same person on the basis
of whether the similarity is larger than or smaller than
the threshold.

When biometrics authentication for the transferor is
finished, the processor 21 transmits a response indicating
a result of biometrics authentication indicating whether
the transferee is the registrant to the information
terminal 1 via the first communication unit 25 (ST126).

The control unit 11 of the information terminal 1
receives the response indicating the result of biometrics
authentication for the transferor from the authentication

device 2 wvia the communication unit 12. When the control
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unit 11 receives the response indicating the result of
biometrics authentication, the control unit 11 determines
whether it has been verified that the transferee is the
registrant. When it fails to verify that the transferor is
the registrant, the control unit 11 finishes the transfer
processing because biometrics authentication for the
transferor is impossible.

When biometrics authentication with the authentication
device 2 verifies that the transferor is the registrant,
the control unit 11 receives a command to execute transfer
from the manager using the user interface 13. When a
command to execute transfer is input, the control unit 11
transmits the command to execute transfer to the
authentication device 2 (8T127). In addition to
transmission of the command to execute transfer to the
authentication device 2, the control unit 11 executes
guidance with the user interface 13 or the like to cause
the biosensor to read biological information of the
transferee. In accordance with such guidance, the
transferee places one's finger having a fingerprint for
registration in the reading position of the biosensor 27.

By contrast, when the processor 21 of the
authentication device 2 receives the command to execute
transfer from the information terminal 1 with the first
communication unit 25, the processor 21 acquires the
fingerprint image serving as the biological information of

the transferee using the biosensor 27. For example, the
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processor 21 starts the biosensor 27 via the MPU 28 or the
like, and the biosensor 27 acquires a read image including
a fingerprint image of the transferee's finger placed in
the reading position (ST128). The biosensor 27 transmits
the acquired read image to the MPU 28. The MPU 28 acquires
the fingerprint image from the read image from the
biosensor 27. The MPU 28 extracts feature point
information in the acquired fingerprint image (ST129). The
MPU 28 transmits the extracted feature point information as
biological information of the transferee to the processor
21.

When the processor 21 acquires feature point
information of the fingerprint image from the MPU 28, the
processor 21 generates a template (data acquired by
extracting feature points for biometrics authentication) on
the basis of the acquired feature point information of the
fingerprint image. When the processor 21 generates a
template, the processor 21 stores (registers) the generated
template as biological information of the transferee in
association with the identification information in the data
memory 24 (ST130). In this case, the processor 21 deletes
the biological information of the transferor having already
been registered in association with the identification
information (ST131). 1In this manner, the biological
information registered in association with the
identification information is rewritten from the biological

information of the transferor to the biological information
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of the transferee. Specifically, because the biological
information of the registrant corresponding to the
identification information is changed to the biological
information of the transferee, transfer of the usage
authority of the part indicated with the identification
information is finished.

When the transfer is finished, the processor 21
transmits a response indicating finish of transfer
(rewriting of biological information of the registrant) of
the usage authority corresponding to the designated
identification information to the information terminal 1
via the first communication unit 25 (ST132).

The control unit 11 of the information terminal 1
receives the response indicating finish of transfer from
the authentication device 2 with the communication unit 12.
When the control unit 11 receives the response indicating
finish of transfer, the control unit 11 notifies the
manager (operator of the information terminal 1) of finish
of transfer of the usage authority with the user interface
33 or the like (ST133).

In addition, when transfer is finished, the processor
21 also notifies the apparatus main body 3 to which the
part 4 indicated with the identification information is
attached of finish of transfer (rewriting of biological
information of the registrant) of the usage authority via
the second communication unit 26 (ST132).

The apparatus main body 3 receives the notification
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indicating finish of transfer from the authentication
device 2 with the communication unit 32. When the control
unit 31 of the apparatus main body 3 receives the
notification of finish of transfer from the authentication
device 2, the control unit 31 records that the biological
information of the authorized user for the attached part 4
has been changed (transferred) (ST134). As another example,
the control unit 31 may notify finish of transfer of the
usage authority with the user interface 33 or the like.

The following is an explanation of a second example
(second transfer processing) of transfer processing of
transferring (transferring the part to another person) the
usage authority with biological information registered in
the authentication device 2 in the authentication system.

FIG. 13 is a timing chart for explaining second
transfer processing in the authentication system.

As the second transfer processing, a processing
example will be explained hereinafter. In the processing
example, the usage authority for the part 4 registered in
the authentication device 2 is transferred from the
transferor (the current authorized user) to the transferee
(new authorized user) in accordance with a regquest from the
apparatus main body 3 operated by the user.

First, the user commands transfer (transfer of the
usage authority) of the part 4 attached to the apparatus
main body 3 by operating the user interface 33. The user

(supposing that the user is the registrant herein) who has
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commanded transfer places one's finger provided with a
fingerprint to be registered in a reading position of the
biosensor 27 in the authentication device 2.

The control unit 31 of the apparatus main body 3
acquires identification information indicating the part 4
in accordance with the transfer instruction input with the
user interface 33 (ST1l41), and transmits a command
requesting transfer of the part indicated with the acquired
identification information to the authentication device 2
communicating with the communication unit 12 (ST142).

The authentication device 2 receives the command from
the information terminal 1 with the first communication
unit 25. When the command received from the information
terminal 1 is a command requesting transfer of the part,
the processor 21 of the authentication device 2 acquires a
fingerprint image serving as the biological information of
the transferor using the biosensor 27 to verify that the
transferor is the registrant oneself by biometrics
authentication (ST143).

The biosensor 27 starts in accordance with an
instruction from the processor 21, and acquires a read
image including a fingerprint image from the person's
finger placed in the predetermined reading position. The
MPU 28 acquires a fingerprint image from the read image
from the biosensor 27, and extracts feature point
information in the acquired fingerprint image (ST144). The

MPU 28 transmits the extracted feature point information as
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biological information of the registrant to the processor
21.

The processor 21 acquires feature point information
extracted from the fingerprint image read with the
biosensor 27 with the MPU 28. When the processor 21
acquires feature point information of the fingerprint image
read with the biosensor 27, the processor 21 executes
biometrics authentication by collating the feature point
information of the read fingerprint image with the feature
point information of the fingerprint image of the
registrant (8T145). The processor 21 executes, for the
transferor, biometrics authentication of collating the
feature point information of the fingerprint image of the
registrant serving as the biological information of the
registrant corresponding to the identification information
received together with the command with the feature point
information of the fingerprint image read with the
biosensor 27 and determining whether the fingerprint images
belong to the same person.

When biometrics authentication for the transferor is
finished, the processor 21 transmits a response indicating
a result of biometrics authentication indicating whether
the transferee has been specified or verified as the
current registrant to the information terminal 1 via the
second communication unit 26 (ST146).

The control unit 31 of the apparatus main body 3

receives the response indicating the result of biometrics
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authentication for the transferor from the authentication
device 2 via the communication unit 32. When the control
unit 31 receiveg the response indicating the result of
biometrics authentication, and when biometrics
authentication fails to verify that the transferor is the
current registrant, the control unit 31 finishes the
transfer processing because biometrics authentication for
the transferor is impossible. In this case, the control
unit 31 may provide guidance indicating that transfer is
impossible because biometrics authentication for the

transferor is impossible.

When biometrics authentication with the authentication

device 2 verifies that the transferor is the current

registrant, the control unit 31 receives a command

(verification of execution of transfer) to execute transfer

from the manager using the user interface 33. When a
command to execute transfer is input, the control unit 31
transmits the command to execute transfer to the
authentication device 2 (ST147). In addition to
transmission of the command to execute transfer to the
authentication device 2, the control unit 31 executes
guidance with the user interface 33 or the like to cause
the biosensor 27 to read biological information of the
transferee. 1In accordance with such guidance, the
transferee places one's finger having a fingerprint for
registration in the reading position of the biosensor 27.

By contrasgt, the processor 21 of the authentication
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device 2 receives the command to execute transfer from the
apparatus main body 3 with the second communication unit 26.
When the processor 21 receives the command to execute
transfer, the processor 21 acquires the fingerprint image
serving ag the biological information of the transferee
using the biosensor 27. For example, the processor 21
starts the biosensor 27 via the MPU 28 or the like to
execute a read image including a fingerprint image of the
transferee's finger placed in the reading position with
the biosensor 27 (ST148). The biosensor 27 transmits the
acquired read image to the MPU 28. The MPU 28 acquires the
fingerprint image from the read image from the biosensor 27.
The MPU 28 extracts feature point information in the
acquired fingerprint image (ST149). The MPU 28 transmits
the extracted feature point information as biological
information of the transferee to the processor 21.

When the processor 21 acquires feature point
information of the fingerprint image from the MPU 28, the
processor 21 generates a template (data acquired by
extracting feature points for biometrics authentication) on
the basis of the acquired feature point information of the
fingerprint image. When the processor 21 generates a
template, the processor 21 stores (registers) the generated
template as biological information of the transferee in
association with the identification information in the data
memory 24 (ST150). In this case, the processor 21 deletes

the bioclogical information of the transferor having already
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been registered in association with the identification
information (ST151). In this manner, the biological
information registered in association with the
identification information is rewritten from the bioclogical
information of the transferor to the biological information
of the transferee. Specifically, because the biological
information of the registrant corresponding to the
identification information is changed to the biological
information of the transferee, transfer of the usage
authority of the part indicated with the identification
information is finished.

When the transfer is finished, the processor 21
transmits a response indicating finish of transfer
(rewriting of biological information of the registrant) of
the usage authority corresponding to the designated
identification information to the apparatus main body 3 via
the second communication unit 26 (ST152).

The control unit 31 of the apparatus main body 3
receives the response indicating finish of transfer from
the authentication device 2 with the communication unit 32.
When the control unit 31 receives the response indicating
finish of transfer, the control unit 31 records change
(transfer) of the biological information of the authorized
user for the attached part 4 (ST153). As another example,
the control unit 31 may notify finish of transfer of the
usage authority with the user interface 33 or the like.

By the first and the second transfer processing
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described above, the authentication system is enabled to
rewrite the biological information of the authorized user
for the part attached to the apparatus main body from the
biological information of the transferor (the current
registrant) to the biological information of the transferee
(new registrant). This structure enables the
authentication system to transfer the usage authority for
the part attached to the apparatus main body from the
transferor to the transferee (new registrant).
Specifically, this structure enables the authentication
system according to the embodiment to not only strictly
control the authorized user for the part with the
biological information but also rewrite the biological
information of the registrant to the biological information
of the transferee after verification of the transferor by
biometrics authentication. This structure enables transfer
of the part without deterioration of security for the part.

The embodiment described above illustrates the mode of
controlling lock for the part, such as a lens, attached to
the apparatus main body being a camera or the like, but the
structure of controlling the locking mechanism included in
the apparatus main body by biometrics authentication with
the authentication device is not limited to the example
described above. Specifically, the authentication system
according to the embodiment described above may be applied
to any system, as long as the locking mechanism is a

mechanism capable of controlling the apparatus capable of
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communicating with the authentication device.

For example, the authentication system described above
may be applied to a system controlling a locking mechanism
of a locker or a case or the like. As a specific example,
the authentication system may be applied to an operation in
a nursing care place. In the operation, the care giver
operates the information terminal to cause the
authentication device to read the biological information of
the care receiver. This structure enables control of the
lock, such as an electronic key of the locker the usage
authority of which is set for the care receiver. Such
operation achieves operation of controlling the locker of
the care receiver, which is difficult to operate carélessly,
with the biological information of the care receiver by
supporting the movement of the care receiver by the care
giver while using the information terminal. Such operation
enables operation of the locker or the like while security
is maintained with the biological information with support
by the care giver.

Some embodiments of the present invention have been
described above, but the embodiments have been presented as
examplesg, and are not intended to limit the scope of the
invention. These novel embodiments can be carried out in
other various forms, and various omissions, replacement,
and changes are possible within the range not departing
from the gist of the invention. The embodiments and/or

modifications thereof are included in the scope and/or the



gist of the invention, and included in the inventions in

the claims and the range equivalent thereto.
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CLAIMS

1. An authentication device comprising:

an apparatus main body interface communicating with an
apparatus main body controlling a locking mechanism;

a memory storing therein bioclogical information of a
registrant having authority to release lock executed with
the locking mechanism;

a biosensor acquiring biological information of an
operator;

a processor transmitting information that the operator
has been authenticated as the registrant with the
biological information to the apparatus main body with the
apparatus main body interface and controlling the locking
mechanism, when the processor determines that the
biological information acquired with the biosensor and the
biological information of the registrant stored in the
memory are pieces of biological information of the same
person; and

an information terminal interface communicating with
an information terminal, wherein

the processor stores biological information acquired
using the biosensor in accordance with a command from the
information terminal communicating with the information
terminal interface as the biological information of the

registrant in the memory.
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2. The authentication device according to claim 1,
wherein

when the processor receives a setting request of
temporary use for the locking mechanism from the
information terminal with the information terminal
interface, the processor sets setting information of the
temporary use in the apparatus main body when processor
determines that the bioclogical information acquired with
the biosensor and the biological information of the
registrant stored in the memory are pieces of biological

information of the same person.

3. The authentication device according to claim 1 or 2,
wherein

when the processor receives a request to transfer the
authority from the information terminal with the
information terminal interface, the processor acquires
biological information of a transferee of the authority
with the biosensor and rewrites the biological information
of the registrant from biological information of a
transferor to the biological information of the transferee
when the processor determines that the biological
information of the transferor acquired with the biosensor
and the biological information of the registrant stored in
the memory are pieces of biological information of the same

person.
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4. The authentication device according to claim 1,
wherein the processor stores biological information
acquired using the biosensor in accordance with a command
from the apparatus main body communicating with the
apparatus main body interface as the biological information

of the registrant in the memory.

5. The authentication device according to any one of
claims 1 to 4, wherein

when the processor receives a setting request of
temporary use for the locking mechanism from the apparatus
main body with the apparatus main body interface, the
processor sets setting information of the temporary use in
the apparatus main body when the processor determines that
the biological information acquired with the biosensor and
the biological information of the registrant stored in the
memory are pieces of biological information of the same

person.

6. The authentication device according to any one of
claims 1, 4, and 5, wherein

when the processor receives a request to transfer the
authority from the apparatus main body with the apparatus
main body interface, the processor acquires biological
information of a transferee of the authority with the

biosensor and rewrites the biological information of the
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registrant from biological information of a transferor to
the biological information of the transferee when the
processor determines that the biological information of the
transferor acquired with the biosensor and the biological
information of the registrant stored in the memory are

pieces of biological information of the same person.

7. An authentication system comprising an apparatus main
body and an authentication device,

the authentication device including:

an apparatus main body interface communicating with
the apparatus main body;

a memory storing therein bioclogical information of a
registrant having authority to release lock executed with a
locking mechanism;

a biosensor acquiring biological information of an
operator; and

a processor transmitting information that the operator
has been authenticated as the registrant to the apparatus
main body with the apparatus main body interface, when the
processor determines that the biological information
acquired with the biosensor and the biological information
of the registrant stored in the memory are pieces of
biological information of the same person; and

an information terminal interface communicating with
an information terminal, wherein

the processor stores biological information acquired
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using the biosensor in accordance with a command from the
information terminal communicating with the information
terminal interface as the biological information of the
registrant in the memory,

the apparatus main body including:

an authentication device interface communicating with
the authentication device; and

a control unit requesting the authentication device to
execute biometrics authentication when an operation to
release lock executed with the locking mechanism is
detected, and releasing the lock executed with the locking
mechanism when the control unit receives information that
the operator has been authenticated as the registrant from

the authentication device.

8. An authentication system comprising an information
terminal, an apparatus main body, and an authentication
device,

the authentication device including:

an apparatus main body interface communicating with
the apparatus main body;

an information terminal interface communicating with
the information terminal;

a memory storing therein bioclogical information of a
registrant having authority to release lock executed with a
locking mechanism;

a biosensor acquiring biological information of an



10

15

20

25

MCSLLP

operator; and

a processor transmitting information that the operator
has been authenticated as the registrant to the apparatus
main body with the apparatus main body interface, when the
processor determines, in accordance with a request of
biometrics authentication for the registrant, that the
biological information acquired with the biosensor and the
biological information of the registrant stored in the
memory are pieces of biological information of the same
person, the request being received from the information
terminal with the information terminal interface,

wherein the processor stores biological information
acquired using the biosensor in accordance with a command
from the information terminal communicating with the
information terminal interface as the biological
information of the registrant in the memory,

the information terminal including:

a first authentication device interface communicating
with the authentication device;

a user interface receiving an operation instruction
input by a user; and

a first control unit requesting the authentication
device to execute biometrics authentication with the first
authentication device interface, when a command requesting
release of lock executed with the locking mechanism is
input to the user interface,

the apparatus main body including:
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a second authentication device interface communicating
with the authentication device; and

a second control unit releasing lock executed with the
locking mechanism, when the second control unit receives
information that the operator has been authenticated as the

registrant from the authentication device.



