WD 2004/ 001620 PCT/ US2003/ 011498 METHOD AND STRUCTURE FOR
AUTOCONFI GURATI ON OF OVERLAY NETWORKS BY AUTOVATI C SELECTION OF A NETWORK
DESI GNATBEROR@JTERR20 DESCRI PTI ON 5 BACKGROUND OF THE | NVENTIUSD03/011498
Cross-Reference to Rel ated Applications The present Application is rel ated
to the follow ng co-pending applications: 10 U S. Patent Application No.
10/ ,, filed on, to Boivie et al., entitled "METHOD AND STRUCTURE FOR AN
AUTOCONFI GURATYIBT HOEX AN SEREG RERINEOR AVTQCONFIURATHONO 20010621 US
1; and U. S. PaORMOVAERLAX{NETWORKS/BY AUTIOMaTHO SELBCTI®NoI vi e et
al., entitled "METHOD TSSO RK GNAPEPN ON OF NETWORK
DESTI NATI ONS", havi ng(ﬁg% ISDocket YOQ?ZS(%OlOGZZUSﬁl(Wt?(%@] assigned to the
present assignee, and both incorporated herein by reference. 1 WO
2004/ 001620 PCT/ US2003/ 011498

DESCRIPTION

BACKGROUND OF THE INVENTION

Cross-Reference to Related Applications
The present Application is related to the following co-pending
applications:

10 U.S. Patent Application No. 10/, filed on , to
Boivie et al., entitled “METHOD AND STRUCTURE FOR AN
AUTOCONFIGURATION TOPOLOGY CALCULATION”, having IBM
Docket YOR920010621US1; and

U.S. Patent Application No. 10/, filed on , to

15 Boivie et al., entitled “METHOD AND STRUCTURE FOR
AUTOCONFIGURATION OF NETWORK DESTINATIONS”, having IBM
Docket YOR920010622US1;

both assigned to the present assignee, and both incorporated herein by

reference.



Field of the Invention The present invention generally relates to automatic
configuration of a conputer network. Mre specifically, one router of the
net wor k i wo 2auv@me0i cal | y designated, using a priority Pagdb2e3/0a1498
pre-established 5 criterion, to assune a role as a designated router to
determ ne current network configuration, establish a network topol ogy, and
then communi cate that topology to all routers currently on-1ine.
Description of the Related Art A A&ddwiike fnyariéan i s a conponent that
connects networks. A router 10 transfers a packet to other networks only
when the packet is addressed to a station outside its network. A router

can make intelli gerde slesns in@BstickSgehnerallywdl&bs m%uv&ﬁ&ici@nﬁg@(aﬁwa route to

use to send data to a distant network. An overlay network is a "virtual

net wor k" t hat ' o] - r i,s."virtual network"
must be conf iag{JO?%dd"? grélgg?%&a(t R{Iﬁfg SB@"E‘?‘%Q?’ %n%g?@gég\ﬁtﬁggvet%rlggch ot her, as well
as the destinations wthin the .overlay network, i.e., the network
t opol ogy. In WW@W Aesignaled, usipg aPHP‘étth%éﬁt%%P@cﬁﬁ¥aibbﬁffe§ti on process is
manual . Should a router go off-line, the overlay network could be
i ncapacbt at eccrgérimg ta dssume twole las v dpomged nauter thdatemigdcwieanged. 2 WO
2004/ 001620 PCT/ US2003/ 011498

network configuration, establish a network topology, and then communicate

that topology to all routers currently on-line.

Description of the Related Art
A network router is a component that connects networks. A router
10 transfers a packet to other networks only when the packet is addressed to a
station outside its network. A router can make intelligent decisions as to
which network is the best route to use to send data to a distant network.
An overlay network is a "virtual network" that resides on top of
another
15 network. This "virtual network" must be configured, so that the
overlay routers know of each other, as well as the destinations within the
overlay network, i.e., the network topology. In conventional systems, this
network configuration process is manual. Should a router go off-line, the
overlay network could be incapacitated since the network topology will have

20 changed.



Manual configuration has the di sadvantage that the overlay network will not
be able to respond to changing conditions such as routers comng on-line
or droppiwg 206400620, node i nt erconmuni cations | ost due PCa/ER200310mt408 r upt i on
of an internodal comunication link, etc. 5 Accordingly, what is mssing in
t he conventional art is a nethod to automatically configure an overl ay
network so the overlay routers know of = each other, where the other routers
are, and the pat hsMepiahserfignptioss e disadvantage thakthe prerlaxnet¥arkssi ng in t he
conventional art is a method to dynamically and automatically reconfigure
t he net wor k awillsybe abld thyespetndwordhacgiag gaslitionkGuSUMARNYrs@onTik: | NVENTI ON | n
vi ew of the foregoing problens, drawbacks, and di sadvantages of the

conventional syEi&HEdropding sffahePRbRGhteRontdidi BRiBEE Mt ddMBRhi On to provide a
15 nmethod (and structure) in which an overlay network can be automatically

conf i gur ed. Mae- 3RECLF ICfldoda) PEnRLSRAN |:QvgRL i on teaches a method in
whi ch one of e routers curren fy on 1 he 18> 8t omat | cally sel ected, using
a pre-established cri,erionh to serve the role of a designated router
havi ng Phe role ohc@Etinglynyhat iseuspedn thsyomyepfionslar is aimethpdiner obj ect of
the present invention to provide a nethod for allowng a network to
aut onmat i cal | yaut@ugwelly strdigude arheveclay metwork es thg naieibay ronetrskarde ofout er dr op
off-line. 3

each other, where the other routers are, and the paths to destinations within

the network. Also missing in the conventional art is a method to dynamically

and automatically reconfigure the network as required by network changes.

10
SUMMARY OF THE INVENTION

In view of the foregoing problems, drawbacks, and disadvantages of

the conventional systems, it is an object of the present invention to provide a

15 method (and structure) in which an overlay network can be automatically
configured. More specifically, the present invention teaches a method in
which one of the routers currently on-line is automatically selected, using a
pre-established criterion, to serve the role of a designated router having the
role of defining a network topology.

20 It is another object of the present invention to provide a method for
allowing a network to automatically recover should the current designated

network router drop off-line.



WO 2004/ 001620 PCT/ US2003/011498 1t is another object of the present
invention to teach a techni que of automatic configuration of an overlay

net wor k iwowho«di@ach potential network router initiallPgT/uspan/ocoms ng
on-line, assunes itself to be serving the role as the network designated
router and proceeds to execute that task. 5 However, the router
automatically relinquishes that role when it encounters another router

havi ng a hi gher pritévanoher gbiselrafdhs presanpinventionde tepshiageghniye o out er . To
achi eve the above goal s and objectives, in a first aspect of the present

i nvention, destomatedconégeiation sf an oerlap detiramkl irswhich earheg)otaftial 0 aut omati cal |y
configuring a network conprising a plurality of interconnected conputers.

More than onend@fofkeutet Hidliyt ¥p& corAAP Yh-Bne, dssurk@ise@ys 66 sdrPingassume a rol e
as a designated router. The designated router has the function to

determ ne a current t wor k nfiguration determ nin i.ch conputers
are current 1y AOF e B8 nEBYay SRR pL AL Bl And i E e LR AR
configuration to determne a current network topol ogy that defines a

nei ghboPhood HRVaYsrdAS FUCafsAgateally relinguishemidatrele Wit eR508NEF rent | y
on-line, and communicating the current network topology to the network. A
priority cri tawthenrowerdelingadcigler phatitydneerve irt the relomapdedgmtéds aut omatical ly
sel ected, according to the priority criterion, to serve the role as
designated 2Qufeputer. In a second aspect of the present invention, also
described hereinis a

To achieve the above goals and objectives, in a first aspect of the
present invention, described herein is a method (and structure) of
10 automatically configuring a network comprising a plurality of interconnected
computers. More than one of the plurality of computers is configured to
assume a role as a designated router. The designated router has the function
to determine a current network configuration by determining which
computers are currently on-line, using this determined current network
15 configuration to determine a current network topology that defines a
neighborhood relationship among the interconnected computers currently
on-line, and communicating the current network topology to the network. A
priority criterion is defined so that one of the computers is automatically
selected, according to the priority criterion, to serve the role as designated
20 router.
In a second aspect of the present invention, also described herein is a

signal-bearing medium tangibly embodying a program of machine-readable



si gnal - beari ng nmedi um tangi bly enbodyi ng a program of machi ne-readable 4
WO 2004/ 001620 PCT/ US2003/ 011498 instructions executable by a digital
processi ngoappiznnad2as to performthe net hod descri bed ab®c®/Uskevmitsbs r d
aspect of the present invention, also described hereinis a network
including a plurality of conputers, nore than one of which is 5 configured
to assunme a role as a designat ed network router. The network has the

capabi | ity of ngguraRnegracytaBlsdy A M SHAPICEPIINE Ywaragsde Prdod FSuter to

fulfill a role as a designated network router using the nethod descri bed
above. BRI EF 1DEBSGRUESEHEM @ovEHE DRAW NGS 10 The foregoi ng and ot her
obj ects, aspects and advantages will be better wunderstood fromthe

fol 1 owi ng det ai | edindesit aifetOsf tRE pRsétft @hRhfief alseieadibe® Rbredtf iskhe invention
with reference to the drawings, in which: Figure 1 shows a sinplistic

exenpl ary ove r ko EL g 0 I idl tating a basic
t echni que 200'{ é(t)\?grtqugémqlgéﬁrp gl!lsrgfr#@ |f§@ghﬁﬁe%h&o%@g$éﬁezg‘ivglgfélssl owchart
illustrating an _exenplary enbodi ment 210 A n vvhf'ﬁch sel ection i(s evol ved by
det er mi Ai ng piongericy o asuee s rolras drlepigpded nghyrask gouter; Jlhedebyorks a f1 owchart
illustrating an exenplary enbodi nent 220

has the capability of dynamically and automatically designating a router to

fulfill a role as a designated network router using the method described

above.
BRIEF DESCRIPTION OF THE DRAWINGS

10 The foregoing and other objects, aspects and advantages will be better
understood from the following detailed description of a preferred
embodiment of the invention with reference to the drawings, in which:

Figure 1 shows a simplistic exemplary overlay network;

Figure 2A is a flowchart illustrating a basic technique 200 of the

15 present invention;

Figure 2B is a flowchart illustrating an exemplary embodiment 210 in
which selection is evolved by determining priority between two on-line
routers;

Figure 2C is a flowchart illustrating an exemplary embodiment 220

20 which automatically designates the lowest-numbered router currently on-line;



20 which automatically designates the | owest-nunbered router currently
on-line; 5 WD 2004/001620 PCT/US2003/011498 Figure 3 illustrates an
exenpl ar ywbawndwanebi nf or mat i on handl i ng system 300 for ipaaarspaBati4g the
present invention therein; and Figure 4 illustrates a signal bearing

medi um 400 (e.g., storage nedium for storing steps of a programof a

met hod according to the .E)resent 5 invention. DETAILED DESCRI PTION OF A
PREFERRED EMBODI MERFreGRlTHRtqsuENTnoiry Redwase{ipgrmaien kandHee dr awi ngs, and
nore particularly Figure 1 in which is shown a sinplistic exenplary overl ay
net wor k havi ngstemig0@r for hitofpdratihf tianglestasinva@idnahersinpaed s S. A net wor k
(solid lines) interconnects a plurality of nodes N. The overl ay network

(dotted lines) consbgbs PlistRidsh G&lal Béd?in@QH&ﬁqubogé?ﬁ §6tager k, shown in
Figure 1 as the overlay router nodes O . Network estinations, i.e.,

I nternet Provider (LP)_ subnets are also _sho on,th figure Each
subnet has arf“%@%léfg%séodl%ggetpf QE?\%%r% mrbe&o\(’%&;orgwgﬁml}e r%%se%i ch is the
contact to that subnet fromthe overlay network. In a preferred exenplary
enmbodi mént ofIn¥¢MIoPr esent i nvention that provides maxi numflexibility for
the overlay network, each overlay network router G is configured so that
it can serve the role as a designated router. The designated router has
the function of determ ning a network topol ogy,

DETAILED DESCRIPTION OF A PREFERRED

EMBODIMENT OF THE INVENTION

Referring now to the drawings, and more particularly Figure 1 in
which is shown a simplistic exemplary overlay network having routers O,-O;
10 and destination subnets S. A network (solid lines) interconnects a plurality
of nodes N. The overlay network (dotted lines) consists of only certain nodes
of the network, shown in Figure 1 as the overlay router nodes O;. Network
destinations, i.e., Internet Provider (IP) subnets S, are also shown on the
figure. Each subnet has an associated host/server computer (not shown),
15 which is the contact to that subnet from the overlay network.

In a preferred exemplary embodiment of the present invention that
provides maximum flexibility for the overlay network, each overlay network
router O; is configured so that it can serve the role as a designated router.
The designated router has the function of determining a network topology,

20 which is a mapping that establishes the neighbor relationships among all



20 which is a mapping that establishes the neighbor relationships anong all
6 WD 2004/ 001620 PCT/ US2003/011498 routers currently on-line, and

comuni cawpregod/dead20net wor k t opol ogy to these routers. TPaa/usstablisghnment of
nei ghboring routers allows greater efficiency in routing data packets and
is a prelude for the second of the above-listed co-pending applications

t hat addresses how an optinal rquting to.network 5 destinations can be

est abl i shed dovigrereatly gn-ling.amg gemuppicaiing thet pefvark topolpgytrtdese it s
noted that the network could also be partitioned. If so partitioned, there
woul d be seveapuatersdddiegatabeshmantof wxighboring rqutenellows gaeter efffictehey di sconnect ed
portions of the network. As shown in Figure 2A, in order to autoconfigure

an overlay nghWitihg dhth padkers a1 Haruid foh thdRchHESRE abdV¥aRtddon, one of the
routers currently on-line wll be designated as the router to determ ne

current network confi .atid on ng,_ t he ve net war k | ogy which
W11 et me Rew Pl B iR el R AP ot B S BRbor 2. "The
designated router then comunicates this nei ghborhood relationship to the

remai ni g r ofteginationycapchestablished pgiomaticalien starts exchanging rout e
protocol nessages with its neighbor(s). In step 201 of Figure 2A, various
routers O of the Algtoughhothidvetrdtekin Figonafli gy eded hapthe estwoek Equlder ve as
designated router. In a preferred enbodinent, all routers O have this
potential . | n@tRPpattfonc@NE BfpaktRBEd, there would be several designated
routers, i.e., one in each of the disconnected portions of the network.
As shown in Figure 2A, in order to autoconfigure an overlay network
10 in accordance with the present invention, one of the routers currently on-line
will be designated as the router to determine current network configuration
and then develop a network topology which will define how the on-line
routers are interrelated as neighbors. The designated router then
communicates this neighborhood relationship to the remaining routers. An
15 overlay router then starts exchanging route protocol messages with its
neighbor(s).
In step 201 of Figure 2A, various routers O; of the network have been
configured to potentially serve as designated router. In a preferred
embodiment, all routers O; have this potential. In step 202, one of these
20 configured routers is designated, using a pre-established criterion 203, to

serve as the network designated router having the role to determine, in step

204, the current network configuration which it then uses to determine, in



20 configured routers is designated, using a pre-established criterion 203,
to serve as the network designated router having the role to determne, in
step 204wotzaermus2ent network configuration which it tRrRem/useEs/ ol 98
determne, in 7 WD 2004/001620 PCT/ US2003/011498 step 205, a current
networ k topol ogy to be communi cated by the designated router to all routers
currently on-line in the network. |n st 206, shoul d the designated router
drop of f-1instepHE, a grigerd SeRwITk Lpalpsy t9 S‘g??%?i‘u‘z‘@@eélbb’ék&@sdeé‘rg&?tﬁ r router to
be designated in step 5 202 to take over the task of maintaining the

net wor k t opolrogyr td 4l toherdesiegtipbedine outhemestaks on-line, it will
periodically redetermne the current network configuration, as per step

204, and update thg st @@Bpﬂ%uidfth@ﬂéjsi%ﬁtedr@ﬁl@fdix%gyoﬁaﬁne?%{e step 205. This
aut oconfiguration techni que clearly has advantages over nmanual 10

conf i gur at i ... A ey BffickiDE N PRI TLONE 15158 Be BLER LY G BosUTe the
role of estabris ing a networ opol ogy. & curt ent = Het wor t opol ogy can
vary in correspondence with current. network configuratjon. Additionally,

the nefwor k 2930 fakeaver the fask of mapkaiping ety tgpclesy &g er drop
off-line. The techni que 200 shown in Figure 2A could be inplenented in 15
vari ous ways.defignated rowstr seayaomilize,af wdbp@idolically acdestringmesthe timeent
pre-established criterion could be a very sinple priority system such
that, for exgBléik cohfighr@tdhs Q%r Zste% 209; drid\§datelthé fopdlée®Mdndeal |y the

designated router, else router
required, as per step 205.
This autoconfiguration technique clearly has advantages over manual
10 configuration. Any one of the various routers can step in to assume the role
of establishing a network topology. The current network topology can vary
in correspondence with current network configuration. Additionally, the
network can recover should the current designated router drop off-line.
The technique 200 shown in Figure 2A could be implemented in
15 various ways. As a first example of possible variations, the pre-established
criterion could be a very simple priority system such that, for example, if
router O, is on-line, it is automatically the designated router, else router O,
assumes the role, followed in turn by router O, O4, etc. It would be straight
forward to program this simple priority system into the non-volatile memory
20 of each router O;, thereby allowing each router to understand which on-line

router has priority to assume the role as designated router. Each router

would contain in memory a complete listing of the IP (Internet Protocol)



assunes the role, followed in turn by router 03, 04, etc. It would be
straight forward to programthis sinple priority systeminto the

non- vol atwbeoownooizg 20 of each router 0;, thereby all owrog/usawh/oiaot er to
understand which on-line router has priority to assune the role as
designated router. Each router would contain in nmenory a conplete listing
of the IP (Internet Protocol) 8 WO 2004/001620 PCT/ US2003/011498 addr esses
of all over| @ddressasex gllomerlaycioutess thetscoplsl Bospiblydre-dn-hiee ass partieipantci pant of

t he overlay network. By consulting the priority listing in nenory, all
routers curr esftthe/ownlal indevosk.| By kol tiddgi tbhpobrity histingin hedssyaie t he rol e as
designated router. 5 A second variation could occur in the process in which

the desi gnat §gutef Q@b f 65 B WIB knbW SvHEAH QA %H\&@%&H@P&ggg ation. It
could, for exanple, sinply nonitor the network traffic. A nore assertive

approach wouldzl be tt(lilat t he designated router comruni cates a request to the
networ k t hat SPEERC (Y routers respond to identify their presence. As
anot her possible variation, 10 each router has stored in nmenory a conplete
listing of the | P Aderoadyagatigm cguld ocgyicip|thg/pioeess ér whidhdhe designatedossi bl y be
on-line as a participant of the overlay network. The designated router
coul d consul trotter detbinsihesnte amderit Atwvatlo gatfpuradah It @utd for exdinpledual | y.

Al ternatively, each router comng on-line could announce its presence onto

the network QihHSma@stcR HESReN Sk t&%ﬁawmo%tégés@ﬂ%%ﬁ%%sﬁ wBlldd® thdransm ssi ons

directed to the Specific routers assuned

the designated router communicates a request to the network that all on-line
routers respond to identify their presence. As another possible variation,

10 each router has stored in memory a complete listing of the IP addresses of all
overlay routers that could possibly be on-line as a participant of the overlay
network. The designated router could consult this listing and interrogate
each router individually. Alternatively, each router coming on-line could
announce its presence onto the network either as a general network

15 announcement or as transmissions directed to the specific routers assumed to
be present and then acting as designated router in accordance with the
priority listing in memory.

A third variation could occur in the process that is used by the
designated router to determine the current network topology. Basically, after

20 determining which routers are currently on-line, the designated router will
determine a neighborhood relationship mapping for these routers. The first

of the above-listed copending application describes a preferred exemplary



be present and then acting as designated router in accordance with the
priority listing in nmenory. Athird variation could occur in the process
that is uwecobyootiére designated router to determn ne thePCaruseoi3/omemds\wor k
topol ogy. Basically, after 20 determ ning which routers are currently
on-line, the designated router will determ ne a nei ghborhood relationship
mappi ng for these routers. The first of .the above-listed copending

appl i cati on dBSEP§ BEEONSUPFtHIEA PEUMBRSHBIERG treg Rgyvorsa4oopurposs of

PCT/ US2003/ 011498 method of constructing a m ni num spanni ng tree. However,
for purpose ohistappkcatiop] it ceuiffarientite corsidsufhial theaetwdrk temibedyder t hat t he
network topol ogy determ nation could be as sinple as nerely consulting a

listing in medirnidadionebeIdLR 2988 MNE ayﬁéﬂe%n%ﬁlﬁﬁganﬁsin%aneMéra&sj!tb!- cal cul at ed
t opol ogi es, dependent 5 upon which routers are currently on-I'ine. Figure

2B shows a pr r i ti. 2 e ralized techni gue
illustrated icﬁggegﬁlgeO?%RH%s%dgé’ grﬁgl;oélgl ch/lggEa-?ﬁ(ftﬂgd%lﬁf’ed?gen({eﬁtemseI ves
engage 'én a congari. on of relative priorities to result in the selection
of the desi grtRPBIVIEh Wytaks g Gpaently gn-Uicep 211, upon coming on-line, 10
router A automatically assunmes the role of the designated router. By

consul ting a net wdrigune B showsiagprefii@l enlpydemient? 10exfthieygenerliveél A knows whi ch
other routers can potentially serve as the designated router. Therefore, in

Z E) Ie 2 213, r outdhidhealliRiARIdSn FoEODA 3€ whicBWusrent/-ohlin t&Rerd 14, havi ng been
themselves engage in a comparison of relative priorities to result in the
selection of the designated network router. In step 211, upon coming on-line,

10 router A automatically assumes the role of the designated router. By
consulting a network router list 212 stored in memory, router A knows which
other routers can potentially serve as the designated router. Therefore, in
step 213, router A attempts to contact router B. In step 214, having been able
to contact router B, router A uses pre-established criterion 215 to determine

15 in step 216 whether router A has a higher priority than router B. If so, in step
217, router A continues its assumed role as the designated router. If not, in
step 218, router A relinquishes the role as being designated router. It should
be clear that whenever any router A comes on-line, this process of comparing
priorities quickly results in a determination of which on-line router best

20 satisfies the pre-established criterion 215, and router A will very quickly be

able to determine its priority to assume the role as designated router.

10



to contact router B, router A uses pre-established criterion 215 to
determne 15 in step 216 whether router A has a higher priority than router
B. If so,worost@ps20217, router A continues its assuned rorasae3toneos
designated router. If not, in step 218, router A relinquishes the role as
bei ng designated router. It should be clear that whenever any router A
conmes on-line, this process of conparing 2oriorities quickly results in a
det ermi nati on of wHiedRchsiguei218 showe &t FigasetZBlasdhe pdyantage thabthsr e- est abl i shed
criterion 215, and router Awll very quickly be able to determine its
priority to aksignstidohgocsb earalse blekiagnatoeldlar part ef the k6ftWire30K2001620

PCT/ US2003/ 011498 The techni que 210 shown in Figure 2B has the advant age

that the desigpatd QABLRGRSSv&GRY rBReRub bbteAGalR sBRLUL W RAldnattll the software
package used to configure the overlay routers to potentially serve as the

desi gnat ed rrgut er. 5 Figure 2C shows details 220 of an exenplary
enbodi ment of FKE  t echni ques taught by Figure 2A and Figure 2B. The
pre-established criterion for selecting the designated router is that the

router eurrently dngWERE Baws dgiails A4 ohan exgmpiary pabpdimentethen nunber wil |

continue serving the role as designated router. 10 As shown in step 221,
each router Geclofiqueh eauglrely BigureetAvmdkEigsre@Be rifegreleytablishnd cgteried t o be
capabl e of assuming the role and will automatically assune that role
whenever it Ogese|ffhg HRONstRGtel 48REH it haPthedodtest aRAS En IRWLEY -
having the lowest identification number will continue serving the role as
designated router.
10 As shown in step 221, each router O; of the overlay network is exemplarily
configured to be capable of assuming the role and will automatically assume
that role whenever it does not know the identity of a designated router.
Therefore, in step 221, whenever router O; comes on-line, it will
automatically assume that it is the designated router. Each overlay router O;
15 has a complete list 222 of the IP addresses of all other overlay routers. The
exact mechanism for providing the IP addresses to the routers is not
important since any number of well known techniques could be used.
In its assumed role as designated router having the lowest
identification number, router O; will attempt in step 223 to establish TCP
20 (Transmission Control Protocol) connections to each of the other routers on

the list. These TCP connections will be used to collect information to

establish the network topology. It is noted that any communication method

11



Therefore, in step 221, whenever router O conmes on-line, it wll
automatically assune that it is the designated router. Each overlay router
O 15 hawoaocwomwpi2zet e | i st 222 of the | P addresses of alpcTatshens/oomes | ay
routers. The exact mnmechanismfor providing the IP addresses to the routers
is not inportant since any nunber of well known techniques could be used.
In its assuned rol e as esi ted router, havi t he Jo&gi i dentification

number, rout e REPLOGp] 9an Be psqiiior {iereprapupisation, aphile RC¥epa 20
(Transnlssron Control Protocol) connections to each of the other routers on
the list. Thegrefeme medhmdeeficisiohishig the sennestien besauss| dfestreliabilgy.mat i on to
establish the network topology. It is noted that any communi cati on net hod

11 WO 2004/ 003tbetaRCGIdndmr s ka8 magibe psal iastodd.can be used for
i nt erconmruni cation. Thus, while TCP is a preferred nmet hod of establishing

the connection becgqﬁfﬁghheh%x&gh%ﬁggkb&ﬂmw lﬁgggamh&ﬂgﬁ si on nmet hods

nmay be used instea e pre exenp ary i nent gure 2C,
since raquter S it is th router currently

onl e St - arBepRT Rghe St Bt i SRR it TTOSRHEN of ¢ ho
routers that have hrgher addresses than it does. In step 224, should a
desi gnat ed r owstablish EcBiopanegtionbemka ¢ash of dguestersithahaxe higherr - nunber ed
designated router, the higher-nunbered router will surrender its designated

rout er responsaidbdskdstthesit dd. dndtep 204 sshanly aldeBlgaatadh agitdrabseitdmt it may have
established as a desi gnated

connection request from a lower-numbered designated router, the

higher-numbered router will surrender its designated router responsibilities

10 and close any TCP connections that it may have established as a designated

router and the lower-address router will continue its role as designated router.

By this process of elimination, only the router having the lowest
address remains providing the designated network router role, as shown in
15 step 225. All other on-line routers will have eliminated themselves, and any
router initially coming on-line will very quickly either drop its assumed role
as designated router or become the new designated router.
In step 226, if a designated router cannot establish a TCP connection
to a higher-numbered router, it will periodically attempt to establish a
20 connection to that higher-numbered router, at some predetermined interval.
When it does establish a connection to that higher numbered router, it will go

through the steps of recalculating the network topology and recommunicating
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router and the | ower-address router will continue its role as designated
router. By this process of elimnation, only the router having the | owest
addr ess rwoaoegops20vi di ng t he desi gnated networ k rout er PCOIES20891809WN | n
15 step 225. Al other on-line routers will have elim nated thensel ves, and
any router initially comng on-line will very quickly either drop its

assuned role _ as designated router ar beco t he w designated. router. In
step 226, if &€ 88@3@9{3?‘830958&5@? ﬂ&?éﬁ??otfb)mé%r ya‘t‘ﬂr?aschglge‘\‘ e"c'g'r‘maé‘?f?‘iion to a
hi gher-nunbered router, it wll geri odically attenpt to establish a 20
connect i on t oouteais inlydest infigroeariasl netovorker, at some predetermined interval .

When it does establish a connection to that higher nunbered router, it wll

go through the stByispakessatiaive theadverlgy tdueing € sdapKapgpe@slagy wassl
recommuni cating 12 WO 2004/ 001620 PCT/ US2003/ 011498 the nei ghbor

rel ationshi psy3ehet B@érla&h@ut@%%@’d%&ﬁ’ﬁé@%bl@uﬁ IREprdidgbaLpd router is

included in the overlay network. This process allows the overlay routing to
adapt appropriately when _another .overlay.router tha comes back
o i 87 pr ocURY e 8V RS RGP fem g el R B o opr  atel y
when a network that had been partitioned becones connected. In this case,
a desi gnat ed besnpartitigagd besemgpFongigctad.c bifiscapoa degigngied ater vadr | ay rout er
that has al so been acting as a designated router. Thus, as shown in steps
228 and 229, wstubiish feormegtier toramother exkrlay router that has also been acting as a

designated router.
Thus, as shown in steps 228 and 229, when the higher-numbered

10 designated router receives the connection request from a lower-numbered
designated router, the higher-numbered router will realize that it should no
longer be a designated router and it will close all of its connections to its
higher numbered routers. Similarly when a router that 4has a connection to a
designated router receives a connection request from a lower-numbered

15 designated router, it should close its connection to the higher-numbered
designated router.

When a designated router establishes a connection to a
newly-reachable router, it may choose to try connecting to the other
"unreachable" routers before

20 recomputing the network topology so that the network topology can be
recalculated only once, rather than multiple times when a network that had

been
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10 designated router receives the connection request froma | ower-nunbered
desi gnated router, the higher-nunbered router will realize that it should
no | ongewohkeosvodesi gnated router and it will close all pofi/tist@3oonpect i ons
toits higher nunbered routers. Simlarly when a router that has a
connection to a designated router receives a connection request froma

| ower - nunbered 15 d %i nated router, it should close its connection to the
hi gher - numrber Rt giﬁ SFPBHEL . Wien a designated router establishes a
connection to a new y-reachable router, it may choose to try connecting to
t he other "unreachashiretter wilt eansnhiefesiodicIOeepeltespathenigsighatedestuigsr k t opol ogy
so that the network topology can be recalculated only once, rather than
mul tiple tinmes thhEnisposstblans Betbingihe hhen tHeekRigdae VNI utd QdaPPkds? @s is

PCT/ US2003/ 011498 partitioned becones connected. Each router will transmt

peri odic_Keenahinfsedif sidhades} SRl Adich WIE! soed Akl ahothbr foBiP 3 bl € L0

determ ne when t esi ghat ed rout | sappears, as 1Is etermned in step
227. 1f .a designated router..goes ._anot he outer will 5 urme the
Fespons?hi | 1 tISEND e HPOHRETERaCEC PR Red By e LOTFRTHEE {58 2)221) o
re-initiate the mechani snms di scussed above. The designated router will al so
transmt peritodpénikate sy modwnismsidiggtissed above.

The designated router will also transmit periodic Keepalives so that it
can tell when an ordinary router goes away. If a router does go away, the
designated router will compute a new topology and send new neighbor

10 information to the various routers.

A possible variant of the example discussed above would be to select
the designated router with the highest IP address, with each router trying to
establish TCP connections to the routers that have a lower IP address. It is
also noted that any decision criterion could be used, as long as two

15 interacting routers are able to determine which of the two should relinquish
its assumed role as designated router and as long as the criterion allows a
unique one of the routers currently on-line to be finally selected for the role.

Finally, it is noted that an exemplary embodiment describes that each
router, upon being unable to determine who is the current designated router,

20 initially assumes the role as designated router and then relinquishes that role
as it encounters another router having higher priority. It should be apparent

that this description is equivalent to describing that each router is actually
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can tell when an ordinary router goes away. If a router does go away, the
designated router will conpute a new topol ogy and send new nei ghbor 10

i nf or mat i W0 20@1/dole@ovar i ous routers. A possible variant @CTiuseosnanps e

di scussed above woul d be to select the designated router with the highest
| P address, with each router trying to establish TCP connections to the
routers that have a lower IP address. It is also noted that any deci sion
criterion coutodstatly@apttorig whitherachas e highsshprorytyof Al rowerer s are able to
determ ne which of the two should relinquish its assuned role as

desi gnat ed r omreentlypoetlias ahdwgl aordiegly pssumeitbai relel ows a  uni que one of the
routers currently on-line to be finally selected for the role. Finally, it
is noted that an exenplary enbodi nent describes that each router, upon
bei ng unable to determ ne who is the current designated router, 20

initially asstmn?lgp}gHglp&‘gwaes[nﬂﬁg%g% &fl router and then relinquishes that

role as it encounters another router having higher priority. It should be

apparent that this description is equivalent to describing that each
router is actuall yF‘g‘irﬁs-” Sroiss AoTis B¢ SRS DO 81 I PR | y

nonitoring whether it has the highest priority of all routers currently
on-1ineSand wiantling/conplitergly stemsX¥rthatichalid beoised (e.goxasrmpbutey) thlar dwar e

| mpl enmentation Figure 3 illustrates a typical hardware configuration of an
information dmitagdhd fedepomRuitRin. SPRtompattd sydiah 3001 bbe used (e.g., as a

router) to
interconnected to other routers through network linkage 310 and preferably
has at least one processor or central processing unit (CPU) 311.
The CPUs 311 are interconnected via a system bus 312 to a random
10 access memory (RAM) 314, read-only memory (ROM) 316, input/output
(I/0) adapter 318 (for connecting peripheral devices such as disk units 321
and tape drives 340 to the bus 312), user interface adapter 322 (for
connecting a keyboard 324, mouse 326, speaker 328, microphone 332, and/or
other user interface device to the bus 312), a communication adapter 334 for
15 connecting an information handling system to a data processing network, the
Internet, an Intranet, a personal area network (PAN), etc., and a display
adapter 336 for connecting the bus 312 to a display device 338 and/or printer
339 (e.g., a digital printer or the like).
In addition to the hardware/software environment described above, a

20 different aspect of the invention includes a computer-implemented method

15



enbody the present invention. The conputer system 300 may be

i nterconnected to other routers through network |inkage 310 and preferably
has at | eastoem®igoocessor or central processing unit (@PTUS3doko1ibe CPUs
311 are interconnected via a systembus 312 to a random 10 access nenory
(RAM) 314, read-only nenpry (ROV) 316, input/output (I/0O adapter 318 (for

connecting p her al. es such . as disk u 321 nd tape drives 340
to the bus %Berg Qgying ﬁ}eéﬁg?aec’éleg’ﬂgpé‘éPn§§§n€]1eot?‘1568ﬁh‘é‘gmaﬁ ®a keyboard 324,
nouse 326, speaker 328, mcrophone 332, and/or other user interface device
to the bus 112)plefaefé@inmh¢ paticyar av/arpﬂeﬁntecespumd abq®. connecting an

i nformati on handling systemto a data processing network, the Internet, an

| ntranet, a person$charmeahodinagbk ifhplaMented] for exmf;de,aoyCHp%fﬂtiag aadapt er 336
for connecting the bus 312 to a display device 338 and/or printer 339

(e.g., a digiémhpupd Ege%bda'iedt% algha_)datalﬁ}o@quhg hﬂsar&tas thexdiptedvar e/ sof twar e

envi r onnent descrlbed above, f erent aspect of the invention

i ncludes a co er- nmet hod 5 01620 PCT U82003/011498
f or per rnlﬁgaﬁ%ceo %@g%ﬁg Eﬁ%meﬂgugﬁKg%afWQe CHORETALES

i npl emented in the partlcular envi r onment dlscussed above. Such a nethod
may be i npl enEwOEYYPEDPT BseinbrBIngiyediper ating a conputer, as enmbodied by a
digital data processing apparatus, to execute a 5 sequence of

machi ne-r eadabl e i Hstsy thitdspes of THegsesentniatentiohiiodisecrmlyto agsogreminied

product, comprising signal-bearing media tangibly embodying a program of
machine-readable instructions executable by a digital data processor

10 incorporating the CPU 311 and hardware above, to perform the method of
the invention.

This signal-bearing media may include, for example, a RAM attached
to CPU 311, for example. Alternatively, the instructions may be contained
in another signal-bearing media, such as a magnetic data storage diskette 400

15 (Figure 4), directly or indirectly accessible by the CPU 311.

Alternatively, the instructions may be stored on a variety of
machine-readable data storage media, such as DASD storage (e.g., a
conventional "hard drive" or a RAID array), magnetic tape, read-only
memory (e.g., ROM, EPROM, or EEPROM), an optical storage device (e.g.

20 CD-ROM, WORM, DVD, digital optical tape, etc.), paper "punch" cards, or
other suitable signal-bearing media including transmission media such as

digital and analog communication links and wireless. In an illustrative
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various types of signal-bearing nedia. Thus, this aspect of the present
invention is directed to a programmed product, conprising signal-bearing
medi a t arngokzbgs/®mdzodyi ng a program of nachi ne-readabl e PCAAtS2eI3101 BIS
executable by a digital data processor 10 incorporating the CPU 311 and
har dwar e above, to performthe nethod of the i nvention. This

si gnal - beari ng nmedi a i.ncl ude, for a RAM attached to CPU 311,
for exanple. Q(@g:ﬁﬁt{@ﬁre}}nvqrﬁlgnl%ﬁa& ¥eEd ahlﬁvnsé%‘cﬁ%‘%&rai%ed i n anot her
si gnal -bearing nedia, such as a magnetic data storage diskette 400 15
(Figure 4), diomuiseyolwareekiectendey ltsbowldsisolbs togsiblashacme 311
Alternatively, the instructions nay be stored on a variety of

machi ne- r eadaihbteuctiahgofhe pagent idndon sarcdisclse dAGbsleanagr vadiodgs , a
conventional "hard drive" or a RAID array), magnetic tape, read-only

Temory (€. 9. i ERBMia RhelFREM facBBn@Piuial storage device (e.g. 20
CD- ROM WORM digital optical tape, etc.), paper "punch" cards, or

ot her s |table si gnal i ncl. on nmedia such as
dlgltalgand analog JW%@ﬁﬁ@qg?Bﬁ*?Fﬁﬁgn Wﬁmﬂﬁ?%F zwoﬁﬁkﬁﬁanFﬂgtrative 16
WO 2004/ 001620 PCT/ US2003/011498 enbodi nent of the invention, the

machi ne- r eadaBnes andsopldciei used byregptias pptpents. shprlisatiensdby tetpressile. 1t shoul d
al so be possible that the instructions of the present invention can al so
be downl oadedntentivheamyaemioansusly depending on specific technology. Non-limiting

examples of applications could include multicast-video conferencing,
collaborative applications, multiparty games, and content distribution.

10 A primary advantage of the present invention is that it removes the
necessity to manually configure networks. Manual configuration is labor
intensive and error-prone. If links fails in a manually configured network,
additional manual configuration is required, not to mention that such
networks could become inoperative.

15 While the invention has been described in terms of a single preferred
embodiment, those skilled in the art will recognize that the invention can be
practiced with modification within the spirit and scope of the appended

claims.
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network routers via a network interface on a router. 5 1t is noted that the
present invention applies to network designs of all kinds and coul d be
used by rwotbegpopi2ot ocol s. Applications for the present PCrgemBioonosary
enor nousl y dependi ng on specific technology. Non-limting exanples of
applications could include nmulticast-video conferencing, collaborative
applications, nultiparty ganmes, and ceghisi distribution. 10 A primary
advant age of the present invention is St removes the necessity to
manual |y configure networks. Manual configuration is |abor intensive and
error-prone. If links fails in a manually configured network, additional
manual configuration is required, not to nention that such networks coul d

become i noper ati veHavibg Wik desctibed bimviavdnition, Wiag weasiintasei &”d in terns of a
single preferred enbodinment, those skilled in the art will recognize that

the inventio haGt.l | pflcation wthin the spirit and
scope of thendzf%%gh%%&m@é’?%eﬁgsq)fg%%‘8‘2‘5 01620 PCT/ US2003/ 011498 CLAI NS

Havi ng thus described our invention, what we claimas new and desire to
secure by Letters Patent is as follows: 1. A nethod of automatically
configuring a network conprising a plurality 5 of interconnected
conputers, sal-dAmeathestofawtgmatispygconfiguring a network comprising a plurality

5 of interconnected computers, said method comprising:
configuring more than one computer of said plurality of computers to
assume a role as a designated router, said designated router determining a
current network configuration by determining which computers of said
interconnected computers are currently on-line, using a determined current
10 network configuration to determine a current network topology that defines a
neighborhood relationship among said interconnected computers currently
on-line, and communicating said current network topology to said network;
defining a priority criterion; and
automatically selecting, according to said priority criterion, one
15 computer of said plurality of computers to serve said role as designated

router.

2. The method of claim 1, wherein each said computer configured to assume

said role as designated router and that is currently on-line participates in said

18



configuring nore than one conputer of said plurality of conputers to

assune a role as a designated router, said designated router determning a

current rwbDwoesdooeenf i gurati on by determ ni ng whi ch conpecens2aiB/ osansl

i nterconnected conputers are currently on-line, using a determ ned current

10 network configuration to determine a current network topol ogy that

defines a neighborhqod relationshjp anong said i nterconnected conputers
omgical ks

currently ondyiPRatically gelecing i 1&%@6@5@@6%&4@@%%& dPWNPELBYogy to said
network; defining a priority criterion; and automatically sel ecting,
accordi ng to aapuiing foseridiprioeity ¢créteiiom, one 15 conputer of said plurality of
conputers to serve said role as designated router. 2. The nethod of claim
1, wherein each said conputer configured to assune said role as designated
router and that is currently on-line participates in said 18 WO

2004/ 001620 PETHISA003H0HIASH 1| BHLBIGILRk RS SEhLAR gl desi gnat ed
ty 0 sai

router by determining its own priori accordi ng priority
criterion. 3., The nethaod .of claim1l, wherein said autaomatically selecting
said desi gnaqeé@n?%gtr%urteri 1§ Pﬁfé‘?‘ﬁﬁ”giyd’a?fii”ﬁg BHYSLHEBUEALIOR 9 éﬁfiinﬁwoﬂéi on of said
network 5 changes. 4. The nethod of claim1, further conprising: storing a
list indeach @@ngRst er of said plurality of conputers

4. The method of claim 1, further comprising:
storing a list in each computer of said plurality of computers
configured to assume said role, said list comprises an identification of all
10 others of said plurality of computers configured to assume said role as

designated router.

5. The method of claim 1, further comprising at least one of the following:
causing each said computer configured to assume said role to
automatically assume said role initially whenever brought on-line onto said
15 network;
causing each said computer configured to assume said role to
automatically assume said role whenever it detects no other computer on said

network is currently serving said role; and
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configured to assune said role, said list conprises an identification of
all 10 others of said plurality of conputers configured to assune said
role as wexogymie@d router. 5. The nethod of claiml, fecrhseosonmwssing at
| east one of the follow ng: causing each said conputer configured to
assune said role to automatically assune said role initially whenever
brought on-line onto said. 15 network; gcausing each said conputer

configured to assutfuSi8geseh Yidconputey optglied 1 asyune sidle 58 d rol e whenever
it detects no other conputer on said network is currently serving said
role; and 19 MOodely 60nao0WhdII8otes¢@puetavingudiighyer @aotitysai d conput er
configured to assune said role to periodically nonitor whether another
conmput er havi agreatlfsghig spidirolei ty is currently serving said role. 6. The
met hod of claim11, wherein said automatically selecting conprises: 5 in a
first conputer having assuned said role as a designated network router,
determ ni ng whether said first conputer has a priority to continue said

role after hayi copmuyni atrﬁi (th a second conputer. which .is configured
to asoune saitl 18 Gotngd of T L, WSt Bl R R L BRBFAS gt 10
causing said first conputer having assuned said role to attenpt to
5 in a first computer having assumed said role as a designated network
router, determining whether said first computer has a priority to continue said

role after having communicated with a second computer which is configured

to assume said role.

7. The method of claim 6, further comprising:

10 causing said first computer having assumed said role to attempt to
contact at least one other of said plurality of computers configured to assume
said role; and

for each said contact, causing one of said computer having assumed
said role and said contacted computer to terminate performance of said role

15 based on an evaluation of said priority criterion.
8. The method of claim 6, wherein said determining of priority comprises a

comparison of an identification number of said first computer with an

identification number of said second computer.
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contact at | east one other of said plurality of conputers configured to
assune said role; and for each said contact, causing one of said conputer
havi ng aswormdat/oose0d rol e and said contacted conputer t@CTArsa03alB9s
performance of said role 15 based on an evaluation of said priority
criterion. 8. The nmethod of claim®6, wherein said determning of priority
conprises a onpari son of an jdentification nunber of said first conputer
with an identi fiORPUEHC f agguming g rale @6 A de LGRS REWOTkgOWEr D004/ 001620
PCT/ US2003/ 011498 9. A conputer capable of assumng a role as a designated
net wor k rout ez nétwoek, sat Wesignatebnaiwdeksiogteahadnge fumotién pbddtemihiagi ng a
function of determ ning and comunicating a current network topol ogy, said

conput er CconpiridsdoR@huniéatihl AlcaBEndRWEGR t&ﬁ&ééﬁ)@ai@c&hﬁu@ﬁ&@ﬁéﬁs&@d priority
criterion and an 5 algorithmto execute in performng said role as

criterion and an 5 af gorithmto exe perform ng said rol’e a
or or 1y among sa B aare PG SoRAR bR LR AR BE CaTd Tl e

and a determinatipon nodule to eval uate sajd pre-established priority
criterion whet BUINEAP GXCimtREFORBIE SR ers desiensiadiopiey %6 per f or m sai d

role. 10 10. The conputer of claim9, further conprising: an initiation
nmodul e cont ai pretegtabhshed poerivrmsitermnglefigingdi nticsibyrporg saidmozaithemat i cal | y
assunme said role upon at |east one of the follow ng conditions:
one computer capable of assuming said role; and
a determination module to evaluate said pre-established priority

criterion whether said computer currently has a priority to perform said role.

10 10. The computer of claim 9, further comprising:
an initiation module containing instructions causing said computer to |
automatically assume said role upon at least one of the following conditions:
whenever brought on-line onto said network;
whenever it is detected that no other computer on said network is
15 currently assuming said role;
whenever it is detected that no computer of priority higher than itself
is currently performing said role; and
whenever it is unable to detect whether any other computer on said

network is currently performing said role.
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whenever brought on-line onto said network; whenever it is detected that no
ot her conputer on said network is 15 currently assum ng said role;
whenever WO 2ost/@ed2ect ed t hat no conmputer of priority hi goeruseéantisdwsel f is
currently performng said role; and whenever it is unable to detect whether
any other conputer on said network is currently performng said role. 21

WO 2004/ 001620 PCT/ US2003/ 01149 1. .The,conputer of claim9, wherein said
pr e- est abl i shild ﬁ:‘r? EeRYferd iciaé‘inl%oﬁiv tFt ?%%Breg?éf?&’ﬁg?q%twloﬁ%‘ér&e%w

identification nunbers of said interconnected conputers currently on-Iline
and sai d det edefingna poeritbasfdeonddentifwatan pppbiee! skl mieseonpeeted currently has
one of a higher priority relative to a 5 second conputer currently on-1line

and a hi ghestcopiputdrs tytrandll @hilite ah saillldeteeifpubiemadaldrevglahtey on-1ine. 12.
The conputer of claim9, further conprising: a list stored in a storage

device, said | h&herGRAROhHURY cé‘:‘i‘eﬂt%{ia% bhé 664 hi f(%er éisﬁfggf%?{eld%ifve?%‘gh of said nore

t han one conputer having sald cap ity of ng said role. 13. The

conputer. of claim 12 erein, said al gori.t to execute in., performng said
rol e as%desi gﬁ?&?rgfcfo eércu’érg‘{}g'e%n' £\ ?i%c %ﬂ%}eprl?rbtyﬁégt%eaﬁod’“ i dentification
nunbers on said list to attenpt to contact at |east one other

computers currently on-line.

12. The computer of claim 9, further comprising:
a list stored in a storage device, said list comprising an identification
number of each of said more than one computer having said capability of

10 assuming said role.

13. The computer of claim 12, wherein said algorithm to execute in
performing said role as designated router causes said computer to use said
identification numbers on said list to attempt to contact at least one other
computer on said list, said computer further comprising:
15 a transmitter for attempting to contact said at least one other
computer; and
a receiver for receiving a response from said at least one other

computer.
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conputer on said list, said conputer further conprising: 15 a transmtter
for attenpting to contact said at | east one other conputer; and a receiver
for receiwbngosoi@sponse fromsaid at | east one other eomFusk@s/01R28 WO
2004/ 001620 PCT/ US2003/011498 14. The conputer of claim 13, wherein said
pre-established priority criterion defines a priority based on
identification nunbers of sajd interconnected conputers currently on-1ine

and sai d det et Hog GoBPURS @ ckaim J doYherain saig Rré'@@ﬁbl&heéplflérsfdﬁ%@oélval uat es

whet her said conputer currently has a higher 5 priority than a conputer
havi ng sent sddfthes e papniydasaispoidsetifichion Aumbtraof saidh antérognmented
autoconfiguration capability, said network conprising: a plurality of

conput er s, When@hulerSBiirferityvn-1@eendlsaidiaietriidatish hiouRf updiPilMiger s are each
conflgured to potentially assune a role as a deS|gnated 10 network router

for said net Eésveos@} 9%&,%«? Lonaled. PehARL & L{(B‘tbtu?err CG&XAdﬁa@ afhv#%E' on to

det er mi ne an conmuni ¢ current networ avin

determ ned a current network onfl ur at.i.on, dvvhereln a pre- established
priority cri tRHTER N8 aQBWpUICH YIP%gF%ﬁaIQGTCGHﬁHF%Sp%qeecti on of one of said
plurality of computers to assune said role, said automatic 15 sel ection
bei ng dependent upon current network configuration.

15. A network having an autoconfiguration capability, said network
comprising:
a plurality of computers, wherein more than one of said plurality of
computers are each configured to potentially assume a role as a designated
10 network router for said network, said designated network router having a
function to determine and communicate a current network topology after
having determined a current network configuration, and wherein a
pre-established priority criterion is used to allow an automatic selection of
one of said plurality of computers to assume said role, said automatic

15 selection being dependent upon current network configuration.

16. The network of claim 15, wherein each said more than one computer
configured to assume said role automatically assumes said role as designated
network router upon at least one of:

having been brought on-line onto said network;
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16. The network of claim 15, wherein each said nore than one conputer
configured to assune said role automatically assunes said role as

desi gnat eslO 20@tomé2k r out er upon at | east one of: havi ngproears2msoughs
on-line onto said network; 23 WD 2004/001620 PCT/US2003/011498 havi ng
detected that no other conputer on said netvvork is currently performng

said role; having detected tci}%t no orrputer grl ori tf{ hi gher, than itself
is currently perflbarvhr?% LG A0 oth %fﬁ@”ﬁ’uf?épﬂé i mabyesk igcentyt that any
ot her conputer on said network is currently perfornmng said role. 17. The
networ k of cledrfarmig figoleer conprising: a plurality of partitions, said
pre-established priority criterion allow ng each said partition to

automatical |y sel eldvirg diestginahat qeipmtsriof pdibritydugiRf thanheegin sai d
pre-established priority criterion further allows a new autonmatic sel ection

of a desi gnatggreqlgyg@[rfor\q{]g SMErol@ngof said partitions nerge. 18. A
si gnal - beari ng nedi um tang y enbodyi ng a program of machi ne-readabl e

mothod Of _aut onat | 4t PRt D .dét?? W P RSP P R PR TS Chsompr i ng:

currently performing said role.

17. The network of claim 15, further comprising:
a plurality of partitions, said pre-established priority criterion
allowing each said partition to automatically select a designated network
10 router, wherein said pre-established priority criterion further allows a new
automatic selection of a designated router whenever any of said partitions

merge.

18. A signal-bearing medium tangibly embodying a program of
machine-readable instructions executable by a digital processing apparatus to
15 perform a method of automatically configuring a network, said method
comprising;:
using a pre-established priority criterion to automatically select a
designated network router, said designed network router having a function to

determine and communicate a current network topology,
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using a pre-established priority criterion to automatically select a

desi gnated network router, said designed network router having a function
to det erwDreeoszmads200nTuni cate a current network topol ogpCTa%200802008/ 001620
PCT/ US2003/ 011498 19. The signal -bearing nedi um of claim 18, said nethod
further conprising: having each conputer configured to assune said role as
designated network router autopatically assune said role as designated
networ k rout el? Bheggrl-gearingiacprm of £)3iRgl % sxf mstladgfetthein- | i ne onto said
net wor k; having detected that no other conmputer on said network is
currently perdoorprisng: sai d rol e; having detected that no conputer of
priority higher than itself 10 is currently performng said role; and

bei ng unable to deffeig e_tabmoxﬁﬁutep@dmgu&arfr@ugsﬁﬁle@ﬁd&_aiecas dBaEMREK IS
currently performng said role. 20 he signal - bearing nedium of claim 18,

wherein sal d pieogShablhaNGdic S0 LLSHI Qi CQTPLI RS, RS RLEIM RRfdon ©f
priority as based on identification 1b nunbers.
5 upon any one of:
having been brought on-line onto said network;
having detected that no other computer on said network is
currently performing said role;
having detected that no computer of priority higher than itself
10 is currently performing said role; and

being unable to detect that any other computer on said

network is currently performing said role.
20. The signal-bearing medium of claim 18, wherein said pre-established

criterion comprises a determination of priority as based on identification

15 numbers.

25



