METHOD AND DEVI CE FOR PROTECTI ON AND CONTROL OF -

ORI G NALI TY OF PRODUCTS AND ELECTRONI CALLY READABLE
CERTI FI CATE THERECF TECHNI CAL SCOPE OF THE | NVENTI ON
The invention relates to nethod and device for
protection and control of originality of products and
~their conponents and: eIectronlcaII¥ r eadabl e

METHRR £} DERICE T9e PRATECT ISR CRBREVRENIORY THIECHRVENT PEONRODUCTS AND

ELEGERONEALLE FEFREVE CEETTHEA I SWiTFBr nunberi ng and '
control of the originality of the products by neans
of marking, |aser engraving, -nechani cal nunbering,
mul ti media nulti-stage encrypted narkings, etc. The

TecPrNr@AL@GorﬂEtdrotiﬁeaWE@ﬁ\romes are conpl enented with
deferent certificates, which common control is

carried out by bare eye, tools or automatic readers.
The ?ﬂﬁerﬁbﬁ%ﬁéﬁ jganctibd t4iRl dboiee fot qireléctlmt lamdscrmtml of

I'n case of nechanical nunberi CE% ﬁ dabl
origiealiiy «0fi ppduetsi anedthesosANBPREN Hi% ! “é‘ﬁ' Y Hgadable

romthe fake one if an exact replica, so
Cemfggt‘?g@éﬁ)m ng, of the original marking and

~certificate is done and the mul ti-stage encrypted

BAQ@%QNQ SEAHE | [JNITUNe agai nst erasure or in

eep renoval of the encrypted nmarking is done
is inpossible to determne its uni queness. -

Metqoﬁg'ﬂﬂrqven o@g%%geé\h%r%rﬂﬂﬁmbwmi Eﬂih@cﬁr@ﬁﬁ\lr? af

to create a nethod and, devi c or
the produetstbyomeans! of ewarkiog, lasemengramgr, echenisab AUREETngh

t he I I

4 FOPIRETR i SRR R 4388 oy and

deviggsosteatongriemeniat vaih dﬁremap@ﬁﬁcates,r\@aahrﬁomrrmrpi is
IO rts an nobi | es ‘and :

camﬁEPUﬁ@f e ?yﬁdgpsﬁsrn? aﬁng?g Ei’altétrﬁ%ust ry,

" machi ne-buil ding i ndustry and ot her products for
‘ tracki urps ntro 0 hei r.

~The c%‘ﬁ%%‘f?éﬁﬁ' rof %ﬁa?g ?%gf %hé%%:ﬁ&eoﬁégtl ﬁ Sase of
mecﬁérﬂdalcrﬁtmmmgeorl lagsr @tgravrng fiols ndiepossibls teadistinguigh the
| orrgrpﬂS‘quir;g glger eilélpé:qaqtzrgpﬁhgkggt rcfppcé) SPEARARIA RS brdhd BRYES
| marking and certificate is done and the multr-stage encrypted marking itself is
not immune against erasure or in case a deep removal of the encrypted

marking is done it is impossible to determrne its unigueness.
TECHNICAL DESCRIPTION OF THE lNVENTION

Embodiments of the invention seek to create a method and device for protection and

control of originafity of products -and their components and electronically
readable certificate thereof. More specifically control of production, control of
weapons, firearms and their spare parts and amm_unitions, automobiles and
automotive industry, aircraft industry, machine-building industry and other
products for tracking pur‘poee, confrol of their and of their componenis
originality, proof of their origin and producer as well as control of the originality
of their certificate which can be accomplished although the exact replication,
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The invention is illustrated by the foll ow ng
figures: Figure 1 - a nethod for the deposition of
the restorable nulti-stage encrypted markings 1.
_product 2. alloying layer 3. controlled beam (a

| aser, an electron, an ionic beam etc.) 4.
restorable nulti-stage encrypted marking 5. altered
structure of the material. 6. critical depth |ine
Figure 2 - a nmethod and the dewyi ce for reading of the

restorabl e nulti-stage encrypted markings 7. reader
Act@dibg RN asBvO8S the mvyntion, there is provided a method for protecting the

originality of a marking of a product after attempts for erasure, falsification or
. manipulation of the marking, characterized in that it comprises: 1) depositing a thin
alloying layer on the surface of the product in a marking area; 2) marking of the product
by a controlled beam or jet beam in such a way that elements of the alloying layer
penetrate a material of the product to alter and change the structure of the material of the
product deeper than the critical depth at which, in case of mechanical material removal of
the marking, the product could be destroyed or its utilization made impossible; 3)
scanning, by means of é reader, the conductivity and the changed structure of the material
in the area of the marking and recording the acquired image and parameters of the
" encoding elements of the marking by a computer into database; 4) recordiﬁg the
parameters of the encoding elements over an electronic carrier of an accompanying
certiﬁcéte; 5) scanning and reading the conductivity and the structure of the material in
the area of the restored or manipulated marking and comparing with those recorded into
the database 7_an'd the electronic carrier of the accompanyingr certificate to verify the

originality of the product.



8. conputer 9. database 10. nulti-stage encrypted
marking Figure 3 - a nethod for recordi ng and readi ng
of multi-stage encrypted marking restorable after the

r the manipulation for protecting
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certificates. 11. product 12. certificate with the
el ectronic carrier. 13. the restorable multi-stage

DESERIPTIIN OFRHE FIGURES the certificate and the
electronic carrier. PREFERRED EMBODI MENT OF THE

I NVENTI ON Over the product depending on its structure
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for the deferent materials. During the process of

marking, that is carried out by the controlled beam
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1. product

2. alloying layer

3. controlled beam (a laser, an electron, an iohic beam, etc.)
4. restorable multi-stage encrypted marking

5. altered sfructure of the material.

6. critical depth line

Figure 2 — a method and the device for reading of the restorable multi-stage
encrypted markings

7. reader (CCD, AFM, CMOS, etc.)

8. computer

9. database

10. multi-stage encrypted marking

Figure 3 — a method for recording and reading of mulii-stage encrypted
marking restorable after the erasure or the manipulation for protecting the
originality of products and the accompanying cerificates.

11. product
12. certificate with the electronic carrier. o
13. " the restorable multi-stage encrypted marking over the certificate

and the electronic carrier.

PREFERRED EMBODIMENT OF THE INVENTION

Over the product depending on its structure is deposited the thin alloying layer
that is deferent for the deferent materials. During the process of marking, that
is carried out by the controlled beam (a laser beam, an electron beam, an
ionic beam, efc), because of the raise of the temperature the elements of the
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3) scanning, by neans of a reader, the conductivity
and the changed structure of the material in the area
of the marking and recordi Ag the acquired i nage and
paraneters of the encoding el enments of the marking by
a conputer into database; 4) recording the paraneters
ClbhlMShe encoding el ements over an electronic carrier
of an acconpanyi ng certificate; 5% $c nni n
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chargegerized in that, the marking is recorded over
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r ecoslg@gntenf ithe alloying layer penetrate a material of the product to alter
and change the structure of the material of the product deeper than the
critical depth at which, in case of mechanical material removal of the
marking, the product could be destroyed or its utilization made impossible;
3) scanning, by means of a reader, the conductivity and the changed
structure of the material }n the area of the marking and recording the
acquired image and parameters of the encoding elements of the marking
by a computer into databése;
4) recording the parameters of the encoding elements over an electronic
carrier of an accompanying ceriificate; '
5) scanning and reading the conductivity and the structure of the material in
the area of the restored or manipulated marking and comparing with those
recorded into the database and the electronic carrier of the accompanying

certificate to verify the originality of the product.

 Method for proteéting the originality of a marking of a product according
claim 1, characterized in that, the marking is recorded over the electronic
carrier for preventing the falsification and manipulation of the information

recorded on it.



