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CHARGED RENT DISTRIBUTION SYSTEM FOR CONTENTS
INFORMATION AND METHOD THEREOF

BACKGROUND OF THE INVENTION

1. Field of the Invention .
The present invention relates to a charged rent distribution

" system for contents information and particularly' to such system for

distributing charges imposed on an uti_lization of the contents
information. More particularly, the present invention relates to such a
system which, on receipt.of an il_iforination for usage of - contents
information showing an use of specific contents -information by an
information user, charges the user for payment of the usage of the
contents information. After that based on the information of a media-
owner database integrally storing an owner ID information pei'.ta'ining to
the .OW.I_ICI' of the recorded-media, a media ID information inherent tc} thé '

recorded-media, and a contents ID 'in_for_ma'tion pertaining to0 - specific
contents information recorded on the recorded-media, this system

distributes at least a part of the charged money for utilization of contents

 information collected from individual users of the contents information

to the owners of relevant recorded-media. |

2. Ijescription of the Related Art |

~ As aresult of significant development of a digital communication
and information processing technologies prompted in recent years, it is
already practicable to integratively deal with a variety of digital contents
information such as picture images, audio sounds, or text data, for

- example. . In the field of distribution of contents information, a

distribution system is proposed not only for the sale of récordgd-media
recorded with music tunes or movies, magazines and the like, but also
for receiving system that enables individual users to receive .a wide
variety of contents information including digital musical tunes and
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works, digital movies, digital magazines, or the like, via communication
networks. | ' ‘
Nevertheless, when actually constructing such a system for
distributing a wide variety of digital contents information, inasmuch as
the contents of information subject to distribution are fully converted

_ into digital format, perfect replica may easily and inexhaustibly be

produced. This will generate a great advantage on the part of users, but
convefsely, this will in turn raise a grave concern on the part of those
who provide copyrighted works because of the need to protect own
copyrfghts. - To deal with this critical problem, when distributing' digital
contents information, it is imperative that éuch a system capable of fully
protecting copyrights without substantially degrading individual
characteristics of digital information contents be_seéurcd-. : '

As a practié‘al method- for protecting cbpyﬁghts for example,
such a method called “Super-dlstnbutlon is proposed. Detail of this

nmethad is described in a publication of Electronic Data Communication

Academy of Japan, i.e., under the title “Proposal on Software Service
System” proposed by Ryoichi Mori and Hidekazu Tashiro, as cited in Vol.
J70D, No. 1, pp 70 ~ 81 via the title “Super-dlstnbutlon” written by
Ryoichi Mori and Masaji Kawahara in reference to “The concept and the
archltecture”, trans. of IEICE, vol. E73, No. 7, pp 1133 ~ 1146.
According to the above-cited “Super-distribution” system, .
specific users utilizing the software are charged. for payment of usage,
whereas the software is distributed free of charge. Concretely, the
proposed “Super-distribution” system stipulates the following terms:

(1) Anyoné Who_ utilizes digital contents information shall be
allowed to obtain the digital information substantially at free of charge,
and yet, in addition to purchase of any digital contents information from
a retail shop, deli\}ery ofa copy..o'f any digital contents information from
a third party is alsa permissible.

(2) Each terminal apparatus owned by an individual
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information user shall incorporate such an apparatus for managing
accounting procedure to enable the charge controlling apparatns_ to
record actual rounds of utilizing digital information e'tlery time, whereby
each user is charged for payment of the usage in t:orresponden_ce with the
actual rounds of the usage of digital contents information recorded by the
charge controlling apparatus. | ' '
(3) Anyone who utilizes digital contents information shall be

- subject to purchase of such a data (called as a “common credijt card”)

designating: the rounds of usable amount of the digital contents
information by means of a pre-paid card or a credit card in' order to
enable the user to properly utilize digital contents mformatlon by way of
inserting the prescribed card into the correspondmg user terminal
apparatus. : '
By way of donstructmg such a system capable of charging ‘the
rent solely against the act of ut111zmg software without charging the user

;smply oni~account of the possession of software as cited above, it is
practlcable to not only protect copyrights, but it is also practlcable to

extremely decrease distribution cost and substantial cost of software per
unit by way of positively utilizing inherent characteristics of digital
contents information which are free from i 1ncurrmg degradation from the

_ original quality of digital mformatlon even after bemg copied by any

available means.

On the other hand, in the case of distribilting digital contents
information via the above-cited system, any user requiring. specific
contents information connects his computer terminal apparatus to an

information supply station which distributes a variety of contents

information via a communication network, an__d then the user downloads
the desired contents information stored at the connected information
supply station. This in turn obliges the user to be subject to payment of
the rent for utilization of the downloaded information contents. As a
conventional practic':e,' .digital contents information recorded on a

.
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fent charges to ownérs of recorded-media recorded with digital contents

recorded medium such as a CD (Compact Disc) or a DVD (Digital
Versatile Disc) are commercially available in the market. This in turn

.means that an equivalent amount of money is paid against the act of

possessing the corresponding information contents. Actual meaning of
the payment for the possession of required contents information
gradually fades away as the charging of the rent on the utilization of
specific information contents generally becomes a conventional tendency.

SUMMARY OF THE INVENTION
The present invention provides such a system for charging
individual users for payment of the rent for utilization of digital contents
information, and yet, enables the system to cbntinuously follow up
distribution of recorded-media by way of refunding part of the collected

- information.

The system for distributing the rent charges imposed on the
utilization of digital contents information of this invention essentially
comprises: a recorded media owner database ihtegrally storing an owner
ID (IDentification) data related to owners in possession of recorded-
media, a media ID data inherent to recorded-medi'a; and a contents ID
data pertaining to specific contents inforxﬁation recorded on recorded-
media; a data receiving means for receiving a contents utilizing data
designating the act of i_ndividual users executed for downloading specific
contents informatiori via a communication network; a rent charging
means for charging the rent on the utilized contents information agaihst
individual users based on the received data pertaining to the utilization of

contents information; and a distributing means for distributing at least a

part of the rent imposed on the utilization of contents information
collected from individual users based on the media owner database as a
result of implementing the above-referred rent charging procedure.

The system for distributing the rent imposed on the utilization of
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contents information of this invention further comprises: a data receiving
means for receiving a contents utilized data designating the act of
individual users executed for utilizing specific contents information via a
communication nefwork; a rent charging means for charging the rent on
the utilization of contents information against individual users based on
the received data pertaining to the users of contents information; and a
distributing means for distributing at least a part of the rent imposed on
the utilization of contents jnformation collected from individual users via
the rent charging means for refunding a part of the rent charges to the
owners of the recorded-media based on a data from a2 media owner
database integrally storing an owner ID data related to the owners in

- possession of recorded-media, a media ID data inherent to each recorded

medium, and a contents ID data pertalmng to specific contents

' mformahon recorded on a recorded medlum

In the practical form for 1mp1ement1ng the present invention,

information contents are distributed to individual terminal apparatuses

owned' by individual users from an information supply station via a
communication network. . Further, ciph'ered'_ information contents -
recorded on recorded-media are also distributed to individual terminal
apparatuses owned by other users from those terminal -apparatuses
owned By media owners in possession of recorded-media recorded with
contents information and ciphered contents. information via a
communication network to effect a secondary data distribution process.
Further, the owner ID data pertaining to the owner of recorded-media in
possession of recorded-media, the media ID data inherent to recorded-
media, and the contents ID data pertaining to the ciphered contents

- information recorded on recorded-media, are respectively delivered from

individual terminal apparatuses owned by media owners in possession of
recorded-media to a corresponding information supply station as the

information pertaining to owners of recorded-media.

Whenever distributed information contents are actually utilized;
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basic data for assessing chargeable amount via designation of actual
rounds of utilizing contents information is delivered to a corresponding
information supply station from individual terminal apparatuses owned
by individual information users every predetenninéd term. On receipt
of this basic data, the correspo‘ndi-ng information supply station processes
the received data for assessing chargeable amount, whereby generating
an integral data pertaining to utilization of contents information by way
of individually designating total rounds of, utilizing contents information
and names of users, for example. This integral data related to the
utilization of contents information is then delivered to an-information
providers to enable them to indi'vidually assess chargeable amount

"against individual users of contents information in correspondence with

total rounds of utilization of contents information.  Further, a part of the
rent for utilizing conttents information collected from individual users-via
the rent charging procedure is distributed to individual owners in
possession of recorded-media designated via the .data of the owners of

recorded-media.

| BRIEF DESCRIPTION OF THE DRAWINGS
In the drawings: S . '
_ FIG._' 1 is an overall schematic diagram of individuél components.
introduced for constituting an information distribution system according

" to the present invention;

25

30

FIG. 2 is an illustration for -designating a data allocation of ;an

optiéal disc to which the present invention is applied;
" FIG. 3 is a classification chart. designaﬁng arrangement of an

ISRC (International Standard Recording Code); | :

FIG. 4 is a block diagram designatixig a construction of each of a
terminal apparatus for implementing the present invention;

FIG 5 is a chart designating a first method for distributing the
information of the present invention; |
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FIG. 6is a chart designating a second method for dxstnbutmg the

information of the present invention;

FIG 7 is a chart designating a construction of the information
subject to drstnbutron,

FIG 8 is a chart designating a th1rd method for drstrrbutmg the
information of the present invention;

FIG. 9 is a chart designating a fourth method for distributing the
information of the present invention;

FIG. 10 is a block diagram designating an arrangement of an'
apparatuses for processmg an utilized mformatron in the present
invention; and

FIG. 11 1s a chart desrgnatmg data on the utilization of
information- contents cumulated on the part of a server of the present

invention. - \

DESCRIPTION OF THE PREFERRED EMBIDIMENTS

Referring now to the nccompanying drawings, one of practical
forms for implementing the present invention is described below.

FIG. 1 designates an overall construction of an information
distributing system pertaining to the present invention. An information
provider 10 is substantially a registered original title owner authorized: to
supply information contents such as musical -‘works; movies or the like.
For example, in the case of distributing musical tunes as the information
contents, a record company or a production company becomes the
information provider 10. In order to publicly promote information
contents such as _musicnl tunes reserved with own copyrights, the above
information provider 10 supplies such a contents information requiring
distribution to an information supply station 20, and -yet, converts the
objective information contents into digital format-and then records said
contents on a recording medium before delivering the recorded
information contents on .the market. Accordingly, an individual
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information user applies two kinds of method to gain access to -th.e
relevant information contents including such a means to download
desired information contents from the information supply station 20 into
his own terminal apparatus 30 via a communication network 60 and
another means for purchasing a recorded medium recorded with the
desired information contents such as a conventional CD (Compact Disc).
It is also possible for an individual information user acquiring the
desired information contents to distribute the identical information
contents to other information users via the communication network 60 in
order to execute the secondary distribution. _ |

On the other hand, after ciphering the information "contents

demanded from the terminal apparatus 30 own by an individual

information user via the communication network 60, the information

supply station 20 ransmits the 'ciph'ered information contents for

downloading to the terrhinal apparatus 30 owned by the individual
information user. Further, the information supply étation 20 ex¢hangés
communication with individual terminal apparatuses 30 to obtain data
designating actual rounds of the usage of information contents.on the
part of the individual terminal apparatuses 30 before summing up total
rounds of the usage of individual information coxﬁents' per terminal
apparatus owried by each user. Further, the information supply station
20 also accesses to the data pertaining to the owner of recorded-media in
order to discernibly control those information users who purchased
individual recorded-media-'recofded with specific information contents.
‘Each of the terminal apparatuses 30 is provided with a secret key
inherent to each of them. Such a common key required for deciphering
ciphered information delivered via-the communication network 60 is
acquired by utilizing the secrete key. Each of the terminal apparatuses
30 deciphers the ciphered information by applying a common key before
externally delivering the deciphered information, and yet, it also sums up
total rounds of the usage of the deciphered information contents.

8



10

15 -

20

25

30

Further, each of the terminal apparatuses 30 effects a secondary
distribution procedure by way .of transmitting ciphered information
recorded on a recorded medium to other terminal apparatuses 30 via the
communication network 60. |

A designated service center 50 controls data of mphenng keys
provided for the individual terminal apparatuses 30. The service center
50 is accessed by the information supply station 20 and-also by each of
the terminal apparatuses 30 as req_uired.‘ :

Assuming that a. recordi_ng medium recorded with specific
information contents corfesponds to an optical disc recorded with digital.
musical data for example, a practical form for 1mplement1ng the present_
1nvent10n is described below.

FIG. 2 exemplifies a construction of an optical disc 100 for

‘recording specific information contents. In order that the optical disc

100 can be provided with full compatlbﬂlty with any of conventlonal CD

- (Compact Discs), a CD data section 101 is formed._as,shc_)wn. in FIG. 2.

In addition, a ciphered data section 102 provided with such a recording
density higher than that of the CD data section 101 is formed outside of
the periphery of the CD data section 101. In addition, a medium ID
data section 103 is formed- inside of the periphery of the CD data section
101. | - .

- Like the case of any of the CDs, digital data related to a TOC
(Table Of Contents) and music tunes are recorded on.the CD data section
101. On the other hand, the ciphered data section 102 is recorded with
digital data of the music tunes identical to that is recorded on the CD
data section 101 by way of ‘previously compressing the volume of data
and ciphering the music tunes. To deal with an extremely large volume
of data, a common key applied c1pher1ng method with faster processing
speed is utilized for ciphering digital music data. To implement the
common key applied ciphering method, inasmuch as a variety of
methods such as the DES (Data Encryption Standard) or the one using a
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key with longer length than that of the DES is proposed, the embodiment
of the present invention introduces these methods.

Assume that digital music data recorded on the ciphered data
section 102 contains such a music tune data capable of discerning
individual music tunes such as an ISRC (International Standard -
Recording ‘Code) shown in FIG. 3, for example. According to the rule
of the ISRC, a code corresponding to a sPecific country is clarified by
designation of 6-bit data signals L1 and 1.2, whereas owner’s code is _
designated by means of 6-bit data signals 1.3, L4 and L5. On the other
hand, the year of the recording is designated by means of 4-bit data
signals 16 and L7, whereas serial numbers of individual records are
designated by means of 4-bit signals L8 to L12. By way of inserting
individual digital bit data conforming to the ISRC -standal_rd into the
digital music data reéo;ded on the ;:iphered data __s_ec’ti@n 102 in due order,

it is possible to obtain music tune-data on the'way of féproducing’ digital

music data, whereby making it possible to ceasily di‘sce'_ni actual duration.
of the usage of a specific digital music tune, for example. .

Such a medium ID data inherent to an individual opticai disc like
the serial numbers of optical disc is recorded. on a medium ID data
section 103 formed inside of the periphery of the CD data section 101
A common key Kc used for mphenng digital musm data is recorded on
the CD data section 101 or the medium data section 103.

As mentioned above, by way of recording digital ﬁusic data and
ciphered digital music data on the optical disc 100, even when utilizing

any of conventional optical disc apparatuses, it is possible to norm-aily

reproduce digital music data recorded on the optical disc 100. Further,
by way of providing an optical disc apparatus with communicating
function, it is also possible to effect a secondary distribution of ciphereJd
digital data to other information users.

FIG. 4 is a concrete block diagram designaﬁng a construction of a
terminal apparatus 30 which is capable of reproducing digital music tune
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data recorded on the optical disc 100 shown in FIG. 2 and also capable of
distributing ciphered digital music tune data recorded thereon, and yet,
also capable of reproducing ciphered digital music tune data obtained via
the communication network 60.

The optical disc 100 is rotated by a spindle motor 31 at a
predetermined rotating speed. The spindle motor 31 is driven by means
of a rotation controlling signal Sgp transmitted from a CD processor 34
described later on in order that the speed of the rotation of the optical
disc 100 can remain at a predetermmed rotating speed. .

The optical disc 100 is irradiated with power controlled laser
beams emitted from an optical p1ckup 32, and yet, Iase; beams reﬂected
from the optical disc 100 irradiate a photo detector (not shown) of the
optical pickup 32. The photo detector compnses a split beam detector,

- which generates a voltage 31gnal correspondmg to the reﬂected beams _

via photo-electric conversion and current-voltage conversion before
dehvenng thus generated voltage 51gna1 to an RF (Radio Frequency)

: amphfier 33.

Based on the voltage signal from the optic_:ai pickup 32, the RF
amplifier 33 generates-a reading signal Sgg, a focus error signal Sg, and
a tracking error signal Srtg, and then delivers these signals' to the CD
processor 34. |

On the other hand, based on the received focus €ITor sxgnal SkE,
the CD processor 34 generates a focus controlling signal Sgc for
controlling an object lens (not shown) of the optical pickup 32 in order
that focus position of the laser beams can exactly match the position of
recording layers of the optical disc 100, and then delivers the focus
controlling signal Sgc to a driver 35.  Further, based -on the received
tracking error signal Stz, the CD processer 34 generates a tracking
control signal St¢ for controlling the object lens of the optical pickup 32
in order that laser beam irradiating posiﬁon can coincide with the center
position of the desired track, and then delivers the tracking control signal
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Stc to the driver 35. Further, in order that the laser beam irradiating
position. will not outreach .the tracking controllable range, the CD
processor 34 generates a sled controlling signal Ssc for causing the
optical pickup 32 to be shifted in the diametric direction of the optical
disc 100, and then delivers the sled controlling signal Sgc to a sledding
motor 36. Based on the received sled controlling signal Sgc, the
sledding motor 36 causes the opticai pickup 32 to be shifted in the
diametric direction of the optical disc 100. '

On the other hand, based on the focus controlling signal Sgc, the
driver 35 generates a focus driving signal S;D, and yet, based on the
tréc;king control signal Stc, the driver 35 also generates a tracking drive -
signal Syp. ~ By causing the driver 35 to feed the generate_d focus driving
signal Spp and tracking drive signal Sp to an actuator (not shown) of the
dptical pickup 32, position of the object lens is controlled, whereby
controlling laser beams so that laser beams can premsely be focused at
the center position of a desired track. , o

Further, the CD processor 34 compensates for asymmetry of the
received reading signal Sgr and then converts the corrected reading

‘signal Sgr into binary digital signal. Next, the CD processor 34

executes an EFM (Eight to Fifteen Modulation) demodulation process
against the binary digital signal, and yet, it also executes a process for
correcting error of -the CI_RC (Cross Interleave Reed-Solomon Code).
In the case of reproducing digital music tune data recorded on the CD

-data section 101 of the optical disc 100, the digital signal complete with-

the process.for correcting error of the CIRC code is then filtered out to

limit frequency bands. The band limited digital signal is then converted

into a corresponding analog signal before output from the terminal

.apparatus 30 as an audio output signal Soyr-

Further, in the case of reproducing ciphered digital music tune
data recorded on the ciphered data section 102 and also reproducing the
medium ID data section 103 of the optical disc 100, the digital signal
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complete with the process for correcting error of the CIRC code is
delivered to a CD-ROM decoder 37 as a sigrial Dcg. Further, by way of
detecting synchronization between frames, the CD processor 34
generates a rotati(_)n' controlling signal Sgp in ordei" that the optical disc
100 can be rotated at a desired rotating speed, and then delivers this
rotation controlling signal Ssp to the spindle motor 31.

The CD-ROM decoder 37 executes a de-scrambling process
against the signal D¢y delivered from the CD processor 34, and ye_t,'
executes an error correctfng process by applying an added error
correcting signal such as an ECC (Eﬁor Checking and Correction) cddé?
and then delivers this signal to a traﬂsmissioh processor 38 as a signal
Dpg. :

A communicator 39 is ‘connected to the transmission processor 38.
When an public key Ka is acquired from the serv1ce center 50 hnked _
with the communicator 39 via the communication network 60, usmg the

~ public key Ka, the transmlssmn processor 38 generates a ciphered

common key data Pkc by way of c1phenng the common key Kc recorded
on the optical disc 100. When the common key Kc is recorded on the
medium ID data section 103, usmg the signal Dpg, the transmission
processor 38 generates the c1phered common key data Pkc. -When the '
common key Kc is recorded on the CD data section 101, after reccwmg
a signal demgnatmg the common key Kc from the CD processor 34, the _

transmission processor 38 generates the ciphered common key data Pkc.

Further, using the signal Dpg, the transmission processor 38 al_'so.
generates a secondary distribution data Ps designating ciphered digital
music tune data recorded on the ciphered data section 102. The

~ communicator 39 transmits a pair of ciphered common key data Pkc to

the portion at which the ciphered common key data Pkc is generated.
Further, when the ciphered common key data Pkc désignating the

ciphered common key Kc used for decoding distributed information and

data respectively consisting of the ciphered digital music tune data is
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transmitted via the communicator 39, a distribution data P consisting of
ciphered digital music tune data is provisionally stored in a buffer
memory 40, whereas the ciphered common key data Pkc is transmitted to
a rent charging module 41. | ,

The rent charging module 41 stores a plurality of secret keys Kr
inherent to individual terminal apparatuses. Using the secret key K,
the rent charging module 41 decodes the ciphered common key data Pkc
in order to deliver the decoded common key Kc to a cipher decoder 42.
Upon completion of preparation for deci_phering the ciphered digital
music tune data, the rent charging module 41 reads the distribution data
P provisionally stored in the buffer memory 40, and then transmits the
readout distribution data P to the deciphering decoder 42.

" Using the common 'key' Kc delivere& from the rent charging
module 41, the cipher decodér_ 42 decodes the readout distr_ibut_idﬂ'déta_ P
and then generates a data signal Des which remains without being
ciphered. . The data signal Dg, is then’ transmitted to a data expander 43
to treat the.data signal Dg, . with an expanding process. The expanded
digital data is then filtered _out to limit frequéncy bands. Finally, the
band limited digital signal is converted into the correéponding analog
audio output signal Sour before eventually being output from the

terminal apparatus 30.
By way of discerning music tunes and the number of music tunes

. decoded by the cipher decoder 42 or by way of discerning music tunes

and reproducing duration of music tunes from the digital data complete
with an extension process executed by the data extender 43, thé rent
charging module 41 generates usage data signals EPi and EP2
designating the amount of the usage of music tunes and then transmits
both signals to the rent charging module 41.

Based on the received usage data signals EP, the rent charging
module 41 sums up the actual rounds thus far used per music tune and
then generates a rent charging reference data ER designating actual
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rounds of utilizing rental music sources per music tune within a specific
term per elapse of a predetermined period of time, and then transmits the
reference data ER to the information su-pply'station 20. Alternatively,
in response to the request from the information supply station 20, the
rent charging module 41 genefatgs the rent charging reference data ER,
which is then transmitted to the information supply station 20 via the
communicator 29.

“Not only the communication with the information supply station
20 linked via the communication network 60 and with other terminal
apparatuses 30, but the communicator 39 also executes such a
verification process as the one described later on as well.

A controller 45 is fitted with an operating unit 46 and a display
unit 47. Of these, the operating unit 46 establishes and switches a
variety of operation‘s of each terminal apparatus 30. After actix}ating

'operatlon of the operatmg unit 46, when an operatmg 51gnal RS is

transmitted to the controller 45, based on the received operatmg s1gna1
RS, the controller 45 generates a controlling signal CT.for delivery to
individual operating components, and then controls operation of
respective operating components so that desired operatlons can be
1mplemented. Further, a display signal RD is supplied to the display
unit 47 to display the actual operating status of each terminal apparatus
30. | | o

Next, a method of distributing information for distributing digital

- musi¢ tune data as information contents is described below. FIG. 5

represents a chart for explanation of a first method for distributing

" information.- The chart shown in FIG. 5 designates the case in which

specific information contents are transmitted from the information
supply station 20 to the terminal apparatus 30. In the case of
distributing digital music tune data as the contents of information, in
particular, because of a vast amount of digital music tune data, the
contents are ciphered. When distributing the ciphered contents of
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digital music tune data from the above information supply station 20, the
above-referred common key ciphering format with an extremely fast
processing épeed is utilized. Further, when distributing a ciphered
common key Kc used for ciphering data to be distributed, in order to
readily decode the ciphered common key Kc without obliging the
information supply station 20 and the terminal ap'paratus 30 to jointly
keep such a ciphering key used for ciphering data to be distributed, by
way of utilizing an public key applied ciphering format, the common key
Kc is ciphered by an public key Ka before distributing the ciphered
public key Ka as a ciphered common key data Pke.

In order to realize the pubhc key c1phermg format, elther the -
RSA (RlVCSt Shamir and Adleman) ciphering format or the elliptic curve
c1phenng format is proposed and thus these mphermg formats are

.mtroduced for 1mp}ementmg a practical embodiment of the present

invention. It should be noted that the pubhc key Ka is open to the
public as of the state accessible from the information supply station 20-

and the individual terminal apparatuses 30. Control of the public key -

Ka is executed by way of registering it as an open database to the service
station 50 shown in FIG. 1, for example. |

When distributing specific digital music tune data via the
communication network 60, it is so arranged that the above-referred
information provider 10 shall previously deliver specific contents of
digital data requiring distribution to the information supply station 20 to
enable the supply station 20 to effect distribution of the spemﬁed digital
data contents therefrom. '

As shown in FIG. 5, when a request for distribution of speciﬁé

contents of data is generated by the terminal apparatus 30-k against an

information supply station 20, in response to that, the information supply
station 20 generates a request for delivery of an pubhc key Ka-k
corresponding to the terminal apparatus 30-k being the requesting source
against a service center 50. In response, the service center 50 delivers
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the public key Ka-k of the terminal apparatus.30-k to the information
supply station 20. The delivered public key Ka-k constitutes one part
of a pair of keys, where the other part is constituted by a secret key Kr-k
held by the terminal apparatus 30-k. |
Next, the information supply sfatiop 20 executes a verification
process against the terminal apparatus 30-k. B'y. implementing the
verification process, the information supply station 20 confirms
legitimacy of the terminal apparatus 30-k. The verification process
checks and confirms whether the counterpart termmal apparatus 30-k is
the proper one bearing a secret key Kr-k or not. To implement this, for
example, the information supply statl_on 20 transmits random digits. In
return, the terminal'.apparatus 30-k ciphers the delivered random digits
by _applying the secret key Kr-k, and then transmits the ciphered random

_digits back to the information service station 20. - On the other hand, the

information supply station 20 inversely converts the delivered random
digits by applying an pubhc key Ka-k delivered from the service center

- 50 in order to check to see if the transmitted random d1g1ts will properly

bé reproduced-or not. This enables the information supply station 20 to
correctly identify whether the counterpart terminal apparatus is the

proper one or not. It is allowable for implemén.ting the verification

process to utilize an électrogic signature based on an public key
ciphering format called “digital signature”. When implementing the
digital signature, it is defined that the corresponding terminal apparatus
30-k should transmit the digité.l. data ciphered by means of the secret key
Kr-k to the information supply station.ZO, for example. In the case in
which if correct data are duly reproduced by decoding the ciphéred
digital data delivered from the corresponding terminal apparatus 30-k by
applying the secret key Ka-k, this enables the information supply station
20 to identify that the corrCSpondmg terminal apparatus 30-k is the
proper one. In terms of the d1g1ta1 signature technology, the above-
referred RSA (Rivest, Shamier and Adleman) ciphering format, the
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Elgamal signature format based on discrete logarithm issue, and the DSA

. (Digital Signature Algorithm) format, are known.

When the above information supply station 20 identifies that the
terminal apparatus 30-k demanding the contents of specific data is the
legitimate one, then the information supply station 20 ciphers the
common key Kc used for ciphering digital music tune data by means of
the public key Ka-k of the terminal apparatus 30-k delivered from the
service center 50, whereby generating .the ciphered common key data
Pkc-k. Further, using the common key Kc, the information supply
station 20 ciphers the demanded digital music tune data and then
compresses the ciphered digital music tune data to decrease the amount
of data before generating a primary distribution data Pf-k. Next, the
information supply station 20 delivers the ciphered @m_mdn_ key data

' Pke-k and the primfary distribution data Pf-k as a pairing unit to the

terminal apparatus 30.- | .

The terminal apparatus 30-k delivers the ciphefed common key
data Pkc-k received from the information supply station 20 to the rent
charging module 41 as shown in FIG 4 to enable the rent charging
module 41 to decode the ciphered commor key data Pkc-k by applying

“the secrete key Kr-k. Next, the terminal apparatus 30-k delivers the
‘obtained common ‘key K¢ to the cipher decoder 42, and Vet, it also

delivers the primary distribution data Pf-k received from the information

| supply station 20 to the cipher decoder 42. The primary distribution

data Pf-k is then decoded by applying the common key Kc and then
extended by the data expander 43, whereby making it possible to -
generate such a music tune audio output signal Sog—r free from being
ciphered. | '

By .way of monitoring decoding process executed by the cipher
decoder 42, the rent charging module 41 computes total rounds of the
usage of digital information contents per music tune. In the course of
computing actual rounds of the utilization of individual music tunes,
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actually utilized music tunes can be identified by utilizing digital music
tune data such as the ISRC code as described earlier. Based on the
amount of decoded data, time spent for reproducing individual music |
tunes, or the number of reproduced music tunes, actual amount of usage
is determined. .Thencef_orth, whenever a predetennined period of time

is past, the terminal apparatus 30-k transmits a rent charging reference

data ER designating actual rounds of the usage of individual music tunes
in a predetermined term to the information supply station 20.
Alternatively, in response to the request from the information supply
station 20, the. terminal apparatus 30-k transmits the rent’ charging
reference data ER to the information supply station 20. -

The information supply station 20 sums up the rent 'chatg'ing
reference data ER transmitted from individual terminal apparatuses 30,
and then provides thé information provider 10 with an usage 16g data UR
designating a total amount of the usage of individual music tunes. The
information provider 10 is aﬁ-thor’i_zéd' to charge the rent on the utilized

- mu_sic data in correspondence with the result of utilizing individual
:music tunes per individual terminal apparatus against the corresponding

terminal apparatus 30 based on a conventional pre-paid card or credit

card.
Referring now to a chart designating secondary distribution of

. digital music tune data 'shown'.in FIG. 6, a method of implementing a

secondary distribution of data contents is described below. When an
information user purchases the optical disc 100 recorded with ciphe;ed
digital music tune data as shown in FIG 2, by way of inserting the
optic'él disc 100 into the terminal apparatus 30-1 for example owned by
the above information ﬁser, the purchaser requests the information
supply station 10 for registration of the purchaser himself. .

By implementing the above-described verification process
against the terminal apparatus 30-1, the information supply station 20
checks and confirms legitimacy of the terminal apparatus 30-1. When
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it is identified that the terminal apparatus 30-1 subject to a request from a
purchaser for his registration is the proper one, the information supply
station 20 reads such a medium ID data inherent to each optical disc
recorded on the medium ID data section 103 of the optical disc 100, for
example, the information supply station 20 reads a serial number from
the ‘terminal apparatus .30-1. Next, the information supply station 20
provides the information pfovider 10 with a media owner data UB
comprising the readout serial nurhber, and an owner ID data inhe;ent to .
each terminal apparatus, for example, for designating the terminal
épparatus 30-1 which has readout the serial number, or such an owner ID
data (designating address, name, or a régistered number of a credit card
owned by the purchaser) _réceived from the operating unit 46 shown in

- FIG. 4 necessary for specifying the serial number and the owner of the

optical disc 100, and such a contents ID data designating__.'a specific
music tune which is recorded on a recorde_,d-media' and enables
secondary distribution theteof. By virtue of the registration of a

. purchaser of the optical disc 100, it.'i.s possible for the information

provider 10 to properly control individual owners of the optical disc 100.
. In the case of secondary distributing a specific digital music tune
data to another user upon completion of a primary distribution of the
digital music tune data via the sale of the optical disc 100, when another
terminal apparatus 30-k requests the terminal apparatus 30-1 for delivery )
of the above data contents, in response, the terminal apparatus 30-1
requests the service center 50 for delivery of an public key Ka-k
correspondihg to the terminal apparatus 30-k being the requesting source.
In return, the service center 50 delivers the public key Ka-k of the
terminal apparatus 30-k to the terminal apparatus 30-1. The delivered
public key Ka-k constitutes one part of a pair of keys, where the other
part is constituted by a secret key Kr-k held by the terminal apparatus
30-k. |
Next, the terminal apparatus 30-1 executes a verification process
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against the terminal apparatus 30-k in order to check and confirm
legitimacy of the terminal apparatus 30-k. When the terminal apparatus
30-1 identifies that the terminal apparatus 30-k requesting delivery of
information is the proper one, the transmission processor 38 of the
terminal apparatus 30-1 ciphers the common key Kc recorded on the
optical disc 100 by applying the public key Ka-k of the terminal
apparatus 30-k delivered from the service center 50 and then generates a
ciphered common key data Pkc-k. Further the transmission processor
38 delivers the ciphered common key data Pkc-k and the secondary
distribution data Ps compnsmg d1g1ta1 music tune data recorded on the
c1phered data section 102 of the optical dlSC 100 and a data In inherent to
the optical disc 100 recorded on the medium ID data section to the

_termmal apparatus 30-k as a pairing unit. -
On the part of the termmal apparatus 30-k the ciphered common

key data Pke-k delivered from the terminal apparatus 30-1 is transmitted -

to the rent charging module 41, " which then decodes the mphered
.comimon key data Pkc-k by applying the secret key Kr-k, and then

delivers the obtained common key Kc to the cipher decoder 42. Further,
the terminal apparatus 30-k delivers the secondary distribution data Ps to
the cipher decoder 42 to decode the common key Kc by applying the
common key Kc. . The decoded data is then extended by the data
extender 43 before eventually generating a music tune audio output
signal Sour-

- While monitoring a decoding precess executed by the cipher
decoder 42, the rent charging module 41 computes total rounds of the
usage of the digital information contents per music tune. Tﬁenceforth, .
whenever a predetermined period of time is past, the terminal apparatus
30-k transmits a rent charging reference data ER designating total rounds
of the usage of music data per music tune within a predetermined period
of time to the information supply station 20. Alternatively, in response
to the request from the information supply station 20, the terminal
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apparatus 30-k transmits the rent charging reference data ER to the
information supply station 20. Further, on the part of the rent charging
module 41, in order to identify the used condition of iﬁdividually
decoded digital music tune data recorded on individual optical discs by
way of discerning the individually corresponding optical discs, the data
Jn inherent to the optical disc delivered from the terminal apparatus 30-1
pairing with the secondary distribution data Ps is included in the rent

charging reference data ER.

Based on the rent charging reference data ER delivered from
individual terminal apparatuses 30, the information supply station 20
generates a contents utilized data US designating the result of the use of

| individual music tunes on the part of individual terminal apparatuses 30,

and then delivers the contents utilized data US to the information
provider 10. This'in turn enables the information provider 10 to
execute a rent charging procedure in correspondence with the result of

the use of d1g1tal music tune data per terminal apparatus against all the
terminal apparatuses 30. Further, inasmuch as a media owner data UB

is delivered from the information supply station 20, by way of utlhzmg _
the data Jn inherent to each optical disc mcluded in the rent chargmg
reference data ER, it is possible for the 1nfo_rmat10n supply station 20 to
discern actual status of the digital music tune data recorded on such
optical discs respectively being utilized for secondary distribution after
being bought by registered users. This in turn enable’s' the information
supply station 20 to control actual condltlon of the distribution of digital
music tune data out from the registered users.

- According to the above-described system for 1mp1ement1ng the
secondary data distribution, such a ciphered digital music tune data
recorded on an optical disc 100 is distributed from the terminal apparatus
30-1 to the other terminal apparatus 30-k. On the other hand, it is also
possible for the secondary data distributing system to distribute the
already distributed ciphered digital music tune data from the terminal
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apparatus 30-k to the other terminal apparatus 30-m, for example. In
this case, when the terminal apparatus 30-m requests the terminal
apparatus 30-k for distribution of the digital music tune data, it is so
arranged that such processes further than the process to cause the
terminal apparatus 30-k to request the terminal apparatus 30-1 for
delivery of contents of information according to the secondary
distribution system will be executed. In this case, it is so arranged that
the common key Kc decoded by the rent charging module 41 is ciphered
by applying an public key Ka-m of the terminal apparatus 30-m received

. from the service station 50 in order to generate a ciphered common key

data Pkc-m. Next, the above-referred data Jn inherent to the optical
disc recorded on the medjum ID data section 103 of the optical disc 100

_'dehvered from the terminal apparatus 30-1 is again added to the c1phered -
' common key -data Pkc-m and also to the secondary dlstnbutlon data Ps

delivered from the terminal apparatus 30-1. Further, such a routed

apparatus data Q-k designating re-distribution of data from the terminal

apparatus 30-k is also added to the above-referred data Pkc-m and Ps,
and then, the added data are respectlvely delivered to the termmal _
apparatus 30-m. ) '

It is so arranged that the tefminal apparatus 30-m can gain access
to the common key Kc by way of decoding the ciphered common key
data Pkc-m by applying a secret key Kr-m of the terminal apparatus 30m.
It is also possible for-the terminal apparatus 30-m to decode the
secondary distribution data Ps by applying the common key Kc.
Further, when transmitting the rent charging reference data ER from the
terminal apparatus 30-m to the information supply station 20, not only

‘the utlhzed music tunes and the actual rounds of use, but the data

inkerent to an opncal dlSC owned by the user who initiated secondary
distribution of music data between users and the routed apparatus data
are also transmitted in the state being included in the rent charging

reference data ER.
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As mentioned above, in the Course of re-distributing the
secondary distribution data Ps, as is appafent from FIG 7, it is so
arranged that the data Jn inherent to each optical disc is added to the
secondary distribution data Ps being the ciphered digital music tune data
and also to the ciphered common key data Pkc, and then, a plurality of
routed apparatus data Q-k, ,'Q-m,' ...designating 're_spectivé' terminal
apparatuses 30 thus far routed, are serially added to the above data Ps
and Pkc. Further, it is also arranged that, not only the data on the
utilized music tunes and the data on the utilized amount of music tunes,
but the serially added routed apparatus data are also included in the rent
charging reference data ER to be transmiitted to-the information supply
station 20. This 1n turn enables the mformatlon pr0v1der 10 to
effectively recognize ‘the route of dlstnbutmg d1g1tal music tune data on
the part of users.  ‘

According to the above-described _data distribution system, the.
common key Kc is distributed by utilizing an public key ciphering .-
method. However it is also possible to distribute the data subJect to
distribution and the common key used for cxphermg the. data subject to
distribution by applying the common key ciphering method.

"Referring nOW to. a chart shown in FIG 8, a procedure for

. implementing a primary method of distributing data contents is

described below for explanatory of a third method of distributing data
when applying a common key ciphering method to effect-distribution of
a common key. It should be noted that the rent charging module 41

provided for an individual terminal apparatus 30 memorizes a secret key

Kr inherent to each temﬁpal apparatus. Further, in order to utilize the
common key ciphering system, the secret key Kr is bilaterally used for
ciphering and deciphering the common key Kc.

Database of the secret key Kr is controlled by the service center
50. In other words, only the service center 50 is allowed to manage the
secret key Kr corresponding to the individual terminal apparatuses 30.
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Further, it is so arranged that the information supply station 20 is-entitled
to acquire the secrete key Kr by way of accessing the service center 50,
whereas each of the terminal apparatuses 30 is not allowed to acquire the
secret key Kr.

When the terminal apparatus 30-k requests the 1nformat10n
supply station 20 for delivery of contents of specific information, in
return, the information supply station 20 demands the service center 50
for delivery of a secret key Kr-k exactly corresponding to the terminal
apparatus 30-k being the source of this 'request In return, the service
center 50 delivers the secret key Kr-k of the terminal apparatus 30-k to
the information supply station 20. _ '

Next, the information supply station 20 executes a verification

- process against the termii_lal apparatus 30-k, and thén, confirms

legitimacy of the ‘Yerminal apparatus 30-k in accordance with ‘the
procedure described above. Concretely, when the.ir_lfp_rmation 'su_p:p_l.y -
station 20 ti'uly identifies that the terminal apparatus 30-k being the
source of the request is the proper one, by. applying the secret key Kr-k
of the terminal apparatus 30-k delivered from the service center 50, the
information supply station 20 ciphers a common. key Kc used for
ciphering digital music tune data, and then generates a cipheréd common
key data Pkc-k. Further, using the common key Kc, the information
supply station 20 ciphers the requested digital music tune data. Next,
the ciphered data is compressed to decrease the amount of data before
eventually generating the primary distribution data Pf-k. The ciphered
common key data Pkc-k and the primary distribution data Pf-k pamng
with each other are then distributed to the terminal apparatus 30-k. -

Next, the termm_al apparatus 30-k transmits the ciphered common
key data Pkc-k received from the information supply station 20 to a rent

- charging module 41 shown in FIG. 4, and then decodes the ciphered _

common key data Pkc-k by applying the secret key Kr-k. A common
key Kc obtained via the decoding process is then delivered to'the cipher
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decoder 42. Next, the primary distribution data Pf-k is delivered to the
cipher decoder 42 so that it can be decoded via the common key Kc.
The decoded data Pf-k is then treated with an expansion process by a
data expander 43 before eventually causing_'a music tune audio output
signal Spyr to be output as of the state free from being ciphered.

On the other hand, by way of monitoring a decoding process
executed by the cipher decoder 42, the rent charging module 41
computes the actually used amount of individual music tunes.
Thenceforth, whenever a predetermined period of time is past, the rent
charging module 41 transmits a rent charging reference data ER
designating a total amount of the usage -per music tune during a

predetermined period of time to the'_ir_lfo'rmetion silpply station 20.

Alternativ_ely, in response to the request from the information supply

station 20, the rent charging reference data ER is transmitted from the .-

términal apparatus 30-k to the information supply station 20.

By summing up the rent -charging reference data ER collected
from individual terminal apparatuses 30, the inforniation supply station
20 provides the information provider 10 with an usage log data
des_ignating a total amount of the 'individuaI.' music tunes utilized by
individual terminal apparatﬁses 30. This 'in turn enables the

_1nformat10n provider 10 to charge to the individual terminal apparatuses
30 for the payment of rent in correspondence with the actual status of the

utilization of music tunes per terminal apparatus 30.

Referring now to a chart sliown in FIG 9,' a procedure .for
implementing a secondary distribution of digital music tune data by
applying a common key ciphering is described beIOW for explenatory of
a fourth-method of distributing data. When an information user
purchase an optical disc 100 recorded with eiphered digital music tune
data shown in FIG 2, by inserting the optical disc 100 into a terminal |
apparatus 30-1 owned by this information user, for example, the user
requests the information supply station 20 for effecting registration of
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this user.

Initially, the information supply station 20 executes a verification
process against the terminal apparatus 30-1 in order to check and
confirm legitimacy of the terminal. apparatus 30-1. When it is
identified that the terminal apparatus 30-1 purchased by the registered
user is the proper one, the information supply station 20 reads a medium
ID data inherent to an individual optical disc recorded on the medium ID
data section 103 of the optical disc 100 and a contents ID data
designating such music tunes recorded on the optical disc 100 o as to
enable users to perform a secondary distribution procec_ture out from the
terminal apparatus 30-1, and then, provides the information provitier 10
with a media owner data UB coniprising the above-referred readout data

~ and the owner ID data capable of spec1fy1ng the owner of the opt1ca1 disc

100 by Way of pamxi-g both data with each other. -

When secondarily distributing the c1phered d1g1ta1 music tune |
data recorded -on the optical disc 100 to other users, assume that another
terminal apparatus 30-k requests the terminal apparatus 30-1 for delivery
of the d1g1tal music tune data, in response the terminal -apparatus 30-1
provides the terminal apparatus 30-k with a ciphered secondary
distribution data.Ps recorded on the ciphered _data section 102 of the
optical disc 100 and a data Jn inherent to each optical disc recorded on

" the medium ID data section 103 by pairing both data with each other. It~

is also allowable for the terminal apparatus 30-1 to execute a process for
verifying the terminal apparatus 30-k before effecting transmission of the
data, and then, after confinﬁing legitimacy of the terminal apparatus 30-
k, transmission of relevant data may be implemented. -

The terminal apparatus 30-k provisionally stores the secondary
distribution data Ps in the buffer memory 40, and yet, also stores the data
Jn inherent to each optical disc in the rent charging module 41. Further,
in order to acquire a common key Kc necessary for decoding the
secondary distribution data Ps, the terminal apparatus 30-k requests the
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information supply station 20 for delivery of a ciphered common key
data Pkc-k. '

In response to this request, the infor_mati-on supply station 20
acquires the secret key Kr-k of the terminal apparatus 30-k from the
service center 50, and then, based on the method identical to the case of
the primary disi:ribﬁtion.process, executes a verification process against
the terminal apparatus 30-k in order to check and confirm legitimacy of
the terminal apparatus 30-k. @ When the verifying process has
successfully confirmed legitimacy of the terminal apparatus- 30-k, the
information supply station 20 ciphers the common 'key Kc by meaﬂs of a
secret key Kr-k acquired from the service center 50 being equal to th_e
secret key Kr-k memorized in the terminal apparatus 30-k.. "In this way,
the information supply station 20.génerates a ciphered common ké_y data
Pkc-k and then delivers this data to the terminal e_ipp_aratus 30k

Next, the terminal “apparatus 30-k delivers the ciphered.
commonkey data Pkc-k fed from the information sﬁp_ply station 20 to the
rent ché.rging module 41, which then decodes the ciphered common key

data Pkc-k by applying the secret key Kr-k memorized in the terminal .

apparatus 30-k, and then delivers the aéql_lired common key Kc to the.
cipher decoder 42. When the common key Kc has been aéquired, a
secondary distribution data Ps stored in the ‘buffer memory 40 is
delivered to the cipher decoder 42 and then decoded by means of the
common key Kc. Then, the decoded secondary distribution data Ps is
extended by a data extender 43 before eventually generating a music
tune audio output signal Soyr free from being ciphered.

While monitoring the decoding process executed by the cipher
decoder 42, the rent chérging module 41 computes total rounds of the
use of digital ‘information contents per music tune. Thenceforth,

- whenever a predetermined period of time is past, the terminal apparatus

30-k transmits a rent charging reference data ER designating a total
amount of the used digital music tune data within a specific period of -
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time per music tune to the information supply station 20. Alternatively,
in response to the request from the information supply station 20, the
terminal appa-ratus 30-k transmits the rent-charging reference data ER to
the information supply station 20. Further, as mentioned above, in
order to discern the individual results of using the decoded digital music
tune data recorded on individual optical discs, such a data Jn inherent to
individual optical discs suppliéd in conjunction with the secondary
distribution data Ps pairing with each other is also included in the rent
charging reference data ER. ' | '

Next, based on the rent charging reference data ER transmitted
from each of the terminal apparatuses 30, the info_rmatiog'.supply station
20 generates a contents- utilization data UR designating total rounds of
the utilization of individual music tunes on the part of respective
terminal apparatuse$ 30, and then delivers this contents utilization data

‘UR to the information provider 10.. This in turn enables the
information ‘provider 10 to impose the ‘rent ‘on individual terminal

apparatuses 30 in correépond_énce with the result of utilization of digital
music tune data on the part of individual terminal apparatuses 30, and yet,
also enables the information p:oirider 10 to precisely control the actual
amount of data contents distributed by individually registered users.

In the case of distributing such a cipher-free digital music tune
data owned by the terminal apparatus 30-1 to the terminal apparatus 30-k,
in the same way as is done for the.information supply station 20 in the .
above-referred first and third data distributing systéms, it is allowable to
distribute the above-referred digital music tune data after being ciphered.

Any of the above-described terminal apparatuses 30 provisionally
stores the primary distribution data Pf-k and the secondary distribution
data Ps in the buffer 40 and then decodes the primary and secondary
distribution data Pf-k and Ps via the operation of the rent charging
module 41 to decode the common key Kc. Instead, it is also allowable
to initially acquire the ciphered common key Pkc-k to decode the
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common key Kc and then receive delivery of the first distribution data Pf
and the secondary distribution data Ps.

FIG 10 represenfs a schematic diagram of a utilized information
processing apparatus 11 for executing a rent charging procedure by
applying a contents _utilize& data US fed from the information supply
station 20 on the part of the information prox-rider 10. A communication
processor 12 of the utilized information processing apparatus 11 is linked
with the information supply station 20 via a network using such a
conventional public communication line or a pri_vate t_elecoinr’nun_icatioﬁ
line. The communication processor 12 is linked with a server 14 and a

client personal computer 15 via'a LAN-(Local Area Network) 13.

In the utilized information processing apparatus 11, the server 14 |
serially cumulates a media owner data UB and the contents utilized data

- US delivered froni the information supply station 20, and in addition, the

client personal computer 15 reads the data contents cumulated in the
server 14 in order to execute the rent charging procedure. _

FIG. 11 represents an aspect of the contents utilized data US
stored in ‘the server 14 including the data for discernibly identifying
individual data users, data designating the éoﬁr_ce of acquiring music
tunes, data of utilized music tunes, and the data designatiﬂg dates of
utilizing music tunes.- - |

For example, when a certain digital music tune data is delivered
from the information supply station 20 via the communication network
60 as the primary distribution cohtents, the client personal computer 15
selects such a numerical data “20” designating the information supply .

station as the source of acquiring the corresponding music tune data, and

yet, using the selected data, the client personal computer 15 also
discernibly identifies the status of utilizing music tune data on the
monthly basis (for example, for a period from January 1, to January 31,
2000) or on the weekly basis per termi'r_lal apparatus 30-1 or 30-2, for
example. Accordingly, it is possible to impose the rent corresponding
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to the total rounds of utilizing the digital music tune data contents
against individual users in possession of individual terminal apparatuses
30. _ .

Further, when a ciphered data recorded on an optical disc is
delivered via the secondary distribution, by way of selecting such a.
numerical data different from “20” being the source of acquiring ‘the

' relevant music tune data, it is possible to correctly identify total rounds
- of utilization per optical disc on the part of individual terminal

apparatuses 30. Further, it is also possible to correctly identify every
detail of data contents recorded’ on individual optical discs owned by
individual registered usérs, whereby making it possible to confirm how
far the registered purchasers of the optical disc have- i'ndividually.

_.contributed to the re-distribution of the digita] musié tune contents data.

By virtue of the above arfangement it is.possible f0r- _the

| information provider 10 to 1mpose the rent on 1nd1v1dual regxstered users
“for the total amount of utilized music tunes by way of senally detecting -

all the data corresponding to individual items from the media owner data

UB and the contents utilized data US stored in the server 15 by operating

the client pefsonal computer 15. - Further, based on the data related to

the dates of utilization of the data contents‘ and the data related to the

names of utilized music tunes, actual status of utilization of the data
contents on the monthly basis (for example, fora period from January 1
to January 31 2000) or on the weekly basis can correctly be discerned
per music tune “A” or “B”. ThlS in turn enables the information

“provider 10 to effect payment of a proper amount- of rent against

1nd1v1dual copyrighted parties.

In the above description, it is so arranged that, based on the
contents utilized data US, a proper amount of rent is imposed on
individual information users in correspondence with the utilized music
tunes and the total rounds of use. It is also allowable for individual
users of individual terminal apparatuses 30 to previously purchase a
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specific right for utilization of music tune data for a predetermined
number of rounds corresponding to the amount of advance payment
effected via a pre-paid card for example from the information provider
10 or from the information supply station 20, whereby enabling each
terminal apparatus 30 to approve utilization of information contents by
the rounds corresponding to the purchased right. Even when
introducing this methdd, every detail of the utilized music tunes and the
rounds of use thereof is delivered from each of the terminal apparatuses
30 to the information supply station 20 to enable the information
provider 10 to correctly identify actual status of the utilization of
individual music tunes by way of réferring to the contents utilized data
US. | ' _

- When the information provider 10 has earned a'_certain amount of
profit after deductiﬁg the royalties and expenses frdm the turnover
generated by the distribution of data contents via the cbminunication

network 60 and the sale of opfical_ discs, it is possible for thg:-pf_bvi_der 10

to distribute the earned proﬁt against owners of individually registered
optical discs as the one entitled to share the dividend. '

. For example, in the case in which: profit “Ml” that can be shared
with the owners of the-optical discs recorded with a music tune “A” has
been earned, where the number of owners of the optical discs recorded
with the music tune “A” i$ assuméd to be “N”, the clieﬁ_t personal
computer 15 computes' the dividend “M1/N*, whereby further executing
a process for d1stnbut1ng the d1v1dend to individual owners of the
corresponding optlcal discs.

As described above, it is possible for individual reglstered

owners of optical discs to not only enjoy music tunes recorded on an

optical disc, but they can further earn a higher. share of dividend by
promoting the utilization of music tunes by way of distributing digital
music tune data, thus enhancing additive value of the purchased optical
discs.
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Further, in addition to the dates of utilization of the digital music
tune data and the names of music tunes utilized, by way of utilizing such
a data related to the source of acquiring music tunes, for -example, it is
also possible to discern the period actiialiy required to effect secondary
distribution of a2 music tune “A” recorded on an optical disc beéring' a
serial number “SN1” for example based on a predetermined period of
time. Referring to FIG 11, in terms of the source of acquiring specific
music tunes, the numeral “20” designates the information supply station
20, whereas “SN1” designates that ciphered digital music tune data is
distributed via the secondary distributi’on. stage from an optical disc
bearing a serial number “SN1”. Because of this, the client personal
computer 15 divides sharable profit “M1” into “M2” and “M3”, and then’
executes a process for distributing a dividend corresponding to “M2/N_Il”

to individual owner$ of the optical discs each bearing a serial number

“SN1” for example. The profit “M3™ is subject to distribution in =

- correspondence with the degree of contribution to the distribution of a

specific music tune. Concretely, when it is identified that fhe rounds of
the usge of a music tune “A” correspond to rounds “K” whereas total
rounds of effécting the secondary distribution of the music tune “A”
correspond to rounds “K17”, then the client personal -computer 15
executes a process for distributing the dividend expressed in terms of

“M3 x K1/K” against the registered owners ‘of the optical discs each

bearing a'serial number “SN1”. _

' The above-described embodiment has enabled the server 14
provided for the information providei 10 to memorize the media owner
data UB therein. Instead, it is also allowable to control the media-
owner data UB discretely from the information provider 10 to enable the
provider 10 to memorize the contents utilized data US therein.

For example, by way of arranging that the media owner data UB
is controlled by the information 'supply station 20 and by way of
enabling the information supply station 20 to utilize a data Jn inherent to
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each optical disc included in the rent charging reference data ER, it is
possible to discernibly identify whether such a digital music tune data

“recorded on an optical disc’ owned by a specific purchaser under

registration is utilized for the secondary distribution or not. Because of
this, when feeding the contents utilized data US from the information
supply station 20 to the information prdvider 10, by way of feeding such
a data designating actual degree of applying the digital music tune data
recorded on optical discs of individual registered purchasers to the
secdndary distribution, it is possible to properly disfribute the dividend
in correspondence with the degree of contribution to the distribution of

correspondmg music tunes.
Further, by way of controlhng the media owner data UB

- discretely from the information provider 10, the amount of the dividend
earned via the possssion of a corresponding optical disc increases fo*.

result in the enhanced value of the optical disc. In the case of
establishing such a system for convertmg optical discs into secuntles for
distribution, renewal and control of the media owner data UB can
properly and effectively be implemented. '

As mentioned above, if it is practicable to dlstnbute profit
corresponding to the rounds of use or the amount of the re-distributed
data via distribution of such a contents data reco}ded on an optical disc
owned by a registered purchaser, by way of promoting distribution of the
contents of digital music-tune data, the registered purchaser and the
owner of such a terminal apparatus who executed re-distribﬁtion of
digital music tune data will be able to gair_l a greater share of the
dividend, thus activating distribution of the digital music tune data.

Further, even when such a case ever occurs, in which' a certain
digital] music tune data free of ciphering is illegally distributed to result
in the decreased profit on the part of the registered purchasers, in order
to prevent the share of the dividend from being decreased due to
distribution of illegal data contents, by bausing the fegistered purchaser
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entitled to share the dividend to positively follow up surveillance, illegal
music tune data can be prevented from being distributed.

In other words, any of conventional purchasers of musical
compact discs pays the price for purchasing a desired compact disc as an
equivalent price to the repeated enjoyment of the purchased music tune.
On the other hand, any of the pur_chaseré of an op_tical disc based on the
system conforming to the present invention possesses such a digital
music tune data free of ciphering recorded on a conventiqnal CD data

‘domain and pays a certain equivalent price not only for repeated
listening enjoyment of the recorded music tunes, but he also pays a

certain price for the potential value exp;:cted for the '(fi_videnc_l when the

recorded music tunes are extendedly listened by many listeners to result

in the accrual of rent charged on the listened ‘music tunes. If the
dividend is periodically di_stributed, this_. in turn conesjio_nd's tothe
dividend provided for securities. By way of purchasing s_u'ch'a'n thical“"
disc recorded with a certain music ‘tune capable .of- gehefaf,ing long:

lasting popularity, periodic distribution of the dividend can be expected.

This in turn means that transferable securities are purchased. Further,

when such an optical disc recorded with a new music tuxie is provided on

the market, it is so conceived that this optical disc will be purchased not -
only for audibly enjoying the recorded music tune, but the user will also
purc;hzise such an optical disc in correspondence with potential value of.
the music tune recorded thereon in anticipatio'n_ of growing popularity in
the future. Further, if the number of optical disc purchaser increases in
anticipation of the dividend, it will render a great advantage on the part

~ of the information provider 10 because of the feasibility to collect

expenses spent for activities to promote music tunes in a relatively early
period of time. :

More particularly, it is possible for the information provider 10 to
establish such a system for enabling owners of optical discs to eam
dividend accrued from the owned securities. In this case, operation for
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implementing rent charging and distribution of the dividend is
automatically processed by utilizing a network and computers.

Normally, there are many cases in which contents of digital
information are subject to a plurality of complex rights like the case of

music and video works. Under the present circumstances, it is difficult

to circulate contents of digital information via a net work premisirg that
utilization of said contents is subject to payment of rent charges. It is
not realistic that individual opfical disc users- individually deal with
complex rights whenever utilizing contents of digitél information. Asa
means to deal with this problem, it is also practicable to previously deal
with plural rights by concluding contracts to. integrate them as an
original right, and then fractionalize the oﬂgiﬁal right into securities in

~order to facilitate distribution of the contents of 'digi_'tal information via

networks. . . _ , __

It should be understood that the abové descﬁpﬁon of the practical
forms for embodying the present invention has solely referred to the case
of recording digital music tune data on an optical disc, however, digital

‘data subject to recording is not solely limited to music tunes, but o_bject

of recording may also include video data or movies and computer
software or the like. Further, recording medium is also not solely
limited to an optical disc, but usable recording medium may also include
a magnetic disc utilizing magnetism and a memory card utilizing
semiconductor elements. It should also be understood that Fhe scope of

the present invention is mot solely limited to the above—describ_ed

embodiments thereof, ‘ but the. presént invention - may also be
implemented by way of a variety of modifications and chahges within
such a scope that_ddes not deviate from the essentials of the invention.
According to the present invention, such a process for imposing
rent on users of information utilizing contents of digital information
distributed via a communication network is executed. And yet, at least
part of the rent charged on the utilization of the contents of digital

36



10

15

20

. 95

30

information collected from the users of said information via the rent
charging process is distributed to the owners of recorded-media recorded
with the contents of digital information. By virtue of this arrangement,
even after distributing contents of digital. information via a
communication network, it is possible to continuously follow up
distribution of recorded-media recorded- with the contents of digital
information. | -
Further, by way of distributing ciphered contents of digital
information and decoding said contents of digital information, said
contents information is practically utilized. This in turn prevents said
contents of digital information from illegally being utilized, and yet,
utilization of said contents information is correctly dis'cerhed. Further,
inasmuch as each of recorded-media is recorded with said contents of

' digital information in the state being free of ciphering and also in the

ciphered state, any user who ptrchased a recorded medium can freely
utilizc_é the contents data free of being ciphered, and yet, he can

secondarily distribute the ciphéred. coritents - of digital information to

other users of digital information.
Further, a medium ID data mherent to an -individual medlum is
recorded on each of recording media , and then a media-owner database

‘is forméd by way of reproducing the media ID data, thus making it

possible to easily distribute the rent recelpts to owners of the recorded-
media. Further, a media. ID data inherent to an 1nd1v1dua] medium is
recorded on each recording medium, and thus, in the case of effecting a
secondary distribution of ciphered contents of digital information to
other users of digital information, by way of adding the ciphered
contents data to the media ID data, it is possible to recognize the degree
of the contribution of individual media owners to the distribution of the

contents of digital information.
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CLAIMS
1. A charged rent distribution system for contents information
comprising: . '
a media owner database for integrally storing
an owner ID data pertaining to owners in possession of

(93

recorded media;
a medium ID data proper to each of said recorded media;
and '
a contents ID data pertaining to specific contents of
10 '.information recorded on said recorded medium;
a receiving means for receiving a contents utilized data
designating utilization of said spe.cific contents data by individual usgrs;
a rent charging means for charging rent on the utilization of data
contents agaiﬁst said users of said contents infor-ma'tioﬁ,bés:-'éci ‘on said
15 received confents utilized data; and - |
a distributing means for distributing at least part of said rent for
utilization of said éqntents information collected from said users resulted
from said rent dharging procedure based on said media owner data base.

20 2. The charged rent distribution system for contents information

according to Claim 1, wherein

utilization of said specific contents information is executed by
causing each of said information users to decode such a ciphered
contents information comprising said ciphered specific contents

25 information.

“3. The charged rent distribution system for contents information

according to Claim 1 or 2, wherein _
said recording medium is recorded with said specific contents

30 information in the state being ciphered.
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4. The charged rent distribution system for contents information
accordmg to Claim 3, wherein

said recording medium is also recorded with said ciphered
contents information comprising said C1phered specific contents

information.

5. The charged rent distribution system for contents information
according to any one of the preceding claims, wherein

said recording medium is recorded with said media ID data.

6. The charged rent distribution system for contents informatidn
accordmg to Claim 5, wherein ,

said media owner data base is formed based on mformatmn
delivered from an ‘individual owner in possession .of said r-_ecorded
medium via said network after reproducing said media_t ID data reCord_e_d

on a recording medium. .

7. A charged rent distribution system for contents information
comprising; |
means for receiving contents utilized data designating utilization
of specific contents information by an user via a network;. .

"'Iﬁéans for charging rent for the utilization of said contents
information against said information user based on said received
contents user mformatlon and-

a distributing means for distributing at least a part of Tent
imposed on the utilization of said contents information collected from
said information by means of said rent charging means- based on
information from a media owner data base integfally storing an owner ID
data pertaining to individual owners in possession of recorded media, a
media ID data proper to said recorded media, and a contents ID data
pertaining to said specific contents information recorded on said
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recording media.

8. A charged rént distribution system for contents information
comprising: o
a contents owner database for integrally storing
a contents owner ID data pertaining to owners of contents
information; and
a contents ID data pertaining to specific contents of
information; | |
a receiving means for receiving contents utilized data designating
utilization of said specific contents information by individual users;
a rent charging means for charging rent on the utilization of

contents information against said users based on said received contents

utilized data; and \ o |

a distributing means for distributir_xg at least part of said rent for
utilization of said contents information collected from said users to said
owners of said contents information based on said media owner data.

base.

9. The charged rent distribution system. for contents information

according to Claim 8, wherein | .
utilization of said specific contents information is executed by
causing each of said information users to decode such a ciphered

contents information.

10. The charged rent distribution system for contents information
according to Claim 8 or 9, wherein

said contents information is recorded on a recording medium

with said specific contents information in the state being ciphered.

11. The charged rent distribution system for contents information
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according to Claim 10, wherein
said recording medium is also recorded with said ciphered
contents information comprising said ciphered specific ' contents

information.

12.  The charged rent distribution system for contents information
according to any one of claims 8 to 11, wherein
said media ID data is recorded on a recording medium.

13. A method for distributing charged rent for contents information -
comprising the steps- of: ‘

integrally storing an owner ID data pertaining to owners in
possession of recorded-media; a medium ID data inherent to.each of said
recorded-media; and:a contents ID data pertaining to sf)eciﬁc -contents.of' '
information recorded on said recorded medium; |

- receiving a content$ utilized data designating utilization of said

specific contents data by individual users of information; _

charging rent on the utilization of data contents against said users
of said contents information based on said received contents utilized
data; and '

distributing at least part of said remt for utilization of said
contents information collected from said information users resulted from

said rent charging procedure based on said media owneér database.

14.  The method for distributing charged rent for contents information

according to Claim 13, wherein . .
utilization of said specific contents information is executed by

causing each of said information users to decode such a ciphered
contents information comprising said ciphered specific contents

information.
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15. An information terminal apparatus for accessing contents
information through a network comprising:
communication means coupled to a communication network;
buffer memory means connected to said communication means;
5 ‘'signal processing means connected to said buffer memory means
for recovering signal to be utilized form; and | |
rent charging means c_oupled to both said signal processing'
means and said communication means to detect rent of the contents
information; wherein . .
10 | said communication means transmits rent information detected
by said rent charging means to a service center connected to said

communication network.

16.  The informdtion terminal apparatus: zicc';o'rding to Claim 15, i
15  further comprising: ' | |
| optical' disc reproducing device for reproducing -an optical '
recording medium; wherein ' |
said contents information is reproduced from said optical
recording medium by said optical disc reproducing device instead of

20 accessing via the communication network.

17. Apparatus according to claim 15 or 16 including the system of

any one of claims 1 to 12.

25 18. Apparatus according to claim 15, 16 or 17, operable according
to the method of claim 13 or 14.

19. A system according to any one of claims 1 to 12 operable

according to the method of claim 13 or 14.

42



