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CHARGED RENT DISTRIBUTION SYSTEM FOR CONTENTS 

INFORMATION AND METHOD THEREOF 

5 1. 

BACKGROUND OF THE INVENTION 
Field of the Invention 

The present invention relates to . a charged ren·t distribution 

.system for contents information and particularly to such system for 

distributing . charges imposed on an utHization of the contents 

information. More particularly, the present invention relate~ to such a 

10 system which, on receipt . of an iriformation for usage of · contents 

information showing an use of spedfic contents -information by an 

information user, charges the . user for payment of the usage of the 

contents information. After that based on the information of a media-
. . 

owner database integrally· storing an owner ID information pertaining _to 

15· the _owner of the recorded-media, a media ID infonriati.on inherent to the 

·recorded-media, and a contents ID info~ation pertaining_ to . specific 

-contents· information recorded on the recorded-media, this system . 
. . 

4istributes at least a part of the charged money for utilization of contents 

· information collected from in9ividual users of the contents Information 

20 to the owners of relevant recorded-media. 

2.. Description of the Related Art 

As a result of significant development of a digital communication 

and information processing technologies promoted .in recent years, it. is 

25 already practicable to integra~ively deal with a variety of digital contents 

information such as picture. images, audio sounds, or text data, for 

example. . In the field of dist~bution of. contents information, a 

distribution system is proposed not only for the sale of record~d-media 

recorded with music tunes or movies, magazines and the like, but _also 

30 for -receiving system that enables individual users to receive . a wide 

variety of contents information including digital musical tunes and 

1 



works, digital movies, digital magazines, or the like, via communication 

networks. 

Nevertp:eless, when actually constructing such a system for 

distributing a wide variety of digital .conten~s information, inasmuch as 

5 the contents of information subject to distribution are fully converted 

into digital format, perfect replica may easily and inexhaustibly be 

prod~ced. This will generate a great advantage on the part of users, but 

conversely, "this will in tµrn raise a grave concern on the part of those 

who provide copyrighted wo~ks be.cause of the need to protect own 

10 copyrights. To deal with this critical problem, when distributing digital 

contents information, it is imperative that such a system C?apable of ·fully 

protecting copyrights without substa~tially degrading individual 

characteristics of digital information contents be secured~ . 

As a practic\1 method. for protecting ropytjghtsl ·for. exan:iple, 

15 such a method called "Super-distribution" is proposed. Detail of this . . . . . . 
.method is described in a publicatiOn of Electronic Data Communicati~n 
Academy of Japan, i.e., under the title "Propos:al on Software Service 

System" proposed by Ryoichi Mori and Hidekazu ·Tashiro, as cited in Vol. 

J70D, No. 1, pp 70 - 81 via the tipe "Super-distributic;>n" written by 
. . . 

20 Ryoichi Mori and Masaji Kawahara in reference to "J'he concept and the 

architecture", trans. of IEICE, vol. E73, No. 7, pp 1133 - 1146. 

According to the· above-cited "Super-distribution" system, 

specific us~r8 utiliz.ing the so~are are charged for _payment of. usage, 

whereas the software is distributed free of charge. Concretely, ~he 

25 proposed "Super-distribution" system. stipulates the following terms: · 

~(1) Anyone whq utilizes digital contents information shall be 

allowed to obtain the digital information substantially at free of. charge, 

and yet, in addition to purchase of any digital contents information from 
. . 

a retail shop, delivery of a copy .of any digital contents information from 

30 a third party is also permissible. 

(2) Each terminal apparatus owned by an individual 
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information user shall incorporate such an apparatus for managmg 

acco~nting procedure to enable the charge controlling apparatus. to 

record actual rounds of utilizing digital information every time, whereby 

each user is charged for payment of the usage in corresponden.ce with the 

5 actual rounds of the usage of digital contents information recorded by the 

charge controlling apparatus. 

(3) Anyone who utilizes digital contents information shall be 

. sutiject to purchase of such a data (called as a -"comn:ion credit car~") 

designating· the rounds of usable amount of the digital contents 

10 information by ·means of a pre-paid card . or a credit card in. order to 

enable.the user to properly utilize ~igitil contents information by way of 

inserting the prescrit>ed card jnto the corresponding user terminal 

apparatits. 
. . 

By way of donstnicting such a system capa~le of charging ·th~ 

15 ~ent S.olely against tl:i.e act of utilizing software without-charging the user 

. ·simply 01i··account of the possession of softwat€? as ~i.ted. above, it is 

practicable to not only protect copyrights, but it is also practicable to 

extremely decrease distribution cost and substantial east of software per 
. . . 

unit by way of positively utilizing inherent .charactedstics of digital 

20 contents information which are free from incurring degrad~tion ~om the 

. original quality ~f ~igital information ·~yen after b~ing copied by any 

available means; 

On the other hand, in the case of distributing digital contents 

information via the above-cited system, any ·user requiring. speci_fic 

25 contents information connects his computer terminal apj)aratus to an 

information supply station which distributes a variety of contents 

information via a communication network, and then the user downloads 
. . 

the desired contents inforniation stored at the connected information 

supply station. This in tum obliges the user to be subject to payment of 

30 the rent for utilization of the downloaded information contents. As a 

conventional practice, . digital contents information recorded on a 
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recorded medium such as a CD (Compact Disc) or a DVD (Digital 

Versatile Disc) are comD,lercially available i~ the market. this in turn 

. means that an ·equivalent amount of money is paid against the act· of 

possessing the corresponding information contents. Actual meaning of 

5 the payment for the possession of ·required content_s information 

gradually fades away as the charging of the rent on .the utilization of 

specific information contents generally becomes a conventional tendency. 

SUMMARY OF IBE.INVENTION 

10 The present invention provides such a system for charging 

individual user~ for payment of the rent for utilization of digital contents 

information, and yet, enables· the system to continuously .folio~ up 

distribution of recorded-media by way_ of refunding part of the collected 

rent charg~s to owners of reeord~d"".media recorded· with digital contents 

15 · information. 
. . . 

The ~ystem fo~ ~istribu~g ·the rent charges imposed on the 
utilization of digital contents information of tJ;iis inv_ention essentially 
comprises: a recorded media owner qatabase integrally storing an owner 

ID (IDentificatfon) data related to owners in possession of recorded-

20 media, a media ID data inherent to recorded-media, and a contents ID 

data pertai~ing to speCifi.c contents information recorded on recorded­

media; a data receiving means for receiving a contents utilizing _data 
designating the act of individual users executed for downloading specific 

contents information via a communication network; a rent charg~ng 

25 means for charging the rent on the J.J.tilized contents information against 

individual users b~sed. on the received data pertaining to the utilization of 

contents information; and a distributing means for di~tributing at least a· 

part of the rent imposed on the utilization of contents information 
collected from individual users based on the media owner database as a 

30 result of implementing the above-referred rent charging procedure. 

The system for distributing the rent imposed on the utilization of 
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contents information of this invention further comprises: a data receiving . 

means for receiving a contents utilized data designating the act of 

individual users executed for utilizing specific con~ents information via a 

communication ne~ork; a rent charging means for charging th~ rent on 

5 the utilization of contents information against individual users based on 

the received data pertaining to the users of contents information_; and a 

distributing means for distributing at least a part of the rent imposed· on 

the utilization of conten~)nformation collecte~ from individual users via 

the rent charging means for refunding a part of the rent charges to th~ 

10 owners of the recorded-media bas~d on a data from a media owner 

database integrally storing _an owner ID data related to the owners in 
. . 

possession of recorded-media, a -media ID dat~ inherent to each recorded 

medium, and a contents ID data pertaining tO specific contents 

information recorded on a recorded medium. 

15 In the practical form for implementing the present Invention, 

information contents are distributed to individual terminal apparatuses 

owne~ by individual users from an information supply station via a 

co_mmunication netwo~k: . Further, ciphered . infonnation contents 

recorded on recorded-media are also distributed to individual terminal 

20 apparatuses owned by other users from those terminal ·apparatuses 

?wned by media owners in poss~ssion of recorded-media_ recorded wi~ 

contents information and ciphered contents. informatfon via a 

communication network to effect a secondary data distribution process. 

Further, the owner ID data pertaining to the owner of recorded-media in 

25 possession of record~d-media, the media ID data inherent to recorded­

media, and the contents ID data pertaining to the ciphered contents 

information recorded on recorded-media, are respectively delivered from 

individual terminal apparatuses owned by media. owners in possession of 

recorded-media to a corresponding information supply station as the 

30 information pertaining to owners of recorded-media. 

Whenever distributed information contents are actually utilized, 
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basic data for assessing chargeable amount via designation of actual 

rounds of utilizing contents information is delivered to a corresponding 

inform~tion supply station from individual terminal apparatuses owned 

by individual information users every predetermined term. 011 receipt 

5 of this basic data, the corresponding information supply station processes 

the received data for assessing chargeable . amount, wher~by generating 

an integral data pertaining to utilization of contents information by way 

of individu~lly designating total rounds of. utilizing contents information 

and names of ·users, for example. This integral data related to the 

10 utilization of contents information is then delivered to ·an ·information 

proyiders to enable them to individually assess chargeable amount 

. against individ~al users of conten~s.illformation in corresponcI:ence with 

total _rounds of utilization ~f contents information. Further, a part of the 

rent for utiiizing contents information· collected from individual µsersvia 

15 the rent ·charging procedure is distributed to individual own~rs .in 

possession of recorded-media desig:qated via the ·data of the owners of 

recorded-media. 

BRIEF DESCRIPUON OF TBE DRA~GS. 

20 In the drawings: 
. . . 

FIG._ 1 is an overall schematic diagram of in~ividual components. 

introduced for ·co·nstituting an inforniation distribution system according 

to the present invention; 
·. . 

FIG. 2 is an illustration for designating a data allocation of . an 

25 optical disc to which the present invention is applied; 

FIG. 3 is a classification chart designating arrangement of an 

ISRC (International Standard Recording <;:ode); 

FIG 4 is a block diagram designating a construction of each of a 

terminal apparatus for implementing the present invention; 

30 FIG 5 is a chart designating a first method for distributing the 

information of the present invention; 
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FIG. 6 is a chart designating a second method for distributing the 
. . 

information of the present invention; 

FIG. 7 is a· chart designating a construction of ·the information 

subject to distribution; 

5 FIG 8 is a chart designating a third method for distributing the 

information of. the pres~nt invention; 

FIG. 9 is a chart designating a fourth method for distributing the 

information of the present invention; 

FIG. 10 is a block diagram ~esignating an arrangei:n~nt of an_ 
. . 

10 apparatuses for processing an utilized information. in the present 

15 

invention; and 

FIG. 11 is a chart ·des_ignating dat~ on the utilization of 

information -~ontents .cumulated on the part of a server of the pre5ent 

invention. · \ 

DESCRIPTION OF THE PREFERRED EMBIDIMENTS 

Referring now to· the accompanying .drawings,- one of .practical 

forms for implement~g the pr~sent invention is described below. 

FIG. 1 designates an overall construction of an information 

20 distributing system pertzjning to .the present invention. An mformation 

provider 10 is- substantially a registered original title owner .authorized· to 

supply information contents such as musical ·works; mo"vies or the like. 

For example, in the case of distributing musical -tunes as the information 

contents, a record company or a production company becomes the 
•. 

· 25 information provider 10. In order to pu,blicly promote information 

contents such as musical tu~es reserved with own copyrights, the above 

information provider_ 10 supplies such a: contents info~ation requiring 

distribution to an information ~upply station 20, and yet, converts the 

objective inform~tion contents into digital format ·and .then records said 

30 contents on . a recording medium before delivering the recorded 

information contents on .the market. Accordingly, an individual 
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information user applies two kinds of method. to gain access to the 

relevant information contents including such a means to download 

desired information contents from the information supply station 20 into 

his own terminal apparatus 30 via a communication network 60 and 

5 another means ·for purchasing a recorded medium recorded with the 

desired information contents such as a conventional CD (Compact Disc). 

It is also possible for an individual inforniation user acquiring the 

desired inform-ation contents to distribute the identical information 

contents to other information users via the communication .network 60 in 

10 · order .to execute_ the secondary distribution. 

On the other hand, after ciphering the information ·contents 

demanded from the . terminal apparatus 30 own by an individual 
. . . 

information user via the communication network 60, the information 

.supply station 20 .I.transmits the .ciphered information contents for 

15 downloading to the tenil~al apparatus 30 . ·owned l?_y the ir~:dividual 

info~ation user. Further, the information supply station 20 exchanges 

communication ~ith individual terminal. apparatuses 30 to obtain data 

designating actual ro~nds of the usage of information contents. on the 

part of the individual t~rminal apparatuses 30 before summin~ up ~otal 
20 rounds of the usage of_ individual information contents· per terminal 

. . 

apparatus owried by ~ach ·user. Further, the information ~upply station 

20 also accesses to the data pertaining to the owner of recorded-media" in 

order to discernibly control those information users who purchased 

individual recorded-media.._recorded with specific inform.atio)J. contents,. 

25 . Each of the terminal apparatuses 30 is .provided with a secret key 

inherent to each of them. Such a common key required for deciphering 

ciphered inforination delivered via: the communication network 60 is 

acquired by utilizing the secrete k~y. . Each. of th~ terminal apparatuses 

30 deciphers the ciphered information by applying a common key before 

30 externally delivering the deciphered information, and yet, it also sums up 

total rounds of the usage of the deciphered information contents. 
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Further, each of the terminal apparatuses 30 effects ·a secondary 

distribution pro<?edure by way . of transmitting ciph~red information 

recorded on a recorded medium to other terminal app~ratuses 30 via the 

communication network 60. 

5 A designated service center 50 controls data of ciphering keys 

provided for the individual terminal apparatuses 30. The service center 

50 is accessed by the information supply station 20 and ·also by each of 

the terminal apparatuses 30 as required. 

Assuming that a . recording medium recorded with specific 

10 information contents cortesponds to an optical disc recorded with digital 

musical data for example, a practical form for ~mplementing the pre~ent . 

invention is described below. 

FIG. 2 exemplifies a construction of an optiCal .disc 100 ·.for 

recording specific iiiformation contents. In order that the optical disc 
. . . . . 

15 · 100 can be provided with full compat~bility with any ofconventional CD 

· (Compact Discs), a CD data section 101 is forin.ed.as ~h~wn_in FIG 2. 

In addition, a ciphered data section 102 provided with such a recoiding · 

density higher than that of the CD data section 101 is forriied oµtside of 

the periphery of the CD data section 101. In addition, a medium ID 

20 data section 103 is formed· inside of the periphery of the CD data section 

ioi. 
Like the case of any of the CDs, digital data related to a TDC 

(Table Of Contents) and music tunes 'are recorded on .. the CD data section 

101. On the other hand, the cipher~d data section 102·is recorded w~th 
25 digital data of the music tunes identical to that is recorded on the CD 

data section 101' by way of·previqusly compressing the volume of data 

and ciphering the music tunes. .To deal with an extremely large volume 

of data, a common key applied ciphering m~thod with faster processing 

speed is utilized for ciphering digital music data. To implement the 
30 common key applied ciphering method, inasmuch as a variety of 

methods such as the DES (Data Encryption Standard) or the one using a 
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key with longer length than that of the DES is proposed, the embodiment 

of the present invention introduces these methods. 
. . . 

Assume that digital music data recorded on the ciphered data 

section 102 contains such a· music. tune ~ata capable of discerning 

5 individual music tunes such as an ISRC (International Standa_rd 

Recording ·code) shown in FIG. 3, for example. According to the rule . 

of the· ISRC~ a code corresponding to a specific country is clarified by 

designation of 6-bit ~ata signals Ll and L2, whereas owner's code is 

designated by means of 6-bit data signals L3, U and LS. On _the other 

10 hand, the year of the recording is designated . by means of 4-bit data 

signals L6 and L7, whereas serial numbers of individual records are 

designated by means of 4-bit signals L8 to L12. · By way of inserting 

individual digital bit data ~onforming to the ISRC standa_rd into the 

d~gital mu~ic data recorded on $.e ~ipher~ data $~Ctiqn 102 in due.order, 

15 . it is possible to obtain musi_c tune ·data o~ the. way of r~prodll:cing digital 

music data, whereby ·making It possible to. easily disce~ actual duration. 

of -the usage of a specific digital music _tune, for example. 

Such a medium ID data inherent to an individual optical disc like 

the serial numbers of optical disc is recorded. on a medium ID data 

·20 section 103 formed inside of the periphery ofthe CD data section 101. 
. .. . : .. 

A common key Kc used -for Ciphering digital music data is recorded on . . . . 
the CD data section 101 or the medium data section 103. 

As mentioned above, by way of recording d_igital music data and 

ciphered digital music data on the. optical disc 100, even when utilizing 

25 any of conventional optical disc apparatuses, it is possible to normally . . . 

reproduce digital music data recorded on the_ optical disc 100. Further, 

by way of providing an optical· disc apparatus with communicating 

function, it is also possible to effect a secondary distribution of ciphered 

digital data to other information use~. 

30 FIG. 4 is a concrete block diagram designating a construction of a 

terminal apparatus 30 which is capable of reproducing digital music tune 
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data recorded on the optical disc 100 shown in FIG. 2 and also capable of 

~istributing ciphered digital music tune data recorded thereon, and yet, 

also capable of reproducing ciphered digital music t1lne data obtained via 

the communication network 60. 

5 The optical disc 100 is rotated ·by a spindle motor 31 at a 

predetermined. rotating speed. The spindle motor 31 is driven by means 

of a rotation controlling signal Ssp transmitted from a CD processor 34 

described later on in order that the speed of the rotation of the optical 

disc 100 can remain at a predetermined rotating speed .. 

10 · The optical disc 100 is irradiated with power controll~d laser 

beams emitted from an optical pickup 32, and yet, laser beams reflected 
. . 

from the optical disc iOO _irradiate a photo detector (not shown) of th~ 

optical pickup 32. The photo dete~tor comprise~ a" split beam. ~etector, 

.which generates a 'Voltage signal corresponding to the · refl~cte.d · bea:ins 

15 via photo-electnc conversion and current-volt_age .conversion before 

delivering thus generated voltage_ signal _to an RF (Radio. Frequency) 

· a~plifier 33. 

Based on the voltage signal from the optical pickup 32, the RF 

amplifier 33 generates-a reading signal SRF,· a_focus error signal SFE7 and 

20 a tracking error signal STfa and then delivers. these signals to the CD 

processor 34. 

On the other hand, based on the received focus en:or signal SFE> 

the CD processor 34 generates a focus controlling signal SFc for 

controlling an object lens (not shown) of the optical pickup 32 in or~er 

25 that focus .position of the laser beams can exactly match the position of 

recording layers of the optical -disc 100, and then delivers the focus 

controlling signal SFc to a driver 35. · Further, based ·on the received 
. . 

tracking error signal STE, the CD processor 34 generates a tracking 

control signal STc for controlling the object lens of the optical pickup 32 

30 in order that laser beam irradiating position can coincide with the center 

position of the desired track, and then delivers the tracking control signal 
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STc to the driver 35. Further, in order that the laser beam irradiating 

position. will not outreach . the tracking controllable range, the CD 

processot 34 generates a sled controlling signal Ssc fqr causing the 

optical pickup 32 to be shifted in the diametric direction of the optical 

5 disc 100, and then delivers the sled controlling signal Ssc to a sledding 

motor 36. Based on the received sled controlling signal Ssc, tll:e 

sledding motor 36 causes th¢ opticai pickup 32 to ·be shifted in the 

diametric direction of the optical disc 100. 

On the other hand, based on the focus controlling signal Spc, the 

10 driver 35 generates a focus driving signal SFD, and yet, based on the 

tracking control signal STC, the driver 35 also generates a: tracking drive 
signal Sm. · By causing the driver 35 to feed the generated focus driving 

signal SFD and tiacki~g drive signal S:.-0 to ·an actuator (not shown) of the 

optical pickup "32,_ position of the oJJject lens is controlled,. whereby 

15 controlling laser beams so .that laser beams can precisely be focused at 

the center po~ition of a desired trac~. 

Further, the CD processor 34 compensates for asymmetry of the 

.received r~ading signal SRF and then convert$ the ~orrected reading 

signal SRF into ·binary digital signal. Next, the CD processor 34 

20 executes an EFM (Eight" to Fifteen Modulation) deinodlilation process 

against the .binary digital signal, and yet, it also executes ~ process for · · 

correcting error of. the CIRC (Cross Interleave Reed-Solomon Code). 
. . . . 

In the case of reproducing digital music tune data recorded on the CD 

·data section.101 of the optical disc 100, tbe digital signal complete with· 

25 the process.for correcting error of the CIRC code is then filtered out to 

limit frequency bands. The band limited digital signal is then converted 

into a 90rresponding analog signal before output from the terminal 

.apparatus 30 as an audio output signal SouT· 

Further, in the case of reproducing ciphered cligital music tune 
30 data recorded on the ciphered data section 102 and also reproducing the 

medium ID data section 103 of the optical disc 100, the digital signal 
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complete with the process for correcting error of the CIRC code is 

delivered to a CD-ROM decoder 37 as a signal DcR· Further, by way of 

detecting synchronization between frames, the CD processor 34 

generates a rotati<?n· controlling signal Ssp in order_ that. the optical disc 

5 100 can. be rotated at a desired rotating speed, and then delivers this 

rotation controlling signal Ssp. to the spindle_ motor. 31. 

The CD-ROM decoder 37 executes a de-scrambling process 

against the signal DcR deliyered from the CD processor 34, .and yet, 

executes an error correcting process by applying an added error 

10 correcting signal such as an ECC (Error Checking and Correction) ccide, 

~d then delivers this signal to a transmission processor 38 as a signal 

Doi:-
A communic~tor 39 i~ ·connected to the transmission processor 38. 

When an public key Ka is acquired from the servic_e ·~nter so:·~~~d 
15 with the communicator 39 via the communication network 69, using· the 

. . 

·public key Ka, the transmissio~ processor 38 generates a ciphered 

common key data Pkc by way of ciphering the common key Kc ~ecorded 

on the optical disc 100. When the common key Kc is recorded on the 

medium ID data section 103, using the_ signal DoE, the tr~mission 

20 processor 38 generates the ciphered common· key data Pkc. · When the · 

common key Kc is recorded. on the C~ data. s~cti?n 101, after r~ceiving 

a signal designating the common key Kc from the CD processor 34, the 

· transmission process~r 38 generates the _ciphered common key data Pkc. . 

Further, using the signal Dnfa the transmissio~ processor 38 ~so . 

25 generates ·a secondary distribution data Ps designating ciphered digital 

music tune data rec~rded .on the ciphered data section 102. The 

comm~nicator 39 transmits a pair. of ciphered common key data Pkc to 

the portion at which the ciphered common key data Pkc is generated. 

Further, when the ciphered common key data Pkc designating the 

30 ciphered common key Kc used for decoding distributed information and 

data respectively consisting of the ciphered digital music tune data is 
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transmitted via the communicator 39, a distribution data P consisting of 

ciphered digital music tune. data is provisionally stored in a buffer 

memory 40, whereas the ciphered common key data Pkc is trans~tted to 

a rent .charging module 41. 

5 The rent charging module 41 stores a plurality of secret keys Kr 

inherent to individual terminal apparatuses. Using the secret key Kr, 

the rent charging module 41 decodes the ciphered common key data Pkc 

in order to deliver the decoded common key Kc to a cipher decoder 42. 

Upon completion of preparation for dec~phering the ciphered digital 

10 music_tune data, the rent charging modUle 41 reads the distribution data 
. . 

P provisionally stored in the buffer memory 40, and then transmits the 
.. - . . 

readout distribution data P to the deciphering decoder 42. 

Usin.g the common I_cey Kc delivered from the rent c~arging 

~odule 41,.the cipher decqder 42 decodes· the read<'.mt distributid_n· dat~ :P 

15 and then generate~ a qata sign~. :PEA which remains without being 

ciphered. The data signal DEA is thenOtransmitted to a data expander 43 

to treat the dat~ ·signal DEA .with an expanding process. The-expanded 

digital· data is then filtered _out to limit frequency bands. Finally, the 

band limited digital signal is converted into the correspon~ing analog 

20 auc;iio output signal SoUT before eventually being output from the 

terminal apparatus 30. 

By way of discerning music tunes and the number of music tunes 

decoded by the cipher decoder 42 or by way of discerning music tunes 

anc;l reproducing duration of music tunes from the digital data compl~te 

25 with an exten8ion process executed by the data _extender 43, the rent 

charging module 41 generates usage data signals EJ;>l and EP2 

designating the amount of the usage of music ·tunes and then transmits 

both signals to the rent charging module 41. 

Based on the received usage data signals EP, the rent charging 

30 module 41 sums up the actual rounds thus far used per music ·tune and 

then generates a rent charging reference data ;ER designating actual 
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rounds of utilizing rental music sources per music tune within a specific 

term per elapse of a predetermined period of time, and then transmits the 

reference data ER to the information supply. station 20. Alternatively, 

in response to the request from the information supply station 20,_ the 

5 rent charging module 41 generat~s the rent charging reference data ER, 
. . 

which is then transmitted to the information supply station 20 via the 

communicator 29 . 

. Not only the communication with the information supply station 

20 linked via the communication network 60 and with other terminal 

10 apparatuses 30, but the communicator 39 also executes ·such a 

15 

verification process as th~ one described later pn ·as well. 
. . . 

A controller 45 is fitted with an operating uni.t 46 and a display 

unit 47. Of these, the operating unit 46 establishes and switches a 

.variety of operations of each terminal apparatus 39. After actiyating 

_oper~tion of the operating unit 46, when an operating signal RS is 

transmitted to the controller 45, based .·On the received operating signal 

RS, the controller 45 generates a controlling signal CT. for delivery to 

~ndividual operating components, and ~en controls . operation of 

respective operating cqmponents so . that desired OP.erations can be 

20 implemented. Further, a display _signal RD is supplied to the display 

unit 4 7 to display the actual operating _status of each terminal apparatus 

30. 

Next, a meth~d of distribut~ng information for distributing digital 

musiC tune data as information contents is described below. FIG 5 

25 represents a chart for explanation of a first method for distributing 

information. · The chart shown in FIG 5 designates the case in which 

specific information con_tents are . transmitted from the informa,tion 

supply station 20 to the terminal apparatus 30. In the case of 

distributing digital music tune data as the contents of information, in 

30 particular, because of a vast amount of digital music tune data, the 

contents are ciphered. When distributing the ciphered contents of 
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digital music tune data from the above information supply station 20, the 

above-referred common key ciphering format with an extremely fast 

processing speed is utilized. Further, when distributing a ciphered 

common key Kc used for ciphering data to be distributed, in order to 

5 readily decode the ciphered common key Kc ·without obliging the_ 

information supply station 20 and the tenilinal apparatus 30 to jointly 

keep such a ciphering key used for ciphering data to be distributed, by 

way of utilizing an public key applied ciphering format, the common key 

Kc is ciphered by an public key Ka before distributing the ciphere.d 

10 public key Ka as a ciphered- common key data Pkc. 

I~ orde~ to realize the publi~ ·key ciphering format, either the· 

RSA (Rivest, Shan;iir and Adleman) ciphering foqnat or the elliptjc curve 
. . 

ciphering format is proposed, and thus these ciphering formats are - . . 
. introduced for implementing a practical embodiment· of the present 

15 invention. It should be noted that the public key Ka is op~n to the. 

public as of the state accessible from the information supply station 20 · 

and the individual terminal apparatuses 30. Control ot' the public key 

Ka is executed by way of registering it as an open database to the service 

station 50 shown in FIG. l, f~r example. 

20 · When distributing specific digital music tune data via the 
. . . 

coiilmunication netw~rk ·60, it is so ~anged. that th¢ above-referred 

information provider 10 -shall previously deliver specific contents of· 

digital data requiring distribution to the information supply station 20 to 

enable the supp~y station 20 to effect distribution of the specified_ digi~al 

25 data contents therefrom. 
. . . -

As shown in FIG. 5, when a request for distribution of specific 
. . 

contents of data is generated by the terminal apparatus 30-k against an 

information supply station 20, in response to that, the information supply 
. . 

station 20 generates a request for delivery of an public key Ka-k 

30 correspondin~ to the terminal apparatus 30-k being the requesting source 

against a service center 50. In response, the service center 50 delivers 
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the public key Ka•k of the terminal apparatus .30-k to the information 

supply station 20. The delivered public key Ka-k. _constitutes one part 

of a pair of keys, where the other _part is constituted by a secret key Kr-k 

p.eld by the terminal· apparatus 30-k. 

5 Next, the information supply statio~ 20 executes a verification 

process against the terminal apparatus 30-k. By implementing the 

verification process, the information supply station 20 confirms 

legitimacy of the terminal apparatus 30-k. The verification process · 

checks. and confirms whether the counterpart terminal apparatus 30-k is 

10 the p~oper one bearing a secyet key Kr-k or not. To implement this, for 

example, .the fufo~ation ·supply stati9n 20 transmits random digits. In 

return, the terminal apparatus 30-k Ciphers the delivered random digits 

by applying the secret key Kr-k, and then transmits the ciphered random 
. . . . 

. digits back to the infqrmati9n ser\rice station 70. · On the other hand, th~ 

15 information supply station 20 ·inversely converts the delivered rando;m 

digits by applying ~n ·public ·ke~ Ka-k delivered fro~ the s·eniice center 

50 in order to check to see if the tra_nsmi~ted random digits will properly 
. . 

be reproduced·or.not. This enables the information supply _station 20 to 

correctly identify whether the oounterpart terminal apparatus is the 

20 ·prop~r one or not. It is allowable for implementing the verification . 

process to utilize an electronic signature based . ·on an public key 
. . 

cip~ering format called "di~tal signature'~. When implementing the 

digital signature, it is defined that the_ corresponding terminal apparatus 

30-k should transmit the digital data ·cip~ered ~y me8:ns· of the secret k~y 

25 Kr-k to the information supply station 20, for example. In the case in 

which if . corr.ect data a~e duly reproduced by decoding the ciphered 

digital data delivered from the corresponding terminal ~pparatus 30-k by 

applying the secret key Ka-k, this enables the information supply station 

20 to identify that the correspo_nding terminal apparatus 30-k is the 

30 proper one. In terms of the digital signature technology, the above­

referred RSA (Rivest, Shamier and Adleman) ciphering format, the 
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Elgamal signature format based on discrete logarithm issue, a_nd the DSA 

. (Digital Signature Algorithm) format, are known. 

When the above information supply station 20 identifies that the 

terminal appar~tus 30-k demanding the contents .of specific .da_ta is the 

5 legitimate one, then the information supply station 20 ciphers the 

common key Kc used for ciphering digital music tune data by means of 

the public key Ka-k of the terminal apparatus 30-k _delivered from the 

service center 50, whereby g~nerating . the ciphered common key data 

Pkc-k. Further, using the common key Kc, the information supply 

10 station 20 ciphers the demanded digital mus_ic ttine data and then 

compresses the ciphered°_digital ni.usic tune da~a to decrease the amount 

of data before generating a primary distribution data Pf-k. Next, the 
. . 

information supply -station 20 delivers the ciphered. GOID_mon key data 

Pkc-k -and the primary dist~bution data Pf "."k as a p.~,iring unit to the 

15 terminal apparatus 30.· 

The terminal apparatus 30-k delivers the ciphered common key 

data Pkc-k received from the information· supply station 20 to the rent 

charging _module 41 as shown in FIG 4 to en~bfo _the rent charging 

module 41 to _decode the:ciphered c~mmonkey_ data Pkc-k by applying 

20 . the secrete key Kr-k. Next, the terminal apparatus 30-k delivers the 

. ootained common ·key Kc to ·the Cipher. decoder 42, and yet, it also 

delivers the primary distribution.data Pf-k receiv~d from the information 

supply station 20 to the ciph~r decoder 42. The prima_ry distribution 

data Pf-k is then decoded ·by applying the common key Kc and th.en 

25 extended by the data . expander 43, whereby makirig it possible to 

generate such . a music tune audio output signal SoUT free from being 

ciphered. 

By .way of monitoring decoding process executed by the cipher 

decoder 42, the rent charging module 41 computes total rounds of the 

30 usage of digital information contents per music tune. In the course ·of 

computing actual rounds _of the utilization of individual music tunes, 
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actually utilized music tunes can be identified by utilizing dig_ital music 

tune data such as the ISRC code as described· earlier. Based· on the 

amount of decoded data, time spent for reproducing individual music 

tunes, or the number of reproduced music tunes, actual amount of usage 

5 is determined. Thence~orth, whenever a predetermined period of time . 
is past, the terminal apparatus 30-k transmits a rent charging reference 

data ER designating actual rounds of the usage of indiv_idual music tunes 

in a predetermined term to the information supply station 20. 

Alternatively, in response to the request from the inform~tion supply 

10 station 20, the. terminal apparatµs 30-k transmits the rent · charging 

reference data ER to the info~ation supply st~tion 20. 

The information supply· statio_n. 20 sums up the rent ·charging 

reference data ER transmitted from individual terminal apparatuses 30, 

arid then provides th~ information p~ovider 10 with an usage fog ,data·.u:R 

15 designating a total amount of the usage of individual music tunes. ·The 

information provider 10 is authori~ecf to charge the rent on the utilized 
. . . 

·. music data in correspondence with the result of utilizing individual 

.music tunes per individual terminal apparatus against the corresponding 

terininal apparatus 30 based on a conventional pre-paid ~rd or credit 
20 card. 

Referring now to a ch~rt design~ting secondary distribution of 

. digital music tune data shown .in FIG. 6, a method of _implementing a 
secondary distribution of data contents is described below. When an 

information user purchases the optical dis~ 100 recorded with ciphe~ed 
25 digital music tune data as shown in FIG. 2,. by way of inserting the 

optical disc 100 into the terminal apparatus 30-1 for example owned by . . 
the above information user, the -purchaser requests the information 

supply station 10 for registration of the purchaser himself .. 

By implementing the above-described verification process 

30 against the terminal apparatus 30-1, the inf~rmation supply station 20 

checks and confirms legitimacy of the terminal apparatus 30-1. When 



it is identified that the terminal apparatus 30-1 subject to a request from a 

purchaser for his registration is the proper one, the information su,pply 

station 20 reads such a medium ID data inherent to each optical disc 

recorded on the medium ID data section 103 of the optical disc 100, for 

5 example, the information supply station 20 reads a serial number from 

the ·terminal apparatus .30-1. Next, the information supply station 20 

provides the information provider 10 with a media owner data UB 

comprising the readout serial number, and an owner ID data inh~rent to . 

each terminal apparatus, for example, for designating the terminal 

10 apparatus 30-1 which has readout the serial number, or such an owner ID 

data (designating address, name,· or ·a registered number of a credit card 
. . ' 

o.wned by the purchaser) received from the operating unit 46 shown in 

FIG 4 necessary for specifying the serial number ancl the owner of the 

optical disc 109, and such a contents ID data designatin~. a specific 
15 music tune which is recorded on a recorded-media· and· enables 

secondary distribution thereof. Bf>'·virtue of the registration. of a 
. . 

. purchaser of the optical disc. 100, it. is possible for the informa~ion 
provider 10 to properly control individual owners of the optical disc 100 . 

. In the case of secondary distributing ~.specific digital music tune 

20 data to another user upon completion of· a primary distribution of the 

digital music tune data via the .sale of the optical disc 100, when another 

terminal apparatus 30-k requests the terminal apparatus 30-1 for delivery 

of the above data contents, in response, the terminal apparatus 30-1 

requests the service center 50 for delivery of an public key ~-k 

25 corresponding to the termin~l apparatus 30-k being the requesting source. 

In return, the service center 50 deliv~rs the public key Ka-k of the 

terminal apparatus 30-k to the terminal apparatus 30-1. The delive.red 

public key Ka-k constitutes one part of a pair of keys, where the other 

part is constituted by a secret key Kr-k held by the terminal apparatus 
30 30-k. 

Next, the terminal apparatus 30-1 executes a verification process 
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against the terminal apparatus 30-k in order to check and confirm 

legitimacy of the terminal apparatus 30-k. When the terminal apparatus 

30-1 identifies that the terminal apparatus 30-k requesting delivery of 

information is the proper one, ~he transmission processor 38 of the 

5 terminal apparatus 30-1 ciphers the common key Kc recorded on the 

optical disc 100 by applying the public k~y Ka-k of ~e terminal 

apparatus 30-k delivered from the service center 50 and then generates a 

ciphered common key data Pkc-k. Furthe_r, the transmission processor 

38 delivers the ciphered common key data Pkc-k and the secondary . . 
10 distributipn data Ps comprising digital music tune data record~d on. the 

. . 

ciphered data section 102 of the optic~ ~isc 100 and a data Jn. inherent to 

the optical ·disc 100 recorded on the medium ID data section to the 

terminal apparatus 30-k as a .P3:iring unit. 

On the part df the terminal apparatus 30-k, the. ciphered common 
. . . . . 

15 key data Pkc-k delivereq from the terminal apparatus 30-1 is transmitted· 

.to the rent charging inodul.e .41,: which then decodes_ the ciphered 

.. common key data Pkc-k by. applying the secr~t key Kr-k, and then · 

delivers the obtained common key Kc to the cipher decoder 42. Further, 

the terminal apparatus 30-k delivers· the~ secondary distribution data Ps to 

20 the cipher decoder 42 to .decode the common key Kc by applying the 
. . 

common key Kc. . The decoded data is then extended by the data 

extender 43 before eventually · generating a music tune audio output 

signal SoUT· 

. While monitoring a decoding process executed by the cip_J?.er 

· 25 decoder 42, the rent charging module 41 computes total rounds of the 

usage of the digital information contents per music tune. Thenceforth, .. 

whenever a predetermined period of·time is past, the te~nal apparatus 
. . 

30-k transmits a rent charging·referenee data ER designating total rounds 

of the usage of music data per music tune within a. pre4.etermined period 

30 of time to the information supply station 20. Alternatively, in response 

to the request from the information supply station 20, the terminal 
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apparatus 30-k transmits the rent charging reference data ER to the 

information supply station 20. Further, on the part of the rent charging 

module 41, in order to identify the used condition of individually 

decoded digital music tune data recorded on individual optical _discs by 

5 w_ay of discerning the individually corresponding optical discs, the data 

Jn inherent to the optical disc delivered froni the terminal apparatus 30-1 

pairing with the secondary distribution data Ps is included in the rent 

·chargi~g reference data ER. 

Based on the rent charging reference data ER delivered from 

10 .individual terminal apparatuses 30, the information supply stati9n 20 

generates a contents utilized data US d~s~gnating the result of the use of 

individual musi~ tunes on the part of in~ividual terminal apparatuses 30, 

and then deliver8 the contents utilized data US to the information 

provider .10. This\ in tum. enables the information ·prpvider .10 ·lo 

15 execute a rent ch~ging procedure in correspondence· with the result of 
. . 

the use of digital music tune data .per terminal apparatus against all the 
. . 

terminal apparatuses 30. Further, inasmuch as a media owner data UB 

is delivered from the infom1ation supply station 20, _by way of utilizing 

the data· Jn inherent to each optical disc i~cluded in the ·rent charging 

20 reference data ER, it is possible for the_ inf~rmation supply station _20 to 

discern actual status of the digital music ttine data recorded on such 

optical discs respectively being u~ilized for secondary ·distribution ~fter 

being bought by registered use.rs. This in. tum enables. the infomiation 

supply station 20 to control actual condition of the ~istribution of digi~al 

25 music tune data out from the registered users. 
. . 

. According to the above-described system for i~plementing the 

secondary ~ata distribution, such a ciphered digit~ music tune ~ata 

recorded on an optical disc 100 is distributed from the terminal apparatus 

30-1 to the other terminal apparatus 30-k. On the other hand, it is also 

30 possible for the secondary data distributing system to distribute the 

already distributed ciphered digital music tune data from the terminal 
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apparatus 30-k to the other terminal apparatus 30-m, for example. In 
this -case, when the terminal apparatus 30-m requests the terminal 
apparatus 30-k for distribution of the digital music tune data, it is so 
arranged that such processes further than the process to ~use the 

5 terminal apparatus 30-k to request the terminal apparatus 30 .. 1 for 
delivery of contents of information according to the secondary 
distribution system will be executed. In this case, it is so arranged that 
the common key Kc decoded by the rent charging module 41 is ciphered 
~y applying an public key Ka-m of the terminal apparatus 30-m received 

. . 

10 . from the service station· 50 in order to generate a ciphered common key 
data Pkc"'.m. Next, the above-r~ferred data Jn · ~nherent to the opti_cal 
disc recorded on the medi~ 10 data section 103 of the optical disc 100 

. deli~ered from the terminal _appar_atus 30~1 is ag~in add~d to the ci~her~d 
.common key ·data Pkc-m and also to the secondary distributfon: -data Ps · . . . . 

15 delivered from · the terminal . apparatus 30.:.1. Further, . such a routed 
apparatus data Q-k designating re-distribution of data :fr~m the terminal 
apparatus 30-k is also added to the above-referred .data Pkc-m and Ps, 
and · then, the . added data are respectively delivered to the terminal 
apparatus 30-m. 

20 It is so arranged .that the terminal apparatus 30;.m can gain access . . . . 
to the common key Kc by way of decoding the Ciphered _common key 
data .Pkc-m by applying a secret key Kr-m of the terminal apparatus 30i;i~ 
It is al~ possible for · the terminal apparatus 30-m to decode the 
secondary distribution data Ps by applying the common key ~c. 

25 Further, when tran~mitti_ng the ~ent charging reference data ER. from the 
terminal apparatus 30-in to. the information supply stat~on 20, not only 

·the utilized music tunes, and the actual rounds of use, but the data 
inherent to an optical disc owned by the user who initiated secondary 
distribution ·of music data between users and the routed apparatus data 

30 are also transmitted in ~e state being included in the rent charging 
reference data ER. 
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As mentioned above, in the ·eourse of re-distributing the 
secondary distribution data Ps, as is apparent from FIG 7, it is so 
arranged that the data Jri inherent to each optical disc is adde_d _to the 
secondary distribution d~ta Ps being the ciphered digital music tune data 

5 and also to the ciphered common key data· Pkc, and then, a plurality of 
routed apparatus data Q-k, . Q-m, ... designating respective· terminal 
apparatuses 30 thus far routed, are serially added to the above data Ps 
and Pkc. Further, it is also a~angetj that, not only the data on the 
utilized music tunes and the data on the utilized amount of music tunes, 

10 but the serially added routed apparatus data are also included in the rent 
charging reference data ER to be transmitted to· tl~e information supply 

- ' 
station 20. This in tum en_ables th~ information.· piovi~er · 10 to 
effectively recognize the route of d~stributing· digital music tune data on 
the part of users. \ 

· 15 According to the above-described _data disti;ibution system; the 
. . . . 

common key Kc . is distributed by utilizing an publjc key ciphering . · 
method. However, it is also possible t<? distribute the data subject to - . 

distribution and the common key }!Sed for ciphering the. data subject to 
distribution by applying the common key ciphering method. 

20 · Referring now to. ~ chart . shown in FIG 8, a procedure· for 
- . 

. implem~nting a primary method of distributing data contents is 
described below for explanatory of a third method of distributing data 
when applying a common key ciphering method to effect-distribution of 
a common key. It should be noted that the rent cbru;ging ni.o<lule 41 

25 provided for an individual terminal apparatus 30 memorizes a secret. key 
Kr inherent to each terminal apparatus. Further, in order to utilize the . . 

common key cipherin~ system, the secret key Kr is bj.laterally used for 
ciphering and .deciphering the common key Kc. 

Database of the secret key Kr is controlled by the service center 
30 50. In other words, only the service center 50 is allowed to manage the 

secret key Kr corresponding to the individual terminal apparatuses 30." 
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Further, it is so arranged that the information supply station 20 is-entitled 
to acquire the secrete key Kr by way of accessing the servi_ce center 50, 
whereas each of the terminal apparatilses 30 is not allowed to acquire the 
secret key Kr. 

5 When the terminal apparatus 30-k requests the information 
supply station 20 for delivery of contents of specific information, in 
return, the information supply station 20 demands the service center 50 
for delivery of a secret key Kr-k exactly coi;responding to the terminal 
apparatus 30-k being the source of this request. In return, t.he service 

10 center 50 delivers the ·secret key Kr-k ~f the terminal apparatlis 30-k to 
the information supply station ~O .. 

. . 
Next, the informatio~ supply station 20 ex~cutes a verification 

· process against the terminal apparatus 30-k, and then, . confirms 
. . . . 

legitimacy of the terminal apparatus 30-k in . accordanc~ wi~ · -the 
. . 

· 15 procedure ~escribe~ above. Concretely, ~hen the. i~~ormation ·supply 
station 20 duly identifies that .. the terminal apparatus 30-k being the 
sourc~ of the request"is the proper one, by. applying the secret key Kr-k 
of the terminal apparattis 30-k delivered from the service center 50, _the 
information supply st~tion 20 ciphers a common. key Kc used for 

20 ciphering digital music tune data,. and then generates a ciphered common 
key data Pkc-k. Further, using the co~mon key ~c; the information 
supply station 20 ciphers the requested digital music tune data. .Next, 
the ciphered data is compressed to decrease the amount of data before 
eventually generating the. primary distribution data Pf-k. The cipheJ;"ed 

25 common key data Pkc-k and the primary ~istribution data Pf-k pairing 
with each other are then distributed to the terminal apparatu~ 30-k. · 

Next, the termin~l apparatus 30-k transmits the ciphered common 
key data Pkc-k received from the information supply station 20 to a rent· 
charging module 41 shown in FIG. 4, and then decodes the ciphered 

30 common key data Pkc-k by applying the secret key Kr-k. A common 
key Kc obtained via the decoding process is then delivered to· the cipher 
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decoder 42. Next, the primary distribution data Pf-k is delivered to the 

cipher decoder 42 so that it can be decoded via the common key Kc. 

The decoded data Pf-k is then treated with an expansion process by a 
' data_ expander 43 before eventually causing a music tune audip output 

5 signal SoUT to be output as of the state ~ee from being ciphered. 

On the other hand, by way of monitoring a decoding process 

executed by the cipher decoder 42,. the rent charging module 41 

computes the actually used amount of individual music tunes. 

Thenceforth, whenever a pr~determined period of time is past, the rent 

10 charging module 41 transmits a rent charging reference data ER 

designating a total amount of the usage · per music tun~ during a 

"predetermined period of time to the-. information supply station 20. 

Alternativ:ely, in response to the ·request from· the information supply .. . .. 

station _20, the rent tharging refer_ence data ER is transmitted from the. 

15 terminal apparatus 30-k to the information supply station 20. 

By .summing up the i:ent ·charging_ reference data ER collected 

from individual terminal apparatuses 30, _the infomi.ation supply statfon 

20 provides th~ information provider 10 with an usage log ·data 

designating a total amount of the ·individual music tunes· utilized by 

20 individual · terminal apparatuses 30. This · in tum enables the 

information prov.icier 10 to charge ~o the individual terminal app~ratuses 

30 for the payment of rent in correspondence with the actual status of the 

utilization of music tunes per terminal apparatus 30. 

Referring now to a chart sho~n in FIG. 9, a procedure .for 

25 implementing a seco~dary distribution _of digital music tune data by 
. . 

applying a common -key cip·hering is described below for explanatory of 

a fourth -method of distributing data. When an information user 

purchase an .optical disc 100 recorded with ciphered digital music tune 

data shown in FIG. 2, by inserting the optical disc 100 into a terminal 

30 apparatus 30-1 owned by this information user, for example, the user 

requests the information supply station 20 for effecting registration of 
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this user. 

Initially, the information supply station 20 executes a verification 

process against the terminal apparatus 30-1 in order to check and 

confirm legitim_acy of the terminal. apparatus 30-1. When it is 

5 identified that the terminal apparatus 30.;.1 purchased by the registered 

user is the proper one, the information supply station 20 reads a medium 

ID data inherent to an individual optical disc recorded on the medium ID 

data section 103 of the optical disc 100 and a contents ID data 

designating such music tunes recorded on the optical disc 100 so as to 
. . 

10 enable users to perform a secondary distribution proce~ure out from the 

terminal apparatus 30-1, and t~~n~ provides th~ information provi?er 10 

with a media· owner data. UB con:iprising the a~ove-referred readout data 

and the oWn.er ID data capable of specifying_ the ow~er ·of the optical disc 

100 by way of pairirlg both data with each .. o.ther. . . 

15 When secondarily ·distributing the ciphered digital music tune 

<data r~corded ·on the optical disc 100 to o~er. users, assume t~at another 

terminal apparatus 30-k requests the terminal apparatus 30-1 for delivery 
. . . 

of the digital music tune data, in response, the term.iJ:ial ·apparatus 30-1 

provides the terminal apparatus 30-k with a ciphered secondary 

20 distribution data. Ps recorded on the ciphered d~ta section 102 of the 

optical disc 100 and a data Jn inherent to each optical 4isc recorded on 

· the medium ID data section 103 by pa~ring both data with each other. It· 

is also allowable for the terminal apparatus ~9-1 to execute a process for 

verifying the te.rminal apparatus 30-k before effecting transmission of ~he 

25 data, and then, after confirming legitimacy of the terminal apparatus 30-

k, transmission of relevant data may be implemented .. 

The terminal apparatus 30-k provisionally stores the secondary 
·-

distribution data Ps in the buffer memory 40, and yet, also stores the data 

Jn inherent to each optical disc in the rent charging.module 41. Further,. 

30 in order to acquire a common key Kc necessary for decoding the 

secondary distribution data Ps, the terminal apparatus 30-k requests the 
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information supply station 20 for delivery of a ciphered common key 

data Pkc-k. 

In response to this request, the information supply station 20 

acquires the secret key Kr-k of the terminal apparatus 30-k froni the 

5 service center 50, and then, based on the method identical to the case of . . . 

the primary distribution. process, executes a verification process against 

the terminal apparatus 30-k in order to check and eonfirm legitimacy of 

the terminal apparatus 30-k. When the verifying process has 

successfully confirmed legitimacy of the termina~ app~atQ.S· 30-k, the 

10 information supply station 20 ciphers the common ~ey Kc.by means of a 

secret key Kr-k acquired from the service center 50 being equal to th~ 

secret ~ey -Kr-k memorized in the. terminal apparatus 30-k:· · ·In this way, 

the information supply station 20.generate~ a ciphered._common key data 
Pkc-k and theri .deliVers this data to the ter_rii.inal apparatus 30-k. . 

15 Next, the term.µlal ·apparatus · 30-k ~elivers the ciphered . 

commonkey data Pkc-k fed from ·the information supply station 20 to the 

rent charging module 41, which then decodes th_e ciphered common key 
. . 

data Pkc-k by applyi1:1g the secret key Kr-k memorized in the terminal 
. . 

apparatus 30-k, and then deli~ers the acq~ired common key Kc to the. 
. . 

20 cipher decoder 42. When the common key Kc- .has been acquired, a 

secondary dIBtribution ·data Ps stored in the . buffer memory 40 is· 

delivered to the cipher decoder 42 and· then .d~coded by means of the 
common key Kc. Then, .the decoded secondary distribution data Ps is 

extended by a data _.extender 43 before ev~ntually gener~ting a mus_ic 

25 tune audio output signal SoUT free from being ciphered. 

While monitoring the .deco_ding process executed by the cipher. 

decoder 42, the rent charging module 41 computes total rounds of the 

use of digital ·information contents per music tune. Thenceforth, 

whenever a predetermined period of time is past, the terminal apparatus· 
30 30-k transmits a rent charging reference data ER designating a total 

amount of the used digital music tune data within . a specific period of 
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time per music tune to the information supply station 20. Alternatively, 

in response to the request from the information supply station 20, the 

terminal apparatus 30-k transmits the rent-charging reference data ER to 

the. information supply station 20. Further, as mentioned above, in 

fr order to discern the individual results of using the decoded digital music 

tune data recorded on individual optical discs, such a data Jn inherent to 

individual optical discs supplied in conjunction with the secondary 

distribution data Ps pairing with each other is also included in the rent 

charging reference data ER. 

10 Next, based on _the rent charging reference data ER transmitted 

from each of the terminal apparatuses 30, the information supply station 
. . 

20 generates a contents· utilization data UR designating total rounds of 

the utilization of individual music tunes on the part of respective . . . 

terminal apparatuses 30, and ·th~n .delivers this Contents utilization . data 

15 UR to the information p~ovider ~O.· This in turn enables the 
information ·provider 10 to impose ·the ·rent :on indivi~ual temiinal 

apparatuses 30 in correspond~nce with the result of utilization of digital 

music tune data on the part of individual terminal apparatuses 30, and ye~, 

also enables the information provider 10 to precisely control the actual 

20 · amount of data· con~ents distributed by individually registered users. 
. . . 

. In the ~e of distributing such a cipher-free digital music tune 
. . 

data owned by the terminal apparatus 30-1 to the terminal apparatus 30-k, 

in the same way as is done ~or the.information sui:'ply station- 20 in the 

~hove-referred first and third data distributing syste~s, it is allowable_ to 

25 distribute the above-referred digital music tune data after bei:r~g ciphered. 

Any of the above-described terminal apparatuses 30 provisionally 

stores the primary distribution data Pf-k and the secondary distribution 

data Ps in the buffer 40 and then ·decodes the primary and secondary 

distribution data Pf-k and Ps via the ~peration of the rent charging 
30 module 41 to decode the common key Kc. Instead, it is also allowable 

to initially acquire the ciphered common key Pkc-k to c;iecode the 
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common key Kc and then receive delivery of the first distribution data Pf 

and the secondary distribution <;iata Ps. 

FIG. 10 represents a schematic diagram of a utilized information 

processing apparatus 11 for executing a rent charging proc~dure by 

5 applying a contents _utilized data US fed from the information supply 
station 20 on the part of the information provider 10. A communication 

processor 12 of the utilized information processing apparatus 11 is linked 

with the information supply station 20 via a network using such a 

10 

. . 

conventional public communication line or a private telecominuD:ication 

line. The communication proces~or 12 is 'Ii~ed with a server 14 and a 
client personal computer 15 via ·a IAN·(Local Area Network) 13. 

In the utilized information processing apparatus 11, the seryer ~4 
serially cumulates a media owner data UB·_and the contents utilized ·data 
US delivered_ froni the inforrD.ation supply station 20, and iJ,1.addition, the 

15 ~lient personal computer 15 reads the data contents cumulated in the 
server 14 in order t~ execute the ren~ charging procedure. 

FIG 11 represents an aspect of the conten~s utilized data US 
stored in ·the server 14 including the data for discernibly identifying 

individual data users, data designating the sour~e of acquiring music 
20 tunes, data of utilizeq music. tunes, and the ·data designating dates of 

utili.Zing music tunes .. 

For example, when a certain digital music tune data is delivered 
from the· information supply station 20 via the communication network 
60 as the ·primary distribution contents, the clietit personal computer .15 

25 selects such a numerical data "20" designating the informa_tion supply . 
station as the source of acquiring the ·corresponding music tune data, and 
yet, using the selected data, the client ·personal· computer 15 also 

discernibly identifies the status of utilizing music tune data on the 
monthly basis (for example, for a period fromJanuary 1, to January 31, 

30 2000) or on the weekly basis per termi~al apparatus 30-1 or 30-2, for 
example. Accordingly, it is possible to impose the rent corresponding 
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to the total rounds of utilizing the digital music tune data contents 

against individual users in possession of individual terminal apparatuses 

30. 

Further, when a ciphered data recorded on an optical· disc is 

5 delivered via the secondary distribution, by way of selecting such a 

numerical data different from "20" ·being the source of acquiring ·the 

relevant music tune data, it is possible to correctly identify total rounds 

of utilization per optical disc on the part of individual terminal 

apparatuses 30. Further, it is also possible to correctly identify every 

· l 0 detail of data .conte_nts recorded· on individual qptical discs owned by 

individual registered users, whereby makip.g it possible to .confi~ how 

far the registered purchasers · of the optical disc ~ave· individually 

... contributed to the re-distribution of the digit~ mu~ic tune oonten,ts .data. 

- By virtue of the above arrangement, it . .ls . possible· _for ·.· ~e 
. . . 

. 15 info!ffiation provider 10 ~o inipose·the rent on_individual regi~tered users 

for .the total amount of utilized music tunes by way of serially detec~ing 

all the data corresponding to incJividual items from the media owner rl:ata 

.UB and the contents utilized data US stored in the server 15 l?Y operating 

the client personal computer 15. · Fu~her; based on the data related to 

20 -the dates of utilization of the data contents and the data related to the 

names of utilized music tunes, actual status of utilization of the data . . . . . . . 

contents on t~e monthly basis (for example, for a period from JanuaIY: 1 

to January 31, 2000) or_ on the vve~kly \Jas.is can .correctly be discerned 

per music tune "A" or "B". This in tum enables ·the info~atipn 

25 · proyider 10 to effect payment of a proper amount. of rent ag~inst 

individ~al copyrighted parties. 

In the above description, it is so arranged that, based on the 

contents utili;z;ed data US, a proper amount of rent is imposed on 

individual information users in correspondence with the utilized music 

30 tunes and the total rounds of use. It is also -allowable for individual 

users of individual terminal apparatuses 30 to previously purchase a 
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specific right for utilization of music tune data for a predetermined . . 

number of rounds corresponding to the amount of advance payment 

effected via a pre-paid card for example from the i.nformation provider 

10 or from the information supply station 20, whereby enabling each 

5 terminal apparatus 30 to approve utilization of information contents by 

the rounds. corresponding to the purchased right. Even when 

introducing this method, every detail of the utilized music tunes and the 

rounds of use· thereof is delivered from each of the terminal apparatuses 
. . 

30 to the information supply station 20 to enable the information · 

10 provider . 10 to correctly identify actual statu~ of the utilization of 

individual music tunes by way of referring to th~ contents utilized data 

us. 
. When the information provider 10 has earned a certain amount of 

profit after deductihg the royalties and expenses f~om the turnover 

15 generated by the distribution of data Contents via the co_mmunication 
. . 

n~twork 60 and the sale ·of optical discs, it is.possible for the.provider 10 

to distribute the earned profit against owners of individually registered 

optical discs as the one ,entitled to shar~ the dividend .. 

For example, in the case in which profit "Mi" that can be shared 

20 with the owners of the optical d~scs recorded with a music tun~ "A" has 

been earned, where the number of owners of the· optical discs recorded 

with the music tune "A'.' is assumed to be "N7', the clien,t personal 

computer 15 computes the dividen~ "Ml/N'~, whereby further executing 

a process for distributing the dividend to individual owners of t~e 

25 corresponding optical discs. 

As described above, it is possible for individual registered 

owners of optical discs to not only enjoy music tunes recorded on an 

optical _disc, but they can further earn a higher. share of dividend by 

promoting the utilization of music tunes by way of distributing digital 

30 music tune data, thus enhancing additive value of the purchased optical 

discs. 
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Further, in addition to the dates of utilization of the digital music 

tune data and the names of music tunes utilized, by way of utilizing s"D:ch 

a data related to the source of acquiring music tunes, for example, it is 

also possible to discern the period actually required to effect secondary 
. . 

5 distribution of a music tune "A" recorded on an optical disc bearing a 

serial number "SNl" for example based on a predetermined period of · 

time. Referring to FIG 11, in terms of the source of acquiring specific 

music tunes, the numeral "20" de_signates the information supply station 

20, whereas "SNl" designates that ciphered digital music tune data is 

10 distributed via the secondary distribution. stage from an optical disc 

bearing a serial number "SNl ". Because of this, the client personal 

computer 15 divides sharable profit "Ml" into "M2" and "M3", and then · 

exeeutes a process for distributing a divide~d correspondi.n,g to "M2f¥1" 

·t<? indivici~al owner5 of the optical discs each bearing a· serial ~uniber · 

.15 "SNl" for example. The pr~fit "M3"· is ·subject to distribution in · 

. correspondence· with the degree of contnbution "to the distribution of a 
. ,,. . 

specific music tune. Concretely, when it iS identified that the rounds of 

the usge of a music tune "A" correspond to rounds "K" .whereas total . . . 

rounds of effecting the s~cond~ distribution of the m~sic tune "A" 

20 corr~spond to rounds "Kl", then the client personal computer 15 

executes a process for distributing the di".'idend expressed in tefl?J.S of 

"M3 x Kli:K" against the registered owners ·of the optical. discs each 

bearing a·serial number "SNl" . 

. The above·-described embodiment has enabled the server 14 

· 25 proVided for the information provider 10 to memorize the me~ia owner 

4ata UB ~erein. Instead, it is also allowable to control the media­

owner data UB discretely from the information provider 10 to enable the 

provider 10 to memorize the contents utilized data US therein. 

For example, by way of arranging that the media owner data UB 

30 is controlled by the information supply station 20 and by way of 

enabling the information supply station 20 to utilize a data Jn inherent to 
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. each optical disc induded in the rent charging reference data ER, it is 

possible to discernibly identify whether .such a digital music tune data 

recorded on an optical disc · owned by a specific purchaser under 

registration is utilized for the secondai:-y distribution or not. Be.cause of 

5 this, when ·feeding the contents utilized data US from the information 

supply station 20 to the information provider 10, by way of feeding such 

a data designating actual degree of applying the digital music tune data 

recorded on optical discs of individual registered purchasers to the 

secondary distribution, it is possible to properly distrib1:1te the dividend 

10 in correspon~ence with the degree of contributi~n to the distribution of 

corresponding· music tunes. 

15 

Further, by . way. of controlling the media owner data UB 

discretely from the_ information provider 10, the amount of the divi-4e~_d. 

,earned via the poss~ssion ·of a corresponding optical disc-iii~e~ses:·t~'-. · . 
. . .. · . . 

result in the enhanced value of the optical disc. In the case of 

.establishing such a syste~ for converting optical discs into securities_ for 

distribution, renewal and control of the media owner data UB can 

properly and effectively be implemented. 

As mentioned above, if it is practicable to distribute profit 

20 corresponding to the rounds of use or the amount of the re-distributed 

data via distribution of such a contents data recorded on an optical disc 

owned by a registered_ purchaser, by way of promoting distributio~ of the 

contents of digital music-tune data, the registered purchaser and the 

owner of such a termin~l apparatus who executed re-distribution .of 

25 digital music tune data will be able to gaiJ?- a greater share of the 

dividend_, thus activating distributiqn of the d~gital music tune data. 

Further, even when such a case ever occurs; in which· a certain 

digital music tune d_ata free of ciphering is illegally distributed to result 

in the decreased profit. on th~ part of the registered purchasers, in order 

30 to prevent the share of the dividend from being decreased due to 

distribution of illegal data contents, by causing the registered purchaser 
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·entitled to share the dividend to positively follow up surveillance, illegal 

music tune data can be prevented from being distributed. 

In other words, any of conventional purchasers .of musical 

compact discs pays the price for purchasing a desired compact djsc as an 

5 equivalent price to the repeated enjoyment of the purchased musj_c tune. 
. . 

On the other hand, any of the purchasers of an opiical disc based on the 

system conforming- to the present invention possesses such a digital 

music tune data free of ciphering recorded on a conventional CD data 

domain and pays a certain equivalent price not only ·for repeated . 

10 . ·listeni:r~g enjoyment of the recorded music tunes,- but he also pays a 

certain price for the potential va_lue expected f~r the d~viden<:f when the 

recorded music tunes are extendedly listened by many -listeners to result 

in the accrual of rent charged .on the list~ned music tunes. If the 

dividend is periodically di~tributed, this. iri t~ corresponds . to. the·· .. 
. .· .· . . . . 

15 dividend provided for securities. By way· of purchasing such an optical · 

disc recorded with a certain music ·tune capable . of generat~g long 

lasting popularity, periodic distribution of the dividend can be expected. 

This in tum means that transferable securiti~s are purchased. Further, 

when such an optical disc recorded. with a new music tune is p·rovided on 

20 the market, it is so conceived that this optical disc will be purchased not 

only for audibly enjoying the recorded music ~une, but the user will als~ 

pur~hase such an optical disc in correspondence with potential value of. · 

the music tune recorded thereon in anticipation of growing populari!Y in 

the future. ~urther, if the number of optical disc purchaser ~creases. in 

25 antieipation of the divid.end, it will render ~ great advantage on the part 

of the information provider 10 because of the feasibility to collect 

expenses spent for activities to promote music tunes in a relatively early. 

period of time. 

More particularly, it is possible for the information provider 10 to 

30 establish such a system for enabling owners of optical discs to earn 

dividend accrued from the owned securities. In this case, operation for 
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implemen~ing relit charging and distribution of the dividend is 

automatically processed by utilizing a network and computers. 

Normaily, there are many cases in which contents of digital 

information are subject to a plurality of complex rights like the case of 

5 music and video works. Under the present circumstances, it is difficult 

to circ~late contents of digital information via a net work premising that 

utilization of said contents is subject to payment of rent charges. It is 
. . 

not realistic that individual optical disc users· individually deal with 

compl_ex rights when_ever utilizing contents of digital information. As a 

10 means to deal with this problem, it _is also practicable to previously deal 

with plural rights _by concluding contracts to . integrate them as an 
. . . . 

original r:ight, and then fractionalize the original right int-0 securities in 

. order to facilitate distri~ution or-"th~ conte~ts of .digital information via 
networks. \ . 

· 15 It should be understood ~hat the above description of the pr~ctical 

forms for embodying the present inyention has solely referred to the ·case 

of recording digital music tune data on an opticai disc, however, digital 

·data subject to recording is. not solely limited to music ·tunes, but object 

of recording may also include video data or ·movies and computer 

20 software or the like. Further, recording medium is also not solely 

limited to an optical disc, but usable recording medium may also include 

a magnetic disc utilizing magnetism and a meinory card utilizing 

semiconductor elements. It sho~d also be understood that ~e scope of 

. the present invention is not solely limited to the above-describ~d 

25 embodiments thereof,· but the. present invention may also be 

implemented by way of a variety of modifications and changes w~thin 

such a· scope that. does not deviate from the ess~ntials of the invention. 

According to the present invention, such a process for imposing 

rent on users of information utilizing contents of digital information 

· 30 distributed via a communication network is executed. And yet, at least 

part of the rent charged on the utilization of the contents of digital 

36 



information collected from the users of said informatiqn via the rent 
. . 

charging process is distributed to the owners of recorded-media recorded 

with th~ contents of digital information. By virtue of this arrangement, 

~ven after distributing contents of digital information . via a 

5 communication network, it is possible to continuously follow up 

distribution of recorded-media recorded· with the contents of digital 

information. 

Further; py way of distributing ciph.ered contents of digital 

information and decoding said contents of digital · information, said 

10 contents information is practically utilized. This in tum prevents said 

contents of digital information from illegally being utilized, and yet, 

utilization of said contents information is correctly dis.cerned. Further, 

inasmuch as each of recorded-~edia is recorded with said contents of 

digital i.nf~rmation in the state . being free of ciphering and also in tlie 

15 cip~ered state, any .user who ptirchased a recorded medium cari freely 

utilize the contents ·data· free of being ciphered, and yet, he can 

·secondarily distribute the ciphered. contents· of digital information to 

other ~ers of digital information. 

Further, a medfo.m ID data inherent tO an ·individual medium is 
. . . . 

20 recorded on each of recording media , .and then a media-owner database 
. . 

-is formed. by way of reproducing the. media ID data, thus making it 
possible· to easily distribute the rent receipts to owners of the recorded-

. . 

media. Further; a media. ID data inherent to an individual .medium is 

recorded on each recording medium, and thus, in the case of effecting a 

· 25 secondary distribution of ciphered contents of digital information to 

other users of digital information, by way of adding the ciphered 

contents data to the media ID data,. it is possible to recognize the degree 

of the contribution of individual media owner8 to the distribution of the 

contents of digital information. 

30 
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CLAIMS 

1. A charged rent distribution system for contents information 
compnsmg: . 

a media owner database for integrally storing 

an owner ID data pertaining to owners in possession of 
recorded media; 

a medium ID data proper to each of said recorded media; 

and 

a contents ID data pertaining to specific contents of 
information recorded on said recorded medium; 

a receiving means for re~iving a contents utilized data 
c:lesignating utilization of said specific co:qtents data by individuai us~rs; . . 

a_ rent charging means for charging rent on the util~_tion.pf·data 
contents against s~id users of said contents information. b~~d. -~n s~id. 

15 received con~ents utili~ed data; and 

·a distributing means for distributing at least part of said rent for 
utilization of said contents information collected from said users resulted 
from said rent charging procedure base~. on said media owner data base. 

20 2. The charged rent distribution system for contents information 
according to Claim 1, wherein 

utilization of said specific contents information is executed by 
causing each of said information users to decode such a ciphered 
contents information comprising said ciphered specific contents 

25 information. 

-3. The charged rent distribution system for contents information 
according to Claim 1or2, wherein 

said recording medium is recorded with said specific contents 
30 information in the state being ciphered. 
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4. The charged rent distribution system for contents information 

according to Claim 3, wherein 

said recording medium is· also recorded with said ciphered 

contents information comprising said ciphered specific contents 
5 information. 

5. The charged rent distribution system for contents information 
according to any one of the preceding claims, wherein 

said recording medium is recorded with said media ID data. 
10 

6. The charged rent -distribution system for contents information 
according to Claim 5, wherein 

said media owner .dat_a base is formed based on information 
delivered . from an 'individual owner in possession . of said . recorded 

15 medium via said network after reproducing said medi~ ID data recorde.d 
on a recording medium. 

7. A charged rent . distribution system for contents information 
_comprising; 

20 means for receiving contents utilized data design~~g ~tilization 
of specific contents information by an user via a network; 

• • f 

·"means for charging rent for the utilization of said contents 
information against said· information user based on said received 
contents user information; and· 

25 a distributing means for distributing at least a part of rent 
impose~ on the utilization of said ,contents information collected from 
said information by means of said rent charging means. based on 
information from a media owner data base integrally storing an owner ID 
data pertaining to individual owners in possession of recorded media, a 

30 media ID data proper to said recorded media, and a contents ID data 
pertaining to said specific contents information recorded on said 
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recording media. 

8. A charged rent distribution system for contents information 
comprising: 

5 a contents owner database for integrally storing 

a contents owner ID data pertaining to owners of contents 
information; and 

a contents ID data pertaining to specific contents of 
Information; 

10 a receiving means for receiving c6ntents utilized data desigQating 

15 

utilization of said specific contents_ information by indiv~dual u~ers; 
a rent charging means for charging rent on the utilization of 

. contents information against said user8 based on said received contents 
utilized data; and \ 

a distributi_ng means for distributi~g at least part of said rent for 
utilization .of said contents information collected .from s.aid ·users to said 
owners of said contents information based on said media owner data 
base. 

20 · 9. The charged rent distribution system. for contents information 
according to Claim 8,·wherein 

25 

30 

. . 
utilization of said specific contents information is executed by 

causing each of said information users to decode such a ciphered 
contents information. 

10. The charged rent distribution system for contents information 
according to Claim 8 or 9, wherein 

said contents information is recorded on a recording medium 
with said specific contents information in the state being ciphered. 

11. The charged rent distribution system for contents information 
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according to Claim 10, wherein 

said recording medium is also recorded with said ciphered 

contents information co~prising said ciphered specific contents 

information. 

12. The charged rent distribution system for contents information 

according to any one of claims 8 to 11, wherein 

said media ID data is recorded on a recording medium. 

10 13. A method for distributing charged rent for contents· information . . 

comprising the steps of: 

integrally storing an owner ID data pertaining to owners m 

possession of record_ed-media; a medium ID data inher~ntto.each o_f said 

recorded-media; and-a contents ID data pertaining to specific contents.of.··. 

15 information r~corded on said recbrded inediuin; 

receiving a contentS utilized data designating utilization of said 

specific contents data by individual users of information; 

chargin.g rent on the utilization of data contents against said users 

of said contents information based on said. received contents utilized 

20 data; and 

distributing at least part of said rent for utilization of said 

contents information collected from said information users resulted from 

~aid rent charging procedure based on said media owner database. 

25 14. The method for distributing charged rent for contents information 

according to Claim 13, wherein . 

· utilization of said specific contents infor_mation is executed _by 
causing each of said information users to decode such a ciphered 

contents information comprising said ciphered specific contents 

30 information. 
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15. An information terminal apparatus for accessing contents 

information ~rough a. network comprising: 

communication means coupled to a communication network; 

buffer memory means connected to-said communication means; 

5 ·signal processing means connected to said buffer memory means 

for recovering signal to be utilized form; and 

rent charging means cpupled to both said signal processing 

means and said communication means to detect rent of the contents 

information; wherein 

10 said communication means transmits rent information detected 

by said rent charging means to a service· center .connected to said 

communication network. 

16. The informd<tion tenirinal apparatus· ac¢c>rding to Claim 15, · : 

.15 further c~mprising: 

optical disc reproducing device · for reproducing -ah optical 

recording medium; wherein 

said contents information is reprod~ced from said optical 

recording medium by said optical disc reproducing device . instead of 

20 accessing via the communication network. 

17. Apparatus according to claim 15 or 16 including the system of 

any one of claims 1 to 12. 

25 18. Apparatus according to claim 15, 16 or 17, operable according 

to the method of claim 13 or 14. 

19. A system according to any one of claims 1 to 12 operable 

according to the method of claim 13 or 14. 
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