1/14

\

¥0SS300ud
g0z~ NOY 7 [ NOILJAMONS
g0z~ H
1INN
TINA > NdD (= f
g0z~ |3OVHOLS Y.vd L 5&8 LN
1INA 102 H 02
poz~] 3OVNOLS al [
TINA 39va01S| | _HOLVHANTD
coz] ADILTIOTS | [HIEWNN WOONWY
2027
- aavoor /
00z
05

l Old

d0SS3004d
NOILJAMONZ WOY
90, ﬂ v
gop | ¥OI
LINN g
1NdLNO-1ndNI {1 NdO r<—10
2017
- VY
1IN 39VH0LS
JERTENBEDS 8\?,\
e
YA LINM/H3aY3Y
0oL



FIG. 2

START OF COMMUN!CAT!ON
ROCESS

GENERATE RANDOM NUMBER

ENCRYPT RANDOM NUMBER
WITH SECRET KEY TO
GENERATE COMMUNICATION ID

2/14

L 521

L 5822

-l

Y

POLLING REQUEST
RECEIVED?

S23

TRANSMIT RESPONSE CONTAINING

COMMUNICATION ID

524

COMMAND
RECEIVED?

CARD ID
REQUESTING

TURN ON
ENCRYPTION FLAG

4 Pind

ENCRYPT AND
TRANSMIT CARD ID

525

S29

ENCRYPTION NO
FLAG ON?
$30 S32
-~ Y
ANALYZE COMMAND!| | ANALYZE COMMAND
AND ENCRYPT AND TRANSMIT
ANALYSIS RESULT ANALYSIS RESULT
Y $31
TRANSMIT P

ENCRYPTED DATA

Y




3/14

JAVYA

(SLd 81)
0.4

ped

¢dI04AN

[$] w‘oz

avO1Avd

(S1ld 8)
HLONTT

(S.11g91)
NOILVZIN
-OdHONAS

(S1ig 8y LSV 1V)
3TNV

¢ 9old




4114

)

FIG. 4
(READER/WRITER) (" IC CARD
$201 POLL §101
] $102
RESPOND
(COMMUNICATION ID) 5103
S202 [a—
$203
5204 REQUEST TO READ ID
s
$105
REPLY 3106
$205 |-
S206
$907 REQUEST TO READ DATA
st
$108
REPLY 100
8208 |«—
S209
I
$210
$211 REQUEST TO WRITE DATA
- 5100
S111
REPLY 3112
8212 |=+—




5/14

FIG. 5

START OF COMMUNICATION ID
GENERATION PROCESS

5301

GENERATE RANDOM NUMBER A

Y

STORE RANDOM NUMBER A

<5302

Y

ENCRYPT RANDOM NUMBER A WITH SECRET KEY

5303

'

STORE ENCRYPTED RANDOM NUMBER A
AS COMMUNICATION ID

5304

FIG. 6

START OF RANDOM NUMBER
ACQUISITION PROCESS

ACQUIRE COMMUNICATION ID

5331

Y

STORE COMMUNICATION ID

<5332

Y

3333

DECRYPT COMMUNICATION ID WITH SECRET KEY

Y

STORE RANDOM NUMBER A

5334

END




6/14

FIG. 7

START OF CARD ID
TRANSMISSION PROCESS

S361

READ CARD ID

'

5362

ENCRYPT CARD 1D WITH RANDOM NUMBER A

'

ACQUIRE ENCRYPTED CARD ID

5363

END

FIG. 8

START CARD ID
DECRYPTION PROCESS

ACQUIRE ENCRYPTED DATA

5391

'

5392

DECRYPT ENCRYPTED DATA

'

5393

ACQUIRE CARD ID

END




7/14

FIG. 9

START OF READ DATA
( TRANSMISSION PROCESS

5421
READ DATA RESPONSIVE TO COMMAND
' 5422
ENCRYPT READ DATA
‘ 5423
ACQUIRE ENCRYPTED DATA
END
FIG. 10
START OF WRITE REQUEST
TRANSMISSION PROCESS
5451
ACQUIRE DATA TO BE WRITTEN ON CARD
' 5452
ENCRYPT DATA
' 5453

STORE ENCRYPTED DATA ON WRITE REQUEST FRAME

END




8/14

FIG. 11

START OF DATA
WRITE PROCESS )

ACQUIRE ENCRYPTED DATA

5481

!

DECRYPT ENCRYPTED DATA

5482

l

STORE DECRYPTED DATA
ON PREDETERMINED AREA

5483




9/14

FIG. 12
(READER/WRITER) (__ICCARD )
5221 Wm
§122
RESPOND
(COMMUNICATION ID) 5123
8222 fa—
5227 REQUEST TO READ DATA
s127
REPLY $129
$228 [=—
5231 REQUEST TO WRITE DATA
{5
REPLY 3131
8232 [=—




10/14

"0SSIN0Ud ¥0SSI00Nd
ooz~] NO¥ 7 | NOILdAMONS NOILJAYON3 WOY
80c " 909~ 7
V\mom 709
J S N 1INN iaad LINN IR P S
Hmoém_y,_%s.é LNdLNO-LNdNI s 1NdLNO-LNdNI
R T 1027 H %l 209" 4 H
yoz-1 JOVHOLS I B BT
1INN 39VHOIS HOLVHIANIO 1iNN 1IN FOVHOLS =
coz 1 ADILTUOTS | [HFTWNN AOTNVY I9VHOLS ADNIZOFS | o5
20 %097 mo%%%zmo o9
\ QKS/WH / P
002 £09-] WOANvH N3LINM /43I
p 009
005



11/14

)

FIG. 14
(READER/WRITER) (— _ICCARD
5501 POLL WITH .y
S502 INCIDENTAL INFORMATION
602
RESPOND S603
(COMMUNICATION ID) 604
S503 fu—
S504
3505 REQUEST TO READ ID
e [
S606
REPLY 3607
506 {=+—
S507
S508 REQUEST TO READ DATA
e
$609
REPLY 3610
S509 f=—
$510
I
S511
5512 REQUEST TO WRITE DATA
D L
$612
REPLY 3613
S513 [+—




12/14

FIG. 15
START OF POLLING REQUEST)

GENERATION PROCESS

GENERATE RANDOM NUMBER B

<S701

Y

STORE RANDOM NUMBER B

5702

'

5703

ENCRYPT RANDOM NUMBER B WITH SECRET KEY

Y

5704

STORE ENCRYPTED RANDOM NUMBER B
AS INCIDENTAL INFORMATION FOR POLLING

FIG. 16

START OF ACQUISITION PROCESS
OF RANDOM NUMBER B

v

ACQUIRE INCIDENTAL INFORMATION
CONTAINED IN POLLING REQUEST

£ST31

Y

STORE ACQUIRED INCIDENTAL INFORMATION

58732

Y

DECRYPT INCIDENTAL INFORMATION WITH SECRET KEY

S733

Y

STORE RANDOM NUMBER B

ST34




13/14

)

FIG. 17
(READER/WRITER) (" ICCARD
41
$531 POLL S6
T S642
RESPOND
(COMMUNICATION ID) S643
S532 fa—
$533
|
8534 | REQUEST TO READ ID AND
535 INCIDENTAL INFORMATION
8644
S645
I
$646
8647
§536 |=—
5537 REQUEST TO READ DATA
e S648
$649
REPLY S650
§538 [=—
8539
|
8540
S541 REQUEST TO WRITE DATA
s
8652
REPLY S653
S542 =




14/14

FIG. 18

START OF CARD ID READ REQUEST
GENERATION PROCESS

Y

GENERATE RANDOM NUMBER B

S761

Y

STORE RANDOM NUMBER B

5762

Y

ENCRYPT RANDOM NUMBER B WITH SECRET KEY

5763

Y

STORE ENCRYPTED RANDOM NUMBER B AS
INCIDENTAL INFORMATION OF CARD ID READ REQUEST

S764

END

FIG. 19

START OF ACQUISITION PROCESS
OF RANDOM NUMBER B

ACQUIRE INCIDENTAL INFORMATION CONTAINED
IN CARD ID READ REQUEST

S791

Y

STORE ACQUIRED INCIDENTAL INFORMATION

5792

'

DECRYPT INCIDENTAL INFORMATION WITH SECRET KEY

55793

Y

STORE RANDOM NUMBER B

ST

END




