
SMALL MOLECULES FOR TREATMENT OF HYPERCHOLESTEROLEMIA
AND RELATED DISEASES Cross-Reference to Related
Application [0001] This application claims priority
under 35 U.S.C.  119(e) to U.S. Provisional
Application No. 60/578,228, filed June 9, 2004, which
is incorporated herein by reference. Background of the
Invention Field of the Invention [0002] The invention
relates to small molecule mediators of reverse
cholesterol transport (RCT) for treating
hypercholesterolemia and associated cardiovascular
diseases and other diseases. Description of the
Related Art [0003] It is now well-established that
elevated serum cholesterol ("hypercholesterolemia") is
a causal factor in the develoment of atherosclerosis,
a progressive accumulation of cholesterol within the
arterial walls. Hypercholesterolemia and
atherosclerosis are leading causes of cardiovascular
diseases, including hypertension, coronary artery
disease, heart attack and stroke. About 1.1 million
individuals suffer from heart attack each year in the
United States alone, the costs of which are estimated
to exceed $117 billion. Although there are numerous
pharmaceutical strategies for lowering cholesterol
levels in the blood, many of these have undesirable
side effects and have raised safety concerns.
Moreover, none of the commercially available drug
therapies adequately stimulate reverse cholesterol
transport, an important metabolic pathway that removes
cholesterol from the body. [0004] Circulating
cholesterol is carried by plasma lipoproteins
particles of complex lipid and protein composition
that transport lipids in the blood. Low density
lipoproteins (LDLs), and high density lipoproteins
(HDLs) are the major cholesterol carriers. LDLs are
believed to be responsible for the delivery of
cholesterol from the liver (where it is synthesized or
obtained from dietary sources) to extrahepatic tissues
in the body. The term "reverse cholesterol transport"
describes the transport of cholesterol from
extrahepatic tissuesto the liver where it is
catabolized and eliminated. It is believed that plasma
HDL particles play a major role in the reverse
transport process, acting as scavengers of tissue
cholesterol. [0005] Compelling evidence supports the
concept that lipids deposited in atherosclerotic
lesions are derived primarily from plasma LDL; thus,
LDLs have popularly become known as the "bad"
cholesterol. In contrast, plasma HDL levels correlate
inversely with coronary heart disease - indeed, high
plasma levels of HDL are regarded as a negative risk
factor. It is hypothesized that high levels of plasma
HDL are not only protective against coronary artery
disease, but may actually induce regression of
atherosclerotic plaques (e.g. see Badimon et ai, 1992,
Circulation 86 (Suppl. UT) 86-94). Thus, HDLs have
popularly become known as the "good" cholesterol.
[0006] The amount of intracellular cholesterol
liberated from the LDLs controls cellular cholesterol
metabolism. The accumulation of cellular cholesterol
derived from LDLs controls three processes: (1) it
reduces cellular cholesterol synthesis by turning off
the synthesis of HMGCoA reductase, a key enzyme in the
cholesterol biosynthetic pathway; (2) the incoming
LDL-derived cholesterol promotes storage of
cholesterol by activating LCAT, the cellular enzyme
which converts cholesterol into cholesteryl esters
that are deposited in storage droplets; and (3) the
accumulation of cholesterol within the cell drives a
feedback mechanism that inhibits cellular synthesis of
new LDL receptors. Cells, therefore, adjust their
complement of LDL receptors so that enough cholesterol
is brought in to meet their metabolic needs, without
overloading. (For a review, see Brown & Goldstein, In:
The Pharmacological Basis Of Therapeutics, 8th Ed.,
Goodman & Gilman, Pergamon Press, NY, 1990, Ch. 36,
pp. 874-896). [0007] Reverse cholesterol transport
(RCT) is the pathway by which peripheral cell
cholesterol can be returned to the liver for recycling
to extrahepatic tissues, or excreted 



into the intestine as bile. The RCT pathway represents
the only means of eliminating cholesterol from most
extrahepatic tissues. The RCT consists mainly of three
steps: (1) cholesterol efflux, the initial removal of
cholesterol from peripheral cells; (2) cholesterol
esterification by the action of lecithin:cholesterol
acyltransferase (LCAT), preventing a re entry of
effluxed cholesterol into the peripheral cells; and
(3) uptake/delivery of HDL cholesteryl ester to liver
cells. LCAT is the key enzyme in the RCT pathway and
is producedmainly in the liver and circulates in
plasma associated with the HDL fraction. LCAT converts
cell derived cholesterol to cholesteryl esters which
are sequestered in HDL destined for removal. The RCT
pathway is mediated by HDLs. [0008] HDL is a generic
term for lipoprotein particles which are characterized
by their high density. The main lipidic constituents
of HDL complexes are various phospholipids,
cholesterol (ester) and triglycerides. The most
prominent apolipoprotein components are A-I and A-II
which determine the functional characteristics of HDL.
[0009] Each HDL particle contains at least one copy
(and usually two to four copies) of apolipoprotein A-I
(ApoA-I). ApoA-I is synthesized by the liver and small
intestine as preproapolipoprotein which is secreted as
a proprotein that is rapidly cleaved to generate a
mature polypeptide having 243 amino acid residues.
ApoA-I consists mainly of 6 to 8 different 22 amino
acid repeats spaced by a linker moiety which is often
proline, and in some cases consists of a stretch made
up of several residues. ApoA-I forms three types of
stable complexes with lipids: small, lipid-poor
complexes referred to as pre-beta-1 HDL; flattened
discoidal particles containing polar lipids
(phospholipid and cholesterol) referred to as
pre-beta-2 HDL; and spherical particles containing
both polar and nonpolar lipids, referred to as
spherical or mature HDL (HDL and HDL ) . Although most
HDL in circulation contains both ApoA-I and ApoA-II,
the fraction of HDL which contains only ApoA-I (AIHDL)
appears to be more effective in RCT. Epidemiologic
studies support the hypothesis that AI-HDL is
anti-atherogenic. (Parra et al, 1992, Arterioscler.
Thromb. 12:701-707; Decossin et al, 1997, Eur. J.
Clin. Invest. 27:299-307). [0010] Several lines of
evidence based on data obtained in vivo implicate the
HDL and its major protein component, ApoA-I, in the
prevention of atherosclerotic lesions, and
potentially, the regression of plaques-making these
attractive targets for therapeutic intervention.
First, an inverse correlation exists between serum
ApoA-I (HDL) concentration and atherogenesis in man
(Gordon & Rifkind, 1989, N. Eng. J. Med.
321:1311-1316; Gordon et al., 1989, Circulation
79:8-15). Indeed, specific subpopulations of HDL have
been associated with a reduced risk for
atherosclerosis in humans (Miller, 1987, Amer. Heart
113:589-597; Cheung et al, 1991, Lipid Res.
32:383-394); Fruchart & Ailhaud, 1992, Clin. Chem.
38:79).[0011] Second, animal studies support the
protective role of ApoA-I (HDL). Treatment of
cholesterol fed rabbits with ApoA-I or HDL reduced the
development and progression of plaque (fatty streaks)
in cholesterol-fed rabbits (Koizumi et al, 1988, J.
Lipid Res. 29:1405-1415; Badimon et al, 1989, Lab.
Invest. 60:455-461; Badimon et al, 1990, J. Clin.
Invest. 85:1234-1241). However, the efficacy varied
depending upon the source of HDL (Beitz et al, 1992,
Prostaglandins, Leukotrienes and Essential Fatty Acids
47:149-152; Mezdour et al., 1995, Atherosclerosis
113:237-246). [0012] Third, direct evidence for the
role of ApoA-I was obtained from experiments involving
transgenic animals. The expression of the human gene
for ApoA-I transferred to mice genetically predisposed
to diet-induced atherosclerosis protected against the
development of aortic lesions (Rubin et al, 1991,
Nature 353:265-267). The ApoA-I transgene was also
shown to suppress atherosclerosis in ApoE-deficient
mice and in Apo(a) transgenic mice (Paszty et al,
1994, J. Clin. Invest. 94:899-903; Plump et al, 1994,
PNAS. USA 91:9607-9611; Liu et al, 1994, J. Lipid Res.
35:2263-2266). Similar results were observed in
transgenic rabbits expressing human ApoA-I (Duverger,
1996, Circulation 94:713-717; Duverger et al, 1996,
Arterioscler. Thromb. Vase. Biol. 16:1424-1429), and
in transgenic rats where elevated levels of human
ApoA-I protected against atherosclerosis and inhibited
restenosis following balloon angioplasty (Burkey et
al, 1992, Circulation, 



Supplement I, 86:1-472, Abstract No. 1876; Burkey et
al, 1995, J. Lipid Res. 36:1463-1473). Current
Treatments for Hypercholesterolemia and other
Dvslipidemias [0013] In the past two decades or so,
the segregation of cholesterolemic compounds into HDL
and LDL regulators and recognition of the desirability
of decreasing blood levels of LDL has led to the
development of a number of drugs. However, many of
these drugs have undesirable side effects and/or are
contraindicated in certain patients, particularly when
administered in combination with other drugs. These
drugs and therapeutic strategies include: (1)
bile-acid-binding resins which interrupt the recycling
of bile acids from the intestine to the liver [e.g.,
cholestyramine (QUESTRAN LIGHT, Bristol-Myers Squibb),
and colestipol hydrochloride (COLESTID, Pharmacia &
Upjohn Company)];(2) statins which inhibit cholesterol
synthesis by blocking HMGCoA reductase- the key enzyme
involved in cholesterol biosynthesis [e.g., lovastatin
(MEVACOR5Merck & Co., Inc.), a natural product derived
from a strain of Aspergillus, pravastatin (PRAVACHOL,
Bristol-Myers Squibb Co.), and atorvastatin (LPITOR,
Warner Lambert)]; (3) niacin is a water-soluble
vitamin B-complex which diminishes production of VLDL
and is effective at lowering LDL; (4) fibrates are
used to lower serum triglycerides by reducing the VLDL
fraction and may in some patient populations give rise
to modest reductions of plasma cholesterol via the
same mechanism [e.g., clofbrate (ATROMID-S,
Wyeth-Ayerst Laboratories), and gemfibrozil (LOPID,
Parke-Davis)]; (5) estrogen replacement therapy may
lower cholesterol levels in post-menopausal women; (6)
long chain alpha,omego-dicarboxylic acids have been
reported to lower serum triglyceride and cholesterol
(See, e.g., Bisgaier et al., 1998, J. Lipid Res.
39:17-30; WO 98/30530; U.S. Pat. No. 4,689,344; WO
99/00116; U.S. Pat. No. 5,756,344; U.S. Pat. No.
3,773,946; U.S. Pat. No. 4,689,344; U.S. Pat. No.
4,689,344; U.S. Pat. No. 4,689,344; and U.S. Pat. No.
3,930,024); (7) other compounds including ethers (See,
e.g., U.S. Pat. No. 4,711,896; U.S. Pat. No.
5,756,544; U.S. Pat. No. 6,506,799), phosphates of
dolichol (U.S. Pat. No. 4,613,593), and azolidinedione
derivatives (U.S. Pat. No. 4,287,200) are disclosed as
lowering serum triglyceride and cholesterol levels.
[0014] None of these currently available drugs for
lowering cholesterol safely elevate HDL levels and
stimulate RCT. Indeed, most of these current treatment
strategies appear to operate on the cholesterol
transport pathway, modulating dietary intake,
recycling, synthesis of cholesterol, and the VLDL
population.Ap oA-I Agonists for Treatment of
Hypercholesterolemia [0015] In view of the potential
role of HDL, i.e., both ApoA-I and its associated
phospholipid, in the protection against
atherosclerotic disease, human clinical trials
utilizing recombinantly produced ApoA-I were
commenced, discontinued and apparently re commenced by
UCB Belgium (Pharmaprojects, Oct. 27, 1995; IMS R&D
Focus, Jun. 30, 1997; Drug Status Update, 1997,
Atherosclerosis 2(6):261-265); see also M. Eriksson at
Congress, "The Role of HDL in Disease Prevention,"
Nov. 7-9, 1996, Fort Worth; Lacko & Miller, 1997, J.
Lip. Res. 38:1267-1273; and WO 94/13819) and were
commenced and discontinued by Bio-Tech
(Pharmaprojects, Apr. 7, 1989). Trials were also
attempted using ApoA-I to treat septic shock (Opal,
"Reconstituted HDL as a Treatment Strategy for
Sepsis," IBCs 7th International Conference on Sepsis,
Apr. 28-30, 1997, Washington, D.C.; Gouni et al.,
1993, J. Lipid Res. 94:139-146; Levine, WO 96/04916).
However, there are many pitfalls associated with the
production and use of ApoA-I, making it less than
ideal as a drug; e.g., ApoA-I is a large protein that
is difficult and expensive to produce; significant
manufacturing and reproducibility problems must be
overcome with respect to stability during storage,
delivery of an active product and half-life in vivo. 



[0016] In view of these drawbacks, attempts have been
made to prepare peptides that mimic ApoA-I. Since the
key activities of ApoA-I have been attributed to the
presence of multiple repeats of a unique secondary
structural feature in the protein - a class A
amphipathic a-helix (Segrest, 1974, FEBS Lett.
38:247-253; Segrest et al, 1990, PROTEINS: Structure,
Function and Genetics 8:103-117), most efforts to
design peptides which mimic the activity of ApoA-I
have focused on designing peptides which form class
A-type amphipathic a-helices (See e.g., Background
discussions in U.S. Pat. Nos. 6,376,464 and 6,506,799;
incorporated herein in their entirety by reference
thereto). [0017] hi one study, Fukushima et al.
synthesized a 22-residue peptide composed entirely of
GIu, Lys and Leu residues arranged periodically so as
to form an amphipathic a- helix with equal-hydrophilic
and hydrophobic faces ("ELK peptide") (Fukushima et
al., 1979, J. Amer. Chem. Soc. 101(13):3703-3704;
Fukushima et al., 1980, J. Biol. Chem. 255:10651-
10657). The ELK peptide shares 41% sequence homology
with the 198-219 fragment of ApoA-I. The ELK peptide
was shown to effectively associate with phospholipids
and mimicsome of the physical and chemical properties
of ApoA-I (Kaiser et al, 1983, PNAS USA 80:1137-1140;
Kaiser et al, 1984, Science 223:249-255; Fukushima et
al, 1980, supra; Nakagawa et al, 1985, J. Am. Chem.
Soc. 107:7087-7092). A dimer of this 22-residue
peptide was later found to more closely mimic ApoA-I
than the monomer; based on these results, it was
suggested that the 44-mer, which is punctuated in the
middle by a helix breaker (either GIy or Pro),
represented the minimal functional domain in ApoA-I
(Nakagawa et al, 1985, supra). [0018] Another study
involved model amphipathic peptides called "LAP
peptides" (Pownall et al, 1980, PNAS USA 77(6):3 154-3
158; Sparrow et al, 1981, In: Peptides:
Synthesis-Structure-Function, Roch and Gross, Eds.,
Pierce Chem. Co., Rockford, IL, 253-256). Based on
lipid binding studies with fragments of native
apolipoproteins, several LAP peptides were designed,
named LAP-16, LAP-20 and LAP-24 (containing 16, 20 and
24 amino acid residues, respectively). These model
amphipathic peptides share no sequence homology with
the apolipoproteins and were designed to have
hydrophilic faces organized in a manner unlike the
class A-type amphipathic helical domains associated
with apolipoproteins (Segrest et al, 1992, J. Lipid
Res. 33:141-166). From these studies, the authors
concluded that a minimal length of 20 residues is
necessary to confer lipid-binding properties to model
amphipathic peptides. [0019] Studies with mutants of
LAP20 containing a proline residue at different
positions in the sequence indicated that a direct
relationship exists between lipid binding and LCAT
activation, but that the helical potential of a
peptide alone does not lead to LCAT activation (Ponsin
et al, 1986, J. Biol Chem. 261(20):9202-9205).
Moreover, the presence of this helix breaker (Pro)
close to the middle of the peptide reduced its
affinity for phospholipid surfaces as well as its
ability to activate LCAT. While certain of the LAP
peptides were shown to bind phospholipids (Sparrow et
al, supra), controversy exists as to the extent to
which LAP peptides are helical in the presence of
lipids (Buchko et al, 1996, J. Biol. Chem.
271(6):3039-3045; Zhong et al, 1994, Peptide Research
7(2):99-106). [0020] Segrest et al have synthesized
peptides composed of 18 to 24 amino acid residues that
share no sequence homology with the helices of ApoA-I
(Kannelis et al, 1980, J. Biol. Chem. 255(3): 11464-1
1472; Segrest et al, 1983, J. Biol. Chem.
258:2290-2295).The sequences were specifically
designed to mimic the amphipathic helical domains of
class A exchangeable apolipoproteins in terms of
hydrophobic moment (Eisenberg et al, 1982, Nature
299:371-374) and charge distribution (Segrest et al,
1990, Proteins 8:103-117; U.S. Pat. No. 4,643,988).
One 18-residue peptide, the "18A" peptide, was
designed to be a model class-A a-helix (Segrest et al,
1990, supra). Studies with these peptides and other
peptides having a reversed charged distribution, like
the "18R" peptide, have consistently shown that charge
distribution is critical for activity; peptides with a
reversed charge distribution exhibit decreased lipid
affinity relative to the 18A class-A mimics and a
lower helical content in the presence of lipids
(Kanellis et al, 1980, J. Biol. Chem. 255:11464-11472;
Anantharamaiah et al, 1985, J Biol. Chem.
260:10248-10255; Chung et al, 1985, J. Biol. Chem.
260:10256- 



10262; Epand et al, 1987, J. Biol. Chem.
262:9389-9396; Anantharamaiah et al, 1991, Adv. Exp.
Med. Biol. 285:131-140). [0021] A "consensus" peptide
containing 22-amino acid residues based on the
sequences of the helices of human ApoA-I has also been
designed (Anantharamaiah et al, 1990, Arteriosclerosis
10(l):95-105; Venkatachalapathi et al, 1991, MoI.
Conformation and Biol. Interactions, Indian Acad. Sd.
B:585-596). The sequence was constructed by
identifying the most prevalent residue at each
position of the hypothesized helices of human ApoA-I.
Like the peptides described above, the helix formed by
this peptide has positively charged amino acid
residues clustered at the hydrophilic-hydrophobic
interface, negatively charged amino acid residues
clustered at the center of the hydrophilic face and a
hydrophobic angle of less than 180. While a dimer of
this peptide is somewhat effective in activating LCAT,
the monomer exhibited poor lipid binding properties
(Venkatachalapathi et al, 1991, supra). [0022] Based
primarily on in vitro studies with the peptides
described above, a set of "rules" has emerged for
designing peptides which mimic the function of ApoA-I.
Significantly, it is thought that an amphipathic
a-helix having positively charged residues clustered
at the hydrophilic-hydrophobic interface and
negatively charged amino acid residues clustered at
the center of the hydrophilic face is required for
lipid affinity and LCAT activation (Venkatachalapathi
et al, 1991, supra). Anantharamaiah et al have also
indicated that the negatively charged GIu residue at
position 13 of the consensus 22-mer peptide, whichis
positioned within the hydrophobic face of the a-helix,
plays an important role in LCAT activation
(Anantharamaiah et al, 1991, supra). Furthermore,
Brasseur has indicated that a hydrophobic angle (pho
angle) of less than 180 is required for optimal
lipid-apolipoprotein complex stability, and also
accounts for the formation of discoidal particles
having the peptides around the edge of the lipid
bilayer (Brasseur, 1991, J. Biol. Chem. 66(24): 16120-
16127). Rosseneu et al. have also insisted that a
hydrophobic angle of less than 180 is required for
LCAT activation (WO 93/25581). [0023] However, despite
the progress in elucidating "rules" for designing
ApoA-I agonists, to date the best ApoA-I agonists are
reported as having less than 40% of the activity of
intact ApoA-I. None of the peptide agonists described
in the literature have been demonstrated to be useful
as a drug. Thus, there is a need for the development
of a stable molecule that mimics the activity of
ApoA-I and which is relatively simple and
cost-effective to produce. Preferably, candidate
molecules would mediate both indirect and direct RCT.
Such molecules would be smaller than existing peptide
agonists, and have broader functional spectra.
However, the "rules" for designing efficacious
mediators of RCT have not been fully elucidated and
the principles for designing organic molecules with
the function of ApoA-I are unknown. Summary of the
Invention [0024] A mediator of reverse cholesterol
transport is disclosed, comprising the
structure:[0025] wherein A, B, and C may be in any
order, and wherein: [0026] A comprises an acidic amino
acid or bioisostere thereof; [0027] B comprises an
aromatic or lipophilic amino acid or analog thereof;
and [0028] C comprises a basic amino acid or
bioisostere thereof, [0029] wherein at least one of A
or C comprises a bioisostere thereof. [0030] In one
embodiment, only one of A or C comprise a bioisostere.
The alpha amino or alpha carboxy group may be removed
from the underivatized amino or carboxy terminal amino
acid. [0031] In another embodiment, if present, an
alpha amino group from the amino terminal may be
capped with a protecting group selected from the group
consisting of formyl, acetyl, phenylacetyl, benzoyl,
pivolyl, 9-fluorenylmethyloxycarbonyl, 2-napthylic
acid, nicotinic acid, a CH3-(CH2)n-CO- where n ranges
from 1 to 20, di-tert-butyl-4-hydroxyphenyl, naphthyl,
substituted naphthyl, Fmoc, biphenyl, substituted
phenyl, substituted heterocycles, alkyl, aryl,
substituted aryl, cycloalkyl, fused cycloalkyl,
saturated heteroaryl, 



and substituted saturated heteroaryl. [0032] In
another embodiment, if present, an alpha carboxy group
from the carboxy terminal may be capped with a
protecting group selected from the group consisting of
an amine, such as RNH2 where R = H,
di-tert-butyl-4-hydroxy-phenyl, naphthyl, substituted
naphthyl, Fmoc, biphenyl, substituted phenyl,
substituted heterocycles, alkyl, aryl, substituted
aryl, cycloalkyl, fused cycloalkyl, saturated
heteroaryl, and substituted saturated heteroaryl.
[0033] Bioisosteres of the acidic group maybe selected
from the group consisting of:SYSTEMS AND METHODS FOR
DIGITAL CONTENT SECURITY CROSS-REFERENCE TO RELATED
APPLICATIONS This application claims priority to U.S.
Provisional Patent Application Serial No. 60/579,951,
filed June 14, 2004, titled "Encryption System," the
entirety of which is hereby incorporated by reference.
FIELD OF THE INVENTION The present invention relates
to digital security. The present invention relates
more particularly to systems and methods for digital
content security. BACKGROUND OF THE INVENTION Digital
content are used in a vast array of applications.
Digital content includes files, images, data
structures and other content that can be created,
transmitted, and manipulated by digital means. Often,
once created, digital content can be easily modified.
For example, digital images are simple to create using
conventional consumer and professional cameras,
scanners, and even some cellular telephones. These
digital images are also simple to tamper with.
Powerful editing programs are available that allow
users to alter digital images. In an effort to detect
when images have been tampered with, image
authentication and tamper techniques have been
developed. For example, a transparent watermark may be
added to an image. Transparent watermarking involves
distorting an image in a controlled manner and in a
way that is minimally perceptible to humans. One
technique for transparent watermarking is fragile
watermarking. A fragile watermark is a watermark that
is destroyed if the image is manipulated, even
slightly. Typically, a marking key and a watermark are
used in a fragile watermarking process. The user
receiving the image uses a detector to evaluate the
authenticity of a received image. The detector must
have the marking key and the watermark and may need
additional information as well. Over conventional
techniques may be employed to secure other types of
digital content. For example, files that are
transmitted over the Internet are often encrypted to
guard against. Various methods for encryption are well
known to those of skill in the art. SUMMARY OF THE
INVENTION The present invention provides systems and
methods for digital content security. In one
embodiment, a method comprises generating an input
key, generation of the input keycomprising a sequence
of operations, the operations comprising: performing
at least one circularbit- shift operation on a
gradient image, and performing at least one block-wise
permutation on the gradient image. One such method
further comprises performing a fragile
watermarkembedding algorithm using the input key.
Another such method comprises utilizing the input key
for encryption. In another embodiment, a
computer-readable medium (such as, for example random
access memory or a computer disk) comprises code for
carrying out such methods. This illustrative
embodiment is mentioned not to limit or define the
invention, but to provide one example to aid
understanding thereof. Illustrative embodiments are
discussed in the Detailed Description, and further
description of the invention is provided there.
Advantages offered by the various embodiments of the
present invention may be further understood by
examining this specification. BRIEF DESCRIPTION OF THE
DRAWINGS AND ATTACHMENTS These and other features,
aspects, and advantages of the present invention are
better understood when the following Detailed
Description is read with reference to the accompanying



drawings, wherein: Figure 1 is schematic of a key
generation model in one embodiment of the present
invention; Figure 2 shows sample block-wise permutated
versions of the gradient image in one embodiment of
the present invention; Figure 3 shows sample
circularly-bit-shifted versions of the gradient image
in one embodiment of the present invention; Figure 4
is an illustration of a block-wise permutated version
of a noise image in one embodiment of the present
invention; Figure 5 is an illustration of a
circularly-bit-shifted version of a noise image in one
embodiment of the present invention; Figure 6 is an
illustration of a block-wise permutated version of a
real image in one embodiment of the present invention;
Figure 7 is an illustration of a
circularly-bit-shifted version of a real image in one
embodiment of the present invention; and Figure 8 is a
schematic of a modified watermark embedding algorithm
that includes the input key generated in one
embodiment of the present invention.DETAILED
DESCRIPTION OF THE INVENTION Embodiments of the
present invention comprise systems and methods for
digital content security. There are multiple
embodiments of the present invention. By way of
introduction and example, one illustrative embodiment
of the present invention provides a method for
watermarking a digital image using a gradient image
for key generation. A series of circular-bit-shifts
and block-wise permutations are performed on a
gradient image to generate output images. The shifts
are performed using a sequence ("sp") of shift-bits
values representing the number of bits to be shifted.
The permutations are performed using a sequence ("pp")
of permutation-seed values, which generates
pseudo-random block-wise permutations of the gradient
image. The shift sequence and the permutation sequence
are passed to the receiving user as a master key. The
output image is used as an input key for a
watermarking algorithm. The watermarking algorithm
utilizes the input key and a watermark to generate a
watermarked image. When a user receives the
watermarked image, the receiving user utilizes the
master key, session key, gradient image, and watermark
to authenticate the image. When the keys are applied
to the gradient image to generate the input key and
then applied to the watermarked image using the
watermarking algorithm, the receiving user is able to
view the watermark. If the watermark is destroyed or
altered in any way, the receiving user knows that the
watermarked image has been altered. A session key is
also provided to the receiving user. The session key
comprises a bit string representing the sequence of
circular-bit-shift and block-wise permutation
operations performed on the gradient image to generate
the input key. The master key may be passed once, but
the session key is passed at the beginning of each
session. This introduction is given to introduce the
reader to the general subject matter of the
application. By no means is the invention limited to
such subject matter. Illustrative embodiments are
described below. Embodiments of the present invention
can be applied to image/video watermarking, data
encryption, authentication and digital signatures.
Embodiments of the present invention provide a secure
key, which can be used to resist vector quantization
(VQ) attack, random alteration, and cut and paste
attacks on data.One embodiment of the present
invention provides a key generation algorithm for
digital watermarking that improves localization,
security, and key management. One such embodiment of
the present invention is described below with
reference to digital watermarking of image files. As
will be understood by those of ordinary skill in the
art, the methods and systems of the present invention
may also be used with other types of data files or
other digital content. Thus, the following description
should be considered illustrative of an embodiment of
the present invention and not limiting the scope of
the invention in any sense. 



The security of digital images is a concern for
industries that provide commercial applications of
digital images. Due to powerful editing software
available in the market today, it is easy to tamper
with digital images. Many fragile watermarking
techniques for image authentication and tamper
detection of digital images have emerged in recent
years. Generally, conventional fragile watermarking
techniques are block-wise schemes designed to detect
every possible change in the image's pixel values. The
block-wise schemes generally suffer from three
interrelated problems related to security,
localization, and lack of key management. In terms of
security, a fragile watermarking scheme should provide
high resistance to attacks, and if attacked, should
have a high probability of detection. Unlike hackers
of other data encryption schemes, the goal of an
attacker in fragile watermarking is not to make the
authentication watermark unreadable. Instead, the goal
is to make changes to the protected image while
preserving the watermark. The common attacks are
vector quantization ("VQ"), random alterations and
collage attack (i.e. cut and paste). For instance, a
fragile watermarking scheme should detect if a user
arbitrarily modifies a watermarked image, assuming
that no watermark is present, such as, for example, by
cropping the image or by replacing a portion of the
image (e.g., replacing the face of a person in an
image). A fragile watermarking scheme should also
detect when an attacker attempts to modify an image
without affecting the embedded watermark. A fragile
watermarking scheme should also be able to detect when
an attacker attempts to replace one watermark with
another watermark. In localization, any tamper should
be detected with graceful localization ability.
Localization refers to determining which areas of an
image have been modified versus areas that have
not.Usually, additional keys are required to resist
fragile watermarking attacks. This puts an additional
burden on users to generate and maintain correct keys.
In order to increase resistance to attack, one
embodiment makes the VQ codebook more difficult or
impossible to build. Conventional methods aimed at
achieving this exist. However, these existing schemes
have two disadvantages related to localization: (1)
when a block is tampered, tamper detection will show
all blocks dependent on the tampered block as
tampered, leading to false detection; and (2) when a
big block is attacked by a collage or VQ attack, the
detection results show the blocks surrounding the big
block as tampered and the blocks within the big block
as authentic, making it impossible to distinguish the
tamper within the big block from the tamper
surrounding the big block. These problems occur
because of the difficult nature of generating distinct
input keys for different images as well as for
different image blocks within the same image. In one
embodiment of the present invention, a key image based
fragile watermarking scheme thwarts random
alterations, collage and VQ attacks while eliminating
the localization problems associated with conventional
methods. In one embodiment of an encryption method
according to the present invention, a key image
comprises an array of 256x256 pixels. Every 8x8 block
of pixels in the key image provides distinct 512-bit
sequences - a property that can be used to improve
conventional fragile watermarking techniques. Two
operations, a circular-bit-shift and a block-wise
permutation, may be applied in any sequence to the key
image to generate distinct images that can be used as
input keys to a fragile watermarking scheme. The key
image may comprise a gradient image, a noise image, or
a real image. Figure 2 is an illustration of
block-wise permutated versions of a gradient image in
one embodiment of the present invention. Figure 1 is a
block diagram illustrating a key image generator in
one embodiment of the present invention. In the
embodiment shown, a key image is input into a
circular-bit-shift algorithm. A shift parameter ("sp")
is also input into the circular-bit-shift algorithm.
The circular-bit-shift algorithm generates an output
image. The output image may be used as the input image
for another algorithm, such as a block-wise
permutation or another circular-bit-shift. The
block-wise permutation algorithm accepts the input
image as well as a permutation parameter.In one
embodiment of the present invention, two keys are used
for creation of the output 



image/input key. The two keys are a master key and a
session key. The master key comprises the values of ss
and sp utilized for each iteration of the algorithms
shown in Figure 1. The session key representation of
the sequence of algorithms executed on the key image
to generate the input key. These two keys are passed
to the recipient of a watermarked image to allow the
recipient to authenticate the image and ensure that it
has not been tampered with. Communicators need only
exchange a master key the first time communication
between them is established. However, embodiments of
the present invention may be flexible, allowing users
to exchange and update master keys at any time to
increase security. In one embodiment, the session key
comprises a sequence of bits (Os and Is), in which a 0
indicates a circular-bit-shift and a 1 indicates a
block-wise permutation. The session key is of variable
size and is generally exchanged at every session to
determine different combinations of circular-bit-shift
and block-wise permutation operations. For example, if
the session key is 0101 10, the order in which the
operations would be applied is circular shift -
permutation - circular shift - permutation -
permutation -> circular shift. Figure 3 is an
illustration of images created using this generation
sequence using sp=5, 5, and 5, and pp=122, 149, and
131 in one embodiment of the present invention.
Figures 4 through 7 are illustrations of output images
in various embodiments of the present invention.
Figure 4 is an illustration of a block-wise permutated
version of a noise image in one embodiment of the
present invention. Figure 5 is an illustration of a
circularly-bit-shifted version of a noise image in one
embodiment of the present invention. Figure 6 is an
illustration of a block-wise permutated version of a
real image in one embodiment of the present invention.
And Figure 7 is an illustration of a
circularly-bit-shifted version of a real image in one
embodiment of the present invention. In one
embodiment, the permutation operation is applied
block-wise to the key image. The image is divided into
32x32 blocks of 8x8 pixels, giving 1024 distinct
blocks. The blockwise permutation operation yields
1024! images. In one embodiment, the
circular-bit-shift operation is applied to the entire
image. The key image is divided into 32x32 blocks of
8x8 pixels, and each block is represented as a 512-bit
one-dimensional array. The bits are ordered from the
most significant bit to the least significant bit of
every pixel, from top to bottom and left to right over
all the pixels in a block starting fromthe pixel at
the top left hand comer of the block. However, an
embodiment may allow different ordering by the users.
Thus each block is a distinct 512-bit sequence, and
the entire key image is a 219 (512x32x32) bits
sequence. Applying the circular-bit-shift operation
yields the possibility of 219 distinct images. In
another embodiment, the circular-bit-shift operation
is applied to portions of the entire image. Different
combinations of circular-bit-shift and block-wise
permutation operations on the key image create a large
key space of 220 x 1024! distinct images per key
image. An image generated by this algorithm can be
used as an input key to a fragile watermarking scheme.
The key image has random influence on each image
block. Due to the embedding algorithm, each block of
the input key is different to every block in the
image. The generated input key has 32x32 blocks of 512
bits. Without knowing the bit sequence of the session
key and the parameters of the master key, it is
impossible for an attacker to generate the correct
input key from the large key space of 220 x 1024!
images, which cannot be stored for key search by the
attacker. For example, if an attacker attempts to
replace the block b by a similar block V (from the
same image or from a different image), the new block b
' must have the same master key, session key, bit map
logo, the same input key k, and the same input key
block kj. The cryptographic strength of the hash
function, such as MD-5, which is used in most fragile
watermarking schemes, shows that it is
cryptographically infeasible to find similar image
blocks where all of these conditions are satisfied.
Although embodiments of the present invention have
been explained with reference to the bit sequence for
image data, the present invention may be easily
applied to other forms of data. In general, input data
in computer systems are converted to a bit sequence
before the transmission over computer networks. 



In one embodiment of the present invention, the input
key comprises a bit sequence of 219 bits and is mapped
to a session key of any size. For increased security,
an input key may comprise a bit sequence of 32-bits or
more for the session key to provide a better security
especially when the key image is available to others.
Although described in terms of fragile watermarking,
the input key may be used for other content security
applications. For example, the input key may be used
for encryption. The input key provides a large key to
many cryptographic algorithms (such as Data Encryption
Standards (DES) and Advanced Encryption Standard
(AES)), message authentication codes and hashfunctions
(such as MD-5 and SHA-I) for data encryption,
authentication, message digest and digital signatures.
For example a large input key allows (i) one to select
distinct keys that are needed for different rounds and
different data blocks, for example in, DES and AES
(ii) one to use different blocks for the plaintext to
be encrypted and (iii) provides distinct keys for
different blocks, which may have identical information
(bit sequence). All these advantages are available
with a small session key and its key management.
Similarly, the hash functions (such as SHA-I) for
message digest needs message of 512-bit blocks and
this 219 (512x32x32) bit key can be used to embed the
message into it and use it with has functions to
obtain a secure message digest. In one embodiment of
the present invention, a watermark inserter embeds a
watermark in an image. The watermark inserter may be
implemented as a watermark-embedding algorithm. Figure
8 is a schematic of a watermark-embedding algorithm
that includes the input key generated in one
embodiment of the present invention. In the embodiment
shown in Figure 8, an image to be watermarked and an
input key, which is an image generated by a key
generator, such as the key generator illustrated in
Figure 1, are input to a hash function. The hash
function generates a 128-bit message digest (e.g., ut
, u2, . . .Ui 2 ) . The 128-bit message digest is then
converted to a 64-bit sequence by process Pausing the
following XOR operations: vi=ui q u65, V2 = U2 q U66 .
. . V1 = U1 q U64+ I . . . V64 = U64 q U 2 8 . The
watermark inserter then combines the 64-bit image
digest of the watermark with the output of the process
P , using an XOR function to generate the transparent
watermark. The watermark is inserted into the least
significant bit ("LSB") of the pixels in the
watermarked image. In another embodiment, the output
of the hash function is converted to a 64-bit sequence
and then input into an encryption routine. Although
the present invention has been described with
reference to particular embodiments, it should be
recognized that these embodiments are merely
illustrative of the principles of the present
invention. Those of ordinary skill in the art will
readily envision variations, alternatives, and other
uses of the present invention. Such variations,
alternatives, and other uses are anticipated by this
invention. Accordingly, the description herein should
not be read as limiting the present invention, as
other embodiments also fall within the scope of the
present invention.That which is claimed: 1. A method
for digital watermarking comprising: generating an
input key, generation of the input key comprising a
sequence of operations, the operations comprising:
performing at least one circular-bit-shift operation
on a gradient image, and performing at least one
block-wise permutation on the gradient image; and
performing a fragile watermark-embedding algorithm
using the input key. 2. The method of claim 1, further
comprising generating a master key representing the
sequence of operations 3. The method of claim 2,
wherein the master key comprises a sequence of Os and
Is. 4. The method of claim 3, wherein each 0
represents a circular-bit-shift and each 1 represents
a block-wise permutation. 5. The method of claim 1,
wherein the at least one circular-bit-shift operation
comprises a plurality of circular-bit-shift
operations. 6. The method of claim 1, wherein the at
least one block-wise permutation comprises a plurality
of block-wise permutations. 



7. The method of claim 1, wherein the at least one
circular-bit-shift operation is performed before the
at least one block-wise permutation. 8. The method of
claim 1, wherein the at least one block-wise
permutation is performed before the at least one
circular-bit-shift operation. 9. The method of claim
1, wherein the sequence of operations, comprises:
performing a first of the at least one
circular-bit-shift operation; performing a first of
the at least one block-wise permutation; performing a
second of the at least one circular-bit-shift
operation; performing a second of the at least one
block-wise permutation; performing a third of the at
least one block-wise permutation; and performing a
third of the at least one circular-bit-shift
operation. 10. The method of claim 1, wherein the
gradient image comprises 256x256 pixels. 11. The
method of claim 10, wherein performing the at least
one block-wise permutation comprises: dividing the
gradient image into 32x32 image blocks of 8x8 pixels;
andapplying the block-wise permutation to each of the
32x32 image blocks. 12. The method of claim 10,
wherein performing the at least one circular-bit-shift
operation comprises: dividing the gradient image into
32x32 image blocks of 8x8 pixels; and generating an
identification array for each of the 32x32 image
blocks, the identification array comprising 512 bits,
the 512 bits ordered from a most significant bit to a
least significant bit for each of the 8x8 pixels. 13.
A method comprising: generating an input key,
generation of the input key comprising a sequence of
operations, the operations comprising: performing at
least one circular-bit-shift operation on a gradient
image, and performing at least one block-wise
permutation on the gradient image; and encrypting
digital content utilizing the input key. 14. A
computer-readable medium on which is encoded program
code, the program code comprising: program code for
generating an input key, generation of the input key
comprising a sequence of operations, the operations
comprising: program code for performing at least one
circular-bit-shift operation on a gradient image, and
program code for performing at least one block-wise
permutation on the gradient image; and program code
for performing a fragile watermark-embedding algorithm
using the input key. 15. A computer-readable medium on
which is encoded program code, the program code
comprising: program code for generating an input key,
generation of the input key comprising a sequence of
operations, the operations comprising: program code
for performing at least one circular-bit-shift
operation on a gradient image, and program code for
performing at least one block-wise permutation on the
gradient image; andprogram code for encrypting digital
content utilizing the input key. 


