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comrenced, discontinued and apparently re comenced by
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activation, but that the helical potential of a

pepti de al one does not |lead to LCAT activation (Ponsin

et al, 1986, J. Biol Chem 26&4(20):9202-9205).
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affinity for phospholipid surfaces as well as its
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pepti des were shown to bind phospholipids (Sparrow et
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at the, hydr h|||c hbcmterf geand .
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['Tpid affinity and LCAT activation (Venkatachal apat hi
: etln ahe embodimesugfan)encptioe Msthdwcetidiag t@fhepigssnpingention, a key
1mag?3(g(gp§r?st8§glit§rr}8¥ ﬁ%% 2 é‘%hl‘éﬁ?%@%%%‘?&k%f lf) d{e?ssllnqﬂghév image

provi@&@diétirenST-Bit k&juendRe alpyshiepyhbdrican ‘bau&dat) imp@®vachelenkipnal fragile
pl ays an inportant role in LCAT actiyv

water(mﬁlgﬁg HeghnigEesahl e opgrationg oy cir Tbét)—shlé (? pBlogkvase permutation,
b d
oy B ARGV IPSShAURES 08Bt RPN Bl ol b
input kieyd 10-acfipayi iepogperotaelking sdweplee X hs ﬂ(&blmageyma)amnlaissa gradient image, a
accounts f QL t he

noiscpgFhgT AAEH JERES dUBTER R (S DG ek Nge PrRied versions of

gradlg}it 11%{ m(cﬁfe%?r%ldfmenl%?tlle pﬂeseﬁhﬁbem@ﬁem 66( 24) 16120-
Rosseneu et al have also insisted that a

hﬁiglap Hdbi blagh giagram llllt@ggtmm@kﬁnmg? gemeé@fer meqhefesrbodiment of the
preseflhlgvgﬁgar i%& I o l;eq me‘c:)n ow gla,) keglu%%? %s tg ra cnggl*?‘no bitShift

Ues
algorARQAA stafl @aiagieter (‘l‘s@”}jlafaﬁotdilﬁlt nets theApAtak- b&g&h[ft Slthrlﬂmne The
orted as having | ess than 40% of the activity
clrculanﬁacs@nfwsmhm SORESAN WU EPREd hsgamugtrgagfég@f ‘P%!é%?d as the
input 1&aggg)r ah&tﬂ%lﬁﬁlg&?t Zé’tﬁzhba@ %'ﬂ)l&?@l@?% uﬁglotncbr Qﬁoﬂ}i&e&{'@ular bit-shift.
re is a need rot devel opnent
The Wbckawst @bhnutn’mdmm:lgbrmthhfmtepn thieasput rpagecasiwell 35 agpermutation
ﬁgoA- and which is relatively sinple and
paraliGel - ef f ecti ve to produce. Preferably, candidate
nol ecul es woul d nedi ate both indirect and direct RCT
Such nol ecul es woul d be smaller than existing peptide
agoni sts, and have broader functional spectra.
However, the "rules" for designing efficacious
medi ators of RCT have not been fully el ucidated and
the principles for designing organic nolecules with
the function of ApoA-1 are unknown. Summary of the
I nvention [0024] A nediator of reverse chol estero
transport is disclosed, conprising the
structure:[0025] wherein A, B, and C may be in any
order, and wherein: [0026] A conprises an acidic am no
acid or b|0|sostere thereof [0027] B conprlses an
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and substituted saturated heteroaryl. [0032] In
anot her enbodi nent, if present, an al pha carboxy group
wo eane4eel car boxy term nal nay be capped with BCT/US2005/020935
protecting group selected fromthe group consisting of
afh GHE diEbodPHERt A shdPEEnRAQERiB, fwdkeys are used for creation of the output
di -tert-butyl - 4- hydroxy- phenyl, naphthyl, substituted ,
imagefinpiitkey! Thetwe keysiaphe mpbter kepand a sgeseen %/m/e nitte master key comprises
ubst.i t ut.ed h e | k : itu
the va \1re§,/ Io% SSC%IH& B al_)]tlgl%%{ f%? )é%eh ¥ eé%/tc no%@ltl&ey ;ﬁ’ééﬁjétg E;ég?&élagn fﬁ%gre 1. The
sessioN ke Fepagsghtatiamof the bejuched @thl githunatedutedioanbakey image to generate
0033] Bioisosteres of the_ acidi.c group maybe sel ecte

the inr%trtck.wt RBesgriyn FeroHE PAEH P BF TeSVRTENE 2 AP v epR e allow the
reipigl} F e TR A Sl R e et Al

PCouinsinicrdrs Regdeortly Spghlangeat inasterJanyi the fitdo HimeGo6ih@yrddation between

filed.June 14, 2004, t.itled. " Encryption System"_.th .
them i GEAP U FORY SO PO HRBFYDr e QU Shy M e g, allowing
users ol dxeRarfde afdlap dMNYVENIIREyERE D) ©5€ 0 inkRYGI Vet @ity! €l at es

to digital security. The present invention relates _ _

bt enqrinbddimpry thy sessiosnkey SABIPEPRS ArASAPBES of Bits @is gnd 4s), in which a

L tent security. = . L Qi .
o GRRLE01c AFSH i PACSTHENAR) FECTLS NENTAGN B ey s
variabld gié ald ic gphi@nlly éxvhhngtasit Evdre sessionagesterndag different combinations of

) structures and other content that can be created, . )
circulgrr bifrglftiang §lockndSerBFIIAULP ORI OB i A gKkaRR!gnd thecyepsaon key 1s
0101 1@[‘&1% o?&e‘%"?ﬁﬁ %ic&%@bﬁﬁ%ﬁ&@ Wi b@?@li@@ﬂse@}ﬁhla)‘ sHRASf depftutation >

or exanple, digital 1mages are sinple to create using

circularcshife B pemaltatoanyreenu@tion pr off@daisbifal Figaned éssan illustration of

. scanners, apd even.sone cellul ar tel ephpnes.. Th :
imaged S i SRR} S SIRHPI P NP 122, 149, and 131 in
one efnBVB e of8RE bleSsht RiVREfiG® are avai | abl e that allow
users to alter digital images. In an effort to detect
whigurgsrfaigjeanghaase blustiaty peuinmages infgeus embodiments of the
ut hentication, and . [ chni . c o
presef ki cFepfi 0 1 R8Rn bPERRLANTR, Pt bsion of g otse image
in oneashalRsdlithenta T theWeent ihvamiparfegire Bas af Mustitiog dffavwddcuiasly-bit-shifted
.distorting an image in . a controlled manner and in . a . i
versiofe0f amqise 3N ANTEMbpdisant eptheprescridnfnians Figareo is an illustration
R 1 Bh&ERGoditeht G9h t invention.
o a oL R AIAEnk ed  08501 ERly LA AG ekt ) Bt et
And Rigurd€s$ anitldtratfont dfe dimapeyibst-shaftédowdraioedf a mabmage in one

lightly. Typically, a marking key and a waternmark are
mnboégggf?ﬁ%ﬁpﬁ¥§5ﬂVﬁmﬁﬁ?ernarking process. The user
I B¢ 8h/éSodiMent IRFRHHEGoPoskRitRmtiS hpPIRd BYRKUAsE td fhe key image.
authenticity of a received |n§§e.‘ he detector nust
8.

The imageels dhadadeinte 323 dlocknaf $¥epi viag k02hdéjstingy blpsksl The block-
. addiﬁyonal inforn%ti $,as wel | . Over conventi onal
wise QLR RAGY QROTRYON Y& 8&§ tyP48¥% secure ot her types of
dipgbAdmEQRIheRL thek@eu@XBIRhE ofetdtRS it ARfliedk®the entire image. The
transmtted over the Internet are often encrypted to

key ingaggrisl dividadrnto. 32yA2 blegks efiedx§aurels, and earbrb)erki 1o repapsenigdjap a 512-bit
0 f i j e . S

one-afRRph et e B i e AEE o, FRRY offie Wit sgiican
bit of BRérir@itce],ffeom dipaiotbatiomanti éett tosieght bivéryall thépixeB in a block starting from

enbodi ment, a nethod conprises generating an input

key, generation of the input keyconprising a sequence

of operations, the operations conprising: performng

at | east one circularbit- shioft operation on a

gradi ent image, and perform ng at | east one bl ock-w se

pernmutati on on the gradient image. One such nethod

further conprises performng a fragile

wat er mar kenbeddi ng al gorithm usi ng the input key.

Anot her such net hod conprises utilizing the input key

for encryption. In another enbodi nent, a

conmput er - readabl e nmedi um (such as, for exanple random

o o o o o Y



draw ngs, wherein: Figure 1 is schematic of a key
generation nodel in one enbodi nent of the present

WO pwent468n; Fi gure 2 shows sanpl e bl ock-w se pReCTUSADEER0935
versions of the gradient image in one enbodi ment of

the pikélQt ﬂfeQS}lﬁf[Hf t han¥ @BfePBf thEbBek e Hweheen s@BBdifhent may allow different
circul ar bi't-shifted versions of the gradi ent inmage

ordering by ilae ewrﬁodT Iy sechdtlognis ashistineh 1 2-biv esqmpens; ard e eating key image is
19 t

a2 {55?2@#858@&] sLQﬁén@Q R@R@ r%‘rgg é:rﬁg%temg ?r[ ﬁ%g&taﬁgn gl% dsé iy possibility

of 2"%idistiot ineigps. H’lngaubmeﬁemsocmneml, the&hmalm bit-shift ¢peration is applied to

C|rggﬁarl y-bit-shifted version of a noise inage in one

portiogghiefBHEC 1BRS¢-he present invention; Figure 6 is an
| Igi efehBddntin@ond o PEIRGKarWiS i R §hdHloak SHs IR R b é}atlons on the
real inmage in one enbodi nent of the present |nventF

key inragguirentd a iasgeakeyi dpheesafi2at k dO243fdistinct images per key image. An 1mage
C|rcularhé hit-shifted, versjion of a real inage |n 0

genergigh BY HE ABOBIM 72 5russd At an Mpeiiaydna fragde paistmarkang hgme. The
key inS4Z3eA8 trdoRY infludRE bh letch RLE HIRKK ]ﬁl@t?@ EHd1 b el 8 al JoiAm, each
that includes the input key generated in one
block efiiednpusrkey of dlffhenpto@em bloekviertbé wmag®ETAI LED

%ﬁ@{“ﬁ g}%{‘:l %— 5 R8s % %@%ﬁ%ﬂg bif R’ﬁg‘tollfbg%ov‘asg the bit sequence

ofthe@eg;idxﬂteyeea&waraﬁeefslotfyhe Iﬁhwﬂ(e@rlelsrmipbsme for an attacker to
enbodi nents of the present invention,

f
genertatherpuiset isputdied feorathsilerge dsmesnalw 027 at 1|0\2é' Iemg@@ ivhaeft cannot be
stored v%f f(?)hsae%f(c%%gﬂhe I t.rtwﬁnrt IP%rr] ﬁgr OV SII ﬁné atézgc% %Fegm?s onyg%lgce the block b;

by a sfreilarkyckas @0t ihe @améuﬁﬁg’el cﬁ‘&‘rdﬁfx a Glff@eﬂtaﬁla@é)t ths hiefvibiock b;” must
and bl ock-w se permnutati ons are‘gerforned on a
u

have g saPe masienkRye sessiog éCﬁérbaft@amlﬂgs e SHag Pt Kgyek, gpfl thessame input

key bl%'é? Eg gﬂ{eg%@ S%xﬁf‘l'lﬁ g gtr?wﬁ? g?sh( ﬁ%l n, g%chsag 'é\fllé hﬁp %Jhicél. 1s used in

most ffh@lepextannmmmg rsshemee ek dtamds uSptographioat]y arfessiflé ppfind similar

at seed val ues, which generates
“nag%§% ﬁgﬂF@Fﬁﬁwn toBs H&sAti %t ons of the gradient
| HBGBug Hré}ﬁb&i?in@:ﬁts %?ﬁié%é‘s%nﬁﬁ%ﬂti&ﬁ ha¢d Hé&x%&bﬁ&eﬁ%ﬁﬁﬂ%?&ence to

are passed to the receiving user as a master key.
the blbspgpmcmfmg@ge datgstbd pmgerann\rempgm nmgy)efemquaapphed to other fonns of

ter orit wat er mar ki, n
data. iR bsoSbidhaft  ShiphF: sybios Gk B WP B Sl dibefore the
transni¥edi6n BRdriceahputthgewoten a user receives the
wat er rar ked i nage, the receiving user utilizes the 9
miseRs erRlgdimentcd ithsprresp! nyEBiHINe Hie 1NPHIGEY COMBIIsR PaY rigaAkence of 2
. e
i s PUHERL £ ol BB LS o0 G PR B0y 9 ey
comptiseenbia ppjuicsst dfGZthe onatoee foaitieedtssiomkey toprogde thetter security

ternarkln orlthn] the receiving user is able to
eSpec’\\{?\ﬁethﬂéh‘i/\ﬁ ¢ R. aVF‘Ilabll%E? t&rmark i s destroyed or
alAli@bBeh ddicABNd WRYmstdT %’ra"gﬁ@%ﬁéﬁﬁﬂ‘kﬂ@e fhekRWke BAY teRBed for other

wat er mar ked i mage has been altered A session key is
conterf|sgenry epplitetionso Honexanepleithe mputisermaybeussdder @wrm@@n The input

key prog{rHc%L zarrg%ﬁef*y S}’]I %’I{yr | 2}%0%5 li es\%%%lgh:% (‘[,sHﬁ} %‘seﬂ%e ?Encryp ion Standards

(DES Y&l Advambsd PedrisioneStaniard eES)), afléseide dufftgfcdtion@eaey aidetash
the input key. The naster key nmay be passed once, but

the session key is passed at the begi nning of each
session. This introduction is given to introduce the
reader to the general subjec? matter of the
application. By no neans is the invention limted to
such subject matter. Illustrative enbodi nents are
descri bed bel ow. Enbodi nents of the present invention
can be applied to i nmage/video wat er marki ng, data
encryption, authentication and digital signatures.
Enbodi ments of the present invention provide a secure
key, which can be used to res|st vector quantlzatlon

T T .



The security of digital inmages is a concern for
i ndustries that provide comrercial applications of
wale@stizadesi mages. Due to powerful editing softwaeBUS2005/020935
avai lable in the market today, it is easy to tanper
functlcYHst(Ehcﬂ'ﬁ'MBI-S ATEER- 1) Wovatd é&%tﬁn%lﬁnﬁ@ﬂtiﬁnnﬁlessage digest and
techni ques for inmage authentication and t anper
digitaldegrapréson of d|g|tal i mages have energed in recent

B L SRS B0 0 L S s o

differe®Y RundP AsPdiltfefent Ba8 BB ckE) fbamPRgia, BERiaxe |ABEBdnl) @8e tolise different
bl ock-wi se schenes enerallé suffer fromth
8

blocks fat herdaiatesttofespriyiisdaas file gravisies 9&)?‘?&‘3’3}’5 for dlfferent blocks, which
o AR 0 0l s ) TRABARIR S O 10 0l asma
sessioh kgil aiceitd sdyanaeagtment Smalesly, tuedhasH ﬁmt:ﬂi(msl(ad:h as I%b1A-d) for message

dlgestémpe rﬁ@géggygqu lgﬁ)ét?tijé%]ﬁts f i ﬁzg ixgﬁé?ﬁé'lg)gt: klégfcglg tle( %ged to embed
the mé%ga{%qgt%rlt A fse atgdvit@hmhﬁa{mg kd Bistaina J3Bre nfesERMRLidE
authenti cati on waternmark unreadabl e. |nstead, the goa

i B ane amddodlmerawéés: rresenhiavetionee we@nmwﬁgésqmr prabeds a watermark in

o BB D S SR R pPIFLSORTRL PSR g iomim

FigureC®ls| a&@ﬁmﬂét‘icﬁ@ﬂ@ Wwhtefnarkinbaddingapba)hm Hart incheltathednpd key
fragile watermarking scheme should detect if a user

generaigdhintangrembpdipritt pf e pae%ttlév%weaﬂ thewgodinact fhqvg: in Figure 8, an
s B8 O HEHSOTRE b L S 54 10 B8 By YATPLE s,
.as the Ikﬂﬁgm@ﬁogﬂmstrazcﬂ mdiiggetlherefigmne tof hashfengmm. iThedwash function

Afra |Ie t er mar ki n C houl d al s
generaiE B W B~ SRRk g UPenfies . (53T GGt s then
o) =
B e e R e

v, = ua® &t t avken; @utenpl &4 tas @pliace one watermark w t h
another watermark. In |ocalizatiaon, any.ta

béhewriseatk inpariT Hiercembiner Biedd ibimags digss Rix E)e Watermixic with the
output-SiGaL brzho@teés , IES%%?DHZXP %ﬁétﬁfnrﬂ) ﬁ@at\éﬁ?ﬁ&@a@ﬁﬁ@& Wite@ihrk. The
I mage ha been

ve versu areas that have
watermatk iklnsattéd/intadil¢asongifikay bit 4Y IS B'D g thegux¢loin ths matermarked

) fragil e watermarKki art . Thi uts an additio
imager s QuA{ G B oG QL o e AT OGRS RBpDit seauence
andthhﬂlﬁu@ﬁftoh@eh@%tm@uﬁ&sl stance to attack, one

enbodi nrent nmakes the VQ codebook nore dlfflcult or

i Arbfdigsglbﬂhe prqserniunthlombm/@w|d@m1bedr§¢n|hdq@r@|cmp3a“ﬂcular

embo? en sVI ng%uld g% rec F]i %%dst'}_llrgt\é\ﬁgi%eegﬂ:{olaﬁ‘ﬁ%}ég rng ﬁ&ég@;@@ of the

prmcqﬁl&@ Bf Ehe lr&sekt inSeriti@f D Fhest, ofloadipaty sl iaché mﬂw\ﬂﬂ fdadﬂjﬂ envision

all bl ocks dependent on_the tanpered bloch
variatioRpridieEdtivese e g wses af b PERSEH ARYHHON a1 (Vzljla%‘érﬁltgmatwes and
other (el o A ina gy B e PR (B oo B R pn s notbe
read abliookngthetpaicsert iederaiod, dsimghdsleoblodimuintsvlsp faHevibiiy thel soope of the

as au?hentlc making it inpossible to distinguish the
preseRt 8O t hin the big bl ock fromthe tanper

surroundi ng the big block. These problens occur

because of the difficult nature of generating distinct

i nput keys for different inmages as well as for

di fferent image bl ocks within the sane inmage. In one

enbodi ment of the present in$ention, a key inmge based

fragil e wat ermarki ng schene thwarts random

alterations, collage and VQ attacks while elimnating

the localization problens associated with conventiona

nmet hods. I n one enbodi nent of an encryption nethod

according to the present invention, a key inmage

conprises an array of 256x256 pixels. Every 8x8 bl ock

of plxels in the key |nage prOV|des dlstlnct 512 b|t

o o e



i mage/ i nput key. The two keys are a nmaster key and a
sessi on key. The naster key conprises the val ues of ss
wanahsapiest i | i zed for each iteration of the al geeT/UBI085/020935
shown in Figure 1. The session key representation of
t he se uen e of algorithns executed on the key inmage
Thm“@ﬁﬁb é the i nput key. These two keys are passed
1. tﬁﬂqﬂﬁodf&kﬁgﬁiﬂvaﬁbﬁm&k“@mfskﬁgd i mage to allow the
reci pient to authenticate the inmage and ensure that it
ha@l%tngta@ehpltt &epegeaeratipn of thebml %@c%@@%‘@f%ﬁw of operations,
the op8RGRAL e?]1 ster key the first tinme conmunication
p6§tmeen % ‘s established. However, enbodinments of
t bef@ﬂﬁﬁgmﬁleam@m&lt@mmsme of)d:rebi(blbd)lea gmldlanWmaggeu&Elr s
to exchange and ug te.master %@ ql ﬂﬁ
i peeEYLS ddetn PRS/OIoFl Wit aRBBHPHBRIe & e@é@é&%ﬁnﬂey
c f g theinphiiieh. a 0
R E FROUSIE B lorhicn QoA Lshs hphte)
2. brrhe knetticslenfipbaimmlt &trthencorprisinggeictating @ynaséer &gy vcawsaml@ the
size. and..is generally exchanged at every session to
sequencs A OREREOW £ f er ent combi nations of circul ar-bit-shift
3. ande Mepld-oFcERmPe Wildiei! the MmBRekay tanpriseFa rsecepeamaMHJs anfl 1s.
the session key is 0101 10, the order.  in which g
4. opbe methndofiing, plerpeachd rﬁere&qnﬂ%:w&ﬂﬂagrhﬂrihlft and each 1
ar shift - pernutation -
repres@ ry{)tl&tlé \gﬁepg&éﬁ{@(&:ﬂﬁl ar shift. Ei gure 3 is an
5. | fﬂhe sietiadd afrelab 1i, mzhgm the aateast ons icirgulbhbis-sipéropertion komprises a
guence using.s , and 5, and pp=122, 149, and
Pluraliltgi’fP‘rﬁc%i‘feb%?&igd’ipﬁ’éh?nsof the present invention.
6. FhHuLEsndk m‘ié?mh whefiStHelat HabtAk bRtk-wike PthRitionBERSises a
in various enbodinents of the present invention.
pluralﬁy@tﬁbbcn—mse parmiutdtioss.r at i on of a bl ock-w se per nmut at ed

\Y sio o) noi se.i na i n,one enbo

pﬁ‘ilg ‘?d{ﬁ%ﬂﬁl‘iﬁo]n whﬁfeérgﬁlg agleaé} ope Clrf:lll nﬁlt ) 1% 3?101‘1 is performed
befor&thecauleagtloylel@ndckswsé p&ehuyaioni on of a noi se lrrage in one

enbodi nent of the present invention. Figure 6 is an

8. i Mhasathad fislaim h“me&mﬂw%@aﬁéﬂﬁ@ﬂ%éﬁls?/é?@}%%l%‘ﬂs gerformed
of the present invention.
bEforeAﬁ' alt:ie%%%e‘fﬁc@gg}r)ﬁ%? tr ah on of a
9. C|Tn1@lﬂﬂ1@lﬁd(y0fmmlmslh ivfHegsdn therssquencodf @pera&mlns |qmagpe1sem one
enbadi nent of the present |nven¥|oB
erﬁﬁ%famh‘éﬁla firgtpd t}b‘-‘e‘i}‘)ﬁi%‘a?l}edﬁr%ﬁé Ut kfhot?eéa@ﬁm i ed
SRR ockl BRES divided into
35& n@h%%ﬁ%&g&@%y%@%?&e l's, O%ﬁ§%ﬁ§ 102%Mg}st|nct
blpedksmnglaeedzdndcdf\mm lqaetqnﬂ@ncubnbﬁpsérfmne@ﬁl% el ds
1024) ima ne nbodl .
C|pre{:f8’fnélpg SFCCLI‘FL ?“ i E?%: Céf ‘3 pIp TP Y he entire
| REBymih %th@dlofﬂP@gﬁlehﬁ odlé blodledvlsm;b@ma?axlaa didocks of
8x8 pixel's, and each block is represented as a 512-bit
orper em@g@.tbrm@pf the ehlpast PRe Chpular-bit-ghifoperEanf r om t he
{ |
10. STt SRR s iR helBadiERTag (i EER0 2k oBlels
11. a|1rhetdilﬁh(§tl ¥fBdlsin 10, avHafem‘ Kerédraring thg af reasttone bjuickebisapermutation
the top left hand conmer of the bl ock. However, an
Cmﬁp@ﬁﬁbdinent may all ow di fferent ordering by the users.
421 Rk { o FHBUNRAS; andNd
{ RitsiaR@tle B agﬁktu lﬁggg il 3240 ET2x32x32) bits
sequence. Applying the circular-bit-shift operation
yi.el ds the possibility of 219 distinct images. In
anot her enbodi nent, the circ@ar-bit-shift operation
is applied to portions of the entire inmage. D fferent
conmbi nations of circular-bit-shift and bl ock-w se
pernmut ati on operations on the key inmage create a | arge
key space of 220 x 1024! distinct inmages per key
i mage. An inmage generated by this algorithmcan be
used as an input key to a fragile watermarking scheme.
The key I mage has randon1|nfluence on each |nage

~ a4 a Y Y



In one enbodi nent of the present invention, the input
key conprises a bit sequence of 219 bits and i s napped
WO 0008/138851 on key of any size. For increased SBCTU$1095/020935
an input key may conprise a bit sequence of 32-bits or
r Y j [ rity
DR 1 R R R o & B B B TR B o
12.  AlThh megitioddefstainbldlg wihareireparforming tha gi least wat eircrharkbifghift operation
t.he input key may be used for other content security
cOmpLSi i cati ons. For exanple, the input key may be used

f Qlvi@Ag iePirb@Bnt ifdage im@yzxzh%agé PMCKREST B8l RKAE akgy to

many cryptographic algorithms (such as Data Encryption _

SQQJmarrtﬂsaH(I%ES)ﬁcahw Aeayale eathid dhe P38 nmegabldalsd the identification
array %@5@%91%% gﬁ{?@s@ S}H%L%Eﬁt? folfc?e?%dr f'%oglgfagrg(g s?] glﬁgg}%‘ﬁg@tﬁb‘ﬁ t%nacltezlls? legniﬁcant
bit foraeachenthe@aBiptels. message di gest and digital signatures.

For exanple a large input key allows (i) one to sel ect
13. gAspthed cR@pEsipgat are needed for different rounds and

digf {2t OfiSratib | i
(P TARE R e Eral bR L RENIRA Ry it et of operations,
the opemtionscqmprésingaind (iii) provides distinct keys for
di fferent bl ocks, which. have .i denti cal informatjon
BT R ey Starr o OReugb T & etingh M 8hd
bétformifg Bl least 888 bRBkKaY RAfulatisn K8 h BAGSRTRALe; and
Ry arlg,a,d,the haah F et ons (ot n et A e, an
meRas sRfen el conteriayilrEeshg mpef k&12- bi t bl ocks and
t Qi ( ) bit key.can used t ed the
14, & St pRab Al A vl e ER S Q48 ThEBron coae
compidii@ N a secure nmessage digest. In one enbodi ment of
the present inventjion, a watermark inserter epbeds a_ .
WIS 3 £RAS 101 SRNGTHHIgEAN I kit seperaien phibe inmt keppgomprising a
b ntie WaEE s&peddi ng al gorithm Figure
sequel BRI FERLiBt, B hetifiofit WRtufrdiiedd 09 o ng al gorithm
t pegram codedfes peiiemingattledseyng@ romtaatbédshifi operetion on a gradient image,
enbodi nent of the present invention. In the enbodi nent
shown in Figure 8, an inmage to be watermarked and an
| PRIsFank 8de Mb@ﬂfoﬂnﬁn?& 1LAR 8% BIBNE KA S rMtaBolK8Y the gradient image;
generator, such as the key generator illustrated in
and Figure 1, are input to a hash function. The hash

f ' e es . -bit _nmessage .di.gest . (e.qg., .ut :
DR o RERP bl 4 B b TR R G SUAGR oy vl e npu
'key. converted to a 64-bit sequence by process Pausing the

faollow ng XOR operations: vi=ui g u65, V2 = U2 q U66 .
15. A comptgertgiaq?b@gaqdlpm_on_whlcl\/@@ngm@gzpr%r@]nzzoge,_themr@gram code
compi@h&r mark inserter then conbines the 64-bit inmage

di gest of the watermark with the output of the process

Pprogosn nedeafior XGRrdtinganiigrut koy, genernadreof the itpuakgpamegntsing a

wat er mar k. Tﬂf mat§rnark is.inserted into the | east
sequeRiE T oPPRLAES 16 OPPUGE SOWIIN S pi xel s [ n the

farREbRIfol fFREGmMihdatabRt BRY iR MM opdrhforP4 PPladient image,

of the hash function is converted to a 64-bit sequence
and and then input into -an encryption routine. Al though

t fel I: cribed w.th o

- B gPlR S0 ot R o 185 BREHBERE eyt g sradient image;
and recogni zed that these enbodi nents are nerely

illustrative of the principles of the present

i nvention. Those of ordinary skill in the art wll

readily envision variations, alternatives, and ot her

uses of the present inventiod. Such variations,

alternatives, and other uses are anticipated by this

i nvention. Accordingly, the description herein should

not be read as Iimting the present invention, as

ot her enbodi nents also fall within the scope of the

present invention. That which is clainmed: 1. A nethod

for digital watermarking conprising: generating an

i nput key, generation of the input key conprising a

and



7. The nmethod of claim1l, wherein the at |east one
circular-bit-shift operation is perforned before the

w@roosaassl one bl ock-w se pernutation. 8. The nethUs8200%$/020935
claim1, wherein the at |east one bl ock-w se

pernutation.is perfor bef ore the | ne
CPP%?‘BF?& for §ﬂ‘$r?'?“ (gg‘gqlic%t.enb.Uhfhn&a&r}%frﬁggkef claim
1, wherein the sequence of operations, conprises:
performng a first of the at |east one
circular-bit-shift operation; performng a first of
the at | east one bl ock-w se pernutation; performng a
second of the at |east one circular-bit-shift
operation; performng a second of the at |east one

bl ock-w se pernutation; performng a third of the at

| east one bl ock-wi se pernutation; and performng a
third of the at |east one circular-bit-shift
operation. 10. The nethod of claim1, wherein the
gradi ent image conprises 256x256 pixels. 11. The

nmet hod of claim 10, wherein performng the at | east
one bl ock-wi se pernutation conprises: dividing the
gradi ent inmage into 32x32 i mage bl ocks of 8x8 pixel s;
andappl yi ng the bl ock-w se pernutation to each of the
32x32 i mage bl ocks. 12. The nethod of claim 10,
wherein performng the at |east one circular-bit-shift
operation conprises: dividing the gradient inmage into
32x32 i mage bl ocks of 8x8 pixels; and generating an
identification array for each of the 32x32 i mage

bl ocks, the identification array conprising 512 bits,
the 512 bits ordered froma nost significant bit to a
| east significant bit for each of the 8x8 pixels. 13.
A net hod conprising: generating an input key,
generation of the input key conprising a sequence of
operations, the operations conprising: performng at

| east one circular-bit-shift operation on a gradi ent

i mge, and perform ng at |east one bl ock-w se
pernmutation on the gradi ent inage; and encrypting
digital content utilizing the input key. 14. A
conput er -r eadabl e nedi um on which is encoded program
code, the program code conprising: program code for
generating an input key, generation of the input key
conprising a sequence of operations, the operations
conprising: programcode for performng at |east one
circular-bit-shift operation on a gradient imge, and
program code for perform ng at | east one bl ock-w se
pernmutati on on the gradient inmge; and program code
for performng a fragile watermark-enbeddi ng al gorithm
usi ng the input key. 15. A conputer-readabl e nedi um on
whi ch is encoded program code, the program code
conprising: program code for generating an input Kkey,
generation of the input key conprising a sequence of
operations, the operations conprising: program code
for performng at |east one circular-bit-shift
operation on a gradient inmage, and program code for
performng at |east one bl ock-w se pernutation on the
gradi ent i nmage; andprogram code for encrypting digital
content utilizing the input key.
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