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WO 2005/ 006159 TRUSTED PERI PHERAL NMECHANI SM

WZI00880080%/ 019254 COPYRI GHT NOTI CE [ 0001] ConPaTi¥s2po4/019254
herein is material that is subject to copyright
protection. 5 The copyright owner has no objection to

ary perzon e rersmsipzonsmasrocers: | (A

Ofice patent files or records, but otherw
reserves all rights to the copyright whatsoever. FIELD
COFYRIEGHTNNENTIC 10 [ 0002] The present invention

relates to conputer systens; nore particularly, the

*150150%

BAEEST TR B BEPY il B pfon

rate In Fus
BACKGROUND 15 [0003] The increasi ng nunber of
The copyright owner has o jectione Hae fassisniberepyodactionmé dhopatent
| ocal or renpte m croconputers has given inpetus for

distleureby aRy peldtiids R hppeaistheRe Pafent 888 TR demark Office patent

m croprocessor environments. The problemthese
rivac

. Vi ron ts t to solve is,th of .1 oss of .p ,

fileg OF aetdf o ptheryyise geverves all iahisso the copyaghi svhatasever.
their private data nmade public. They 20 al so do not
want their data altered or used in inappropriate

FIRLRD OB THRINVENREDN! es of these include unintentional
rel ease of nedical records or electronic theft of

nds fr £l ] . t her si,tory.

(00QATCES 1 1R Bkt rvRBiBd 0a8ls BB BR TRl g

c_on%gwt (for exanmpl e, nusjic, other audio, video, or

pargeRiarly, threRrresentigventigngelatesdo)compiried sy stgmsdbat thay operate
wi t hout aut horization. |

in a trusted or secured environment.

BACKGROUND

[0003] The increasing number of financial and personal transactions being
performed on local or remote microcomputers has given impetus for the
establishment of “trusted” or “secured” microprocessor environments. The
problem these environments try to solve is that of loss of privacy, or data being
corrupted or abused. Users do not want their private data made public. They
also do not want their data altered or used in inappropriate transactions.
Examples of these include unintentional release of medical records or electronic
theft of funds from an on-line bank or other depository. Similarly, content
providers seek to protect digital content (for example, music, other audio, video,

or other types of data in general) from being copied without authorization.
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G00002 WO 2005/ 006159 PCT/ US2004/ 019254 [ 0004]

WRRAFAPCISY Uni versal Serial Bus (USB), adheri n@CGTA/S3004/019254
2.0 standard devel oped by Conpaq, IBM DEC, Intel,

M crosoft, NEC, and Northern Tel ecom poses a

significant problemto trusted input/output (I{_p%. A
[000HB | s dipweyenad ninessaliSerial Bus (UBB), adbaringdermef standard

system and an add-on device (e.g., a 5 keyboard). The.

devebopud gy Co IBYD IDEC) ntélnMic@desf tANBT, avdl Mosthaek Telecom,
t hat il?r agg?glpat ed with the USB device. [0005]

i.£] ' SB, st ack ,coul d tal .be
potB sl it Gbleh o il R ¥t UIah, Mas¥igh plug-and-
peripheral, or re-route the data to an entirel
playiintefaehbetseagncecorapu terstylstain and dunt aﬂd-bmaietvicrﬂa{e.g{; aus
USB software is to encrypt 10 data transmtted to or

keybB&R])Y The cofPr e syRBnPEDIRIIRY iklu dde WepfwareGadlt ARl §M
y\l/bi/ith)the engg%ptiotﬁnéfﬁié i§’rthz;1t t he USB sta?:k
cannqt be tr ed with transmtting encryption keys

ass?%&ﬁ&@éﬁ%ﬁéﬁé%“f%ooe] One nechani sm i ncl udes
bypassi ng the USB stack by transmitting encryption

[0008ys di Malidigus code keg RISH stagdecoyldgpatentially beaised to modify
mechanism a user is 15 pronpted to type keystrokes

darSahA )R Ul 1) 4 D R el

...Lhe user tg type up,to sixty- three_ keystrokes each
differeng deyie. unethad ysechiq éﬁ%qramaéquoUSP@@mare is to encrypt

Alternatively, the keyboard would require non-vol atile

datareransiittesl r aigectivedfoosh thed)SE peripAial gHowévesy the problem
keystrokes each tine the keyboard 1s 20 powered. This

. D r : St_for e
oM ) SR TRE B R g
appl i cable for use in _non-keyboard peripherals, such
trangmidingncsy pem keys ththaperjpherah dongl e i s added
i.nline between the conputer systemand the
[0006ET | pheOse méthanidinSchRitd by pasdig the USBRaltb§ AedrEmitting
encryption keys directly to a keyboard peripheral. In such a mechanism, a user is
prompted to type keystrokes on the keyboard in order to enter an encryption key.
Such a mechanism is inefficient since it would require the user to type up to sixty-
three keystrokes each time the computer system is started up.
{0007} Alternatively, the keyboard would require non-volatile memory
storage to avoid the user having to input keystrokes each time the keyboard is
powered. This would result in an increase in cost for keyboard manufacture. In
addition, such a mechanism is not applicable for use in non-keyboard peripherals,

such as a mouse, unless an encryption dongle is added inline between the

computer system and the peripheral. This also leads to an increase in costs.
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2 WD 2005/ 006159 PCT/ US2004/ 019254 BRI EF DESCRI PTI ON
VO 200500RAW NGS [ 0008] The invention is illustPETAG209y/019254
way of exanple and not limtation in the figures of
the acconmpanyi ng drawi ngs, in which like references
icate simlar elenents, and in which: [0009]
BRW%QF@CBEPJIQMIQEW BPRAWINGSne enbodi ment of a
conmputer system 10010] Figure 2 is a block diagram

[0008]! ust r aleigventor iididistratid B waycsd: dplﬁrm Ifgitation in
unit (CPU); [0011] Figure 3 |s a bI ock di agram

the Fgsit5] S3hg BPePREPRE R thed gn SriubR HERTRESfBn B dostcass

transmtting an encryption key to a peripheral
similgy element Rad iFpVITEBCRI PTI ON 10013] A nmechani sm to
guarantee trusted USB input/output (1/0O at a 15

[oogpuUt erFigise BIY 4 BlodR Wddrafflof A€ Ehhodsmeit 618 computer
enbodi men a trusted port in the conputer systemis

n‘gl enment ed to transmt encryption keys to a USB
Sy Sfﬁ ‘i pheral without using a USB stack. [00141 In the

following detailed description of the present
[0010jvent i Fngureldisradblock déagrhncilistrating anecersbodimenthofi axcentral
order to provide a thorough 20 understanding of the

proBisERNnt (DY 07 that the present invent:on may be
1007145 2 Eitest Aok dagralt disetiosig s srobedRentdun
memory; and

[0012] Figure 4 is a flow diagram of one embodiment of transmitting an
encryption key to a peripheral device.

DETAILED DESCRIPTION

[0013] A mechanism to guarantee trusted USB input/output (I/O) ata
computer system is described. According to one embodiment, a trusted port in
the computer system is implemented to transmit encryption keys to a USB
peripheral without using a USB stack.

[0014] In the following detailed description of the present invention
numerous specific details are set forth in order to provide a thorough
understanding of the present invention. However, it will be apparent to one
skilled in the art that the present invention may be practiced without these
specific details. In other instances, well-known structures and devices are shown

in block diagram form, rather than in detail, in order to avoid obscuring the
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in block diagramform rather than in detail, in order
wW®2msoddsobscuri ng the 3 WO 2005/ 006159 PCT/US2004/019254
PCT/ US2004/ 019254 present invention. [0015] Reference
in the specification to "one enbodi nent” or "an
enbodi nent” neans that a particul ar feature,
presdntimvent®n.or characteristic described in connection
with the enbodinent is included in at |east one 5

[oo%m)Odi Mg{feRnct BEHWRRfi@RonTiE” RReaAbedintenttiort

ase "in one enbodi'nent” in various places in the

specifigcation are not.necessarily all refepri. .
empyBraents PieRgB AR DAY ORTC R AR agrrs T b ieribe

di agram of one enbodi nent of a conputer _system 100.
desEdpad iretormytiorniilh the embekiment émninchidast isatdeastpneni t

(CPU) 102 10 coupled to bus 105. In one enbodi nent,

cot _ . ! e
em 4 of %h@ltweglgl%zlg q?héeébﬁ%e%??ﬁ%ﬁdf ¥Rk phrade®thlohe0

cessors inclu ) Il “processor

famly, Pentiun(r) Ill processors, and Pentiunt, V .
embedipeerd o i Vatians RACEs 1 the Wﬂfé‘ﬁca@&wmqf 6\‘?%%5%‘15}1 {“g referring
Clara, California. Alternatively, other CPUs may be

to tHé esmele@odintérgure 2 is a bl ock diagramillustrating
one enbodi nent of CPU 102. 15 In one enbodi nent, CPU

2 includes C :
00ty ' and BT R PIRR R M0k SRR e ek tputer
cache 220 may include, or be convertible to, pri Xgi)@ 102
systeend 0. Computessystemct(f) ingludesarge DEPFRERS ‘E‘H’f )
menory 225 is a nmenory with sufficient protections to '
cou%gé’dé buSEEE ST ik éthbBYiAB’t, CIMAUDP Y & pestedsot iethe Pentium®

, any device other than the associated CPU 102)

il oo P Sebare gt AT el B0 i m

features to permt its selective isolation as a
proReéseas, andePartiumeri Vapridessors aiveilabterftomdntel Corporation of Santa
Clara, California. Alternatively, other CPUs may be used.
[0017] Figure 2 is a block diagram illustrating one embodiment of CPU 102.
In one embodiment, CPU 102 includes cache memory (cache) 220, embedded key
230, and page table (PT) registers 240. All or part of cache 220 may include, or be
convertible to, private memory (PM) 225. According to one embodiment, private
memory 225 is a memory with sufficient protections to prevent access to it by any
unauthorized device (e.g., any device other than the associated CPU 102) while
activated as a private memory.
[0018] In the illustrated embodiment, cache 220 may have various features

to permit its selective isolation as a private memory. In another embodiment not

shown, private memory 225 may be external to and separate from cache memory
4
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shown, private nenory 225 may be external to and

Ve@ pEsav@sd r om cache nenory 4 WO 2005/ 006159  PCT/US2004/019254
PCT/ US2004/ 019254 550, but still associated with CPU

102. Key 230 may be an enbedded key to be used for

encryption, decryption, and/or_validation of ri ous
550;dp@tcst§1 afsogated wﬁ/ca?ua@ae Key1230ayny beras embedsd @@y 4o be

table in the formof registers to identify nenory

use@ qgffén&?ghoﬁ &gpﬁ@n oy wlRlatibhof Mrivue hedlecof data
code menory pages are not to be

andfe? sede- Fa et 2 HEy hed s g i st Ssebiotdrs tpjdentify

i ncludes a nenory control hub (MCH) 110. MCH 110 ma%a
mermnocy pagesthatrermtoybecancessibleamly by privtected cedripnddwhis

mai n system nenory 115. Main system nenory 115 stores

ructi ons that are executed
mexgekggagg%a%w% B8 pRbtecpRt

102 or a y ot her device included in system

[OO]ijggcl ude %H%&&H%%@@s@“ﬁ%ﬁm %ﬂ?@f Pﬁ%ﬂ‘;\g{/g}ls 105.

mai n system nmenory 115 may be i npl errent ed usi ng ot her

Chipeetl(y ihylndes a nieroty corettoldevth (dCHEY Oal MO 1@ mat glude a
to bus 105, such as multiple CPUs and/or nultiple

PSRRI Ay e

to Figure 3, nenory 115 may |nclude protecte b
systegbineneony 11§stores datroand sequences of mgiruebie &atﬁs 5 exputed by
sone enbodi nents, protected nenory table 320 is a

CPU abp er kfly et iplhdRbinysystera 60, hihene embuetintent, main
bl ock is a range of contiguously addressabl e nenory

oy A T i PSP B PR fver,

accesses to nmenory 115 go through MCH 110, MCH 110
maimsysteie okempexyt Homaay eriplemeptes wsingsthel memaryi typehg

any DVA transfer to
Additional devices may also be coupled to bus 105, such as multiple CPUs and/or

multiple system memories.

[0020] Figure 3 is a block diagram illustrating one embodiment of memory
115. Referring to Figure 3, memory 115 may include protected memory table 320
and trusted software (s/w) monitor 330. In some embodiments, protected
memory table 320 is a table to define which memory blocks (where a memory
block is a range of contiguously addressable memory locations) in memory 115
are to be inaccessible to direct memory access (DMA) transfers.

[0021] Since all accesses to memory 115 go through MCH 110, MCH 110
may check protected memory table 320 before permitting any DMA transfer to

take place. In a particular embodiment, MCH 110 may use caching techniques to

5




10

15

20

take place. In a particular enbodi nrent, MCH 110 nay

W asattfhg t echni ques to 5 WO 2005/ 006159 PCT/US2004/019254

PCT/ US2004/ 019254 reduce the nunber of necessary

accesses to protected nenory table 320. [0022] In one

enbodi ment, protected nenory table 320 is inplenented
redyge the papiher of npressaryimackssea tn podtectedrmensaidable 326. a

particul ar nmenory block in nmenory 115 (e.g., each bit

[0022]y COT I BSRREmbOdAnEAH) i‘@te@@ﬂemeﬂ{&rzjt%lb@@b‘is iﬂfglénented as
i ndicating the page is protected from DVA transfers
t he not so

logic 'O, indicating,] page, i )
a e o Lk pach, it ST EtpPing e Lpiirular BemRy Hjock in
bl ocks protected from DVA transfers by protected
memerpilyS (@apl, eadebitmagy berresporahitea singie pagé ivaith a logic ‘17
restricted to protected processing by PT registers 240
indidatitB\thd Plge finﬁIﬁOf@PﬂJFHEfé 67 Wdicati
n m)nlgﬁgor %ge it%crtgaand controls %sbaltéa %?éggctéefg‘dmamg the
operati ng envi rronrent once the protected operating
Pagdio MOLHMEFICHEY). BEeHABITARY SRMaHON, themgaiory Alpa protected
enbodi ment, trusted s/w nonitor 330 is located only

fromDMAraysfetobk proteatedamenurgttabled20fmaybd ah@ same memory
transfers (e.g., DVA transfers) by protected nenory

oA HRR AR o pHReted b ey R A S22
protected and/or. 15 unaut horized devi ces. The

[002 Eot ect 4B OREBRbodimaNg, trnsteds/ vamaniinr $38anoniters and controls
fromalteration by data transactions by protecting the

a proened opémting dnvidorghére orivedhe Pl Bpetatinpledvirdment has
[0024] Referring back to Figure 1, MCH110 may al so

i ' i nterf 1 lpd t .
veeh B IOV S0Py SOk BuSED A e docate
20 interface 113 is coupled to graphics accel erator

only gomemeriblecksdhat aegerogecied fromn data trangeys (engt DMA

operates according to an AGP Specification Revision

trar%ﬁe@s)i b3t pFdtaded ni@netPRife B0, thhs bR iRl R s PR ¥nitor

ara,” California.
330 cannot be compromised by data transfers from unprotected and/or

unauthorized devices. The protected memory table:320 may also protect itself
from alteration by data transactions by protecting the memory blocks including
protected memory table 320.

[0024 Referring back to Figure 1, MCH 110 may also include a graphics
interface 113 coupled to a graphics accelerator 130. In one embodiment, graphics
interface 113 is coupled to graphics accelerator 130 via an accelerated graphics
port (AGP) that operates according to an AGP Specification Revision 2.0 interface
developed by Intel Corporation of Santa Clara, California.

[0025] According to one embodiment, MCH 110 includes key 116 to be
6
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0025/] According to one enbodi nent, MCH 110 i ncl udes
3:0012‘6'%90 be | 6 WD 2005/ 006159 PCT/ US2004/ 01BCHESI04/019254

used in various encryption, decryption and/or
val i dation processes, protected registers 120 and
nmhodi nent, the

rotected ne bl e 125. one
used i yBEPBHeNTIREPY. LB B0 SN of aliGRRAR EROPFS IR igsted
as protected nenory table 125 and protected nmenory
regitteind 22B20d prgtebedahemonptase 135 GOahé elboalintenérthe protected
enbodi nent, the protected nenory table 125 is

meﬂ'laa;} BIR0 Bfis3m Jﬁél‘ﬁ%ﬁféﬁ% Y0 Béphgt {eﬁ dén'an{my%me 125 and

as previou eScCr i and
table 125 nay 2% lim ated The protected menory
@

protegiadamgmpry el imévpted. ot her ways not shown.

Regar dl ess of phyS| cal | ocation, the purpose and

[0026%si ¢ opeaAbilen eﬁfbdcfﬂﬂeﬁt,&h@@&@!écmmd@ﬁhble 10G isay
be substantially as described. [0027] In one

imp AR o BB PR Rtk bR 20 Tndgeinfg 11E% R lidubly™
by trusted mcrocode in CPU 102. Protected m crocode
desqrﬂoqela andbprdectad saemerietalle 525 may hseeliminated e dhgyprotected

aut hori zed instruction(s) and/or by hardware that is

menfiGy &BIY May ¥ e Biplbmdinad in 6fte? 86 oM OWH.NREEArdless of
enbodi ment’ protect ed regl sters 120 hol d data tha

PTG Ay 5 B AR Bt ony e
nmoni tor 330. [002] In one enbodi nent, protected

mayrlegguistargiallytasi descrited.a regi ster to enable or disable
the use of protected nenory table 320 so that the DVA

[OOZ?EO{OLSE Eﬁf’%@;g‘?‘g??ﬁggﬁtn B ?fg\gﬁgg%g%%ﬁfﬁo%é $b4idfbré that are
writable by commands that may only be initiated by trusted microcode in CPU
102. Protected microcode is microcode whose execution may be initiated by
authorized instruction(s) and/or by hardware that is not controllable by
unauthorized devices. In one embodiment, protected registers 120 hold data that
identifies the locations of, and/or controls access to, protected memory table 320
and trusted s/w monitor 330.

[0028] In one embodiment, protected registers 120 include a register to
enable or disable the use of protected memory table 320 so that the DMA
protections may be activated before entering a protected operating environment
and deactivated after leaving the protected operating environment. Protected

registers 120 may also include a writable register identifying the location of

protected memory table 320, so that the location does not have to be hardwired
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and deactivated after |eaving the protected operating
VEOPSORRENt . Protected registers 120 may al soPCRAIS30/019254
a witable register identifying the |ocation of

protected nmenory table 320, so that the |ocation does

not _have to be hardwired 7 WO 2005/ 006159

intpM¢HH004/ 1119254 into MCH 110. [0029] In one
enbodi ment, protected registers 120 nmay include the

[0028jnpor arln drec@hbodirént, beotettedhedistéry/ 100 MhaP inchife the'
before it is placed into protected |ocations of

[ I t be .l o d.for..the .
tenffiSfRkY obdion, S ol Bhaleh ST Rt FrBDBRAOR 1 b Pleped dntpg
may include an execution start address of trusted s/w
profesied dcatigos ef memenyal 15 ao diatrit maydenhogated for she transfer. In
that execution may be transferred to trusted s/w

oné@ﬁbb@{mé’rﬁppﬁftb&édir@%fs'te%‘s il?.@hiléénhﬁ_fudehﬁm Bx&uftfdrestart address
operating environnment. [0030] Physical token 130 nay

be . a,circuit.to ofecl data _related to c ti 10 ..
of 2184 & WiidhithE 330 Bt the Eersspinie e Lf shdhet Sxegution
a particular enbodi mrent, physical token 130 includes

may b dyansfesredstoomntedwvalive mordort30adites imitiadiedtion of tthe pbetected
used for specific encryption, decryption and/or

Ope?f%éﬂilgg‘téﬁg&“ﬁéﬂeesses' Physi cal token 130 may al so

storage space to be used to hold a digest

val ue an other, information to be used in_the .
loo%ﬁ ot ect Wéﬁér fkemgl ¥ Srfesircult to piadectslataselaterbin creating
the storage space in physical token 130 may i ncl ude

andnmaintaining & proteetsl ypdrating envir@imer M v)pdréictBiraimbodiment,
its contents in the event of power loss to the

eroRYE B 0550ckOITE) OB 1 0 PR begl Bty o

140 via a_hub interface. ICH 140 provides an interface
be ysgdfor spasifiq engrpptiop) deyryptionead/wr validationproegsses. Physical
system 100. | CH 140 may be
token 130 may also include storage space to be used to hold a digest value and
other information to be used in the protected operating environment. In one
embodiment the storage space in physical token 130 may include non-volatile
memory (e.g., flash memory) to retain its contents in the event of power loss to the
physical token.
[0031] Referring back to Figure 1, MCH 110 is coupled to an input/output
control hub (ICH) 140 via a hub interface. ICH 140 provides an interface to
input/output (I/O) devices within computer system 100. ICH 140 may be
coupled to a USB peripheral 155 via a host controller 144. Host controller 144

controls the interface between ICH 140 and peripheral 155. One of ordinary skill

will appreciate that other packet bases busses may be implemented without

8
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coupled to a USB peripheral 155 via a host controlle
WQ2005(86k59 cont rol | er 144 controls the i nterfaE':’ET’USZ"‘”/"192‘4

bet ween | CH 140 and peripheral 155. One of ordinary
ski Il will appreciate that other packet bases busses
. be L ted wi ut 8 2005/ 006159
d é%ﬂh‘@%ﬁ%ﬁf%e&ég § Y m t he true scope of
the invention. [0032] In one enbodinent, host
[0032ht r ol | B ond énmdbapiiment hosecqreroljerddd|suppontsi tha petripheral
process wherein peripheral 155 is assigned an address.

C"%%%ﬁ“ﬁ%Q??S%éreﬁ{’?éﬁgf‘%‘%%1%%%%“?&?} IR o

data tQ peripheral 1 The dat.a |s ackage
gy' hgst ﬁe§tr05;18¥q%$4omoaltoxaﬂl rmacg%ﬁsr?ﬁressed to itand
transmtted to peripheral 155. | ncom ng packets are
hawdles theetandfehoStlamaotpenipheral 65, e dath isipagkaged intepackets
enbodi nent, peripheral device 155 is a keyboard.

at m%gﬁ&ouégmgm‘glﬁar IR ERl 188 ) PRAGREral 488 Shcohig

using a MoUSE,
oystlck telephone 10 scanner, ﬁrlnter etc. [0033]
Paqb@mep@r iegpg hashpprizoler Hidfor validity o fn aae embkadigients
to debug features in their product. In one

€] a8fite 158 RUgkeHidard 4 $1dwev&@BNéthef embodiments, J1_:ter1phera1
regi ster-based nmechanismto cause host controller

f t Th h f t ack
e 5% ity B L TRRRERE Hring P vah S s B, 1@Rbnone,
may be bypassed. [0034] According to a further

scapie Picinder, etca simil ar bypass is inplemented to
transmt encryption keys to peripheral 155 upon

[0033]MPUt erDelsY P@P@ %(blﬁbi’ésthb‘%dmré( qhd vt dé%f‘gﬂé?@to debug

connecti on h peripheral 155 is trustworthy.

h, nb host trol | 144 I d
fea G e AT " o S SAMES) b br I BRGSS o

register-based mechanism to cause host controller 144 to perform transactions.
Thus, the software stack and memory 115 associated with peripheral 155 on USB
may be bypassed.

[0034] According to a further embodiment, a similar bypass is
implemented to transmit encryption keys to peripheral 155 upon computer
system 100 startup to verify that the USB connection with peripheral 155 is
trustworthy. In such an embodiment, host controller 144 also includes protected
registers similar to registers 120 in MCH 110. Therefore, the trusted software
accesses protected registers within host controller 144. |

[0035] The software writes to registers 120 to indicate to host controller 144

which encrypted message to transmit to peripheral 155, and what data to receive

9



5
)

10
) 15
)

20

20 registers simlar to registers 120 in MCH 110.
WP the trusted software accesses prot EETAP2004/019254
regi sters within host controller 144. [0035] The

software wites to regi sters 120 to indicate to host

bac%g?éﬁfééfg{he%%ﬁw (r]%-ﬁé alannglisagvg %%gsgrgnteratgs the
2005/ 006159 PCT/ U82004/ 019254 back from peri pheral
encryption key apdHeansanits tenkay to hpest cpholler 146 heanothees
the encryption key and transmts the key to host
emBO@hét) fle Hit cohfrofBP14EANnd ?HﬂgﬁbfﬁiﬁFB ifr texgl‘éﬁtc iffie-

controlf er 144 and periphera 5 inple I e-
| man, exch f.rom exter

rovi de | nmmunit
HelRgpAian g & roviis RBT e B PHietna) HOBPIas it B agother
144 and peripheral 155 inplenent the Diffie- Hell man
embodimzerdehostrroatidiller 344 and peviphiefald55i impletreing the Diffies k
for a Man-1n-The- M ddle type attack [ 0036] Host

Hel%’i% re%ﬁﬁ{%eé‘ﬁgﬁgﬂﬁl H@v@%ﬁé 1 a tfle ek YBk ?er Bt éfx-The—

Ina furt odi ment Ic 1S trans
) the standard USB software 10 stack and USB host
Mlct‘g B?P'é‘?‘aﬁt44 mechani sm once peripheral 155 is using
the encryption keys. Consequently, normal USB

[0036] ans ac tHestontlleo 144 eéddddhbkestahfough tHectrusRe pdrt. Ina
menory 115, and host controller 144 reads these

[ th te, read/ e,
ror B U bUERR RS CPRLER b SR ARG R S AT 1788 v
enbodi nent of transmttl ng an 15 encryptlon key to a
StaCbéme‘HéB&10815@tr¢!&1€1p146c1§§§na1981m Qe perphera 1§rusmg the
system 100 begins the startup (boot) process.
enclpiAckdysy Corelquérfly, Adiendl'USE B4nSadtioMl fe cBﬁﬁQﬂl@HQ%r data

the encryption Key. wever, as described above,

ryption k evi c
s B 1 BB S e W e e
transmtted to peripheral device
performs the appropriate read/write operations.
[0037] Figure 4 is a flow diagram of one embodiment of transmitting an

encryption key to a peripheral 155. At processing block 410, computer system 100

begins the startup (boot) process. At processing block 420, the trusted software

‘generates the encryption key. However, as described above, the encryption key

may be generated at peripheral device 155.

[0038] At processing block 430 the key is transmitted to peripheral device
155, bypassing the USB stack. As discussed above, the trusted software writes to
registers 120 to initiate transmission of the encrypted key to peripheral 155, and
what data to receive back from peripheral 155. In the embodiments in which the

encryption key is generated at peripheral 155, the key is transmitted from
10
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20 155, bypassing the USB stack. As discussed above,

VRASNYWWEI8d software wites to registers 120 tPET/US2004/019254

initiate transm ssion of the encrypted key to

peri pheral 155, and what data to receive back from

peri pheral 155. In the enbodi ments in which the
pergherglokd5de hasy cortrglierck4d ed at peri pheral 155, the key

is transmtted from10 WO 2005/ 006159

[0033T/ US2 prﬁkaaﬂﬂ% Disdkpiaeral erifidation PR7EEsCORUEIH Rhich it is
144. 4 4 v 10 [0039] At processing block 440 a
det er m.ne

1 fi j ro S urs in.whikch gt is
dedhihinel PR3 RERERER 385 1 GpesRut HoSed beh 6 PhEP et hey.
encryption key. ~According to one enbodinent, the key
Acqordipgrtofarecershodinmentn ghe ke isseggéfieshby paitingiagpesspge on the
pronpting the user to type a character on the

dispie inp@eGiRaf 85 FRitadier bANHE MeybsARE erhddhdrie:
IEOZ?@SO twa-grwgl. [0040?&;%&% tﬁe hser tysz t he key, trheer

keyboard encrypts the . ke ith the encryption key.
ma&ﬁélw{%}@d‘ﬁt%%gi?ﬁm@sﬁﬁ at%e encryption and the
keystroke that was supposed to be typed, so OS

[0049df t war dVhem thieusery pesitherkeys Hyzkeyhbart enerypty thé key with the
is correct. At processing block 450, host controller

cxﬁa‘h’dx& .t'I’Mﬁtrﬁ ﬁ@v‘??@'ﬁﬁ?wyﬁ?f hét?ﬁﬁfb‘ﬂ k
o cur throug tﬁteeugt@%cszﬁ. 0041 Theeges iptlag{r?g ovgrstro €
i npl enents trysted software,.and trusted registers to
tha*w RasediigiedyRed, 5o Ha softhrse @%éeﬁﬂntéﬁ%mesem and

software that uses the standard USB stack to transmt

verifynif dsiseorrees s ajepracessing blisik 456 hpbieraitrolldy 144 is set up so that
Consequently, there is no requirenment for a user to

stankBRY US4 EIHOHs K& 8céJ}ftBP&th the stack.

[0041] The description above implements trusted software and trusted
registers to bypass the USB stack, thus thwarting malicious USB software that
uses the standard USB stack to transmit imposter messages to the USB peripheral.
Consequently, there is no requirement for a user to input encryption keys through
a keyboard, nor a need for peripheral devices to implement non-volatile storage.
[0042] Whereas many alterations and modifications of the present
invention will no doubt become apparent to a person of ordinary skill in the art
after having read the foregoing description, it is to be understood that any
particular embodiment shown and described by way of illustration is in no way
intended to be considered limiting. Therefore, references to details of various
embodiments are not intended to limit the scope of the claims, which in

themselves recite only those features regarded as essential to the invention.

11
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a keyboard, nor a need for peripheral devices to
WOrNossiems9 non-vol atil e storage. [0042] Wher eaBCTVRISM04/019254
alterations and nodifications of the present

invention will no doubt beconme apparent to a person of
ordinary skill in the art after having read the

CLé oi ng description, it is to be understood that any
Wrti cul ar enbodi nent shown and descri bed by way of

iLllust.ratjaQn is in no way intended to be considered
'hlalur?i%gl%d herefore, references to details of various
enbodi nents are not intended to limt the scope of the

cl aji j ' es recite only those
L 2 Bl LAY 11 v0

features re Ssefitial to the invention.

20 : 254 CLAI M5 Wh i | ai d
is%f?ﬁ%l??o?e@h sygfgﬁn@@ at is claine

onput e onprising: a central

pr @C@gpéétgcduﬁléde&aw CPY, $ulRaftg: coupled to the CPU,
including: protected registers; and 5 a host

contr ol I}ﬁbteceed)m‘gist@tgphﬁd to the host controller; and
a peripheral device coupled the bus, wherein trusted

sof t war @ leust essmrellehe protected registers to transnmt

encrypted data between the host controller and the

pe @i pisecnomiplettta the hestigostrallepndf t he conputer system

to verify that the 10 peripheral device is

t r 8tekiiengl devicereeupledthe bussybewsin srustechsobtwanhacassses the

the encryption data is generated at the peripheral
Profgeipd e aisiars e AWt ecypiachdadiweshithe bst conroligrend the

.C ter,system of cl aig W 1 wherein the encr}/pt' on_dat a
penpglg%g Vigedipon startup of the computer system to ver fy that the

peripheral device is trustworthy.

2. The computer system of claim 1 wherein the encryption data is generated

at the peripheral device and transmitted to the host controller.

3. The computer system of claim 1 wherein the encryption data is generated

at the CPU and transmitted to the peripheral device.

4. The computer system of claim 1 wherein the trusted software writes to the
protected register to indicate to the host controller the encrypted data to transmit

and response data that is to be received.

5. The computer system of claim 1 wherein the chipset further comprises: |
a protected memory table; and

a memory controller coupled to the memory device.

6. The computer system of claim 5 further comprising a memory device

coupled to the memory controller.

12
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at the CPU and transmitted to the peripheral device.
WO 2005/00aES9conput er system of claim 1 wherein tRET/US2004/019254

trusted software wites to the protected register to
indicate to the host controller the encrypted data to
transmt and response data that is to be received. 5.
The conputer systemof claim1 wherein the chipset

7. romibs cafitRe SFem R ol C BB NHRGAR faoRbufegbeinn the
ho&%ﬂtoﬁ(ﬂ ang hep Qflpﬁhﬂﬂ @eélcfelﬂ}@ggéerséoﬁgék & ﬁ%n%ory 'device

devi ce coupled € nenor

ass%@ﬁ@écp@@tmeﬁ W‘51)10&4‘,(}(;]&9254 af 7. The conputer

system of cl erein the data transmtted between
the host controller and the peripheral device
8. bypEhe esmpuséiafistah of BRiMEMWhérdfA \the ﬁ1e1ﬁ§ ﬂé@ﬁ:@ goiﬂfﬂbes

the perip eral device. 8. The conputer sy em of

7 vapratectethnenwipiabldeside conprises: 5 a protected
menory table; and a trusted software nonitor. 9. The

conmu‘luetedsgtﬁtveame(monitarm 1 wherein the peripheral
device is a keyboard. 10. The conputer system of
cI aim 1l wherein the peripheral device is a nouse. 10
2. Th%‘?-_olﬁﬁﬁtﬁ! tsysteny of elaimofl wherein thevheripheral device is a
heral device is a scanner. 12. The conputer
ke §’E mof claim1 wherein the bus is a Universal

Serial Bus.
10.  The computer system of claim 1 wherein the peripheral device is a mouse.

11.  The computer system of claim 1 wherein the peripheral device is a scanner.
12.  The computer system of claim 1 wherein the bus is a Universal Serial Bus.

13. A chipset comprising:

protected registers; and

a host controller coupled to a peripheral device via a bus;

wherein trusted software accesses the protected registers to transmit
encrypted data between the host controller and the peripheral device to verify

that the peripheral device is trustworthy.

14.  The chipset of claim 13 wherein the encryption data is generated at the

peripheral device and transmitted to the host controller.

15.  The chipset of claim 13 wherein the encryption data is received from a CPU

coupled to the chipset and transmitted to the peripheral device.

13
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13. A chipset conprising: rotected registers; and a
‘H‘gg{'"s@’(‘ﬁﬂf;’)ol | er ggupl edgt 0 g peri pher al gdevi ce PETAISR004/019254
bus; 15 wherein trusted software accesses the

protected registers to transmt encrypted data

bet ween the host controller and the peripheral device

to verify that the peripheral device is trustworthy.

16.14. TRbehipRkPsetiath 19 'vﬂﬁ&bﬂﬁh@%ﬁ%&k& sbf%v A8 %Mﬁ%% the protected

data is generated at the peripheral "device a

registentnindicde t@ thdBodt @shir6NEt fHal drik i
chi pset of claim 1% wherein the en%%}%&f%%@gé{%‘%{rgt and

respenss datd thavimte BeRlecei¢adipl ed to the chipset and
transmtted to the peripheral device. 13 WO
2005/ 006159 PCT/ US2004/ 019254 16. The chipset of claim

17.13 Therhippet ofeclain 3B edheseiit therchipyet fegthepcomprises:
protected register to indicate to the host controller
t he? BrRipgipel anenory taldestarwhsmit and  response data t hat
Is to be received. 17. The chipset of claim 13 wherein
t he Bsmastcontralles couplegrtodhe merory devicect ed menory
table; and a nenory controller coupled to the nenory

devj 18. A nethod conprising: generating an
18'enc¢§/’§?tp8a%§‘§l’w1{‘ﬁi n a conputer system using trusted
to trusted

sof ; e trustied sqQftware witin

;o LBtdting o RGBS S Rt S Guiunier BPatemyising tusted
softyf@Bsm ssi on of the encrypted key to a peripheral

devi‘ce; and transnitting the encryption key to the

Peth@hRsfd S fe writing to trusted registers within the computer
system to initiate transmission of the encrypted key to a peripheral device; and

transmitting the encryption key to the peripheral device.

19.  The method of claim 18 wherein the encryption key is transmitted to the
peripheral device while bypassing a memory stack associated with the peripheral

device.

20.  The method of claim 18 further comprising verifying whether the

peripheral device is operating based upon the encryption key.

21. A computer system comprising:
a central processing unit (CPU);
a chipset, coupled to the CPU, including:
protected registers; and
a host coniroller;
a memory device coupled to the chipset;

a bus coupled to the host controller; and

14
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! ngt hod of claim 18 wherein the encryption key
@%"}Qﬁg’m)ﬂed to the peripheral device while PCT/US2004/019254
bypassing a nmenory stack associated with the
peri pheral 15 device. 20. The nethod of claim 18
further conprising verifying whether the peripheral
devixperiphefe datice@olpREAGhEMRR, WHerSRHYREA SBfiEYe atlesses the
A conputer system conprising: a central processing

proticted Gi3iter2t Bandihiteatrypred daedbétvddrerh®Rdst controller and the
including: protected registers; and a host

peziieral desrice aponstriumelihea eedystent tevérifyihat the a
bus coupled to the host controller; and 14

ey oe BATUsYBROtY. 019254 a peri pheral device
coupl ed the bus, wherein trusted software accesses the

9P 0 cted registers to transmt encrypted data between
t he mpRter system efidaion &l whereishdheznctyniiar dajeois generated

tartup of .t.he conguter systemito_ verify that the

at i PgiRheral ésmce@gﬁstr%r}sag tgdte phye hostearrolipse conput er
systemof claim2l1 wherein the encryption data is

nggen erd pher evice.and transm tted to
3o TH B thpler bR B 2L witeiind Wpsimimsata generated
t thk PEH 1,on, dat a . enerated at the

2 CPU an t¢gh§m tedyo%eﬁ%éﬂ%g%lp%ee‘a‘éq' devi ce. 24. The
comput er system of claim?21 wherein the trusted

24 sof ThaenitbLsydtémidtelait? p@%?étihetﬂe q:ﬁﬂ-‘.'te;ct g&afh&gf% writes to the

indicate to the host contro e encry
prdtectad egister to indicate to the host controller the encrypted data to transmit

and response data that is to be received.

25.  The computer system of claim 21 wherein the chipset further comprises:
a protected memory table; and

a memory controller coupled to the memory device.

26.  The computer system of claim 21 wherein the data transmitted between the
host controller and the peripheral device bypasses a stack at the memory device

associated with the peripheral device,

nry : . .
- 27. The computer system of claim 21 wherein the memory device comprises:

a protected memory table; and

a trusted software monitor.

28.  The computer system of claim 21 wherein the peripheral device is a

keyboard.

29.  The computer system of claim 21 wherein the peripheral device is a mouse.

15



and response data that is to be received. 25. The

VOB WPIS2y st em of clai m 21 wherein the chi psetPCT/US2004/019254
further conprises: a protected nenory table; and a

menory controller coupled to the nenory device. 15 26.

The conputer system of claim 21 wherein the data
transmtted between the host controller and the

_per ' ..
TR o R A E R RS 4Rk el BRE ebice 1,
scagfiBput er system of claim 21 wherein the nenory device
conprises: a protected nenory table; and 20 a trusted
software nmonitor. 28. The conputer system of claim?21
31.wheTke votnipert@edyispdin of klagiViIcRhbfein th b 9RE UmnivSrsalY&rial Bus.
conput er system of claim21 wherein the periphera
device is a nouse. 15 WO 2005/ 006159 PCT/ US2004/ 019254
30. The conputer system of claim 21 wherein the
peri pheral device is a scanner. 31. The conputer
system of claim 21 wherein the bus is a Universa
Serial Bus. 11 16
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