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COMPUTER METHOD FOR ENTRY OF PLURAL
INPUT MODALITIES ONTO A SECURE
DISCLOSURE BLOCKCHAIN

CROSS REFERENCE TO RELATED APPLICATIONS

The present application claims priority benefit from co-pending U.S.
Provisional Patent Application No. 62/808,043, entitled "COMPUTER METHOD
FOR ENTRY OF PLURAL INPUT MODALITIES ONTO A SECURE
DISCLOSURE BLOCKCHAIN,” filed February 21, 2019 (docket number 3056-
034-02), which, to the extent not inconsistent with the disclosure herein, is

Incorporated by reference.

SUMMARY

According to an embodiment, a computer method includes storing, Iin a
first computer memory, a cryptographic key for a blockchain that carries
encrypted data corresponding to tracked information, and receiving new data
corresponding to new information into a second computer memory via an
electronic interface. The computer method includes encrypting the new data with
a computer processor, and with the computer processor using the cryptographic
key, associating the new data with the blockchain. The new information
becomes a portion of the tracked information.

According to an embodiment, a non-transitory computer readable medium

carrying a computer program and instructions Is selected to cause an electronic
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device to display, on an electronic display, a graphical user interface (GUI). The
GUI includes a folders region displaying a plurality of folders corresponding to a
message organization structure. At least one folder of the plurality of folders
corresponds to a blockchain storage instance. The GUI also includes a
messages region displaying at least one message icon. The at least one
message icon corresponds to an electronic message (e.g., a received electronic
message) carrying new information that is intended to be indexed using the
blockchain storage instance. The GUI is programmed to receive a user input to
drag the at least one message icon to a blockchain storage instance icon. The
computer program and instructions include a computer program and instructions
to encrypt, hash, store, and index at least the electronic message corresponding
to the at least one message icon onto a blockchain data structure having
Instance parameters corresponding to the blockchain storage instance icon.
According to an embodiment, a computer method for making an
Immutable record of a conversation includes opening an electronic conference
Including at least two human users, opening a predetermined address as a
participant in the electronic conference, receiving the electronic conference as an
electronic conference stream at the predetermined address, and receliving a
command to make the at least one electronic conference stream a record of the
electronic conference. The computer method for making an immutable record of
a conversation also includes storing the at least one electronic conference
stream at an encrypted network location, recelving access data corresponding to
the encrypted network location, encrypting, hashing and transacting the access
data onto a blockchain data structure, and transmitting a public key
corresponding to the at least one electronic conference stream to at least one of

the at least two human users.
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BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a flow chart showing a computer method, according to an
embodiment.

FIG. 2 is a diagram showing a graphical user interface (GUI) for
transferring a received electronic message into a blockchain storage, according
to an embodiment.

FIG. 3 Is a flow chart showing a computer method for making an

Immutable record of a conversation, according to an embodiment.

DETAILED DESCRIPTION

In the following detailed description, reference is made to the
accompanying drawings, which form a part hereof. In the drawings, similar
symbols typically identify similar components, unless context dictates otherwise.
Other embodiments may be used and/or other changes may be made without

departing from the spirit or scope of the disclosure.

FIG. 1 is a flow chart showing a computer method 100, according to an
embodiment. The computer method 100 includes, In step 102, storing, In a first
computer memory, a cryptographic key for a blockchain that carries encrypted
data corresponding to tracked information. Step 104 includes receiving new data
corresponding to new information into a second computer memory via an
electronic interface. Step 108 includes encrypting the new data with a computer
processor. Step 110 includes, with the computer processor using the
cryptographic key, associating the new data with the blockchain, and in step 112,
the new information becomes a portion of the tracked information. The computer
method 100 further includes, in step 106, determining that the new information Is

to be tracked.
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According to an embodiment, receiving the new data corresponding to the
new Information into the second computer memory via the electronic interface, In
step 104, includes receliving an electronic message carrying at least a portion of
the new information. In one embodiment, the electronic message Is received at
an electronic message (e.g., email, vmalil, text, or messaging application)
address that is designated to receive information that is to be tracked. The
electronic message may include an electronic mail message when the electronic
message address Is an electronic mail address. Additionally or alternatively, the
electronic message may include an electronic text message when the electronic
message address Is an electronic text-receiving telephone number. |n another
embodiment, the electronic message may include an electronic text protocol
when the electronic message address comprises a universally unique identity
(UUID), also referred to as a globally unique identifier (GUID), associated with a
personal device that runs an application for receiving the electronic text protocol.
The UUID may include a verified identifier (e.g., an IMEI) of a personal electronic
device.

According to an embodiment, step 106 further may include determining
that the electronic message carries new information that is intended to be
tracked. In one embodiment, determining that the electronic message carries
new information that is intended to be tracked may include receiving a graphical
command from a user, via a graphical user interface (GUI), indicating that the
new Information Is to be tracked. Receiving the graphical command from the
user may include receiving a GUl command including dragging a message icon
onto a blockchain storage icon to save the new information in a folder
corresponding to storage associated with the blockchain, as depicted in FIG. 2.

According to an embodiment, returning to FIG. 1, receiving the electronic
message, In step 104, includes receiving an electronic message attachment, and
associating the new data with the blockchain, in step 110, includes associating
electronic attachment data with the blockchain. In another embodiment,
receiving the electronic message, in step 104, includes receiving an electronic

link In the electronic message, and associating the new data with the blockchain,
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In step 110, includes associating the electronic link with the blockchain.
Additionally or alternatively, receiving the electronic message, in step 104,
iIncludes receiving an electronic link in the electronic message and accessing
data corresponding to the electronic link, and associating the new data with the
blockchain, in step 110, includes associating the data corresponding to the
electronic link with the blockchain.

According to an embodiment, the electronic message includes an email
message. In another embodiment, the electronic message includes a text
message. Additionally or alternatively, the electronic message includes a voice
message.

According to an embodiment, the computer method 100 further may
Include performing a voice-to-text conversion on the voice message. |n other
embodiments, the voice message may be directly associated with the blockchain
as an audio file.

According to an embodiment, the computer method 100 further may
Include recording a voice call to make a voice call recording. Receiving the new
data may include receiving the voice call recording. |In another embodiment, the
computer method 100 further may include recording a video conference to make
a video conference recording. Recelving the new data may include receiving the
video conference recording.

According to an embodiment, associating the new data with the
blockchain, in step 110, includes writing the new data onto the blockchain as one
or more transactions. According to an embodiment, the computer method 100
further includes writing the new data to one or more secret addresses.
Associating the new data with the blockchain, in step 110, may include writing
data corresponding to the one or more secret addresses onto the blockchain as
one or more transactions. In one embodiment, writing the new data to the one or
more secret addresses may include writing the new data using BigchainDB. In
another embodiment, writing the new data to the one or more secret addresses
Includes writing the new data to a Monero blockchain as tx_extra data.

Associating the new data with the blockchain, in step 110, may include writing
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data corresponding to a Monero blockchain transaction identity and a
corresponding Monero blockchain private key.

According to an embodiment, the first computer memory and the second
computer memory are the same computer memory. In another embodiment, the
second computer memory may include a remote memory different than the first
computer memory.

FIG. 2 Is a diagram showing a graphical user interface (GUI) 200 for
transferring a received electronic message into a blockchain storage, according
to an embodiment.

According to an embodiment, a non-transitory computer readable medium
carrying a computer program and instructions selected to cause an electronic
device 202 may display, on an electronic display 204, a graphical user interface
(GUI) 200. The GUI 200 may include a folders region 206 displaying a plurality
of folders 208, 210, 212, 214, 216 corresponding to a message organization
structure. In an embodiment, at least one folder 214 of the plurality of folders
208, 210, 212, 214, 216 corresponds to a blockchain storage instance. The GUI
200 may also include a messages region 2138 displaying at least one message
(N) icon 220. In an embodiment, the at least one message (N) icon 220
corresponds to an electronic message (e.g., a received electronic message)
carrying new information that is intended to be indexed using the folder indicating
a blockchain storage instance 214. |In an embodiment, the GUI 200 may be
programmed to receive a user input 224 to drag the at least one message (N)
icon 220 to a blockchain storage instance icon 214. In an embodiment, the
computer program and instructions includes computer program and instructions
to encrypt, hash, store, and index at least the electronic message corresponding
to the at least one message (N) icon 220 onto one or more blockchain data
structures having instance parameters corresponding to the blockchain storage
Instance icon 214.

FIG. 3 is a flow chart showing a computer method 300 for making an
Immutable record of an electronically transmitted conversation, such as a

telephone conference or a video conference, according to an embodiment.
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According to an embodiment, the computer methoda 300 for making an
Immutable record of a conversation includes, in step 302, opening an electronic
conference including at least two human users. Step 304 includes opening a
predetermined address as a participant in the electronic conference. Step 306
Includes receiving the electronic conference as an electronic conference stream
at the predetermined address. Step 308 includes receiving a command to make
the at least one electronic conference stream a record of the electronic
conference. Step 312 includes storing the at least one electronic conference
stream at an encrypted network location. Step 314 includes recelving access
data corresponding to the encrypted network location. Step 316 includes
encrypting, hashing and transacting the access data onto a blockchain data
structure. Step 318 includes transmitting a public key corresponding to the at
least one electronic conference stream to at least one of the at least two human
users.

According to an embodiment, the computer method 300 for making an
iImmutable record of a conversation further includes, in step 310, parsing the
electronic conference into a plurality of electronic conference streams. Referring
to step 312, in an embodiment, storing the at least one electronic conference
stream at the encrypted network location includes storing each of the plurality of
electronic conference streams at a respective encrypted network location.
Referring to step 314, in an embodiment, receiving the access data
corresponding to the encrypted network location includes receliving respective
access data for each of the plurality of electronic conference streams. Referring
o step 316, in an embodiment, encrypting, hashing and transacting the access
data onto the blockchain data structure includes encrypting, hashing, and
transacting the plurality of electronic conference streams onto the blockchain
data structure.

According to an embodiment, In step 308, receiving the command to make
the at least one electronic conference stream the record of the electronic
conference Is performed after a moment in time corresponding with a starting

moment of the electronic conference stream. In one embodiment, the electronic
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conference Includes a video conference. In another embodiment, the electronic
conference includes a telephone conference.

According to an embodiment, the blockchain data structure includes a
private blockchain. Additionally or alternatively, the blockchain data structure
Includes a public blockchain.

According to an embodiment, the computer method 300 for making an
iImmutable record of a conversation further includes determining an encryption
address corresponding to a blockchain address assigned to at least one of at
least two human participants. In an embodiment, determining the encryption
address includes receliving a username from the at least one of the at least two
human participants, and receiving a command to establish a new set of recorded
data or to update an existing set of recorded data.

According to an embodiment, the computer method 300 for making an
Immutable record of a conversation further includes reporting metadata for the
electronic conference to at least one sponsor address. In an embodiment, the at
least one sponsor address comprises at least one enterprise address, wherein
the at least one enterprise corresponds to an employer of at least one of the at
least two human participants.

According to an embodiment, the computer method 300 for making an
Immutable record of a conversation further includes, in step 303, recelving
agreement to record the electronic conference from each of the at least two
human participants. In an embodiment, receiving the agreement to record
Includes placing a click-wrap agreement on each of the at least two human
participant GUls, and receiving user agreement and acknowledgement from each

human participant via the GUIs.

While various aspects and embodiments have been disclosed herein,
other aspects and embodiments are contemplated. The various aspects and
embodiments disclosed herein are for purposes of illustration and are not
Intended to be limiting, with the true scope and spirit being indicated by the

following claims.
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CLAIMS

What is claimed is:

1. A computer method, comprising:

storing, In a first computer memory, a cryptographic key for a blockchain
that carries encrypted data corresponding to tracked information;

receiving new data corresponding to new information into a second
computer memory via an electronic interface;

encrypting the new data with a computer processor; and

with the computer processor using the cryptographic key, associating the
new data with the blockchain;

whereby the new information becomes a portion of the tracked

Information.

2. The computer method of claim 1, further comprising:

determining that the new information is to be tracked.

3. The computer method of claim 1, wherein receiving the new data
corresponding to the new information into the second computer memory via the
electronic interface comprises:

recelving an electronic message carrying at least a portion of the new

Information.

4. The computer method of claim 3, wherein the electronic message Is
received at an electronic message address that Is designated to receive

iInformation that is to be tracked.

5. The computer method of claim 4, wherein the electronic message
comprises an electronic mail message and wherein the electronic message

address is an electronic mail address.
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0. The computer method of claim 4, wherein the electronic message
comprises an electronic text message and wherein the electronic message

address Is an electronic text-receiving telephone number.

/. The computer method of claim 4, wherein the electronic message
comprises an electronic text protocol and wherein the electronic message
address comprises a universally unique identity (UUID) associated with a

personal device that runs an application for receiving the electronic text protocol.

3. The computer method of claim 7, wherein the UUID comprises a verified

identifier of a personal electronic device.

9. The computer method of claim 3, further comprising:
determining that the electronic message carries new information that is

Intended to be tracked.

10.  The computer method of claim 9, wherein determining that the electronic
message carries new information that is intended to be tracked comprises:
recelving a graphical command from a user, via a graphical user interface

(GUI), indicating that the new information is to be tracked.

11.  The computer method of claim 10, wherein receiving the graphical
command from the user comprises receiving a GU|l command including dragging
a message icon onto a blockchain storage icon to save the new information in a

folder corresponding to storage associated with the blockchain.

12.  The computer method of claim 3, wherein receiving the electronic
message includes recelving an electronic message attachment; and
wherein associating the new data with the blockchain includes associating

electronic attachment data with the blockchain.

10
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13. The computer method of claim 3, wherein receiving the electronic
message Iincludes receiving an electronic link in the electronic message; and

wherein associating the new data with the blockchain includes associating

the electronic link with the blockchain.

14.  The computer method of claim 3, wherein receiving the electronic
message includes receiving an electronic link in the electronic message; and

accessing data corresponding to the electronic link;
wherein associating the new data with the blockchain includes associating

the data corresponding to the electronic link with the blockchain.

15.  The computer method of claim 3, wherein the electronic message includes

an emalil message.

16.  The computer method of claim 3, wherein the electronic message includes

a text message.

17.  The computer method of claim 3, wherein the electronic message includes

a voice message.

18.  The computer method of claim 17, further comprising:

performing a voice-to-text conversion on the voice message.

19.  The computer method of claim 1, further comprising:
recording a voice call to make a voice call recording;

wherein receiving the new data comprises receiving the voice call

recording.

20.  The computer method of claim 1, further comprising:

recording a video conference to make a video conference recording;

11
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wherein receiving the new data comprises receiving the video conference

recording.

21.  The computer method of claim 1, wherein associating the new data with
the blockchain includes writing the new data onto the blockchain as one or more

transactions.

22. The computer method of claim 1, further comprising:

writing the new data to one or more secret addresses;

wherein associating the new data with the blockchain includes writing data
corresponding to the one or more secret addresses onto the blockchain as one

or more transactions.

23. The computer method of claim 22, wherein writing the new data to the one

or more secret addresses comprises writing the new data using BigchainDB.

24. The computer method of claim 22, wherein writing the new data to the one
or more secret addresses comprises writing the new data to a Monero blockchain
as tx_extra data; and

wherein associating the new data with the blockchain includes writing data
corresponding to the Monero blockchain transaction identity and a corresponding

Monero blockchain private key.

25. The computer method of claim 1, wherein the first computer memory and

the second computer memory are the same computer memory.

26. The computer method of claim 1, wherein the second computer memory

comprises a remote memory different than the first computer memory.

12
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27. A non-transitory computer readable medium carrying a computer program
and Instructions selected to cause an electronic device to display, on an
electronic display, a graphical user interface (GUI), the GUI comprising:
a folders region displaying a plurality of folders corresponding to a
message organization structure;
wherein at least one folder of the plurality of folders corresponds to
a blockchain storage instance;
a messages region displaying at least one message icon;
wherein the at least one message icon corresponds to an electronic
message carrying new information that is intended to be indexed using the
blockchain storage instance;
wherein the GUI is programmed to receive a user input to drag the at least
one message icon to the blockchain storage instance icon; and
wherein the computer program and instructions include computer program
and Instructions to encrypt, hash, store, and index at least the electronic
message corresponding to the at least one message icon onto a blockchain data
structure having instance parameters corresponding to the blockchain storage

Instance icon.

28. A computer method for making an immutable record of a conversation,
comprising:

opening an electronic conference including at least two human users;

opening a predetermined address as a participant in the electronic
conference;

receiving the electronic conference as an electronic conference stream at
the predetermined address;

receiving a command to make the at least one electronic conference
stream a record of the electronic conference;

storing the at least one electronic conference stream at an encrypted
network location;

recelving access data corresponding to the encrypted network location;

13
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encrypting, hashing and transacting the access data onto a blockchain
data structure; and
transmitting a public key corresponding to the at least one electronic

conference stream to at least one of the at least two human users.

29. The computer method for making an immutable record of a conversation
of claim 28, further comprising:

parsing the electronic conference into a plurality of electronic conference
streams;

wherein storing the at least one electronic conference stream at the
encrypted network location includes storing each of the plurality of electronic
conference streams at a respective encrypted network location;

wherein receiving the access data corresponding to the encrypted network
location includes receiving respective access data for each of the plurality of
electronic conference streams; and

wherein encrypting, hashing and transacting the access data onto the
blockchain data structure includes encrypting, hashing, and transacting the

plurality of electronic conference streams onto the blockchain data structure.

30. The computer method for making an immutable record of a conversation
of claim 28, wherein receiving the command to make the at least one electronic
conference stream the record of the electronic conference is performed after a

moment in time corresponding with a starting moment of the electronic

conference stream.

31. The computer method for making an immutable record of a conversation

of claim 28, wherein the electronic conference comprises a video conference.

32. The computer method for making an immutable record of a conversation
of claim 28, wherein the electronic conference comprises a telephone

conference.

14
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33. The computer method for making an immutable record of a conversation
of claim 28, wherein the blockchain data structure comprises a private

blockchain.

34. The computer method for making an immutable record of a conversation

of claim 28, wherein the blockchain data structure comprises a public blockchain.

35. The computer method for making an immutable record of a conversation
of claim 28, further comprising:
determining an encryption address corresponding to a blockchain address

assigned to at least one of at least two human participants.

36. The computer method for making an immutable record of a conversation
of claim 28, wherein determining the encryption address comprises:

recelving a username from the at least one of the at least two human
participants; and

receiving a command to establish a new set of recorded data or to update

an existing set of recorded data.

37. The computer method for making an immutable record of a conversation
of claim 28, further comprising:
reporting metadata for the electronic conference to at least one sponsor

address.

38. The computer method for making an immutable record of a conversation
of claim 28, wherein the at least one sponsor address comprises at least one
enterprise address, wherein the at least one enterprise corresponds to an

employer of at least one of the at least two human participants.

15
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39. The computer method for making an immutable record of a conversation
of claim 28, further comprising:
recelving agreement to record the electronic conference from each of the

at least two human participants.

40. The computer method for making an immutable record of a conversation
of claim 39, wherein receiving the agreement to record comprises:

placing a click-wrap agreement on each of the at least two human
participant GUIs; and

receiving user agreement and acknowledgement from each human

participant via the GUIs.
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