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ROUTER The invention relates to queue managenent during
routing of data packets. Fig. 1 shows the parts of a
nobi | e systemwbabséws essential to the 5 invention. Mbile Satmenmisyd
comuni cate with Base Transceiver Stations BTSn over an air interface
Un The base transceiver stations are controlled by Base Station
Controll ers BSC associated with Mbile Sw tchiing Centres MSC. A

subsystem controll ed by a base station controller BSC, including the base
transcei ver st ati (ARIOBRTSZATION OF DATAJOIBETRANSMITTEDINAIRQUITER Base Station

10 Subsystem BSS. The i nt qLafGemRifeRlled IS o636 AT gMRenR Bt rihg FolkiRFor data

station subsystem BSS js called an A1 nterface The part of the A-i1ntertace
in ~ the nobi| #2&k8em that is on the side of the exchange MSC is called
a Net wor k Subsyst em R&f.1 shews the pads of BahokiEnsystemithstarst edsential to the

controller BSC g qnv§ntlont m@]mnasstarnsaem' M ERiakieORitS Bse' Praridbbivel Stations

called an Abis-inter
BTSn over an air interface Um. The base transceiver stations are controlled by

Base Station Controllers BSC associated with Mobile Switching Centres MSC.
A subsystem controlled by a base station controller BSC, including the base
transceiver stations BTS controlled by the system, is called a Base Station
10 Subsystem BSS. The interface between the exchange MSC and the base
station subsystem BSS is called an A-interface. The part of the A-interface in
the mobile sysiem that is on the side of the exchange MSC is called a Network
Subsystem NSS. The interface between the base station controlier BSC and
the base transceiver station BTS, in tum, is called an Abis-interface. The
15 mobile switching centre MSC connects incoming and outgoing calls. It has
similar functions as an exchange of a Public Switched Telephone Network
PSTN. In addition to these, it also performs functions that are typical of mobile
communication only, such as subscriber location management, in co-operation
with the subscriber registers of the network, which are not shown separately in
20 fig. 1.

A standard radio connection used in digital mobile systems is a
circuit-switched connection, which means that resources allocated to a
subscriber are reserved for the connection concerned for the entire duration of
the call. A General Packet Radio Service GPRS is a new service designed for

25 digital mobile systems, such as the GSM system. The packet radio service is
described in ETS! specifications TC-TR-GSM 02.60 and 03.60. The packet
radio service makes it possible to offer the user of a mobile station MS a
packet-form radio connection effectively utilizing radio resources. On a packet-
switched connection, radio resources are reserved only when speech or data

30 is to be sent. The speech or data is collected in packets of a certain length.
When a packet like this has been transmitted over the air interface Um, and
the transmitting party does not immediately have a new packet to send, the
radio resource can be released to other subscribers.

_ The system of fig. 1 comprises a separate Serving GPRS Support

35 Node or SGSN, which controls the operation of the packet data service on the
network side. The control comprises, for example, logging of the mobile station
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15 nobile switching centre MSC connects incomng and outgoing calls. It has
simlar functions as an exchange of a Public Sw tched Tel ephone Network
PSTN. In addition to these, it also perforns functions that are typical of
nmobi | e conmmruni cation only, such as subscriber |ocation managenent, in
co-operati on woenagdosh t he subscri ber registers of the networ ,ﬂ@,&puare
not shown separately in 20 fig. 1. A standard radi o
connection used in digital nobile systens is a circuit-swtched
connection, which neans that resources allocgted to a subscri ber are
reserved for the connection concerned for the entire duration of t he
call. A General Parlaat dththeosyidem| toea@tRBpdating ofthesaobile statios; gne dodtipig 86

digital nobile sy : j Q..seryice.is
descr bed i n s Teinte Rekatsd the ol XN, I P BREEh AQiHRIGE s
radi o service makiBierpieted idglveta means apy tinfermation rangmitiast ine as digitabmaolstiea
packet - f or m r adi osystermnedor aexapfigie cspeeehy entodedz imdigiali forme seuta CeansriRsdn

packet - Sw t &gg LQN ' SQUI¢ r d | v..when
speech or dat a\g 3% |saf| 0 @3 s%'%f or g %é@cﬁ“&?%%‘%ﬁ%%ﬁ‘?%&%eﬁ°" with
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rel eased to other
conprises a separate Ser\nfe§meliess stighras cordrol mianallivg mdsspeaghi ohotbendats is
the operation 10f tréssmited & titapackeenstwdek By GRS frames) EbdR fianfdl H@omphites a

control conpri sesy.fl £XR!dta bAHZ HPofder tH4E HHPL)dtEmSkEl Row which mobile
station has sent the frame, the header 1 comprises an identity identifying the
mobile station, for example a Temporary Logical Link ldentity TLLI. When a
mobile station registers in the GPRS network, the network gives the mobile
15 station a TLLI identity for use during the GPRS connection. After the GPRS
connection, the same TLLI identity can be reassigned to some other mobile
station. -

In the header 1, it is also sometimes possible to use a Network

Layer Service access poiri_t identity NLSI as well as the TLLI identity to
20 indicate the application protocol used by the mobile station.

In a packet radio nefwork it is possible to imagine a situation in
which a subscriber using a personal computer PC communicates with another
computer 14 through a packet network 10, data network 11, router 13 and a
local area network LAN. A long data transmission or several short consecutive

25 data transmissions are in progress between the computers PC and 14, for
example in accordance with internet FTP protocol. Simultaneously, the user of
the computer PC or some other subscriber initiates an interactive session, for
example in accordance with the internet Telnet protocol. If the packet of each
interactive session had to wait at the nodes along the connection for the

30 termination of the long data transmission, then the response times would grow
so long in the interactive session that it would no longer be sensible to use the
service.

The basic idea in many known queue management mechanisms is

that short tasks in a queue can be prioritized over long tasks. When the short

35 tasks are transferred to the beginning of the queue, the average waiting time is
shortened. As an illustrative example for this can be given a queue that
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off the system | ocation updating of the nobile station, and routing of

t he data packets to the correct destination. In the present application,
‘data' is wowrssqpset ed wi dely to mean any information traroridmdisn a
digital nobile system for exanple speech encoded in digital form
data transm ssion 5 between conputers, or telefax data. An SGSN node can
be in connection with a base transceiver 3station BTS, a base station

controller BSC or a nobile swi t chi ng{_ centre MSC, or it may be separate
fromthem The inteompisesplf fasks with a dyrationd hyak agdd! taskawith 3t duratien of 10

controller BSC is gmitd. Gheadragévaldeastthe waiting times (beforenfher taaki isrstage@his

packer . networ by EDRAMS 186k Msirh ArobE st e IR 2 haibml O ..

data part 2. |n orteraverage waiing jistedmopbyd Unikshiow whi ch nobil e station

has sent the frare, the hegesroblepPdRh e apAicatios of iﬁex'qdéi%nhhﬁgrga&aehh@ystem

mobilerstation; fof, gxapls Adic SPA"Y thft%h B phkkt raddyslemn Hothechasiomd
are defined by which a short task can be distinguished from a long task. It is
not possible to conclude from an incoming packet how many packets of the
same application will be arriving after the packet concerned.

10 in addition, the packet radio network sets certain requirements that
do not occur in all queuing systems. One such requirement is that the packets
of one and the same user belonging to one and the same application must be
sent on the FIFO (First In First Out) principle. Later arriving packets must
usually not be prioritized over earlier packets of the same application and the

15 same user. Another requirement is that the operation of not a single
application of even one user must be interrupted for so long that the
application sets down the connection.

The object of the invention is thus to provide a method and an
equipment implementing the method so that the above problems associated

20 with queuing in the packet radio network can be solved. The objects of the
invention are achieved by a method that is characterized by what is stated in
claim 1. The preferred embodiments of the invention are claimed in the
dependent claims. .

The basis of the invention is that

25 - at least two queues are formed at a node of a packet network,

- a packet arriving at the node is conducted to a queue on the basis
of at least one subscriber-specific criterion and/or service-quality-specific
criterion, and

- a predefined number of packets is sent from the queues to the

30 destination at one go. :

Further, different queues can be given different priorities on the
basis of the subscriber, terminal equipment, application, quality of service, and
the amount of data contained in the queue. All the while it is observed that the
service of any queue is not interrupted for so long that the application wouid

35 set down the connection.



nobil e station registers in the GPRS network, the network gives the nobile
15 station a TLLI identity for use during the GPRS connection. After the

GPRS connection, the sane TLLI identity can be reassigned to sone

ot her nobile station. In the header 1, it is also
sonet i mes poskh biseés0 use a Network Layer Service accesi,c;mjuf]’?og
ldentity NLSI as well as the TLLI identity to 20 indicate the app ¥ on
protocol used by the nobile station. In a packet radio
network it is possible to inmagine a situatiosd in whi ch a subscri ber
usi ng a personal corrputer PC communi cates with anot her conputer 14
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gueue t hat - ) .
An arriving packet can be conducted to a queue assigned to it on

the basis of a subscriber-specific and/or quality-of-service-specific criterion.

The subscriber-specific criteria include, for example:

15 - A subscriber/terminal equipment to which the packet concerned is
addressed. The subscriber can also be identified on the basis of a TLLI
identity or network address, such as an |IP address, of the connection.
Formation of a separate queue for each user ensures that a newly registered
user can start using the services relatively quickly.

20 ' - A transport layer process (e.g: TCP) that can be identified on the
basis of the identity of a TCP session. The procedure makes it possible to
support applications that open several TCP connections simultaneously, e.g.
one connection for each picture of a WWW page.

The quality-of-service-specific criteria include, for example:

25 - The Quality of Service QoS of a receiving subscriber. The GPRS
specifications define four different qualities of service. On the basis of the
quality of service, it is possible to ensure that the packets of the critical
applications can be transmitted within the maximum time defined by the
specifications.

30 - The application or application class that can be identified on the
basis of the port of a TCP protocol. By separating from one another different
applications, such as FTP, Telnet and WWW, one can ensure that interactive
applications need not wait for any long data transmissions to be terminated

= first. ' '

35 The applications can be separated one by one, or the applications
can be divided into different application classes that differ from one another
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10 SEP 1999 3A In
accordance with the present invention, there is provided a

nmet hod of routing packets in a packet network, c har ac - terized by
form ng at | egpdhofig@posqueues at a node of the packet network; BcT/F197/00187
conducting a packet arriving at the node to a queue on the basis of at

| east one subscriber-specific criterion, such as -

subscri ber identity; - connegtion identity, such as TLLI;

- transport |ayer process, such as TCP process; 10 work
addr ess, such as mhampggtg to the service quality requirements, e.g. with respect to the
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greatest delay allowed. From the queues with the highest quality of service,
packets can be sent immediately. The subscribers can also be divided into
different quality classes. Prioritization can be effected so that separate queues
are formed for the data on the basis of each criterion. From each queue, a
certain amount of data is sent on the FIFO principle. Data is then sent from the
next queue, and so on. The amount of data transmitted at one go can be set
such that each queue with one and the same quality of service is given an
equal amount of transmission time in each transmission turn. Alternatively, the
same number of packets can be sent from each such queue, whereby the
subscribers are - offered service of the same quality even though the
connection of one subscriber may be poorer than that of another.

The amount of data transmitted at one go can also be regulated on
the basis of the data located in the queue so that more packets are sent from
queues with many packets than from shorter queues. it is also possible to
monitor the service that has been given to each queue earlier, for example by
maintaining a moving average of time for the time the packets are in the
queue. The average of time is to be maintained constant for each queue with
the same quality of service by serving better a queue that has been offered
service of a quality below the average. At the same time, it is monitored that
the operation of not a single user and/or a single application is interrupted for
so long that the application would set down the connection.

If the division is made entirely on the basis of the subscriber or the
terminal equipment, the data packet of each new connection is assigned a
queue of its own, and so it is not placed at the back of a single long queue like
in the case of one common queue. In this kind of division made entirely on the
basis of a subscriber-specific or connection-specific identity (e.g. TLLI identity),
however, problems arise if one and the same subscriber starts simultaneously
more than one application requiring different service. For example, the
subscriber may be transmitting a large amount of data by the FTP protocol
and let the transmission continue as background processing when he starts an
interactive session, such as a TELNET session. Because of the FTP session,
the queue of the subscriber concerned may already contain large quantities of
data, and so the response times in the interactive session may become unduly
long.




form ng a separate queue for each simultaneous connection of a

subscri ber that has nore than one sinultaneous connection; and

transmtting a predefined nunber of packets fromthe queues at one go.
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Fﬂ Eégglr ggég\?oggg I cation, 'queue' neans any arrangenent bi"“’“”(ﬂ?ﬁ%h t he

sane effect is achieved as by physical placenent of packets in

di fferent queues. Wth regard to the use of renory, it may be nore

econom cal to keep only pointers relating to the packets in different

queues. A 5 queue can bdnigpreiersd embodimentqinthednvention, theapreblen jissolved
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and/ or previous applicgﬁmte‘andlor each TCP process. This improves the operability of the
applications requiring short response times as compared with the simple'

5 embodiment described above. If, for example, TELNET can be identified as a

unique application or application class on the basis of the TCP protocol and a
unique queue is assigned to it, the data packets of the TELNET application
can be prioritized over packets of the same user located in the queue of the
FTP session.

10 - Prioritization can be further improved by controlling the amount of
data sent from each queue at one go. If the division into queues is based on
the subscriber identity, the amount of data sent at one go can be defined on
the basis of the subscriber's quality of service. The quality of service is
negotiated as the subscriber registers to use the GPRS network or possibly

16 also during the session. If the subscriber’s quality of service has a high priority,
a larger amount of data is sent from a queue like this at one go than from a
queue with a low priority. The subscriber with a higher quality of service is thus
offered better service, and the operability of his applications is improved.

- Further, the queues with the highest priority can be processed immediately,

20 whereas those with other priorities are processed in turns. If the division is
based on the application or TCP process and it is detected that a certain
queue contains a relatively small amount of data, all the remaining data can be
transmitted at one go, whereby the application or the TCP process need not
wait for a small amount of data so as to be able to terminate the task. Here the

25 transmission of the last few packets of a queue hardly slows the other queues
at all, and yet it clearly improves the operation of the application or TCP
process concerned, since any extra delay is eliminated.

in the following the invention will be described in greater detail by
means of preferred embodiments and with reference to the attached drawings,

30 in which

fig. 1 shows the parts of a mobile system that are essential to the
invention, and |
fig. 2 illustrates packet management by means of queues.
- As shown in figures 1 and 2, a support node SGSN 15 in a packet

35 network functions as a router and buffers data in a queue, forwarding it

through a base station system BSC - BTS to a mobile station MS and a




Since the packets of interactive sessions can be prioritized over the
packets .belonging to |l ong data transm ssions, the response tines of the 10
i nteractive connections are shortened and the service is sensible to use
even when ot her applications are operating on the background.

An arriving papbsoiséapn be conducted to a queue assigned to it p@Rrrerm018tNe
basis of a subscriber-specific and/or quality-of-service-specific
criterion. The subscriber-specific criteria include, for exanple: 15
- A subscriber/term nal equipnment to which th& packet concerned is
addressed. The subscriber can also be identified on the basis of a TLLI
identity or networckmpgitgre®E conopcied ten it FSingelras Bir dntetfaee ddmnéomsom. clear

For mati on ?f ? sepattineclUS gaelidls fb?flﬁég_lé’i‘ﬂ:ie SGBN Asdé hgg IfalinBY datd BGiféﬁAeariﬁd
ransport | ayer pibEasotongde B Fedl 5, pdd B oiels. swperialy inferastives
of the identity ofappliGtionsessicbnas Treingl aod dWWWrakbichi trapsimili often thut small
s ﬁgpgg_tn nggf! ioﬁa?i);yﬂﬁ%%@bf Qaﬁpatsi(;]yiﬁﬁ?bviﬂ%&.oCB%&&)&{lﬁngﬂW@Ué@%ﬁgﬂf kotm St 9-
qual i ty- of - servi c@%ﬁ@éygg&v’éré:quﬂjqw" siage e GHESN is A gateway between
The Quality of Sea/GPRSQuswork and some\atiner typd of nétwmork, stick aSihmSrnet.
D oy 1y o 2ot g oG RS SHepp el a4 R AT
the criti g:u d s&BE% E&qa’gﬁEHc‘ﬁF E@g%rgnglﬁ? ﬁ#@g%‘ﬁm iHe‘E‘ ifles ) ’isqc' n
defi ned by the10 betwearcithé cnobienstatidd and the SGSN- ndtle Thel appiication @an be
appli cation cl ass jidiified AthdifbiglsiNly ohoMeOBadid!®f a port imhisercds & MRCP YPrbiaebl. 2
TCP protocol . By ssenﬁ)ger a.H:Bg Jrcragergsgg ea'aenoélgg ' sgllaa];rfa{ser eenr;[tireties. they too can be
distinguished from each other. Each GPRS subscriber can be identified when
the parameters of the subscriber are checked from a GPRS register or some
15 other such database.
in a preferred embodiment of the invention, queues Qi are formed
in a router on the basis of a subscriber-specific identity and application class.
When a new subscriber registers in a system, his data is assigned a queue of
its own. When the subscriber then starts several applications at the same time,
20 a separate queue is provided for each simultaneous application. The
advantage of the arrangement is that an application performing a long data
transmission can function on the background without interfering unduly with
any interactive application started after it. Even here, the amount of data
transmitted at one go can 'dépend on the subscriber’s quality of service, the
25 quality of service of the application and/or the amount of data in the queue.
A packet radio can be used in critical tasks. For example, the
International Union of Railways IUR requires that at the highest priority, a 128-
byte message is transmitted in less than 0.5 seconds. To achieve this rate,
special measures must be taken. When the quality of service QoS is
30 negotiated - i.e. as a mobile station registers as a user of the services offered
by the GPRS network, or possibly even later during the session — the new
quality of service is signalled to the routers of the GPRS packet network.
When the SGSN node 15 receives a packet to an address of the Public
Switched Packet Data Network PSPDN that has a high-priority quality of
35 service, the SGSN node conducts the packet to a high-priority queue.




applications, such as FTP, Telnet and WMV one can ensure that interactive
applications need not wait for any |long data transm ssions to be term nated

first. 35 The applications can be separated one by one, or the
appl i cations can be divided into different application classes that
di ffer from owe saggipber WO 97/ 36405
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respect to the service quality requirenents, e.g. with respect to the
greatest delay allowed. Fromthe queues with g8 he highest quality of

servi ce, packets can be sent imredi ately. The subscribers can al so be
divided into  di f f er elfte quelity ofseviseszan. bePsigoniled atheanutens ohethe fzeréted

so that separate Wﬂs e 9 5by’>1bﬁ:\f d]ﬁﬁ%cﬁ%adk@? wiRt & daaet lhﬁlch?ﬁée%hé) u%ﬁﬁ/hof

criLer on. P om SGhoBU8IRE A he, GPRS. SidklcalBu? o TRt Sumiae S nervese
anount of data t r%l’ﬁsdﬂfti’tedd ltafs rnssibip ta identify them by two bits. Alternatively, the new
5 quality of service can be signalled by a separate message indicating a change
in the quality of service, the message being sent to a router located
somewhere along the connection. The router will store the changed quality of
service in its memory.

When each packet is provided with a code indicating the quality of

10 service, each node along the connection can make the decisions concerning
priority independently. The priority can be easily changed by a 2-bit identity
without a separafe message indicating a change in the quality of service. The
priority of individual packets can be changed easily without first sending, for
example, a message raising the priority and then, after the packet, a message

15 lowering the priority.

When the quality of service changes and a separate message
indicating the change is sent, it is not necessary to add a code indicating the
quality of service to each separate packet. Another advantage achieved is
simplification of billing, since a change in the quaiity of service, which is the

20 Dbilling criterion, is signalled by a separate message.

Packets destined to a mobile station do usually not have a
mechanism for changing the quality of service during the session, so the
quality of service is usually defined as the subscriber registers to use a GPRS
connection.

25 Parameter Ki in Fig. 2 illustrates the amount of data sent from each
queue at one go. As compared with prior art routing using a single queue, the
service is improved if a plural number of queues Qi is used and parameter Ki
is constant. The service can be further improved by adjusting parameter Ki, for
example, on the basis of the quality of service such that more data is sent from

30 the high-priority queues at one go than from the low-priority queues. Queue
Q2 illustrates a situation where a small amount of data remains in the queue in
addition to amount Ki. Transmission of entire queue Q2 here clearly improves
the operation of the application concerned without that the other subscribers
and/or applications would suffer too much. A suitable threshold value for such

35 exceeding of Ki is, for example, 30 to 50%. Correspondingly, Q4 illustrates a



such that each queue with one and the same quality of service is given an
equal amount of transm ssion tinme in each transmssion turn. Alternatively,
the 10 'sanme nunber of packets can be sent from each such queue, whereby

t he subscribers are offered service of the sane quality even though
t he connggbio9Bsspd One subscriber nmay be poorer than that pof/rsnosiser .
The anpbunt of data transmtted at one go can al so be regul ated on t he

basis of the data |ocated in the queue so that nore packets are sent from
15 queues with many packets than from shorter 9queues. It is also possible

to nmoni tor the service that has been given to each gueue earlier, for
exanpl e by medwRus APMBrisingditlendatay Erangmission pheherd aueHes hefiere; lapg ones
packets are in theshortensdheaeerajeavaitireytrge. of tine is to be maintained
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25 queue of its OWEont?dlI@rsSBSCtoﬂaSmBEile §}sterm dinadhith thebqueding mechafigheprovided

gueue |i ke in t case,. of In this kind of division

made entirely on tR me invegtion %arbﬁséggﬁﬁglgﬁé@@ specific or

connecti on-spect@ic identiThe buffefingrand qug@mfpmtlon disclogeddy dhe ipyestioaare

arise if one and tf s&%a %}Jff Ragr oy egdmplesinSdonnbERITE MRl & GPRS neiwork: hiede.
e

Subscr | ber my be. CIRIRIngYe o 5a% yrBH Laiailly ESHE mbBhentdh ot 5 bese
and let the trans ntrses@waroﬁatlm@Té apdie g hase if?%%"é@ﬂﬂ@"%§§on8 & fpqhile
an telephone network. It will be obvious to a person skilled in the art that as the
15 technology develops, the basic idea of the invention can be implemented in
many different ways. The invention and its embodiments are thus not limited to

the above examples but can vary within the scope of the claims.
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I nteractive session, such as a TELNET session. Because of the FTP session,
the queue. of t.he subscriber concerned ey already contain large quantities
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In a preferred embodi ment of the invention, the problemis soﬁ:/'gﬁmmow’ by
i nproving the division so that a separate queue is formed for each
application type and/or each TCP process. Thig i t-he—operability of
t he applications requiring short response tin ﬁﬂ%sﬂ&ﬁmeemt h the
si npl e 5 enbodi nent descri bed above. If, for exdnpl e, REPLASED can pe
identified as a CLAIMBI que application or appl i cation crass—omthe basi s
of the TCP protocol and q eye | S.SI ned to it, the data
packets of the TELNET apgT i cal ﬁ}?" gfemugﬂﬂ Ff?é’ gtqaféﬁt BeMiorn o6 R Ba 6t
the sane user |oche&dziedtte queue of the

- forming at least two queues at a node of the packet network and

5 conducting a packet arriving at the node to a queue on the basis of at least
“one of the following criteria:
- - subscriber-specific criterion, such as
- - - subscriber identity;
* - - - connection identity, such as TLLI;
10 i - - ~ transport layer process, such as TCP process;
- - ~ network address, such as IP address;

or
- - service/quality-of-service-specific criterion, such as
- - - quality of service (QoS) of the subscriber receiving the
15 packet;
- - - port of the TCP protocol of the application or application
class;
and

- transmitting a predefined number of packets from the queues at

20 one go.

2. A method according to claim 1, characterized in that at
least one criterion is a subscriber-specific criterion and that at least two
queues are formed for a subscriber that has more than one simultaneous
connection, the queues being separated on the basis of a service/quality-of-

25 service-specific criterion.

3. A method according to claim 1, characterized in that at
least one criterion is a subscriber-specific criterion and that a separate queue
is formed for each simultaneous connection of a subscriber that has more than
one simultaneous connection.

30 4. A method according to any one of claims 1 to 3, charac-
terized in that the number of packets sent from each queue per time unit
is defined on the basis of one or more of the following criteria:

- quality of service of the subscriber receiving the packet;

- quality of service of the application associated with the connection;

35 - amount of data in the queue concerned; and

- rate of the service previously offered to the queue concerned.
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FTP session. 10 Prioritization MOved by

|

contr ol I'i ng the amount of data sent friom ne go. If the
di vi sion into queues is based on t he su\)\‘ﬁmﬁ\!\“‘NM“ﬁ t he anount
of data sent at one go can be defined on i % asis of t'he subscriber's

qual ity of seryi e quality of service is negoti at ed
subscri ber reﬁgg‘g‘?ﬁg&tﬂo use the GPRS network or | P@&,ﬁdg{?‘rnis?\g

the session. If the subscriber's quality of servj O#S EX BASBEPNijori ty,
a | arger anount of data is sent froma queue Hiltkje t hi RERLAGBDe go tthan from
a  queue with a low priority. The subscriber~wttr=frgter——qual ity of
service is thus of f ersed\ imethosracoerding &g claiml 4t pd apacdif iz ¢ din tia from

applications is inproueduith the Fhédtequality@f GeAEs phdiets Bre eaihest quickl
priority can be pr cesseg'Png i'gtel 3e/(,5ua20wv\hereas 't%se w th other Aty &
priorities are pr 8 in turns. If the division is based on the

application or TCP proces®.anmethod acabeding te glaihak omS.ceh@di ac te rizgdue that

contains a rel atg vmey,-a% {rheaéﬂ}t}ﬁé prbvidadip ofitltdd {d e’ fUBIes Nkfifial AasCa fdithg

transmitted at- one go, er eby applicatjon ar .the TCP d

wait for a small aRYRiAge&f t"é%\ﬁ'é‘estgafa@%t@%@{sagﬁé"ttﬁeEBFH?'ré{‘gﬁl%ﬁh%ﬁngg%f
Here the 25 transnpacketsseft péretihesnitfisungiataineds essertiatiu theesamedityleastdne the
the other queues e dllwith the ifle LehviddiqediRAet serkidr oves the operation of

olimpated 7. Remees SHPEHINGJOIHY PRS ST 1P et hafac-
described in grfnt eeé rigtead | inkthat at leastfrom tfe guedas with tbeisamearsatviceiaunliy oh
reference to the agiapned di & fSsent o tHat WIEF 3 long period of time éadh qdeue is
shows the parts of "a nobile systemthat are essential to the

i nventi on, and given an equal amount of transmission time. :

8. A method according to any one of claims 1 to 6, charac-
terized in that at least from the queues with the same service/quality of

15 service, packets are sent so that over a long period of time an equal number of
packets are sent from each queue.

9. A method according to any one of the preceding claims, char-
acterized in that when packets are sent from a queue, it is checked
whether the number of packets remaining in the queue is smaller that the

20 predefined threshold value, and if so, these packets are sent as well.

10. A method according to any one of claims 1 to 9, charac-
terized in that the quality of service of the subscriber and/or application is
signalled to the nodes located along the connection by providing each packet
with an identity indicating the service/quality of service.

25 11. A method according to any one of claims 1 to 9, charac-
terized in that the service/quality of service of the subscriber and/or
application is signalled to the nodes located along the connection by a
separate message indicating a chahge in the service/quality of service.

12. A method according to any one of the preceding claims,

30 characterized in thatit is also monitored in the method that the time
interval between two consecutive packets does not exceed, not even in a

- " single queue, a threshold value of a delay that would make the application set

"~ down the connection.

. i " 13. A method according to any one of the preceding claims,

35 characterized in that the packet network is a GPRS network and the
routers are SGSN and/or GGSN nodes of the network.
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fig. 2 illustrates packet nmanagenent by means of queues. As
shown in figures 1 and 2, a support nodel mmm’L et 35 network
functions as'a router and buffers data in ," m ing it
through a base station system BSC - BTS|to a fobi| e stsat kon M5 and a
WD 97/ 36405
PCT/ FI 97/ 0013/ 97136405 7 PCTMOINOIT Ut er
PC connected to it. Since an air interface Um ﬁS BEEN

?’?@;? g ta buf fered

bottleneck, a queue is fornmed at the SGSN nqgge
in the SGSN node 15 is kept in a single H

i nteractive appl | cayhons metioh accordihgct ang NW\lof\l\meclprédaih‘igndlalm%ten

but small 5 anmpunts of ata at,a t Y,
queues may form Gharactegized jn &% gupporﬁlek{ggﬁ ?%kégs?r%(@g&%}ﬂér TERT s
a gateway betwee(BTS) anai/merﬁamwf‘é'@ﬂers(&%)@tfﬁéﬁo?‘ﬁ)‘dséﬁmnetwork such
as Internet. 15. A method according to any one of the preceding claims,

5 characterized in that at least two different routing methods are used

on a connection between a source and a destination of a packet.
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di stingui shed Tromeach other. Each
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The application can be

s of a port nunber of a TCP protocol.

e entireties, they too capcifmrioois?
GPRS subscriber can be identified when
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In a pref&red enbodi nent ngt he
18,

i nvention, queues Q are forned in a router on the basis of

subscri ber-specific identity a pplication class. When a new

subscri ber registers in a sys hi s dq;a/ig,assigned a queue of its
own. \Wen the subscriber thén starts sgﬁggfggggplications at gﬁ% %jﬁp time,
20 a separate queue is gpavﬁﬁ%d\ghr eac aneous appl i caj\MuR1[The
advantage of the arrapgement is fhaf an appFication performing_a | ohg data
transm ssion can fungs kground without interfering finduly wth

on on the b

any interactive appl

int of data

B =after iApjgEven here, theAano
transnmitted at one gPegan deépend o< scpiber's qual j+y_of *ervi05 N
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exanpl e, . the Inte ngﬂ'onal B bR ot Railpways | URJrequirgs that &t the
hi ghest priority, a 128- byte message is trapsmtted in les$ than 0.5
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quality of service is signalled to the routers of the GPRS packet network.
When t he, SGSN node 15 receives a packet to an address of the Public
Swi t ched Packet Data Network PSPDN that has a hi gh-priority quality of 35
service, the SGSN node conducts the packet to a high-priority queue.

WO 97/ 36405 WO 97736405 pc-r,mg-,,oms-,
PCT/ FI 97/ 00187 _

The quality of service can be signalled to thegféuters on the packet
network e.g. by providing each packet with a c indi cating the I|ty
service. Since in the GPRS specifications four alternative qualit

servi ce are defined, it is possible to SEHIRCGE t hem by two
Alternatively, the new 5 quality of service cap be signalled by a
separate message indicating a change in thelquality of service, the
nmessage being sent to a router |ocated sonephere al ong the connecti on.
The router will store the changed quality of F

SERVICE CLASS? /

TCP-PORT?

APPLICATION?
SUBSCRIBER?
CONNECTION?

DESTINATION




service in its nenory. When each packet is proAIded | WAhigai187
code i ndicatj-pg-the quality of 10 rSnede; Ptmelisio@de al ong the connecti on
can ‘make t he deci si ons concerni ng '“’efm«'ﬁmiiﬁtppiiduﬁd\ependent ly, The priority

can be easi Iyﬂw ﬂ!’ mﬂ fulpit identity wi t hout a separat ssag

i ndicating a ¢ ﬁi Hmmﬂlity of service. The priorityelggF 18921
i ndi vi dual packet$ can ™eschanged easily wi thout first sending, for

exanpl e, a nmessage raising the priority and4ghen, after the packet, a

nmessage 15 lowering the priority. ﬁﬂ T UgAd TBEER

servi ce changes and a separate nessage I ndic a % g&ﬁgge 'Y sent,
it Is not nece€taAIMS 0 add a code indicating the o] '— f_serdvice to
each separate packet. Another advantage achi eved is sinplification of
billing, since a changd.if reloguel reyting paeketscis, apracket inetwork, Zohiai t a icng
criterion, is sedidéadpby a separate nmessage. Packet s
destined to a nobile stz% i on do usua%léa/ not have a mechaEi sm for
changi ng the quality of 'QEPINGRt IRt P AHEUSE SLidRode &f the packet pglyorkang
servi ce i s usuebhguctiig aephckettdrdvingbastcthebrode ¢gis tjaede ton thieebasieRitSat least

connection. 25 Par r Ki in Fig. 2 illustrates the anmount of
data sent fromoggccﬁthefouoaﬂgge&@%ne go. As conpared with prior art
routing using a single quesdbscrker-specificentedon; su¢mpsoved if a pl ural
nunber of queues Q is used_anﬁbgeﬁ@&qaghﬁ!gi I's constant. The service
can be further inproved by adjustin arangeter Ki, for exanpl e, on the
basis of the quality of servi'c9@n§‘66g°f§)mﬁnt'ﬁbrsélcaaﬁsan-lslisent from 30 the

hi gh-priority queues at One-QQréHwbrtflé?éﬁpﬂb@eéQVth@éTCP proeess;, Qeue

@ illustrates a situation V\her?warksgg | _anpu tagtipcé%ta remains in the -

queue i n - - -hetwo dress, suc dress;
or
-- se'wiée/quality-of—service-speciﬁc criterion, such as
- - - quality of service (QoS) of the subscriber receiving the

15 packet;

- -~ port of the TCP protocol of the application or application
class; '

and .

- transmitting a predefined number of packets from the queues at

20 onego. '

2. A method according to claim 1, characterized in that at
least one criterion is a subscriber-specific criterion and that at least two
queues are formed for a subscriber that has more than one simultaneous
connection, the queues being separated on the basis of a service/quality-of-

25 service-specific criterion.

3. A method according to claim 1, characterized in that at
least one criterion is a subscriber-specific criterion and that a separate queue
is formed for each simultaneous connection of a subscriber that has more than
one simultaneous connection. '

30 4. A method according to any one of claims 1 to 3, charac-
terized in that the number of packets sent from each queue per time unit
is defined on the basis of one or more of the following criteria:

- quality of service of the subscriber receiving the packet;

- quality of service of the application associated with the connection;

35 - amount of data in the queue concerned; and

_ - rate of the service previously offered to the queue concerned.
This Sheet Has Been Replaced - ’ '
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addition to amount Ki. Transm ssmn.,oi. e,ntl.re .queue @ here cle‘arly9””” 187
| NMpr oves Jga op ;ﬁ-w. rned without that the

ot her subscrib pllca Tons ould st fer too nuch. Agq7 0- 7 1
sui tabl e thresﬁmm @ !ﬁch 35 exceeding of Ki is, for exanple, 36 tg

50% Correspon rates a WO 97 "’":

PCT/ FI 97/ 00187 . THIS S SHEET HAS BFEAU
conprising little data. Transmi ssion of shoff queues bef orREPLAGED ones
shortens the average waiting tine en packRers—arerotit ed

froma source to a dest rf\af"iQSHOd aReordingste claim 4; g 'bét'\ﬁe%ﬁed‘drl @ s injthatdramy

queui ng met hod{udues &itAnpleehightlst efuiafityosf isBhied! aékétgrar@ns%E nQdiekiR s
be different f?om &)Eose opti mg?ed 1?{)r tQ{OGGSN nocfep t he prsegelnt'va

appl i cation, network can be interpreted in the wi de sense SO
that it corrprl ses t he IGasemethod @etordingtatiaimst 815, eda baset erdtz @d in that

controllers gS¢2haik BPfH Sericd SBvidulyBirEfed R GHLNY iBERADY 3T £ HOMVigd
average of the time that the packets are in the queue, and that the number of
packets sent per time unit is maintained essentially the same at least for the
queues with the same service/quality of service.

7. A method -according to any one of claims 1 to 6, charac-

10 terized in that at least from the queues with the same service/quality of
service, packets are sent so that over a long period of time each queue is
given an equal amount of transmission time.

8. A method according to any one of claims 1 to 6, charac-
terized in that at least from the queues with the same service/quality of

15 service, packets are sent so that over a long period of time an equal number of

| packets are sent from each queue.

9. A method according to any one of the preceding clalms char-
acterized in that when packets are sent from a queue, it is checked
whether the number of packets remaining in the queue is smaller that the

20 predefined threshold value, and if so, these packets are sent as well.

10. A method according to any one of claims 1 to 8, charac-
terized in that the quality of service of the subscriber and/or application is
signalled to the nodes located along the connection by providing each packet
with an identity indicating the service/quality of service.

25 11. A method according to any one of claims 1 to 9, charac-
terized in that the service/quality of service of the subscriber and/or
application is signalled to the nodes located along the connection by a
separate message indicating a change in the service/quality of service.

12. A method according to any one of the preceding claims,

30 characterized in that it is also monitored in the method that the time
interval between two consecutive packets does not exceed, not even in a

- single queue, a threshold value of a delay that would make the application set
down the connection.

13. A method according to any one of the preceding claims,

35 cha racterized in that the packet network is a GPRS network and the
routers are SGSN and/or GGSN nodes of the network.
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by the invention can al so be inplenented. 10 The A8df F&PI7TNGC ang 7

queue f‘orWthe MMF’D?P’%{\*@H“ descri bed by way of an

eXanpl e i ction wi GPRSPRE pmetiorgbiplication  gj i | ar qug ?Bd
\m\“‘ﬁeﬂ | npl emented at a base transcepsZr' - 21

buffers can n

station BT m ation controller BSC of ma—tmbile

t el ephone n Ltit"will be obvious to a person skTHISeS8HEET HA® BEEN |t hat

as the 15 technol ogy devel ops, the basic iﬁga of tpe i ngEPLAGED can e
4rrents

i npl emented in ydlff r ent The inven
are thus not limted t Maﬁﬁ?\?ﬁggg | Y e A WarRIEGRERE, Ctalas
scope of the cthiasacterizddrir that a queue is formed at a base transceiver station

10 CLA "’%BTSGP and/or base étatnég'%*n'i'r%ﬂef) BS&)bE Q%Q&f&%&eh{‘ a packet

network, ¢ h | east two
queues at a node of thé5p£sk@§thﬁ,d vaqqordmg to any one Qfomﬁmnreﬁgd@gpﬂams

arriving at st he y@wea d fed iUeHe iR thathat least sweldifferent routing methods are used
on a connection between a source and a destination of a packet.

16. A method according to any one of the preceding claims,
characterized inthat a separate queue is formed for each subscriber
that is currently being served. :

10 " 17. A method according to any one of the preceding claims,
characterized in that a separate queue is formed for each connection
of each subscriber that is currently being served.
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at“1east one subscriber-specitic criterion, such as PpHasc-6

subscri ber identity; - connection identity, such a@ e y
TLLI; : - transport | ayer process, such as TCP proce g f(‘f
- network address, such as |IP address; form ng a separate
ueue for each sinultaneous connection of a | ' that—has nore
'?han one si nul taneous connection; and - REPH?P‘ i‘T SHEE’@ a

predefi ned nunber of packets fromthe queues at] qne go. I5

2. A nethod according toclaiml, char act e r]b§EF9 9in t hat at
| east one criterion is a subscriber-specific cqigerion and‘thaj pt |east

t wo queues are forned for a subscriber that fras—more—thar-bng

si mul t aneous connection, the queues being $eparated on the bFsi s of a
service/quality-of- service-specific c3aterion. 20 3. A

met hod according toclaim 1, char acter i zed by conducti ng

a packet arriving at th q the basjs,of at, | east one
servi ce/ qual i t,y- of - ser v?cgeggé’%?%‘?% g???e?ﬁ%n?rgﬁ%ﬂt aghvention, there.

qual ity of ser¥i BEOV&HS} 8f the subscriber receiving the packet; or
- t of the TCP t t i i H [ i . 5
ot 1o et S R 5 PR BOR, SRR ZE

4. A nethod according to any one of C
i zedin thteriRe dhber of packets sent from each queue per time unit

i s defined on the basfeamipl atdeasttwoRueues at Aaddelds eivé paciet inetwbrk;
D quality & servico SduEing BINEEPRECE thelibds G PRIGHR ondhn desiscat
atleast one subscriber-specific criterion, such as
- subscriber identity;
- connection identity, such as TLLI;
- transport layer process, such as TCP process;
10 - network address, such as IP address;
forming a separate queue for each simultaneous connection of a
subscriber that has more than one simultanecus connection; and '
transmitting a predefined number of packets from the queues at one

=]

go.



39 ) in the queue concerned; and

rate of the service previously offered to the gueue concerned.

5. A method acc , cChar ac rA(EM ] hat from
gueues with the?mgljguﬂ"iﬂmmmof servi ce, pa:&%"’:&%@@@cﬁ@@qui ckly as
possi bl e. 35 6 A met hdd accor di ng to glhim4 or 5, clhhjar act e
rri zedin that the rate of the serwvige pr evi1dvj§5{j"189?ered to the
gueue is defined as a noving .

REPLACEMENT SHeFAms [err] average of thejtinme that the pagkets are in
t he queue, and that the nunber of gueues W ice/quality
of service. 1. A mmethad naft tonting acketsnin agpaoket oebvark, cllhhamsd-t o

6, c har acté”?)?tdoﬁwr 1zedinthat at |least fromthe queues with the

sanme service/ qua

. Sservice, packets are sent so that, ov
peri od of time each qd@ﬂ@lng§t least two Queues at a node of the packet netwo
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Ey a long
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conducting a packet arriving at the node to a queue on the basis of
at least one subscriber-specific criterion, such as '
- subscriber identity; |
- connection identity, such as TLLI,
- transport layer process, such as TCP process,
- network address, such as |P address;

forming a separate queue for each simultaneous connection of a
subscriber that has more than one simultaneous connecfion; and

transmitting a predefined number of packets from the queues at one
go.

2. A method according fo claim 1, characterized in that at
least one criterion is a subscriber-specific criterion and that at least two
queues are formed for a subseriber that has more than one simultaneous
connection, the queues being separated on the basis of a service/quality-of-
service-specific criterion.

3. A method according to claim 1, characterized by
conducting a packet arriving at the node to a queue on the basis of at least
one service/quality-of-service-specific criterion, such as

- quality of service (QoS) of the subscriber receiving the packet; or

- port of the TCP protocol of the application or application class.

4. A method according to any one of claims 1 to 3, charac-
terized inthat the number of packets sent from each queue per time unit
is defined on the basis of one or more of the following criteria:

- quality of service of the subscriber receiving the packet;

- quality of service of the application associated with the connection;

- amount of data in the queue concerned; and

- rate of the service previously offered to the queue concerned.

5. A method according toclaim4,characterized in that from
queues with the highest quality of service, packets are sent as quickly as
possible. |

6. A method accordingto claim4 or5,characterized inthat
the rate of the service previously offered to the queue is defined as a moving



gt'ven an equal amount of’ transm ssion tine. 8. A nethod

according to any one of clains 1 to 6, ¢ h ar are edin
that at |east fromthe queues with the sane serv REPM Eﬂ(ﬁﬁﬁﬁfservi ce,

packets are sent so that over a long period of tinmg an equal nunpe} of

any one of tne or S IMIAINMERERION » = - alc|? EOSEFPRRC P Ohat
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12. A nethod accordin of the, preceding clains, aract
er i z e dinSveRan gq‘l‘éi ‘i‘&’?ﬁgﬁrﬂ’ﬁ*ﬁ&&'qpm P8e net hod t hat t he t i me
interval between two c8ndemethad apaokipigstalaey onzt obxizined,1 toB, evha iaca
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9. A method according to any one of the preceding claims,char-
acterized in that when packets are sent from a queue, it is checked
whether the number of packets remaining in the queue is smaller that the

16 predefined threshold value, and if so, these packets areeent as well.

10. A method according to any one of claims 1o 9, charac-
terized in that the quality of service of the subscriber and/or application is
signalled to the nodes located along the connection by providing each packet
with an identity indicating the service/quality of service.

20 11. A method according to any one of claims 1 to 9, charac-
terized in that the service/quality of service of the subscriber and/or
application is signalled to the nodes located along the connection by a
separate message indicating a change in the service/quality of service.

12. A method according to any one of the preceding claims,

25 characterized in that it is also monitored in the method that the time
interval between two consecutive packefs does not exceed, not even in a
single queue, a threshold value of a delay that would make the application set
down the connection,

13. A method according to any one of the preceding claims,

30 charactarized in that the packet network is a GPRS network and the
routers are SGSN and/or GGSN nodes of the network.

14. A method according to any one of the preceding claims,
characterized in that a queue is formed at a base transceiver station
(BTS) and/or base station controller (BSC) of a mobile system.
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(57) Abstract

General Packet Radio Service GPRS is a new service designed for
digital mobile systems. Because of bottienecks, such as an air interface
(Um). queues may be formed in routers (SGSN, GGSN, 13, BTS,
BSC). Long transmissions of data may slow the operation of interactive
applications so that it is no longer sensible to use the applications. In
the routers (SGSN, GGSN, 13, BTS, BSC) of the invention, separate
queucs arc formed for each service, quality of service, connection,
subscriber andfor application/application class. The quality of service
can be indicated by providing each packet with an identity indicating the
quality, or a change in the quality can be signalled as separate messages.
In a preferred embodiment of the invention, the amount of data sent from
& queue at onc go is controlled primarily on the basis of the quality of
service of the subscriber. When packets are sent from a queue, it is
monitored whether only a small number of packets remains in the queue,
and if so, these packets are sent as well.




