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[0002] The present disclosure relates generally to security in data processing systers,
and more particularly, efficient transmission of cryptographic information in secure real

time protocol.
BACKGROUND

[0003] Real Time Protocol (RTP) 1s an Internet protocol standard for real time
transmission of multimedia data. Today, RTP supports numerous multimedia
applications including, by way of example, multicast and unicast network services.
Multicast network services are usually associated with a multimedia transmission from
a content provider to any number of distributed subscribers. Unicast network services
are usually associated with a multimedia transmission from a content provider to a
single subscriber. In either case, the subscriber can view the multimedia data in real
time, or download the data for later viewing.

[0004] As the demand for multimedia applications continues to grow, the need for
secured transport of multimedia content becomes more apparent. A new standard,
called Secure Real Time Protocol (SRTP), has recently emerged in the
telecommunications industry to address this need. SRTP can provide confidentiality,
message authentication, and data integrity for RTP traffic. SRTP can also protect

against active attacks such as replay attack and the like.

[0005] In SRPT, traffic is transported in packets. Namely, data to be transmitted is
broken into packets. Each packet includes a header and payload. Using a same session

key, the payload is encrypted at the transmitting end and decrypted at the receiving end.



broken into packets. Each packet includes a header and payl oad. Using a sane
session key, the payload is encrypted at the transmtting end and decrypted
at the receiving end. 2 The session keys is a short termkey that is
changed periodically, typically nultiple times during a single nultinedia
broadcast. A master key is used to derive fthe session Kkey in a
cryptographically secure way. Mre particularly, a short termrandom nunber
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SUMMARY
[0608] In a first aspect, the present invention broadly consists in a method of
transmitting Master Key ldentifier (MKI) information using secure real time protocol,
comprising: dividing MKI information into a plurality of portions, attaching a portion
of the MKI information to a data packet; and transmitting the data packet with the
attached portion of the MKI information.
[0008a} In a second aspect, the present invention broadly consists in a method of
communications using secure real time protocol, comprising: deriving a session key
from a bit-stream; encrypting data with the session key; dividing information into a
plurality of portions; and transmitting a portion of the information attached to a data
packet having the encrypted data, the information including the bit-stream.
[0609] In a third aspect, the present invention broadly consists in a method of receiving
Master Key Identifier (MKI) information using secure real time protocol, comprising:
recelving a plurality of data packets, each being attached to a different portion of the
MKI information, and recovering the MK! information from the received portions of
the MKI information.
[0009a] In a fourth aspect, the present invention broadly consists in a method of

receiving Master Key Identifier (MKI) information using secure real time protocol,



Master Key ldentifier (MKI) information using secure real tinme protocol,
conprising: receiving a plurality of data packets, each being attached to a
different portion of the MI information, and recovering the MI
information fromthe received portions of the MKI information. [0009a] In a
fourth aspect, the present invention broadhy consists in a method of
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of the information attached ? dat a e encrypte ta, the
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secure real time protocol capability, comprising: an encryption module having a key
derivation function configured to derive a session key from a bit-stream, and an
encryption function configured to encrypt data with the session key, the encryption
module being further configured to divide information into a plurality of portions; and a
transmitter configured to transmit a portion of the information attached to a data packet
having the encrypted data, the information including the bit-stream.

[0009¢] In an eighth aspect, the present invention broadly consists in an apparatus with
secure real time protocol capability, comprising: a receiver configured to receive a
plurality of data packets, each data packet having an attached portion of MKI
information; and a decryption module configured to recover the MKI information from
the received portions of the MKI information.

[6009f] In a ninth aspect, the present invention broadly consists in an apparatus with
secure real time protocol capability, comprising: a receiver configured to receive a
plurality of data packets, each data packet having an attached portion of information,
the information including a bit-stream; and a decryption module configured to recover
the bit-stream from the received portions of the information, the decryption module

comprising a key derivation function configured to derive a session key from the bit-
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[0011b] In a thirteenth aspect, the present invention broadly consists in computer
readable media embodying a program of instructions executable by a processor to
perform a method of transmitting Master Key Identifier (MKI) information using
secure real time protocol, the method comprising: dividing MKI information into a
plurality of portions; attaching a portion of the MKI information to a data packet; and
transmitting the data packet with the attached portion of the MKI information.

[0011c] In a fourteenth aspect, the present invention broadly consists in computer
readable media embodying a program of instructions executable by a processor to
perform a method of communications using secure real time protocol, the method
comprising: deriving a session key from a bit-stream; encrypting data with the session
key: dividing infornmation into a plurality of portions; and transmitting a portion of
information attached to a data packet having the encrypted data, the information
including the bit-stream.

[0011d] In a fifteenth aspect, the present invention broadly consists in computer
readable media embodying a program of instructions executable by a processor to
perform a method of receiving Master Key Identifier (MKI) information using secure

real time protocol, comprising: receiving a plurality of data packets, each data packet



plurality of portions; attaching a portion of the MKI information to a data
packet; and transmtting the data packet with the attached portion of the
MKI information. [0011le] In a fourteenth aspect, the present invention
broadly consists in conputer readable nedia enbodying a program of
instructions executable by a processor to,.performa nethod of

communi cations using secure real tinme protocol, the nethod conprising:
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derived fromthe bit-stream WD 2005/091549 PCT/ US2005/008858 3 [0012] It

i s understood that other enbodi nents of the present invention will becone
readily apparent to those skilled in the art fromthe follow ng detail ed
description, wherein various enbodi nents of the invention are shown and
described by way of illustration. As will be realized, the invention is
capabl e of other and different enbodinents and its several details are
capabl e of nodification in various other



respects, all w thout departing fromthe spirit and scope of the present
i nvention. Accordingly, the drawings and detailed description are to be
regarded as illustrative in nature and not as restrictive. BRIEF

DESCRI PTI ONOGBOTIRAWNGS [0013] FIG 1 is a functional bl SE/Efi28048RS8
illustrating an exanple of a transmtting and receiving termnal in a
communi cations system [0014] FIG 2 is a nore detailed functional bl ock

diagramillustrating an exanple of a transmtting and receiving termnal in
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pur pose of provi nder st andi ng of the present 1 nvention.
However, it nwitlrk alienotappasiristivet o t hose skilled in the art that the present
invention may be practiced without these specific details. In sone

i nstances, well known structBRE:F BRESCRIPTION@RBRAMINGShown in bl ock di agram
formin order to avoid obscuring the concepts of the present invention.

[ 0020] FI G [D013 aFfGuricisiaofuattidmablocld dmgraamiliusiratater @ ¢xamnpds o £x dnapdmaittifg a
transmtting and, receivi ng. termnal, in a communications system The
transmitti ngrEREC ERRIVRHG W SOBIESFSISBIREUS2005/ 008858 4 terni nal s

102, 104 may a i.tabl e devi.c capabl e .of. su t] SRTP nul tisredi a
appl i cati ons[osﬁﬂl Lr}%kqj é 18 Rt eY (agtﬁ]&e gllcg?ﬂ’l%lf glﬁﬁ@%gﬁfus%% ?@I,np}‘ea%qggps,
per sonal transmitting and receiving terminal in a communications system;

[0015] FIG. 3 is a flow diagram illustrating the operation of an encryption module;

[0016] FIG. 4 is a flow diagram illustrating the operation of a decryption module;
[0017] FIG. 5 is a flow diagram illustrating a method of transmitting MKI information

using secure real time protocol; and

[0018) FIG. 6 is a flow diagram illustrating a method of receiving MKI information

using secure real time protocol.
DETAILED DESCRIPTION

[0019] The detailed description set forth below in connection with the appended
drawings 1s intended as a description of various embodiments of the present invention
and is not intended to represent the only embodiments in which the present invention
may be practiced. The detailed description includes specific details for the purpose of
providing a thorough understanding of the present invention. However, it will be
apparent to those skilled in the art that the present invention may be practiced without
these specific details. In some instances, well known structures and components are
shown in block diagram form in order to avoid obscuring the concepts of the present

invention.

[0020] FIG. 1 is a functional block diagram illustrating an example of a transmitting

and receiving terminal in a communications system. The transmitting and receiving



digital assistants (PDA), broadcast equi pnent, video conferencing equi pnent,
and the Ilike. By way of exanple, the transmtting termnal 102 is a

mul ti medi a content provider, and the receiving term nal ' scri ber
of mul ti meW02L08¥ M ¥ees entitling it to receive the mul tiP#&g[iyéiﬁocs@rqggggt from

the transmtting termnal 102. [0021] Thé transmtting termnal 102 is shown
with an encryption nodule 106 and the receiving termnal 104 is shown with
a decryption nodul e 108. The encryption nodule 106 may be used to generate

SRTP packet JernfifaiSRIP 10a6lgbeiafg kbitidse @viRpeipiplead supsurtingSRTA rhRfiichi@ader
may be attached to the SRTP packet. The SRTP header contains information

such as t he appidatians inghuling otjitecherd rvindless, telephancst egrputersc lapieps, d8weY3t i on
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applied to the SRTP packet and the SRTP header. The result of the hash
function 113rpvideiuensisthe repsiyingglermingt Hidnis iasabicohecfdBultimedia sefvieds qrtillinge
appended to .fhe end of the cket. ,The cket....al o it the SRTP header
ana MAC. oyt Brerany PG &G doh R R 2 "T1a o the
receiving t ) hal i I 1 : [ he
comuni cat i gﬁgﬁlﬂl n?ilel %nggg%gﬁgﬁ%pgﬁ Seslgévgn %@gﬁ@gé&gﬁ%ﬂ%@lelli@ﬁ%& E)h-rE

conbi nat i on redeitihgtemimal By 8aliowh wathangdceyption enodulebidBh Tife cnbsyptien modales 102,
104 may engage in wreless comunications with a network access point using
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transcei ver doh@insSiefor@stich frhtaschd piylogdiewpes, apiichcaneabad dnjer athplesc.ag@ess to
a wred network, such as the Internet, through a  gateway. [0023] The SRTP
packet, al orggcwiption fimstiaRTH) maydesehie Msopt fhe Rivioadt BUNg A SeisR kayhelbe

communi cat | sy dt 10080 LPREbNRlacA M ul o dlind RERINI e L ThOR A0S The

recei vi ng t drinal to veri e au y an

integrity ofcohtgt. SKRbBtipat keyed hbgh Surdyn he3 aekitevedligy toafhp| SR TRpiche: HRTP
header and t he encrypted paﬁll oad to the sane keyed hash function 116 used
in the transhe tSRAY haader nalhe gosultTgé the hash function 113 produces a message

authentication code (MAC) which may be appended to the end of the packet. The
packet, along with the SRTP header and MAC, may then be transmitted over a
communications link 114 to the receiving terminal 104 using an appropriate transmitter
115.

[0022] The communications link 114 may be any suitable wired or wireless link, or
combination of the two. By way of example, one or both of the terminals 102, 104 may
engage in wireless communications with a network access point using Code Division
Multiple Access (CDMA) technblogy. CDMA is a modulation and multiple access
scheme based on spread-spectrum communications and is well known in the art. The
network access point may be a base station transceiver that serves a particular
geographic area and provides access to a wired network, such as the Internet, through a

gateway.

[0023] The SRTP packet, along with the SRTP header and MAC, is directed through
the communications link 114 to a receiver 117 in the receiving terminal 104. The
receiving terminal 104 may use the MAC to verify the authenticity and integrity of the
SRTP packet. This may be achieved by applying the SRTP header and the encrypted
payload to the same keyed hash function 116 used in the transmitting terminal 102. The



WD 20051091549 PCT/ US2005/ 008858 5 resulting MAC produced by the keyed hash
function 116 may then be conpared to the transmtted MAC via a conparator
118. The decryption function 120 nay be used to recover the payload if the
MAC producwd 2oys/dhokeyed hash function 116 agrees with PCHAIRIEALHHSEt ed
one. [0024] The encryption and decryptions nodul es 106, 108 may be

i npl enented as stand-al one conponents, or distributed across one or nore
conponents within their respective termnals. The encryption and decryption
nodul es 106, Itg,ngﬁ ; R or any
conbi nati on t%g{rﬁlgr@)é\(ggrro%%a purg%g ggﬁm}? exp an%t?ifr%ar hge g%@?%%\?:&gtr}\leand
decryption nmdihitted MAC dR& candplarae 11@esTitel dmriyprtmnlfmmtmndmtm&r be used to
functionality. The manner ich they re i depend.on the
particul ar éﬁ%ﬂ"ﬁ"c@@rﬁ@ﬁlo%éﬁl tﬂﬁ‘ﬁﬁ@ﬁre@% gt@%ﬂ?ﬂ@@ﬂ%‘@%&%& b RereeyyEhal |
system Tho%ﬁeﬁiﬁ{slﬂlﬁé}hé the art will recognize the interchangeability of
har dware, firmiare, sof tware configurations under these circunstances,
and how beS{boé 'ﬂ&! er@rgmhhemdemtﬁedmt)mer 10612108 YodyObe eﬁgﬂaneﬁreale@ul ar
application.” [0025] In two-way nulticast communi cations, such as

vi deoconf er etrmidrjone ¢einont cordsirigicdetaoss ercor pare yompemmtﬂ wethinsthsel | as

recei ves. Each ter m naI ul therefore e UI re both q i on %nd
decryption fEWGP v ﬁe ﬂlﬂ eE%WPb‘H’san §8% B ?chpg’oﬁg
encryption apddectypld Hﬁd&?ﬁ&‘é“&iﬁﬁw@ﬁy sDBwWSRPaf ahe c6ﬁ1'EHﬂH§ﬂtt§ereof‘ nF&Qﬁet ed

into a single conponent, di stributed across nmultiple components in their
respective tmrpdisealos. exp}mnatimﬁ db¢ anb@gtwjesnd idetiyptiont anddildsod)6,t HE will be
transmtting an rece|V| term 104 wi)l escribhed, with an
encryption S CL& I@ée‘ﬁ’cs e”@?ﬂ? lt%e%é?) @a‘f"ﬁ‘ﬁ% i HR ITEL?I%WEFd

decryption rwrﬁuh@ ﬂ:@%natthe eaaﬁlcma? gﬁ&ﬁon 2hRase d%!ﬁ?ﬁ b%ﬁs&a!ﬁxt& h&padell M

readily recogni z owto end t concepts desc t hr oughout t
di scl osure tavetalosywgm.cohesi galiédoms th @E26]1]1 Fe@gnizei ﬁleammndmngﬂbdltyemf

functi onal kd| amlllustratln n I fransmtting,and
PO A o AR Ry S TR A T L AR
secured nult egﬁ%h bgaldiBbe AeRSRAs epe&h%aerc%ﬁr plicaliy, known by both

t he encryptlon an ecryption nodul es 1 108." The ro key is initially
set up as a [p025]) In two-way multicast commumcatlons, such as videoconferencing,

teleconferencing, etc., each party transmits as well as receives, Each terminal would
therefore require both an encryption and decryption module in these applications. In
these applications, the encryption and decryption modules may be separate components,
integrated into a single component, or distributed across multiple components in their
respective terminals. In the detailed description to follow, the transmitting and
receiving terminals 102, 104 will be described with an encryption module 106 at one
end of the communications link 114 and a decryption module 108 at the other end.
Those skilled in the art will readily recognize how to extend the concepts described
throughout this disclosure to two-way communications.

[0026] FIG. 2 is a more detailed fimctional block diagram illustrating an example of a
transmitting and receiving terminal in a communications system. The ability to engage
in secured multimedia communications depends on a shared root key known by both the
encryption and decryption modules 106, 108. The root key is initially set up as a
configuration function. That is, the configuration manager or the network manager is
responsible for distributing the root key to be loaded into memory on the various
transmitting and receiving terminals 102, 104. This can be done manually or by using

some form of secure key distribution scheme.



configuration function. That is, the configuration manager or the network
manager is responsible for distributing the root key to be | oaded into
menory on the various transmtting and receiving termnals 102, 104. This

can be ds&gggg@%glé%‘éllor by using sonme form of secure ke*cxtliju%ms%%gggnused

schene. 9 PCT/ US2005/00888 6 [0027] The root key ray

by the transmtting termnal 102 to di st fi but e encrypted naster keys to
various receiving termnals. By way of exanple, a transmtting term nal
that is a nultinedia content provider may distribute encrypted master keys
t o subscri bdo87pf Thesrmerkeycmsy bEheseddst dre kensmitiingbengenkbl 2 ¢d distribhie

transmtting termnal 102 by a random nunber gener at 202. root key
encryption EFHETtefloﬂla%ﬁ%‘r?é{%// BeVaRPF | TGSt ng}ﬁi %Ke‘?’a%ecf of¥AmRle; @ sent

over the co %&hﬁ@ﬁ% MSiinal 1t id BAmbRintdde, E&ESit }ﬁjrﬁﬁd&efnﬁil nadtriti@é -en&??’_ted

receiving termnal 104 can use its root key w'th a decryption function 206

to recover trastargsyeto kehscrib@928jits TaeiceastEre kestemigy by lsegeneatdsoinhthiehe
transmtting and.receivin m nal 102, 104 to derive a session key for
secured encr F@&l%mmagébf éﬁ?. raﬂ‘iﬁ? P%@Pre&‘?ﬂmg%fni@t grroﬁégeyl ?P“WR—{'IO%
transmtti ng‘uﬁﬁﬁﬁ‘?@@%ﬁ?&é %ﬁlié@t‘%ﬂhé RaGENESAefor8 itk berk LY &AM coHfinRStiordsOr

exanpl e, a random nu Ichis often referred to in the art as a
SK- RAND. A likyl ldepitheateceimingueroting i 021 Chasesivimgptebininak 1 04can wadtstrhet kegst er

key as inputs, to generat th ssion key. The key derivation function 210
is a one- mwlgﬁ%ﬂ%ﬁmt&‘fﬁ%‘i}@ﬁ%gg?%recﬂ%llﬁh%ﬁ?‘%‘?ri % or the like, The session
key gener at the ke erivatjon functi 210 then be.used to
encrypt t heelﬂgéﬁﬁoaﬁhq Waéerﬁlﬁqﬁg?y h% E%erdi%gg@tﬁ ﬂlegtf aé’ﬁ?@?i}{aé‘{‘ i“f"e%lﬁxf?mf?&oz 9]
The bit-strean MW tRIGR e ke tbrisBoRePERERREd BANRIAINBIENsZ 14 bits®damO

generate the header. By way of exanple, the processing elenent 211 may be
used to gergsneri2Ad or Hettiosmitingbierhingleneebe Psedith genatefa tal-girestn, sieh BRTP

header. | ncluded i the,.informtion.i.s the hit-stream expl ai i, N
greater det aii%f e’@f‘&?ﬂq’f’ drrandqpn ’ Wﬁ%&d%?ﬁerﬁe@%d&n‘) ' ﬁ}eﬁﬁwﬁaﬁéﬁﬁt Ached
to the SRTP 1R3GHAVati ANUnGRMN218GkESHe bliStres AHE HeGRkdt@N&ylak Mpulshd gefdrafche

receiving end, the bit-streammay be recovered from MI field of the SRTP
header and ithpatssisntieyt hheneyt éariviiegn fumctiork @30 thed ouetWagrencyptien,iswoh 244. The

key derivati 18 %Pn'?:ﬁgxll o th% ]Iiie.p(ﬁnfe (s)ésgl%ntkgyg ggn%rlreﬁef Q}(I: ¢ queiy%%riila po%tijur?cntion 210
may then be used to encrypt the payload in a manner described in greater detail above.
[0029] The bit-stream may also be provided to a processing element 211 used to
generate the header. By way of example, the processing element 211 may be used to
generate information to be inserted in the MKI field of the SRTP header. Included in
the information is the bit-stream. As explained in greater detail earlier, the SRTP
header, along with the MAC, are attached to the SRTP packet, and sent across the
communications link 114. At the receiving end, the bit-stream may be recovered from
MKT field of the SRTP header and input with the master key to a key derivation
function 214. The key derivation function 214 performs the same encryption function
as the transmitting terminal 102. The result of the key derivation function 214 produces

a session key that may be used by the decryption function 120 to recover the payload.

[0030] The processing element 211 may reduce the overhead associated with the
SRTP header by sending the information in the MKI field in multiple packets. For
example, the processing element 211 may be used to determine the number of packets
(N) required to send the information by dividing the total bit length (L;) of the
information that needs to be sent by the minimum bit length (Lyy;) of the MKI field
allowed by the protocol. If the information that needs to be sent in the MKI field to the



as the transmtting termnal 102. The result of the key derivation function
214 produces a session key that maybe used by the decryption function 120
to recover the payload. [0030] The processing elenent 211 may reduce the
over head a¥$b¥PAtE&with the SRTP header by sending the]FHWB¥WE¥98ﬁ$|n t he
MKI field in nultiple packets. For exanplie, the processing elenment 211 may
be used to determ ne the nunber of packets (N) required to send the
information by dividing the total bit length (Li) of the information that
needs to be 1%@{1{7m?3fe £a1MoRi oML RE ¢ legpat fe. (LKD), 2 thbeniMtlunt bﬁh%l}%aabfowed
by the protoco e information that needs to be sent in the field

to the WD ZO%IMDIQILﬁdQ 1PEHIt,)520 054608 €SS the crae@:m S)Rli@ thenhnga packss ey Pet-bi t s

in length, i nd .t he mnl m_bi. t. fi.el d bits,
e i it S0 B et  Medpemayind R Pt iy Ao lkea 1o
send the infgry ’é’ﬁ«%thof‘e Lo, L‘% 'E}f‘e‘ﬁechi-@erlﬁcﬁ&é’ ﬁia?%'tﬂll&%seﬂf bhithi@e iiRfoRhaedd @111 1 S
20-bits in len e, then three packets may still be used, but

t he i nf or mat heed twbb paddwée‘dth%bimebc%femd@mg\ﬁphhummm theeapatkets Ahﬁmgﬁ@‘hlthe up

hroe. (3 pagksTstPn gt 50 St beuerny e Thogs CDRarRF APLoRE B Bl AR E S
headers may pg pafddeds thd V&] SRTY h@é’c?cfktma}'} B@pada%@rmﬂmehﬁ ﬂ%d%fannaasn indme N

i nformation portions, ere N equal s L; divided by Lnki rounded up to the
near est i nt egeiinto Faatfoinmdtionmttians, whcnellémqu@s Lndimideddbyi bt meunikdid upitelthe of

the SRTP header for on ckets. and.transmtte ' t e ted
payl oad and RpEest é%t%%se@ar?g @E‘W’ﬂﬁ?rba? Hsls “ilsr‘?a ‘ii‘ﬁtt mtﬁ%@c&m’?%{ﬁp
termnal 104 ] oAt & 0 aithlPd, arandlfraray be
used to reco%%lglgﬁ;r ()Ifl%noft)t??i ta?%ﬁé ?Hrlcpomm:lsﬁ% MKI fiel denél?,pt he caonsecuti ve
packets. |f tdressithd commtinioatidng linkid 14 dkhe fécelvihg terminakel f t he packets is

padded, the padded segnment is not used by the assenbler 215 to recover the
i nformation {403 t ¢ twrecfswelgdtenﬁmtahboéﬁ\l ap setestbier 214 mey hatusedtoyrecpyertthe

recovered |nf rrratlo ded s nf or nat i .on
be_di Scar ded Byt Joel b R oek P RGRERITBakel ah e infoBpRidnRe, o
recover ed, tmﬁ&m%f @ﬁénoﬁr&h{e Bgcldefsolwlﬁa@%dt @hd fiﬁicﬂéﬁyse%ﬂéﬁwi@tﬂo@'hsédlB?tthé)n 214
to generate the session key to decrypt t he payl oad 3is a flow

di agram i | | ustsemblen@16hte ogsevent theninddrmmbior reary pthe A Kdofeldeof the N packets.
Alternatively, if the recovered information is padded, the padded segment of the
information may be discarded by the assembler 215. In any event, once the information
is recovered, the bit-stream may be provided to the key derivation function 214 to

generate the session key to decrypt the payload.

[0032] FIG. 3 is a flow diagram illustrating the operation of an encryption module. In
step 302, the encryption module may generate a bit-stream. The bit-stream may be used
to derive a session key in step 304, and the session key may be used to encrypt data in
step 306. In step 308, the bit-stream may be included as part of the information that is
transmitted in the MKT field of the SRTP header. Alternatively, the bit-stream may be
included as part of any information that is transmitted in the SRTP header. In the latter
case, padding may be added to the MKI field in step 308, if the length of the MKI
information is not evenly dividable by the minimum length of the MKI field allowed by
the protocol. In any event, a portion of the information may be attached to a data packet
having the encrypted data in step 310. Padding may be added in step 310 if the length
of the MKI information portion is less than the minimum length of the MKI field
allowed by the protocol. The data packet with the attached portion of the information
may be transmitted in step 312. Returning to step 310, once the portion of the
information is attached to the data packet, addition data may be encrypted in step 306 in



step 302, the encryption nodule may generate a bit-stream The bit-stream
may be used to derive a session key in step 304, and the session key may be
used to encrypt data in step 306. In step 308, the bit-stream may be
included ag part of the information that is transmitted in the MKT field
the SRTP h@gggwywﬂfférnatively, the bit-stream may be inBYUHEPOYL8BHrt of
any information that is transmtted in th® SRTP header. In the latter case,
paddi ng may be added to the MKI field in step 308, if the length of the M
information is not evenly dividable by the mninmmlength of the MKI field

al'l oned by  £RB.RAG BF The ndxD dBRYpBYQNHansBisHOA! H9B0RE apfiRatiBh: KHEbit-SheARY De
attached to a data packet having the encrypted data 1 n step 310, Padding

may be addedmap bstthe oglyonformetien frethgt FRTRDheadgethebs dinidse radi teanspited oter i s

| ess than theu?tirlli mlc%&%th of the MKI field allowed by the protocol. The
data packet WU'H"¢$%E2B¥TEEhed portion of the information may be transmitted
in step 312. r R . . . i 1 tkon is
attachod to I8 haf I HabR R0 ikt NGRS EBEUEN oPs dbdfpidlBiTR 1E", |
WO 2005/ 09154@p BOY/mifapIe 9afaR8lds 418 rpdctyedr &t patiof of thelirfonautiordigtagtagled ket

transm ssion. In sone applications, the bit-stream nmay be the onl
i nfor mati on E#htdeee ISRIE. AR aEainphebevs, Hievn@eaatargney 8a fam tﬂif‘dl\’ggeaeld of

mul tiple datg p t 033 I i I b I illu i t
operation of aléa gggrﬁy%?afi(%rg %Déa{: eoglefﬁjdré?lgﬁfu@%’, ijkrr'%;jjlg t}?ein éer' da gér%%%‘)%@f stngr e
received. A pEbinia8ion efiayt dv@sisniQslraifithnbit-sirédnt.atn ety tent,ee hitdadedmpagkse . As
expl ai ned above, the information nmay be fromthe MKl field of the SRTP
header, or arsFoBrPEPY FoveRIbdAS dhe tHeELPP Peetiogs ritagied dp e deta ppckathin step

i nformation nsi,st el f .: | t I h
bit-stream ng§¥b§% plpgéoélvog{r?%e n%%/r% tslélgg% C?%%Poﬁﬁlg%ﬂﬁ%d}@%%gg‘g% ]?eie‘(i)l gd%ﬁdt ached
to the data packated kégnhe R netQhed kfhed rgwaktignthefinfon@atiff, OIfak iiefrmiticc hed
to one of the data packets has been {)added, t he padded segnent is not used
when recover Page tdseverpd.oisnbtddsd. thon theepadded rseampinof thyh deformatinre meay, be s
padded, then .t he.padde - 40f 1 i nf t] . disc d. In
Crep 406, bi ¢ SerRan ey B asuteat By PSHNE L0l R ey

408, the sesgp@nhkeysitmYeRaybetscdo degipphe deindat dat patlfess. dat a packets.
10034] FIG 5 is a flowdiagramillustrating a nmethod of transmtting MK
information [0034] FIG. 5 is a flow diagram illustrating a method of transmitting MK information

of

using secure real time protocol. In step 502, the MKI information is divided into a
plurality of portions. A portion of the MKI information is attached to a data packet in
step 504, and the data packet, with the attached portion of the MXKI information, is
transmitted in step 506.

[0035] FIG. 6 is a flow diagram illustrating a method of receiving MKI information
using secure real time protocol. In step 602, a plurality of data packets are received,
with a different portion of the MKI information attached to each. In step 604, the MKI

information is recovered from the received portions of the MKI information.

[0036] For example, assume that the MKT information is divided into smaller portions
or chunks and transmitted in N packets. The MKI information may be recovered by
gathering N consecutive MKIs and reassembling them into the information. Therefore,
the MKI information can be processed in the same manner as it would have been if the
information had been transmitted with every Nth packet. Also, it should be noted that
the information may vary over time, but would remain the same for many data packets

in a Tow.



using secure real tinme protocol. In step 502, the MKI information is divided
into a plurality of portions. A portion of the MKI information is attached
to a data packet in step 504, and the data packet, with the attached
portion of the MKI information, is transmtted in step AQ3msksd 1 G 6
is a flowwWparsamis*P | ustrating a method of receiving MI §924‘Uc§r&mat :é%sn usi ng

secure real tine protocol. In step 602, a plurality of data packets are
received, wth a different portion of the MKI information attached to each.
In step 604, the MKI information is recovered fromthe received portions of

the MKI infdoodali dy diﬁfﬂﬁ%ﬁlﬂdﬁmnsmktanptt}m infrsmaen tohzt senhi M&‘\Iovmﬂew o kon i s

divided into_snall er ort| hunks nd transmtt ke s. The
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reassenbl i ngv&%awe@t@mﬁ &%niﬂ&mllmah@yg theT&@f@E@bﬁsendin@ahM@Kﬂ nformation can

be processed in"the sane manner "as it would have been if the information

had been trqoeyg)t taehoukt hhe iRy di\zltg‘ﬂanﬁbaa&s@hbe Ahes @petatiors hguhe daerypebedintl hat

the information may vary over tine, but would remain the same for nany data
packets i n dgciyplign mpﬂtﬁcﬁo@/wnsemabmpmsew@@%gma@r{smw pefomiediigi ng

and transmtti t he infornmati th rh n

plurality ofP a‘ﬁ?@g]t %gcur{eﬁl@y @%?@C}%g&n ge Oﬁ% %f;tﬁéégPeeraés?%n%t ﬁﬁi c?%rgn%tdh ]‘Backet
rather than gog¥einbidakdied, ceﬁmhsst@sgma}t b6 &tittyd, r @ udaaonkh gtepy fafemdadfed
sending the MKI. [0038] Al't hough 't he Tl ow di agrans descri be the operation of

t he encrypt idsporaiirg ondbe pyrpcilenanphidati casind shesovserdldesigngongiraisess, some of the
operations can be perfornmed in paraIIeI or. concurrently. In addition, the
order of thd0®3fdr eoﬁaan@wl paratiza rlpgisgeblocksn medias, SHBYEH rrigvRants, caadfadi n

steps may be mo;[xet s des%ﬁb%fiﬁ{n%r%%@élo Sthg%}{ibggl %%eglsglggéﬁ[e Eé‘gélggm%a pthe

particul ar appiPrcati on - an oVer al e5|gn constrarn

various il Usdpleaddnied dre@ifoahedivih &Sgenaﬁaﬁpnhrg&e PrbEedstrs sdlgedae@igﬂﬁls})ro@awror
conmponents described in connection with the enbodi ments disclosed herein may

be i npl emedPS8E).ofn 9@%@%@%&%%@@@%rcapulblﬁAﬁ&)e apfield eyegiemmebly grteal
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conponent , dii&gdtethardgake cOmpéieARs ios tak doﬁﬂinﬁanon thereof designed to perform the
functions described herein. A general-purpose processor may be a microprocessor, but
in the alternative, the processor may be any conventional processor, controller,
microcontroller, or state machine. A processor may also be implemented as a
combination of computing components, e.g., a combination of a DSP and a
microprocessor, a plurality of MICroprocessors, one Or more MmiCroprocessors in

conjunction with a DSP core, or any other such configuration.

[0040] The methods or algorithms described in connection with the embodiments
disclosed herein may be embodied directly in hardware, in a software module executed
by a processor, or in a combination of the two. A software module may reside in RAM
" memory, flash memory, ROM memory, EPROM memory, EEPROM memory,
registers, hard disk, a removable disk, a CD-ROM, or any other form of storage medium
known in the art. A storage medium may be coupled to the processor such that the
processor can read information from, and write information to, the storage medium. In

the alternative, the storage medium may be integral to the processor.

[0041] The previous description of the disclosed embodiments is provided to enable
any person skilled in the art to make or use the present invention. Various modifications
to these embodiments will be readily apparent to those skilled in the art, and the generic
principles defined herein may be applied to other embodiments without departing from



di screte hardware conponents, or any conbination thereof designed to perform
the functions described herein. A general -purpose processor nmay be a

m croprocessor, but in the alternative, the processor nay be any
convent i on®O POHEY&Yor, controller, nmicrocontroller, or BeHVRAUEINe. A
processor may al so be inplenented as a 16onbi nati on of conputing conponents,
e.g., a conbination of a DSP and a m croprocessor, a plurality of

m Croprocessors, one or nbre mcroprocessors in conjunction with a DSP
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storage nedium_ known in_the art. A storage nmedium may be coupled to the
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make or use the present invention. Various nodifications to these
enbodi nment s erdopipagsed rivatlicl ¢laigispaMiaieoven dibise dsolosedderain tihantgrded tonbe t he

wthout doprerdie P BRP IR0 STt R RERS6EEr 68 a0 ea ot BRI . or
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limted to the enbodi ments shown herein, but is to be accorded the full
scope consi si8riparagiinby unlses b glement \wisspiessly resfted esiegthepbzase Ememenfor’] or, t he

singular is.not intended to.nea “one.and .only.one" unless spegifically so
stated, but mrtgfz%sre Q?Sr%e ‘%do%f“e&*ﬁ eﬁl?e”éfsrrﬁfil?%r‘%}ngqgﬁﬁﬂtﬁ%é%pofﬁﬁl equi val ent s
to the ele h rous enbodi ments described throughout this
disclosuren3¥§§T§$g£ﬁ§g$ﬁlgT | ater cone to be known to those of ordinary
skill in the art are expressly incorporated herein by reference and are
intended to be enconpassed by the clainms. Mreover, nothing disclosed

herein is intended to be dedicated to the public regardl ess of whether such
di sclosure is explicitly recited in the



claims. No claimelenment is to be construed under the provisions of 35

U S C 112, sixth paragraph, unless the elenent is expressly recited using
the phrase "means for" or, in the case ofjja nethod claim the elenent is
recited using the phrase "step for,”™ WHAT IS CLAIMED IS: Il CLAIMS 1. A

met hod of transmtting Master Key ldentifier (MKI) information using secure
real time protocol, conprising: dividi ngfM§mgnformation into a plurality of
portions; attaching a portion of the MKI information to a data packet; and
transmtting the data packethodi vh ttahemiting diesterpéey ildentdtert (MK NKinformation
information. 2. The qegqod of claim]| further conprising padding the portion
of the MK iH¥8$ﬁ%¥F6haéP?hBHﬁ Oiﬁowwgsﬁéta packet. 1 The method of claim!l

further conprising paddiypgdihOeIMShfdrb@s ML @Pluralfty o prtioRs;hod of claim1
wherein the NM information includes a bit- streamused to derive a session

key. 5. The nethod of chigiomng avretiei af hhellpl nigmagamie addtageckes asdort term

d nber. 6. A d . i i on; i i
rotocol . compri s ng: . HerTOrAg i eaeers Ry i B ARt P e ypt i ng

data with the;gessien key; dividing information into a plurality of
portions; and transmtting a portion of the information attached to a data
packet having the2ehuryppthed oflelran 1 tthishdrepopraink oadding thediondon Hehdi t - st r eam

7. A et hod OBHQ%§§%¥%QQP%%%§§Ekﬁigﬁég?@§%%gS{n(NK') i nformation using

secure real t _ g a plurality of data
packets, each datajzpackete Ravididramiatit @ehedon@istigidaigMid MKIfiaformbien;

and 4. The method of claim 1 wherein the MKI information includes a bit-
stream used to derive a session key.
5. The method of claim 4 wherein the bit-stream includes a short term
random number.
6. A method of communications using secure real time protocol,
comprising:
deriving a session key from a bit-stream;
encrypting data with the session key;
dividing information into a plurality of portions; and
transmitting a portion of the information attached to a data packet having
the encrypted data, the information including the bit-stream.
7. A method of receiving Master Key Identifier (MKI) information using
secure real time protocol, comprising:
receiving a plurality of data packets, each data packet having an attached
portion of MKI information; and
recovering the MKI information from the received portions of the MKI
information.
8. The method of claim 7 wherein a segment of one of the portions of the

MKI information is not used when recovering the MKI information.



recovering the MKI information fromthe received portions of the W
information. 8. The nethod of claim7 wherein a segnent of one of the
portions of the MKI information is not qud when recovering the MK
information. 12 9. The method of claim8 frther conprising discarding a
segnent of the recovered MKI information. 10. The nmethod of claim7 wherein

t he _recovered MKI ¢ nf or e 8ok '6@1:1!&9@8 fu@hé@bbm@ﬁﬁiﬁ@@ls{é%&éapse%ﬁ{eht/@f tBe
session kev. 11. The nethod of claim 10 wherein thé bit-stream i ncl udes a

short term rapdsndhifihelorma®n. A net hod of communi cations using secure real

time protocol, copnpris{ng: receiving-a.plurality of .packets,. each data
packet havi ng an aﬂ?ach %’mb@P P%ﬁa 7Wﬁ%€P1 efg%»wpﬁgakgf@?ﬁayﬁanﬁﬁgSuding

a bit-stream,pecover uhg thhieribd § sgtibeaeyfrom the received portions of the
information; and. decrypting data fromthe data packets with a session key
derived from the hit-stheambod 3! clappal ateiinilebisewamenglodes 4 shest vt ocol
capability, cgngris an encryption nodule configured to divide MW

i nf or mati on i\t'o’ I"urality of portions and attach a portion of the M

1 5‘ niu IB)% C I,
information to a deta pack&hod eNendnbifidnms Ltias seord teglti@d pt@oddiansm t the
data packet wth the attached portion of the MKI information. 14. An
appar atus w t¥Esliee real tine protocol capability, conprising: an

encryption modul e havi ng é’ﬁv%% 1§ﬁ1{§¢|11¥ a&f‘ St éaggflgt%'ne%?l& (Id]gt?fp'a&%tt il 1%% ar(ril gféi.c}[flgd a

session key froma hi t - Stream n-encr cti‘on con
encrypt data with pdreosessif@makey. thé hgoencioy pidedingedilsechat ng furt her

configured to divide information into a plurality of portions; and a
transmtter configured feotarmadhs bitatrgson fivarthefeceved ipartionn af hsinfarpaited t o
a and
decrypting data from the data packets with a session key derived from
the bit-stream.
13.  Apparatus with secure real time protocol capability, comprising:
an encryption module configured to divide MKI information into a
plurality of portions and attach a portion of the MK information to a data packet; and
a transmitter configured to transmit the data packet with the attached
portion of the MKI information.
14.  An apparatus with secure real time protocol capability, comprising:
an encryption module having a key derivation function configured to
derive a session key from a bit-stream, and an encryption function configured to
encrypt data with the session key, the encryption module being further configured to
divide information into a plurality of portions; and
a transmitter configured to transmit a portion of the information attached to a
data packet having the encrypted data, the information including the bit-stream.
15. An apparatus with secure real time protocol capability, comprising:
a receiver configured to receive a plurality of data packets, each
data packet having an attached portion of MKI information; and

a decryption module configured to recover the MKI information from

the received portions of the MKI information.



dat a packet having the encrypted data, the information including the
bit-stream 15. An apparatus with secure real time protocol capability,
conprising: a receiver configured to receirve a plurality of data packets,
each data packet having an attached portion of MKI information; and a
decryption nodul e configured to recover the MKI information from the

received portions @f t h?&,nl\ﬁ!ﬁt)m%ﬁ']% QiR Qe reat fimelRotoH ABRATIAL USmpidifl-Secure
real tinme protocol capability, conprising: a receiver confi'gured to receive

a plurality of data packeicsiveeaghigdatddopacketa Hamiingofahtapichehetchorti on of
information, the information incl uydi a hit- stre .and a decryption.
modul 6 conf | gtreaatst PEaBeaR diider it T PBH T RE: o uRE Grhit of

the informati @rant;Rgqdecryption nodul e conprising a key derivation function

configured to derive a session key fromthe bit-streamand a decryption
function configured to ddenyptomabdulf comgunel datevpatkdtisstwamhiehéhsessi on

key. 17. An apparatus with secure real, tinge protaogcol,, comprising: neans for
di viding MK i nformnatioff PRt _pﬁrlb)lnhroglﬁibt'V@Wd[i%'?’tlﬁ%ﬂg‘?ypt@’awgdlplgrcoglﬁlél@ﬁi ng
a portion of fhey NKlivdidhatRBtdnadntituRd ddteriRag k&kion @FdroR@NBith@Eam and a
transmtting the data packet wth the attached portion of the Ml

i nformation. d&ryfhe Gppamatedigofedcioademyp? ditarftdve the datpraghatywithdhs s¢ssion
paddi ng t he Porti on of the MKI information attached to the data packet. 19.
The apparatus ®f claim 17 further conprising neans for padding the MKT

information. 20. An;appanafppsastilisReuteed] €dle frbfRoREShpaQhgcapability,
conprising: neans for receiving a plurality of data packets, each being
attached to a portion ofeakDr dnidngdtibnformanon mtanplurdity oépovieniing t he MKI
information fromthe r e%leeial\{se%r pdga{cthgl{)gnzis p(g'[ion of the MKI information to a data packet;
and
means for transmitting the data packet with the attached portion of the
MKI information.
18.  The apparatus of claim 17 further comprising means for padding the
portion of the MKI information attached to the data packet.
19, The apparatus of claim 17 further comprising means for padding the
MKI information.
20, An apparatus with secure real time protocol capability, comprising:
means for receiving a plurality of data packets, each being attached to a
portion of MKI information; and
means for recovering the MKI information from the received portions of
the MKI information.
21. The apparatus of claim 20 wherein a segment of one of the portions of
the MKIT information is not used when recovering the MKI information.
22, The apparatus of claim 20 further comprising means for discarding a
segment of the recovered MKI1 information.
23. Computer readable media embodying a program of instructions
executable by a processor to perform a method of transmitting Master Key Identifier
(MKI) information using secure real time protocol, the method comprising:
dividing MKI information into a plurality of portions;

attaching a portion of the MKI information to a data packet; and



the MKI information. 21. The apparatus of claim20 wherein a segnent of one
of the portions of the MKJ information is not used when recovering the W
information. 22. The apparatus of claim2Q,further conprising neans for

di scarding a segnment of the recovered MKI information. 23. Conputer
readabl e nedi a enbodyi ng a program of instructions executable by a

processor to perform a @RptAOEnOthd dANSILLLRIaMESLElcd BYidAoNhd firer (M)

d
informati on using secure real tinme protocol, the nethod conprising: dividing
MKl i nf ormatiloforination.a plurality of portions; attaching a portion of the M

information to a data packet: and. 14 transmt.ti the.data packet w th the
attached portion ‘-tthW%&“ﬁW%Wd?%ﬁ??dﬁ#géap&%ﬂbﬂgS GP'&@ngﬁﬁgﬁghﬁedia of
clai m 23 wher@jnthelsbepdRtRode HofthRer (heQARPLAS8SaRAMM DLt D endP@itd pRReOf the
MKT i nformation attached to the data packet. 25. The conputer readable

medi a of clai m 23 her el're eceuretrboidbeunediee! claionp? Wsersinpihd diatlgpd fuethk]

i nformati on. 26.1Qpnguﬂeryqeﬁﬁgfjﬁ nedi a enbodyi ng a program of instructions
execut abl e by XBEELREEH o ek 1k

' HM24°Pret hod of conmuni cations using secure

real time protocols theg, .'&t@P&ﬁ&@ﬂ@ﬁﬂe&hQQ}:bogﬁhg%'Wﬂgr&p&ﬁﬁ@tﬁ@ti&w froma
bit-stream encrypting data with the session key; dividing information into
a plurality ofxepdrblidnsa pandssor angaifomi agnethgbpt commohidaioy webd etruat teathed.
to a data packet having the. encrypted data, the information including the
hit-stream ?#PC?H@“€£ hFﬁpxﬁéSHéBPEgnedia of claim 26 wherein the data

packet includes an unenefypteeshisades rbAvd MGstdig;portion of the
information,. 223. the conputer readable nedia of claim27 wherein an

unencrypted header i nctnedading dMasvidr thkegssiodessyi fier (MKI) field having the
portion of the infor rractiilv%ri]ﬁg information into a plurality of portions; and
transmitting a portion of information attached to a data packet having the
encrypted data, the information including the bit-stream.
27. The computer readable media of claim 26 wherein the data packet
includes an unencrypted header having the portion of the information.
28.  The computer readable media of claim 27 wherein an unencrypted
header includes a Master Key I[dentifier (MKI) field having the portion of the
information.
29.  Computer readable media embodying a program of instructions
executable by a processor to perform a method of receiving Master Key Identifier
(MKI) information using secure real time protocol, comprising:
receiving a plurality of data packets, each data packet having an attached
portion of the MKI information; and
recovering the MKI information from the received portions of the MKI
information.
30.  The computer readable media of claim 29 wherein a segment of one of
the MKI information portions is not used when recovering the MKI information.
31.  The computer readable media of claim 29 further comprising discarding

a segment of the recovered MKI1 information.



29. Conputer readable nedia enbodying a program of instructions executable
by a processor to performa nethod of receiving Master Key ldentifier {MIl)
i nformation using secure real time protocal, conprising: receiving a
plurality of data packets, each data packé? havi ng an attached portion of
the MKI information; and recovering the MKI information fromthe received
portions of the information. 30. The conputer readabl.e media of claim
29 wherein a segzgk% ofégﬁgg%?“ﬂ@ﬂgL mfﬁﬁ@ﬁﬁ@#FdﬁoﬂS?V§EH§“$goﬂ%t used
when recoverifgclibisle MY o ipRfQESRLD @B:fodd a MTABo& OMRUIMEIuni@adaPLangBeIvRe @fal
claim29 further conprising discarding a segnent of the recovered MI

i nformati on. W\Be pgrocobowpureng eadabl e medi a enbodyi ng a program of

TSl ons execut ab ¢ b5, RSER 8 REKSLMA MR ERa A SPIYRFRYL o

usi ng secure real time pr ( _ _ _ at a
packets, each dat aypackef infauianen afe affbamted ind@fihd #Bihrchmf Or mation, the
information including a bit-stream recovering the hit-streamfromthe
recei ved portions of thegcoviroer bibareangEemype rasgivadrartionsai thiheniganatiqpacket s
with a session key deriyed from the bit:stream-herein.The conputer
Feadabl o modi a of ol af Mo NREREITgadis 7 R uavE Fasuat bof fERGdonn,
unencrypt ed hgadearsihavi ng one of the received portions of the information.
34. The conputer readabl e nedia of claim33) wherein each of the headers
includes a Master Key | demedntpuser readkable hiedin df dlaivi Ag whasioeachind thedéd ved
portions of tg‘a(.ackctls r}fxa{xdrr@ast D thencrypted header having one of the received portions of the
information.

34, The computer readable media of claim 33 wherein each of the headers
includes a Master Key Identifier (MKI) field having one of the received portions of the

information.



