1 METHOD AND SYSTEM FOR PROCESSI NG FRAUD NOTI FI CATI ONS
BACKGROUND [1] Wth the growth of online transactions, organizations
that provide online services nust protect their custoners from an
increasing threat of fraud and identity theft. A grow ng concern for
such organi zations is the practice of ‘lphishing,” which involves
tricking a user into visiting a fraudul ent website that appears to be
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Bef or e respondlng to a suspicious site, such a site nmay first be
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used to limit the scope of the claimed subject matter.

[03] A method and system for processing fraud alerts and identifying fraudulent sites allows
an organization to classify, monitor, and shut down fraudulent site such as websites in an
efficient manner. A system for combating online fraud may include computer servers that
receive reports of suspicious sites via electronic mail, and parse such reports in order to obtain
addresses corresponding to such sites. In addition, information related to these suspicious sites
may be stored in a database, and algorithms may be used to classify, monitor, and respond to a
particular suspicious phishing site. These algorithms may include statistical analysis, regular
expressions, and/or other rule-based analysis. Before responding to a suspicious site, such a
site may first be classified as legitimate or fraudulent. If the suspicious site is classified as
legitimate, it might not be necessary to take further action. On the other hand, if the suspicious

site is classified as fraudulent, the fraudulent site may then be monitored and further action,



such as sending a cease and desist letter to the owner of the IP
address corresponding to the fraudulent site or an owner of the
domain, may be taken. [4] According to one aspect, an electronic
nmessage that indicates an address of a suspicious site nay be

recei ved by a processing server. The p2ocessing server nmay determnm ne
the address of the suspicious site by parsing the el ectronic nessage,
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analyst to interact with one or more back office servers that may function in combination,

BRIEF DESCRIPTION OF THE DRAWINGS

[06] The forcgoing Summary of the claimed subject matter, as well as the following Detailed
Description of illustrative embodiments, is better understood when read in conjunction with the
accompanying drawings, which are included by way of example, and not by way of limitation,

with regard to the claimed subject matter.

[07] FIG. 1 illustrates a computing environment in which one or more aspects described

herein may be implemented.

[08] FIG. 2 illustrates a system environment in which one or more aspects described herein

may be implemented.



3 [9] FIG 3 is a flowhart illustrating a method for identifying
and classifying fraudulent sites. [10] FIG 4 illustrates a user

I nterface displaying a listing of fraudul ent websites and functions
according to one or nore aspects described herein. [11] FIG 5
illustrates a user interface displaying an export listing that allows
a user to export a listing of suspicious websites to a data file
accor di n@9f o G 3405 anfidvechas dRdatiske 8 Ghdtheidfon edatifing hdd blagsiffang Graudulent
|IIustrates a user interface displaying a dowl oad wi ndow accordi ng
to one offhore aspects described herein. [13] FIG 7 illustrates a
user interface displaying an electronic nmessage that indicates the

addr ess mha mBoespi Qlu@Mz&eéNﬁ et entaGaer @bpeyitd aORRingr oMBERIASP 86dbSites and
described herein. [14] FIG 8 illustrates a user interface

di spl ayi HBCtNs aRcATingp o8P PHWETeAspRsEydesibefl Aasinf y a suspi ci ous website
according to one or nore aspects described herein. [15] FIG 9
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determ ne parties responsible for a suspicious website, as well
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aspects descri bed herein.

[12] FIG. 6 illustrates a user interface displaying a download window according to one or

more aspects described herein.

[13] FIG. 7 illustrates a user interface displaying an electronic message that indicates the

address of a suspicious website according to one or more aspects described herein.

[14] FIG. 8 illustrates a user interface displaying a form that allows a user to classify a

suspicious website according to one or more aspects described herein,

[15] FIG. 9 illustrates a user interface displaying a form that aliows a user to determine
parties responsible for a suspicious website, as well as create and/or send a cease and desist

letter according to one or more aspects described herein.

[16] FIG. 10 illustrates a user interface displaying a form that allows a user to create and/or

send a cease and desist letter according to one or more aspects described herein.

[17] FIG. 11 illustrates a user interface displaying a cease and desist letter based on a pre-

defined template according to one or more aspects described herein.

[18] FIG. 12 illustrates a user interface displaying a form that allows a user to log ISP

information according to one or more aspects described herein.

[19] FIG. 13 illustrates a user interface displaying a form that allows a user to scarch a

database containing records relating to one or more suspicious websites.

DETAILED DESCRIPTION

[20] In the following description of various illustrative embodiments, reference is made to

the accompanying drawings, which form a part hereof, and in which is shown, by way of



[16] FIG 10 illustrates a user interface displaying a formthat
allows a user to create and/or send a cease and desist letter
according to one or nore aspects described herein. [17] FIG 11
illustrates a user interface displaying a cease and desist letter
based on a predefined tenplate accordiAg to one or nore aspects
described herein. [18] FIG 12 illustrates a user interface
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partlng romthe scope of the present cC aII'TE subj ect matter.
herein may be implemented. A computing device such as computer 100 may house a varicty of
components for inputting, outputting, storing and processing data. For example, processor 105
may perform a variety of tasks including executing one or more applications, retrieving data
from a storage device such as storage 115 and/or outputting data to a device such as display
120. Processor 105 may be connected to Random Access Memory (RAM) module 110 in
which application data and/or instructions may be temporarily stored. RAM module 110 may
be stored and accessed in any order, providing equal accessibility to the storage locations in
RAM module 110. Computer 100 may further inciude Read Only Memory (ROM) 112 which
allows data stored thereon to persist or survive after computer 100 has been turned off. ROM
112 may be used for a variety of purposes including for storage of computer 100’s Basic
Input/Output System (BIOS). ROM 112 may further store date and time information so that
the information persists even through shut downs and reboots. In addition, storage 115 may
provide long term storage for a variety of data including applications and data files. Storage
115 may include any of a variety of computer readable mediums such as disc drives, optical
storage mediums, magnetic tape storage systems, flash memory and the like. In one example,
processor 105 may retrieve an application from storage 115 and temporarily store the

instructions associated with the application RAM module 110 while the application is

executing.

[22]  Computer 100 may output data through a variety of components and devices. As
mentioned above, one such output device may be display 120. Another output device may
include an audio output device such as speaker 125. Each output device 120 and 125 may be
associated with an output adapter such as display adapter 122 and audio adapter 127, which
translates processor instructions into corresponding audio and video signals. In addition to
output systems, computer 100 may receive and/or accept input from a varicty of input devices
such as keyboard 130, storage media drive 135 and/or microphone (not shown). As with output
devices 120 and 125, cach of the input devices 130 and 135 may be associated with an adapter

140 for converting the input into computer readable/recognizable data. In one example, voice



[21] FIG 1 illustrates a conputing environment in which one or nore
aspects descri bed herein nmay be inplenented. A conputing device such
as conputer 100 may house a variety of conponents for inputting,
outputting, storing and processing data. For exanple, processor 105
may performa variety of tasks includi Ag executing one or nore
applications, retrieving data froma storage device such as storage
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computer server may be configured to perform the tasks of the mulfiple virtual servers. Email

server 200 may be configured to process and exchange email messages between one or more



6 recipients and senders. In one or nore arrangenents, email server
200 may be further configured to receive email nessages that report
and/or identify a suspicious website. 1261 Application server 205 may
be configured to store instructions on and/or execute instructions
froma conputer-readabl e medi umthat i6corporates one or nore aspects
descri bed herein. For exanple, application server 205 may be
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1281 Proxy server 215 nmay be configured to provide access to an
external network for its client conputers 217. Since all traffic
within a network environnent must generally pass through proxy server
215, proxy server 215 may control what sites are accessible to client
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to operate as a firewall. That is, proxy server 215 mi ght permt
certain gpeqleldits shuttdows el dTaesdindadasyamyl &8sV Rtter? dine botiveeh Gramintisdion of

hand, may be copfjgured to ac s a |load reduction systemthat hel ps
to par sCeBiR R0 ek HTS G o 6%55@61%6&8@&?%*&@@%“ BBt Era
216. GatgnayeSR! Rk ritcs Yy AtBe B RuRB o gike dick QdentlASEHE tHR PABb A Bent
and for adding destination’lPs and donmai n” nanes. Further, in one or

nor e ar refmjéshenies up gathanend afegagl tineeriod \andier dennurgher @d phish sées Wentified
| ookup ' s Yifd j bhS A9
sour o Qo> GER°HRY o, ALY QR ool BRnMIhE bR BF kTN b
anonym ZzZinegrecthecategokieat i on of such data. Anonymi zation may be
acconpl i shed by placing or positioning gateway server 225 outside of
an organ,zation' s _net such t hat at ver' | P .
addr ess r\[rbnélghtp?%{c}'t She \a%sfé lc%'?:aiya et n\?ﬁ? rﬁsl E ?ﬁgg)gﬁa%\g%fv”‘%sgﬁ {) c?ﬁ _ex%&-r?a ? %%t?v,orl%;flor its
pl aci ng diahtevmypusees 2e7. Rficeoall ghffe withih henawganedabhmmismiet geaekily pass
environnment,. sites tha ight be restricted b roxy server 215 may.
be. acoodEiE DI ST EaY oRPRETIIEL S B8] S!St SHgeai i GrRR o g
further @aipitet 387 aAnRRENER Kr@dGerdr b1 PmepiRIREr RRATiEed BV pefitlast firewall.
Domai n Nane System (DNS) server 240. A fraudul ent website 235 may be
any webshhabis; PAKY s&Vercd 1o qnight pormi pprtain requesds and deny efhsrsre@atena seover 425,
user for.. LI 4 mt f [

Cor err od it BHLAER; feP Ut LORRSreto ok Rl HodlERY feihac TR T rC oy
websi t e sp@5 ommther npergehdate dmedtaliotdlipwtcompetsss 216. | Getorajeserten 28p niagjalso
or att erg%t cot 1 Sr%hifc 1" tdo{%eaﬁs onalfird%nnf & c;[ri é%@m Sgec Pma onIPe St rd éo 3 iames
addr ess, “socrar Secur y nunber, tattoumnt *NUFber, pass ra. andror '
Per sonalFutttientin fone ak i rasre Nurthgemeniy, MhtewBNSerser 225 n240bereynflz@red to perform
configured to royiggkvarious vi ces, incl udi .DNS Iookupoﬁervic?s
and WHO!%S e”F‘S’il“ﬁb suhy 3 QeE/merRESe IpHENE JHielfp CUAEPE 86° SANOCAROME ifF-§- for
user to detel me%&t@mpkBWna Sfony®ifiaf (RBAAWLA 81 sikh AafRaAhdilifHion may
domai n nane, and these WHO S querying services nay allow a user to
det er i rhe achRmplighed D fPlagingaer pasitioaing] ateadr T 229 sisidacicinaeragpizagion’s
one or :

corver J0rESAAF R A SaBhal REGGRN 203 P HEHRT Tl Ao bl oEHTIE
215, corqogmaators e Furthier 220 plaamg /mtewgatsemvay 23% puteide 22 She omgynizatohsmetwork

met hod for. identifyi clhassifying,, and term ing fraudul ent

webo 1 esnviEpienh s B mil RE el e SV U R o cetoway
i denti f wervgr 203d cl assi fying suspicious sites (e.g., websites). In
step 305, an electronic nessage may be received. This nessage may

i ncl ude, . f.or .exanpl e, an e-nai | t by a user indj.catin n, addre

of 5 sodpdiol 758 Siten San S lny A5 R o PR hE L b 0 SEEIE s,
from an .apemRin@in Nﬁma_ss}sts@i(gm? SerSért@0 andfrRvRnb whised 18N tlay bk ahyaeskad
t he potentlallﬁhnaI|C|ous and fraudul ent e-mail nessage to a

| egi ti mdha sSHEENPE gtteapis e yodiplhripformation, omyp awer fare dcgifipaignpurposes. A
conf i gursat,i L Ab-al i
QUIEAl By vbsiRl SO HePLRo %@?éﬁgﬁpﬁgaﬁéf@gktshgdrrbth&ﬂﬁg%ﬁe.nﬁ Sné@ea&@{f%

Resource Identifiers (URI's) and/or _ s “‘that "are associ at

wi t h ondrapdulensrecbsites B3 T iren smpérsamnte pkgitmatnwkebsjte in exjso b baksittop attempt to
receiving.a first. el .oni ¢ age. t i.ndi cat ddr es f
= suspi oridbhh BETEUEN el B R AR MRl BBlet B 5P P SR BBl
to the semder, pafswol® dntfos PeabratldenifcatimsNagber (FON).eXMNPlsever M0 may be

response to receiving an.el ectroni.c SS eporting a i.Clous .
site f r&ﬁ?fgg"l‘j%de‘io, PIPHES L§/&td ﬁf’%ﬁ&dﬁ‘flgﬁ%& f’g% fo? %W‘g‘ﬁ a@ﬁéﬁﬁpi% {dgeryms

services. These DNS lookup services may allow a user to determine an IP address



9 expression may be a string that is used to |locate text in other
strings. For exanple, the regular expression "Ahttp" or "Thttp*" may
be applied to the source code of the nessage in order to | ocate al

i nstances in the nmessage where a Hyper-Text Transfer Protocol (HTTP)
URI is nentioned, wherein or '~" charaéter may represent wldcards in
a search. In step 315, an address of a suspicious site may be

obt ai nedcdifcgpbntithg tp arpattitglad A6meinaae] Amdnth@e 'WHONS duéfing tseifvicdd thay 06w a
exanpl e, appljcatjon of a regular expression to the electronic
message &y Or‘J@EeHPWetﬂF?eOWI&BF% P%‘flc%arﬂgrag‘?r%i ar URI, and this

particular URI may correspond to a suspicious site. [32] In step

320, it mey hecdelisy B artorislhpectNondbE aonesf Bxtsyaehedf FUGr 2SSy | dnail
al ready 1 n a_database configured to store addresses and ot her

i nf or natSeBT P gpriisation @a@ﬁaaﬁa&a@b@i&ﬁ%@r HOr rrexa sy 213, comprain server 220,

operati Y 0 h - i h o)
Che. addradT Rt r ey Fal FpGhaRTe Sretld Yoh, Mo AR ofha
havi ng Heemingingvfrandulept iwebsitasedFlGht d is heflomthabailestrating i anei sich method for

determ ned t-hat t ress i.s al ready in,the t ab ,.a_cqunt val ue
that rentetinit G- bER m Rl e, AR b i) o SHREL o PrEQH Bl AR
r epor t edmaxpye &ﬁei'vem: rﬂgﬁﬁﬁmgﬁﬁﬂyﬁﬂtﬁ;d&?fdﬁ @ﬁhﬁﬁ[ﬂ@; aﬁru:lmﬁ@@%w $¢ afugert indicating
processing jmght .not be required. If, on_the othe and, it is

det er mi r?é‘da‘{EFFgf of ReSusRigious g“?-_sefg%t“s%ﬂ Péﬁééi?"‘i F?C‘EIH%‘[ st gl amessagenen an
step 32%petht AdAdaRFSIOIRYitdEnd ASRI duBskqhsty bReurat MBFDentially3Rhlididus and
step 330, it may be deternined whether the suspicious site, )

cor r espdFaipgnt ymeH anessecdest lepkimagy eiganizarion; toyspesk tiecFrudplent digi el one
and net i es : ' L.ng - ' tGhi ' :
anal yai oA RaSE; ol BEded i cRTbid OB Cfich RELTRE Identiirs
suspi ci diiRIsiand/ot IP adifesserethitare praidtalgitly ost @rmeatcisnspiciclatsébm seddiionaly

used to _assess. whet her t suspicious site.is supstantiall im|ar
to a sudprelBlsos a1y agfﬁ?tc“ﬁe"ﬁ‘ R Sig3at t%‘é‘”‘% 6% ‘%@%ﬁt‘%?‘bg%ﬂéﬁé P? a suspicious
al ert ed.sité,na 3€hdhdl ietediroiv @nestdpe Ugheply nwBybdisane b eensdaeéresihe diistt diedironic
the exact address of the suspicious siite is not_ already in the .
dat abas €M°SH4#8 J05 FRETRIDST PPRNSS 1 deRCBde H/oSINiol MEHaH RBRTENY A SHAPIdiRYS
same dorgk N usdrf tHet sg‘sﬁenﬂ%z@r FitBBatidaN Rt sehd @nSSRIoRicOHRskd o 1the M
uni que, then in step 335, the éelectronic nessage nay be associated

wi t h an akiostlededne seapfeotithparser’s Pleptrapdmesiesendt BBel ONRYTCATINZaRENE R & USRS
nore arr. , .S el sl i i i fi corr d
The’i dorTErue g auldihioRly BE g URLAY hbiCeBble b SlediibsCle GORO e
site. | freponts stbmittiightes ohbargersotaliisfoctedten® aedspidiats sithe [isaspiconfgusations,

site is . uni,que,.then in step. 34 he el ectroni c nessa r sit

2ddr ess oy S ctStestid SfiomatinbRnliun e FRB iy g e dBert vb r anv
criteri gassord acl/srdestkietoms xpridid Bab t¢ obminAShewnEiswOsid anBdr rddesitis bDsar
known fraudul ent organ'zatlo S %ﬁg_Ihe li ke. In.one exanpl%,

cl assi f iPESHQUSPREMOTE r MECTRERVEH addiionally: apautppIRtG tsRONsR g1ay be generated for
char act fjaf} st pobdilie 3HE S2SE8dVignDthe r&PosiRAlsE! RS follo ARlinks in the
exanpl e, a systemnay evaluate simlarities between a URl and/or |IP
addr ess cgBilr ¥epowrdithey resporseemen plsp beeneraieksyidotmus site and URl s

and/ or | P addresses corresponding to known fraudulent sites. As an
exanpl e,;zihe e [ EX i t e i.Gl
Rt 101 A e T e AR e B FRRLE o [ A SRR ikl o
i nsti t utinformationfindpdedi there®@n| ForeexginpBaniregulyy/ diprkasiom gSother algdodinamey-ba

dat i .cf - : ] ) ;
PUET ConPpitRAg e fectronic messags in order 1o dotermine what if aby, URIS spo(ar I pddressey
pdat ei nfagy contdia=ih iteostEctionicsaaksadt. fAdditinamg @shet imcesage-ed18E6 irffbroatibe may

criteria) that are known to appear in addresses corresponding to ,
known f a&amcmfﬁwswphgﬂmtﬁ TR RTGRP RIS OFheR 8o pych A8 thegender’s

cmail address, the date the message was sent, the date the message was received, the server

from which the message originated, and the like. In one or more configurations, a regular



[35] If one or nore characteristics of the suspicious site nmatches
the one or nore classification criteria, the systemmay then
determne if the classification criteria are indicative of a
legitimate site in step 346. For exanple, sone classification
criteria may be derived from previously processed suspicious sites.
Thus, if a determ nation was made thatgthe previously processed

suspi ci ous si tes are legitimate, then the derived classification
criteria Stﬁ aﬂ% Lo tﬂé{nse@seg% BEatd RE HIEURF Srififs. Isgge,zaingncme rdghts
if one or characterirstics of a suspicious site matches one or
nmore cl a@splfessmt "t btip”cari ‘it 4 maydiecmpliedeto dhe sougietchdraefithe megsagd neorgsitng
processe d 0

Accor di nat gt 1 HRHALIR PRt whlie & AR LA TR LTI DRI
vari ous mhemse;:ieﬂj whdreioi* ’cori ‘t'eshamgtet tay sapteeeﬂmyldmdsrmrammhs Ivsten @Ilﬁ nn
step 347 dt n r h V.

for |egi tl#ﬁ {i) gt §hen%¥o$e %&%E%cﬁqgonarh Epfl ggﬁtli %}g thoﬁ pgplgﬁngérﬁﬁlggtrg}%y
i ncl ude Ghér Em‘teaamp:lb|aq>§1maﬁordmffafreg1éartcxlbrossm tofhephrcsdriogestgemaygeturn the

(BT Rk e Yilted e B i e B TSRt R 1 “one

or nopre arrangerrents a user may manual ly navigate to the SUSEI ci ous
site to &%er Inastep 328yit vap be ticierated whetheiotbe offtaindiéextrneted addfeglp al¢ady in a
however, d%ta as h@nﬁ%ﬁ}eﬁ %itt&eca?ddpe seg Q?d §tlﬂ§[p]{1nﬁ1'rrﬁ%‘bnsrgaﬁd gc?s fcm@gféh tﬁa?
one or more ¢rassrktication criteria or e natched cr terla are
not i ndi estniple aofearck gperativaoyay bxpaforadd omthe databaskieinghik Iseaceheapetnyion, the
perform ng,a DNS | oaoku r on I e

The. | ack e et bh opaberBE RS B0 RSt e bl S b Bty
worth f Olinséntetdrlhtbelie dat'aibeiet ifjais ldetnrmmtﬁijillﬁxheeiddiaks isl alread yranythdrdntabedel, &ctrad
by subm ttii S rver, 24 r

or der tovfla%%ﬁig r%'%e the rgs\I D%em?eﬁ; & urgch{%rl %oﬁ?ssg:ﬂ?sybé% r\éﬁarkeg%éa Uch
a r equesincremefet ancbﬂmmmpimﬂdnaygpnﬂ bedehe fpmlndt potsaing adght estsbeanglficd. ©f ber
i nf or mat e, tte S8

a1 on BeayRE Pt B RnyEe el 86 oG TR Br sl b S SR, i
VWHA S quere)addfﬁegrmayrh&tu&en@l,inwhha:dmta’mmya all ow a system or user to
determ ne the owner of a particular IP address. [37] In step 355, the
suspicio Si 0 I,tar
ranaal |y 5y A SEygeR, SROLL S0 Bfindd AR TheoUSyEih ol Yooy 010
sSuspi Ci oald;ir@stleuman}c b¥éariws bdamnhesttatagieorrdtietkddolpglsy man bekgpdringliding ftorg
exanpl e, I e Si

rul e- bas eg{c ﬁx{ag(?!mr%yg gﬁégfglsna[tﬁrg%l%%%%%%g@o%r g g@g% e andéftﬁ)é %1@1?1 ﬁmc]is
conte nt aife tb Inﬁo musqm p:neuussl)sstomd ine dataiese may bewmsedito rssed avhsthephe suspisious

site. t.her vvor i i .. 1 ght
oot Che. 1 et P RIS sighfhe B SheidRlsfe BINLLORE BbRiTon VAT elOR ol
360, it Imgddhran,d@tetmsngled nvdydiatmabeen ldetestiatdubatahe ¢xaet Sldep ofithusisgicibes

has chan sed,on antece ent nitori :
Coept o1 o Ty B e R R RRE SR B R ST ra BB bl finate Fom the
suspi ci ognesdo@ichi@snec AR gedbtdrming thiaathd yhpidiows eitd Babt mnmte,ezhemm step 335,

S of ot <Rl e AR T B TR BUSIE R RS MsPt A i ashod

Accor di ngha¥ l@ncp nge oﬁé&eﬁlbre eﬁ:ﬁﬁ%e@leﬁts! thisecistiny uiﬂ@udlﬁe&diﬁeﬂnﬁﬂ:@rﬁ‘maﬂﬁl tbfthe’:l
site is po nger |i a ish site. For exa site S.
forms, spFRtier W%ﬁa‘i( m’fP{#@fIﬁH@%OE H@%IOUS%@VW%%? ‘H@o# f"ﬁa’tﬂ Qo8 P B 1
a phi sh githidtahd heSqBpitiBhs Sltlefls bhighes tmtlﬁ kb 380] thd@lbctiohR ridsadel Sr Site

t he suspicious site has not chan g then in step 365, a

cease- an#fldgss may b ‘F@PQWC"O‘F“MW’%%H%e may be sent or given to the
owner of the part| cular 1P address corresponding to the suspicious

site. Supaeayentlyy ;shfelid 368 unigl, RGN st £sOfhe §3KtEK B@Y determine whether

| one or more characteristics of the suspicious site matches one or more classification criteria.



12 no | onger suspicious for other reasons. If it is determ ned that
the suspicious site is offline, legitimte, and/or no | onger

suspi cious for other reasons, then the nethod nay end. If, on the
other hand, it is determined that the suspicious site is not offline,
| egitimate, and/or no | onger suspicious for other reasons, then step
360 may be repeated one or nore tines go as to determ ne whether the
status of the suspicious site has changed. In one or nore

ar r ange mediiassificatien siytsiie mapdycldiet labwh rf&uﬂxilela dohﬁimg,endn\aﬁktmk,eﬁbsp o Qnown

1 it or g A Lt RG: (5T P T oR et B EEbge G

nmay be omidrficed ancFﬂiara&i@@ﬁﬁﬂs%fsﬂdhdﬂﬁb@Q%s CA8 SR isspellinEBY Iben@%ﬂlﬁkaﬂ%%& 8y
aut omat i cal ﬂuéteaj ert..or. ot her for nt ernal or external

i nvest i gat'd &?s REEHRAR A %I é?§éP 25§ EATespondmg;te thegiartisplgp uspisious

gi Vi Nng Nnaditk GRd URIS 41@/0R WP 8ddr&EesQRRERbAIindfo nBen TMoRII&: U, Hsta8- exflﬁﬁle the
instance, if the suspiciogus site were hosted on a server owned

oper at ed B§eRMAYI2PRIY iR PIHAT SXRIPEIOPItTESIBIcIys YR ‘Fip //@qffunwlcwﬁwav financisl
person diif&&itlod.cbaaRRMSHBhend Bf Btaﬂﬁngwﬁ@atl %@ﬂ&n%’o&tﬁ’te% gdﬁﬁck age=co
reci pient of a cease-and-desist letter, I nt er nal an(}ll or &xter Ral

i n\éets';] i gaP.d'FCQﬂzﬁzaflﬁ@lWﬁO@ﬁmam @;E@*Xﬁﬁ@tﬂ%hﬂéﬂqgﬁ@nls}?@pﬂm ous Si tep
an e FeXale

"vest gﬁh ﬁéﬂménfé uoggf%%%aﬁ%w%%‘g : i}? o “’ﬁ GG eBic Khowl o D5
responsi lsdérefsoy carteepandingite prdalent sites, sedeascionpemmet@speimzo of “Fmanclai
ot hers, ﬂls 'ﬂﬂl\énbe ﬁdé!r%”&ﬁ AP 30 d&t‘iﬁupag'oﬁs, St gR e%@u% ﬁl%f‘]bl Atﬂmofgxt o ssfﬁ‘):%t?on
configurations, an expiration ¥tach

classifi @EOL'ltbnn mfayabqoasetdl ubleternsie ée lslwhhoctdhatsnemranesaégeexs Mmg-related
expirati at | assj.fication of the artlcu ar te m

and the parpRanpiabifefur SEHh 3R lePnay B TS AR LS R
c![ ?SS|hf h@?lshl_n% ﬂeémfchwgr_d?gnm;ot phﬁmhingmﬁafdﬁw?ﬂkl onNadaLelof t hl\/!ar c_ht 1
attache oits classification, suc at on rc e site is
agai n cl i f a Ie|t| rfr ulent r hus

at t achi nﬁn i<af>‘i(?)r|mr§ |00(r%e cfa?%‘Et ns Ofatﬁassgsl cll%ugt ?lggn {CEeaS Elar I}ecﬂ arere
suspi ci ouhbﬁﬁmﬁomemddme&sem myahmdnerrwh@ﬁ‘eheecmknf s;hnongn'srm ereiisdifdtivs t
shut dovvnadsu uet back on | | ustr.at es
a user iff %T eolSI pt %y'? g‘tfcg‘"mu at”i‘PrC%“‘g S%T‘“’ %‘a%pfl‘%“ ) °§1 N %aﬁtbésdeﬁ‘he&aé"m
functi on;a.rea;o_usip ﬁl?g:btd)smp’lmomi’ sieRr Ehas pfecdcterc@ation \Izanasdnrﬂrdertlaalt’[‘thn:j bnavmf}sey
or nore configurat.i.ons e nt ed i e
Porm of BevEh R BTy st 45, BRRalen e U GBS s e e B
and conpuéiisiigrep rt@b@mdicstoswfhegaanddypamsxﬁonww kiop: dhangurgies 68 Mspicious
Dynami ¢ HIM. (,DHT JAV, VASCRI PT, ,. Al FLASH OFT Active
Ser ver pét&é@%f&&ﬁa?f‘o@f e leisiGe longetets i G ot I%E@m%%’fwa SR A

may i ncl wdjaev@metewmamrse bbyhsaifiadnk tegithiatd) ARyrdafplyeéftthd {iR iedaerttilcano b

a parti c a.r on . or ; .n 13 .activation b user ,. For
exampl e e e B e Lo B TR 19 SRderStls MG RSt prep
function 341 hﬂrfﬁ@yroesw faf BncEAsQRULIH B aafontdia@ Hehdedet @3- leth'ikﬁatél §i6s. Other or

interface, ymay also_include several s at . the top of the ge, such
as New UP&dé“‘itnélcFI%é‘écat@ééF‘@Ha E’;?Vélt‘ihﬁ'g‘ F prtepigtics "lﬁé‘tf?’?ﬁ“é fqr'abt)ﬁaaies hingrfych

Set up tabs gbarp hﬂiprwmaagrn{a@n N Nl (vatrve OBroRR 1ﬂ|th@Mlé’dlé'%EiTM)0 RYLIEW

a different V\Bbﬁa ge or di fferent section of a webpage that nmay

cont ai n Bhish % ptagy r@wlﬁsﬂ@fﬁbmdomgsfwtef}wué% 1rRpe off JRege PIEEBRINENJS. BEISEr may
r epor t edyandfiphalifiad tohﬁé’s’%aﬁfﬁ@ubtbﬁe Rﬁ&bé?t‘éﬁt%h&%%ﬁﬂd&&%l&r oftieAdel fi ed.
Search Existing tab 4 for exanple, |l ow a user to view a

di fferent Webpa e th cont ain_a search box al | ow n‘g user to
sear ch t Rl ddf: a!%écrb3]§e‘&'alaﬁ%%ﬁ"%1ﬁ€fbé‘r%‘%ﬂ%‘ﬁ’ sits dortot matehsthe 9BR AT AR,

| ast - 5eeaaﬁﬁkﬁtaona&ﬁ'érﬁrorqpﬂﬁtmat&%d ARLA G xﬁ%%{}iﬁﬂaﬁve ﬁelB%ﬁEﬁc)l WehdOyARy
allow a user to view a web page_or section of )oa e that my contain
may be collected by performing a DNS lookup opceration and/or a WHOIS qucry in step 350.

The lack of a match may be indicative of a fraudulent site, or of worth for further investigation.



[43] According to one or nore aspects, the user interface may al so
include Sort-By control 420. In the illustrated arrangenent, the
Sort-By control 420 may be a pull-down nenu, and nay allow a user to
sel ect and/or change the manner in which the listing of suspicious
websites 431 is displayed. For exanplell a user may interact with the
Sort-By control 420 and select a different sort option to apply to

the |i stEqemel datdimpy 6¢ 0diseciasishBhitdidla redueks & DINBYservePR40 BiatoaRGay server
select to sort the |st|naﬁof suspi ci ous, websjtes 431 by ol d-to-new

new t o- of4d, M@EdE dlsiokep B6UR@ddEr R, thesisBicioun ite olfriakjeg sheh a request, a URI
al phabet i¢@lnonfifl oS ﬁfe:%zgn&@ﬁt hé&fdss Ql%?eﬁﬂérn&férh{ﬁ&% $REN be ABmitRH, é‘or

descendi ng l"ast-seen d Dependi ng on the sort nethod,” as sel ecte
by a usesxampleptyPNheeSer 24By Inmdiditioh, athgr extamalidete mapt elsh deecatigyted by
i ncl ude 421, .For ex I en...n Fl 4.1 f .
user sl BEPLALES NERRSRRe T hr iB%eR S8 Fry Ao RSVt che S sl e
may contawner b8l pardnilartiBxtidressdi cati ng t he nunber of URLs with a high
count value. The user interface may al so include export |ink 425 and

refresh LLnk .430. rt link 425 ma for 4. exanple,. allqw a user

o ey I 18 3R pEE RS buobioBie S ufT e mpRiared o IR Se Fran P sy R

further mifalp H9candgdadst;WidWvErespead ot andrk Grra']@genidﬁtsaﬁddu}a@iams Ref rag e
ser to refres t S St

link 430 may, for exanple, allow a. g. of
suspicid&§“ PP@@wﬂgﬁb'bF4&T %@ﬂﬁﬁ@bnaf@7FXPH@£4ﬁ§WﬁH@id¥mE$B"egﬂ”
SUSPI Ci QBB hBordifler TRK-HRQANhSSis 3ndyeRARDIQRI e 3o RRIcRR e br TRER
|ist elenments 440. The header bar fmy include one or nore col um

headi ngscontgatiofthesspisous it Beadirie oty the SuppisEaus isik sIn qthar verdsi ene or
btk _ ) P ) S P
4eb. iy LOindRGe 1a ikl Rt VeEhibe 70 Srichlio BERRRRBACLNS

435e. In addition, activating a hyperlink corresponding to a colum
headi ng [38ly, Th otcp e&Girippiney beddterotinedrwdiethrer theastayes aflike snapinions sire bichdnged.

the |isty i€lo [ 431 4 i ayed, . I St ment
e S SR PR ST B AR LB SRR
hyper | i nksstatao bf the angplicousasite hsd clehgsdefid m4dQdutent to hahtimkae, ar stlecaetsal omk

440a, a DNS |ink 44 first-seen date 440c, | ast - seen,.440d,..a

count v ATRIeeasRBREA e Tugeih e he P RaGis Gt T SHRMERCROTREYLS PO or
user to \3eCRSS. n}%c%rdiﬁ'é @ o h@@cta_bé?tﬁn & kP B Gk QU A shdelif a site is no
correspondln? to the particular iist el ement’ 440. For exanple, a user

may act ilongee sy aphishitge Brcaamplpdt & Hihhasnovforns, s itipg prd/pragkosh tags, the

di spl ayipg: al | L chassi i ci
weboi o RRAIARThGe 8 o DRNE oD ol SEmhfer? PR Aoferhiife SHARKE AT o e

| i nk 44Gbsmagusedite dws aotushenged othere if stepd &, BINGask-aoikdpsiv feteadt otheramdico may
PO S TR 08 Bl Rl B AR R1gE B LERAR0GH ol Bod REHLRLbIHs e

list ele I'h "One €ex onain
ext r act egbfeqasntaninWRip F0citeam] Md/q: dkfcneiinvbhigaioes iy be allemalidiySalefteeiror

may thus,, in. one or re configurations, he run on the domain. The

Y st - o oervist Borase Ty Gonmeeiions tise 1 addoah Haarcb e 8 S ia et ©o
websi t e BRtifueaP aRditdiehe and Bep BB hagWedepédt&t ot MRS AR aS thidelmine
reported, classified, and/or nonitored. Sln1|argé§ the | ast-seen date

440d mayvhichyr etstatysad thiasuspigioudpifciipsichangsts pilwi addtionabegaseand-desist letters
corresp | i i I t,: :

1 e F o eg Shfhe oF Soft U Bltplnk el B A dp e S o AR 1p
nunber afldiess@sresfoading spiheisospciowsirsit StabrdiBegpuhydimepet @ mdre configurations,
particul ar .list .ele t 440 has been reported.,and/or, the nu r of

B ect o g g SEE Bty Red iR i St B o Ay ekt et st
| P addr @gsicd t8ltid @hck of thh asigslpi 1P Ay &bSkiRdhghs SeRepHiAng site t he
particular list elenment 440. [45] FIG 5 illustrates a user
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then in step 375, it may be determined whether the suspicious site is offline, legitimate, and/or



one or nore colum headi ngs, and these col um headi ngs may be
hyperlinks. For exanple, header bar may contain | D headi ng 505a,

First Avail abl e headi ng 505b, Last Avail abl e headi ng 505c, and Count
headi ng 505d. In addition, activating a hyperlink corresponding to a
colum headi ng may, for exanple, seleci2 and/or change the nmanner in
which the listing of suspicious websites 500 is displayed. A list

el errEnt h&lﬁnlgamﬁgpiﬁbudﬁr \bitict fmsOrsu ltlf &l ie rdleﬂ&i‘rﬁinecﬂﬂﬁt tH&aﬁlq)isiuIiis gieeimmme,
may be hyperlinks. For exanple, a _list clenment 510 may inclu I D
val ue 51pHIMALC PAKT.IRIRGCH BYSRICHRP OOt b5, eazonss Sen AP et 813y &t@_ Boe the
a count ofdrandOR deRidingd WRE 1R subdicigtkdiRSs notlOfine, [e?@ilna&f} GRI/EH P10k er
one or nore aspects, the user interface may al so include a tool bar
501 t hatsusmeperdés otheri sawnbuthemep 360nkey bangpwiedoeirepr Eloggréinies sp s to
all ow a : ISt . G bsi.t

ool bar LT RHERP s MR dro¢ o Bl TR B ey ATE o ook Bronblfensy
navi gat ehd eyswan chay datckmiac df, a drangoha tape @ldck o vipagpreddfmedddiotmtarf tintche.g.,
t ool bar 1 i.hcl,ude .a z .menu 520 all owi ng a user to sel ect

and/ or éﬁﬁﬁ@%ﬁﬁﬁﬁﬂgﬂgﬁgwng %1§Hgﬁngting of suspicious websites
500 is displayed. The tool bar 501 may al so include a search box 535,
W t h an [a6]s oicad@éhgHonghel dritkord 48peatyd stap [¥6% tmdyi ekothidted. Addickirmlal inysome
t he tool bar 501 y%%pclude a Sel ect - orrat puj | - down_nenu 550 and aq
Export BétPolh 85" antegrorh iy aweratinally aledoer gl aoraintepl orutgRe
560 and jfydRfidatdrs Rthb@beRdiRg a EBRclafRUBAR 10RE o BihedtidcOdving 8 8Ee thQhe owner
export the |IStIn8@Of suspi ci ous websites 500. For exanple, a user
may cho®séeparaieaef fhefusmcipyy stef Jjopdstanegy dhthy suspiriens sde perabestedven g gerver
(.Cv) cl.0 e - ) Sel g ) :

bl 1 oo EfheL X8 ¥ ARERERT HRhvilnd of onghAFRS BE i FfABh dirctly
ef f ect i megspbheble riemtlicosuspicioan séx tvarulabe fthd egcipienttdiea ctmsend-fiesise letter, the

format, .t hat contain _all or so f . the, dat.a in the listi.ng of
suspi cf dUETaLEGqroeatgy nBiinsitns BV B attcr Able 6 jPygefigate the; spigiosh e and
adva ?t agE@ptﬁ‘sdans) ex/or (brgtrillﬁﬁllti_oh@) fe@lg)r?fnlesfos hi iffis@dlhsin\ffbgdtbﬁ svehObhdezcrd by
to, for exa view the |jsting of_suspicious websites on a renpte
comput erthq perspn(y) ae@%%eﬁg@%lzqﬁleffs BP0 ?Hwowl%vwre- 31 iesqpircyapiepges
errors io‘i‘ofh'é%,Q%ia?%@%@vaﬁfh@é&fst@_@&‘i{%fe?-?)@.n addition, it may be

advant ageous to export the listing of suspicious websites 500 so as
to, for instance, facilitate classification of a suspicious website

as | egi tifHat & B¢ qrraRiA Goiptratiops o cxnitgfiondate max bp aitachediofedgssification of a
i nterfaceqfl BPLRY i BV SRF h FPWIARACERY, M WassBicARR FthdPhrBeular site
aspect s "descri bed herein. A user may access the user interface

i |1 ust r anaydexpine Bpthegpayiiculagsite wagtyi begelessidind againk Feg8xanfpde, aesigmbissificd o
user int Vil . I 1 , il

'l cat diehEf el d b MR OB R EMulh 1R, 1@ g eliBfoner tat on
615. | nMadh ) tho sitt eeagaiecladsificd rab depitimay or fiehdident @an ignpen Bhuts] atrechizf an
a save button 625, and.a cancel . 16 button 630. Al so, e user.

|t er 1 2GR SAE IR AE SRETEORAE ERBHE FivRIRENS stk i T iopgortere
635. Dowph@arhg\Witd Gt GRE 5B sl keb¥educHEREorh@d RBIEGNIRE, Save an

el ectronic message that reports a suspicious website. For exanple, a
user may . activate count link 635 | n order to qpen or, saye one or nor
el ectr o_ﬁi‘?d me. -a§ uHEyct AT ERC tdF?@?aé’H]é{p? disHig ofeHenitieus yebiicd ng
count | iftketiBROaeOIdiRSIBUN or ni¥rE ASHALR UchRibed Berefn. MRl dRe B3 RRSEE SonffyubiBhs,
may want to open or save such an el ectroni c_nessage because the )

el ect r oficuser s¥erdrsc may hniimeracntddom b donm ef a dynunigaydbpercrptiiziep vatas
conpris " phi_shi res (i . I I i

thar parpsriRl BhithetysRd (dmfring, bR 00 & BGPEAR MREE Wgusce
| ure it SHT®HI)pDerin(is HTML OHTRIJUIASM, MASARIPT, ADOBMEL &31ESVIIGROS@FT

ey be ?Aectti%g "SCI’%QII Ieagteg, a(r:ll o? %/thBf{O%(fELI'S _mﬁ,oﬂlsad\ﬁ%%: tth% ulsgr 1E1 e?fagesr%ray E]n%fude

one or more hyperlinks which may effect the execution of a particular function or module upon




[49] FIG 8 illustrates a user interface displaying a formthat
allows a user to classify a suspicious website according to one or
nore aspects described herein. Simlar to the other user interfaces
descri bed herein, the user interface may, in one or nore
configurations, be inplenented in the Form of a dynam ¢ webpage, and
may include one or nore hyperlinlcs. The user interface may include a
form 80(hct1bﬁtonaulylamsr dodseample thé edsr day activate 2iniperlinddinked tota0]AVARITTIPT

nodi fy ta.in various fields.,. Form 8 cl ude.an i nci dent

nober HOBR I 5oty UL GrEiPE SE QT GG 1 oG, TS GRSt AP inadde
abl e to @I taﬁataatﬂentbg GANH @ n%mdén‘ ¥s SRWAURNS itdlC 4OE Beakdt DQtink | 18 d0s,
810. For_exa i nci dent nunbers may be generated automatically

and/ or s%@eégpalbdﬂpgﬂné&mﬁ@ +1re |Fééﬁ>ta§1péﬁ’ Slewr k2@ 480,818y alew a upgs to view

nuner 11 LR B Ural MO Lot I pkEA RIS £Rg J3ipasels

field 8ischaitgs, thﬁbhawmn:prhtbf bedn| epodedugat/on thabdipve actdtoobc vinewtigahel and/or

cl assifi gat..o e SUSRIL CI ouUs site as it

Fr audul Sieog SterbiBrGeiel f SR b RhBer BN 4 Sef R e SRR gRfpeec
800 may thmﬁmnﬁurﬁﬂk@gmruoxfamewmg&a&cr whkgbh ﬂmdaalbhsavuagedwardn@t@d biich
and/ or view. a categl_b(p( orrespondﬂg? to the sel ected sus i Ci ou

websi t e, 25 FHL diksiripfiedate; lagksesen dotq) adfar Ggunttn &s apIRsr capRle %@&5& 410 may
di spl ayegioiv fskGo v?evf@yve&%%@ of YechObf d Fie ARk FRS ROTRENFeHos SRntEhRYS These
website falls in " categor because that particul ar

el ect r onheirigfe §Bxgle Saicd cynos, cﬁfrr aﬂamtlg ofrgatios| suchtas WEoyaheme oh leconic

my al sqBertas R g PRyt RHRTE St b A bR fodlopREpEAR LA i

whi ch neprredpooding asseifichtmne did/oramdestigatiorewhe hdapsedittinee bbtwche rseﬂqﬁcbéd

suspi ci ou bsi t exanpl.e, the.fo e

ot be e Tt el Tarahestel T e PRuhg o TéphsRB Hsrants fian ffer, the
[50] I ndeaaﬁééct iuma],c bdt‘lﬁgﬁfl@ec@fpt rafreg p@@i@ﬁlia)gugeaﬁfxga%esﬁigemﬁ?ﬂlemmtdomﬁl vfia
an incident URL fie 830. .Incident URL fie 830 may, for example

al | ow a CQEEPOPFNE ARSPICRI WSS, dlif SlAPse timedhebueensyTadipg a(gepse and desist letter
correspggpd 'tﬁkgslﬁﬂiom%fsaeécﬁfé& d\%\l%%ﬂk;ﬁél%w%ﬁ@'atn@ othe? iR 8RR AR Y ahaieon
i nclude a comments fiel may allow a user to edit and

vi ew coriebipt tgb 4dp atmaynéart f@iatnn@ sl atuser HuUSPV ¢ diisropbsbrage thay may permlt

additio | p,

ate {1 opufgiiioh ChaTB LIV AR B I BURARS 4 fel ol Slan gt 30
may, forunéefampgmpgrahis,oﬁmalomsand/bnmedlules and/ or view the date at whi ch
t he sel ected website was classified the date at which the

classifigati |

whi ch t I{Eei st %%Cordg%qﬁﬁglgse cff aqugﬁgt%%? q\/\,} kﬂlter?ﬂiégl"[aﬁ alnggd‘g& Soq?h? Bherol

respect i42el yn theoillstBHE areangahe, thﬂ(ﬂoﬁ@[&y san@] B2 oy Iﬁ%pulmmmm&my and
.elds of form8

(5] " ac OB IRy & SoTReSBr TaRs Cags Mgy egus e RaT S e oS
desi st nBNYs GigFlayddeFwR eRatfpleesiset ﬁig@ﬂeﬁa%ﬁmmet&mgméﬁtﬁﬁdzmm select a
hyper|ink 855a and status message 855b. Cease and desi st nmenu 855 may

al | ow a diféaentortcortigneoatiphoto %n@tag ol vepicipes websiigs 486t t Arusgy pry, for
respect ;f@.th m&&k%tb‘sﬂ ﬁlgslﬁhﬁ%g""ﬁge?ﬁ@?hﬁt Seb e Al 31(5} thq{ewvﬁe@ SR,

to determ ne er a cease etter has dlrea béen sent
withr esipwcndmg)ccbme vsleb,eastmn@us)pntcvm alphadshtaé refese- ehoh&hgtlw,l deseendmg

may acti teh er i a user interfac l.ayin
oY or m (e YBGr etERe 1 Ph%sh AR et PRl RBHERE 8 sFBHEY k2
suspi ci ay& th‘@bgh {heiSoasBy&introb420¢ fiRalse 1ﬁtﬁtﬂ@rm£}elﬂdluae gaane n&ﬁtﬂgdm Skor
letter, asfurther di scu sdbel WWI hr spect to FIG, 9- 11. In

addi t i oif%aTEp I8 SCsPel) We ‘%ﬁe{n%e GSBourﬁh’aluaeBerh?@Fa\}us message

determ ngy pfQr ot R&ant #§ indicating the number of URLs with a high count value. The
user interface may also include export link 425 and refresh link 430. Export link 425 may, for




whet her a cease and desist letter has already been sent with respect
to the selected suspicious website. Form 800 may al so include status
hi story nmenu 860, which nay allow a user to view status history
relating to the sel ected suspicious website. Status history nmenu 860
may be conprised of one or nore list elenents, which may each

i nclude, for exanple, status 860a, usenmane 860b, and date 860c. In
addi ti omxaﬁqpremlaﬁ@a oy to epbtidetastlhgngsteahe listing o Balpicut ecbuitandime aufudes

may be c dof erlin 65%a_and .statu 865 ite s
Tonu 866 TR eR BFiaw wh Gapect & Bl aallh Jud R BERe kA Ot s SaMHe
suspi Ci %eml}éﬁésﬁ,thetmﬁg%pﬁ@%eﬁﬁs%&v&sﬂ@la basis, in whole or in

part, for classification of the website. For exarrple a user may

activate gﬁperl i.nk 865a, thus triggeri ng an automatic scan of the
sour ce Ariditignally, ihélistng of SispIciS pysBsites AL may camBiited kradenhendit wd

to whic l'bn%to?-trrio%é hﬁ%ien@ﬂ%lﬂfﬁ' g he hEQW! B n%%@ﬁ&' M3 nRRYCQlmR 1BRfings, and

rul e-based anal ysis or algorithnms may be applied. In addition, a user
may Vi ewheeaplsnnssdinge nRg31s, hyaﬁﬁimla%cB@rdftmglbgﬁ thet tenddrrber Hfamrcoeb@m¢t@n
whet her C

one. or i Ehd B3 P8, LalfA M 1R RERhOUIE o IRy 1EFRE TR et S
Criteri ahemhﬁ@ hi’sj'eg IedditiBr,Gictiegting e Iopemdink Sexdeqpéndm{ﬁom’ cdﬂﬁnlehd:adﬁig may, for
el ement s my eac i ncl.ude, for eﬁ gpLe. an d.ink 870a, ?]2
| D nurrbeerxa‘ﬁ?f@bsel%? AT RRFIRGET 5emerAsE In WhFhAhe Jisting q &HSIE%EF WEPSHER 7 lals
mat chi NQidpriydd.8 AllistRlmh M BapERudé FardiS AGb-Blefed Cardl the¥R Is8h- leBments may
addresses or URIs with the sel ected sus(gl ci ous website. For ex

it may B hyperliaks e Fenetanplfe adist glspeniuifs may, dpcide| aselest fipk ¢4da, a BBS link
di 7 er enjaob[.OMLaRR 1Ak Nehe, (ARELERPADE 4 Qb AN SHER! R LU SR b e
In such a situation, critéeria matching nmenu may all ow a user
apply, fliok &lanplag, albma@t usami tod acoess n@gmllaﬁmmtpne@mubnbe tsospidieus webSIte
vari ous d and
determ r?Ee)J13 eﬁ(ﬁgé (t)c{ Hle p\?ﬁ&l %gialﬁaﬁmesngﬁd o?& %%313 ar &s' géensm orci“é’s agth(g'k
t he sarrel49m&qmndcthaumemebsméremterfg&s]hs]blaymgna brm thatealioon fthg usartto cuhﬁsif}t the

St i R oA TR i ok Rrptcal 157 TR BS a0 may

al | ows tagwusRér th PeFHAOSDNG 108 PIpBEiiSY BRI/IOWHOIS $&&Y on e URT &11P address
regul ar expression) and allows the user to edit the criterion

it al | ok8respandjseto the pagrylat IisgelemenidyP e dxongrigrgpleyrigmain nbl?fcf@rlt% ity be
f 80
or m 80Q.i¥RYed fGh UG ADNE d}‘i‘o%*ﬁgﬁﬁ%s%b%o HF“W}@WHO?@%[E%W@E&EQ%%

menu 875 may be conprise e or nore list elenents,
each i nahardepniigurationsrbgiren onthel ddnmimb&he Emﬁaqenalatce@@ag@ydmdimte 8v5hte &

fi - 875
reseage ORCTh et Bys RRER e o e s bp Bl B e B 26 pu R Brgrec
nor e el etigified, @ndt(ﬁt moniessdigSisnilatly,che IlaspSHeh datctdhed sl aclie: thudpicat olih

websi te.. For exanp %ﬁ as seen i.n FICE ‘é Bhe user terface ma]}%
di spl ay the F}FQE‘CQ?‘SeW? it CALESPRRURS b2 8% BALAHAT fittaf Faent s +gnivas last reported,
parti Culchlssifb® Ght/RRI 'n%nﬁf@ﬁ:ﬁag?hé)!?blﬁ‘xt m& Adpt %a§71§&1cat§%é h@Mbé}goft fthss the
exanple, the user interface may disp f/ an | D nunmber

|

corres p@wwsw@bslrﬁecomﬁpoelﬂ@é © the P\ﬂElCP bstte!f@qn’e%@atgé bequporml@nd/or the
whi ch i ‘Baloef%légt}smeﬂ{mqﬁes&‘ of 1elB9ed NEhRIRE th}qn h&ic&0% ftﬁﬁ%ggﬁh@&m

to URL has been recel ve via an el ectronic sa e. 1tron
t he usenrclatag jo the suspicamp mebsikapirespoeding trkthe particilar 1ot dlementGMac cess
and/or view the electronic nessage and/ or phi shing lure. Form 800 may

21 80 1 NghIe e BILLPLLADRHIEN ATL AN ARYRE [RAIANE, LB 0 crpor

button OW a user W crrterion or
abuse maslsa@oiuakplcmmdmitemlawatal filc ackirdih®to, onk @F mow&pmdasmlbdddﬁreaﬂ

| P Address nenu 880, ,as furt .di scu ow with respect to_F
12. [ 5AYUSer B2y §°G°py e peynier %ed ‘ésfrafeat“éﬁcg%e"lﬂf“g‘dﬁ%% ’?1@05%1“5 r“% P#&p
4, for example. The user interface of FIG. 5 may include a listing of suspicious websites 500,

as well as a header bar 505 and one or more list elements 510. The header bar 505 may include



20 results field 920. Stated differently, in one or nore
configurations, it mght not require input froma user in order to
execute a DNS query. [56] According to one or nore aspects, form 900
may al so contain a WHO S query nenu 925. WHO S query nenu 925 nay
contain a query-selection pull-down nehu 925a, an |P address textbox
925b, a cancel button 925c, a run button 925d, and a del ete button
925e. | nomdsh rhdre o luHChead BigS rayid N3 CBElﬁmnP&ydmgélmaﬁ b6 iy pERGN dForGxample,

lts fi h lts fjeld 930., .
V'S quERJETBSTR Somtrialh eaBinalyar Y RGP AT Feties SR Besidhlede P
930a, a fIBLWHIKCHAMBeRRRI505aN 14 KRN RtR3080 a hlﬁ%rm&&m%inﬁfn%rt%tdoﬁlﬂm

930d, an 1SP UR 930e, and an | SP email g%ess query
menu 925headipe aayolor £xargple, &e&cw&iqrt@a%wdh@ maphesvin phéchrthe lipting ffsugpicious

VWHO S q e g
UL S, SUFEMIGE R0 SRS DNSSUIEN S8LEE el Sy s, ad s
corres pcmthchgnmts ﬂnm;e bs dypelisgd. skwpxeinpksa wstsementi 510 Lﬂﬁ%ly inebu'db) ax IBZsEaﬂuc

wai S quitp s BEGHTARebt 26t 906 R uhERs e Ploc Afe i e YL et feom or

VWHO S queraddimeysiipe. executed automatically by the system such that
"WHO S" is already selected from query-selection pull-down menu 925a,

the IP ess correspondln to the selecte i ¢i ous bsi

T iy 0L Ao itag RRe S rsptety I SRt gaecny Aeunclati s foalser sy
Vi ew t heinéiegdd] vasio® bulthd@s, ARE, Yankd/br WK Scefis\to AW at Sset ’ccﬁb@)oﬁ&ﬁe listing of
Stated differently, in one or nore configuratigns, it mg

requi r e SUREeUs Vehites e r Theroplbrrel0lmaseloakide aa\agavmbstt@fﬁeﬂ?a Whﬁh allow a
addi ti Orh el 9 G B el fo?vqgﬁeﬁa%k% f o ®Yals ﬁ&ﬁﬁd %a%tee 1h Q@dlﬁgll?qhg%o(ﬂgear ?gll] may

cease and desi St |etter, of “exa
to the liSfudsmidoraddness) @Bﬁfmg daser itd seée:tt bl}d/mmam@l&qqteeatwhlm the Jisting

t he syst i.S Nk, 9 GCE L0 I enali
ddr ovs SabE iRl SONEE P FARpleylE Cihe GRS CRA, o e gBaret oy 535
FIG 10 witl ustassatieted Find éink iS40 enl acHed Syk 544. ngd&tibﬁdlm tieatoottat GOB néay

user to .create_and/or sen cease tter accqr di t 9. one
or nore® @b@cﬂt §§%Fé§8FPﬁé’&ﬂﬁgWé‘| enu/@BsaP dfl?f(p% YRR S50 e gealper 01 may
interfacy idasdd 4 RELsBUtRING60 RS 2 PSRE bitfnST6h 2aBe MRYbar 501 8RA9 286w HsEr to
configurations, be inplenented in the formof a dynam c webpage, and

may | nclouBert Bedisthg AhYEDIRPBEEPsHRS S00T HEOT GS-ADIE Mt WT ek chaspe B mertigeler Ale
form 1000 fhakicRhd e¥HnA s}é@ﬁtgh%\m g @rMﬂ:ms%ﬁt 8e1dsg;&§adgﬂ%%p XB8H48h

nmodi fy data in various Form 1000 may i nclude

reci pi erfickctB@Hat pulkdowh maoi $Hi0entd thedGStivey Esport butiom $¥4 thofs wifveting the
nmomlist_e ts ch | for exanpl a typ .
el enent USRIl PGPty TGiHRS: maha AL oftakiE e dsin
or rrFr e tﬁesmmlgfb;f sﬁ@fdiﬂa%@&ﬂ)&t&)ﬁoo lnthla udeeoxambxercplﬁgwatm%i it mag by ad%ﬂa.geous
Tenpl at e enai u, 1 I nc e an. | D nu I ndi cat or 10

t enpl at €2 seéP%f}?eoHs“&ﬁqulﬂ‘éQ%mH%Wﬁ 515 OaSOLJﬁLtOt t BERPF 2 é'?? llffﬂng of
addr ess g @ik onfa R ARt €. la%mﬁ&%Pnot%eﬁﬁ@a{eeergﬁm 215) or

button 1035, and a done button 1040. Tenpl ate email nenu
al | ow a dgisetrorrass Brthadaabase And/oswntra Berdionntd mis b edviniaeres tb@gyw the

a pre d

ol at & ot LB Ewliibs SATR, B 3 Bhod RR 5 FBbsikahEh bf b igous
correspowdtslmgastlcgmmaesefrmuiu@ht suspi ci ous website in URL textbox 1020,
enter the I P address corresponding to the sel ected suspi ci ous website

in 1P a&ﬁ]ﬁz)l% (%eéﬁl?lgéﬁ%so %7213 rzlﬂttegfgce d1gdl§)ysl’1!1 ng dgwg{o% ,?f? E:r %%tto Qe o

si gnature & nesSage

to cr eatrm)raaq;lca:s dseniicd hareims eA ang rﬁlzgsacatssltm [k mtd:rﬁice nkhlsﬁﬁtcfmﬂi €1G. 6 wa
configurations, apd desist |etter, ma be cre d/ or se
aut onat €AY e B?/“fF ﬁ’gﬂsﬁ\%t Bhoppioe DRSS inferioeq wAY | e Wdew

600, a file name indicator 605, a file type indicator 610, and a ma1lbox indicator 615. In

addition, the user interface may include an open button 620, a save button 625, and a cancel



[59] FIG 11 illustrates a user interface displaying a cease and
desist letter based on a predefined tenplate according to one or nore
aspects described herein. The user interface may include a nessage

wi ndow 1100, which itself may include a send button 1105. In
addi ti on, nessage w ndow 1100 may conprise a content area 1106 that

i ncludes the nmessage content of the cegse and desist letter. For
exanpl e, content area 1106 may include a URI corresponding to the
suspi ci o t

Sushi OUR e R, ﬁlb%,ﬁguse?rfhéérﬁcé‘gﬁﬁﬁ'&;ﬁledgl%?ée gfatelree%&gt@gsi%% as count link
or nore oB3af |Jgowm¢adammdow tGOWYl?éIO‘acwwﬁt tgersnPriseve pctlenfroniamussage that
redirect tenplate 120 a an

i or gani'SBERSA s bl FPF 8RRy £usFBlay s kB PG TE T RELh |
user nmay @end dnber QGMcamdc nheshms ajsetinted with the sasp@nmisevebbgc tawhichgoimg

G opl ayi HGRE°T Spmend Atedlae's ot e HERs R ySae PRl A5 oroms e

t 0 one oranycodic prRefge bl:em(scltltmerdcdmmemmsags ey micluae, ocxahelaoah"waubér
i nterfaces descrl bed herein,.th i nt e a n
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falls in the “FI Phish” category, because that particular electronic message solicits or attempts to
solicit information from the Financial Institution (FI) customers. Other types of categories may
also be defined. Form 800 may also include a status field 825, which may allow a user to edit
and/or view the status of the selected suspicious website. For example, the form may display

whether the selected suspicious website is online (“up™) or offline (“down”).

[50] In addition, in one or more configurations, form 800 may include an incident URL field
830. Incident URL field 830 may, for example, allow a user to edit and/or view an IP address
and/or URI corresponding to the selected suspicious website. Form 800 may also include a
comments field 835, which may allow a user to edit and/or view comments relating to the
selected suspicious website. In addition, form 800 may include a date worked field 840, an
expiration date field 845, and a site status daté field 850. These date fields may, for example,
allow a user to edit and/or view the date at which the selected website was classified, the date at
which the classification of the selected website will expire, and the date at which the status of
the selected website was last updated, respectively. Form 800 may also include save button

805, which may allow a user to save changes made to the various fields of form 800.

[51] According to one or more aspects, form 800 may include cease and desist menu 855.
Cease and desist menu 855 may be comprised of hyperlink 855a and status message 8550.
Cease and desist menu 855 may allow a user to create and/or send a cease and desist letter with
respect to the selected suspicious website, and also may allow a user to determine whether a
cease and desist letter has already been sent with respect to the selected suspicious website.
For cxamplc, a uscr may activate hyperlink 855a and then view a user intcrface displaying a
form that allows the user to determine parties responsible-for the suspicious website; as well as
create and/or send a ccase and desist letter, as further discussed below with rospect to FIG. 9-

11. In addition, a user may view status message 855b, and accordingly determine, for example,
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[52] According to one or more aspects, form 800 may include criteria matching menu 870.
Criteria matching menu §70 may be comprised of one or more list elements, which may each
include, for example, an edit link 870a, an ID number 870b, a matching type 870c, and a
criterion 870d. Criteria matching menu 870 may allow a user to associate one or more IP
addresses or URIs with the selected suspicious website. For example, it may be the case that
two or more URIs and/or IP addresses, different from each other, correspond to the same
suspicious website. In such a situation, criteria matching menu 870 may allow a user to apply,
for example, exact, wild, or regular expressions to the various URIs and/or IP addresses, so as
to assess similarities and determine whether the various URIs and/or IP addresses correspond to

the same suspicious website.

[53] In one or more configurations, to use criteria matching menu 870, a user may, for
example, activate edit link 870a, which may result in the display of a window that allows the
user to choose a matching type (e.g. exact, wild, or regular expression) and allows the user to
edit the criterion (i.e. it allows the user to edit the IP address and/or URI). In addition, form
800 may include abuse message URLs menu 875. Abuse message URLs menu 875 may be
comprised of onc or more list elements, which may cach include, for example, an ID number
875a, a message count 875b, a first-seen date 875¢c, a message link 875d, and a URL 875e.
Abuse message URLs menu 875 may allow a user to access and/or vicw one or more ¢lectronic

mail messages which reported the selected suspicious website. For example, as seen in FIG. 8,



25 The nethod of claiml, anther conprising: conmparing the

suspi cious network site to informati on about one or nore known

fraudul ent sites to assess a probability that the suspicious network

site is fraudulent. 3. The nmethod of claim 13 further conpri sing:
conparing the first address Bf the suspicious network site

to an address corresponding to a known fraudulent site. 4. The met hod
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addr esse‘ihlch indicates the number of times the phishing lure corresponding to URL 875e has been
received via an electronic message. In addition, the user may, for example, activate link 8§75d
in order to access and/or view the electronic message and/or phishing lure. Form 800 may also
include new criterion button 871 and new abuse message URL button 881, which may allow a
user to add a new criterion or a new abuse message URL, respectively. In addition, form 8§00

may include an IP Address menu 880, as further discussed below with respect to FIG. 12,

[S4] FIG. 9 illustrates a user interface displaying a form that allows a user to determine
parties responsible for a suspicious website, as well as create and/or send a cease and desist
letter according to one or more aspects described herein. As similar to the other user interfaces
described herein, the user interface may, in one or more configurations, be implemented in the
form of a dynamic webpage, and may include one or more hyperlinks. The user interface may
include a form 900 that allows a user to view data in, enter data into, and/or modify data in
various fields. Form 900 may include an incident number indicator 905, as well as an add
query button 910. The add query button 910 may, for example, allow a user to add another
DNS query menu or WHOIS query menu, similar to those further discussed below.

[55] According to one or more aspects, form 900 may contain a DNS query menu 915, DNS
query menu 915 may contain a query-selection pull-down menu 915a, a URI textbox 915D, a
cancel button 915c¢, a run button 915d, and a delete button 915¢. In addition, DNS query menu
915 may have a corresponding results field, such as, for example, DNS query results field 920.
DNS query results field 920 may further include one or more resulting IP addresses, such as,
for example, resulting IP address 920a. DNS query menu 915 may allow a user to execute
and/or view the results of a DNS query. For example, a user may select “DNS” from query-
selection pull-down menu 915a, enter the URI corresponding to the selected suspicious website
in URI textbox 915b, activate run button 915d, and view results of the DNS query in DNS
query results field 920. In one or more configurations, the DNS query may be executed
automatically by the system, such that “DNS” is alrcady sclected from query-selection pull-
down menu 915a, the URI corresponding to the selected suspicious website is already entered

into URI textbox 915b, and the user may merely view the results of the query in DNS query



5. The method of claim11, further conprising: in response to
determning that the first address does not match the one or nore
previously stored addresses in the database, associating the

el ectroni c message with a new uni que identifier corresponding to the.
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the fir Sdxa ﬁlgfy %ﬁ%o&f ql}epfre%itss%eﬂ b3 ‘ﬂlﬁd@ quer?; rE:suIts field 930 may further include
an IP address range 930a, a network name 930b, an ISP name 930c, ISP contact information
930d, an ISP URI 930¢, and an ISP email address 930f. WHOIS query menu 925 may allow a
user to execute and/or view the results of a WHOIS query. For example, a user may select
“WHOIS” from query-selection pull-down menu 925a, enter the IP address corresponding to
the selected suspicious website in URT textbox 925b, activate run button 925d, and view results
of the WHOIS query in WHOIS query results field 930. In one or more configurations, the
WHOIS query may be executed automatically by the system, such that “WHOIS” is already
sclected from query-selection pull-down menu 925a, the IP address corresponding to the
selected suspicious website is already entered into IP address textbox 925b, and the user may
merely view the results of the query in WHOIS query results field 930. Stated differently, in
one or more configurations, it might not require input from a user in order to execute a WHOIS
query. In addition, ISP email address 930f may facilitate the sending of a cease and desist
letter, as, for example, such a letter may be sent to the ISP email address 930f identified by the
WHOIS query. Also, the system may display an email menu 935 adjacent to ISP email address

930f, so as to facilitate communication with the ISP,

[57]) FIG. 10 illustrates a user interface displaying a form that allows a user to create and/or
send a cease and desist letter according to one or more aspects described herein. As similar to
the other wuser interfaces described herein, the user interface may, in one or more
configurations, be implemented in the form of a dynamic webpage, and may include one or
more hyperlinks. The user interface may include a form 1000 that allows a user to view data
in, enter data into, and/or modify data in various fields. Form 1000 may include a list of
recipients 1005. List of recipients 1005 may be comprised of one or more list clements, which

may each include, for example, a type element 1005a and an email address 1005b.
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closing and/or signature into signature textbox 1030, and activate create message button 1035
80 as to create and/or send a cease and desist letter. In one or more configurations, a cease and
desist letter may be created and/or sent automatically by the system. For example, it might not

require input from a user in order to create and/or send a cease and desist letter.

[59] FIG. 11 illustrates a user interface displaying a cease and desist letter based on a pre-
defined template according to one or more aspects described herein. The user interface may
include a message window 1100, which itself may include a send button 1105. In addition,
message window 1100 may comprise a content arca 1106 that includes the message content of
the cease and desist letter. For example, content area 1106 may include a URI corresponding to
the suspicious website 1110, an IP address corresponding to the suspicious website 1115, and
an HTML redirect template 1120. In one or more configurations, it may be advantageous to
include HTML redirect template 1120 in a cease and desist letter, so as to assist an organization
in alerting its users about the suspicious website. A user may send the cease and desist letter,

for example, by activating send button 1105.

[60] FIG. 12 illustrates a user interface displaying a form that allows a user to log ISP
information according to one or more aspects described herein. As similar to the other user
interfaces described herein, the user interface may, in one or more configurations, be
implemented in the form of a dynamic webpage, and may include one or more hyperlinks. 1P
Address menu 880 may include an incident ID textbox 1205, an IP address textbox 1210, an
ISP country textbox 1215, an ISP name textbox 1220, and an ISP ticket number textbox 1225.
In addition, the user interface may include save hyperlink 1230 and close hyperlink 1235. IP
Address menu 880 may allow a user to log information about an ISP that hosts and/or hosted
the selected suspicious website. For cxample, after a DNS query and/or WHOIS qucry has

been performed, a user may wish to log information that has been obtained about the ISP.
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[61] FIG. 13 illustrates a user interface displaying a form that allows a user to search a
database containing records relating to one or more suspicious websites. As similar to the other
user interfaces described herein, the user interface may, in one or more configurations, be
implemented in the form of a dynamic webpage, and may include one or more hyperlinks. The
user interface may include a search form 1300. Search form 1300 may comprise various fields,
such as, for example, an incident number textbox 1305, a start date textbox 1315, an end date
textbox 1325, a status pull-down menu 1310, a type pull-down menu 1320, a category pull-
down menu 1330, a URL textbox 1345, a clear hyperlink 1335, and a user-created checkbox
1340. Search form 1300 may further comprise a search results field 1351. Search results field
1351 may include a results header bar 1350, which may include various column headings, such
as, for example, incident heading 1350a, status heading 1350b, type heading 1350c, category
heading 1350d, cease and desist heading 1350¢, create date heading 1350f, count heading
1350g, and total letters sent heading 1350h. Search form 1300 may allow a user to search a
database containing records relating to one or more suspicious websites. For example, a user
may enter and/or edit values in the various fields of search form 1300, and then execute a key
command and/or activate a hyperlink or button to perform a scarch of the database. In this

manner, specific records matching a certain criteria may be located.

[62] Additionally, the methods and features recited herein may further be implemented
through any number of computer readable media that are able to store computer readable
instructions. Examples of computer readable media that may be used include RAM, ROM,
EEPROM, flash memory or other memory technology, CD-ROM, DVD, or other optical disk

storage, magnetic cassettes, magnetic tape, magnetic storage and the like.
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receive an el ectronic nessage, the electronic nmessage including a

first address of a suspicious network site; parse the
el ectronic nessage to determne the first address of the suspicious
network site; 28 determ ne whether the first address

mat ches one or nore previously stored addresses in a database;
in response to determning that the fi4rst address does not match the
one or nore previously stored addresses in the database, display a
first user interface pronpting a user to classify the suspicious
net wor k CHime: i n accordance with one or nore classification criteria;
access the suspicious network site nultiple tinmes on a predeterm ned
I nterval

1. A method comprising:

receiving, by a computing device, an electronic message, the electronic message
including a first address of a suspicious network site;

parsing, by the computing device, the electronic message to determinethe first address of
the suspicious network site;

determining, by the computing device, whether the first address matches one or more
previously stored addresses in a database;

in response to determining that the first address does not match the one or more
previously stored addresses in the database, displaying, by the computing device, a first user
interface prompting a user to classify the suspicious network site in accordance with one or more
classification criteria;

continuously monitoring, by the computing device, the suspicious network site over a
predefined period of time;

based on the monitoring, determining, by the computing device, whether a status of the
suspicious network site has changed during the predefined period of time;

in response to determining that the status of the suspicious network site has
changed,determining, by the computing device, whether one or more attributes of the suspicious
network site matches the one or more classification criteria;

in response to determining that the one or more attributes of the suspicious network site
matches the one or more classification criteria, determining, by the computing device, whether
the one or more classification criteria are indicative of a legitimate site; -

displaying, by the computing device, a second user interface that includes one or more
controls enabling the user to identify one or more entities responsible for the suspicious network
site; and

displaying, by the computing device, a third user interface that includes an email template
enabling the user to create, based on the email template, at least one cease and desist letter to be

sent to the one or more entities responsible for the suspicious network site.



determ ne, based on an algorithm whether a status of the suspicious
network site has changed during the predeterm ned interval;

and in response to determ ning that the status of the suspicious
network site has changed, determ ne whether one or nore attributes of
t he suspicious network site matches the one or nore classification
criteria; in response to d&termining that the one or nore
attributes of the suspicious network site matches the one or nore
classification criteria, determ ne whether the one or nore

cl assi fiZat | Ghe BEPEPS il le rihel CHWPIYESOf a legitimte site;
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enabl i n%ithe user to identify one or nore entities responsible for

the suspiaudubens sigrstansstes § probabibipydhat the suspicious nglwet iy isfiakilerf- user
interface that includes an enmail tenplate enabling the user to i
create, based on the email tenplate, at |east one cease and desi st
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menory store$’ I ona e Instructions

execut ed kbywi frandatent si@st one processor further cause the apparatus
to: conpare the suspicious netmnrk site to information about
one or tes in order to assess a

re kno
probabi [ty Jflﬁea{%gll %ﬁisrﬁ Tu%” ’élP“sm%( site is fraudulent. 15. The
appar at us of inGtspoise %detmm:eg maﬁtheﬁlmeaml‘eys mﬁtohee ﬂwaniel bt morakeviasiyut er
readabl e i Hsa(g uct i on éﬁfiﬂ % when exe } é/ lI east one
process BTPI,B £ 1F§sasr1n(t’ é’,l ftsrffe s&ciszbagpaf 011l message w1t1one or more unique

identifiers corresponding to the one or more pr evmusly stored addresses.

5. The method of claim 1, further comprising:

in response to determining that the first address does not match the one or more
previously stored addresses in the database, associating the electronic message with a new
unique identifier corresponding to.the.first address, the new unique identifier being different
from one or more unique identifiers corresponding to the one or more previously stored

addresses.

6. The method of claim 1, further comprising:
in response to determining that the status of the suspicious network site has not changed
during the predefined period of time, automatically sending at least one cease and desist letter to

an entity determined to be an owner of the suspicious network site.

7. At least one non-transitory computer-readable medium having computer-exccutable
instructions stored thereon that, when executed, cause at least one computing device to:

receive an electronic message, the electronic message including a first address of a
suspicious network site;

parse the electronic message to determine the first address of the suspicious network site;



conpare the first address of the suspicious network site to an
address corresponding to a known fraudul ent website. 29 16. The
apparatus of claim 13, wherein the nenory stores additional conputer
readabl e i nstructions that, when executed by the at |east one
processor, further cause the apparatus to: in response to
determning that the first address makéhes the one or nore previously
stored addresses in the database, associate the el ectronic nessage
with one or nore unique identifiers corresponding to the one or nore
previ ousl y stdemdnekhthes §edirst adqressThptchappngro mese ryevieysh sieredaddygsees & m
the nmeny QL ¥p k0T es addi ti onal conputer readable instructions that,

when execuP by the at | east one processor, further cause the
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in response to determining that the status of the suspicious network site has changed,
-determine whether one or more attributes of the suspicious network site matches the one or more
clasmﬁcanon criteria;

in response to cle:'{em'unmcr that the one or more attributes of the suspicious network site
natches the one or more clasmﬁcat:on criteria, determine whether the one or more classification
criteria are indicative of a legi-timate site;

display a second user interface that includes one or more controls enabling the user to
identify one or more entities responsible for the suspicious netweork site; and

display a third user interface that includes an email template enabling the user to create,
based on the email template, at least one cease and desist letter to be sent to the one or more

entities responsible for the suspicious network site.

8. The at least one non-transitory computer-readable medium of claim 7, having additional
computer-executable instructions stored thereon that, when executed, further cause the at least
one computing device to:

compare the suspicious network site to information about one or more known fraudulent

websites in order to assess a probability that the suspicious network site is fraudulent.

9. The at least one non-transitory computer-readable medium of claim 7, having additional
computer-executable instructions stored thereon that, when executed further cause the at least

one computing device to:

compare the first address of the suspicious network site to an address corresponding to a

known fraudulent-website:



in response to determining that the status of the suspicious network

site has not changed during the predeterm ned interval, automatically
send at | east one cease and desist letter to an entity determned to

be an owner of the suspicious network site.
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10.  The at least one non-transitorycomputer-readable medium of claim 7, having additional
computer-executable instructions stored thereon that, when executed, further cause the at least
one computing device to:

in response to determining that the first address matches the one or more previously
stored addresses in the database, associate the electronic message with one or more unique

identifiers corresponding to the one or more previously stored addresses.

11.  The at Ieast one non-transitory computer-readable medium of claim 7, having additional
computer-executable instructions stored thereon that, when executed, further cause the at least
one computing device to:

in response to determining that the first address does not match the one or more
previously stored addresses in the database, associate the electronic message with a new unique
identifier corresponding to the first address, the new unique identifier being different from one or

more unique identifiers corresponding to the one or more previously stored addresses.

12. The at least one non-transitory computer-readable medium of claim 7, having additional
computer-executable instructions stored thereon that, when executed, further cause the at least

one computing device to:

in response to determining that the status of the suspicious network site has not changed
during the predetermined interval, automatically send at least one cease and desist letter to an

entity determined to be an owner of the suspicious network site.

13. An apparatus comprising:
at least one processor; and
memory storing computer readable instructions that, when executed by the at least one
processor, cause the apparatus to:
receive an electronic message, the electronic message including a first address of
a suspicious network site;

parse the electronic message to determine the first address of the suspicious

network site;
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determine whether the first address matches one or more previously stored

addresses in a database;

in response to determining that the first address does not match the one or more
previously stored addresses in the database, display a first user interface prompting a user to
classify the suspicious network site in accordance with one or more classification criteria;

access the suspicious network site multiple times on a predetermined interval,

determine, based on an algorithm, whether a status of the suspicious network site
has changed during the predetermined interval;

and in response to determining that the status of the suspicious network site has
changed, determine whether one or more attributes of the suspicious network site matches the
one or more classification criteria;

in response to determining that the one or more attributes of the suspicious
network site matches the one or more (glassiﬁcation criteria, determine whether the one or more
classification criteria are indicative of a legitimate site;

display a second user interface that includes one or more controls enabling the

user to identify one or more entities responsible for the suspicious network site; and

display a third user interface that includes an email template enabling the user to

create, based on the email template, at Jeast one cease and desist letter to be sent to the one or

more entities responsible for the suspicious network site.

14. The apparatus of claim 13, wherein the memory stores additional computer readable
instructions that, when executed by the at least one processor further cause the apparatus to:
compare the suspicious network site to information about one or more known fraudulent

websites in order to assess a probability that the suspicious network site is fraudulent.

15. The apparatus of claim 13, wherein the memory stores additional computer readable
instructions that, when executed by the at least one processor, further cause the apparatus to:
compare the first address of the suspicious network site to an address corresponding to a

known franduient website.



29

16. The apparatus of claim 13, wherein the memory stores additional computer readable

instructions that, when executed by the at least one processor, further cause the apparatus to:
in response to determining that the first address matches the one or more previously

stored addresses in the database, associate the electronic message with one or more unique

identifiers corresponding to the one or more previously stored addresses.

17. The apparatus of claim 13, wherein the memory stores additional computer readable
instructions that, when executed by the at least one processor, fiurther cause the apparatus to:

in response to determining that the first address does not match the one or more
previously stored addresses in the database, associate the elecironic message with a new unique
identifier corresponding to the first address, the new unique identifier being different from one or

more unique identifiers corresponding to the one or more previously stored addresses.

18. The apparatus of claim 13, wherein the memory stores additional computer readable
instructions that, when executed by the at least one processor, further cause the apparatus to:

in response to determining that the status of the suspicious network site has not changed
during the predetermined interval, automatically send at least one cease and desist letter to an

entity determined to be an owner of the suspicious network site.



