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DESCRI PTI ONr  SEM CON WE@M@@@ RD AND DATA READI NG APPARATUS TECHNI CAL
FI ELD The present inve to a sem conductor 5 nend8Pctabed 2003
storing digital contents, dH#6¥ data readi ng apparatus for J 5“&”&’ yt the
di gital PEhU4PE fromthe ' senmiconductor menory card. Nbrec§2rt|cﬁ@arly,
the present invention relates to ] idyctor nmenory card and a data
readi ng apparatus suitable for copyrrght protection of digital 10 contents.
BACKGROUND ART The mul tinmedi a network technol ogy has devel oped to the
extent that digital contents such as nusic contents are distributed via a
communi cation network such as the Internet. 15 This makes it possible to
access a var iS4 GINRHSTRR HENRRY | FRBOpANY Géd 2 REMCIHSUF R TP 1 d at
home. For exanple, a nusic content can be downl oaded into a personal
‘conmputer (hereafter referred to as PC), then stored in a sem conductor
menory card | oaded into the PC. Al so, the sem conductor nenory card can be
24 renoyeduiironlt T RO and can be | oaded into a portable nusic player. This
enables one to listen. to the nmusic while wal king. The sem conductor nenory

cards are conpact mns |yl ghinveaitdon 23 20us0bes 200%an M Q9166602
PCT/ JP0O0/ 02309 contai ning a sem conductor nenory (e. g., a flash nenory)

bei Bg npoyaltile-angsbavicng ia d ai0g: 850" 2Ya SRRACH tahd | B S a-JUS] &g

dirstribution"the digital contents t0 be stored in 'the sem conductor nefory
card nee encrypt : or n Si . key | ke:3 0 pr nt
unaut ho?ggégaE?ls, gg)f():yi %gagr‘?‘[ he P‘gi S;gl‘é con ggln g‘ gc{os%%@ééné arfr?ién)raerr% i's
required so that file managenent software programs, .magy of _which are

5t andar BB PHRMR|S T EBAIEr CFRTEPCs, MOEANOPIEbPG ULRE LY gi EAF COFRETRE 1o
ot her storage nediuns. 10 In one possible nethod for preventin

unaut hokNYeatéepyi FRL2eR% y t@edh cEEBACIBARRECS FRYRP BYs Cars aﬂ‘%w@d qara
access the sem conductor nenory card. For exanple, when an authentication
pr ocessrbetivegn aprRCadng & sidriziondiet oropenbgptcrrd thas ioonpifetdidgital
affirmatively, a PCis allowed to. access -the 15 sem conductor nmenory card:
and0whesohihenast.henti cati on process has not conpleted affirmatively due to
the lack of a dedicated software program the PCis not allowed to access
t he sem conduct or nenory card. :

 BACKGROUND ART
The multimedia network technology has developed to the
extent that digital contents such as music contents are
distributed via a communication network such as the Internet.
15 This makes it possible to access .a variety of music or the like
provided from around the world at home. For example, a music
content can be downloaded into a personal computer (hereafter
referred to as PC), then stored in a semiconductor memory card
loaded into the PC. 2Also, the semiconductor memory card can be
20 removed from the PC and can be loaded into a portable music
player. This enables one to listen to the music while walking.

The semiconductor memory cards are compact and lightweight cards
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However, in the above nethod in which PCs should 20 al ways have a dedi cated
software programto access the sem conductor nenory card, Tree data
exchange with users via the sem conductor nenory card i s not2aQatdbeble03 As
a result, the above nethod | oses a nmerit of conventional sem conductor
menory caV@9U6ietely, a merit that file managenent software JrogPEME%s
bei ng standard, equi pnments.on connerci al ?an be use t ober

rd e y PCs tg 2_ 23 Opt
2003 CVO T EHE0 P/ IPBEF BF 869 OZc T Thel St condbt 86 RERSFyY ) cRFd g

Sem conductor nenory cards that can only be accessed through dedicated

sof t war e NTOA bisl bf e2RdpedVdRJdad I8ESEYES TREFRIMEIVICSEDring digital
contents since such sem conductor 5 nenory cards function to protect
copyright of the di ht ahcbont susdC Howgrdptina, sé&riec dididadr ceaFsnyScirds
have a problemthat they cannot be used as auxiliary storage apparatuses in
gener al - p¥ pASreDApUtttle Sestieronddd tSC QElddr Ore d M/ENTE Nt 20bkt ensrypted Tt
therefore an object of the present invention to provide a sem conductor
Menory cayydkdhahat@nuRe dsed ageR skorage Nedkeuntd oFr@ﬁﬂmguﬁlhgthahized
contents and as a storage nmediumfor storing genera

(not an et of pyg Lahts pr ctdf dt vide, a f 15
readi ng g’?tp T mo'?ﬁeylé%otgal '%gi udm IEatﬁj‘snabovgp&g jSéCf[jaerier% ul f1i ﬁ%&bygg
sem conduct or. menor rd that car. be. It i nLtr el ogi-C
devi ce, EGHI%T g§xa %ﬁitébFeWﬁﬁé%&%%ﬁ?eS%ﬁ%ﬁ%}%ﬁéggggg%'(oﬁ%ﬁicﬁft
whi ch control s accesses Ey t he .el ectroni c device.t ég aut henti cation_area
and a nod4FEh&TS SEENGRIL AL IRTYNE PEMSCRESEE Rdny 654t (PETENGPHY the
wherein the control circuit includes. a non-authentication area access
control @Higl i PR EDI 8O aEE8Se S TR 20Re "EIdEMoni ¢ device to the non
aut hentication area; an authentication unit which perfornms an 3 ' 23

Cct ob@r 2003 WO U0/ 55602sPQToIPCOLer 3@t rmd hEpr i paeiventigrdcessutoothee®
whet her the el ectronic device is proper, and affirmatively authentictes

t he el ectoogRiiqiglevindy Weell datede|sedfiowates pdengrams a2 opklowaddtanaccess.
aut-hentication area access control unit which permts the electronic .

devi ce tar acsesscbh@uatbhentamiiwn aaed.only méen themputehentiteat i ofn
unit ., affirmatively authenticates the electronic device. Wth the above

const r uct Qe dthe- At sh bk e 88 BREGEENOH @oPUHON JU0L EShd QPN ory
stored in the authentication area and other data can be stored in the

non- aut hentj catio 0 I it p s t igye
sem cond%c #%&%P%@%F&%S@éﬁ‘@“ﬁ%% St SDi%;il'%lalea]'c]'(;.On"?ée:@ntgcyt%égf.)lée?:t:5 *the

Copyﬁggh%%%¥é%§é§£€g¥1é%£§¥ydgg%dgogghh%%én the authentication process

- -has not completed affirmatively due to the lack of a dedicated
software program, the 'PC is not allowed to access the

semiconductor memory card.

However, in the above method in which PCs should

20 always have a dedicated software program to access the
semiconductor memory card, free data exchange with users via the
semiconductor memory card is not available. 2As a result, the
above method loses a merit of conventional semiconductor memory
cards, namely, a merit that £file management software programs

235 being standard equipments on commercial PCs can be used to

- purpose conputer data



In the above sem conductor nenory card, the authentication unit may
generate a key reflecting a result of 15 the authentication. process, and
t he aut hentication area access control unit decrypts an encrygicetbber 2003

i nstruct (RN the key generated by the authentication upCt/sP@Evd309
controls accesses by the electronic device to the authentication area in
accor dange-ad 4 hthdesdat eypidet dorsttancddywoncaddie encrypted i nstruction being
sent fromthe electronic device. Wth the above construction, even if the

communi cati on bet ween e, R LHONLIE Y EBPARE YrEakdcand oan yebectdcissed
device is tapped, the instruction to access the authentication area has

been e”%ﬁc}&@a ligald 09 e hasd ookt iRsPraceding .23 Aulenieatiqn.

accordi uch @ sem conduct or ry-car 23 COctober 2003 WO

00/ 65602 PG T/ JPQ0/ 02309 has a.reliable function t : ,
aut hent FERCHGRS P85 ALOHH B0 rg-BnF af (0 SACCLobH® | RERe gBayanductos

sem conductor nmenory card, the authentication unit nmay performa,, .

chal ﬁeng@mﬂe’é{poﬁs?e’fg%/pé%wn aGPheH'FPEéFitonCRPYﬁlEHg ePEctThi Eigdfidde,
and generates the key fromchall enge data and response data, the chall enge
dat a beicuptsmtst o t Howslvests ot deenéeonguehock WRBPREr ¢hede| dBa¥dnidk
device is proper, and the response data being generated to show the

aut hent ipg&dd Iegm unthats mheper .cdnd¥ t hoehe usledh e apnseuutiiany t beokegs s
shared by the sem conductor nmenory card and the el ectronic device only when

bot h de\é’f;%%@éﬁééémihvgénemtlh@mﬁpb@ee cagudhesysEams hernore, the key
changes for each authenfication. This enhances the security of the

aut hentication area since the 15 authentication area cannot be accessed
wi t hout using the key. In the above sem conductor nmenory card, the

encrypt ﬁg %ﬂféﬁg&tigp iggt,lﬁr;%r@ the el ectronic device may include a tag
field a eSS . tag field not having been encrypted and
specifying a type of an access to the authenti ion_area, the addres

fi ercfbi havi ng been éfictypted Zmd *Epédi |3r?§%ar?fg§ e§§e5fen§nlél?’$§qg8%bz:°
accessed, wherein the authentication area access _control yni.t de ry%ts t he
addr ess FY @i gSERe CRARUGERF cBRFPEYs FRERs &L HySEHe R eBEPONI TS dévi ce

to the authentication area so that an access of the type 25 specified in
t he tag Sftiatage smeddant of@hesipsangndiittedl bgorhgnts” and as a storage

medium for storing general-purpose computer data (not an object
of copyright protection), and to provide an apparatus for
15 reading data frcm the storage medium.

The above object is fulfilled by a semiconductor
memory card that can be used/removed in/from an electronic
device, comprising: a rewritable nonvolatile memory; and a
control circuit which controls accesses by the electronic device

20 to an authentication area and a non-authentication area in the
rewritable nonvolatile memory, wherein the contrel circuit
includes: a non-authentication area access control unit which
controls accesses by the electronic device to the non-

authentication area; an authentication unit which performs an



23 Cctober 2003 CVO 00/ 6560. PCTI JPOO/ 0~309 address in the decryted address
field. Wth the above construction only t:”e address field d of the
instruction is encrypted. This facilitates the decryption angd3Ceudecods ng
of the instruction by the 5 sem conductor nmenory card which receives the
instruct i wo ooldzeozabove sem conduct or nenory card may furthePCTomEPNEE? an
identification data storage circuit which prestores identification data

whi ch i s awtingue i Hive PEFcesad et Sherknpgtigrd thRdeeRgbrésirheevice 1is
sem conductor nenory card to be 10 discrimnated from other sem conduct or
menory cakrdse whezmd natlhie raatherlynidupgerd niostas noheale lagtmati catdevdosi t h
the electronic device using the identification data stored in the

i dentifi qakiron@atasstecage detidiet isapdogener aheésahhaukeygntioattbhe area
identification data. 15 Wth the above construction, in the nutual

aut hent i g%tdf%{s PEeaess1 datac URingue: t?e@ﬁ@'ﬁs?%éo@@é@ﬁoﬂmﬁév@@féﬂ ik
exchanged. I's keeps a superior level security against unlawful decoding
of t mut ual__auyt hent.i () ws ~Th 0 em.conduct or, .| c

Furt hor 26585 i SoRu s earaa2Fsal Eretobrba: PhER She, 25rJEaR kataet DAY
aut hentication area ,and _th?mrl_on-au; hentica Log area. Wth the above

const r ucBFé e S Arid tﬁC%%n%rghCa? SEERCBaCuSEY *ram cal |y, That
is, the sem conductor nmenory card car. be used mainly as a record nmedi um
for digital content¥idB By F2AVHeCIRBELASTEIR aukit? i 2R RVYRFApPRY &S
in a comuter 6 WD 00/65602 system 23 COctober 2003 PCT/JP00/0; 309 In the
above sepifcoo@ystigntnBReEpCEard, ceRebPaushenedchli o pethemel ¢aelon area
non- aut henti cation. area may be produced by dividing a continuous area of a
pr edet er shedoshze datbhearevive t abbeedordn vihat nbr-aetbeptiiced iiom, az@d, t he
area resizing circuit resizes the authentication area and the o
nonait hephii ¢t indik ey € b S3apd ngo anchddressuahr ki Bgmd chovituderor hedmeen

t he aut hentication area and the non-authentication area. 10 Wth the above
construction, the shze ofotde uhenticgadioncandnes- agbheaid i crig PN @ eas
.can be changed only by noving the boundary. This reduces the circuit size..

In the a QUE S '&qh@%ﬁ{ewy ot d.ndhe area resizing circuit ‘may

i ncl ude: Tan authenti cation area conversion 15 table which shows
correspondence between | ogica res : p jca Ss ;n t

aut hentication areat™a chr)%aut agﬁglgcatsls%ﬁl%%%ug%%%eréegl%%rty:bl ggﬁgfch Shows
correspondence between | ogical addresses and physical addresses in.the
nonaut he AR orf ey - aII‘ﬁ%ng@P?FS‘?Tet a?bllge%hﬁ%@eeﬂﬁf?gmﬁi &R 350 e hdhges
contents of the authentication area conversion table and.the

non- Hut hERE N eSS K Oh RIRGDTHS t oBe FRSadBbRERREEAMOR &FSnATIRET on
fromthe el ectronic device, wherein the authentication area access control
unit contceolts e ceskesdBygriAESeladtt $HRF P EHRY & SIS UChd Caut hektd c b0k ey ea
by referring to the 25 authenticatjion area conversion table, and the

non- aut heetiscatesh by tHES axitivheri O0BoMOI00L 65608 PChTIIRE0 BOZRFS < Y
access control unit controls accesses by the el ectronic device to the

non- aut hehls cHAldaHraAarien dyvired ers i tige t outhgnhdonatfbentireat iian aamoesardance
conversion. table. Wth the above construction, it is possible to -5

separ at eky +HRRMGE debe yadbhenhkeatit@DoAl eehandnthepied- insauikeitore ajdioy
area in terns of the area size and rel ationshi ps

20 sent from the electronic device.

With the above construction, even if the communication
between the semiconductor memory card and an electronic device
is tapped, the instruction to access the authentication area has
been encrypted, reflecting the result of the preceding

25 authentication. Accordingly, such a semiconductor menory card



bet ween the | ogi cal addresses and physi cal addresses since conversion.
tables for these areas are independently operated. ' In the above

sem conductor nmenory card, an area 10 addressed wi th hi gher p&yxiaber 2003
addr essg€ @9-@9 area addressed with | ower physical addressges/Jeodte3os
constitut? g thé area having the predeterm ned size may be respectively

al l ocatggdstg the;authertiheatban tar paozad tt Reenentaedtenta cadh oarasedyotthe
nonaut henti cati on area conversion table shows correspondence 15 - between.

| ogi cal _addre I i endi ng order and physi cal addresses
arrangeaerﬁ”aggg%ﬂﬁﬁﬁﬁgggg?%g%%%&fhe aut henti cati on area conversion table

shows correspondence between_| ogi cal Lraqgg%:'n a i ngrgeder
and physi cal addregges%gF?anagagﬁn é%ggégﬁﬁgéggaer.'? %Vth t%ggabosgre
construction which enables the | ogical add e?ﬁes to_be used %n gsgﬁgggﬂg
order, B8WENEREACSTIETNCHALEeMEHaRGEI08TsE| §RaT nERIERESPPEBADI FFEY Of “use of
an area around the boundary between the authentication area_and tge

‘nondut hantheatioaticeawbsboRbs RORCLTARSCaf8¥Ll FBnepBdt HBNSIAtEE FABLYAY| ity
of occurrence of data saving or noving which is 8 23 COct ober 2003 WO

00/ 65602 BRTEARLQ:A3R0Aataqandedesponsee dalie , bstned #hal kerdg tdaga i heang
sinplified area size change The above sem conductor nenory card may further
conpri sgana neadcwal ¥1aeaRhYie Atilcaichcpsekt sheshdat eehes dlehtrhriabove
construction, the function of copyright protection is enhanced by storing

i dentifjcat .an;data okt henserheorddphos eMaaREY hedind ideridiea tledi cat sHow
menory and storing the digital contents depending on the results of

identif%ggi%&&ﬁeé%g%%kf) t&ﬁi%d§$t%ﬁbﬁ@510n data. 10 In the above

sem con nenory card, eac e authentication area and the

non-aut hentication_area_may_i ncl ude; I ife.s ! r

whi%h the eIectronWéEHeE?%ea%%Eer%%%?gf?gﬁg%%ga%ﬁén%g%agga%@%ﬁ?é gygﬁgae

area fromwhich the el ectronic device c%? read data.but. ta “hi%?H%hﬁhen
r

el ect r oOREBLESTERGEQF CRPROEY WFRES @, thhieS tBRET 8 Ei FETIRCT
includes: a random nunmber generator which generates a random nunber. each
time thboglhect reaviceeyi ce fwiimmes ivaly t o TRENERWFREBI e FGRDI at PFRET -
menory, and each of the authentication area access control unit and the
non- aut Fertiheatricrne ar eacadeesschenges| o t e20herft§pt Bt #68B108F ng TheS
random nunber, wites the encrypted data to the read/wite storage area,
and Wi tes s d andem feEbet tyo of the authentication area since the
15 authentication area cannot be accessed without using the key.
In the above semiconductor memory card, the encrypted
instruction sent from the: electronic device may include a tag
field and an address field, the tag field not having been
encrypted and specifying a type of an access to the
20 authentication area, the address field having been encrypted and
specifying an address of an area to be accessed, wherein the
authentication area access control unit decrypts the address
field using the key, and controls accesses by the electronic

daevice to the authentication area so that an access of the type

25 specified in the tag field is made to the area indicated by the



the read-only storage area. Wth the above construction, unlawful attenpts
such as tanpering of the read/wite storage area can be detected by 25
checking the conpatibility with the random riunber stored i n RB®ctber2803
Oct ober 2003 WD 001 65602 PCT/, JP0O0/ 02309 read-only storage area. This
enchancesvohesé®at ety of data MW|t|ng In the above sem conduBEBFPHERIY
card, the control circuit further i nclude; a conversion table which
shows - &1EBEEESpPBNEBRCEWTHRIEH 44%%?%& BHF@sses and physical addresses
in each of the authentication area and the non-authentication area; and a
conversi on tabl e chdingje thecabbvehicomsdirunfeisotonoRhys tée tarsis meey e st o
table in accordance with an instruction fromthe electronic device, and the
aut hentigati epel0iaseauatdess ciontreadcryptednd th@hhen- dadidnittiae=s ortte=ea
access control unit control accesses by the electronic device to the

aut he““&é‘&kf}’?t%ﬁa %&@tftq«élond@%a@ﬁ ti g#t i athadr egnstespesbhvelny, he
referring to " the conversion table. ﬁ t he above construction, even if the

plurglity Qicgédkkeghcﬁkg%EQp%%45”%?4é&“f5§%£@§sSaﬁg Ek'er%%%lBHagﬁented

t hey can be-sasi chan scone 1 0gi y successive. This increases

t he speed of acces the Sane tlle em TR
card, the control sﬁlr}’ watb %/ At Clluncc¢£ 6&?&}{& chy% |olr$féecrypt|oe>r$

unit which 20,enc;&§ts data_.to be witten to the authentlcatlon area and
t he non-GeRRERSE c At ofel bl ARt TR rd3t Y TFRZAFR o DTt F rigfm fthdrestores

authentication. area and the non-authentication area. Wth the above

const ructdantificesionsdi bt ewhbciet 2rignigee abP hEREI 88MLGONEVEE CAndFeMRe Y
non- authentlcatlon area agai nst 25 unl awf ul attacks such as destroying
t he seniconduckod mesmalyld® tR3 Ostabieror2dOStMD 00602 PGIEd POOP 02269
card and directly reading the contents oz these areas. In the above

sem @ondycs OF iAENBt §d chrsh 4 tiee Nogami @dndiecienmngnomy dErds f [wasdr atmnihg,
and the control circuit further includes: a not-deleted |ist read unit

whi ch, i0,5,3669E2ACe Wriit apebasthYChI altfuaam dbenehectronbs de¢hCene
|dent|f|es not-del eted areas in the authentication area and the

non- aut hgn%ggg hon aLed. %ﬁ?@dﬁn%nt QARG QR ddcaling theraat 1dekated

areas to ectroni ¢ device t he above construction, the el ectronic

device Can. . irication data storage circuit, and generates the key from

the identification data.

15 With the above <construction, in the mutual
authentication process, data unique to each semiconductor memory
card is exchanged. This kéeps a superior level security against
unlawful decoding of the mutual authentication.

The above semiconductor memory card may further

20 comprise: an area resizing circuit which resizes the
authentication area and the non-authentication area.

With the above construction, the semiconductor memory
card can be used dynamically. That is, the semiconductor memory
card can be used mainly as a record medium for digital contents

25 and can be used as an auxiliary storage apparatus in & commuter



10 identify not-deleted areas and delete the identified not-deleted areas
before the flash nenory is rewitten. This increases the speed of the
rewiting. In the above sem conductor nenory card, the authed3 Octibeo@00Ri t
may requestydsssser of the electronic device 15 to input a WPEVIPRE930MNI ch
is information unique to the user, during the authentication process, and
the conkkglkegi.rcuit further includes: a user key storage unit which stores
the user key; an identification. information storage unit which stores a
pi ece of identificahionchaf okRkisOn kdRDtbhERE AN eheabrgni ccfd devicte
that has been affirmatively authenticated by the authentication unit; and a
user key, teayest. nrof bifion gaht whkch Ohl aips-AtRic8ee ool ideat irdpatieon
information froma target electronic device after the authentication unit

starts the authentication. proce er-the_pi - :

i dent i f PESEGT :h%w Yf%ﬁgébga?%gégRﬁgﬁaﬁggﬁéhégtQe?%%?%%%?%lgé§356556ber
2003 WD 00/ 6560 PC T/JP0O/0: 309 devi.ce has al ready beer stored in the
identifiBattm FRNGIRERh g@lavagétamet R Hr &ﬁ%/tb‘i tgw?he 3G neht i Eafon
unit fromrequesting a user OF the electronic device to input a user key
when t heepii@sadfci et Ff FEGEREH iTTOr MBERBNTEFEEIREd Fhm dHE BhealgBr

el ectronic device has already been stored in the identification information
st or ageaunthien tliddt itdre abezebgomdtangirionant Bddysss mestkimd ¢ nbaundary
password or personal data each tinme the user accesses the sem conduct or
menory eaketecHi ther exarhenttieadden r erea oknd0 ghkawhoh-sappengiaatdiosi ng
of the personal data. The above object is also fulfilled by a data reading
appar at ysfor reading out a digital content fromthe above sem conductor
menory card, the digital content having been stored in the

'-nOnmaut henti cati ongaLga Q4 h%&?@@é cogQHgggﬁcq:gorﬂg_rror%é:argiz@ndof the

information indicating the nunber of tines the digital content can be read

out being prestored in _the authenticat.i ar.e eadi p tus
e T A s W o
out framthe nen-authentication a;ga din qut the information 20

nt

, re
i ndi cat PHgMAYe-WUnE? RPURFABY - t he anFP§P9? e retf out from the
aut henti cati on area, and judgi ng whether the digital content can be read
out based or, the ABrbeReof2RI%es SEAGCOREMESAF t RETRFFor faffonthgnd2 582
reproduction neans for - reading out the digital content f=omthe
non- aut restizdalg airavds 28 wAncludat &3fe JudiRtehta hbeRsaF el ge’nNYRES L Phe
digital content 12
15 table which shows correspondence between logical addresses and
physical addresses in the authentication area; a  non-
authentication area conversion table which shows correspendence
between logical addresses and physical addresses in the non-
authentication area; and a conversion table change unit which
20 changes contents of the authentication area conversion table and
the non-authentication area conversion table in accordance with
an instruction from the -electronic device, wherein the
authentication area access control unit controls accesses by the

electronic device to the authentication area by referring to the

25 authentication area conversion table, and the non-authentication



WO 001 65602 23 Cctober 2003 PCTlI JP0010?7309 can be read our, and reducing

t he nunber of times the digital content can be read out in the information
stored in the authentication area. Wth the above constructi 980cdber 2003
possible to limt 5 the nunber of tinmes the digital content,] &ﬁ? Qut
from t he ¥@ME34duct or menory card. This enables the presen?bfﬁten'ﬁon to

be applied to ahl e, rantal . musi.¢.-cart.e odde; above abj gek b ;0
ful fill e 6y ag'gg%ggr?é)diﬁgo'ap%%‘r at ta'lg*°1"(J)'(r8>ﬁ!trsearélt |ngs%ﬁ? ggd?cgr%?a%%on?g%t ®
fromthe above 10 sem conduct or mory.card _and.reproducing th d- qut
digital E6ME&R TR S a%%?é@‘*gﬂaﬁgr&at“ﬁ«S“ngFFal"fcmﬁ% :*fg%iE?? é‘g% bgH
reproduced as an anal og signal, having been_stored in the non

aut hent | @&{ENER Hreat BP0 t B2 eRPRBRAABEPEr CABABry card, and information

i ndi cating the nunber of times the digital content 15 can be digitally
out put by the el ect Wofibc 8bB®i cabpdei ngohebRuUStEdPRd | Att heSauPhBALPESt | 6A
area, the data readi ng apparatus conprising: a reproduction neans fen
reading ewpddwetdlygi t abnaget erthsf r amtiennore bikmentireat | @mdar ezhandnon-
reproduci ng the read-out digital content as an anal og signal; a judgenent
means 20 gf,@haneadidrd cuta e iinnfrermat b@n thadiagala kY Adhannberaof ohsnesst he
digital content can be digitally output by the electronic device, and

j udgi ng phether, the di QE%%aQOFEﬂ'E?§§é‘s be ¢ gbhakhyaout puti-rbased osithe

Punbgr o] f:nes indicated 1n the information; and a dlgltalhoutput means
L . . 5 i ai . i .
means | uBEY T s S0P g wieft 1803t he B ¢ 2BmBe RS Rrar e

di gi;tal content can_be di %i Eﬁa"lﬁ%‘%leaf)lu'[ nﬁ{ﬁﬁu%#eguge%éyhecg%g?eragf lioes

the digital contentIBan‘h

10 addressed with higher rhysical addresses and an area addressed
with lower physical addresses both constituting the area having
the predeterﬁined size may be'resbectively allocated to the
authentication area and the non-authentication area, the non-
authentication area conversion table shows correspondence

15 - between logical addresses arranged in ascending order and
physical addresses arranged in ascending order, and the
authenticaﬁion arsa cornversion table shows correspondence
between logical addresses arranged in ascending order and
physical addresses arranged in descending order.

20 With the above cornstruction which enables the lcgical
addresses to be used in ascending order, the area size can be
changed easily since the probability of use of an area around
the boundary between the authentication area and the non-
authentication area becomes low. This also lowers the

25 probability of occurrence of data saving or moving which is



the information stored in the authentication area. Wth the above
construction, it is possible tolimt 5 the nunber of tines the digital
content is digitally copied fromthe sen conductor nmenory cap8 Ocldbes 2003
provides a _copyright protection detailed with caution and a qqg f S as
intended‘ﬁ?‘?ﬁéWCOpyright owner .. As described above, the prgééﬁtﬂyﬁggﬁtion

is a l0 ] ctor LYy oC G} 1 opl Wi flexd bilttyib S
record. %ggq%n orégtgg?ggtﬁfgﬁﬁhgcontbnf%gg%d'gﬁ é&kii%&@ﬁg%oggge% =
appar at us . of a,c0 uter. The present invention especially secures healthy
di st ri bufiGf SF'%%ital contents for electronic nusic distribution. This is
practically valuable, 15 BRI EF DESCRI PTI ON OF DRAWNG FI G, 1 shows 'tge
appear ance of a PC WRBch2PSVan RBLAPRERECEF t RETBF¥seRBIlnvBAY o YaRASTES

related to an . electronic nusic distribution, and shows the appearance of
a sen condogzass arerforse adren Whinemneny BérrFuvadednilnho Paed FerRy e Rd. f rom
the PC. FIG 2 shows the appearance of a portable player for which the
sem conduct or nenoryichrthé sshuses asnstmecarah, thedifumctilo@ of cepgribbbek
di agram show ng the hardware 14 WO 00/ 6560 construction of the PC. 23

Cct ober 2002 REHHP004 02308nELG Wy i starbheck dliragifiesHovh ngatthe dar dnar e
construction of the player. FIG 5 shows the appearance and hardware

const r chhgﬂc%éd&o%e%&ﬂ@QyC&Q&dn&Wﬁhé 81 £ G aOmehens, vatd 048081 Bhage
areas in the sem conductor nenory card which can be recogni'zed by the P
and the digital contents depending on the results of identification
based on the identification data.
10 In the above semiconductor memory card, each of the
authentication area and the non-authentication area may include:
a réad/wfite.storagé area from/to which the electronic device
can read/write data; and a read-only storage area from which the
electronic device can read data but to which the electronic
15 device cannot write data, the control circuit further includes:
a random number generator which generates a random number each
time the electronic device writes data to the rewritable
nonvolatile memory, and each of the authentication area access
control unit and the non-authentication area access control unit
20 encrypts data using the random number, writes the encrypted data
to the read/write storage area, and writes the random number to
the read-only storage area.
With the above construction, unlawful attempts such

as tampering of the read/write storage area can be detected by

25 checking the compatibility with the random number stored in the



the player. FIGS. 7A, 7B, and 7C show |imtations and command 10 formats
when the PC or the player accesses an area .in the sem conductor nenory
card. FIG 7A shows rules to be followed for accessing each 28&toder 2007B
shows rules to be followed for changing the size of each ar ggo b0 Cis a
schemat | WQ ®@i56%ent ati on of areas in the sem conductor neno 5 FIG
8 is a flowhart, show n a pr.ocedure whi he PC._(ar e_play r) +Jtes
a nusi c CERER G ChE T e £5°Fhe sg%?conéﬁ%¥%ﬁ%ﬁ£nﬁﬁg cgg egﬁ ot &M

=l owchart showi ng a procedure in which a nusic content or the Irke |s read
out from™H&iSEh conduct or 20 nenory card and pl ayed by the player (or the
PC. FIG 10 is a flowhart showi ng the, operation in which the player (or
the PC) handl es t heInurdser aFOvRaRBLES SHEEEE m@%qﬁ¥aﬁ%ﬁentFEatFaﬁtépéa
in the sem conductor nenory card. FIG 11 is a flowchart showi ng the

oper at i oridouivhi £hr2hetthengy ayeclde it he ROnvVemsdias tBOLeumMRkClof shows
permtted digital 15 23 Cctober 2003 CVO 00/ 6602 PCTI JP00/ 02309 outputs
stores i Rdrhe spemidc aldturar eddikadlhadchd oy ucior phesbeylcaddreBs@s 12
shows a data structure which is commpbn to the authentication and s

non- aut hg{iﬁt i&atl ofrargas sft Hdie: e comduetar ana H®ryosasdrhandiaks@on
shows a owchart of the reading/witing . process corresponding to the

dat a structure FIGS it | afi h en

the | ogi CHEHddP8Ssed’ a:§ %ysrcél gd?essés #%(g&ﬁégyé oagnpqs CRaReRYe

relatronshrp befor he_change.  Fl G, 138 3 t.he 1 shj ft
shth® a“eB¥VEFsPBn (45 Q1%§ b él“nggh? Fkgfﬁ gIE—‘IG

t he chané'(?'1 € correspon ' ng
13D shows a conversron tabl e corresgondln ta FIG to 14D show

funct i ondNSETIEE A FERT el 8t BYSFEGORS G Qﬂhg%nnﬁ%% Eh%t%?é ﬁﬁrﬁaEéPB

FIG 14A shows the uee 15 state of |ogical and physical blocks and physical.
bl ocké. RlIzGa BABesisoWSRH® nsiidela@ce Qﬁ(ﬂﬂ@14%ﬁhﬁﬁﬁ¥%§ﬁbﬁﬁlﬁgeﬁoa fESdse
state of the bl ocks shown in FIG 14A. FIG 14Cis a flowhart show ng the
pr ocedur eqfttdie BC or cohérplaypacdssesiad et £hy elbﬁﬁﬂéﬂ#ﬁﬁ%ﬁéﬁ%ﬁdtgsgﬁ

t he not-del eted bl ock |ist conmand and 20 the delete comma FIG 14D is a

t abl e showityedtiecasEonst at eret t handogi dale bl ocks-awtiGntbcghbos a area,
comuni cati on sequence in an authentication between the player and the

sem conduciy. sy Cab gl padeaksfgsheven@iconemgrantsansed in the . 25
aut hentication. 16 23 Oct ober 2003 WO OO/ 65603 PCT/ JPO0/ 02309 FI G 16

shows a CO”"“”'Cat'ﬂ@tﬁegHénQSobE éo%%&kﬁEEQBnOfe%Eﬁ ayt ket beathont9f okhe
present invention between. the meno=y card and an external device. FIG 17

showg,a ?a““um(H%ié%k;eggﬁggﬁghglﬁgd%H@lé%%é”fﬁfghﬁféOErEEﬁeHHEH?lthey
aut hent i homn I .
can be easily changed to become logically successive. - This
increases the speed of accessing the same file.
In the above semiconductor memofy card, the control
circuit may further include: an encrvption/decryption unit which
20  encrypts data to be written to the authentication area and the
non-authentication area and decrypts data read out from the
authentication area and the non-authentication area.
With the above construction, it is possible to defend

the authentication area and the non-authentication area against

25 unlawful attacks such as destroying the semiconductor memory

10



FIGS. 18A to 18C show the state before the boundary between the

aut hentication and nor.-auther_tication areas of the sem conductor nenory
card is changed. FIG 18A is a nmenory nmap show ng the constrggigctsbephobhe
physi cal blocks in the flash 10 nenory. FIG 18B shows a c SdoRRsdeabl e
dedi cat e A Y43 non authentication area. FIG 18C shows aog%ﬁgiﬂsfon tabl e

dedi cat od{q L6, UL ¢ai oF: At oanoFLGA:e-19Ad0 JACSNavk L s state

after th&2pSufdar e authentication and non-aut henticati on areas

of the 15 seniconduct or nory.card i s_changed. FILG LS a nenory R
showi ng the constru fioﬂﬂg? t%@oﬂﬁysiﬁﬁ?lSngkgtPﬁ tﬁégﬁ?éZh é%ﬁ%gy. gﬁG
19B shows a conversion table dedicated tg the nonauthentication area_ FLG
19C showsoavediidrls oRefighlYe BeHi R ed t 61ERAE JMRPRAY i cftHon Fareat°26-BEST
MODE FOR CARRYI NG QUT THE | NVENTI ON An enbodi nent of the present invention
will be descuibeduwmithierr éhicledes:t 6 nhs-dednitags liFEGread §natsvhéRari én
representation of a PC which downl oads digital contents such as nusic

cont ent Sa¥icadrdiahte R3tECt gheriPNBust MO AXGr6@RePCELeTROONGZ3082vice,
comuni cati on network, and a sem conductor nenory card (hereafter referred
to as neppExtgandl whikcheqar be slreadedn rhe andnermved-isonatbe PL1 AnEC
102 includes a display 103, a keyboard 104, and -' speakers 106, and is

connect egohqggt%%mrgl -t'IgnaEgQ,e 30k Vdéhds a; Federnenbeddac i &k £ ey PEnd02.

A menory card witer S been inserted into a card slot (a nmenory card
witer insertjiqn. s|ot 105), of e . Th ry card witer insertion
sl ot 105“P§'&§;§f%#1%ﬁﬁﬁﬁ/§?F%é%o%a%éggégﬁgegeggggfy Card 10 Internationa
Associ ation) standards or the |ike. The nenor rd witer 107 .is.

adapt or whi ch eIectW}E%IFQQC%Pﬁﬁﬁn%9qgk§49§%ﬁﬁé %%& §W%§ P?lgégagigg.c?ﬁe
menory card 109 is inserted into a nenory card insertion _slaot 108 OL thg
memotdy cadenmiifvepckodelesethargdsr 26t drA§tRUENE 4dERTELORPaREPRERNESS
provider or. the Internet using the above systemand ,the follow ng

pr ocedur eareasFbegpret beufdastomenoads is desividdatusi Clroht EHEreaEDS athér d
disk in the PC 102 vi a.the communication l.ine 101. ZO However, since the
musi ¢ cogbeRrid REs teenrenciyphed, the user is required to execute a certain

procedure to play the obtained nusic content on the PC 102. To play the

obt ai ned nusic conteat, d#fe usebvieeedsehdcpatiutberchangeoty tlarchnsenhs
provider using a credit card or Z5 the |ike beforehand. Wen the user pays

the char g.ﬁthteli]l%iléﬁgrioks unit fayOreeRR)s t2Q03W0 ¥ 6hR0D% RKI¢ J6W0E 023hice

receives a password and rights information fromthe contents provider The

passﬂprdtgﬂﬁﬁéﬁy %SSQeQYk%h€ W%?bﬁcﬁge%ﬁ¥8£m59§oﬁnﬁﬂﬂaﬂ¥jﬂB“%ﬁé?@@%?ﬂt-

The 11 ght hati on-shows 'various conditions in which the user is

o R b, SRR ek B s e S i McEgRezRe e

date_ further includes: a user key storage unit which stores the user

key; an identification information storage unit which stores &

piece of identification information identifying an electronic

iO device that has been affirmatively authenticated Dby the
authentication unit; and a user key request prohibition unit
which obtains a piece of identification information <from a
target electronic device after the authentication unit starts

the authentication process, checks whether the piece of

25 identification information obtained from the target electronic

11



indicating a period permtted for the user to play the content. After

havi ng obt ai ned the password and the rights 10 information, the user, when
intending to output the nmusic fromthe speakers 106 0 t he PQ30Q2tobenpoos

t he password through the keyboard 104 to the PC 102 while %}@@féo‘é%&%@

appl i cat wino@68g* am (hereafter referred to as application) ng a

copyright protection function is runni on.the PC o~ appldgatdon. 15
then chedeyidr MY T§3Fortmtt oﬁfoﬁgﬁ){%‘et ﬁedgé‘ﬁii%éﬁtae %r?ijs‘i&cfog%{nét errlbtviL
using the password, plays the decrygted musi ¢ conten out pu

8

. to t _t.he S
from t he sspeakee s 106L, Widhdt e PRYRE S S nFB?mPFBHeP%aFé&é’? t H&e % hz%%r}lg

content is permtted to be witten to the nenory card, the application ZO
can witeddeesninypbedsauspé daea e [REEWHE 8¢ ¢¢ gF® sIPRES AabFEh 5 he
menory card 109. FIG 2 is a schematic representation of a portable

copy/ pl ay,appat Ré Usikher eaf elentdffdiosd dro st pieyeion 200t &dnedhighm kare
menory card 109 is used as a record nedium ~5 On the upper surface of the

player 2QL,, a.}iauid-49.n:23 Getober 3093 WOr@AHE5608%eRCTsdREA 02809 the
crystal disptfay ',:nit 202 and operation buttons 203 are formed On the

front side of the player. - M 4L iisertion slot 205 and a
comruni ca?‘tqeorhtba’?EZT'%ga%é@%o?n%gg?%\?mere tthe nmenory card 109 is inserted

into the nenory car ?@ﬁr}\slgﬁ,lt&;f)arﬁgs\;eot O—%@Q‘%tﬂ%ﬁ’et?&c‘gg@nhggai getpghtpuﬁ;és
i

is achi eved by USB erial” Busy or ke and connects to't
PC 1.02. On a side of the player ZC%L an _anal_ o oué. ut term 4. ap
digital ocut pasSaEd naF PE5SCRd ARtRhalagh ntp%?et ‘Ir;')?n' r’ilasl“glz‘g@%?%g?or eq.
10 The player 2Gl, after the memory card 109 storing nusic data, a ot
passwor d,s emticoRghttoEnfARRIRY 0R2FS -| 0adBdSi RFIHE DI &P&r JHIITTHETRs Yhe..
rights information. Wien the nusic is pernmtted to be played, the player °
201 neadsuglawEbe nupbdndabad dedmgptes tthe mexpvial MAFR: data, converts
t he decrypted 15 nusic content into an anal og signal, and outputs the
sounds of the anal ogrysd gidve oot hiesdphemesu 208l tednert addesat heagadidog
apparatus fox reading cut a digital.content from the above
semiconductor memory card, the digital content having been
stored in the non-authentication area of the semiconductor
15 memory card, and information indicating the number of times the
digital content can be read out being prestored in the |
authentication area, the data reading apparatus comprising: a
judgement means for, when the digital content is to be read out
from the non-authentication area, reading out the information
20 indicating the number of times the digital content can be read
outs from the authentication area, and judging whether the
digital content can be read out based on the number of times
indicated in the information; and a reproduction means for

reading out the digital content from the non-authentication area

25 only when the judgement means judges that the digital content

12



output termnal 204. Alternatively, the player 201 outputs digital data of
the nusic data to the digital output termnal 205. 20 The player 201 can

al so convert an anal og audio signal, which is input to the p2apetob22003
through a m crophone or the like then the anal og input term into
digital #R8V/8¥82stores the digital data in the nenory caz?@f@%\w‘pl ayer

201 can al so downl oad nusi c_dat a, rd, i ght s ;1 nfor [

fromthe ‘F’H‘lgf VY %e-co n%@gﬁcg‘?@s\é%ret a%dggoé‘lm%? g?%b‘gl?g%%%
yVO 00/ 6602 PCT/ JPO0/ 02309 record the downl oaded i nformation ch;hg menpry
card 1Q0.CORBENEs FBlsaye tHRE DI &Yer E@lwgﬁh %&ﬁPa@&%ﬁﬁ& PE-£62 %na™t he'*s
menory ' card witer 107 shown in FIG 1 in gernms of recording the nusic
data on tauthenfeadiyc8adSB09 and playing the nusic data recorded on the
menory card 109. FIG 3 is a block diagram show ng the hardware o
construction of PC Iixh Tiiee ROV ¢coms udestHOCPULL10S ROROWUPLEL Y dsio¥ F ng
a device key 11la and a control program 111b, a RAM 112, the 10 di spl ay

103, & COopmRINhealiedn Portihes itmel uthdigr £l necevenor tsuseshd osutoreat itde t 0
t he conmuni cation line 101 and an USB used for connection to the player

201, the M}{)‘e@ﬁguégér ﬁ%ﬂo&tfréﬂd.busrﬁﬂé,eﬁiﬁlé‘?nﬂﬁéi gabdewt tiefveHiion

connecting the nenory card 109 and the internal bus 214, a descranbler 117
for 15 descra Lng.the.encr #g%gﬂgi Gﬁ%ﬁ he menory card
109, an g&i:%%?%éggl%QBtgo%F%ﬁ; ng td %E%g%ﬁA.~ c?é%?% %gt%j standard for
decodi ng. the descr |l ed nusig data,.a YA con r .1 or, nverty.

t he decoded digital aﬁ}sl%od'aet aoct?%?%t an° a%?%gp‘é%g{%fg?gégl E Fﬁg%s\é:efkdel;}g;
106, and a hard disk_ 120 20 storing a file nanﬁgene t software Py oor m_and
an appl | 3RPBRAt e TXF 1623CHMT pRFFordn ERELERF I GRATRERT from the~above

10 semiconductor memory card and reproducing the read-out digital
content as an analog signal, the digital content, which can be
%eproduéed as aﬁ anélog signal, having been stored in the non-
authentication area of the semiconductor memory card, and
information indicating the number of times the digital content

135 can be digitally output by the electronic device having been
stored in the authentication area, the data reading apparatus
comprising: a reproduction means for reading out the digital
content from the non-authentication area and reproducing the
read-out digital content as an analog signal; a judgement means

20 for reading out the information indicating the number of times
the digital content can be digitally output by the electronic
device, and judging whether the digital content can be digitally
output based on the number of times indicated in the
information; and a digital output means for digitally outputting

25 the digital content only when the judgement means judges that

13



(1) use the nenory card 109 as an auxiliary storage apparatus ' having an
i ndependent file system(e. g., 1S09293) as hard di sks have by executing
the file managenent software programstored in 25 the hard d23Pctober 2Qd3
23 Cctober 2003 11% O 00/fi~b02 PCT/ JPOO 03309 (2) downl oa ﬂ,@oﬁmgﬁgtents
or the | M0¥46Hh t he communication lire 101 via the nodem port of thé

conmmuni cat,i on, por 13 b ecutj t K eat icati,o oted i he
har d disKJTiodPglga% ng%ggéréﬂ%kggﬁugﬁgggg%ggnggnggp%he§%§kgegkeﬁﬁé ﬁgﬁ%ry
card 109 after a putual authentication, anr(ﬁg read out.;h?,qusL% cgngents
or the | REGGHMRE helAefoF§Scrdifrdd S04SRt S Eadi ot téoRPERES &8
the speakers 106 for playing. 10 The device key 1llla stored in the ROM 111
i s a secrw@te KalEQrmauech oS EAESRCLIROENENGUCE ST dS GR T 1OBe 8RR cri bed | ater,
used for the mutual authentication or the like. FIG4 is a block diagram
showi ng the har dwar #itbntheceiboneoiconise michiam 204t 15 FhespPageto20imit
i ncludes a CPU 210, a ROM 211 prestoring a device key 21la and a control
progr am b nuadRAMoZ1 2 ince d ivhd digiytatlakoticepltay suniilgi233 1 va cooiednifeati on
port 213 achi eved by an US5 or the |ike used for connection to the PC 102, ~ °

oper at i on Ut tRAY 2Rdiucbd NhRddly besrdl4, arced d didvimdd 20 23pyright
connecting the nenory card 109 and the internal bus 214, an authentication

circuit eXeCchlt j : ual Lhent i i Wi 0ot ¥ 8akdg
100, a deR AR o1 T ot T BT g ot he enery T e R data S ot
fromthe neqpé¥ card 10% gn AAC decoder 218 conform ng to MPEQ-A. AC
-(y801381§&7)p At o F gn85Coding the descranble nusic data, a DA

converter 219 for 22 Y0,001,69902 23 ot ober, 20932 CT1 ;17901023 0,9

10  semiconductcor memory card functioning with flexibility both as
a record medium for storing digital contents and an auxiliary
storage. apparétus of a combutef. The present invention
especially secures healthy distribution of digital contents for

electronic music distribution. This is practically valuable.

15 g RIPTION OF W

FIG. 1 shows ‘the appearance of a PC which is an
embodiment of the present invention and is related to an
electronic music distribution, and shows the appearance of a
semiconductor memory card which can be loaded into and removed

20 from the PC.

FIG. 2 shows the appearance of a portable player for
which the semiconductor memory card is used as a record
medium.

FIG. 3 1is a block diagram showing the hardware

14



converting the decoded digital nusic data into an anal og audi o signal,
speakers 224, an A/D converter 221 for converting an anal og audi o signal
input fromthe analog input termnal 223 into digital nusic g2aOatoban2803C

encoder“ﬁ(gm%gg; ormng to MPEGR AAC (TS013818-7) standard gy mpee@dbng the
digital | ata, a scranbler 222 for scranbling the encoded nusic data,

an anal R it MhalhL08s, a digital output termnal 205, and an anal og
i nput tggﬁgggl 253. The player 201 | oads the control program 211lb front the

10 ROM 211 [nto the, RAM 212 40,3l hoyckhey LRL 240 {00 fXBGUt nd hey SaRIE O

program 211b. By doing this,” the player 201°can read ouf nusic contents
fromthe nenory cardcég%fé¥g%y'and out put the read-out mnmusic contents to
the speaRBFEIHSHIGM Tan'y BtTr'e nusic contents input via the anal og

i nput term nal 223 and 15 conmunication port 213 into . the nenory card 109.
That is to say, thEl@se? TIVUSE'S r?é’ﬂﬂaa%é'fcezﬂnq]&aﬁﬂ’ayr? SO N FRd

pl ayi ng nmusic personally as with ordinary players, but also for copying and
pl ayi ngosuthemssimd contuitar (MEmIrCt@REDyY copyright) as are distributed by
an electronic nmusic distribution system 20 and downl oaded by the PC 102.

FIG 5 shows the appeararce ahdwbar dmarEowsnstsumtd@n ofarEee nemnry thaed
109, The nenory card 109 contains a rewitable nonvolatile nenory to which

data capehec¥hhhtenr apRatedbyrd THei cRWeah abke rakoranveldatdy e ey yahas
capacity of 64MB, and is driven by power 23 ' 23 Cctober 2003 WO

00/ 6560; I /0:309 supply voltage of 3.3V and a cl ock signal supplied
fron1ex¥%$n§iaggggzces. The nmenory card 109 is a 2.1 n.,mthick, 24mw de,

o2, deep  ecLepayl Sosberad | ehagl e e, TRV SIS | Q80 St

..10 formats when the PC or the player accesses an area .in the
semiconductor memory card. FIG. 7R shows rules to be followed
for écceésing each area. FIG. 7B shows rules to be followed for
changing the size of each area. FIG. 7C 1s a schematic
representation of areas in the semiconductor memory card.

15 FIG. 8 is a flowchart showing a procedure in which the
PC (or the player) writes a music content or the like to the
semiconductor memory card.

FIG. 9 is a flowchart showing a procedure in which a
music content or the like is read out from the semiconductor

20 memory card and played by the player (or the PC).

FIG. 10 is a flowchart showing the operation in which
the player (or the PC) handles the number of read-outs stored in
the authentication area in the semiconductor memory card.

FIG. 11 is a flowchart showing the operation in which

25 the player (or the PC) handles the number of permitted digital

15



el ectrically connected to an external apparatus via a 9-pin connection
termnal formed at an end of the nenory card 109. The nenory card 109
contains three IC chips: a control 1C 302, a flash nenory 3023 Catubea 2803/
3C4. The flash nmenory 303 is a flash-erasable, rewitable 1g nABYRl.35d | €
menory ofV@ 0P8R del etion type, and includes |ogical storage areas’ an

aut henti cation area 332 and non _aut henticati q ea. 3 - , "
aut hent i CAGRIT-rea” 5% b%ntﬁg ﬁgéggg'dc(?nﬂﬂ?%yar%% %})pgtr}%t %-gg"éctoﬁg%‘cﬁgv'e
been aut henticated as proper apparatuses. The non-authentication area 331
can be 15weHscessedr By any apparatuses whether they are authenticated or
not. In tile present enbodi nent, the authentication area 332 is used for
storing inmportant d8E&-r dRaBBE@WBoacEpyRi GREUBEBEBCIRORN aRdCPRBON to the
non- aut henti cation area 33l is used as an auxiliary storage apparatus in a

typi cal capdreritstcemanorent-eatt h&nZ( cedritai nraddr $s the shalfbadHcerory - -

303 is used as a boundary between these two storage areas. The ROM 304

i ncl ugles pansd0f ager @ eandhhthoi shawsead falweraea ahdcis radderdggpettahng
area. The special area prestores information including: a nediumID 341

whi ch is 25 identitied; 9f tBerHBMBEY aCatgyutd%raand a maker name 342
whi ch 24§¥§ﬁ§00/65502 23 Cit%ber 2003 PCT/, f PO0i 02309 i ndi cates the nane

of the mnufacture gfothe iamofy ¢3pdH0: Nolgadhal (NP tDoddn;bs

uni que to the nenory~card - dirscrimnatesthe nmenory car
the other sem conductor .nenory cards anqlélirh t t.he ,ned] |D 341 Ls.us for
the nut uBIS SRR HEWR iTORHGT. %@t‘\ﬁ?esr‘?saﬁp ﬁ%‘t}'sselscaghaa%%%%ds?%sre" pr%;;f/%ht ?ga an
unaut hori zed access to the authentication area 332. T?ﬁ cont oIILC SOZhES a
control GNAXA t tRBnEBLEAIGPSALE REAEEMS FROLFE - gafed -antf &t HE*PYkeT  and
includes an authentication unit 321, a com-commmand-nand j udgenent control.
uricl®22 rdlataomshir REFest dixgechange’23, FaGspdcital SAPEa dcceRVEHALPBI
unit 324, an authentication area access control unit 32S, a non _
table corresponding to FIG. A. FIG. 13D shows a conversion
table correspondiﬁg to FIG. B.
FIGs. 14A to 14D show functions related to not-deleted
blocks in the semiconductor memory card. FIG. 14A shows the uee
15 state of logical and physical blocks and physical blocks. FIG.
14B shows the not-deleted block list corresponding to the use
state of the blocks shown'in FIG. 14A. FIG. 14C is a flowchart
showing the procedure of the PC or the player for deleting
blocks beforehand using the not-deleted block list command and
20 the delete command. FIG. 14D is a table showing the use state
of the logical blocks.
FIG. 15 shows a communication sequence in an
authentication between the player and the semiconductor memory

card and also shows main components usead in the

25 authentication.



.authentication area access control unit 326, and an encryption/decryption
circuit 327. The authentication unit 32Z is a circuit that perforns 15 a
chal | enge-response-type nutual authentication with a renote 2pQatodbtti2003

attenpti to _access the nenory card 109. The authenticatio j ,
includesqgoﬁgﬁﬂ%ﬁ1nunber generator and an encryption unit, gﬁﬁﬂghW%éé%icate

the renote apparatugras aePLeRS)s .%necd?ﬁﬁﬂiitlaa\eiﬁﬂx %@%{éﬁ?@ iat Jgkﬁbagtgi%gt

apparatus has 20 the sane encryption unit as the |ocal apparatus.

in the ¢ I e- e- mut wal ythgntic tion, both t ppar at uses
in connugﬁ%a?ﬁ%n %%??%ﬂgff%éggglI%gﬁnli’tﬁeeﬁgg aBBSF§%8§ rg?ngg%ndguf
chal l enge data to the rgnnte apparatus, the renote apparatus in return

gener at e RSSO Yat 3 b3 267 pFS i9%7 tHe recei ved chal | enge data for
certifying the 25 WO 0016560 23 Cctober 2003 PCTI JP00102309 properness of
the renote apparat u§lGndldeRBSWShé FAERIRER FEepopeeudare o ehdelteddled
apparatus, and the | ocal apparatus judges whether the renote apparatus is
prope¥ bproagshriegp f hehe bt eade adatire ntiitde ttien respansen dBr@. 165 The
command j udgenent control unit 322 is a controller conposed of a decodi ng

circuit and a contrpkGeira@d .tdhesdegadivnanel ridde islenétéi eBeabeqAERRY
(an instruction, to the nmenory card 109) input via a conmand pin and

execut e HheJlantidd e, coemendac The %%%Jmcgonéﬁ%rgaggo?%n@

controls the components 321 to 327 in accordance W th the recerve

d [ ; dj ] ' 22
el udes et Ry COmERGO T, Pan S ROy (I Eh o Wac 551 PORFTRLS TRE

flash neg%g&f%?,tggtc%%g%g%% féhcggt@ﬁetgﬁ§sical blocks in the flash

100 memory. FIG. 18B shows a conversion table dedicated to the non-
authentication area. FIG. 18C shows a conversion table
dedicated to the authentication area.

FIGs. 19A to 19C show the state éfter the boundary
between the authentication and non-authentication areas of the

15 semiconductor memory card is changed. FIG. 19A is a memory map
showing the constructidn of the physical biocks in the flash
memory. FIG. 19B shows a‘conversion table dedicated to the non-
authenticatibn area. FIG. 19C shows a conversion table

dedicated to the authentication area.

20 T DE RRYIN THE INVENTION
An embodiment of the present invention will be

described with reference to the drawings.
FIG. 1 is a schematic representation of a PC which

downloads digital contents such as music contents via a

17



I5 flash nmenory 303 (commands related to an address space, not del eted
data, etc.). For exanple, in relation to reading/witing data, the

Secur eRead address court command and the SecureWite address2%Qattbec200G®nd
are define&aaggéanands for accessing the 20 authenticationpakgggmiddas and

t he Read ‘& count command and the Wite address count comrand are
defined a mnds. { g, acgessd th on-authent Leatl, area .1 n_the
above conﬁﬁh s, "address" |s'§h§§ria§n§unﬁ%r %?H%Egﬁfrggf se2¥%§}%f ag&?%
sequence of sectors fromon which data is read or witten b

the 25, .
comand. CRMREHE ARETEa e o Te crary TN br ARl ¥R J8adsgainto
Cct ober 2003° WO O/ 65602 PCT/ JPOQOI O?309 data is read or witten by the
conmand. '8SEctiGOVEI of Gt ER8pFesenting the amount of data read or witten
fromto the nenory card 109. In the present enbodi nent, one sector is 512
bytes. 5 The naster ReyCsil8Fagacadices3a3dgsedest dfh musteybkeyd 3284, wanch
is used by the renote apparatus during the nutual authentication and is
used tbd pspeed=watldddn ahé fbashnnenoey 3032 Trenmspeciaticr ebiaeCcEdd via
control unit 324 is a circuit 10 for reading out information such as the
medi um | Da34bddmmnehbedspaciial tiied RO . 304. méhe rauidaant ieatdon BiRahas
access control unit 325 and the non-authentication area access control unit
32' 0 are glLboUistsdAHed eagtHohWehting dat a,f LAHLG, ,tdyai&%ﬂe&uf qfaﬁééﬁflc%ﬁa

ve the

332 and 15 the non-authentication area 331, respecti y. Each o units

325 and 329 seqes)r ggeives fatgal of hramexternal apparaluses, (e, BE 192,

the player étc.) via four data pins. oul'd be no ere
access Coeb%0|fg“téésed on PCMCIA (Personal Computer Memory Card

100 International Association) standards or the liks. The memory .
card writer 107 is an adaptor which electrically connects the PC
102 and é memory card 109. The memory card 109 is inserted intS
a memory card insertion slot 108 of the memory card writer
107.

15 The user obtains music data from a contents provider
on the Internet using the above system and the following .
procedure.

First, the user downloads a desired music content into i
a hard disk in the PC 102 wvia the communication line 101.

20 However, since the music content has been encrypted, the user is
required to execute a certain procedure to play the obtained
music content on the PC 102.

To play the obtained music content, the user needs to
pay the charge to the contents provider using a credit caxrd or

25  the like beforshand. When the user pays the charge, the user

18



20 325 and 326 each contains a buffer nmenory as |arge as one bl ock (32
sectors, or 16K bytes), and logically, inputs/outputs data in units of
sectors to/fromthe area 332 or 331 in response’'to a comand23 Setaber 20030 an

external a8Raksadys, al though it inputs/outputs data in unitscefrdmelbs when
the flash nenory 303 25 is rewitten. Mdre specifically, when a sector in

the fl ash &4 ve23aOgLLd8io 20 03n MO r@gnrs6 Orn PAhd POOH 02305 nE®r ¥od@2nts to
be rewitten, the access control unit 325 or 326 reads out data from a

bl ock | gﬁjoufﬁc{@:y.t hgrrg@%éjgsrjcfﬂnitsh% hdeas I STRMRY 3@3;sdel 8begekhedhl agle in

the fla menory 3 once, rewites the seCtor in the buffer frenory,

then wites the block.of data_including.t ew i | sect t .t ash
menory $6%5 e nrypti SHPESE‘r“ypt :fgr‘? %llrggﬁtlét’ W%@ﬁa‘%r%ﬁjﬂlgmggﬁou@
erfornms encryption, and, decryption usi.ng the master key 323a stored_in the
st er I@@W@t%’f%% 4RI 1395 ERaeRSERo légﬁtl:]rﬂweoﬂf ?%e"k"a‘ NNt | 2t FOR Ca Pl

access control unit 325 and the non authentication area access control unit
326.5 Th&hencF§pt Boshdexs ypi¢ oRUEPREUIKE FErRheF§Ht BLaXPa FECorE W EEi RF t he
data to the flash menory 303, and decrypts the data after readi ng out the
dat a fr pradrie- fédsvmenogs 3¢3. Theseandmoencragrd on aandeypirgptioon dege
performed to prevent unlawful acts such as an act of disassenbling the
menory Gadh dH9inanakyzpagibhe sgonmentsdof fobe thashusenoryo303Ldir echky,
and stealing the password fromthe authentication area 332. It should be
noted hesg ddig- control 1 C 302 includes 20 a synchronization circuit, a

vol atil e storage area, and a nonvolatile storage area as well as the main

component s 321 10 3ZLe The, SyACNLANAALLON AL T S ARNCTALES b | DL ghed

cl.ock signal in synchronizatioh wth a c signal supplied froma cl ock
BENyg ang SHRBLLES.4 e AENgLaLed hohet iRkadliogk & Gl enafll £OTPOBEN!
the speakers 106 of the PC 102, inputs the password through the
keyboard 104 to the PC 102 while a dedicated application program
(hereafter referred to as appiication) having a copyright
protection function is running on the PC 102. The application
13 then checks the rights information,.decrypts the encrypted music
content using the password, plays the decrypted music content to
output the sounds from the speakers 106.
When the rights information indicates that the content
is permitted to be written to the memory card, the application
20 can write the encrypted music data, password, and rights
information to the memory card 1089.
FIG. 2 is a schematic representation of a portable

copy/play apparatus (hereafter referred to as player) 201 for

which the memory card 109 is used as a record medium.

(3]
w

On the upper surface of the player 201, a liquid

19



' 23 Cctober 2003 WO 00l 65603 PCT/ JP0O0/0-309 Al so, to protect the
information. stored in the special area (RO ~i) 3C4 agai nst tanpering by
unaut hori zed persons, the special area (ROv!) 304 nmay be enbzsidetbben200®
control IC. Alternatively, the information may be stored i |
mermory 380 04$550hi s case, the special area access control g‘éﬁfp’ggﬂ@gy

inmpose a_|lipmtation,on Wii.ti t y LA, 28 t Formed.
encrypt?Bﬁ?déérngP&ﬁybrPC&ipggg%%%%f%%%ggyb Tt ggkhﬁornggigh e T he
information is stored jn the flash menory_ 303. FI G 6_shows various .storage
areas | ARt REeERAT- St 8 18 108 SR thY ©an? g’ré’cdﬁ?‘f’i"%‘eﬂ b5 Ehe BE T2 And
the player 201. The storage areas in the nenory card Z09 are c|assified
into thsketn@df apeds? sHEEIErled ehoB0RORutdicht RESL iTSHFMR%a 3887 cafde

non- aut henticati on area 331. The special area 304 is a read-only area. A
dedi cat®end by coananti0 9 si sistus ¢ vtedathn tat hé roemohy Speci ansgrda ozpslot
Reading/witing data fronfto the authentication area 332 is possible only
whes t hgggut hgati cahkoncbeiwaerathenPCpb@2 or1Bhe ipl apehi2Bfedandyt h&/SEenory
card 109 has been affirmative. An encrypted command is used to access the

aut hent | 631 ,@Psafe8e3331 Ehe)ner adeniksainoncansac8dltearnke racqessed by
commands on public use such as the commands conform ng. to the ATA (AT

Atachnght) g (3C3le (SR, foapub el Susl eRALddcs): Stapdand: Bogl 1S 1o

say, dala Ccan"be read/ wri o the non authentication area

wi thout an.authentication process.c25_Accqrdingly, . a fil nag n
sof t war @Bt bgram-H&8%g tf@@é}fglarﬁoag a“&. %ﬁoa%%lbq:%oigé%gogtgﬁgé?ggogg3
PCTi , 1P00/ 07?309 equi prent on the PC 1C2 can be used to read/wite data
from t R¥PefABMEGuchentication area 331, as with a flash ATA or a

10 The player 2Cl, after the memory card 109 storing
music data, a password, and rights informatiog is loaded into
the player 201, checks the rights information. When'the music
is permitted to be played, the player 201 reads out the music
data, decrypts the read-out music data, converts the decrypted

15 music content into an analog signal, and outputs the sounds of
the analog signal through headphones 208 connected to the analog
output terminal 204. Alternatively, the player 201 outputs
digital data of the music data to the digital output terminal
205.

20 The player 201 can also convert an analog audio
signal, which is input tc the player 2C1 through a micrephone or
the like then the analog input terminal 223, into digital data
and stores the digital data in the memory caxzd 10S. The player
201 can also download music data, a password, and <zights

information from the PC 102 via the communication port 213 and

=~
w
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conpact flash. The three main areas store the kinds of information w5
shown bel ow whi ch provide the areas with Ga function as an auxiliary
storage apparatus for a typical PC, "and a function to copyri ghOcfsbet 2003t he
husi ¢ datg gh BLiLbuted by an electronic nusic distribution P /0308

non- authen? at1on area 331 stores an encrypted 10 content 420", user data

4217, ﬁecJPa ERET ¥BLAE 0eeRHERH tA2aitS TS Rl dndifd PG an-abj eot ofthat

copyright protection and having been encrytped. The user data 427 is

| .d I e h ”
P R o T i N R R AR iR

the 15 encry ted content 426 st orf t.he non-authentica n ea_331.. The
speC|aIC%r@ §GEESt5b§sSPﬁ¥qné8luﬁng 341 WS i |§:H§%€%3% gfgﬁeagg 4Sing

the authentidation area 332. The PC 102 or the player 201 flrst reads out
the mediakil DPBALEF r bhet HEBPRE| A2Tsh eh0 %0&3@1?%@Vﬁ§ﬁw§ Rartistgy 9@ta

| oaded into itself, then extracts the encryption key 425 and the rights

i nf 6r mateoorfedmorhe hautmmm iy atéod 4PBa 332 usi ng the nmedium | D 341. Wen
it is confirmed fromthe rights information that the encrypted content 426
stored in the non-eutherdi dat i an aleak33dimrgrper nshowedngo baepl agedwvatke
encrypted content 426 25 can be read out and played while being decrypted

W th the,30: - WRi0Q/ &36QL enex yption key 425. 23 Cctober 2003
PCTI JPOO 02309 Mere, suppose that a user wites only the nusic data that

has been obtalned il apéublgy Lo,diteidons aubgenibeatl elon AR gadsta-ihe
menory card 109 using the 102 or the ITke, "thén attenpts to play thé
msi ¢ dgt%éwfggtﬁgyn?gegyaEgcglggnkggge%rogram 11llb, a RAM 112, the
10 display 103, a communication port 113 including a modem port
used for connection.to the communicatiqn line 101 and an USB

used for connection to the player 201,'the'keyboard 104, an
internal bus 114, the meﬁory card writer 107 connecting the
memory card 109 and the internal bus 214, a descrambler 117 for

15 descrambling the encrypted music data read out from the memory
card 109, an AAC decoder 118 conforming to MPEG2-AAC (IS013818-

7) standard for decoding. the descrambled music data, a D/A
converter 119 for converting the decoded digital music data into

an analog audio signal, the speakers 106, and a hard disk 120

20 stering a file management software program and an application.

The PC 102 can perform the following:
(1) use the memory card 109 as an auxiliary storage apparatus
having an independent file system (e.g., IS09293) as hard disks

have by executing the file management software program stored in

23 the hard disk 120,

21



into the player 201. In this case, although the non authentication area 331
in the nenory card 109 stores the nusic data, no encryption key 425 or
rights information corresponding to the nusic data is stored23 Qctobper 2003
authentication area 332. 10 Therefore, the player 201 fail $3d@pRb/ged he
musi c ddﬁgﬁ°m$ﬁﬁ such a construction in which when only a nusic content is

copi emfogg%{ﬁ%%r Yoo  d 199 whtboyt ayLher ized QRCHHY iQfkkB It Fdght s

i nfor he nmusi ¢ content cannot be played, unauthorized copyi ng of

digital, contents is prevented . Fl G8. , now, LLm-tat igps and
connaﬁ%l?%rhgﬂs‘MhEnEbﬁ%I¥%£¥%2&gr‘t é 6%§yé%§56'“éd%é%éﬂsﬁgnkarég ﬁﬁpthe
menory card 109. FIG /A shows rules.to _be followed for accessi gcf%ﬁg
area. FFEUYBNShdWRS r (%8 35 Hb FBP?‘bﬁédlf’Br THEGE g™t he i Qé‘gf eac

area. FIG 7Cis a schematic ZO representation of the areas in the nenory
card 1D®0, The special area 304 is a read-onlv area and can be accessed by a
dedi cated command w t hout an aut hentication process. The nedium I D 341
st@red(in sberspenkcahuaneacddtenssusedthe déner are toe demopm adrs dildt ypt ed.
command which is used 25 to access the authentication. area 332. Mire

speci ficabtya theudl aulti@Réntdabisn2083dWO 00/ 6360; PCTI JP00i 02309 P; 3 1
02 or the player 201 reads cut the nedium I D 34l, encrypts a command to be

used tp,pceess bhie AHEhRNLEeatbaReAt €8083the antks efntlsn e et ethrebnmand
to the nenory card 109. On receiving the encrypted command, the nenory card

|09 degrynts, ¢ 5. LAG- NGy DL et COMBAd yShRg the (Rdi bk 22411 06Ntz et s

and e omman e aut henfication area 332 can be accessed only
when an_aut henticati on between an apparatus attenpting to access the nenory
card 1Pb2¥4BH-as the PC 102 or the player 201 and the 10 nenory ca-d 109

has bee:: affirnmative. The sjze t he aut hentigatig rea .332 i s _equal to:
tH8 size of (YYYYEN§ <d@¥i6fskedh {l? Sty y’;ntﬁée ft#’f]g'rﬁ cat iaor?eé:rrg"aﬁ‘ 332

is conposed of sector O to sector YYYY (YYYYth sector ) IgggggH

key unique to the PC 102 and is€ as will be desc: ly“

ater,
used for the mutual authentication or theilike. |
FTG. 4 1is a block diagram showing the hardware
construction of the player 201.

15 The player 201 includes a CPU 210, a ROM 211
prestoring a device key 21la and a cbntrol program 211b, a RAM
212, a liquid crystal display unit 203, a communication port 213
achieved by an USB or the like used for connection to the PC
102, operation buttons 202, an internal bus 214, a card I/F unit

20 215 connecting the memory card 109 and the internal bus 214, an
authentication circuit 216 for executing a mutual authentication
with the memory card 109, a descrambler 217 for descrambling the
encrypted music data read out from the memory card 109, an AAC
decoder 218 conforming to MPEG2-AAC (IS013818-7) standard for

25 decoding the descrambled music data, a D/A converter 219 for
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and is conposed of sectors having XXXX h sector address to 15 (~XX+YYYY)"'
sector address in the flash nenory 303, physically. Note that sector
addresses are serial nunbers assigned uniquely to all the seg8@ctober 2003

consti tuw'b %ggﬁ,flash menory 303. The non-authentication agegrmdb28@n be
accessed é) andard command conform ng to the ATA or SCSI standard. The

20 Si ze of .4 hes nong aut hepbheat heRiaaa ikl d aaant® XOXAnseeormudihat
is to say, the non-authentication area 331 is log=cally and physically

conmposed of sector 0 ta ( -1 w VS rd 4, ShoUI & Led-here thHat an
al t er ne?t-eqrb?%tktsgreeaé‘ef%' 5%91%%%%@/ ?Ff%ﬁ‘feed T the flogﬁh@@rrt\r?m:s 862

bef orehand. The 32 @ 23 Qctober 2003 WO 00/ 6a60, - RCTJJIPO 309, alternate
bl ock &ER%H13H618 Gy fl%P’rﬁrE&tog b‘i%‘ckgng%?céh ‘gﬁ;gé“ustgég’?ag‘rgépé%
defective bl ocks ;blocks that have a defective _storage area fron1t%‘§v£i ch
dat a camter Hegirtedld/Msiq Sftfor R0 VY BRCRE FadtRe AOFERETER% € FEF 5T the
nonaut hentication area 33l. |In the present enbodi nment, the special area 304
cans be pacrecse0l M1 Bolt abahdardcdoiroendasiaverthe dipFevaht MUGAFa@REE .

anal ysis by any persons, the special area 304 nmay be made accessible only
by such appamailesr @ haidngdresi ifhgtheerhicodeddmaiicr datiavelay, amalog
commands used for accessing the special area 304 may be encrypted. Now,
changi pgdder siczerafindihezeuf hent degtican aserod3S2 ranthitld nR05autdredt iacat i on
area 331 will be described with reference to FIGS. 7B and 7C. 15 The total

storag paci heragthepphcati on area 332 and the non-authentication
ar ea 3%f%ilné§h%r¥?‘?ésk rrrél‘rmry 303 is equal to the capacity of (XXXX+YYYY+1)

sectors which is ﬁglte} ?’g%%’é?llyﬁﬁg% 'Q%chgiyé]}c;laﬁfﬁég: ©13ht ernat ¢ Rl ock

o]
area 501 and ot he storage areasS 1'n ash menory 303. 20
The sizes of the areas 332 an 233; ar e .each var'?@l nd can b ?a ed by
chihgi By h%lﬂéo&ﬁd%‘ryt%d%%%s% | &€ W ‘Ijﬁtéef# t‘ig‘{%ep“ci ne}f%(gu% oggldure
for changing the size of an area is to execute authenticatjon. This
aut hentdget ¥oh P5ogxasuddbto pHevdmianyliser ShFr hass 15° thadgi A§ 3 he
size of 25 the area using one of standard equi pnent prograns preval ent 33
' 23 Cotudberu2@D NS DUI6STEOR ROR JROOLXY33egdakBfg PEalyserd SRtRUSofRar e
program i ntended for unlawful acess. After the authentication is conplete,
t he si zexi-dile mosiauthenencat ton taresp@3kaushe unded oinnahssestors,
XXXX) is sent to the nmenory card 109 using a dedi cated command for -
music contents input via the analog input terminal 223 and
15 communicatién port 213 into the memory card 108. That is to
say, the user can use the player 201 not only for copying and
playing music personally as-with ordinary players, but also for
copying and playing such music contents (protected by copyright)
as are distributed by an electronic music distribution system
20  and downloaded by the PC 102.
FIG. 5 shows the appearance and hardware construction
of the memory card 109.
The memory card 109 contains a rewritable nonvolatile

memory to which data can be written repeatedly. The rewritable

25 nonvolatile memory has capacity of 64MB, and is driven by power
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5 changing the area size. The nenory card 109, on receiving the above
dedi cated conmmand for changing the area size, stores the Value XXXX in the
nonvol atil e storage area or the like in the nenory card 109, 23 October 2003

control S\&Qﬁo@%ﬁﬁ?eedi ng accesses to the authentication areapdf ppdzand the
n on-autrentrcation area 331 using the val ue xxxx as a new boundary
addr ess.,, \ore specidd ¢t |y, 34 ;e Garsd ghe3 5 @331igns Ps i Salerfect or
O0to X%Oé'\'&‘geit'br gléncct%heyfjl éts.hﬁl nenor%%gg tgo t he non-aut hentication area
331, and XXX X'~ £0.( +YY' ZY). thg S€CtOr, tath heptygati; ar 332
The acttes~is cb?it‘r %)%(?%(ﬁi"t §2355 1050 " d p'e'r%éﬁm@?ﬁgkéda%g@s égln%\/erag?ion
between a | ogical address.and a ysical. addres and _nonitors_.gengration
of an ir}“r?ﬁ?"%' ?6%058%&{18"1&6‘1*3ip(fetpa;r%‘ailcf%qa‘—? d s?gFaSE?Héorya.g‘f‘fdsﬁggl d e
noted here that |ogical addresses are recogni zed by an external apparatus
as addrssxekded it a spyEs LEoRSC Y nBidFFicaPl 1995 HYPRsp ngSt o
the values used in the commands, and that the physical addresses are
addPessEedtricahln spacecsfed heof lagshewbadR§l 3GPRAUTR B hedlign & hé—Pérory
card 109. If the authentication area 332 is increased in size . . 25 by
reduci rpridecbbomdas ymaddl essrmad atr angemento fnidHe beem2dry ca28 Dofober
2003 WO 001 65602 PCT/ JP0O0O/0-309 required to maintain the | ogical
conpati bility betwaenqbpbeyecand ad¢ eforteirpdiress drrgdpshola Rinkrol
purpose, all the data stored in the authentication area 332 are noved

(copi ed)~ t-gyard; s groaddresses bynihhe appuntpsof reduction in the
boundarf ad’dr%sgﬂ%ormexarrbl e. \’Ntﬁ this arrangenent, physical addresses

correspond to theTE%thgghc%lepgq%g es stard 2 j({%e’ggglfﬁneweggggggrlg

address. Wth this arrangenen ‘data space aut hent i cation area -
33? is enlarged while |ogical addresses for, the data stored in.,th L
aut henfiEH Tt Lt 2a B8RO e Ofui fit aﬁef]%%k f%l'ﬁnté'od'édit(,yﬁeéd %8%n8~$8?es
changing the area size nmay be encrypted before use to péﬁ\;ent nl awf ul
accesséLIIGE 8TPFagef |GRATY t 2RhBWEAG LA LFAGEETUrdF $h wHitc B The® PEPR02 (or
the player 201) wites a nusic content or the |ike.to the menory card 109.
| n t he Swilewt hgadesnr iggeos33 ¢ | Thes afsoscrahien t RESPC3RPR Gt BS
nmusic, data to the nmenory card 109 (S602) . (1) The PC 102 executes a
chal | ergedsespbrea-t wpe taet bepeiredtises that have been authenticated as
proper apparatuses. The non-authentication area 331 can be
15 accessed by any apparatuses whether they are authenticated or
not. 1In the present embodiment, the authentication area 332 is
used for storing important data related to copyright protection,
and the non-authentication area 331 is used as an auxiliary
storage apparatus in a typical computer system. Note that a
20 certain address in the flash memory 303 is used as a boundary
between these two storage areas.
The ROM 304 includes a storage area which is a read-
only area and is called special area. The special area

prestores information including: a medium ID 341 which is an

25 identifier of the memory card 109; and a maker name 342 which
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with the authentication unit 321 of the nenory card 109 using the device
key 1l1l1a and the |ike, and extracts the master key 20 323a fromthe nenory
card 109 when the authentication has been affirmative (S602)23 OcthbefRe0FC
102 then extr the nmedium I D 341 fromthe special area 3 ol §yerENDIr Y
card 109 Y& 8&3 dedi cated conmand (S603) . (3) The PC 102 F?Tﬁpgenerates a

ST S YT sT 30 R o

passmor whi ¢ or encrypting the nusic data,
fromthe extr ed, mast 3 redi u ( )1ag! he
above sF@p, t QE gﬂaoﬁ? lhﬂnbg 3}? g%eﬁé%%f%dg% Qx%org%éé ?ggéenc%y%??ng
t he chal | enge data (random nunber 5 éo t he nDry 5 card 109 urlng t he
aut hent fEEEFSRLIPRGESs £ i(il)e““leﬁeyg%%e g pagg‘v\ﬁ § oS T SR EP TPt he
master key 323a and the nediumID 341, then is witten to the
authentmeabrgncaaﬂéaaﬁﬂzQﬁﬁ%tﬁh%ﬁ@?@b@moﬁ9k3§142§ (SEOb)Lo BRI G,
before the data (encryption key 425) is transmtted, 10 the comand to
wri tse dahahéﬁtﬁmaumddmbﬂtmeemoapgaeacﬁszshasmibesﬂieﬁorypm@Waﬂﬁimgﬂﬂnto
the nenory card 1D9. .(5) The nusic data is encrypted using the password
and st of,gdukRotrhe caorcashenid aatd autiea- 334t asnt Aeeanangpt ed content 426
(So06) . 15 FIG ‘9 is a flowhart showing a procedure in which a nusic

content or the “l@héscéﬁﬁgoQU&Cf@@@tﬂ§3JW%@H¥r§§r@l%gﬁl%n@dﬁﬁaégﬁt&fthe
pl ayer 201 (or the PC 102 In the foll ow ng descrlptlon it isS supposed

(S701) " E55:9%) HHEHG ﬂjg? Y5 0and 100 i o1pkgyechdy theiphakeraO

(S701) cutes a chalTenge- response- ype

thenti cat thot t t.3 d
isi ng a=BEOPEELE e IR A PR e En g s e 3?%%3 rom

the nmenory card 109 when the authentication has heer. afflrnatlve .

. 29 (23 TRETRmykRY 20T0FRER &thacisSthé PeEdRl 3?Rea PFGﬁPFhé‘%’

QOct ober 2003 WD 001 65607 PCT/ JP0O0O/ 0?309 special area 304 in the nmenory card
109 usingit 32di caneduthembhea{BT0FHrea (Fjcave PIRNEIL 2001 ¢ nde » X IALT s
the encryption key 425 0' the nusic data fromthe authentication area 332
in the aempeptcandibo (8704). Bycesss tdang;rdef opaitthe ddfa (eded yptdfon
key 425) is read out, the command to read out, data fromthe authentication
area 338nba§plaeen/aaeﬁ:y@ttad>rar¢dmrntt t32The menory card 109. (4) The
obt ai ned encryption key 42S is decrypted using the 10 nmaster key 323a and

the medium I D 341 ¢ exidiRelt idaasnvend t( 32108 . 2 THi Scdeer yipit Gersioamd s a
reversed step of the encryption step S605 shown in FIG 8. (5) The

engreypt ed t th thgghage%éggkéwm
Gocry pt Ba e S A 1ﬂ%%x§‘?§*§%ed%uﬁﬁ%ﬁt&£%§pl§s%5 Wntl € e

doc Vo ghoGEaL e LesBhaktdess DolEo YO0 iy Bat abnke, (e
be decrypted v LIOYL LN NG HPUIN KeXs 925rgggssdnwmteuegeneram and
an encryption unit, and authenticate the remote apparatus as a
proper one when having confirmed that the remote apparatus has
20 the same encryption unit as the local apparatus. Note that in
the challenge-response-type mutual authentication, both two
apparatuses in communication perform the following: the local
apparatus first sends challenge data to the remote apparatus,

the remote apparatus in return generates response data Dby

25 processing the received challenge data for certifying the

25



20 authentication area 332. Accordingly, even if only nusic data is
unlawfully copied to another nenory card,. the copied nusic data cannot be
normal |y played. Wth this construction, the copyright of thzs3 Qusber2@0d3® is
safely protected. As al so descri bed above, only apparatuses 25
been aut H¥ANEEE%Rd affirmatively are pernmitted to access thg&?ﬁ%&&@%

Cct ober 2003 CVO 001 656072 PCT/ JPO0/ 02309 _aut henti,cat | ar, i n.the ry
card. TRIPRGNFIRt i%n 8P8vi%eé§°ae cEPYAT %tuspr(%%ledctT%rg@?nt\?&% c e'dﬁ['?qt%%
apparatuses that satisfy certain conditions are p,g]m,ttgfi to acess the

aut hent iIneRR@FS ar @atRAn & e SR £ af AP TAFLST s Ehdived ByP 5 SBPECEIVEl v
using the device key, the encryption algorithmor the |Iike that are used
for autHemigemtwhethén the aBBPESeRRPFIECWA e F-RRT YDY etCRRAF R 8
witten to the nenory card 109, first the password used in the encryption
i s encrypi=ad arsgegiabe washethkeyeapdnsiee dagdi.um 1D, 10 then the encrypted
password is stored in the authentication. area 332 as the encryption key
(S605) . However, eihhepokhgnABst8yekext 0ottt reah i3I By abectsedlier
encrypt the password. This construction sinplifies the encryption and

provi des | tat IdiGY teskagief ddie Hermynt <o dei 08ugk .t heTpkayer
102 is ﬁ%é%%éédf"% ?hgﬁzg t"hereci S alpossi bility that the intensity of

the encryption. is.weakened . aho I th I l; ~20 n he
PC 102 éjé%oecgﬁq%cFlfﬁgl%asﬁde%A%eé’{%%Bg #%g%ﬁ e ?r‘v‘lsrrlmrl 3 Sggr ﬁ%ﬂc)%‘ (ﬁl?ygk\k%en
t he aut hentication ha en,affirmative, [ r a
may be &RRUEd qarF$hZ'Q%%ayéPp§6I o1t e E%}{A@ég\dbe#}g“rgeﬁ%nd&?gﬁl%tcglﬁ%t ?égl Y,
the master key 323a may be encrypted and staored in the_ speci ill ar.ea §g§ as
an encr yystant hBkedr GeEanw, THG eXAPPRS JHAREGe GPUERR - adtent P4t i on
area of the nenory card will be described. In the two exanples, 25 "the -
nunber aforrtesnouttite andmbohentsnhd? LoftPelri’t t €8 BFIEAREE  YWiFhoctBBer
2003 WO 00/ 65603 PCT/ JP00/ 02309 outputs” are stored in the authentication
area, respecivayel yomkhd3i0 is a flowhart show ng the operation =n which

t he player 201 (or the, PC 1C2) handl es the nunber of read-outs 812 stored

in the authenticatitge abeaahfst becaevedybyarite Gumand njudgempnesenntrol
exanpl e, the player 201 can play the nusic data stored in the

non- aut henti ce$ 0nnaL 8Ae33AoitN onhe ML EArtD | H9aas anieedi andi ganktas
many tinmes as 1 ndicated by the nunber of read-outs 812 stored in the nenory

card 109da(,i8a80§gom/%g%%h&g%yﬂn 2L SXECES i hdniinge- k8Spenseotypael 0

aut henticat1 on wt e authentication unit 321 of the menory card 109

e Homdr A= kPG TRIg vih | RERRE e Rt G RS hech ot o (302)

(2) The ci;)ﬁlblayer 201 thenJ_exSracts the mediumID 341 fromthe 15 special area
304 in tHE-HeBr $2E3r 169’ usi ng a dedi cated conmand (S803)

For example, in'relation to reading/writing data, the

SecureRead address count command and the SecureWrite address
count command are defined as commands for accessing the

20 authentication area 332, and the Read address count command and
the Write address count command are defined as commands for
accessing the non-authentication area 331. In the above
commands, “address” is a serial number of the first sector of a
sequence of sectors from/on which data is read or written by the

23 command. “Count” is the total number of sectors from/on which
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(3) The player 20l then extracts the encryption key 425 of the nusic data
fromthe authentication area 332 in the nenory card 109 (S804). By this
time, before the data (encryption key 425) 20 is read out, tp2QOctobernadod o
read out pm the authentication area 332 has been encgyphiaf,asd sent
to the m‘a‘qrr%éogs%g‘fd 109. (4) The player 201 then extracts the nunb(ar of

read-o 12 fr h heptLgatd e i thes seppry card 109; - and
25 cheﬁ%%hés{lu%? g‘ﬁr&e’ag?%%ft%sﬁ 1?%8%4?)?@%\%1% tﬁse nunber 39 231t

Cct ober_ 2003_WD, 00/ 6602 PCT/ JPOU 02309 . i.nd] es. al| ce of Limitl
r eadi ngr%?s?ﬁélﬁ’lgay%?eZGTObFagyJ/sotghggﬁﬁsi%eC% ?1(“:0o‘”rrg'anceeﬁvvrfR‘Lnt/ﬁéD £he

procedure (S70' to, 5706) sho in =G 9 (S806.to 5808). (5) Wen t

nunber TINGBAICEFCs B> ist"b\,lt\g]‘"ret ?Eef%‘abeémf’ﬂ tlmﬁ8§5 Pélgdi(sﬁ)ﬁ“din ‘i%%ﬁowed‘
(S805), and the play process ends (S809). Wen the nunber of read-outs 812
is a vélwee®dt her than 0 and does not indicate allowance of linmitless

readi ng out, the player 201 reduces the nunber-nber by one, wites the
resul tant nunber tThe masharhédey cdpirageansat3323(S8855oreheh M ST they
music in 10 accordance with the procedure (S70a to S706) shown in FIG 9
(S806 typ HBOGhids fHesasiebedvabave, reinoks possiddtas atuthegpkagemiizi o
control the nunber of tines the player 201 plays the nusic by prestoring

the nu h&fétiea_%i%t ardl 4 <Ay stwvsrébecnuahes oh et ifTBSH Renldus) C

can be played. This enables the present technique to be applied to anal og
reprod jon of nusic obtained through, for exanple, rental CDs or ki osk
termi nals {online vending machines for nusic distribution connected to a
comuni cation netwark). 20 It should be note re _t.hat,.,'read-out; time" may
be stored instead eﬁ?ee?ﬁﬁ‘}b@r’reoaf R EGANAE u@ﬁqrrtp?ozs?e%% i #ﬁrgﬁn on
the total tinme the nusic content. can be played. Al%er na iV§|4 , Lconbi ned

i nfOr 9B BRAULRS Rt M IOEMG TN SRR 2Snel Fele Bt oPe ‘¥n§lré?§‘d.thﬁs
anot her exanpl e, the nunber of 25 read-outs 812 may be reduced when the
cont entspeckapt ageapd RPY) 30423 Cct ober 2003 WO 00/ 65602 PCT/ JP00102309

The authentication area access control unit 325 and
the non-authentication area access control unit 326 are ciicuits
for reading/writing data from/to the authentication area 332 and

15 the non-authentication area 331, respectively. Each of the
units 325 and 326 sends/receives data to/from external
apparatuses (the PC 102, the player 201, etc.) via four data
pins.

It should be noted here that the access control units

20 325 and 326 each contains a buffer memory as large as one block
(32 sectors, or 16K bytes), and logically, inputs/outputs data
in units of sectors to/from the area 332 or 331 in response to
a command issued from an external apparatus, although it
inputs/outputs data in units of blocks when the flash memory 303

25 is rewritten. More specifically, when a sector in the £flash
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pl ayed after a certain period (e. g., 10 seconds). As another exanple the
nunber of read-outs 812 may be encrypted then stored so that the
information is protected fromtanpering. FIG 11 is a fl owhzs Octobereoas t he
operation in which 5 the player 2ClL (or the PC 102) handl es the nunber of
perm ttedwdiagissed2 outputs 913 stored in the authentication XCEETOKOFAS
menory card 109, In the present exanple, the player 201 cap read Qg% t he
nusi ¢ da2nd FonsbRe lforCalnerR TRt Foh aFB8 3SESSS (IR Wevror Yt &r 44209 %and
output the read digital nusic data as 10 many tines as indicated by the
number &2 derantisedudi giattal forapua sbPaksioreddind HE efdEyoEafgornogne
(S901). (1) The player 20I, as in the steps S701 to S705 shown in FIG 9,
execut es Jais rauhdiedt ¥ ca0 B pndei theshe hee oy kcdrd 9 fbaskt mambrivhéOBastter
key 323a (S902), extracts the mediumID 341 15 (S903), extracts the

encryptiQp-Key 425 {3904)s st AXULMAGNE dUFRRSWIshd SP05heh2)rIhesplayer
201 then extracts the nunber of permtted digital outputs 913 fromthe

aut hent i,cat i,on, Ar. 10, 4 A Gakd L0 chegks t WU RS »
por i U1 G0 AR GBI PO 813 20 (o808 When Che Ruber | ndt ooy rost

al l omance of limtless digital output, the player 20" _ reads out the
encryptéﬁx%bntent 426 fromthe non-authentication area 331, and decrypts

the encrypted content 420 to digital data using the r.d extracted,in
the step 5905 and SUEPEETIRS HARI SHTEUP b0t SL S50 at A2 1 1 oM theCAF GLed
output termnal 205 as digital nusic data 41 WO 00165602 (saogé. 23

Oct ober wWOiosh POFY IPOR3 02309 YRS ot d Hée REyideE OBf LS i tiee BRgFeal key

outputs 913 is 0, it is judged that no digital output is allowed (S908),
and the s dtored in the master key storage unit 323 under the control

10 o< the authentication area access control unit 325 and the non-
authentication area access control unit 326. The
e#cryptidn/décryﬁtioﬁ circuit 327 encrypts data befcre writing
the data to the flash memory 303, and decrypts the data after
reading out the data from the flash memory 303. These

15 encryption and decryption are performed to prevent unlawful acts
such as an act of disassembling the memory card 109, analyzing
the contents of the flash memory 303 directly, and stealing the
password from the authentication area 332.

It should be noted here the control IC 302 includes

20 a synchronization circuit, a volatile storage area, and a
nonvolatile storage area as well as the main compeonents 321 to
327. The synchronization circuit generates an internal clock
signal in synchronization with a clock signal supplied from a

clock pin, and supplies the generated internal clock signal to

25  each component.
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pl ayed only by anal og output (S908). Mrre specifically, the 5 encryted
content 420 is read out fromthe nor.-authenticati on area 331, and nusic
is played while the content is decrypted using the password 230e8&ber 2293
when the pghedseef permitted digital outputs 913 is a val ue mtherootobzn O
and does not indicate allowance of limtless 10 digital output, the player
201 reduces the numrbes, byo oo tavt tese timef aresat tamts tumdrerint ahehepecial
aut henti cati on area 332 (S907), then reads out the encrypted content 426
from t hg yRan- guihensd cakizan nanea S¥b r deErypt snbherencrdy ege eophent t426 to
digital data using the password extracted in the step S905 and outputs the
15 decryj i gizt-al, dadgufr thg.digida tepm 09)c.. As
descri bé%teggoa\d}e, at"ﬁg n?ﬁ@éf gaqdi Slla af}d%u'lte;I)TES)'tétsd%{%dom'eithhe{lf)tjl3 asl%ﬁlt(Z%% ca% be
control I, by _st.ori.ng n r .ot permtied_digilal _output 3. he
authentFggﬁfﬁﬁ%éygéy33%g§nl§gggﬁ8%%8ﬁnﬁgyc%§dsF88%ETEPS“é%ab?ggatﬁgﬁﬁ%ésent
techni que_to bhe agplied to digital reproduction of nusic gbtgiges7through,
for txanPPe, FBnTALSCERSEr kPGsRPEEFATNAFEE GRFERSI SOIGT8Ay Wiiilgred) MaY
dubbing of nusic data stored in a nmenory card car. be permtted a certain
times | Ampleead Homitha bifon hen copyEL a6t ddkAeo 259 tIHHMYt bRl noPedther e
that as with "the nunber of 42 23 COct ober 2003 WO 001 65602 PCT1JP00/ 0, 309
r ead- oukst rybreromn Adeedt i tgidal coucpit Si2Me'mamyebergpar ethd nstEadnatiohe
nunber of permtted digital outputs 913 to inpose a limtation or, the
total tbeEodiegitmal idEoxrmeitide 18IS cocont £nt thanfheasoutprtor AI3ES nati vel y,
conbi ned information of the nunber of permtted digital outputs and a tine
may be stored instegg. #SsEewsheirexddordde Mmeberinfcpermenbed dhgit al
outputs 913 nay be reduced when. the content is kept to be output after a

cer{eqi n1per Lod (£ cdh ’bérorg?geﬂi’%led By and hed egamabhe dhe fuher 961

permttéd digital outputs nmay be éncrypted 10 then stored so that the

o T on < P9t geked, Lo SrREERY. ALunEld o I b Aial senifel

phe nunber _ _ can be Tncrease
Copyr | RfEEAnBRIPOsERORY, SRERELNE-Bhya) LAl ALRE CLRREL BP o2 FREr SRPLIE S
the sector and the ECC bl ock) of_ the nenory card 109 will be descri bed.
non-authentication area 331.
The special area 304 is a read-only area. A dedicated
15 command is used to read data from the spécial area 304.
Reading/writing data from/to the_authentication area 332 1is
possible only when the authentication between the PC 102 or the
player 201 and the memory card 109 has been affirmative. An
encrypted command is used to access the authentication area 332.
20 The non-authentication area 331 can be accessed by commands on
public use such as the commands conforming to the ATA (AT
Attachment) or SCSI (Small Computer System Interface) standard.
That is to say, data can be read/written from/to the non-

authentication area 331 without an authentication process.

25 Accordingly, a file management software program being a standard
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The nenory card 109 adopts such a data structure as 20 is suitable for
preventing unlawful acts related to the back up or restoration of the data
stored in the flash nmenory 303 and for preventing unl awful az3 Oclodepb@iB to
the data tanpering. Such a data structure is adopted due to the necessity
for deal WOPNG56% t he unl awful operations that may be perforfif@dT8HOPAR above
nethods in which "the nunber of read-outs" or "the 43 .~ 23 Cgtoger 003 WO
0016568 IRCHRFETUD/ DR300 naRbeL 202 i@ M3 F diQi TaFOtF phEs®are SFeméde n
the authentication area 332 and the value is reduced each tinme the process
i s perfthenedoniMernesperidithtty 2nee A8di c amy WBEY epeatladdly PFayeF was
after the whole data recorded in the flash nenory 303 is backed up to an
ext er ngbmawdd i Hrasist orage apparatus of the like. By doing this, when the
nunber of permitted play operations becones 0, the nusic car. be repeatedly
pl ayed again by restordnmied heain backaspsdata. thlsskidde esinfonyation
unlawful |y be played ;: 10 repeatedly by tanpering the nunber of read-outs.
As r . bl ol tE8S \eS08Bo8ET ierent FOr.preyentasSUgA
R e B e e R o e T

aut henti cati.on and -a I, CAl r ; 33140 I ry
card 16§¥l;ﬁ§rél%6#§%§E;%§§%%%& aF%&b% t eJ%%%%ﬁﬂgVM%%?i%g£€§%%2g§Eg8
corresponding to the data _structure. In the present exanple, the counter

val ue Séﬁé‘rra]t@ctb?r?ﬁécraﬁg‘(?m%rdﬁ%ﬁeaéﬁgp%ﬁ%‘&f >E:phea*au'f%%?ﬂf'F‘(‘,{%\t"i:on
unit 321 in the control 1C 302 is used as a tine-variant key. 20 Alo'-byte
ext ensigAigr 64 SIDOP Y 5L @R sPYREA™t 0 each of 512-byte sectors 1004 in the
flash nenory 303. Each sector stores data which has been encrypted using

t he counter val ueThEh@caxtearsiantiaatl dDCBres 8dpesatr F FOCEHRE gP1edo’

and a tinevariant a=ea 1007. The ECC (Error-Correcting Code) data 1006 i's.. .

. Db 8chytentati? Heinmgennd&EE #67,t becencng exhalater sd orenitémt t h26 44s WO
00/ 6560? 23 COctober 2003 PCT/JPOA 02309 current sector. The time-vari ant
area 1QQ%iics &=bytBedng INOrEs) ettt eopyak yhtused teart iganedrad i ngvihe

encrypted data stored .n the current sector. It should be noted here that
only thg.gecherspt@d?d Cahe user data 427 is general data irrelevant to
copyright protection. The authentication area 332 stores an
encryption key 425 which is a secret key used for decrypting the
15  encryvpted content 426 stored in the non-authentication area 331.
The special area 304 stores the medium ID 341 which is neceséary

for accessing the authentication area 332.

The PC 102 or the player 201 first reads out the
medium ID 341 from the special area 304 in the memory card 109
20 loaded into itself, then extracts the encryption key 425 and the
rights information from the authentication area 332 using the
medium ID 341. When it is confirmsd from the rights information
that the encrypted content 426 stored in the non-authentication

area 331 is permitted to be played, the encrypted content 426

25  can be read out and played while being decrypted with the
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be accessed logically (i.e., using a public command or the like) , and that
only the extension area 1005 can be accessed physically (i.e., controlled
by an apparatus that reads/wites data fronito the nenory cag3slpctobet poddhe
above CO@@SRM&%E?”1 unl awful data tanpering 10 car. be prevgptgeydisso
conparing the sector data with the contents of the tine-variant area 1007,
where eyen-{br-iB8 geGtQpsdata is tanpered using a command or the like, the
contents of"the tinme~ variant area 1007 do not change. Myre specifically,
the PC 102 or the er., i Les/ S t ol f;r. om, :

aut hentication ar e%%z sméﬁ%%én%ﬁé éu%h%%??cg??tg%sa?}élal 33’f‘t$§nﬁﬁlecf %ts
menory 109 fol |l owing the procedure sh below in units of sectors 1004.
Firot) THE AERars THLTeh CHEECaDs W i Tee A PP Tertry 257 100
(S1001) will be described. ZO (1) The PC 102 requests the nenory card 109
to i ssuEh &Bulte RARARY ¢%F¢e%é8n§é%ﬂ§Iﬁ@?r%@ub@@,théh@oﬁﬁﬁﬂrIQ?%EQ in
the nmenory card 109 generates a random nunber using a random nunber

genér atart<goBs contmiaedtlia thsicodrtal f1@n30Re( BEBOBY, card déifdsl adred
generated random nunber to the PC 102 as the counter 25 value (S1002). 45
23 Cct ofreto 2008e W 081/656020RCT. / JRO0LA1309c@3)e,A pasdwargh d 4rse germt-at ed
fromthe received counter value and the nmaster key 323a and the nedia ID
341 whighehave: @d £ Eadyaheems pbtad nete (IdAOS3) - c&8) Do seelrels ehddatiasit®d be
witten®.. is encrypted using a a 5 password and sent to the nmenory card
109 (S1904) OSSR (de £nETyPtfydial a; o €hlnbBE BHTRL:0R SHRAR i N

the | ocation sector to vhich the entrypted data I1s to be witten,” and
(1) the, coyntef, ¥al ug ¥ged § oL LRE4CNH YPAL 0L Ar&nt8Wad b NE UEMY
'f10 Therefore, the player 201 fails to play the music data. With
such a construction in which when only a music éontent is copied
to the“membry éard 109 without authorized encryption key or
rights information, the music -content cannot be played,
unauthorized copying of digital contents is prevented.
15 FIGs. 7A, 7B, and 7C show limitations and command

formats when the PC 102 or the player 201 accesses an area in

the memory card 109. FIG: 77 shows rules to be followed for
accessing each area. FIG. 7B shows rules to be followed for
changing the size of each area. FIG. 7C 1is a schematic

20 representation of the areas in the memory card 109.

The special area 304 is a read-only area and can be
accessed by a dedicated command without an authentication
process. The medium ID 341 stored in the special area 304 is
used to generate or decrypt the encrypted command whichl}s used

15  to access the authentication area 332. More specifically, the
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card 109. 10 (4) The nenory card 109 wites the encrypted data to the
specified sector 1004 (SI006). (5) A~z ECC is obtained by calculation from
the encrypted data, and the obtained ~CCis witten to the eX3 Gokiben2e03ka
1005 as the ECC data 1006 (S1007). 15 (6) The counter value rﬁﬁgi vgg

t oget her WP PH53492 encrypted data is witten to the time-variaHt® &%3°1007

(S1008). Next, the procedure i ich the PC 102 reads a fromthe
merory card ~PFo ?Slg‘ii)ngV?*bgo eSEA A Y 15“%%%6“18’%5 rgﬁj@s?chHEQD
menory card 1D9 to read out data by specifying the [ocation of a sector

f r om whi 8hCoRBegat £9 PG ¢ HE (CCadGRSS O LB RATHG I T RiRd , S the #Bfory
card 109 first reads out encrypted data fromthe specified sector 1004 and
out put s skedsead-haut egatypted heoR@aI@l €Si 0tBy .meMmxr PCCEOA rddd-ves Phe
encrypted data (S1012). . 25 (2) The nmenory ca=d 109 then reads out a

count er yakeéiramn the 4bhcryvddeQriaderarz003tMO Aen65603aRAT/LIR00d H23P8t s
time-variant area 1007 in the extension area 1005 corresponding to the

specif i edngeE i r 9080 aBmAlagends ithe freadnedtugount gr1yalive £ 4dwes PAnd 02
(S1017) . The PC 102 receives t'.”~. e counter value (S1013). 5 (3) A T

passwor d i s -genes ated fromthe read-out counter value and the master key
323a ande}t{%é'g%e la I D 341 vm(?ch have al ready been obtained (S1014). (4) The

encrypted data is decrypted i ) ) 0 e 4f
data in the sector §634Bh§§eggéﬁgsﬁﬁgﬁgggg%wégrréﬁ%%flrgn)ég aocréet‘#e_%i?(%‘,yt‘#ggn
decryption fails due tqo m smatch between the counter value read out from
the time2lvaRFRRPCACEE1PH0PCTNE e &0 PRER TAMFe & HREPHIRSh SR fsSE B he
contains the 15 time-variant area 100'7, a hidden area which_cannot be seen
(accesse®FTHY Wusep5d DAPa siusterks yphed Pand &k Redtii PR %ehasShoridintls i s
generated using a counter value stored in the tine-variant area 1007. Wth:.
t hi sl%consemgeti orazche 1 ahias pbeeect ed firoativsaws ul Thanpeitag o ushe s.
20 In the above exanple, the tine-variant area 1007 is provided in the
ext ensi oauahea ti0OH- fa sirard ng3theiECGeqhleves , the i sipessihHl e ¥ Pprovi de
the tinme-variant area 1007 within another area in the flash nmeno-y 303 in
condi ti ogethatrdat a shacedi 4 ntohesakea eaanciuthtemiiaigdadd r areaut 33de ide
composed of sector 0 to sector YYYY (YYyy™ sector) logically,
and is composed of sectors having XXXX™ sector address to

)*" sector address in the flash memory 303, physically.

15 (XXXX+YYYY
Note.that sector addresses are serial numbers assigned uniquely
to all the sectors constituting the £flash memory 303.
The non-authentication area 331 can be accessed by a
standard command conforming to the ATA or SCSI standard. The
20 size of the non-authentication area 331 is equal to XXXX
sectors. That is to say, the non-authentication area 331 is
logically and physically composed of sector 0 to (XXXX-1) "
sectors.

It should be noted here that an alternate block area

25 501 may be allocated in the flash memory 303 beforehand. The
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25 nmenory card. 47 23 Cctober 2003 w0 00/6560. PCTI JPWOI 0_309 In the
above exanple, a random nunber is used as the counter val ue. However, the
counter value nay be a tiner value indicating a tinme that chaynQ@esobey20§3

i nstant, §5wg§§,be the nunber of times data has been wittegrlgobbSod| ash
menory 3B “"Now, a desirable exanple of a relation ship between the

| ogi cal £38e8 BNbAhSi ol saddiesseg idng her fd nodiraeapr ¥130%snidi e
descri be . 13A to 13D show a change in the relationship between the

1 | _add d | 3A, ve
00! cal Ak ;?.;gore pysical addeesses BlGoclSAl0.8hovsile pave o

hé “"change. ows the're atlonshlp after the
change. FIG 13C shows a conversion,table 1101 corres ng
FI G 130SIRARS fohed TRFAAR 07 (ST 101 0Tt Porrdih B eFrciadéEJ%tén

conversion table 1101 is a table in which all the 15_lL ogi cal addresses (in
FIGS. 13waeldBy, séri althinb@PShERTEREYI6G ca 97 ocRSY ardF st br&d W
correspondi ng physical addresses (in FIGS. 13A to 13D, serial nunbers of

t he physiwaiernt bcksiconstreruBifdg the flash menory 303). The conversion
table 1101 is stored in a nonvolatile area in the control 1C 302 or the 20
li ke and is referrda trthdyptdecsmut behbddacnan dahea sgopeEissl caneaoB ddnicam325
or the non-authentication area access control unit 326 when, for exanple, a

| ogi cal addrgssed Segonverhdei nharAephysaeabnaddr egswebeyi, cegsoaceessieng t he
menory card 109 cannot wite 25 data to all the data storage spaces that

physi cal SXEST LAY A8 oy 22005 0b86n2008U0LARG02 LI/ JPPCHE) 388

menory ‘car ysical blocks constituting the flash

b
o ooks) TS of 6ERBALRred %ﬂtfhﬂﬁg%ggb‘)gé%?ssr%%?% S BBtye been
oUR BT GRS e A, 73 S R T (B & TSTGLS BT LB R

partlal defect of the flash nmenory 303. Even if such a defect bl ock has
been repirRReER byaancaPPér Rati Pe Gﬂ&ﬂ¥p§9ﬁnmlng the conversion table so as
to 10 reflect the change in the correspondence between the | ogi cal. and
physi cal bl ock nunbews ohabigésat Raef sigle REnshe QggnﬁﬁtéFéFéﬁﬂ éﬁ&?n§§2
external devices that no defects have been caused. This is because in each
file, themdogheal nonAtunbehyicaliiom area 331 will be described with

reference to FIGs. 7B and 7C.

15 The total storage capacity of the authentication area
332 and the non-authentication area 331 in the flash memory 303
is equal to the capacity:of (XXXX+YYYY+l) sectors which is a
fixed value obtained by subtracting the alternate block area 501
and others from all the storage areas in the flash memory 303.
20 The sizes of the areas 332 and 331 are each variable and can be

changed by changing the boundary address valus XXXX.
The first step in the procedure for changing the size
of an area is to execute authentication. This authentication is
executed to prevent any users from easily changing the size of

25 the area using one of standard equipment programs prevalent
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corresponds to a plurality of continuous physical blocks, is 15 naintained.
however, the fragnentation of |ogical blocks increases when, for exanple, a
file conposed of a plurality of blocks is repeatedly stored Q3Cﬂﬂﬂﬁ&@do3
in/fromthe menory card 109. A specific exanple of this is shown in

13A in \AhW@rPOfGHéOQO | ogi cal addresses (0 and 2) of the |ogi ¢&l" JB’IO?.{?::E'QQ
constitutin %ée 1" are dlscont&nuou sgch qi n 'Qﬂh}y g

bl ocks o@gﬁ Wbl 8% rfusPE &4 Fﬁecd%ﬂ%?r% Wi To Sont T %

1 ogi cal areas in the neqpny card 109. This HECESSIHatES |ssuance 0z the 25
Wite coRFERES W it SHddries 2 MR ELFoF L @AchShFEER S Esul TN THT 49F thepg
Cct ober 2003 WO 00/ 6560 CTIJP00/ 02309 reduction in the witing .
speed. Si APRaAFReARiS2héeBs8FEat 631 $ShANRE™REL t he RRUASEBRAAR XiRéAd 1s
address court"” for each block even when nusic data of one tune is to be
read out semeki hg tihe r mamotriynmecaepr ddiict ishangf & hdedusiacatht acdmbhidcufder -
5 To solve the above problem the control .C 302 of the nenory card 109 has
a furgiopnhbegiew ithe Eheaceivwesrsion table 1101 based en a conmand i ssued
froman external device. Mre specifically, when a dedi cated conmand for

rewiting the convefid Qfeddib) &alddhds i WeddiOMRy GHBTBKLRL NHadidifed
control 10 IC 302 of the nmenory card 109 interprets the dedi cated command

and rewggﬁaaaaefsengﬁa%ﬁ gt abl e DT 5] NG @ AL AR O { Ak SENt el ter

t he dedi conman Above operation W I Ted usi ng an

exa~- exanp FIGS. 13A to 13 pse.that before the above 15
dedlcatea ﬁiﬁ%wi:sﬁ%ﬁﬁﬁ%%dar?ﬁe flggh‘ Yyl§03: H?%lﬂsydgta f%f—
constituting the file "filel" | ocations indicated hysi cal. addr esses
C and 2, “BRE 93P&TCoRsth® Lﬁ?%‘@e?%le“‘?ﬁ%cas’r??%zﬁ'o P %%@gﬁlb’rﬁtrm‘?‘baﬁr&f by .

phy5|cal address 1, as shown. . in FIG 13A and that the conversion table
110110howd2t pRE the DoOntagtkeamrt h@@?h@%e@*%téwt%élpﬁygreawaé@@ré@%@% 2SThat
is to say, in the logical addresses, as well as in the physical addresses,
t he dat azofief bbefdaryg mehemmtm@mmeﬂyfitee" pemory card 109
' assigns physical‘sector'o to X¥XXX™ sector in the flash memory
303 to the non-authentication area 331, and XXXX™ to

"' sector to the authentication area 332. The access

(XXXK+YYYY)

15 | control units 325 and 326 perform the address conversion between
a logical address and a physical address, and monitors
generation of an improper access to cutside an allocated storage
area. It should be noted here that logical addresses are
recognized by an external apparatus as addresses in a data space

20 of the memory card 109, corresponding to the values used in the
commands, and that the physical addresses are addresses in a
data space of the flash memory 303 contained in the memory card
1009.

If the authentication area 232 is increased in size

25 by reducing the boundary address, an arrangement will be



Wth an intention. of solving the above s ate, an external device sends the
above dedi cated conmand and a 25 paraneter to the flash nenory 303, the
dedi cated command 50 WD 00/ 6560Z 23 Cctober 2003 P CT/JPO3®33Ber 2003
instructing to secure the continuity of "filel". The comand j udgenent
control W& @0/ of the nenory card 109, in accordance . WRAT/{RWE0REEei ved
dedi cated command and paraneter, rewites the con erS|on table 1101 as
shown i REEFGTARD-OFREINEIRsHAWR 1RSI ST e CRMPATS I et MR ERR PSS
‘and physical addresses in the flash nenory 303 after the above sequence of
oper at i 8R8. ECeMdERSt 88dIRESMINABTIEL3B, FPRoGHR St BalERIShgeeht the chr&a
physi cal bl ocks has not been changed, the |ogical blocks constituting
"filel"shavedbeen thel acathed ticaltdoswuecessildi afid mdoed hiscopiedhgénwatlrd t he
external device can access "filel"” at a higher speed than before in the
next acgfpgg lay afifieessdbe bsomtes shAbuhabler 1d0dueahohe ikewHd tieBuAadazijove.
not only to solve the fragnentation of |ogical blocks, but also to change

t he ssi steie%ch:efr teaam%ughenm@ﬁt Itamsaé%%aﬁézm@a@ Iénogmcayt Qeat»leg%lson

area 331 in the fl ash menory 303. In the lattér case, hi gh-speed area
rel ocat | e.sLnee. t ver n eg I t hat
a phy5|%§ %%Rk %e%%neﬁgﬁaaﬁgq od%%%degggg hgg%ég 6ﬁ%ﬁi %%?béggne

| ar ge. a_fun tlon of ry_card 109 rel ed not ZO de
bi ooks RPLPBvaacerRRea KiEe ERLE AP spﬁf*ﬂesﬁer%h O At Sk erbr bEEar o
109 when recelvln% a not-deleted block |ist command and _an delete command
will be2dEBERFRES! 1H€ré’€ﬁe3ﬁgtlaeﬁéﬂéagﬁﬁoﬁwéléréﬁﬂnﬁﬁ%xﬁ KRS i fioFhe
flash nmenory 303 which contain data that has not physically been del eted.
That isthe 28tsaytag@dch im thr Foihertcedipnogksar 8dds are FeigdlaimeH at
once

10 The dedicated command for changing the area size may

be encrypted before use to prevent unlawful accesses.
FIG. 8 is a flowchart showiné a prccédure in which the

PC 102 (or the player 201) writes a music content or the like to

the memory card 108. In the following description, it is
13 supposed that the PC 102 writes music data to the memory card

109 (se&0l).

{l) The PC 102 executes a challenge-response-type authentication

with the authentication unit 321 of the memory card 109 using

the device key llla and the like, and extracts the master key
20 323a from the memory card 109 when the authentication has been

affirmative (S602).

(2) The PC 102 then extracts the medium ID 341 from the special

area 304 in thes memory card 109 using a dedicated command

(S603) .

23 (3) The PC 102 then generates a random number, and generates a
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51 23 Cctober 2003 WO 00l 65602 PC T/ JPOQO 02309 before the bl ocks are used
next (before another data is witten to the not-del eted bl ocks). The

not -del eted block list command is one of the commands the copgreetbbetdgeirent
control unit 322 eon interpret - 5 and execute, and is used tpégbt@”@ a
list of &P OMAEORot-del eted bl ocks in the flash memory 303. PTHETE*dPent

data stored_in the flash.menor 3 qf the menpry card.. st be del ef ed
in unitSPBPSHP58Ks”géF§résddﬁgéiggﬁeﬁpfr q#ﬂ%Ei%@?t i§f%?§¥ﬂﬂﬁbn5§?gsb§r
The time for the 10 deletion is_appro a half of the total 1i of writing.
As a resBKEraghedt BREFeEi ABYof <vfi BFfg € ﬂﬁﬂhﬁﬁiéﬁ %Wke&ééigxbn ﬂgst%ﬁen
conpl et ed beforehand. Accordingly, to achieve this, the nmenory card 109
provi desabh¥eexdezmal tdeviEddR AFRsIet 28 BIEFEEAtESt RonmmaAd HtPTPes:

del ete command. 15 Suppose that the current use state of the |ogical blocks
and physefakvbkaakstbe thellbagh dener\radf8omnsnshoan) i seft Go 147 meNShYwn
in FIG 14A, logical blocks O to 2 are currently used, and physical bl ocks
0 tos2', c4rdand s dar-a mote el £ gt D€k8ioR0pAoneksdel et ed bl ock Iist 1203

is stored in the command judgenent control unit 322 in the above state. The -

contents @f the ngtadebeted oGk dd st 51203 - ﬂéﬂﬂﬁgﬁﬁigthé hRe tese wdat e
of the blocks shown in FIG 14A are shown in FIG 14B. re, the

not - del e bl lisg.1203 4. rage;t ablg £omposed, pf + 2anently escp
correspo%gsﬁg ?%h%11§%ﬁe %%€§%gglsgﬁocgg éongﬁﬁtuting 55 23antober é%OB

WD 00/ 6602 PCT/,.JPQQ 02. 309 t flLash,e .303; and,_havi val. whi

i ndi cat eagﬁge&&&aﬁo& i%lhe%tg?as a(sb{{(;lc‘kgg%bz"gél at akgzs[‘gger%%ﬁgﬁ;'ed %?e

i nci dated by "0", and_bl ocks whose gata has . not beeq g?lete%rare antg?ted
by "1") BRIEhEIESrr BEPBRBI RS pAFERCAPREFEPELCINHEY Re) 1S transmitted,

10 the command to write data to the authentication area 332 has
been encrypted and sent to the memory card 109.

XS) The music data is encrypted using the password and stored in
the non-authentication area 331 as the encrypted coﬁtent.426
(S606) .

15 FIG. 9 is a flowchart showing a procedurg in which a
music content or the like is read out from the memory card 109
and played by the player 201 (or the PC 102). 1In the following
description, it is supposed that music data stored in the memory
card 109 is played by the player 201 (sS701).

20 (1) The playsr 201 executes a challenge-response-type
authentication with the authentication unit 321 of the memory
card 109 using a davice key 21lla and ths like, and extracts the
master key 323a from the memory card 109 when the authentication
has been aifirmative (S5702).

25 (2) The player 201 then extracts the medium ID 341 from the
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5 control of the command judgenent control unit 322. FIG 14Cis a
flowchart showi ng the procedure of the PC 102 or the player 201 for
del eti ng bl ocks beforehand using the not-dél eted bl ock |ist zpoewbdr 2008 t he

del ete QQgH@?%mgn t he above-stated states. It is presunmed betgpidmabost he
Il ash menory 303 contains a table such as FAT (File Allocation Table)

whi ch shousikhe sseastade ah threl agirady baeks, 1@% siwdwy i a F<iddbedAn
external device such as the PC 102 or the player 201 issues the not-del eted
bl ock 1|} Q gt the nenory card 15 109 during an idle tine in which
t he nen%?%mgd?gq%og ?s not accessed (S1201). On receiving the command, the

command L jdgeeal oot roly Unhdn Sg2- 0l the HBML-cakd 0% JipTers do the

not - del IS 37¢ontained in the co j udgerrent control unit

322, detects that physical blocks O0.to 2, 4, and 2Q ar.e _assi ate
val ue "musignga&énd CFhé%ﬁhy%¥t%?ngfﬁéﬁlﬂﬁn%eFé 9§2t%g éf?ﬁé%%%ﬂsﬂég?ié_

The external device then refers to the table that shows the use state of
| ogiscal 1069 0¢&20kh- t hBYf KBSR FeRBrybS63renbRA FAtRI éenfzfﬁjptt&qfhzﬁﬁkff the
bl ocks that are not used 25 logically (S1202). 53 23 Cctober 2003 WO

001 656025 PCHdedd | pOOLp23aheThecemmandal tdevire@d dedity f i ddtapadad®™on e
informati on obtained in the steps S1201 and S1202, "del eted" bl ocks that

are not zusgdnlragia¢aldry amdahayE? nefasbepseneleetoaypiiaesi ealll s mphysbcathe
blocks 4 and 5 in the present exanple) 5 (51203). The external device then

i ssues ﬁgﬁog9lgg§dpqqnnnd speci fying the physical block nunbers 4 and 5 to
the nmenory card 109 ( S1204 ) . O, receiving the command, the conmand

j udgement ) copt £ ol unist, 3P2.0f AR SWBITOEY, Cane 109 deleig ddeunhigi cile

bl ocks ﬁ 5ngﬂ% by send}ng Instridctions to.the authentication 10 area access

C.or&tor Olmla{rs]itter:3 5e1?n92t3ge arhoy'gﬂgh%tdi@t{ifﬂ dh¢ato extract a password
(§705) . This decryption step i1s a reversed step of the
encryption step S605 shown in FIG. 8.
(5) The encrypted content 426 .is read out from the non-
authentication area 331 and decrypted using the password

15 extracted in the step S705, while the decrypted content is

played as music (8706).

As described above, the music data stored in the non-
authentication area 331 in the memory card 108 cannot Dbe
decrypted without the encryption key 425 stored in the

20 authentication area 332. Accordingly, even if only music data
is unlawfully copied to another memory card, the copied music
data cannot be normally played. With this construction, the
copvright of the music data is safely protected.

As also described above, only apparatuses that have

25 been authenticated affirmatively are permitted to access the
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access control unit 326. After the above operation is conplete, data is
witten to the physical blocks 4 and 5 at a high speed since the deletion
process is not required for the witing. 15 Now, a ;unction 24 OclivdefROES Y
card 109 related to personal data protection. will be descr
specificaﬁW@?mgﬁg‘personal data protection function is used}aﬁzﬁmyﬁéﬁﬁennry
card 109 gl er ~device.for Nt .gagyl on d I equi r; a
data of t 29%§§F§§?€§hé gg%égnér d%V?cg%%%%gﬂbFéfEéach%g?é%eggbgﬁﬁgﬁ%l§9p
personal data is unigye‘;qu‘usel‘@nd is used to identify the user. . The
user wit P EperS pér SORAIT -dFatta B=° Yoot zel BY ~FRe Srenor Y eafdP 66 T4S San
authorized user permtted to access the authentication area 332 in the
menory cartR 05235 Her eE L FRIBhEGSHT LT eftid s PEF 1T §5hut Ot FEPRIS oL 54
23 Cctober 2003 WO 00165602 PC T/JP00/0: 309 data each time the user
accesses aHeremtheatioat iagtRaarien 832, memory, adnd i nplhiperisoraghdavadi by
stored in the authentication area - 332 for each of such accesses, a

probl BEm rigfldcoteaiyt hat nthehgerdonate da¢w, | sheapped vipt isomeningo oi thead =
unl awful Iy by another 5 user who has an authority :.0 access the

aut hent i aatd Qi 1as een382arOnespasSbbl ausakutieattiont.hi s probl em woul d be
encrypting the personal data using a password provided by the user

personal |y and storirag ¢fie £H6GYPEREMBEESONMraiR, chB AR 10 SAlB @Y 8S

-

nmusi ¢ data. However, in the above casé, the user needs T0 Input the

passwor d .gagh. L1 ng, t he. PALE8N haibs checked. .Teh%a"sr%&aﬁclk’ﬁg%éé in the

o
t roubl esore and t he nanagenen? 5 ?the password is al'so re

Accor di ngl the menory card 100 provides a 15 function to sidestep t

r ol o EARRCAE A I ih iR TER. Factinny Kk e oft et B
15 shows a communi cation sequence in an authentication between the player -
201 &hd (eI BICGHYP LR PAFF R0 1§h8WE TR ARchAPoRBRRS M bLE]TI ARt ABS
authentication. Note 20 that the processes shown in FIG 15 are mainly

achi eved 33E tde SbEheMAryRbIOR digxuiIePab: ofovREepl apditiErl Hivl magter
aut hentication unit 321 of the nmenory card 109. As shown in FIG 15, the
aut hent i datyi @r dircmddi2d6 I6f rtaye bel aped 200 ehas vichte tdrecrpgedvardnd This
decryption functions, 25 and al so prestores a master key 1301 which is a
secret keys¥@mgthicen Simdd i@dlesbehe?2@A3rVOr00h68002pPEFLAEH0A ORSDIt etiuat to
the master key 323a held by the nenory card 109, and a device ID i302 which

is an | Dy queréQitheipleaysr 20, méMEbyasagapnoducdr Senbablrayaberi s/ g .

The authentication unit 321 of the -menory card 109 has 5 the encryption,

decrypti Qiug AUk COMPAHSOR £HDELT 085, ﬁegs§b§?i;y that the intensity of
the encryption is weakened.

In the above example, the player 201 and the PC 102
can extract the master key 323z from the memory card 109 only
wnen the authentication has been affirmative. However, the

20 master key 323a may be embedded in the plaver 201 or the PC 102
beforehand. Alternatively, the master key 323a may be encrypted
and stored in the special area 304 as an encrypted master key.

Now, two examples of the use of the authentication

area of the memory card will be described. 1In the two examples,

25  “the number of read-outs” and “the number of permitted digital
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has two nonvol atile storage areas: a device ID group storage area 1310 and
a user key storage area 1311. The device |ID group storage area 1310 stores
device IDs of all the devices permtted to access the aut henps Crtdben2e08a

332 in the card 109. 10 The user key storage area 13LL 8fQ6ES08 USer
key sent‘ypgﬁgg&%evice as personal data. The authentication¥%rocedure\MII

be deSPrbgﬁguke"dﬁkéiEtegkawanNeh@ bhah ddt thec 1 s@napkssi epspaadively .
receptions, all t _

e data is encrypted before transm ssion, and the
ercrypted 15 data i ecy ypt i ept | i gde -1 0, beUged N
%Ie(g {ypied, im0 L dyd%vr??n f8a f%%f =10 PenUREEHCH

the encryption and ryption 1s generatée ng the OW ng procedure.

(1) After the_nmenory card 109 is_co cted to the,player 201 _first, the
pl ayer 2BEeReAYSEs 44 %Pe@i%be I%Clg@;) ug?ﬁaﬁfaﬁe%ﬁb’ r"(é‘sfrfbeer" & rl%f)‘%, OEES
sends the encrypted device ID 1302 to the nenory, card 109. (2) The nenory
card |098¥8cHyEstEed henr BEei FBENBREAFRLEATUAARR D 86 Me9inYy 43 mhlPer
key 323a, and checks whet her the obtained device ID 1302 has al ready been
star éd i Dnt heedguresentD @&uplcup Trornbavared0i3can p6ay X Oqtwhet 2803 WO
001 63602 PCTI JPO0/ 0?7309 (3) Wien it is judged that the device ID 1302 has
al ready beapesat ohedhet henrroohynciacatilO® aotafB2t thetpeayenofPlcéhdt10be -
aut hentication has been affirmative Wien it is judged that the device ID

1302 is et agt aredo BN Y i@ d0fe§ egyeshaildae el pyayere Hinior send a
user key. (4) The player 201 urges the user to input the user key, obtains

o the Emery CEAra tI00 (B Tng el ey g2 (O ¢ acei ved user
1311 WhEh haviG | BIGRIEY hafOthe TUERUEEt keys wiran SRR AR ea
- 10 authentication with the authenticaticn unit 321 of the memory
card 109 using a device key 21la and the like, and extracts the
master key 323a from the memory ‘card 109 when the authentication
has been affirmétive.(SBOZ).
(2) The player 201 then extracts the medium ID 341 from the
15 special area 304 in the memory card 109 using a dedicated
command (S803).
(3) The player 201 then extracts the encryption key 425 of the
music data from the authentication area 332" in the memory card
109 (s804). By this time, before the data (encryption key 425)
20 is read out, the command ¢to read out data from the
authentication area 332 has been encrypted and sent to the
memory card 109.
(4) The player 201 then extracts the number of read-outs 812

from the authentication area 332 in the memory card 109, and

23 checks the number of read-outs 812 (S804). When the number
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the user key storage area 1311 is vacant, the nmenory card 109 notifies the
player 201 that the authentication has been affirmative, and stores the
device I D 1302 obtained in the above 15 step (3) tin the devbhg®ddded200p
storage area 1310. Wth the above arrangenent, when a device of the user is
connect edVPPHUOA? rrermry card 109 for the first tine, the usé’ICTrJ?OWHB?red
to i nput personal r@ (a_user key). .Hawever,k le] t he second connecti orL

after, tH& OSE? e MFE Feqtiest 6‘“’2—0'9(%3 i hpotitHe Ofersondf Hafyes

aut omatl cal l the aut henti cati on corrpl etes affirmatively using the deV| ce
ID. Now, RLa#Fi&tS GHITIC tiHe a&tﬁ%’%ﬂ‘?‘é‘ét‘f’bﬁ“p?%@o@épbﬁéﬂﬁéeﬁ5t7%é oy AP ar d
109 and an external device such as the PC 102 or the player 201 will be
descri beds!wwm ief2iénce (8825 FPGSB80® and 17. 57 23 Cctober 2003 WO
00/ 6603 PCTI Jf' 00/ 02309 FI G 16 shows a conmuni cati on sequence in a

vari ati on(f Wien airchentribeat ich Deddveent $ el 2rehtor §, cardii09uanddan hext emonal
device (in the present exanple, the player 201) . Note that the processes

shownsi n L kG e M Rl dvaae higses | bYa*Idla:h'ftUtg‘%g} iRidey Widaui tsgdkg of
the player 201, a control program 111lb of the P 2, and the

aut hent i Gatd ONeHBi huARk Of, 4hPe§EUBE¥sCGB"lC§ 109. 5 'bahégp AHEEd et eqt Day

the master key storage unit 323 of the nmenory card | stores an encrypted
mast er ke encrypted st e 3) nd t at_ t he _speci al

stores a%eegsur eOtmséﬁdlcrg% a?sépv\é °% ]’tqh*e r?écf’ g 1":§J4f’utth Q‘?eé’maé{er
medi um | Q 343 bei n Jgeperat e%&b%/ encr t| ng.the nedium|D 341. First, the
pl ayer 260k sEERYCES c bAftaRET I‘Fé‘-’nﬁ ry Wear@S10: qd?ﬁi@a‘?‘ﬁ“’fh@“ﬁ%@?er‘zokey

323b fromthe nenory card Z09, 15 and decr ts t he obtained nmaster key 323b
usi ng théﬁﬁévﬁéenﬂéylcau101 area 2332 (S8 then plays the music in

10  accoxdance with the procedure (5704 to S706) shown in FIG. 9
(S806 to S808).

As described abdve, it is possible for fhe ﬁlayer 201
to contrel the number of times the player 201 plays the music by
prestoring the number of read-outs 812 which shows the number of

15 times the music can be played. This enables the present
technique to be applied to analog reproduction of music obtained
through, for example, reéntal CDs or kiosk terminals (online
vending machines for music distribution connected to a
communication network).

20 It should be noted here that *“read-out time” may be
stored instead of the number of resad-outs 812 to impose a
limitation on the total time the music content can be played.
Alternatively, combined information of the number of times and
a time may be stored instead. As another example, the number of

25 read-outs 812 may be reduced when the content is kept to be
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211a. The decryption algorithmused in this decryption corresponds to the
encryption algorithmused in the encryption of the master key 323b which
has now been read out fromthe nenory card 109. Therefore, weoctdverdeysce

key 2113\98%08% yer 20 201 has is an authorized one, the de?%i‘BHo?d}sés’s
expected 10 restore the original master key The player 201 then i1ssues a

card 1005 LA Brct VBt < 1 e "GP et Han Uni £07 oD TG He' ¢ 6ot orgd 85" ¥

card 1097 encryp al med medi um using the restore

master key. The encryption algorithmuysed_in s _encryption is 58 3

Cct ober ?GYG‘:?’-R% 00680y BERE 3 PG 0§§6§'PHESsa$T£é aglﬁfheggnépfp‘t—/ip&n‘dal Bﬁﬁf‘t hm
used in the encryption of the secure nmedium|D 343 which is stored in the
Nenory c&cdHesh SoTHEr®E oFee {RECEREFYPRI 68 ProFciesh SMUreTRIf 1id 1 D
which is the sanme as the secure nedium|D 343 contained in the nenory 5
card 109. The pl ayeFIQ0I landst hefhenohgrtasdovdogpsntopperathotual which

aut hentication using the secure nedium I Ds they respectively have. Through
thi s srut wale altdent i2GL i oor ehaehPaf 10Re devidles genermatasef QE NG rmitted
information and a secure key, the . 10 (OK/NG information indicating

whet her pheiramoteudgutge has besrea@utihentiLaieehantditheisacureakey behag a
ti me-variant key that depends on the authentication result. The secure keys
owned by, ety fev] ces, gl ch al yuhgpath deviese 20Land1108; 201
affirnatpgg%yygﬁg'%%t}ggfe tﬁg ot her ev%bes, an ?he gecgreg%g keys %
each tine _a nutual . authentjcation is perforned. After. a nutual_ .
aut hent i &R0 a§h@oFPb]15étceéi%'a‘Taf At E%\l}gl )r/l,ont I?éltﬁeégteﬁ'caaz“oll&bein‘eeﬁaat%%l a-"
command which is used t ess the authenticatiqgn area 332 in the nmenory
card 1005050 RERRE] FREQI £92 FBC SR, CoReACaat S105 oaURIC 12T { RS

10 ‘many times as indicated by the number of permitted digital

hange

Qutputs 913 stored in the memory card 109 (S901).
(1) Thé player 201, as in'the steps S701 to S705 shown in FIG.
9; exeéutes an authentication with the memory card 109 to
extract the master key 323a (S902), extracts the medium ID 341
15 .(8903), extracts the encryption key 425 (S904), and extracts a
password (S905).
(2) The player 201 thgn extracts the number of permitted digital
outputs 913 from the authentication area 332 in the memory card
109, and checks the number of permitted digital outputs 913
20 (8906} . When the number indicates allowance of limitless
digital output, the player 201 reads out the encrypted content
426 from the non-authentication area 331, and decrypts the
encrypted content 426 to digital data using the password
extracted in the step S905 and outputs the decrypted digital

25 data from the digital output terminal 203 as digital music data
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20 authentication area 332, a paraneter (a 24-bit address "address" and an
8-bit count "count") of the command "SecureRead address count" is encrypted
usi ng the secure key, and an encrypted command, which is gengs acasbeb?003
conbining the encrypted paraneter and a tag (a 6-bit code iydj [BaTa -
command tWR&8065 yr eRead”) 25 of the command) is sent to thgghgﬁﬁﬁgggérd
109. 59 23 COct ober 2003 WO 00/ 6602 PCTI JPO0O/ 02309 Ca receiving the

encr ypt ed S8&#vand, the nmenory card 109 judges the type o' the command. In
the present exanple, the command is judged to be "SecureR gg",to read data
from t he (8ut v Gate onrmdnega 0Z32erBipked FheIE8AMAREPESES] ddgedSt B/ betats
command to access the authentication area 332, the parameter contained in

t he commandigest deaty picediigsitrd. thepssciseakéywadt 4FAEE) « haBdghREhEaRat bl
aut henti cati on. The decryption algorithmused in this decryption
correspog¢%§éatBﬁlgmﬁyﬂﬁﬁﬁﬂb@lgatbtbnum$®@)Ln t Mer&0 speeriyjitdadil of the
command by t'he player 201. Therefore, when the nutual authentication.

conpl gt eg af f] i enkhabs iiS 1 f8YouWeRokhe h$e Gile- KeysemtSEela Byohot h,
devicis %ﬁ?ﬁ%g?%% %g#gﬁ%%egngfiﬁﬁga by the decryption should be equal to

t he ori gi_nal pgégnegﬁhlﬁﬁgkgyighg1g aver2ak de TRSLRRARN ¥ Latsk- 139 £hen

reads oufife ryption Key 42°5°froma sector in the authentication area
332 indicated by the gecrigt?g ﬁgganeter, encrypts the read-out encryption
key 425 WSl tHee s2e¥PECkey (°aHa’ sends the encrypted encryption key to the

player 201. 20 The player 201 decrypts the.received data ing. the secure
key obt ai(fed WaTbUgie HEWAR ¢4 &t 8595 .alTr?éltd%chrfyﬁ’!T%glsaﬁgoF Thim

used in this decryption corresponds to the encryption algorith@!used in the
encrypti athdr t idagncPypridndoes not indicate " allowance of limitless

10 digital output, the player 201 reduces the number by cne, writes
the resultant number to the authentication area 332 (s907), then
reads out the'encryptéd content 426 from.the non-authentication
area 331, decrypts the encrypted content 426 to digital data
using the password extracted 1n the step $905 and outputs the

15 decrypted digital data from the digital output terminal 205
(S909) .

As described above, the numbgr of digital outputs from
the player.ZOl can be controlled by storing the number of
permitted digital outputs S13 in the authentication area 332 in

20 the memory card 109. This enables the present technique to be
applied to digital reproduction of music obtained through, for
example, rental CDs or kiosk terminals, which is to say, digital
dubbing of music data stored in a memory card can be permitted
2 certain times in the authority of the copyright owner.

2% It snould be noted here that as with “the number of
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key 425 by the nmenory card 109. Therefore, when the nutual 2~
authentication conpletes affirmatively, that is to say, when the 60 23
Cct ober 2003 WD 00/ 6560Z PCTr, TPOor 02~09 secure keys used by2dotctobde20o®s
mat ch, the data obtained by the decryption should be equal A9 gi nal
encrypt MEhOKE3F02R5. - The menory card 109, each tinme a con%%ﬁgﬁyﬁLgicess

the authenticatign area 332 is executed discards (deletes) equr. ey
used i nTEREERfand R&ECut§ .dl\ﬂ’lttt‘?q‘t YRGS a\?fg'[é%%\rg;f’ gﬁ >‘<'togrer§1iaﬁ'l111 Z:\ﬁ%cc}é

attenpting to access the authentication area 332 in _the nempry card 109
needs tofpether munper ugll ARl FehtFeat Cé9idach PHRBUERe Bxd eFRal>5 2e @

i ssues a command and to be affirmative in the authentication beforehand. 10
FIG 171shows @ conomntoat tohadegimacdiion taldetadia e proR dHéF CoFORRENT

mut ual aut hentication shown in FIG 16. In the present exanple, the nenory

card 10@ andpthesptayer 20ilperhatinvalghal tengenedsponSernypeonutal the
aut hentication. The nmenory card 109 generates a random nunber and 15 sends

the g andq ﬁf‘f tp%rtntlecﬁﬂdiY@_{ 2041 aguebaklsengi dat aike edagckoé hgrored
properness of the player 201. f%e pl ayer 201 encrypts the chall enge data

and | et dA8. SnaRY B AhAd AR J3 Bal OnliiB FRIERY Y&l 409 asgtesnonse

data to*&&r t he“proper néss of ‘the player 20I. The nmenory card

encrypts the ra m 20 nunber, sent as_chall t c e
receive@UFé%ﬁﬁhgg- Y RS K SEHESEn ﬁvﬁtEﬁ‘cﬁgﬁﬁgggegaa?ggtwﬁgﬁg%héu%gggived
response data and the encrypted chall enge data match, the nory card 109

j udges BHART e GARTRIM IRAATBH 6F Sthe I SO had DO HFT r FRETTESC OK) |
and receives a comand to access 25 the authentication area 332 fromthe

pl ayer 20k MmsherheHlpermitted digital outputs 913 may be encrypted

:10 then stored so that the information 1is protected <from
tampering.

A function' may be added so that the number of

permitted digital outputs can be increased by a number which is

specified by the copyright owner in correspondence to a charge

15 the copyright owner receives.

Now, the physical data structure (structure of the
sector and the ECC block) of the memory card 109 will be

described.

The memory card 109 adopts such a data structure as

20 is suitable for preventing unlawful acts related to the back up
or restoration of the data stored in the flash memory 303 and

for preventing unlawful acts related to the data tampering.
Such a data structure is adopted due to the necessity for
dealing with the unlawful operations that may be performed on

25 the above methods in which “the number of read-outs” or “the
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23 Cctober 2003 WO 001 65602 PCTI JPO0/ 0~309 recei ved response data and the
encryted chall enge data do not match, the nenory card 109 judges that the
aut hentication of the player 201 has not been affirmative (hﬁacmamwrnmoahe
pl ayer 2Cl sends ,a command to access the authentication on er ﬁgé ter
the 5 j udyE#¥5%%%t he menory card 109 rejects the command. T ZFJ P
performs a simlar authentlcatlon proc ure heck.the pro ness o the
memory cE&MARPEF. Fhat PFEPEHTESyY gyePu%BTg@enerﬁte§% vgﬁhddﬁ?nu

and sends the random nunber to the menory card 109 as challenge data to ~10
check t heushepdrifessi ot atrRa n%?fr%r?néa*r'-&el(y@“—*ﬁhé%ﬁﬁﬂf%ﬁ%r%laqfé)gte%%rEﬂp?s
the chall enge data and returns the encrypted challenge data to the pl ayer
2Ql as resposss dat paxfasradfy the properness of the menory card 109. The
pl ayer 2Cl encrypts the random nunber sent as chall enge data, and conpares
the received 15 responsessataf &by hetRachypiednehabé engee dedal y Wienyshe
recei ved response data and the encrypted chall enge data match, the player

201 Jydgs%tEhaEnkh%neuehaathcetete@dea tihe tHRNEN A GRS, heess beeackad

affirmative ( , and accesses the authentication area 332 in the nenory
card 109 n e 3 (g challe
data do ngl’wﬂﬁmgﬂ%ﬁﬁ %/ad%‘égggggfgdéggqt% B g‘ aﬁct e%tilygahtef‘on oT t%

menory c 109, has npt _been affirnmati.ve |ves access t he
Tt hent | BaEP8n tades 48n gmneﬁeeanetypehﬁtsté ST T
25 authentication should be the sane as far. as the nenDr card |09 62 23
Oct ober 800FMD BBF6S642°PER JP‘B@?@EQ@EYMRPM‘?@ Rt ?él L&S& Tt RoriRed

ones. The nenory card 109 and the player 2GL obtain a secure key by

per f or mi hgckn &rcl daFae- or Alsper &honMysiing PRY ewti§pfedlenaps eereibt%?‘t a _
and the response data obtained through the authentication and certification,
of 5l% herprepérnidss byThenmps =i medt secunebkey pforeldeongsul t A5 & eesabidve
excl usi ve-or operation, is used for accessing the authentication area 332

in the meRoryscandedd9arW to t hiakear sangenertanigkmentpossi bbeeteont batdrh
devices 109 and 201 to share a tine-variant secure key that is common to

t hem onl ynwRe# ;10 ddrey have been affirmative in the authentication. This
renders the affirmative aut hentication a necessary condition for accessing

the authentication gfea $3%powd e é@@é‘rgt‘k@&'tﬁmé/ B8 T8 Wdmin @ the
excl usi ve-or operatlon using the encrypted chall enge data, the response

data 15.808H08 86U JBAUR. By N 5 8480430120553 Lulactaan J:0 (Hiange

t he bounaary Bet ween e aut entl catl on area non- aut hent’i cati on

331 in th d 109 be d bed t f ok .
16 2 195R86 0 G A BALDS 18 MhowALRE LB eTR oot THETTHEN O taT

reading/writing process corresponding to the data structure.

In the present example, the counter value generated
by the random number generator 103 of the authentication unit
321 in the control IC 302 is used as & time-variant Key.

20 A 16-byte extension area 1005 is assigned to each of
512-byte sectors 1004 in the flash memory 303. Each sector
stores data which has been encrypted using the counter value.
The extension area 10035 is composed of ECC data 1006 and a time-
varianc area 1007. The ECC (Error-Correcting Code) data 1006 is

25 8-byte data being an ECC for the encrypted data stored in the
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menory 303 before the boundary is changed. FIG 18A is a nmenory map show ng
the construction of the physical blocks in the flash nenory 303. FIG 18B
shows a conversion table 1103 which is ZS dedicated to the 23 Qctobar 2003

non- aut hg@@c@ﬁa&dpn area 331 and is stored in a 63 23 Cct gherpfaso¥\O
oU fi5fi "JPOO 03309 nonvol atile storage area in the

non-aut hentication area accgss tral..uni : QneRsiQn table 1103
shows rel &15HFEHi Eseqt et V\B(;%lne ttﬁ'cé)r%l o%ré%%t{)lagt(?ias ia@?? g'h%';si gg)l blaocksS In the

non aut henti cation a=ea 331. The nor.-authentication ar S fr.Ql
unit 326 PefRHUETEF (e YoP&siter 5015e 2 1o¥ & ec@ﬁ\'fé“rypec% c%)%le%als 5&%?1 es‘s(ill
into a physical address or to detect an inproper access accessing outside
an al | ocattd® SABTERJet a¥ @ACCOFt G 18C shows a conversion table 1102 which is
dedi cated to the authentication area 332 and is stored in a 10 nonvol atile
storage area in the attBbatidabéomotedadeneddnreamnwithmisedezss R4 can
conversion table 1102 shows rel ati onshi ps between the |ogical blocks and
physi cal BockscieBsthe avgheallgatiiore ar easid?. Jheuitirentomatndn @ar edhe
access control unit 325 refers to the conversion table 1102 to convert a 15
| ogi cal addngss, 1848 a&Htysd aHdr ex3 cors ildh detest 18051 AOPes aceessed
accessing outside an allocated storage area. As shown in FIG 18A, before

the boundany, J.g..ghanged, , out a 23 conprsedrohaphush eak
bl ocks Oo%ﬁé&w gﬂygi'caFeEF%g%EEO%g {ggln%r: £ are al locat ed toht he 20

al ternate bl ock. area 50 physi cal ks 0000 to DFFF whose addresses are
| ower thaﬁ£¥ﬁ%‘ﬁ%ﬂﬁaﬁﬁy%%?em%$+g§agg%8?6 t he nonaut henti cation area 331,
and  physi cal bl ocks EQO0 to EFFF whose addresses are higher than_the _.
boundary are all ocat BdtfotPRe? ﬁf’ﬁeﬁfDiné%‘lri“‘é:re?laﬁnefa .wq?ileAgab%dté?rgPSEang
fromthe conversion table 1103 shown in 64 23 Cct ober 2003 WO 00l 65607
PC T/ 1§ POGIaD2 3@9 PRiEGENTSER Rvh € FRGEAS HhSc I8 Sifierd? ot ¢ht R neRphyeREGRES
bl oc: nunbers in the non-authentication area 33Z. On the other hand, as.
under st oo ff retvm trhenecorarsmasitor neablld 071, 0 Mistraveven R G thaGeeheredatagns
i nverse rel ationship between the |ogical block 5 nunbers and the.physi cal
bl ock nunhetfpeired e iz keridremnidow rartée 33Xe, Thate iconvesy, of ogheatime-
bl ocks 0000 to OFFF correspond to physical blocks EFFF to E000, -

respecti VelahiaHH SH4 angeneas Has BrefAgerde by considering that the
| ogi cal bl ocks are used in ascending order, and that when the boundary is

~10 moved, data in theohvsbeal sblogks tohe myedoneeds temdepsaved 0001
noved. FIGS. 19A to 19C show the use state' of the flash nenory 303 after
the bend%E&Eé%f&@ﬂﬂ?ddaEEG%ofgyéﬁOt&gcauthentication area 332 or the
non-authentication area 331 in the flash memory 109 following
the procedure shown below in units of sectors 1004. First, the

procedure in which the PC 102 writes data to the memory card 108
(S1001) will be described.

20 (1) The PC 102 regquests the memory card 109 to issue a counter
value. In response to this request, the control IC 302 in the
memory card 109 generates a random number using a random number
generator 1003 contained in the control IC 302 (§1005), and

sends the generated random number to the PC 102 as the counter

25 value (S1002).
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correspond to FIGS. 18A to 18C, respectively. Note that the 15 boundary
change is achieved by the follow ng procedure: (1) A dedicated comuand
speci fying an address of the boundary is input to the conmmanzB Dethhpen2dd3
control unit 322 via a command .. ' pin; and (2) The comand 4

control uW0043%0% ewrites the 20 conversion table 11Q in t%gr%%ﬁ'ﬁ@&

authentication area access control_.unjt. 325 and the . | I .
in the non-&lt ReAGiSCA"6h & 57535 *srﬁénmﬁ?ﬁgn 'I*—EI%%S “1525 ?b%‘c?\p%ﬁé' 2
boundary is noved from between the physical blocks 000 and DEFF,to_bet n
the 25 phy§i’1@almal§lt@6ké’-e§0§@3§n&“§FI§%ﬁ. TEGAe ﬁeaﬁéfma—gf*zﬂax? ?%\’égﬁ‘gﬁ %%g“
23 Cctober 2003 1YO 00165b02 PC I'/JPOQJ U, 30S aut henticate o:: area 331 is
reduced byob@@AnechetdL®Pdcks, and the size of the authentication area 332
is increased by 1000( hex) blocks. As shown. in FIG 19B, along with the
above boundany SnehawetotheSi detef tichebeonuditdiaon tablenany3ted tlRangona
aut hentication area 331 is reduced by 1000(hex) entries, and the size of

the authenbieabiod anhead sadd it ither easedybyat@000bexjledt i esTogethhat witie
conversion table 1103 shows | ogical blocks 0000 to CFFF with correspondi ng

physi cal blocks 000,403 GrbEa, 101} T in¢eRkhasbn 8peBh@Wing) G 1dQEidMmeos
sire of the conversion table 1102 of the authentication area 332 is

: ot ﬁgfggsgé s%%‘%% g‘g?)h &q%i e %%%ri\}ﬂﬁﬁsdi 283l ihe AUNEGRLI Gald Onerfd gy By-2

entries, so'that the conversion table 1102 shows

| ogi cal bl ocks 0000 to 1EFF w t orr onding 15 physic I F
DOgO. As dESEr FRERtEFoVEL NS Hgﬁﬁdgroﬁ i%z‘%sspcﬁg?éégﬁ %hé gl%‘? eg§il<;é:% irgé;m%? a

and the non-authentication area in the flash nmenory 303, and the size of
both areas<iggcHétfyed by noving the , boundary. This enables the nmenory
card 109 to be used for 20 various purposes. For exanple, the nenory card
109 mayl be (Mai nCeusvempgy sEdFfing W gEdltegont et LAHT L Heedd G pk® tne

specified secteor 1004 (S1006).
(S) An ECC is'dbtainéd by calculation from the encrypted data,
and the obtained ECC is written to the extension area 1005 as
the ECC data 1006 (S1007).
15 (6) The counter value received together with the encrypted dgta
is written to the time-variant area 1007 (S1008).
Next, the procedure in which the PC 102 reads out data
from the memory card 109 (S1011) will be described.
(1) The PC 102 requests the memory card 109 to read out data by
20 specifying the location of a sector from which the data is to be
read out. On receiving the request, the memory card 109 first
reads out encrypted data from the specified sector 1004 and
outputs the read-out data to the PC ‘102 (S1016). The PpC 102
receives the encrypted data (51012).

25 (2) The memory caxd 109 then reads out a counter value from the
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protected by copyright, or the nmenory card 109 may be mainly used for other
than. storing such digital contents. In both the authentication area and
the non 25 authentication area, the anount of processing in 2®Qctapealdo®0
23 Cct obgo #fM33020 001 65602 PCTI JPO0O/ Oy309 savi ng data al ong-mreoo/obios
boundary charge ca.? be reduced by corresponding the | ogical blocks to the

physi cal " l;aeks, 50 drhata physie@l DA ogks @ke=nseon’ afes he005 desrobsponding
renot eness starting at the nost renote one. 5 The above correspondence

bet“eenttE%;ﬁ?éc%§§?¥¥ﬂiységgkoglQ@@%JSaﬁéskkﬁdQC@d@“¥EéﬁE@uEh%ounter

conver si on edicated fto the authentication area 332 and the

conversion table 1l dedi cated no ut tA i on. . Bal S rer
separ at el 9%i%dg§§0§ﬁnc‘®ﬁe %\%g%ieﬁgkanglp%, ﬁ%%‘ﬁagaéu‘?%eﬁ%?g& ?orcl:%glrelécae
332, there is an inverse relationship between the |ogical addresses and the
physi cal &@diessesl9h3linits of ' bl ocks. However, other units may be used.
For exanple, there may be an inverse rel ationship between the | ogical

addr esSes (@1d & lpagsweitdls Enarhadabrom e t 5SS -Qekt 6PEN BRI byRese BFck o
this point, the menory card of the present invention has been described in
its enbodicheninasne v &eyati2ees ard Howewedia HD Bdds el chnhenei ed reedyofoeen
limted to the enbodi nent and variations. 20 In the above enbodi nent, the
PC 102 or g itlayers£®lajs required to performa nutual authentication
with the nmenory card 109 using the sane procedure each tine it issues a

command tq gcc Fh@néy%rﬁ'éaa! cakic@n area Bd2ryprdde uBimgy ered pA8sword

However, a sinplified authentication procedure nmay be used to 25 access the
authenticagfﬁbgyea 332, depending on the comand 67

10 Here, if the data in the sector 1004 has been changed
by tampering or the like, the decryption fails due to mismatch
between the counter value read out from the time-variant area
1007.

As described above, the flash memory 303 contains the

15 time-variant area 1007, a hiddenlareé which cannot be seen
(accessed) by users. Data is encrypted and stored using a
password which is generated using a counter value stored in the
time-variant area 1007. With this construction, the data is
protected from unlawful tampering by users.

20 In the above example, the time—vériant area 1007 is
provided in the extension area 1005 for storing the ECC.
However, it is possible to provide the time-variant area 1007
within another area in the flash memory 303 in condition that

data stored in the area cannot be changed from outside the

25 memory card.
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23 Cctober 2003 WO 001 65603 PCT/ JP00; 02309 type. For exanple when the wite
command "SecureWite" is issued, the encrypted master key 323b and the
medium I D 31? may not be obtained fromthe nmenory card 109, ®3Octdber Geddry
card 5 109 may execute the wite command " SecureWite" eve a
one- way ath @5t at i on (an aut hentication of a device by thgcﬁhé%?/g}égrd

' _09) conpletes affirmatively. with this arranggnent conmmands which_ ar
little related to th%“c%'bﬁlr?‘%wt’epe—*ﬁf‘%EfFOnavvirlaﬁSB@ legﬁure&satyglél%hagpg%a

. 10 The flash nermory 303 in the menory card 109 or the present, inventjon
may be repbass@rwehlgnot HeVeyesr a§BSnEaFIRFFeViile BeomFolcat T4 el tinf
such as a hard disk, an optical disc, and a magnet optical disc). A '
port abl e sthdiage icer dacapalsl eclvit sebarioRg RV riGhHEadE, (e BRYr &F dai@
as the 15 present invention can be achieved using any of such nediuns.

| NDUSTRI Ak yABRI: GABIHiIEY A dindesstimesh fuoin adoveo , descfilpshomentdry 303.
sem conduct or of the present invention is suitable for use as a record

medi urg for recor di Ngy&MSiL£ LHeMHI% Widndl cebeChT 8 £+ 20n §WSH Codt Gé&h betid on
using a network such as the Internet. The sem conductor of the present
nvention ig;2L90,8HLLE0LE Lok UAGsASaR LEGOLL SR AR OrE TLO0 Moy 303
conputer programs or data, an s“especially suitable for use as a small
record madi_gq]for a . vgorptdabl e recordi ng/ reproduci ng apparatus, 68 23
Oct ober 2883+69°CFESTE A seni conductor nenmory card (109) that can be

used/renoved in/froman el ectronic device, conprising._a_rew.ltahle .
‘nonvol atile nenmory (BH35i iﬁa &% Qo?hQVréu%aﬁﬁz%%Féﬁ E&haﬁ:&osnshlp
accesses by the electronic device to an authentication area (332)_and 2 _

. n

non- aut hehetegaenofinar a9{831) afA-eREeP edRit BBV 81 RDAVBFASEPES Sen i,
the control circuit (302) includes: a non-authentication area access o
contrid wshbows326)e whe Lot comshbbsbadeassddehyrnargsel eck¥oni &38edined’s 14919 he
non- aut henti cation area (331), an authentication unit (321) which perforns
an aut hentegalri@msprigcesstép eheckciwredder (HES el BECr ahicsdedi c@rvession
authority. to access the sem conductor nenory card (109), and affirmatively

aut'’henti caled & heehectropbspdaviiag wWeen tiwe. elactropig. devipe dtesws the
authority to access the sem conductor nmenory card (109), and an

aut henti cabi R ALed AGEASS 109N Il MU dod 328 whiEhspesnits the el ectronic

device to access the authentication area (332) only when the authentication

unit affirmatively %Qﬂ‘%ﬁ%u %ﬁe%ﬁeecltlrﬁniics dev-68-e ié,zg,rggrpgqu 2003

70 characterized in a cation area (332) and the

o L DTSRy L TR, BB AR el Yk, s qua dige
Egﬂgfigggﬁbgﬁgé{’b?ggkéyeaES”LESQgHC%EEh”?3%%3%5§H&§é£1§@yéfgé Egddresses
(in FIGs. 13A to 13D, serial numbers of the physical blocks
constituting the flash memory 303). The conversion table 1101
is stored in a nonvolatile area in the control IC 302 or the
20 like and is referred to by the authentication area access
control unit 325 or the non-authentication area access control
unit 326 when, for example, a logical address is converted into
a physical address.

Devices accessing the memory card 109 cannot write

25 data to all tha data storage spaces that physically exist in the
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means for hol ding an address marki ng a boundary between the authentication
area (332) and the nonauthentication area (331), and an area resizing
circuit (322, 325, 326) which resizes the authentication are23 Qafber 2008 t he
nonaut hgggiy %gi?gn area (331), wherein the area resizing cipecuifroq/&3dy. 325,
326) resizes the authentication area (332) and the non-authentication area
(331) me§ﬁ@B?i rartiheoldoyndary malkihg pHdsess)l alddde cortdeintiatatgonhar ea
access control unit (325) and the non-authentication area access control
unit (328) Jcantp ho 8GCEFELS, byuthe £l egtreni qdeyi ea1to the1autikent i gatkon
area (332) and t n-authentication area (331) by réferring to the
boundary mar ki ng S. uct I d; of ai

wher ei n” tR&“adt héﬁggﬁ% i"on u(rjﬁ,%\< ?32 f?n%je%e*%;t réglﬁ%ﬁ erpl ecﬁngnl&?]éélajlj't

of the authentication process, and the authentication area access control
uni t (3235i g&crypt's an encrypted instruction usi ng the key generated by the
aut hentication unit (321), and controls accesses the el ectroni c device
to tHe authenti cat|%ea@@@V@SS%r‘?ng%}B%%Fdéﬁcem@\??h £RF doRFyFE&Fon, to

i nstruction, 23 QOctober 2003 71 the encrypted instruction being sent from
the el ecteonie deviadeeDati cendevhdiicier WehbAy reRlacst a0 ATAD, [ydfef &Pn
the authentication unit (321) perforns a chal |l engeresponse type nutual

aut hent i gaitAndatbhcthaoel bet reai ¢wdtvten, dandt gengpatresat hdekegrfobnthe
chal |l enge data and response data, the challenge data being sent to the

el ectronkg,d8vineRok9 gheck whehher §hen el egdfopt coTlewk Ceahaseant hoplagedo
access the sem conductor nenory card, and the response data bei ng generated

to show Ebeaquyﬂ@@&hﬁa'ﬁ.h@{nbﬁebk (égéngt'ﬁ‘é aHbhebhikrs ACERIN d o as to

sem conduct or rrerrory ca sem conductor nenory card of Claim 3,

whergj n. Lg, enerypLed.LOSLY UG LAD sent o LLomihe, Shees on erdovboecd nelyges

a tag fi &f d nof havi ng been”encrypt ed

and specifyir pe .of an access_.t th i cation 3

addr ess Ppé %ﬁiv ﬁ'r?%e '?F“ﬂ?ﬁ?i/p‘? eatplge]% @b %? mﬁﬁw&%’d e?g 0 %e%%ga to
be accessed, wherein the authentication: ar eﬁ access control -unit ( Zﬁél
decr ypt s2gRENEBIPESETRRE| HoUAFRY ERRC K9, dehC DT 6F sb%%rce%%‘e%e%y t

el ectronic device to the authentication area_(332) so that an access of the
type spedifi dg¢camsehe img §3@ d Tslemdeth®d t hegared i Fardaned by tHEILch
address in the decrypted address field. 5. A sem conductor nmenory card of
Cl ai m 4 tottbeporasprisi agplaradldant idf cabnohngans phoysfeali bé@rctks(,3014§

whi ch 23 Cctober 2003 72 prestores identification data (341) which is

uni que tpathe aserdconduct or nmenory card and enabl es the - sem conduct or
menory card to be discrimnated fromother sem conductor nmenory cards,
wherein the authentgaévon, WHd H3dhenterfion®raloyioal BLbbest i vateasesi t h
the el ectronic device using the identification data (341) stored in the
identifi on e £i tcéR943@ndryggnenatas itthe deb fdens the
identifi g'g{e?non f%’ata (34#%9 & fAJ'C%'(‘amc(‘conduct or rrerrgry car d@/gf Claiml1,

wher ei n frgge%rteeadl Sgéwgdc'orrce 42,1 378028kl BRbSIcARY 109 A

aut henti cation area conversr on ta e (11025 whi shows correspondence

bet ween I o addr esse si cal sses ut rea
(332), heRERTREForb far BB Sonver Sl Gt 481 ¢ 111 3)3% Sl knilh he
correspondence bet ween | ogi cal ess s _and a esses .in the

non- AUt héREiEaL ldFasgs3qy, a’%fﬂd£ n*\}l@,‘?s?‘gﬁ{ g g gﬁ?gé:clﬂ‘ﬁ‘tq:( g
whi ch changes contents of the aut hentr cation area conversion table (1102)
and the fbhlauthearkcdiisgeniig@sogidnversion table (1103) in accordance with
an instruction fromthe el ectronic device, wherein the authentication area
access control uni twmeﬁ5$uc@ndx©¢<srlmes@§esafoylcwﬂecaeﬂ ete Dt CURive FDFt he
aut hentication area (332) by referring to the authentication area

conversi eatngllles (A182F, ciuh c23nért dleerw2N08e#3 tchecanhiaubhentiazidah
area access control unit (326) ' controls accesses by the el ectronic device

to the neRwaut hentheatl-QBrar 8ari383dd. byrhes enetogst atbe Nouautdent i cation
area conversion table (1103). 7. A sem conductor nmenory card of Cl aim®6,

wher e n re Ssed: Wt 95}% S Gl addressesiand. an; af
addrggsse vlvr%t h%logr%g%%ph@srﬂé\%l Qdéc}iresse ot %%cro%s%:htﬁr ng 't he ar eaﬁﬂ%vr ng
the predeterm ned size are
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respectively allocated to the authentication area (332) and the
non- aut henti cation area (331), the non-authentication area conversion table
(1103) shows correspondence between | ogi cal addresses arranggsQcfobaseeosli ng
order and physical addresses arranged in ascending order, and the
aut hent i C¥Pi%B5¢ea conversion table (1102) shows correspondenéd Rt RRen
| ogi cal gs_arra in.ascendi rdeg. at ysi cal. addresses, .
arrangeda?%a égégﬁdfﬁgq%%ge?flgfﬁi %@%%%gndu%f%QQﬁggﬁry'ﬁ%ﬂ%lQﬁc%Tifﬁ?Ies
further conprising a read-only nmenory gircuit ich prestpres data. 9. The
som conduct S RenePs EARArorairarIrEY HARITRIHRS S ohpor ¢ 3% B 1ok Fobg h
further includes: a conversion table (1102, 1103) which shows .
cor r esporRféd eVBRRWEEF Lo diecd Hddt R sBSN8ndSphys PEalr sddd rdkse 914 i eachh of
t he aut hentication area (332) and the non-authentication area (331), and
23 Cct obere2D0Bimg zepoodacsiiom toablEh& mngkc ciacai dif$22):1whi ch changes
contents of the conversion table in accordance with _ an instruction from
the ebectronic devi aey suldrd e aaWHw@RS iDAdH 14 areee aseSSo Lot 112 W¥ tehe
(325) and the non-authentication area access control unit (326) control

accesses fhymd e ghe@t 108 adew it ide syt peptieat kAl MR (339, aubide
non- aut henti cation area (331), respectively, by referring to the conversion

tabl e. 10,4, seqnil duct card,,Q I i o4t zont r ol o
cirou t (0% Parther | ol o e el el SRELELE HBVEERY s,
encrypts dat a. itten to_th t tication areg (332) and the .
non-authéﬁ?%%é%?%%?%pga %§§T) %nd88§§F§§%§ dgfng¥¥éi lﬁ?fl%%ﬂﬁ#% ng the
aut hentication_area 35%% qgg t he nonlaﬁt entication area, (331). 11.A
seni cond b e Hehdry -8 ot 08 &SmifP Sh 2 heCHBAVEI REFY e R8NP HESE3)
is a flash nmenory, and the control circuit (302) further includes: a s
not - 48l et’éd 39%tORotBENGeBArY €328 M I HRFpRS BS nbhe deépdt 68 teids comrand
shows a list of not-deleted areas in the authentication area (332) and the
nonaut herarict andvort tee L (B IV vearsd e b lde| 6t@d wriesy sempdimagneamint tha22) s
whi ch, in accordance with an instruction fromthe el ectronic device, refers
to the naterdelefeslr| tsé dodidentdf yonatardel eted areas in the authentication
area (332) 23 Cctober 2003 75 and the non-authentication area (331), and
sends information. iThei @abikBgobbeaident kfiiledHaot=galiekad ugiags ahOckBRple
el ectronic device. 12. A sem conductor nmenory card of Claim1l, wherein the
aut henti catde W trfddl) reOuest sy fusers@bhpbhe Rt rgRksrdevife Leotaput
a user key, which is information unique to t%e user, during the
aut heat i e@di%@é@ceaaﬁapd fhe-£00t L il £ LINZh bl Nelnd naLiides s, <a

3 identi

user key storage unit 1) which stores the user key, a I'cation

i nfornati St unit (1310 hi ch «st.ores a piece_of identification
infornaﬂéﬁ#%d§é$??§?gﬁagé'gﬁg%tﬁgkgc gégfge fﬂgt ﬂgggﬁggﬁzﬁQ4%9é§?€eF¥ :
aut henticated. b lthe aut hent i atigﬁ Enit £32I ,..and a user ke reﬂgest
prohi bi t PO TR (B SHTITh Bbihsa Hece B4 deMRFFHEaEiBE iW¥or fatfon
froma target electronic device after the authentication unit (321) starts
the aut hehti€ati Bh ProEEREIORNARRE SRHTShAY tHE Ptk HATeRAt+1i 2%t Fhawn
informati on obtained fromthe target electronic device has already been
stored i ATt HELG dehitf i @adi BRaF nFBRnErIoie csiemadeaRig t11 G@hospedhi et the
authentication unit (321) fromrequesting a user of the electronic device
to i Abut leogiswl keldnsserest me tghetaeophivsenElf iacariesseisnf ofhati ba bbt aaped
fromthe target electronic device has already been stored in the
identifidat itore ilnfgdroE! iaekireiserage agninell a33 i ttherpRXM3cTP ddd e s age
system contai ning a sem conductor nmenory card - according to claiml and a
data readimg apRarat ugi(20l) ireadigvothie@ 8 0thal agent grt «£AR6)» of the
sem conductor nenory card ( the digital content having been stored in the
non- aut hentication gt (S31) ' egkc t r dge

i nformation 812) ingﬁggtfﬁg fﬂggﬁgﬁggf g? ggﬁﬁgdg%eggggi%%§a%oﬁtgng'ca%nbe
;gggr g;‘fg?cgéoe“ng}aﬁ;ﬁ%e%ecde I e authent gall oy 8 €3, 332) cofdign gt dnkeading

25 parameter to the flash memory 303, the dedicated command
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a judgenment neans (S804) for, when the digital content is to be read out
fromthe non-authentication area. (331),, reading out the ,information

i ndi cating the nunber of times the digital content can be re28Oatabef 2003 t he
aut hent i ga3 dos600 ea (332), and judgi ng whether the digital epontemwto2zen be
read out based on the nunber of tinmes indicated in the information, and a
repr oduct henroeaisng 380655808 frove reant hgubty the “digefdl cditencommantct he
non- aut henti cati on area (331) only when the judgenent neans judges that the
digital ceagentneanoherveadnoyt 32andfr educhagothecayabensof ihi aesotlence
digital content can be read out in the information stored in the

aut hent i gati opnar eack332h ddd: Aa3kar 28RSkt AMC QA 2 Sap congdueher
menory card according to cIa|n11 and a data reading apparatus (201) reading

out a di e 2 Lh n tor nor. arh
reproduG?%%@%h 955 E%bﬁécg% aghgﬁq;%§|§§%é|&€§f trﬁgq; gltaﬁggg%?e%?e
havi ng been stored.in.the non auth ntication .ar ) .

havi 10 been 510, noraut hen B8 PR es T AP T S 1 B8 3
indicating the nunber of times the digital content can be digitally -

out put bflepa @?@@FWO§Q§(ﬁ%ﬁ%ﬁa?E@l%%oﬁﬁeﬁegPSPEE PR CRE TIPSR cati on
area (332), the data readi ng apparatus conprising: a reproduction nmeans
(S908) for readi ng st unberdicgrtall muntBhE. f L 9k t heorgh- &lchandagdngnar ea
(331? and reproduci ng the read-out digital content as an anal og signal, a

j udgemens £ reassph 89062 1f bloctkadhag aut bkeni nherwmtd, ortHendiccatdaly Hlmcks
nunber of tines the digital content can be digitally output by the

el ectronkgngevieeingntr gl npwhatdet tdeoch ©id ado aontamdcasi e, digitrl |y
out put based on the nunber of tines indicated in the information, and a

di gijpal QHf.EUta:Q%a’L 4e207, £ 990Q) ko i Gid R by SHhPYLLIRY the1digi tal 5

content only when the judbenent nmeans judges that the digital content can

be 010 tal [XQuLBUL AdJ edus)ng Lhe. qurher of Liues obheadigital conten

| y=outp e information storéd in he authentlcatlon
area (332)

_AY[e. A A5, . A5. AF5, TR APREERFLIRNg LADASA IO 3R P REVASKRS SACE AP W e AHL
. Ang&, . Al'° A9 AHL. A" . Al 9. A+L. ASne. AHL. AnL, . A& _AHL, . A9. A&L. AV. AH ?. A A'L A A
||_ ANS. A@PtA&nN’Lt%‘ Aolve the fragmentation of logical blocks, but also

?.A9. AL, . Al L. ASO9R AMy. AH R AL?. AYn9. A9, . An?. AH9, L LQ . AS9R. A5. A9y. A>&R.
Aflg A(}t¢5chgpgq1tne size of each of the authentication area 332 'and

. A% A9L. A599. A[ L. A5. A  HL. Al L. A4Al uvj 00O kx?{}xsnid_ ZLHca]ca]caLca]ca]ca]ca]c
a] cdfica] nahealitaleifa]aEisdrc s tad c 3Bda)ion] thicfapsa) cemew 3 2a] cdpcdiera] ¢
aU] ca] ca! M
9f{m4&ﬁnhétb%kcéa&e“ahcaigh}spéea]aakaakeanaahoa]aa]@@b@ahtﬂtsﬂnnﬁcmﬂﬁa]c
a]J ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! wB" #& 5n{ PUm&{ vgl gb] X]]] ca] ca] ca]
ca] ca] catgal-eakeahc &gl alica] ciad codwal eakaakeahea] eaphalstalaiajaajaals] ca
] ca] ca] ca] ca] c™al &gPUKYpv3q\

6} xsni d Z}a]:l: %alsﬁahqa] %ah%%lactaécpaswaa gﬁﬂ&@l@&lCElBékCQBCBEEQ}n@ahQ?ﬂg@a] ca] ca

] ca] ca] cal ca] ca] ca] ca] ca] ca]ca]ca]ca
| #HHHESN BF $981 SX G ?@kF c ca

ca]ca]ca]ca]cg]ca?ca%/aﬁgﬁﬁca?Hﬁﬁ calcaJcalca g ]gg?ga gg}ggigg%%gﬁé;éﬁﬁgw&]

D
L0 e hepef aPSl HEEL D2 SRRREARRT] ) CHPER) RRFEATESTEN o RHRHS cal
caj] ca] ca] ca] ca] ca] ca] cal ca ca] ca] ca] ca] ca] ca]calc Iy
O\ DhOVOODS | EBet FSEER L SO NS ant AESLT T o g CaFcaFuaes %3] &}1 S ca
]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c éca]ca]ca]ca]cal44 5
5556" 6\/6666887d 721} 8Bodelete: oommand will be” describe Here, "the not-

0 MR<}xsnid_ Z]]]]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca] cal ca] ca]calc
a] ca] ca] daleakdabtatka] eakcaligajcal chloaksalr<theysls
C4ADoDDDD$EbEE| wr mhc” Y] ]]] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca
] ca] ca] cabeakead] cadcaliea] calsalea] salsalaal gabeanERREE te\d:d FRFRRG 3G GuEGEG
GHHVHHHH3I nl 11 . J<JhJJJ} xsnid_Z]]]]]ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca]c
aJ cadsca] EQLCahﬁ%hc%hc%h@ahselaéheebaab%]:@@] eakead] ¢3] 6] e IehKdKldndd LLL
MAM M OoOOOOP| w mhc”Y] ]]] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]c
a]ca]ca]ca]ca]caLﬂca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]calPP PgP
PPPP0QTMQQQQ, R4ARcRi RMRURRRRRRRR- SOSy SSS$$U{ vl gb] X] ] ] ca] ca] ca] ca] ca]ca]ca]c
a] ca] ca] ca] ca] ca] ca] caU] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] c”a] ca] ca]ca]ca
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]ca]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c
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z/ oXaM | wnmhc”~Y]]]]ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca]calca
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above-stated states. It is presumed here that the flash memory
10 303 contains a table such as FAT (File Allocation Table) which
shows the use state of the logical blocks, as shown in FIG.
14D.
An external device such as the PC 102 or the player
201 issues the not-deleted block list command to the memory card
15 109 during an idle time in which the memory card 109 is not
accessed (S1201). On receiving the command, the command
judgement control unit 322.of the memory card 109 refers to the
not-deleted block list 1203 contained in the command judgement
control unit 322, detects that physical blocks 0 to 2, 4, and 5
20 are assigned a state value “l", and sends the physical block
numbers to the external device.
The external device then refers to the table that
shows the use state of logical blocks in the flash memory 303

shown in FIG. 14D to identify the blocks that are not used

25  logically (S1202).
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access control unit 326.

After the above operation is complete, data is written
to the physical blocks 4 and 5 at a high spéed s.ince the
deletion process is not required for the writing.

15 Now, a-function of the memory carq 109 related to
personal data protection will be described. More'specifically,
the personal data protection function is used when the memory
card 109 checks an external device for authentication and
requires personal data of the user of the external device.

20 Here, each piece of the personal data is unique to a user and is
used to identify the user. The user with proper personal data
is recognized by the memory card 109 as an authorized user
permitted to access the authentication area 332 in the memory

card 109.

r is resquested to input the personal
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25 Here, 1if

54



10 10 10L&<109%& ()- YOOUHO0%& ()- 7#LOY& ()- GGHHVHHHaB = !!!! @10% h& () - &10%
h& ()-10% h& ()-! YL10%mh& ()-$10% h& ()-$10% h& ()-HABInl11.JaB = !'111#10%
h& ()-#10% h& ()-3S&10% h& ()-! @L0%h& () - 3s10% h& () - YT1093 October 2003

h& () -. HedbddkuskaB = 1111 s*#10% h& () -! &Y( &LO%hFh& () - 3@H09hoa> Y -
9$S810% h&' ()- "#10% h& ()- #10% h& ()- KK _LLLMAWRB = !111L9@10% h& () -
7#10% h&a0a 0% Ha eIzt 1098 & q9ed e T&IomE {3nt aagbon area 332, ‘or

h& ()-WWEM M M MWSNMN-_ @111 T 10% & ()- 10% U& () - #10%

U () -! Q(F10%A4UE rdut 1 dsdith h d: & &9 1986 14 () = bk OGP0 GBALE < a@ild |atkivb
U& ()-F&L0% U& ()-10% U& ()-s10% U& () - @10% U& () - 94.0%

U&' () - OFgPPPPP Bz @) 'dudr3%488e S5 63 ; FY( 10%d¥%er( )iy ¥d Odebd&r( rhat1G%e
U&:() #10% U& () -#10% U& () - 0QnmQQ R4RJE~ —@!'!'11710% U& ()-4940%
U& () - Zg%éﬁonal data is tapped by someone or read unlawfully by ancother

§ user who has &an authority to access the authentication area
332.

One possible 'solution to this problem would be
encrypting the personal data using a password provided by the
user personally and storing the encrypted personal data, in the

10 same way as music data. |

However, in the above case, the user needs to input
the password each time the personal data is checked. The
procedure is troublesome ana the management of the password is
also required. Accordingly, the memory card 109 provides a

15 function to sidestep the problem of unnecessarily and repeatedly
inputting the personal data.

FIG. 15 shows a communication sequence in an
authentication between the player 201 and the memory card 109
and also shows main components used in the authentication. Note

20 that the processes shown in FIG. 15 are mainly achieved by the
authentication circuit 216 o0f the player 201 and the
authentication unit 321 of the memory card 108S.

As shown in FIG. 15, the authentication circuit 216
of the player 201 has the encryption and decryption functions,

25 and also prestores a master key 1301 which is a secret key being
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The authentication unit 321 of the memory card 109 has
the encryption, decryption, and comparison functions, and also
has two nonvolatile storage areas: a device ID group storage
area 1310 and a user key storage area 1311. The device ID group
storage area 1310 stores device IDs of all the devices permitted
to access the authentication area 332 in'the memory card 109.
The user key storage area 1311 stores a user Kkey sent from a
device as personal data.

The authentication prbcedure‘will be d'escribed‘in
detail below. Note that in the transmissions and receptions,
all the data is encrypted before transmission, and the encrypted
data is decrypted in the reception side. A key to be used in
the encryption and decryption is.generated during the following
procedure.

(1) After the memory card 109 is connected to the player 201,
first, the player 201 encrypts the device ID 1302 using the
master key 1301, and sends the encrypted device ID 1302 to the

memory card 108.

(2) The memory card 109 decrypts the received encrypted device
ID 1302 using the master key 323a, and checks whether the

obtained device ID 1302 has alresady been stored in the device ID

group storage area 1310.
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devxge _E)lgo- is not stored, the memory card 109 raquests the

5 player 201 to send a user key.
(4) The player 201 urges the user to input the user key, obtains
the user key as personal data cf the user, and sends the
obtained user key to the memory card 109.
(5) The memory card 109 compares the received user key with the
10 user key having been prestored in the user key storage area
1311. Wben having judged that the two user keys match, or when
the user key étorage'area 1311 ié vacant, the memory card 109
notifies the player 201 that the authentication has been
affirmative, and stores the device ID 1302 obtained in the above
15 . step (3) tin the device ID group storage area 1310.

With the above arrangement, when a device of the user
is connected to the memory card 109 for the first time, the user
is required to input personal data (a user key). However, in
the second connection and after, the user is no more requested

20 to input the personal data since automaticall, the
authentication completes affirmatively using the device ID.

Now, a wvariation of the authentication protocol
between the memory card 109 and an external device such as the
PC 102 or the player 201 will be described with reference to

25 FIGs. 16 and 17.
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T &9&10% () 6%%%%’%% %hb%%lg%bommunication sequence in a variation

of the authenticaticn betws2an the memory card 109 and an
externzl device {in the present example, the player 201).
Note that the processes shown in FIG. 16 are mainly
5 achieved by the authentication circuit 216 of the player 201, a
control program 1l1lb of the PC 102, and the authentication unit
321 of the memory card 109. It is presumed here that the master
kev storage unit 323 of the memory card 109 stores an encrypted
master key (encrypted master key 323), and that the special area
10 304 stores a secure medium ID 343 as well as the medium ID 341,
the secure medium ID 343 being generated by encrypting the
medium ID 341.
First, the pléyer 201 issues a command to the memory
card 109 to obtain the master key 323b from the memory card 109,
15 and decrypts the obtained master key 323b using the device key
21lla. The decrvption algorithm used in this decryption
corresponds to the encryption algorithm used in the encryption
of the master key 323b which has now been read out from the
memory card 109. Therefore, when the device key 211a the player
200 201 has is an authorized one, the decryption is expected to
restore the original master key.
The plaver 201 then issues a command to the memory
card 109 to obtain the medium ID 341 from the memory card 109,
and encrypts the obtained medium ID 341 using the restorad

25 master ksy. The encryption algorithm used in this encryption is
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mutual authentication using the secure medium IDs they
respectively have. Through this mutual authentication, each of
the devices generates (OK/NG) information and a secure key, the
10 (OK/NG) information indicating whether the remote device has
been authenticated, and the secure ka2y being a time-variant key
that depends on the authentication result. The secure keys
aned by both devices match only when both devices 201 and 109
affirmatively authenticate the other devices, and the secure

15 keys change each time a mutual authentication is performed.
Aftex a mutual authentication has completed
affirmatively, the player 201 generates a command which is used
to access the authentication area 332 in the memory card 109.
More specifically, for example, when data is read out from the
20 authentication area 332, a parameter (a 24-bit address “address”
and an 8-bit count “count”) of the command “SecureRead address
count” 1is encrypted using the secure key, and an encrypted
command, which is generated by combining the encrypted parameter
and a tag (a 6-bit code indicating a command type “SecureRead”)

25  of the command, is sent to the memory card 109.
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mutual authentication. The decryption algorithm used in this
decryption corresponds to the encryption algorithm used in the

10 ncryption of the command by the player 201. Therefore, when
the mutual authentication completes afifirmatively, that-is to
say, wheh the %ecure kevs uséd b? both devices match, the
parameter obtained by the decryption should be egqual to the
original parameter used by the player 201l.

15 ~ The memory card 109 then reads out the encryption key

425 from a sector in the authentication area 332 indicated by

RN ]

the decrypted parameter, eéncrypts the read;out encryption key
425 using the secure key, and sends the encrypted encryption key
to the player 201.

20 The player 201 decrypts the received data using the
secure key obtained through the mutual authentication. The
decryption algorithm used in this decryption corresponds to the
encryption algorithm used in the encryption of the encryption
kay 425 by the memory card 109. Therefore, when the mutual

25 authentication completes affirmatively, that is to say, when the
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10 FIG. 17 shows a communication sequence in a detailed
procedure of the mutual authentication shown in FIG. 16. In the
'preéent éxample, the memory card 109 and the player 201 perform
a challenge-response-type mutual authentication.

The memory card 109 generates a random number and

15 sends the random number to the player 201 as challenge data to
check the properness of the player 201. The player 201 encrypts

the challenge data and returns the encrypted challenge data to

the memory card 109 as response data to certify the properness

of the player 201. The memory card 109 encrypts the random

20 number sent as challenge data, and compares the received
response data with the encrypted challenge data. When the
received response data and the encrypted challenge data match,

the memory card 109 judges that the authentication of the playver

201 has been affirmative (OK), and receives a command to access

25 the authentication area 332 from the player 201. When the
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the random number to the memory card 109 as challenge data to

10 check tha properness of the memory card 109. The memory card

109 encrypts the challenge data and returns the encrypted

chailenge data to fhe piayer 201 as response data to certify the

properness of the memory card 109. The player 201 encrypts the

random number sent as challenge data, and compares the received

15 response data with the encrypted challenge data. When the

received response data and the encrypted challenge data match,

the player 201 judges that'the authentication of the memory card

109 has been affirmative (OK), and accesses the authentication

area 332 in the memory card 109. When the received response

20 data and the encrypted challenge data do not match, the player

201 judges that the authentication of the memory card 108 has

not been affirmative (NG), and gives u? accessing the
authentication area 332.

All the encryption algorithms used in the mutual

25 authentication should be the same as far as the memory card 109
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%(()Olfof/‘hﬁén% 3%%%%%% (1'9‘1/%0&££ ﬁ\%é %e(:)aré\ ke%o Ic:lr the result of the
above exclusive-or operation, is used for accessing the
authentication area 332 in the memory card 109. Witnh this
arrangement, it is possible for both devices 109 and 201 to
share a time-variant secure key that is common to them only when

“10 they have been affirmative in the authentication. fhis renders
the affirmative authentication a necessary condition for
accessing the authentication area 332.

The secure key may be a result of an éxclusive-or
operation using the encrypted challenge data, the response data,

15 and the secure medium ID.

Now, a variation of a func;ion to change the boundary
between the authentication.area 332 and non-authentication area
331 in the memory card 109 will be described with reference to
FIGs. 18 and 19.

20 FIGs. 18A to 18C show the use state of the flash
memory 303 before the boundary is changed. FIG. 18A is a memory
map showing the construction of the physical blocks in the flash
memory 303.

FIG. 18B shows a conversion table 1103 which 1is

25 dedicated to the non-authentication area 331 and is stored in a
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5 control unit 326 refers to the conversion table 1103 to convert
a logical address into a physical address -or to dztect an
improper access accessing outside an allocated storage area.

FIG. 18C shows a conversion table 1102 which is
dedicated to the authentication area 332 and is stored in a

10 nonvolatile storage area in the authentication area access
control unit 325. The conversion table 1102 shows relation;hips
bétweén ﬁhe logical blocks and physical Dblocks in the
authentication area 332. The authentication area access control
unit 325 refers to the conversion table 1102 to convert a

15 logical address into a physical address or to detect an improper
access accessing outside an allocated storage area.

As shown in FIG. 1837, before the boundary is changed,
out of the flash memory 303 composed of physical blocks 0000 to
FEFFE physical blocks F000 to FFFF are allocated to the

200 alternate block area 501, physical blocks 0000 to DFFF whose
addresses are lower than the boundary are allocated to the non-
authentication area 331, and physical blocks EQ00 to EFFF whose
addresses are higher than the boundary are allocated to the

authenticaticon area 332.

25 As understood from the conversion table 1103 shown in
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or moved.

FIGs. 19A to 19C show the use state of the flash .
memory 303 after the boundary is chénged. FIGs. 19A to 18C
correspond to FIGs. 18A to 18C, respectively. Note that the

15 boundary change is achieved by the following procedure:
(1) A dedicated command_specifying an address of the boundary is
input to the command judgement control unit 322 via a command
pin; and
(2) The command judgement control unit - 322 rewrites the
20 conversion table 1102 in the authentication area access control
unit 325 and the conversion table 1103 in the non-authentication
area 331.

As shown in FIGs. 1SA to 19C, the boundary is moved

from between the physical blocks =000 and DFFF to between the

25 physical blocks DOCO and CFFF That means the size of the non-
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entries, so that the conversion table 1103 shows logical blocks
0000 to CFFF with corresponding physical blocks OQOO to CFFF.
10 In contrast, as shown in FIG. 19C, the size of the conversion
table 1102 of the authentication area 332 is increased by
1000 (hex) entries, and the size of the authenticaﬁion area 332
is increased by 1000 (hex) entries, so that the conversion table
1102 shows logical blocks 0000 to 1FFF with corresponding
15  physical blocks EFFF to D00O.

As described above, a boundary is set between the
authentication area and the non-authentication area in the flash
memory 303, and the size of both areas is changed by moving the
boundary. This enables the memory card 109 to be used for

20 wvarious purposss. For example, the memory card 109 may be
mainly used for storing digital contents which need to be
protected by copyright, or the memory card 109 may be mainly
used for other than storing such digital contents.

In becth the authentication area and the non-

25 authentication area, the amount of processing in moving and
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ving data along with the boundary change can be reduced by
corresponding the logical blocks to the physical blocks so that
physical blocks are used in the order of remoteness starting at
the most remote one.

The above correspondence between the logical and
physical blocks is easily achieved when the conversion table
1102 dedicated to the authentication area 332 and the conversion
table 1103 dedicated to the non-authentication area 331 are
separately provided.

In the above e#ample, in the authentication area 332,
there is an inverse relationship between the logical addresses
and the physical'addresées in units of blocks. However, other
units may be used.. for example, there may be an inverse

relationship between the logical addresses and the physical

addresses in units of sectors or bytes.

~Up to this point, the memory card of the present
invention has been described in its embodiment and variations.
However, the present inventioﬁ is not limited to the embodiment
and variations.

In the above embodiment, the PC 102 or the player 201
is required to perform a mutual authentication with the memory
card 109 using the same procedure each time‘it issues a command
to access the authentication area 332 in the memory card 109.
However, a simplified authentication procedure may be used to

access the authentication area 332, depending on the command
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memory card 109) completes affirmatively. With this

arrangement, commands which are little related to the copyright
protection will be executed at high speed.

10 The flash memory 303 in the'memory card 10S of thes
present invention may be replaced with another storage medium
(e.g., a nonvolatile medium siich as a hard -disk, anh optical
disc, and a magnet optical disd). i portable storage card
capable of securing a ccpyright on the stored data as the

15 present invention can be achieved using any of such mediums.

INDUSTRIAL APCPLICABILITY

As understood from above description, the

semiconductor of the present invention is suitable for use as a
record medium for recording music contents via an electronic

20 music distribution using a network such as the Internect. The
semiconductor of the present invention is also suitable for use

as a record medium for recording computer programs Or data, and

is especially suitable for use as a small record medium for a

portable recording/reproducing apparatus.
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wherein the control circuit (302) includes:

a non-authentication area access control uhit (326)
which controls accesses by the electronic device to

the non-authentication area (331),

an authentication wunit (321) which performs an
authentication process to check whether the
electronic device has authority to access the
semiconductor memory card (109), and affirmatively
authenticates the electronic device when the
electronic device has authority to access the

semiconductor memory card (109), and

an authentication area access control wunit (325)
which permits the electronic device to access the
authentication area (332) only when the
authentication unit affirmatively authenticates the

electronic device.
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authentlcatlon area (331), wherein the area resizing
circuit (322, 325, 326) resizes the authentication
area (332) and the non-authentication area (331) by

changing the boundary marking address, and

the authentication area access control unit (323) and
_ the non-authentication area access control unit (325)
control accesses by the electronic device to the
authentication area (332) and the non-authentication

area (331) by referring to the boundary marking

address.

2. A semiconductor memory card of Claim 1, wherein
the authentication unit (321) generates a key reflecting
a result of the authentication process, and
the authentication area access control unit (325)
decrypts an encrypted dinstruction using the key
generated by the authentication unit (321), and contrels
accesses by the electronic device to the authentication

area (332) in accordance with the decrypted instruction,
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the encrypted instruction being sent from the electronic

U&

device.

3. A semiconductor memory card of Claim 2, wherein
the authentication unit (321) performs a challenge-
response type mutual authentication with the electronic
device, and generates the key from challenge data and
response data, the challenge data being sent to the
electronic device to check whether the electronic device
has authority to access the semiconductor memory card,
and the response data being generated to show the

-authentication unit (321) has authority to .access the

semiconductor memory card.

4. A sémiconductor memory card of Claim 3, wherein
the encrypted instruction sent from the electronic
device includes a tag field and an address field, the
tag field not having been encrypted and specifying a
type of an access to the authentication area- (332), the
address field having been encrypted and specifying an

address of an area to be accessed, wherein

the authentication area access control unit (325)
decrypts the address field using the key, and controls
accesses by the electronic device to the authentication
area (332) so that an access of the type specified in
the tag field 1is made to the area indicated by the
address in the decrypted address field.

5. A semiconductor memory <card of Claim 4 further

comprising:

an identification data storage circuit (304) which
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6. A semiconductor memory card of Claim 1, wherein the area

resizing circuit (322, 325, 326) includes:

an authentication area conversion table (1102) which
shows correspondence between logical addresses and

physical addresses in the authentication area (332),

a non-authentication area conversion table (1103)
which shows correspondence between logical addresses

and physical addresses in the non-authentication area

(331), and

a conversion table change unit (322) which changes
contents of the authentication area conversion table
(1102) and the non-authentication area conversion
table (1103) in accordance with an instruction from

the electronic device, wherein

the authentication area access control unit (325)
controls accesses by the electronic device to the
authentication area (332) by referring to the

authentication area conversion table (1102), and
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addressed with lower physical addresses both
constituting the area having the predetermined size are
respectively allocated to the authentication area (332)
and the non-authentication area (331),

the non-authentication area conversion table (1103)
shows correspondence between logical addresses arranged
in ascending order and physical addresses arranged in
ascending order, and
the authentication area conversion table (1102) shows
correspondence between logical addresses arranged in
ascending order and physical addresses arranged 1in

descending order.

! 8. A semiconductor memory card of claim 1 further

comprising a read-only memory circuit which prestores

data.

9. The semiconductor memory card of Claim 1, wherein the

control circuit (302) further includes:

a conversion table (1102, 1103) which shows
correspondence between logical addresses and physical
addresses in each of the authentication area (332)

and the non-authentication area (331), and
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the authentication area access control unit (325) and

the non-authentication area access control unit (326)
control accesses by the electronic device to the
authentication area (332) and the non-authentication
area (331), respectively, by referring to the

conversion table.

10.A semiconductor memory card of Claim 1, wherein the

control circuit (302) further includes:

an encryption/decryption wunit (327) which encrypts
data to be written to the authentication area (332)
and the non-authentication area (331) and decrypts
data read out from the authentication area (332) and

the non-authentication area (331).

11.A semiconductor memory card of Claim 1, wherein
the nonvolatile memory (303) is a flash memory, and the

control circuit (302) further includes:

a not-deleted list holding unit (322) which holds a
non-deleted list that shows a list of not-deleted
areas 1in the authentication area (332) and the non-

authentication area (331), and

a not-deleted area sending unit (322) which, in
accordance with an instruction from the electronic
device, refers to the not-deleted list to identify

not-deleted areas in the authentication area (332)
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electronic device to input a wuser key, which 1is
information unigque to the user, during the
authentication process, and

the control circuit (302) further includes:

a user key storage unit (1311) which stores the user

key,

an identification information storage wunit (1310)
which stores a piece of identification information
identifying an electronic device that has been
affirmatively authenticated by the authentication

unit (321), and

a user key request prohibition wunit (321) which
l obtains a piece of identification information from a
target electronic device after the authentication
unit (321) starts the authentication process, checks
whether the piece of identification information
obtained from the target -electronic device has
already been stored in the identification information
storage unit, and prohibits the authentication unit
(321) from requesting a user of the electronic device
to input a user key when the piece of identification
information obtained from the target electronic
device has already been stored in the identification

information storage unit.
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the non-authentication area (331) of the semiconductor
memory card, and information 812) indicating the number
of times the digital content can be read out being

prestored in the authentication area (332), the data

reading apparatus comprising:

a judgement means (5804) for, when the digital
content is to be read out from the non-authentication
area.'(331),, reading out the information indicating
the number of timeé tﬁe digital contént can be read
out from the authentication area (332), and judging
whether the digital content can be read out based on

the number of times indicated in the information, and

a reproduction means (S806-5S808) for reading out the
digital content from the non-authentication area
(331) only when the judgement means judges that the
digital content can be read out, and reducing the
number of times the digital content can be read out

in the information stored in the authentication area

(332).

14.A storage system containing a semiconductor memory card
according to claim 1 and a data reading apparatus (201)
reading out a digital content (426) of the semiconductor
memory card and reproducing the digital content as an
analog signal the digital content, having been stored in

the non-authentication area (331) of the semiconductor
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memory card (109), and information (913) indicating the

number of times the digital content can be digitally
output by the electronic device having been stored in

the authentication area (332), the data reading

apparatus comprising:

a reproduction means (S908) for reading out the
digital content from the non-authentication area

(331) and reproducing the read-out digital content as

an analog signal,

a Jjudgement means (S906) for reading out the
information indicating the number of times the
digital content can be digitally output by the
électronic device, and judging whether the digital
content can be digitally output based on the number

of times indicated in the information, and

a digital output means (S907, 8590%) for digitally
outputting the digital <content only when the
judgement means judges that the digital content can
be digitally output, and reducing the number of times
the digital content can be digitally output in the

information stored in the authentication area (332)



