12 -Sept ember 2006 WO 03/079708 DETECTI NG A HI DDEN NODE I N A W RELESS LOCAL
AREA NETWORK BACKGROUND s 1. Field of the Invention [0001] The present
i nvention generally relates to wirel ess |ocal area networks. Mre

particularly, the present invention relates to detecjy hi ode in a
W rel ess Io§8I03I9_g|'7 a network. 10 2. Description of t%gggfeépbgg%ﬁpﬁ[ 0002]
have

Conput ers radi tionally conmuni cated with each other through w red

| ocal area netm%ﬁ%&ﬁ&@'ﬂﬂ@yﬁgﬂmﬁ\ﬁpm’t@ggeﬁgegﬂggﬁm for nobile

conput ers such as ptops, person assi stants, e like,
wireless local area networks ("W ANSETWQRE devel oped as a way for
conputers to communicate with is each other through transm ssions over a
wirel ess nediumusing radio signals, infrared signals, and the |ike. [0003]
In order to pronote interoperabili RAGKGROBND Wi th each other and with wired .
LANs, the | EEE 802.11 standard was devel oped as an international standard
for WANs. GenerBeldoftheJaventiop 802, 11 standard was designed to present

users with t | ' ol | owi ng
data to be tpjggg]gggt e Segf/%r@éﬁtigﬁ%e?%?l sgia%g? ﬁ%&efy&%‘%ﬁ]&eﬁyf hougslhm\/\ai}{g\l\ls

provi de user particularly, flvr prasetinvetion rdlstesoioaeteniingadhiddedsiode itha wirelass lbgal of
communi cations over .a W.AN can vary for reasons that are not present in
wired LANs. P5PRESHMI e, stations in a WAN can communicate with other 25
stations in the WLAN t hrough an access point ("Al"). "Mre particularly,
each station_ can_have a transm ssion range within which the station can
transmt '8i ghal s P&scaRtiono! the Refatede WLAN. [0005] Other stations |ocated

within this jgod @Bﬁ?ﬁt@fé Hafd g ESHANY 84 Rmlmit ko AR cadn! S Wb ¥a the
station. After detecting signals transmtted by the station, these 30 other
stations canlogaliarea netwensl (LANS). olpwesiey vdthsheiincrepsediiemand Birewdileedi um i s
e Lo BhAho SO 8468l B Al o SRS e 0" o0
t ransm ssi onu¢tenoda, (“WLANSE) have developed as a way for computers to communicate with
15 each other through transmissions over a wireless medium using radio signals, infrared
signals, and the like.
[0003] In order to promote interoperability of WLANSs with each other and with wired
LANS, the IEEE 802.11 standard was developed as an international standard for
WLANS. Generally, the IEEE 802.11 standard was designed to present users with the
20  same interface as an IEEE 802 wired LAN, while aflowing data to be transported over
a wireless medium.
[0004] Although WLANS provide users with increased mobility over wired LANS,
the guality of communications over a WLAN can vary for reasons that are not present
in wired LANs. For example, stations in a WLAN can communicate with other
25  stations in the WLAN through an access point (“AP""). More particularly, each station
cén have a fransmission range within which the station can transmit signals to an AP
within the WLAN.
(0005} Other stations located within this transmission range can detect signals
transmitted by the station. After detecting signals transmitted by the station, these
30  other stations can wait to send their own signals until the wireless medium is free
from traffic generated by the station. However, becanse a station can have a limited
transmission range, other stations located outside of this transmission range, typically

called “hidden nodes,” can exist in a WLAN. These “hidden nodes” can send signals

1



cal l ed "hi dden nodes,"” can exist in a W.AN. These "hi dden nodes" can send
signals 1 12 Septenber 2006 WO 03/079708 across the WLAN that can collide
with signals sent by the station. This type of collisjon arisi romthe
presence of "hidden nodes"” is typically called the 1 iéﬁi&ﬁmbfd'dgﬁbé oblem ™"
[0006] The WQ9¥(781%8n of nessages resulting fromthe "hidden node problem
‘can 5 create unac erformance and reliabil].t r.obl e in a W.AN.
For instancélf’rosse%(?m?{éagg%ﬁﬂﬁéﬁgﬁ?ﬁg‘?ﬁ? t%wta o%o.lﬂflfgf%ﬁ%can be resent
accor di ng t @ollidpnlabbhg AiBMh2hd preséren daridddebiaotst is typieslbeshliag tHeltiddessage can
del ay the recgi pt f’f fhe nessage at its destination. In addition, each
resent messay e pRRleBbnsume additi onal bandwi dth in the W.AN. Such del ays
and bandw dibogep 134 BBiisBR of RBssabdsG itz TRim HE “HRSSAURS phiiag” gant across the
W.AN, thereby creating performance and reliability problenms in the WAN
SUMVARY 5[ 0G0:E}e Mriseceptablieasriotmansa andreliphilibnpseblems mat WEAN oFa itstaigen node in

a wreless | E:Jf'! ATl [ | i d station,
and an acceseg poFSnS% .e@éﬁglﬁe eggé’r?é{%?cﬁﬂeh%%é}g h%?}e{wﬁiaﬁée&r@.lﬂggcfﬂxg atton can send
a nmessage, Wi92s1é stah@ardeNswgeer) ssendmgtithamesaghaina délapthe. reddiptef theecei vi ng t he
nmessage, the access, point can _send,.the .nessage to the second.station. The
second st at i%ﬁsﬁgﬁﬁtﬂg‘%‘éﬁwo{lh@l ﬁﬁ%?@FWﬁ‘ﬂ@saﬁﬁﬁ%g%nsmﬁg‘?‘ P53 r esponse
to recei Vi NGhahfGiATEHIRIWLAN eSHRA@RNRYs Sid8neRidtacbnsaRstich bah affeGieaRy edgenent
to the access point, where the acknow edgenent can be sent as a__control
frame. The fm9essagesbeing st acpssomMLAN, fhrehirecsdiog pofirrawgenandreidilityt r om t he
second stati s point. [0008] In another exenplary enbodi nent,
t he access ﬁ&&%ﬁ%gﬁﬁ%gﬁf a nmessage to the second station, where the
nessage can be sent as a data franme. The second station can 25 receive the
message fromthe access point. Inr o receiving the nessage, the
second station can send an acknow ew o the access point, where the
acknow edgeneod7] Ckhe pbSe Gifention fltanb detkctingafitdded hedd infaskirdlesatléd@ah can det ect
the nmessage sent fromthe access point to the second station. Furthernore,
the firsts s¥eANSHOKIAVIRG Aifrel stofien. aspeond sleHomond gerierts Ro¥Ht | ¢%m t he second

station to t&i8mplary embodiment, the first station can send a message, where the message is

sent as a data frame. Afier receiving the message, the access point can send the
message to the second station. The second station can receive the message from the
access point. In response to receiving the message, the second station can send an

20  acknowledgement to the access point, where the acknowledgement can be sent as a
conirol frame. The first station can monitor for the acknowledgement sent from the
second station to the access point.
[0008] In another exemplary embodiment, the access point can send a message to the
second station, where the message can be sent as a data frame. The second station can

25  receive the message from the access point. In response to receiving the message, the
second station can send an acknowledgement to the access point, where the
acknowledgement can be sent as a control frame, The first station can detect the
message sent from the access point to the second station. Furthermore, the first
station can monitor for the acknowledgement sent from the second station to the

30 access point,



30 access point. 2 12 Septenber 2006 WD 03/079708 DESCRI PTI ON OF THE

DRAW NG FI GURES [ 0009] The present invention can be best understood by
reference to the following detailed description ta i n copju j.on with

t he accorrpg{;%w(ggﬁgaw ng figures, in which like paﬁisﬁagﬁmﬁévgﬁhﬁr ed to by

| i ke nuner 010] Fig. 1 shows an exenplary OSI seven | ayer nodel;

[0011] Fig. 2 shows an %W@I@&;wgﬁw(g%ﬁm' n a wreless |ocal
) I g. I'S

area network ("W.LAN") an exenplary tlow di agram
i || ustrati n§pooay Theprestnainysntivh can be beshsndemstand Biréfdrentoto the kdlowitiey. 4 shows

an exenpl ary e, | ment of the hidden n probl em. [,0014] .Fig. .5 shows an
exenpl ary séatali;r%‘g‘ge“&ﬂl’“f’ﬁﬂ‘&“&@H&W@%@Wﬁ@fﬁcﬁlﬁ%&gm gﬁmg‘&gh‘pl ary flow
di agram of hhakepartt ey be fferRd tol 59 tiké Aumetalsect a bi dden node; [0016] Fig.
7 shows an eer})I ary header that can be included in a frane; and is [0017]

Fig. 8 showi003RI BigemphetysancxguiplapeO8t severlaperanedelinges. DETAI LED DESCRI PTI ON
[0018] I n ofgiRyy f%rp%ms%&g@g{agyt )@&fd@&’%iﬁ@%ﬁ?&%@l’&@oéglafege present

i nvention, ‘"the ow ng de lon sets forth numerous specific details,
such as speaoétisiock COVIBANT); gur at i ons, paraneters, exanples, and the like. It

shoul d be r .ze howev hat c escripti LS t..int.ended as a
i tatton SIHERERSE sy A0SRl bl BlagPeiBER R YRR SRt a o
provi de abetWwkeaNgescription of the exenplary enbodinments. [0019] Wth
reference to Fig. 1, an exenpl a | seven |l ayer. nodel is shown, which 25
representfs éqplégg}.& ﬁéﬁ"%ﬂ’e‘f"e@dﬁé’ %Q@‘Pﬁt%@ﬁ‘{d@%&ﬁwrﬂ@&rﬂr nto | ayers
accor di ng t gporlyp@ig. 5%&&9@&%}:\4&@1‘%&%@%@&&%&exdhﬂnéé@;rt icular, the seven

| ayers include Ehy5|cal | ayer “ 102 corresponding to layer 1, data link |ayer
104 cor r espdiShgia 6 shewyein xemplaryBew diagrapret agecasothaeeasdedisediot o | ayer 3,

transport | responding to layer 4, session |layer 110
correspondi %t%étoa]@%/eg@{c’g?’ presentation |ayer 112 corresponding to

[0016] Fig. 7 shows an exemplary header that can be included in a frame; and

15 [0017] Fig. 8 shows an exemplary sequence of frame exchanges.

DETAILED DESCRIPTION

[0018] In order to provide a more thorongh understanding of the present invention,
the following description sets forth numerous specific details, such as specific

20 configurations, parameters, examples, and the like. It should be recognized, however,
that such description is not intended as a limitation on the scope of the present
invention, but is intended to provide a better description of the exemplary
embodiments.
[0019] With reference to Fig. 1, an exemplary OSI seven fayer model is shown, which

25  represents an abstract model of a networking system divided into layers according to
their respective functionalities. In particular, the seven layers include physical layer
102 corresponding to layer 1, data link layer 104 corresponding to layer 2, network
layer 106 corresponding to layer 3, transport layer 108 corresponding to layer 4,
session layer 110 corresponding to layer 5, presentation layer 112 corresponding to

30 layer 6, and application layer 114 corresponding to layer 7. Each layer in the OSI
model only interacts directly with the layer immediately above or below it, and
different computers 100 and 116 can communicate directly with each other only at the
physical layer 102. However, different computers 100 and 116 can effectively



30 tayer 6, "and application |layer 114 corresponding to |layer 7. Each |ayer
in the OSI nodel only interacts directly with the |ayer imedi ately above
or belowit, and different conputers 100 and 116 can conmuni cate directly
wi th each other only at the physical layer 102. Ho [ | & er

conput ers 1QQ @l%-dsl6 can effectively 3 12 Septemeﬂgsgt%egﬁg;g?%
communi cate at the sane |ayer using common protocols. For exanple, in one
exenpl ary enbagihaReite attBeRElayckQfing dGm@OoNPiotdcoi! Fovktdmplgnodeer 116 at

application |ayer 114 by propagating a frame from application |ayer 114 of
conput er 10@‘35%1%5‘9}’%%&?“‘% 8?@’“@6183\%’4 fonyAvmpats wahcpmper Hod@hes physi cal

layer 102. Thef sifiBager §MLY Pﬁn@a@énﬁéﬁ%ﬁiﬁ%ﬁ?ﬂ)ﬂi@fgﬁm&b& 4 bebffpudP2 Of

conmput er 116 ‘and propagat ed rough’ each |ayer above physical layer 102
until the fr &dfthrovgh aech layssibelomit wil fhgyfemerearhes physisablayarl 03.16he f8020] The

| EEE 802. 11 el | " y t t
the data i nioithyare g kel 8581036 Auittian 63nd pipilitegiodBE 01 15 °
| ayer nodel , esh ldes avavb eilysidnd keer BRwatibthe ik réidReslappligativalaysr HY dfayer 2 of

the OSI seven | ayer. _nodel, |ayers 3 and above can operate according to the
same prot ocoP¥WPHEEdOvi th | EEE 802 wired LANs. Furthermore, |ayers 3 and

above can bejyneVehETEME 80208 AU T visdleis Idot! dbRRGROAGIFWLANG® at |ayers 2
and bel ow. Accordingly, layers 3 and above can operate identically in the

| EEE 802 wi r eperatefatdbgydatatink faper 18d.ovhich aosregponsts todgyerReafifisr @SI sgeasy s can be

0 : C | . N
BLAN T uled RS Renabe] A6, nbaUATRERS olliEh Iy 2UCHEONN OF Vi ce
set 200, whi sdveh tayasmodel\iiyds 3 endabdive cantapetabeackliidingd0 thelshms pemtokaisd, i s

depi ct ed havi ng basi Vi.C S " BSS") ,206, . 20 and 210. Each_BSS can
i ncl ude an ag%%ggw vﬂ%ﬁg@% vl tl%}fef%%gnd%ﬂe PRRFHCS84 i s a
conponent t hate medwork edmﬂg&rmp@ﬁﬁ@ma atllgyetdTEanilibw. MbdoedinglaNafes 30bi | e,

portable, statignary, and the |ike, and can be referred to _as the network

adapt er or n@dwoNe P erie Wentisally mHae RS $Q%wised bAS and it ERH£0¢dA be a
| aptop  cQMPYEAN. FuRfiRRRALsdi SR hrR8RbEHAR the s3RE idtifack] Kbl ddi tion, a

station 204 can support station services such as authentication,
deaut hent i cawihethsr & AN ofeViadiiguss. 25 data, and the |ike.

[0021] With reference to Fig. 2, an exemplary extended service set 200, which forms

a WLAN according to the JEEE 802.11 standard, is depicted having basic service sets
{“BSS™) 206, 208, and 210. Each BSS can include an access point (“AP™) 202 and

20  stations 204. A station 204 is a component that can be used to connect to the WLAN,
which can be mobile, portable, stationary, and the like, and can be referred to as the
network adapter or network interface card. For instance, a station 204 can be a laptop
computer, a personal digital assistant, and the like. In addition, a station 204 can
support station services such as authentication, deauthentication, privacy, delivery of

25 data, and the like.
{0022] Each station 204 can communicate directly with an AP 202 through an air
link, such as by sending a radio or infrared signal between WLAN transmitters and
receivers. Each AP 202 can support station services, as described above, and can
additionally support distribution services, such as association, disassociation,

30  distribution, integration, and the like. Accordingly, an AP 202 can communicate
with stations 204 within its BSS 206, 208, and 210, and with other APs 202 through
medium 212, called a distribution system, which forms the backbone of the WLAN.

This distribution system 212 can include both witeless and wired connections.



[0022] Each station 204 can conmmunicate directly with an AP 202 through an

air link, such as by sending a radio or infrared signal between WAN
transmitters and receivers. Each AP 202 can support, station seryjces, as
described ghppareARd can additionally support di strlizb%?l?@mn'é"é‘réﬁ“éés, such
as associ ation, disassociation, 30 distribution, integration, and the |ike.

Accordi ngly : i | ens Ll eddS BSS 206,
208, and 2169&%?1%9%&%? ?‘lfebr g a%gg’eﬁnréfoﬁl}gﬁﬁ%gdl umg(gélggl, M%% ué(‘?lécgi1
di st ri but i osta8gs20dmusihé ethémicated tchandmasokiated avithf ang AR 200 \orderThi s

di stributiop_ system.,212 | N t | i connections. 4
WO 03107970 e“fﬁ“"é‘é@l‘e"#%ﬁ%&%%&% A lRp S Rkl g,:ﬂ%goyi and 3,
under the ceati@n04 teEns 8302tatkll S0O))dhed statiar D04 Suatithentidftdd tumkl be

aut henticated to,an ssocjiated w.th P 202 jn order to  beconme a part of
"5SS 206, FOSOADTE SAGE AL FuPe AN HEHB At Py ega HBRED sl on
204 begins !uﬁm,ﬁér%&'%aﬁlegﬁﬁg such\BeffnStypd iR cal 4lldve stdfReni e tidcaRiad to and 5
unassoci ated with an AP 202. In State 1 (300), station 204 can only use a

limted nusbibentispteiie amAPAPRcand thalike. as frame types that can allow station
204 to loca ' | . ] If
station 204&@112312%53 g@ﬁ*’ P@Egﬁ:’? %{%@1&%@@&%@@’6&0}%@%&?@0@&3 hag hﬁ’g ation 204
can be el evatretk dlevakikidd Sta?e 7 g02), wheteestation 204 iscutlizfidcatsl tashéent i cated to and
N unassoci ated w.t h. t he AP, t 02 station, 2 cap use a
s oa BBt pE AR 0. 1ot 2LH00F sfeof b Gt 8 hedRd siPBen o i on
204 to assoek ahMe Wpkf) sach HfrantiFpesaid chhlow dtion[ M2 hssbéiaeathiaMP04 t hen
successful | épassom ates or reassociates 308 with AP 202, then station 204

can be el evaPédgnddhedikgre 3 (304), where station 204 is authenticated to is
and associ atghsyr ok 282 then ﬁ‘cc@ésﬁlﬁrﬁs&ﬁ%)orre%s%ia%@%ﬁ’%ﬁ?ﬁ’e e any frame

I
types to co nicate wth APSZOZ and other stations 204 in € AN. |f
st ation 204 thenetation 884 eandiesdeyateditaSiatad 304} Wherststation 2040is authentiestedttés on 204

can be transitione Q.St , r (Magolg L f, station 204 then.receives
deaut henbi c&?é %Sﬁocﬁ%f:ﬁ&?viltgfﬁgi %Or% g“iﬁ%ﬁ@ﬁ"ﬂ?ﬁ?‘% %6n4 %9 S%%W%@n? ‘fyg?fqut ioned to
State |. Undemmiuhiatebih 8P203 indsdthardentions 2045h 8icl WRAN) I2eMtiera204be
authenticated to different APs _202 si t anepusl y, but can.on e
associ at ed WFEHDA @Séaséczwnémgﬁg}mpi3ﬂr@%1%az@}f2ﬁﬁfﬁn berardisest éﬁﬁﬁﬁ to Fig.
2, once a shatpufferdidfe, ifstAishNON AR Ved QadidEntication notification 312, then

station 204 can be transitioned to State 1, Under the IEEE 802.11 standard, a station

20 204 can be authenticated to different APs 202 simultaneously, but can only be

associated with one AP 202 at any time.
[0026) With reference again to Fig. 2, once a station 204 is authenticated to and
associated with an AP 202, the station 204 can communicate with another station 204
in the WLAN. In particular, a station 204 can send a message having a source

25 address, a basic service set identification address (“BSSID™), and a destination
address, to its associated AP 202. The AP 202 can then distribute the message to the
station 204 specified as the destination address in the message. This destination
address can specify a station 204 in the same BSS 206, 208, or 210, or in another BSS
206, 208, or 210 that is linked to the AP 202 through distribution system 212.

0 [0027] Although Fig. 2 depicts an extended service set 200 having three BSSs 208,
208, and 210, each of which include three stations 204, it should be recognized that an
extended service set 200 can include any number of BSSs 206, 208, and 210, which

can include any number of stations 204.



associated wth an AP 202, the station 204 can conmuni cate with anot her
station 204 in the WLAN. In particular, a station 204 can send a nessage

havi ng a source 25 address, a basic service set idenjjfication ress
(*BSSID'), and a destination address, to its associﬁgﬁl’%\@“&@ﬁ%ﬁg AP 202
can then di%¥POB7® t he nessage to the station 204 specified as the
destination S$.1 he.. IS .dest | | n specify a
stati on 204 TUbhons hied BRUPSBAMG: el RN R BRI, RO 0%,
or 210 that kcempariskse b wived hANARR €2 qubliiywd borgineticatinms over sWEAdT@H12. 30
[0027) Although Fig. 2 depicts an extend rvice set. 200, hayi t hree BSSs
206, ) 208, oty Soieatsge HAbHo AR RRFeRhEIGE HANE & S EXEPURSSHOP Sul d be
recogni zed t Rath r8khrd ﬁ?@ig.’"ﬁ!@ﬁﬁﬁﬁ:&ﬂtﬁﬁn s@hmaidate dithi ofisdr YR o ROARKGRET Oof BSSs
206, 208, and 210, whic can include any nunber of stations 204. 5 12

Sept enber 52068 ARH20day prtiguipdp 2esh Hationci0d gabaviciadranswshiRg 18R VEEBY | de
users wth '%ﬁ&aﬁﬁﬂm%ﬁ?bﬁiﬁsﬁ&igﬁﬁ@%@(ﬁzMﬁ@%ﬁﬁ?’Diﬂ&tentt he quality
of conmuni cations over a can ~vary for reasons that arée not present in
wi red LANs. Rtatioss@idplithin adVilsNeean bad differos transrtissioepages, tiepeRdigg off thest at | ons

204 can communi cate wth,ot.her staiions. 204. t hr ough an AP . . Nore
particul arl y,(’ﬂ%@%ﬁ‘%’fzﬁ?ﬂgﬁ diges U ﬁf\t)%mﬁs %lbr“aﬁ'g’ﬁf’gaﬁpi?! %ﬂ%ﬁgﬁﬁvﬁ ®n  which
station 204 G@#& 49selisSAD04 Sarcidat § differen tri¥RnAGZonah e thad HEpilipAlNed &3 fferent
stations 204 within a W.AN can have different transm ssion ranges, depending

on the cWaréEW@??§$ics of the devices used as stations 204. For exanple, a
handhel d devigggag) Afath 20k Gngit: ﬁﬁ@ah@vaﬁﬁ $07, bekeahidds 208 BiSRi on range
029] Wen

than a | aptop used as to station 204. a station 204 transnmits a
si gnal to an lgmteopthipthedransmissipwrange ofithe siatitne204| towamisting\ihe lsignak (These

transm ssi on r.ange.. i 2 J3t L1 N he, si | .. These ot her
stations 204 oélgeﬁg%%?%c%ogﬁﬁ'z&%%%%rﬁra?‘?%g{eggl nalahgﬁ%‘%glﬁ%\%elg{ia%egose d their
own signal s sigihisluntihthe wirckkemedinmds G fremftrafic dssaratéd with He teaseiticdt ed with
the transmtted js.signal. However, as described above, hecause a station
can have & | 1987k OV SER HASERBH a1 oY LT8G 3 BREFA out si de of
this transm sgineRiskigh SRge, lofiir GAlibNs losuddd REidUrdds fraRdl@fon raf @) ypldaRy 1 N @
WAN. These "hi dden nodes" can send s“lv_gnal s across the WAN that can

col Ii de wi t h wllgthdiddenandesp\cap gsisting WhAN. filiese ‘thigsten pdes™ can send signals

across the WLAN that can collide with signals sent by the station. This type of

collision arising from the presence of “hidden nodes™ is typically called the “hidden

20  node problem.”
[0030] More particularly, Fig. 4 depicts an exemplary embodiment of the “hidden
node problem.” With reference to Fig. 4, stations 204a and 204b are both
authenticated to and associated with AP 202. Furthermore, station 204a has a
transmission range 400 and station 204b has a transmission range 402. Becanse

25  station 204a is not located within the transmission range 402 for station 204b and
because station 204b is not located within the transmission range 400 for station 204a,
stations 204a and 204b can both send messages to AP 202 during the same time
period without being aware that the other station has sent a message to AP 202.
Specifically, station 204a can send message 404, which can be detected by stations

30 204 (Fig. 2) within transmission range 400. Because station 204b is located outside of
transmission range 400, station 204b cannot detect message 404. During the same
time petiod, station 204b can send message 406 to AP 202, without being aware that
message 404 is also being sent over the WLAN. Message 406 can be detected by |



collision arising fromthe presence of "hidden nodes" is typically called
the "hidden 20 node problem™ [0030] More particularly, Fig. 4 depicts an
exenpl ary enbodi nent of the "hidden node problem”™ Wth refere to Fig.
4, stations_204a and 204b are both authenticated t E&PQ?Q@EF%@& with AP
202. FurtheVRIPRP™® ation 204a has a transmission range 400 and station

204b h t Lansm . LOo ' ted
2000, a2 | ERSIAA8 90 2388 ARBuRRGIYAR B BhAMORARRIRAR Bl P2 T
i s not | ocat edtside bfiramsiiwsiohrarpgemill sstaton2@égmudalefeot medsagas 406, Bdtimns st at i ons

204a and 204 an h send ssages Q. 202 during the sane tine period
it hout bet ndvEadbe dohar? Biieat 2R B0 CEed hidim s LBt i BERR il 005
Speci fi cal | yareqbcitddnsZRAT et otR@NArABaRAGErh84, Whi ch can be detected by
stations 30 204 ﬂFirg' 2) within transm ssion range 400. Because station 204b
i s | ocated olR0Sihn tBe preseni axgmplanysimbedimyat, hergusegnessagss 40hanl 406#ot det ect
nmessage 404. ;, Duri: s Aol rd : Wa) sage 406
e 16 6 SO i (R Sae e beriSd ik A aRE R ER Lol

to AP 202, w eing aware-t ng sent over the
WLAN. Messaget 4P@0Z athibeoltisive careiteppiahd deliSerytof bbthrmeBais. Npiodlyhe708

stations 204 (,Ei.g. Wi thin transpi ssi. range 402. Becaus ation 204a is
Toaat o0 ot & e P hedihobeAty BhaidRs hoRe HmanRE BE ettt or be
message 406. “fdaén s prodleas”and 204b are typically considered "hidden nodes”
of one anot her because .t he

y. are located outside of each her's
transmi ss¥on (4084} dhe colfieraf messages gespiting Som &5 f‘é‘_r%f’%é%g' e, _because
messages 404 .qad ﬂg&eﬁtﬁﬁe pEFaReAbd 5iRCketifhi p?o@?en%%'aﬁﬂLW TR fRtantdI® per od,

messages 404 and 406 can collide at AP 202. This collision can interrupt
t he del i very eath messtgeikas dxigtestupted by @splligion carebe wednt perosdingio the Biyes

originating f ' [ i i +hidden node

pr ogl em" '? o] 8%8&%@2‘2 %%ﬁq?‘?eg’irgﬁhglb § ﬁﬂgﬁ%g%se cg%gﬁﬁi&gé&{gﬁé%f e "hi dden
node pr obl emimessage alciisalzbtinatina.c regpldittohceqole rds et mesage amdcanstuha bdditiang! pr obl ens
in a W.AN. For |nstance, sage that.ig.interrypted b ol I'i sion
can be regenga%‘i?’gaﬁa‘d?ﬁﬁW{riﬁ&qggéﬁlgg%ﬁ@%ﬂd@%ﬁ“@p%m#@%@%ndi ng the
nmessage can Gdsgiged hrtng REEARSss e WIAN, iRSHFURabhg bdrforf@bdd dAdrkl@Bility N

addi ti on, each resent nessage can consume additi onal
problems in the WLAl\(] .

[0033] Accordingly, identifying hidden nodes in a WLAN can be useful in
determining the characteristics of a WLAN, such as the potential for performance and

20  reliability problems in the WLAN. With reference to Figs. 5 and 6, an exemplary
embodiment of a process that can be used to identify hidden nodes for a station in a
WLAN is depicted. More particularly, station 204a can obtain a list of medium
access control (“MAC”) addresses for stations 204b in a WLAN by any converient
method. For instance, station 204a can discover stations 204b and their associated

25 MAC addresses by deteciing signals transmitted over the WLAN for a period of time,
and from various locations. In another example, a list of MAC addresses can be
imported to station 204a. For instance, a list of stations 204b associated with AP 202
can be imported to station 204a.
[0034] In the presenf embodiment, after station 204a obtains MAC addresses for

30 stations 204b, then station 204a can determine which stations 204b are hidden nodes
to station 204a. More particularly, station 204a can determine if station 204b is a
hidden node during sequence of frame e}ichanges across.the WLAN. In step 600,

station 204a can send a message 500. With reference to Fig. 7, message 500 can



15 bandwi dth in the WLAN. Such del ays and bandw dth consunption can affect
ot her nessages being sent across the WLAN, thereby creating performance and
reliability problenms in the WLAN. [0033) Accordingly, .identjfyi hi dden
nodes in a WLAN can be useful in determning the cﬂéﬁﬁl’mb?géﬁaéf a WLAN,
such as th&PBYUAI%®al for performance and 20 reliability problens in the

WLAN. Wth r, 1:0S.:.. .2, &l I . Ijent of a process
that can be HOSHEFEGALOD: et ARlndion 20 BETOR Sl SERRAE™ V) 7 ¢
depi ct ed. MidentifationotiBSSID) 784, atsomme 2diHtess Fa8) and bthenindorntattm 610, medi um

access control ("NAC') addresses for._stations . 204b.in a W by any
conveni ent 1&3(9 1y, pepde lgi%eg,sagg§gﬁpwa§6agesglgﬁhqﬂ@Wﬁﬁ%ﬁ%{q ons 204b
and their asgapndoas 1255IPG08d6k16 AFER2DMddaaRE hildess W8 akiSo baffsMidat ed over
t he WLAN for agierlod of tine, and fromvarious |ocations. |n another

exanpl e, ‘@ |i0835]1dn sionGOA R 2e%ean reepiveaypessagg 8-t Bresnonss tatrpesHizD4a.  For

I nstance, a |] S | 4 | ' R hnported to
station 204aljflés[§%)%§§ﬁo’ %ﬁﬁi{nh%ge%pﬁﬁgégﬁ?% %gﬁ%ﬁ‘%w&g‘?’@gﬁé’g%ﬂétﬁ on ??A?g obt ai ns
MAC addr esseie station 304ss thattep 9686, 20udion 204vc0an s¢caive HCKR 6AX Imanmeet er m ne whi ch
stations 204b are hidden no to stati.on Mor ti.cularly, station
204a can det BRPRITESYH; 1@%‘9Pgﬁi”26‘2§5n tsre'ée“’%@géﬁz rﬁ'i?&'éﬁg %@% Hﬁ&‘gbaquence of
franme exchangrsified pasd oftiiR, WeAMatibM2GlaRRn RO méskaiei500, sd4Rgiaagainend a
message 500. Wth reference to Fig. 7, nessage 500 can 7 12 Septenber 2006

WO 03/ 079708fpmetepd8l af Hge®ler 700, having a destination address 704, a basic

service set rgh@gnt >ald . : : r %d@'e ' and ot her

i nformation %gﬂ Aésc:{)%m |Og§1?§r§%§}§é)§3gjrﬂgg‘8b€dr@ Qn%{églg% gbigazﬁgﬁ?gbe a

desti nati on sedmnessgd 0N wetativn 204 st hesma2G0h, basedRBEShOdFMiGatiet adties?AP 202, and
a source add s, 208 .set tation 2 a2 [:0035 n.step.602, AP 202 can
receive rressz%gse%é’&%”? ealdgrg’f@no?én?sbaﬁ 8@@”3?%91”3%3@@’9%&%@6%0%% In step
604, AP 202 eaéivsgishags 500 WPEHIDe e fdspdnsé\¥alééei B2 mebagS 5 @L URA i2@dm. | n
step 606, st tion_204ah ve ACK me epbodi nents, if station

204a doed’ nobl% EEEPYE ReRn 598 ACK 5050 ég%g%m ‘wﬁ‘ﬁ% , segpepsiaien 64 od of
L][ rens 1 eggegf S%aﬁiéﬂquhngﬁi@t@d 6@Bss'tRS WA T BRSABBu M nsBREioR ¢4Hg8 489aHE 4)! O from
As described above, other stations 204 (Fig. 2) that are located in this transmission
range can detect ACK 506.
[0037] Next, in step 614, station 204a can monitor for ACK 506. If station 204a can
20 detect ACK 506, then station 204a is within transmission range 402 (Fig. 4) of station
204b. If station 204a cannot detect ACK 506, then station 204a is not within
transmission range 402 (Fig. 4) of station 204b. Furthermore, if station 204a is within
transmission range 402 (Fig. 4) of ACK 506, then station 204b is not a hidden node of
station 204a. Alternatively, if station 204a is not within transmission range 402 (Fig.
25 4) of ACK 506, then station 204b is a hidden node of station 204a. -
[0038] In step 614, it should be recognized that station 204a can fail to detect ACK
506 for various reasons. For instance, if AP 202 fails to send message 504 to station
204b, then station 204b would not send ACK 506. In this case, there would be no
ACK 506 for station 204a to detect, and station 204a’s failure to detect ACK 506
30 could be attributed to transmission problems between AP 202 and station 204b.

Accordingly, in some applications, if station 204a does not detect ACK 506, station
2044 can send another message 500 and monitor for another ACK 506. By
repetitively sending messages 500 and monitoring for ACKs 506, station 204a can



[ 0036] According to the present exenplary enbodinment, in step 608, AP 202
can send nessage 500 to station 204b as nessage 504, based on the
destination address 704 set forth in header 700 Ofn{i sa Bg in
step 610, n}é@tl @ 04b can receive nessage 504 fro 952‘0 ponse to
recei vi ng é’é{g then in step is 612, station 204b can send ACK 506 to

AP 202. ACK r s the WLAN
t hr oughout a§118 l%fﬁg%&%nél&gg%%g?hggﬁg%@n 20%?& aqﬁs&eég{éggp%&%%nz%\%g ﬁpot her
stations 204sté.tﬁng204ﬁyecbﬂvai argr ACK d0a thedh statiofnl2i04b, themrtatiog20dmcanr ange can
detect ACK 5 7 in.s 14, st 4a.c or for ACK
506. If stat 8"3?{"%@‘ ‘1,5 %84131&“8 ?gﬂ%@ iﬁtﬁ@ﬁh‘ée?%ﬂf%%l?%g %l Swi t hi n
transm ssi onpétan@eetag ACH 806 #dmQtatich aoctbgthen #24bn 204a cah atlepRingfida cannot

det ect ACK 506, then station 204a_is not within transm ssion range 402 (Fig.

4) of stafi ofiaipendPibpsa hiddimunds withrmere senfisiencers she nnrghor pf messegesS8%i ssi on
range 402 (Ffegiﬁlt@el}pe %ﬁ]mﬁo?ﬁmqﬂﬁéﬁﬁ on 204b is not a hidden node of
ve

stati on 204a ternati station 204a is not within transni ssion
range 402 ( Fl0§39] Aﬁeﬂéetmhm&@@ﬁﬁﬁ@rstdmenZ%bwsaMdmn@de of statibh @M= node of

- station 204a. | n st 614 uId b ni.zed at st.ation 204a

cha ol to Bt ORI ce b e boye Josnied bechedTol RGNS 2hith e hp 0,
fails to sendesﬂﬁﬁ@i%@véoﬂltﬁ@gﬁmﬁpr%m @%blmanh@éscﬁms%tonamm@g)éhst\wul d not send
ACK 506. In this case, there would 6 for station 204a to

detect, afd MAL pddessendar %tatﬂ%sﬂaf"ém%“@é%é&shméﬁbswoa@z%@ﬁ@ seelatt ri but ed
to transni st&b9&&9&&9&@@&%@&&?@&%&%@& @bl g&lﬁ%&og 2‘6%%9}1%9' y, in

sonme applications, 1f station 204a does not detect ACK 50 statio 204a
can send anotﬂwmgﬂmMé‘é‘g@ldmﬂlsaﬁdddmmﬂ@of&s!mloali’@#ﬁer ACK 506. By

repetitively fo CK station 204a
can 8 12 Sepiﬁﬁ’@ﬂwg’dg%§e%€%%3§ggfg@3‘8@5%9@1?5’%%&%5@F@"‘BZ’F é‘?ﬁ%\tﬂe whet her
station 204b1deﬂtlﬁfm(ﬁdﬁld&%(ﬂiﬁa sthtica ia i WhARG4 depidiéd. Mbﬁpﬁbuﬂaﬁl&astﬁtﬁmel ves any
ACK 506 from ati on_ 204 hen statjon 20 t hat _sfation
204b i s 15t 2044 HBOR oraied itk BmaRtretyree o SEAP 2B Siarstaion e coei ve
any ACK 506 &50k8 Skl wiVAR 208 e Shobl@de redh ﬂﬁ@éiatﬂﬁxtmgbﬁﬁoé hat s
station 204b is a hidden node with nore confidence as the nunber of nessages

500 repetit itpassscigedivith ABROStia seromapplicdions cWhes AB 202 sends a message 800,
which can originate from any station 204 (Fig. 2) or from any AP 202 in the WLAN,

to station 204b, station 204a can detect this message 800. In response to receiving
20  message 800, station 204b can send ACK 802 to AP 202, This ACK 802 can be
detected by stations 204 or APs 202 (Fig. 2) within transmission range 806 of station
204b.
[0041] After detecting message 800, station 204a can monitor for ACK 802, which
can be sent from station 204b to AP 202, If station 204a can detect ACK 802, then
25  station 204a is within transmission range 806 of station 204b. If station 204a cannot -
detect ACK 802, then station 204a is not within transmission range 806 of station
204b, as shown in Fig. 8. Furthermore, if station 204a is within transmission range
806 of ACK 802, then station 204b is not a hidden node of station 204a.
Alternatively, if station 204a is not within transmission range 806 of ACK 802, then
30  station 204b is a hidden node of station 204a.
[0042] One advantage of the present embodiment inchndes allowing station 204a fo
passively monitor the WLAN for messages sent by an AP and to passively monitor

for ACKs sent to the AP from a receiving station. By passively monitoring the



100391 After determ ning whether station 204b is a hidden node of station
204a, station 204a can repeat the above described process for other

stations 204b in the list described above. Although resent odi nent
describes obtaining a list of 10 MAC addresses for stlg{breﬂﬁgnambz(?ﬁa WLAN,
it should b¥O P@B@& ized that a single MAC address can be obtained in order
to determ ne S 4 ress is a
hi dden node g’f-’[“%ﬁﬁ&f 0‘{8@&%@“8@@%@%@“@”@”# ‘#5%“ éésugﬁlot her
exenpl ary prodees withai cﬁﬁﬁnﬁﬂgbﬁﬁ%dtborint&ﬁhngwnhltﬁﬁﬁmv%ﬁdﬁwm a station
in a WAN is_depicted. Mr articul arl st at.i,on 520 e | ocated
wi thin trans Arer %ﬂiﬂ? @chﬁpaﬁﬁi"% Q%‘/’nwrt%@%}@ﬁ stafigyy i ?Man be
associ at ed WidheARe o rhé pétfiRdnbE %Htﬁéeﬂéﬁhﬂﬁ?eﬁalﬂé&nﬁhﬁtde%ba@é%vﬁan be

pp

unassoci ated wt'h AP 202 |n sonme applications.  Wien AP 202 sends a nessage
800, whi &h esdesoribed srpaustely, drahawld bs recoprediba these grenmlagyrenfbodimentsy AP 202

[0 he VLAN, ol ShAGD SRR eordliBlRaP R, £ 8ulaL SEhvaDinfiBoRETS 800, 11

response to recei 02 to AP
202. This ACKWI3QS acdehgto tﬁepmioﬁﬁlyldysc&bai exepla2P dmbodidPat 220 padsiely  2)

within transm ssio of station 411 After detecting
message 800, mopiien gﬁ@ﬁ%ﬁ“&“&@%‘? %Prefeﬁ‘Fe‘%k%PW ‘W‘i‘}g © saE{iBS sent from
station 204bpt@gAP 202. |f station 204a can detect ACK 802, then 25 station

204a is Wlthl n transm ssion range 806 of station 204b. If station 204a
cannot de? ecl0048Kinemeh of the pxasmiaty precepandsserivrgrabore; piption #04ssan bsi on range

806 of stati e I f 204a is

Wi t hin trans%{aggg%%g?lgﬁgteaﬁg %g'i"pﬂié% S%Erﬁﬁe%g n?%or?afﬁ%é‘ﬁiaii 6t a hi dden
node of st at canpé4apersddal dmgﬁdtasmﬁhay, andftheslnlad; ilo nddaﬁda staamm @Maman bén

transm ssi on uk 8%6 806 of ..ACK 82[ w@_ﬂ % tlon 2Q4b . P den node of
station 204aetFAPEEe drgrattcdge gt 48, Ve 19obidides

al I owi ng stameqmea%asetwtheqa@ﬁwﬂdomﬂmmaheﬁsmh@mfor rressages sent by an
AP and to passively nonitor for ACKs sent to the AP from a receiVving

station. By H4d] Terhermers themenystsesyibed dbpsrvaiyesard tpthe W@}w@m?os W.AN
the VEAN i PRL coaSReriie AARIANE) & il B I r e AR ing CHETERE O e
WL AN. 802.11 standard. More particularly, in accordance with the current IEEE 802.11
standard, data frames can have lengths of at least 29 byies. In contrast, the ACKs are
sent as control frames. In accordance with the current IEEE 802.11 standard, control
20  frames can have lengths of at most 20 bytes. For instance, a standard IEEE 802.11
ACK has a length of 14 bytes. It should be noted that these size limitations for data

frames and control frames may change if the IEEE 802.11 standard is revised.

[0045} In addition to being smaller in size than data frames, control frames are solely
generated at the data link layer 104 (Fig. 1) and below. For example, when a message
25 isreceived, an ACK is antomatically generated at and sent out from data link layer
104 (Fig. 1) at AP 202, As such, the received message does not need to be processed
above data link layer 104 (Fig. 1) in order for the ACK frame to be generated and
sent.
[0046) As described above, the messages and ACKs described above can be detected
30 by stations and APs within the transmission range of the station or AP sending the
messages or ACKs. Furthermore, the information detected can include header

information, such as the source address, destination address, BSSID, and the like.

10



Furthernore, station 204a can passively nonitor nmultiple stations in the
WLAN during the sanme tinme period. Although the exenplary enbodi nents
descri bed above s are described separately, it shoulf gﬁ%{éﬁﬁﬁini t hat
t hese exenpl ary enbodi nents can be conbi ned. Such a P t ) all ow a
station to ﬁ@ﬂ%@@ﬁﬁgnnnitor the W.AN according to the previously described

exenpl ary enqodi nen nd. passj.vel monjtor the AN acgcordi t.o the
present embodi® Hi%,g{ydﬁ’rl? _ r@ﬁ{éo%?i%é’et“is?‘ﬁem%b%‘?’ﬁem.ﬂﬁf“ %ﬁ%%‘]‘sa%"’égidh of the
exenpl ary pr @s®&36 gattl@saforatbnaidonetativhdihhOfte Biden §6ds Rfthe B3kink.e, portabl e,
stationary, and the like. For instance, statjon_204a can be a | aptop

conputer, a pUHIbadthoeghdhe aresent Biventignchas hern depraibed with respeddeipertadh, stati on
204a can be ' Wc 113 r as an
adm ni ot rat 1 caopans e liblee B BRARBRS I vl b8 el B IRl B e one
in the W.AN. tha$ virid@s ddodifinatirerand changehmaybesadewithies depaeng fadoe wi t h regard
to the "hidden node problemt and exenplary enbodi nents are sent as data
frames accorapﬁﬁuvb the EEE 802. 11 standard. More particularly, in
accordance with the current | EEE 802.11 standard, data franmes can have

| engths of at |east 29 bytes. In contrast, the ACKs are sent as control
frames. In accordance with the current | EEE 802.11 standard, control 20
frames can have | engths of at nobst 20 bytes. For instance, a standard | EEE
802.11 ACK has a length of 14 bytes. It should be noted that these size
limtations for data franmes and control franmes may change if the | EEE

802. 11 standard is revised. [0045] In addition to being smaller in size than
data franes, control frames are solely generated at the data link |ayer 104
(Fig. 1) and bel ow. For exanple, when a message 25 is received, an ACK is
automatically generated at and sent out fromdata link |layer 104 (Fig. 1) at
AP 202. As such, the received nessage does not need to be processed above
data link layer 104 (Fig. 1) in order for the ACK frame to be generated and
sent. [0046] As described above, the nessages and ACKs descri bed above can
be detected 30 by stations and AN within the transm ssion range of the
station or AP sending the nessages or ACKs. Furthernore, .the information
det ected can include header information, such as the source address,
destination address, BSSID, and the like. 10 12 Septenber 2006
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WO 03/ 079708 Accordingly, this information can be used in the exenplary
enbodi nents descri bed above to gather information about stations that are
hi dden nodes in the system 100471 Although the present inventj has been
described with respect to certain enbodinents, exa @@teamra%@]ﬁ cati ons,
it will bevwapparem to those skilled in the art 5 that various nodifications
and changes maybe nmade w t hout departi na fromthe invention. it 11 12

Sept enber 2006 WO 03/079708 CLAI M5 fim 1, A nethod of detecting a

hi dden node in a wireless |ocal area network having a s first station and a
second st at i@ hpt:h associated with an access point, the nethod conprising:
sendi ng a nessage fromthe first station, wherein the nessage is sent as a
data frane; receiving the nessage at the access point; to sending the

from the acdese. dpeEodePRdiokd idien ERORR itdhieh Mat arkE SEARAREG e 1o
the second ghstistafion bad & Bond stetich Yath Mdsodidted With @A B6Rsd poikiehe mwit@gl t he nessage

at the second station, wherein t he acknow edgenent is sent as a control
frame; and i“SURBfP&oring at the first station for the acknow edgenent sent

fromthe second s_é&d%’i'é’ﬂleﬁsﬁ%éﬁ‘@m%&&%&tﬁ&m to detect the hidden node. 2.

The met hod of claimT, further conprising determ ning that the second
station is a bidden mddtsinthe message issentsas atdetarfrange;t he first station fails to

detect the 20 ackpaow.edgenent . 3...The nmethod of claim 1, further conprising
det enni ni ng t hat r?el%ig‘mﬁggﬁﬁsésagggﬁ%%acﬁe%spr?gﬁ’ a hidden node of the first

station idf the fisestingthairessage Goarcths adchss poitt konthelsesdg e sRtidn;
receiving the message from the access point at the second station;
sending an ackndwledgement from the second station to the access point in
response to receiving the message at the second station,
wherein the acknowledgement is sent as a control frame; and
15 monitoring at the fifst station for the acknowledgement sent from the second
‘station to the access point to detect the hidden node. |

2. The method of claim 1, further comprising determining that the second station
is a hidden node of the first station if the first station fails to detect the

20  acknowledgement.

3. The method of claim 1, further comprising determining that the second station
is not a hidden node of the first station if the first station d_qtects‘_ﬂia T |
acknowledgement. ‘
25
4. The method of claim 1, farther comprising:
sending an acknowledgement from the access point to the first station in
response to receiving the message at the access point, |
wherein the acknowledgement is sent from the access poiﬁt to the first
30 station as a control frame; '

receiving the acknowledgement sent from the access point at the first station.

12



2s 4. The nethod of claim1, further conprising: sending an acknow edgenent
fromthe access point to the first station in response to receiving the

nessage at the access point, wherein the acknow edge I is sent dgg,omthe
access poing t migg?ei first so station as a control fﬁ%l’t?'@iﬁr\% t he
acknow edgewg % fromthe access point at the first station. 12 WO

031079708 12 5Sept ¢fbeL12308 i Hag=yWalalc k b LNEEmGETPr | Si ng
resendi ng t he mass_ag_ee%hr%om% e ’_| rst st gl'?slug Ielg‘%lﬂ?%etﬁ??lfrestésta?li on fails to
recei ve an adiksisiatienlifémefmst statpmitilsgo meeivs sn agaiowledgement frormibs segess Wi t hin a
specified peri f, L s 4. The f..claim1l, wherein the nessage

i ncl udes a hgg%gﬁogﬁkg\ﬁl%ga%w1g&%ﬁ eﬁ@gggg%d;?fet&e'set to the second station, a
BSSID set to the access point, and a source address set to the first
station. 7. The rre&hod of clajm 1, wherein the data fra nd the control

frame areSsefft 1615}?&@&@%9@%%@%%@%@%@@ 84 hpgerhaving @ npdel , 8.

The net hod Qfdeé%inﬂﬁéﬂJd&é@?@ét%&e%élﬁn@%ﬁoiﬁ%ﬂ?@&t&ﬁﬁaEéH@&EﬁeSlht baggre are sent
at a data link layer of an OSI nodel according to the | EEE 802. 11 standard.

15 9. The netshigde address aétrio the fiststatipn t he data frame is at |east 29 bytes in
| ength, wherein the control frame is at nost 20 bytes in length, and
wherein the acknow edgenent is 14 bytes in length. zo 10. The nethod of
claim1l, wherjei n Thenfetirogitof slaai i Owhersin sheciatfirand aral thoednirol framd e semt hod of

claim1, V\hereﬁilrF t he f)i rst statj ?n i.S agglldm' njstrative tool. 12. The

met hod of Uc| &PdFepeived ?Iﬂ‘éflan@fi’%# ayprigandiSlmadel i 1 vel y sending messages from
the first station, wherein the nessages are sent as a data franes; and
nonitoring at the first station for acknow edgenents sent fromthe second

station to tRe acdiszmedwdf clajm b, whesein the datadang eygbeeante! Gamee aisdentas
control framgs, q.3%nc layer of an OSI model according to the IEEE 802.11 standard.

15 9 The method of claim 1,
wherein the data frame is at least 29 bytes in length,
wherein the contro] frame is at most 20 bytes in length, and

wherein the acknowledgement is 14 bytes in length.
20 10.  The method of claim 1, wherein the first station is a diagnostic tool.
11.  The method of claim 1, wherein the first station is an administrative tool.

12. The method of claim 1, farther comprising:
25 repetitively sending messages from the first station,
wherein the messages are sent as a data ﬁ'mnes_; and
monitoring at the first station for acknowledgements sent from the second
station to the access point,
wherein the acknowledgements are sent as control frames.
30 ‘
13.  The method of claim 12, further comprising determining that the second
station is not a hidden node of the first station if the first station detects at least one

acknowledgement sent from the second station to the access point.
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13. The method of claim 12, further conprising determ ning that the second
station is not a hidden node of the first station if the first station
detefts at | east one acknow edgenent sent fromthe_second stat] to the
access point. 13 a 12 Septenber 2006 WD 03/079708 12.Sem§mfhﬁlhi)@d]@f claim
12, furtheWQeHI?8| ng determining that the second station is a hidden node

of the first statjon if the fa tation failg to detect at | east one
acknow edgertént SSRfHWYA PW?%C@H%@P@PFHW?@W%@% . s 15. A

net hod of det.@64 istohidddt whdeBr e dest shtidn WiefEcRatiACRI: BRRNB 1M daehavi ng a
first station and a second station both associated wth an access point, the-
nmet hod conpemoieleementrenpirom thessenpd stationia the ap¢esgpoisk ati on to the second

station through the access point, io wherein the nessage is sent as a data
frame; and nmonitoring at the first station for an acknow edgenent sent from
t he second 18t at iAomethod bfi detesting 2 didden nodd ia adeitsieds lbdabarba Ad@orktating awher ei n

t he acknow epent is sent . by.the second station in response _to receiving
t he nessagequ&é%f’ﬂ@n EE@diE%Wﬂ ,omﬁsﬁgF‘iWHh@ﬂéG%%W@Gm is sent as
a control fraaBrsia® The method of claim15, further conprising determning
that the second station is a hidden node of the first station if the first

station fails tosersdings megrege Hem s istaionte thexgoory statign threadhdbe of cl ai m 15,
further cor‘rg%e%éf nﬁeterm’ ning that the second station is not a hidden node
of the first station if the first station detects the acknow edgenent. 25

18. The mwet hod of cl awhefen theurekdage iscompsisslatagiame@ad vi ng an acknow edgenent

t the first station f he ac ' : in the wl t i
Cent by the acceElaNAER e Pt poer B e R ReBd PR the

first stati Qion tothe access point to detect the hidden node,

wherein the acknewledgement i sent by the second station in response
to receiving the message from the access point,

15 wherein the acknowledgement is sent as a control frarme.

16.  The method of claim 15, further comprising determining that the second
station is a hidden node of the first station if the first station fails to detect the
acknowledgement.

20 B
17.  The method of claim 15, further comprising determining that the second
station is not a hidden node of the first station if the first station detects the

acknowledgement.

25 18 The-method of claim 15, further comprising:
receiving an acknowledgement at the first station, from the access point,
wherein the acknowledgement is sent by the access point in response
to receiving the message from the first station, | .
wherein the acknowledgement is sent as a control frame.
30
19.  The method of claim 15, further comprising resending the message from the
first station if the first station fails to receive an acknowledgement from the access
point for the message within a specified period of time.

14



- wherein-the acknow edgenent is sent as a control frame. 30 19. The net hod
of claim 15, further conprising reseeding the nessage fromthe first
station if the first station fails to receive an acknowl edgenent fromthe

access point for the nessage within a specified pepﬂn@@ of lﬁbgi‘ 12
Sept enber 2\%%30;%03/ 079708 20. The nethod of clai ,e% |n2 e nessage
i ncl udes a 347 Ravi ng a destination address set to the second station, a

BSSI D set top4he frCasthoRok %151.51} ?f{,‘@h@reilﬂag ﬁfé@sa%gﬁggﬁgs §ﬁéa#%§§1r?éiﬂ§dc i rst

station. s 21. ‘Th_e net hod o airm 15, wherel at a nd the
control framdestindioneadtressget torthe sdcondistidiinpoaBASHR setdo thelacgess paint, ami 051 nodel .
22. The net hod _of i 5 rei.n the data frane and the control franme are
sent at a d%ﬁué%a}dﬁt‘%% yéorfhg}ﬁ@sgﬁta " model according to the | EEE 802. 11
standard. 10 23. The nethod of claim15, wherein the data frane is at | east

29 bytes in lLength wherein the control frane is at nost 20 bytes in
| engt h, afd zhherEhW%dQE&W%f%&%@WhmeﬂétaWééhqCr‘?an@tfﬁacnPﬁar?LS‘mM. The

met hod of cl gidRedved hiidveh Redndsk faldrSh a8 DRI hPRel S @ diagnostic tool. 25. The
met hod of claim 15, wherein the first station is an admnistrative tool. 20

26. The nethod of claim 15, further conprising: repetitively sending

nmessages fropythefi I . e] S es ent dat a
frames; and rﬂr%'ni tgéé{ﬁg&gﬁ%?%ﬂelﬁ] }ng‘tm ﬁ%{h?g%tgﬁr 3?% %g%vﬁogggle% %rggeéﬁt from
the second staddtolink ayérof aaOSE smdgiaicedrding Jo tedEBE 1802.0e stasdandwW edgenent s are
sent as control franmes. 27. The nethod of claim 26, further conprising
deternminifig that the second station is not a hidden node of the first
station if the firhtmethdliioPBaieligcts at | east one acknow edgenent sent from

the second station to the access point. .
wherein the data frame is at least 29 bytes in length,

wherein the control frame is at most 20 bytes in length, and
wherein the acknowledgement is 14 bytes in length.
15

24.  The method of claim 15, wherein the first station is a diagnostic tool.
25.  The method of claim 15, wherein the first station is an administrative tool.

20 26.  The method of claim 15, further comprising:
repetitively sending messages from the first station,
wherein the messages are sent as a data frames; and
montitoring at the first station for acknowledgements sent from the second
station to the access point,

25 wherein the acknowledgements are sent as control frames.

27.  The method of claim 26, further comprising determining that the second
station is not a hidden node of the first station if the first station detects at least one
acknowledgement sent from the second station to the access point.

30
28.  Themeihod of claim 26, further comprising determining that the second
station is a hidden node of the first station if the first station fails to detect at least one

acknowledgement sent from the second station to the access point.

15



30 28." The ' method of claim26, further conprising determ ning that the
second station is a hidden node of the first station if the first station
fails to detect at | east one acknow edgenent sent fromthe second station
to tHe access point. 15 12 Septenber. 2006 WO 03/ 07%%8 ﬁ9. A @to%od of
detecting a_hidden node in a wireless | ocal area net kP %WPRE first
station, a WRMYRE "% ation, and an access point, the nethod conpri sing:

ey "0 A WA A ARGE AR ook )  DEBRIANT 20 AbbRMk pelie 1 P

message is sent as a data .S recervrn € nessa ccess
poi nt at t hefirsietativa, ss@bhdsiatice ac npacasss poioh ahd mehedresruphsingn t he second

station to the access point i response tq,receivi .he nessage at the
second station, Wﬁ%@ﬁqeﬁ?gﬁ%?ﬁbﬁfgﬁﬁﬁﬁ@ﬁt‘? e§%‘f9pag?¥lan’control frane;
detecting the nessage vaefdin tHeafRsbd)® iPGRESS @l fhmat the first station; and
10 nonitoring at the first station for the acknow edgenent sent fromthe

second station tiEcaiYig Heaaessagsdion the goosas paiet ot the seeandstationde. 30. The
t hod of cl ai . LS 1) tati
o 2hi dden noge Spiipkh Ao fARREL BSRD ELBLILBRod B Ml BORRAL | 5 B 07

t he i s acknaesmdseiventeivifg the Thassage mhibd serbnd ktation, 29, further conpri sing

determ ning that the second, st tiqndis nat a hidde de of the first
station if the first st ?%FP%F@&%‘EY% &P 15 89 P & A% 20 32. The net hod

of claim 29, furtdeictit®tARirhdbki}@ serd ERe RS aGoelPFoTRIL te' M stdlidn dodst station to
the second station through the access point, wherein the nessage is sent as

a data fritne, andegmiosBgt Beilig sttion fe e ackovdedaamisnt seat frein thasepdWl edgenent
e ot o LERB00E acSlBPbAR kAclBEyBRRRETaaRL T, whereln the
acknow edgenent i s sent t he second station I n response

30,  Themethod of claim 29, further comprising determining that the second

station is a hidden node of the first station if the first station fails to detect the

15 acknowledgement.

31.  Themethod of claim 29, further comprising determining that the second
station is not a hidden node of the first station if the first station detects the
acknowledgement.
20
32.  The method of claim 29, further comprising:
sending a message from the first station to the second station through the
access poiut,
wherein the message is sent as a data frame;-and . “ \ ‘
25 monitoring at the first station for an acki.lowledgement sent from the second
station to the access point,
wherein the acknowledgement is sent by the second station in response
to receiving the message from the access point, |
wherein the acknowledgement is sent as a control frame.
" 30
33,  Themethod of claim 29, wherein the data frame and the control frame are sent

and received below a network layer in an OSI model.

16



to receiving the nessage fromthe access point, wherein the acknow edgenent
is sent as a control frame. 30 33. The nethod of claim?29, wherein the data
frame and the control frame are sent and received below a network [ ayer in
an GBI nodel. 16 12 Sept enber 2006 WO 03/079708 34 he "rﬁbhg?dﬁ{ﬁ cl aim 29,
wher ei n th‘%v&'@sf Pofogame and the control frame are seld Sepfengby ink |ayer

of an OSI accordl ng to the | EEE 802. 11 standard. 35. The nethod of
claim 29, 53wher%ed%a@b%ag%&an%daﬁaﬁém@&d% e&ﬁoﬂ!frhﬁe%@m wher ei n

the control frame is at most 20 bytes in length, and wherein the

acknow edgesbntaty nk lnygyefan Q3 m %WOTdEEmwmdlﬁtaﬂdﬂé m 29, wherein
the first station is a diagnostic tool. 10 37. The nethod of claim 29,
wherein the first station is an admnistrative tool. 38. A systemfor

det ecti ng a3hi dd@[heum&mdiorﬁchimﬂ?pl ess local area network conprising: 1s a

first station confi d.to:.. send.a e, .nonitor for an acknow edgenent
sent fror a. sec&ﬂ]@ @Fl%ﬁﬁ@%ﬁatlﬁﬁggiéﬁgﬂnﬂ?nﬁﬂb det ect the hi dden node;
an access poi nt ¢Rfdhdihe @ntkdl fradld i§ RGRdsY 80 ByteRmIaden fanem t he first station,
send a nmessage received fromthe first station to a second station; a

second station cadereutheacknewledgonrntds b besimdensient fromthe access point,
send an acknow edgenent to the access point in response to receiving 25 a
nmessage fromthe access point; wherein the acknow edgenent is sent as a
control framdé; aftenwhisdailiclaith @9 welsseigthd fixsisstationdsa diagdstic foohne.

10

37.  The method of claim 29, wherein the first station is an administrative tool.

38. A system for detecting a hidden node in’a wireless local area network
comprising:
15 a DOrst station configured to:
send a message,
monitor for an acknowledgemcnt sent from a second station to an
access point to detect the hidden node;
an access point configured to:
20 receive a message from the first station,
send a message received from the first station to a second station;
a second station configured fo: |
receive a message sent from the access poimt,
send an acknowledgement to the access pqi:nt in response to receiving
.25 amessage from the access point; |
wherein the acknowledgement is sent as a conirol frame; and

wherein the message is sent as a data frame,
39.  The system of claim 38, wherein the first station is further configured to

30 determine that the second station is a hidden node of the first station if the first station
fails to detect the acknowledgement,

17



39. The systemof claim 38, wherein the first station is further configured
to 30 determne that the second station is a hidden node of the first

station if thefirst station fails to detect the ac
03/ 079708 1 fgber 2006 40. The systemof cl ai mﬁeﬁw &Eiéﬁfgiq flrst
station is u er confrgured to determne that the second station is not a

hi dden node % t h?hé éffs@m St ALitn0d% hriaefeﬂ%hé ﬁfs@étahoaﬂéfdr@l@r g1d he

acknow edgenent . . The systemof claim3 erel n the access point is
further conf dgcemenle thet the seroad sfa@mmwpe@gé@@mod@ of the fististatign if¢hefiisbn i n

response to gﬁﬁ&i‘}{ét%ﬁeg@%n%% the first station, and wherein the

first stationis to receive an acknovrA edgenent sent from
t he access p0| nt 10 42. The system of claim4l, wherein the first station

is further c gur ed arressagerf the first station fails to
i knovs EpHEne! A

receive anf a access point for the message within a
specified peri Od Ahelein®Be aéc‘éss‘kﬁnntﬂ‘ﬁrtﬁéfscbﬁgg@ d fol SAduBebkn¥RRASI LNt R NMESSage

i ncludes a header having a destination address set to the second station, a
BSSI D set t otheHEststationdn psponse ttseeiwng & sigpeese Haayrthe Srstetptiopanche fir st

station. 44. The control
fram are sent 20naud megn @R dhvtb ErltathotF 0 ol RATEN Ao
The syst em ofemt fi@hmnth88ccesdymninti n t he data frame and the control frane are

sent at a data link layer of an OSI nodel according to the |EEE 802. 11
standard. %25 46. The system of claim 38, wherein the data frame is at |east

29 bytes in laengt rhe sysdi 6f dlaitrl, %&emheﬁfsammﬁsmrﬂﬁpssn fidfrellys €S i n
| engt h, and wherein the acknpow edgerrent is 14 bytes lTength. 30 47. The

system of cl aFsadsmegiass Hithe fugstatjondyilsde aqcplaﬁmecleomeégﬁaeﬁ mibe| . 48. The
system of -l abdpHhint VPR nbstalE Wit spBlifitd pltickdefhead ni strative tool . 18

15 43.  The system of claim 38, wherein the message includes a header having a
destination address set to the second station, a BSSID set to the access point, and a

source address set to the first station.

44,  The method of claim 38, wherein the data frame and the control frame are sent

20  and received below a network layer in an OSI modei.

45.  The system of claim 38, wherein the data frame and the control frame are sent
at a data link layer of an OSI model according to the IEEE 802.11 standard.

25 46.  The system of claim 38,
wherein the data frame is at least 29 bytes in length,
wherein the control frame is at most 20 bytes in length, and
wherein the acknowledgement is 14 bytes in length.

3 47.  The system of claim 38, wherein the first station is a diagnostic tool.

48.  The system of claim 38, wherein the first station is an administrative tool.

18



12 Septenber 2006 WD 03/079708 49. The system of claim 38, wherein the
first station is further configured to: repetitively send nessages, wherein
t he fressages are sent as a data frames; and nonitor for acknow edé;emants
sent fromthe second station to the access s point 12vpepHenbern2006

acknow edg¥PH{?&78% e sent as control franes. 50. The nethod of claim 49,

wherein the fir station. i s further, confi gured .t det erJri ne it hat the
second stat‘ll%n ﬁtheh%%te?%ckf&@r?’%ng e%gh?‘qt’fétq#?t}%lsg’trgﬁe?m&“gﬁ% first to
station detects @petitB@Biscfdhesakaowl edgement sent fromthe second station to
the access point. 51. The nmethod of claim49, wherein the first station is

further configured t ovheraindhempsagen ate series ddabafEragsatndon i s a hi dden node of
the first stati p i %etu@e. 1 i ast one
acknow edgenent Olgg*rlll%or??gar%dtlﬁgfe% CO%ﬁ%@tﬁoﬁaﬁ%s%&gﬂ%taéﬁ?%%géw@%cglgsﬁt_ 52. A
conput er sr epaatyl e nmedi um conpri sing conputer code for detecting a hidden
node in a wreless | ocal .area net k having a firs ation and a second
station zo both asso@ﬁgF%aﬁW%O%&@m§§r%%ﬂnﬁ?ﬁc@%@%ﬂﬂ%ter readabl e

medi um conpri sing: conputer code for sending a nessage fromthe first

stationto the second _station through the access, point wherein the nessage
is sent as 80-dat Bhemgitad opelam-Htphersin e fest sietionisfirtearicanigmedtae fir st

station for : SO : ?ftﬂ(]é) o the
access poin & o det e%@gﬁgﬂﬁ%%%ﬁgﬁgtdﬁidﬁg{rgg%ﬁfﬁgﬁ%cr}%ﬁgﬁ e g%rsr%nt is sent
by t he siecostatist detéctrntilerst s pokmsviedgamem cerhirong thelsecandsidige idthem t he access
poi nt, wherein the acknow edgenent is sent as a control frame. so 53.- The
comput er r eBWEHPE G edi um of claim 52, further conprising conputer code for
determ ning that the second station is a hidden node of the first station if

the first station fails to detect the acknow edgenent. 19 WD 031079708 12
Sept enber 26be The method of claim 49, whereimn the first station is fiwrther configared to

determine that the second station is a hidden node of the first station if the first station

15 fails to detect at least one acknowledgement sent from the second station to the access

point.

52. A computer readable medium comprising computer code for detecting a
hidden node in a wireless local area network having a first station and a second station
20 both associated with an access point, the computer readable medium comprising:
computer code for sending a message from the first station to the second
station through the access point;
wherein the message is sent as a data frame; and 4
computer code for monitoring at the first station for an ac}moWIedgemént sent |
25 from the second station to the access point to detect the hidden node, | |
wherein the acknowledgement is sent by the second stetion inresponse
to receiving the message from the access point,

wherein the acknowledgement is sent as a control frame.
3 53.  The computer readable medium of claim 52, further corﬁpﬁsing computer

code for determining that the second station is 2 hidden node of the first station if the
first station fails to detect the acknowledgement.
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54. The conputer readabl e nmedium of claim52, further conprising conputer
code for determning that the second station is not a hidden node of the
first station if the first station detects the acknow edgenent. séS. The
conput er reﬁ,g)ao%gg nmedi um of claim52, further conpri %2@} 2006 ode for
resendi ng t s73f§e fromthe first station if the first station fails to
receive an know e t_fir i for the age within a
speci fied pe [lg‘od ’Y‘% cgc?:?ﬂr}lrg&riﬂa@gﬂe?ﬁg?gﬁc%%?%gxa%%?perﬂ%%%%u% cl ai m52,
wher ei n t he akJagdetérmitingdmi the sbemad elatibmisinnga hiddasidde af thefirsddkies if set to
t he second statjon, .a BSSID set to .the ccess point, and a source address
set to the f%bie Stsgiﬁppgﬁt.ec%%ea?mw@ﬁ 8y readabl e nedi um of cl ai m 52,
wherein the data frane and the 15 control frane are sent and received bel ow
a network layer in an OSl nodel. 58. The conputer readable mediumof claim
52, whereisn he dibecqrpie readablemesdive af dom 2 Snthenpammising compatetiat a | i nk

| ayer of an i %Eﬁﬁa 3 The
conput er rea%@%&%}dﬁfﬁ%@?fﬂg%&%ﬁ%ﬁ%@?ﬁe ergoﬁqfwéhd%%%ﬂgﬁga%t%ceg © | east 29
byt es in | engh hcknowhelpehient tftoen the mtgesd pdintdarthe mestageroithin2(sphsifiebpdriod| engt h,
and wherein the acknow edgenent is 14 bytes in length. 25 60. The conputer
readabl e medPtHP8f clai m 52, wherein the first station is a diagnostic
tool. 61. The conputer readable nedium of claim52, wherein the fast station
is an 30 adm nistrative tool. 62. The conputer readabl e nmedium of claim52,
further c@nmpdPsi nghe cerapyienrerdabledecdivn of dyay 32, whetojn the message shdeifes from
the first stabifPnayidls (QiRARA A0 P HPLETRAr A0 BSUstiqnb he Messages
are sent as a data franmes; and conputer code tor nmohitoring at the first
station for acdesoopdisdgehesusesddiess fet orth¢ fist sapond station to the access

poi nt,

57.  The computer readable medium of claim 52, wherein the data frame and the

15 control frame are sent and received below a network layer in an OSI model.

58.  The computer readable medium of claim 52, wherein the data frame and the
control frame are sent at a data link layer of an OSI model according to the IEEE
802.11 standard.
20
59,  The computer readable medium of claim 52,
wherein the data frame is at least 29 bytes in length,
wherein the control frame is at most 20 bytes in length, and
wherein the acknowledgement is 14 bytes in length.
25 '
60.  The computer readable medium of claim 52, wherein the first stationisa

diagnostic tool.

61.  The computer readable medivm of claim 52, wherein the first station is an
30 administrative tool.

62.  The computer readable medium of claim 52, further comprising:

computer code for repetitively sending messages from the first station,

20



wherein the acknow edgenents are sent as control franmes. 5 63. The conputer
readabl e nedi um of claim 62, further conprising conputer code for

determ ning that the second station is not a hidden node of {he hbrst '
station if ‘#Eﬁ 7%;0§st station detects at |east one d@@%ﬂl%@%ﬁ@ Osent from
the second Y &18M®t 0 the access point. 20 64. The nethod of claim62,
further conprising conp Lo, B hat st he second station is
a hidden node of the fi rsiﬁﬁgﬁé(a}%&g%ﬁlqgﬁgaﬁ%t?@g{ntgt’%% fails to detect at

| east one acknow @dpetes nodesionmofhitaimgtah thedew statios fatecknowledgemints st ess poi nt .
15 21

1%

from the second station to the access point,

wherein the acknowledgements are sent as control frames.

63.  The computer readable medium of claim 62, further comprising computer
code for determining that the second station is not a hidden node of the first station if
the first station detects at least one acknowledgement sent from the second station to
the access point.

10
64.  ‘The method of claim 62, further comprising computer code for determining
that the second station is a hidden node of the first station if the first station fails to

detect at least one acknowledgement sent from the second station to. the access point.
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