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[ 0001] The present invention relates generally to
Uni versal Plug and Play (UPnP) technol ogy. Mre
particularly, the present invention relates to the use
of the mintaining of availability of a multi-honed
device in a UPnP environnment when fewer than all of
the device's network interfaces experience a
connectivity disruption. BACKGROUND OF THE IhNE%Qbéﬁi
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connectivity of intelligent appliances, wireless devices, and personal computer
devices of all types. UPnP is designed to bring casy-to-usc, flexible, standards-based
connectivity to ad-hoc or unmanaged networks whether in the home, in a small
business, public spaces, or attached to the Internet. UPnP technology provides a
distributed, open networking architecture that leverages Transmission Control
Protocol/Internet Protocol (TCP/IP) and Web technologies in order to enable seamless
proximity networking, in addition to control and data transfer among networked
devices.

[0004] The UPnP Device Architecture (UDA) is designed to support zcro-
configuration, "invisible" networking and automatic discovery for a breadth of device
categories from a wide range of vendors. In other words, UPnP enables a device to be

capable of dynamically joining a network, obtaining an IP address, conveying the



1 WD 2008/ 072129 PCT/ | B2007/ 054857 device's
capabilities, and | earning about the presence and
weapabiiiee i es of other devices. [0005] The UPPET/DR20070054857
Architecture standard (version 1.1) defines a
BOOTI D. UPNP. ORG header, referred to as BOOTI D herein,
in Sinple Service Discovery Protocol (SSDP) nessages.
The BOOTID is a nonotonically increasing value. Wen
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The control point typically reacts to this activity by refreshing the device information
and potentially resubscribing to the device’s services.

[0007] Despite the above, issues currently exist concerning the usage of the
BOOTID in a multi-homed environment. A multi-homed device may have multiple
network interfaces, multiple IP addresscs on the same network interface, or both.
Assuming a device has multiple network interfaces, for cxample, the device may be
connected to one or multiple disjoint network segments through its network
interfaces. A network connectivity disruption may occur on a network interface if the
device briefly loses connectivity on the network interface, e.g., if the network cable is

unplugged and then re-plugged, or if the IP address on the network interface changes.



interfaces. A network connectivity disruption may
occur on a network interface if the device briefly
wo omes®7aennectivity on the network interface, BCTIB200%054857
the network cable is unplugged and then re-plugged,
or if the IP address on the network interface changes.
2 WD 2008/ 072129 PCT/1B2007/ 054857 In this case, an
i ssue arises as to whether and how t he devi ce updates
the BOOTID value after such network connectivity
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devi %M scr to its services. In th
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ost connectivity and nee "rebopted". In .
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net woliK 76 iRaEtd b3k fitsheerdleKis€gnchO03 08 hmxh@ldenoo hﬂslest
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In other words, from the perspective of the second network segment 140, the device
100 should continue using its existing BOOTID in its subsequent announcements on
the second network segment 140. However, because the device 100 is connected to
both the first and second network segments 130 and 140, and because it must use the
same BOOTID on both of them, a substantial problem exists.
[0009] Given that the control points connected on the first network segment 130

must be made aware that the device 100 has temporarily lost connectivity, the device

100 has no choice but to increase its BOOTID and re-advertise itself. However, this



100 should continue using its existing BOOTID in its

subsequent announcenents on the second network
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connected to both the first and second network
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that the control points may currently be cqnsumi
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necessary. 00101 It would therefore be desirable to

pr oviligkussed a tr oved system for managi ng connectivity
di sruptions in a nulti-honmed UPnP device in order to

address the issues dJliesoedratoyveNvEUMIARY OF THE
| NVENTI ON [ 00111 Vari ous enbodi nents of the present

| rWe[ﬂ ¢ I1 0" \§§er¥1§ erir:ll?od?r]ngnltsrrcl)fzt}?e érggegtrlggéntlgr? gerve to minimize interactions
between a multi-homed device and associated control points in the event that the
multi-homed device experiences connectivity disruptions in some, but not all, of its
network interfaces. In various embodiments, this is achieved by introducing a new
optional header to the SSDP:byebye message format. The new header allows a multi-
homed device to signal its continuous availability to compatible control points,
despite the need to send SSDP:byebye messages, update its BOOTID value and re-
advertise itself to address a network issue it experienced elsewhere. The use of this

new header indicates to control points that they can continue to utilize the device and

its associated services regardless of these SSDP messages.



between a nul ti-honed device and associ ated contro

points in the event that the nulti-honmed device
wez@sniances connectivity disruptions in some, POTNB2@054857

all, of its network interfaces. In various

enbodi nents, this is achieved by introducing a new

opti onal header to the SSDP: byebye nessage format. The

new header allows a nulti- honed device to signal its

conti nuous availability to conpatible control points,

despite the need to send SSDP byebye nessages, update

its BOOTI D val ue and re- rtise itself to ddre a
net wdPk2li shger ai‘?“éﬂ?@?‘l“@ﬂ@ gehﬁl%eé% dpEntiopRoyidea ?)‘fm sor Of

t hi Spenpgid@RAEN hi Rgingahess IQcaRatheRln jae Ibabgcktvlamtcometyou
can continue to utilize the device and its assoc

G T v GBS PRB gk GrRS Pt NBGEBEDR<HEE GAFESd g1 gyl pomts thit
2008&92&3@&&’ gﬂltl, 1%%@9&/ QAR thal AP A lex JhRn MR A vity

enbodi nent s of present invention provide a nunber
of @emetﬁqnssAﬂ@tlgwélfysonl%@lramalmﬁrg@ﬁ@ﬁtpsoca@%rlﬁ frggired on the
her ebp ﬁ@fﬂﬂl@%e&% PR %ngﬂ &lcgntrd'i"'pgllﬂtslfl%‘l%p\égte@by the
control poi nt's. nimal processing I's required
cont ecoheqpioitndisruptiet. Stidlrfartewthevdriogs @roqulrreewemrtk greatly reduce

| nt eﬁ)f ASSiBer 0?%1’\39 851@&({1?&)t(cpgs&?c?aﬂ&ﬁcoﬁg&ﬁgft&é VAltscy tprocessmg of the

dlsrupPlons a mni amoun
pr ocm\somlgnalslexcbqulope@habra cbhiteo! pblﬂnmad@vowetmemaﬁl@ hgader can

er of contr

h
Connbt B KERrSs o5k & Rl B i RRRLES 6 of Dfthed
enboghvite Rfakes a6t sent smbghemﬂsy Theduoes erhbrelimentbefithopresent

di t

A s 6L BESRBRBror AL A G S SR kR s UPaP .
opt i ppats Ahiefk¢ Ol p0|nt that chooses to ignore the
header can_ do so at expense of

Y ; .
r e- P BY| i dgscgdiohsr p Via’gtﬁﬁitapg atugeﬁé)Ea\\g n%g%(?{leépgether with the

devi ggarilaabe tndBhshiRY S Hpe SRS GEICHE, WiNBecorht &ppaad’nlt 6u® the
enbodinments of the present jnvention can

i nc ofoﬂgw@gélgta]ltﬁit c@sqﬂp.tlt)]m a/pprytagwn ﬁ?rawrilj;élt)n Wit Ithc accompanying
| ol @B § 2R Mile elanenRaMl € BkeAuaterdl EGtdubRout (HQdEkal drawings

These an er advantages and features of the
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multiple interfaces for use in associating with multiple network connections and

control points;

[0015] Figure 2 is a flow chart showing the implementation of one general

embodiment of the present invention;

[0016] Figure 3 is perspective view of an electronic device that can be used in the

implementation of the present invention; and

[0017] Figure 4 is a schematic representation of the circuitry of the mobile

tclephone of Figure 3.



BRI EF DESCRI PTI ON OF THE DRAW NGS [0014] Figure 1 is a
depi ction of a UPnP environnent where a device

WO p@B0TEg9 nultiple interfaces for use in assoRPCHIB2¢/054857
with multiple network connections and control points;
[0015] Figure 2 is a flow chart show ng the
i npl ement ati on of one general enbodi nent of the
present invention; [0016] Figure 3 is perspective view
of an el ectronic device that can be used in the
I mpl ementation of the present invention; and [0017]
Figure 4 is a schematic representation of t he

circuitry ofPRIHELEBHPIYCRIPEIQ@PRENGABIOWS EMBOTIMENTAD
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head I 0 [ S |ts
nE B LU L BB L D8 i

des pndeg tct haed Sﬁ@édbyehye m@gé&Sﬁ}Rtabyekﬁ(mM@md re;ﬁmbattee itself
its B r I.se

et wirpore B R Bt FRREEeL P urs dre e BEYERTBRD
NEXTRGIEH |ihdicdnazadl efrntnohpblmat}ﬁmht:pc@@nhmrmﬂe oLk Shetdedice and its

t hey can %Pntl nue to ut| §§Bg device and its

assobTAT Y KBS Esgardt eéf;%\ ‘TSS f"T¥HE%% SSDP nessages.

[ 001@D 19TherNEXTBETODIDBNRP ORG hedeesan 6amcheed iﬁcssmﬁﬁglebye

i n SSDP: by g fsage ent E& nmul ti - homed devi ce,

i f tlﬂ?sﬁgé’\?ﬁ?f% LR RoRgideyice;t EE?V‘WXP?PWF]% a QiEPRASP jin the
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header is only included in nessages sent over the
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i Nt epk HR%HERork ﬁbrﬁat@s)%k}’&roﬁnécﬂ%%f F A8 dMAR R adcr is not used.

connectivity was disrupted, the hHeader is not used.
The value of the NEXTBOOTID.UPNP.ORG header indicates the BOOTID value
that will be used in the upcoming SSDP announcement message. The device must
remain continuously available on the network between the sending of the
SSDP:byebye message with the NEXTBOQOTID value and the next set of
advertiscment messages with the updated BOOTID valuc. Should the device become
unavailable during this time, it must perform a regular “reboot,” incrementing the
BOOTID and re-advertising itself.
[0020] Figure 2 is a flow chart showing an implementation of one general
embodiment of the present invention. At 200 in Figure 2, a UPnP device announces
itself on all network interfaces with BOOTID=2. At a later time, the UPnP device at
210 detccts that a connectivity disruption has occurred on one of its network
interfaces. However connectivity on all other network interfaces remains intact. In

response to this activity, at 220 the device performs a “reboot” on the network

interface on which the disruption occurred by sending a SSDP:byebye message and



The val ue of the NEXTBOOTI D. UPNP. ORG header i ndi cates
the BOOTID value that will be used in the upcom ng
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conti nuously avail able on the network between the
sendi ng of the SSDP: byebye nessage with the
NEXTBOOTI D val ue and the next set of advertisenent
nmessages wWith the updated BOOTI D val ue. Should the
devi ce beconme unavailable during this tinme, it nust
performa regular "reboot," increnenting the BOOTID
and re-advertising itself. [0020] Figure 2 is a flow
char tre-atsising 1§ﬁlfM’|tb|dmlﬂ(XﬁT@F of Spmex PetheSEDP:byecbye message
enbodi yEpfi,wf the present invention. At 200 in Figure
2, a UPnP device announces itself on all network
i nt eMC4EEs WA BOOTI D=2. At a later time, the UPnP
devi ¢®sat239.2310sdeteat s that a connectivity disruption
has @ﬁcuhyggmqy one of its network interfaces.
ﬁg -onnec |V|ty on all other network interfaces
renal TRPARE. response to this activity, at 220
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jy Message to announce the next BOOTID t hat
mnII“Tb@”H§@ﬁWmhlong with new advertisenments with the
new BOOkidysbyd. Syntax for the

USN: composite identifier for the advertisement

BOOTID.UPNP.ORG: 2

NEXTBCOTID.UPNP.ORG: 3

CONFIGID.UPNP.ORG: number used for caching description information
SEARCHPORT.UPNP.ORG number identifies port on which device responds to unicast M-SEARCH

[0022] Situations may arise where a UPnP 1.0 control point is communicatively
connected to the UPnP device via a network interface and does not understand the
BOOTID header and the NEXTBOOTID header. In this situation, the UPnP 1.0
control point simply treats the arrival of the SSDP:byebye and SSDP:alive messages
as typical device “reboots.” In this case, the UPnP 1.0 control point typically discards
any information that it has stored about the device and re-fetches all of device
information, potentially also re-subscribing to its services. The behaviour is the same
regardless of whether the UPnP 1.0 control point was connected to the device on the
disrupted network interface or the intact network interface. In other words, a UPnP

1.0 control point is promptly alerted that the device has changed.



SSDP: byebye nessage and the new adverti senents are as

follows. NOTIFY * HTTP/I.1 HOST: 239.255.255.250:1900
wNToos/omaed fi cati on type NTS: ssdp: byebye USN. PONR2O01@54857

identifier for the adverti senent BQOOTID. UPNP. ORG 2

NEXTBOOTI D. UPNP. ORG 3 CONFI G D. UPNP. ORG nunber used

for caching description information

SEARCI | PORT. UPNP. ORG nunber identifies port on which

devi ce responds to unicasi Al-SEARCH [0022]

Situations may arise where a UPnP 1.0 control point is

communi catively connected to the UPnP device via a

net waP#e3i nieterace tagbhadew of oontwhpents canfibutdden aBEIEAE with

head t | Q. er. .l his situatjon,.

ho. OBRR. 0T A s e parC o abgbely e Sodisd Bpl ey sore

of t e IDPIbinéddryetiamel :BEDRIIa thatet ine@siagesto. asthtyphveakample,

devi y o lnathis ,cas t nP.1.0 control
oot niusgBFARRIY espdl g lie® a&i Honp BRRAGR Fora O Phgonwol
st or gdinathetut cainectetbmwitiencandak seumiaat ohe shith thefevide wice

i nformati,on otenti al | re-subscribing to its

ser vf%nélg.cwméj%ﬂéqﬁlﬁ{}’i aoriﬁ’P}/l?lgj Si)%éb@%nesﬁae%ﬁ ayraredyed ab30. As
whet hgresthel WRARINIEiQure 0thé 0dntidOpdIht tYRSIKANKALAL & ih@rmation it
t he gevi ce, qn t&e diSfl7I ted network interface or the

i nt adt® Sﬁoé?%%DRt PR fggea dBhen the REHEY DR G anesgage pries, thegontrol
cont peiht Pically reFetbHe@ APHEN cAh RFhahntpa ostsmé Ao LCELDAS it
changed. 7 WO 2008/ 072129 PCT/|B2007/ 054857 [0023] In

t er n&TYFesy Karepate At AUt B I8 Sav st copisp peint sergdespdibiomadg aware
accopgnfes i ibsadersion 1. 1 of UPnP Device

Architecture standard, these control points typically

st or B02¢4]h F BadTD 1 hfosiateroing thapfs camyecigevd the netivatk segmerg over

conngai-thetd@vict Biatben /R Q%&n@éﬁ%ft&i&&ﬁ%%ﬁ:%ﬁgg J.I:.géfagc

records that the device has a
cont wish thepdiXiBQ@AID hesderonreed vaiht 8. t MegingahattiekBOOTID value of

Seg n@l@‘-SSB‘lé %E/eb% Irﬁ:clgsa%@ gé%%yl%aq ?cb&]gasf itthas FOAEY gb'o%l t‘ilg device

di sruptron, ”a’norna " byebye nmessage I's recelve

at 28M0HD=2), dpreeseritpetht atcogdies it fhi devie iR{orhinen it has recorded

cont ok PNt YOI SR LS EALISi & Work OF AL TBLLON L by
updating the BOOTID to the value of the NEXTBOOTID header, resulting in
BOOTID=3. When the next SSDP:alive message (with BOOTID = 3) arrives at 290,

the control point knows that it still has up-to-date information of the device. No re-
fetching of device information or re-subscription to services is necessary.

[0025] For a UPnP 1.1 control point that is connected to both the network segment
over which the device has experienced connectivity disruption and a network segment
over which the device did not have a connectivity disruption, both SSDP:byebye
messages with and without the NEXTBOOTID hcader sent by the device 100 at 220
and 260 are received by control point (over different network interfaces) at 310. In
this situation, the behaviour of the control point depends on which interface the
control point has been obtaining its device information and event subscriptions from.
If the control point has been using solely the network segment over which the device
did not have a connectivity disruption, i.e. the network segment from which the

SSDP:byebye message with thc NEXTBOOTID header was received, then the control



has stored about the device. Wen the new SSDP: al i vc
nmessage arrives, the control point typically

wo eooBernbes all device informati on and possi bl PCT/IB2007/054857
re-subscribes to its services, represented at 250.
This is how the control point is successfully made
aware of its new device state. [0024] For a UPnP 1.1
control point that is connected to the network segment
over which the device did not have a connectivity
di sruption, the SSDP: byebye nessage wth the
NEXTBOOTI D header is received at 270. Noting that the
BOOT POy 4P4séss i recpiieof §smievisy a6 brepdaige thesB@(d@m foahd value of

to WhﬁéNERTE@@Tﬁﬁ%Qﬁ&?%SQERgh %aéTﬁﬁvf c\%hen tﬁc next EFB?’ alive

the control point recognize e dev
i nf orMRaEaEe Vit BAQS HP:eB@rrdedat 348, the cdnltromahmt(knoWh&mt it still has up-

t d t
C 0 n rt@ hatg ggg“na{l ?fhtH@ g%% 0 rc:—fc{[?,| gr? g{/(gfl d%gc%yl?ctrﬂngx(l)ncoer rS‘_

ating
NEXTBMIIIIEDOhe@dEEVIQCSn esacbdshnyg I, on thBOME kXnd thlo@foltpdent has relicd
h BOOTID = 3) arrives at

ggét O§§ﬁ§ egv\éorli se GBOIV%{ w&#&\/{g dﬂlfﬁ? he}s eXR4rien§e gereectivity disruption,
up t or hhtbeen n&fyﬁ‘rrg'ﬂiltboﬂﬂneﬁf/ork h@gndiﬁi‘tél then it Nuldetisch@Rta@ i 8rmation

of de |nfor ion or ption to services

i's nec %rf g abc[”gglfél]e“ﬁ% An reﬂsﬁ‘igal ﬁi‘”%edﬁfof‘mnoﬁoﬁ’%f‘b]tyﬁﬁt

I's cearmetiigtiolin sioichs. tMesdRtivRIk SBBARBLy reVRhte¥ B of Figure
the device has experienced connectivity disruption and

a network segnment over which the device did not have

a cofuoeef | Mgﬁr)és Slsd Vo Qe 1 és@ntz?t%lé@%@rgy Qew{éelszaﬁgﬁr?whlch
with and without the NEXTBOOTID header sent by t

eV|@@PTG@“QP@Q%U“H%H@lwe@ﬂﬁmédr@é@ﬂvﬂﬁﬂﬁﬁmﬁwndmQMﬂwrﬂmtme
POI Nprel@V Bk erfiioh ﬁsel{o@ Hﬁenﬁ@& WP Hindifdh &) (gr%g)gﬁl)c ygg'gf deblde. 1

this situation, the behaviour of the
depeﬁ@gld@#ﬁomumiﬁrwmdethma@@e phal ofdmmonm fiowhasFigeren3 and
obt aj BiNg ihdSpff¥d Hf dnhlop

subscrﬁbtfoné) r%%@ i Rg%%gﬁgﬁgﬁggg¥ﬁ$%ﬁn“ﬁ?kmemmgﬂ
usi Neprions @nlgbdtrh@tweftthmksestsgmnon olterelashbwh dt e defiFogres 3

L, 080 DDUR 5D LN, S5 ALARY 0B o
Wi t hkaybal INEXTBOGHHD: B& ad etr-piers 38 eci@ites/tho, th@frateli@ort 42, an
Cont o 2 WO,R0 RIS T BENTLISIERT, L Ko
t he tBéIﬂ?blfﬁoh,Oa ctai’dérevdﬁr U8, radio irtdrexcNEXCIRETF, Ebdé@@ﬁl@ﬁtry 54, a
fhog: lgt "(5&?"\5?? i %ﬂ/ 6§é'3(¥2‘i?$ﬁ652’%e) g%%lﬂga?w%ts aphelpgpts are al
poi nif akReWeel tiidaivn iirf ths bikt] tbr B@BpLAN the Nokia range of mobile telephones.
[0027] Communication devices implementing the present invention may
communicate with each other and/or other devices using various transmission
technologies including, but not limited to, Code Division Multiple Access (CDMA),
Global System for Mobile Communications (GSM), Universal Mobile
Telecommunications System (UMTS), Time Division Multiple Access (TDMA),
Frequency Division Multiple Access (FDMA), Transmission Control
Protocol/Internet Protocol (TCP/IP), Short Messaging Service (SMS), Multimedia
Messaging Service (MMS), e-mail, Instant Messaging Service (IMS), Bluetooth,



to-date information of the device. No re-fetching of
device information or re- subscription to services is
woe@snsaey. |f, on the other hand the control POT/MB2007AE4857
relied on the network segnment over which the device
has experience connectivity disruption, or has been
relying on both network segnents, then it woul d
di scard any information it has stored about the
device, and re-fetch all device information, possibly
re- subscribing to its services. These actions are
collectively represented at 330 of Figure 2. [0026]
Fi gultét 807 cle. drrowmnpimicati epdayics maytcpmaugiceleusiog ivarious media
deV' %Iuh%g%ﬁttﬁbﬂllﬂ@édcﬁ rd&lb Qnﬂgrgé G4k, 'cznj“fee&tnhgaog%ﬁd 91% like.
i npl enented. It shoul d be understood, howeve at
t he [HR8k ehe Ya@vmmltﬂdlm@tmcnbnd berdiedra desydedl nmuht: g@heral
to o ls
unde?@ltt%ggF ﬁlga{)@é’te A ro%g S?S %&ﬁh éktgg 18@8&13%%@ 1&%10 cm})odlment
Fi gubes c@npuic prdgrmamrddectl ecmdpdrimt e(ﬁnplmd‘rﬂezailalyle afedtue including
ngr;/)Io I n%t}t{}ac&c%riat%he il Iougésl cgn%t slugh agrP?grorrr]l coci.ch ! hteed yg?r]m%t 1iers in
devi UﬁWMeabfznVEnogmmﬁS A’ compldepﬁlrehd’ableudﬁelﬁm mabd)m,tﬂ;ud&gcrﬁ@waba and
di sp i.n the formof a.l stal display, a
ey D astovihe e R me Rangi, Yol o ik oy g By e
40, eovinfRaaded Apesst MédoraRAMNtanpRt dides (@DS)BIgttalGRfsahile disc
46 | he formof a U CC ac rdl to one enbodi nent
of  HNEDY 5o en LY. BroesymPdiltne N FOpURtS 57O B PREES

Ci I CelinfgoYiee dat@ QE&Gured, mUﬂhtatr@érféﬂn paticaMskObl i8fplcafnt ghrticular
menory 58 and a batter | ndi vidual circuits and

el enBhte! e (ars C%?p%ertegfﬁf@tak@ INSURIRERMN: asPPotfre dafestrugtyges, and
ex a%%ahﬂn&dﬁfés NYsésent' RS O5 p‘ﬂ@%ﬁnﬁ Sode@bLRRANES steps of the

[00 Conmmuni cati on devi ces | enenting the present

i nvelﬁtﬂqh@if Fraglpsecclhsmviomieenagtionar heqelm 08§ £X¢EH@PIgrinstructions or
oth e£ss&t‘?a\fédcc%§a s%btﬂﬂ:s I\’e%és@xg§ eyEaFrf’in% W 8efbnd i@ GPY ‘P&Q&Fﬁﬁcmm g

i ncl udi ng, but not de D vision
Accetsbs ﬁ(ngma\)descn@d)lbapchm em for Mobi | e

at |
T | el g%&ﬁu nélogtgftﬁlrcoaﬁgwgb 1#@01‘6?{5%%%)9 M’\%’drloﬁs ﬁbadlmcnts can bc
Mul tdcpbrepl Abaksth (ta'r[dwﬁ) progrﬁmeq@n@wqmwsh ote is¢d logik end other
ACCelo ic Qo (6%?1 % RN m0§s Mase bedrCf(l)lL F:Epostoocpol LAt &% dion
Pr ot €6l T? 1) Short ™ ssagi ng Berkice fgﬁgﬁ
Mul tstepe dr procdvls s@gipagsoBesteps clepr(xBM} andedeRion stebnait modesses. 1t

?&?ﬁ%%%gg?%%%%%%gthg wlvsd)s’ ‘col%npuo%g:r?tp and * modu}/\Q a% (1)19 h%Ze%nlgngd in the
following claims, is intcnded to cncompass implementations using onc or more lincs
of software code, and/or hardware implementations, and/or equipment for receiving
manual inputs.

[0030] The foregoing description of embodiments of the present invention has heen
presented for purposes of illustration and description. The foregoing description is
not intended to be exhaustive or to limit embodiments of the present invention to the
precise form disclosed, and modifications and variations are possible in light of the
above teachings or may be acquired from practice of the present invention. The

embodiments discussed herein were chosen and described in order to explain the

principles and the nature of various embodiments and its practical application to

10



| EEE 802.11, etc. A conmunication device nmay
communi cate using various nedia including, but not

wo pemser29 o, radio, infrared, |aser, cable conPEer1B2007/054857
and the like. [0028] The various enbodi ments
descri bed herein are described in the general context
of method steps or processes, which may be inpl enent ed
in one enbodi nent by a conputer program product,
enbodi ed in a conputer-readabl e nedi um i ncl uding
conput er - execut abl e i nstructions, such as program
code, executed by conputers in networked
envi eeieme skillad oohput eruitieadiabteeentrzdemonimyarions bubl@liments
rﬁgFé ng}} tus ngﬁlﬁcﬁmﬁ%@sb r su1{e§ & d 1\c/u ??/gursmcr;ontemplated The
( RC]\/featuF@rqxﬂ dmeAﬂ)oéISEnWElmhyec(}RAh@ mag bﬂnﬁﬁ:l:tmcdil 18 @B possible
(CDs ital S gDﬂ%, etc, Generally,
b oot hlshF LN AR, o ol s ikeo gt st
conppindnits, data structures, etc. that perform
particul ar tasks or inplenent particular abstract
data types. Conputer-executable instructions,
associ ated data structures, and program nodul es
represent exanpl es of program code for executing steps
of the nethods disclosed herein. The particul ar
sequence of such executable instructions or
associ ated data structures represents exanpl es of
corresponding acts for inplenenting the functions
described in such steps. 10029] Software and web
i mpl enent ati ons of various enbodi nents can be
acconpl i shed with standard programm ng techni ques with
rul e based | ogic and other [logic to acconplish the
vari ous database searching steps or processes,
correlation steps or processes, comparison steps or
processes and deci sion steps or processes. It should
be noted that the words "conponent” and "nodul e," as
used herein and in the followng clains, is intended
to enconpass i nplenmentati ons using one or nore lines
of software code, and/or hardware inplenentations,
and/ or equi pnent for receiving manual inputs. [0030]
The foregoi ng description of enbodi nents of the
present invention has been presented for purposes of
illustration and description. The foregoing
description is not intended to be exhaustive or to
limt enbodinents of the present invention to the
preci se formdi scl osed, and nodifications and
variations are possible in Iight of the above
teachi ngs or may be acquired frompractice of the
present invention. The

11



enbodi nents di scussed herein were chosen and descri bed
in order to explain the principles and the nature of
wo arsord2enmbodi nents and its practical appli capCDBW@/054857
10 WD 2008/ 072129 PCT/1B2007/ 054857 enabl e one
skilled in the art to utilize the present invention in
vari ous enbodi nents and with various nodifications as
are suited to the particular use contenpl ated. The
features of the enbodi nents described herein nmay be
conbined in all possible conbinations of nethods,
appar atus, nodul es, systens and conputer program
products. 11 WD 2008/ 072129 PCT/|B2007/ 054857 WHAT IS

CLAI MEBATIS GLAIMEDWSt hod of nanagi ng net wor k
connectivity disruptions in a nulti- 2 honed device,

canpri sing: 3 Aefeiodionehaddyidgtéhedk c&he@fvid disruptions in a multi-
connsctlilay disruption on one of a 4 plurality of
i At eMPRECLSr CHMESWEYi ce; 5 performing a reboot on

the disrupted fediehd ACRdicANH 0P a @hrLlvity M FUHBE 67 oG
connect|V|t% was not disrupted, transmitting an 7
f

i Adi BREglignolgntedagesiar tBoTce val ue. 1 2. The nethod of

ckai m 1, wher glcfofdify b A0S HnSE aqg}ugtfed tgrakodhgation of
2 the next BQOOTID va%ue causes control point devices

agsoci at ed wi tdn ajonrterdioss where dorgieftivi e ag oetgligrapterh trabsnitting an
t he BEILE yal 1ie ®botrfis dgyi ce W thout having to

di scard stored 4 information concerning the device

and re-fetch information concerning the device. 1 3.

The net hod of Tdraiathod of plaisr b wherdiethic idherissiarpidiic indigation of
next ¢ BOINH O AV @ kGalists EgrdOPRlifided ol & ith non-disruptc
NEXTBOOTI D header . 1 4. s n%gt‘ﬁéﬁg‘cgéf%%%gg{aﬁﬂfnh non-disrupted
wher sitanfacdsde updataghe BOOTHdivalue déthé devicessidonthathg t@ diastardistored
bot h. ' inter.f a n-di srupt ed o
it orfapa SRRk El VEEL L2 B PR PR R e gy
on a network segnment 4 associated with the

non- di sr upt ed Thameiod oéclaimhb Whethircthe indirabén effibe rexx BOOTID

er !/Qlevigltrhll%mitted within a NEXTBOOTID header.

1 4, The method of claim 1, wherein, for a control point device associated

2 with both the disrupted interface and a non-disrupted interface:

3 if the control point device relies solely on a network segment

4 associated with the non-disrupted interface, the indication of the next BOOTID value

5  causes the control point device to update the BOOTID value of the device without

6  having to discard stored information concerning the device and re-fetch information

7 concerning the device; and

8 if the control point device relies at least partially on a network segment

9 associated with the disrupted interface, the reboot causes the control point device to
10 discard stored information concerning the device and re-fetch information concerning

11 the device.

1 5. A computer program product, embodied in a computer-rcadable

2 medium, including computcr code for performing the processes of claim 1.

12



5 causes the control point device to update the BOOTI D

val ue of the device without 6 having to discard stored
WO nfos/omaRe on concerni ng the device and re-f et chCT/IB2007/054857

information 7 concerning the device; and 8 if the

control point device relies at |least partially on a

network segnment 9 associated with the disrupted

interface, the reboot causes the control point device

to 10 discard stored informati on concerning the device

and re-fetch informati on concerning 11 the device. 1

5. A conputer program product, enbodied in a

conmput er-readable 2 nedium including conputer code

fdr perfoPni ng P AP ScEBFBSINGE claim 1. 12 WO

2008/ 072129 PGJ@L&%QQZ&QS4857 1 6. An appar at us,

conprising: 2 a processor; and 3 a nmenory unit

cénmuni cat i vel %/méféﬁrrﬁ(é‘@tt@@fnm@nlpﬁé/eb’rcﬁe@@@dﬁo tha grocdssor and

i ncl ydifughe: S conputer code for receiving an indication

of a connect|V|ty 6 disruption on one of a plurality

of interfaces for &h@pdgp@daﬁmsmﬁﬂngompmm@mwmoﬂ@umomxnny

D ! AL th & LERRALIAL DE L ATURL S o gl er face: and

conp er co ace whg
connectivity was nebmpdt@ wis fonperéamirty bt bh theglisupted

di Qf a next BOOTID value. 1 7. The apparat us
P ﬁ%%ﬁg%an%hereln the transm ssion of the indication

ob 2 the next BOOtdbpwalcnée ausead istorficcOh@o corinectivity was not
soci ated wi.th non-di sr interfaces to
e B R oreints I A

having to discard 4 stored informati on concerning the
appar at us’.and The-ap@etrais dfrefadn Bpyvhoan deneesmissign dttke inBication of

appapat us ap of ¢
e LR P Ppnd R ARRRBIP Bt iRl G o Eurred
W t hinferacNEXERBEREThEBOOAUR valud ofthe IpparadRpaEhLLSVEE to discard
claim®6 @h rein the indication of t@e next BQOTI D

4~ stored information concerning t e apparatus and re-tetch in onnatlon concerning the

5  apparatus.

1 8. The apparatus of claim 6, wherein the indication of the next BOOTID
2 value is transmitted within a NEXTBOOTID header.

1 9. The apparatus of claim 6, wherein the indication of the next BOOTID
2 value causes Universal Plug and Play (UPnP) version 1.0 control point devices to
3 discard stored information regarding the apparatus and re-fetch information

4  concerning the apparatus.

1 10. The apparatus of claim 6, wherein, for a control point device

2 associated with both the disrupted interface and a non-disrupted interface:

3 if the control point device relies solely on a network segment

4 associated with the non-disrupted interface, the indication of the next BOOTID value
5  causes the control point device to update the BOOTID valuc of the apparatus without
6  having to discard stored information concerning the apparatus and re-fetch

7 information concerning the apparatus; and

13



2 val ue causes Universal Plug and Play (UPnP) version
1.0 control point devices to 3 discard stored

wo pdosionaee on regardi ng the apparatus and re-f epChIB2007/054857
information 4 concerning the apparatus. 1 10. The
apparatus of claim6, wherein, for a control point
device 2 associated with both the disrupted interface
and a non-disrupted interface: 3 if the control point
device relies solely on a network segnent 4 associ at ed
with the non-disrupted interface, the indication of
t he next BOOTID value 5 causes the control point
dévi ce to updaf BiecharBoom vicaireiss of leasheardgilyamatngsvork segment
Wiyt QU ciadd BAN Q&G &R, Q%t%gt aﬂ%egqﬂgactoh@a oint device to
concerning the apparatus and re-fetc i nfor mati on
clénc iserré gloreH énfappdipn carsernimgdhe dPaiiiDs 2008/ R FfGrmation
PCT/ - 4 if the control point device relies
a1t¢rl E‘?ﬁ?‘%’%&?‘? %I%grf}&lgn a network segnent 9 associ ated
with the disrupted interface, the reboot causes the
control pbint ldewprasatpoofetrinibswherdin shempeeraiun tonprises oHniversal
conceyy, iaH@PItaESUﬁﬁﬂg@E\qws and re-fetch information 11
concerning t apparatus. 1 11. The apparatus of claim
6, wherein the apparatus conprises a Universal 2 Plug
ahd Pl ay (2UPnP) syde&0s eenprising? A system conprising: 2
a, Uni versal Pl yg,; I P LGe. i udi
TTret i ot orf ace naRG Thind R TUn AL AR OEHHED Al frernc
n&t werckatiyelyeenrtecigd i afissentwalkisegneanf avler opedantenfaepperdtively
conn e .segnent; 5 a first
cgnt ?O%%gcg%%tgta%%@\%gge}gvg%est?g‘?%’el y connected to the
fsrst networkafBstsegmepdint devae spoamalycanhdctdd to Gierfirst network
dgvigee oper atively connected to a second 8 network
segnent; and 9 a third control point device
operatively canasad echtiobpdintdevickepdritively codikcratowsdcond
segnent ?nd thg s&cond networ k segnent, 11 wherein the
UPn P GEYF BT @Bff i gured to, upon the occurrence of a

9

a third control point device operatively connected to both the first

10 nctwork segment and the second network scgment,

11 wherein the UPnP device is configured to, upon the occurrence ot'a
12 connectivity disruption at the first interface:

13 perform a reboot on the disrupted interface, and

14 transmit an indication of a next BOOTID value on the second

15 interface.

1 13. The system of claim 12, wherein the reboot causes the first control
2 point device to discard stored information regarding the UPnP device and re-fetch

3 information concerning the UPnP device.

1 14. The system of claim 12, wherein the transmission of the indication of
2z the next BOOTID value causes the second control point device to update the
3 BOOTID value of the UPnP device without having to discard stored information

4 concerning the UPnP device and re-fetch information concerning the UPnP device.

14



12 connectivity disruption at the first interface: 13
performa reboot on the disrupted interface, and 14

WO e@asmie9 an i ndi cati on of a next BOOTI D val uePONIB20€7/054857
second 15 interface. 1 13. The system of claim 12,
wherein the reboot causes the first control 2 point
device to discard stored informati on regardi ng the
UPnP device and re-fetch 3 information concerning the
UPnP device. 1 14. The systemof claim 12, wherein the
transm ssion of the indication of 2 the next BOOTID
val ue causes the second control point device to update
the 3 BOO val ue of the UPnP device w thout having
to di scar o dY§'5 8F FRIPY o Whce bR reaigontEe Py pevice is a
devi @@'nﬁﬂ&s%ﬁ'lf()%ﬁlhol' fnonemdd fa x%%iﬁfh@'tr@gslﬁlgk%n%m% indication
device. 14 WD 2008/ 072129 PCT/ | B2007/ 054857
The SYEE 8Kt FORNIR) #ive sausghibe BPAP version éé)cfﬁﬁtr@@ﬁtnﬁ é«rvlce to
poi nHlsga‘?d/ bt@l%d linfofatio WRBRAMEN S OPnildRict ARd FefetcR Y tBimation
devi ce, d wherein the transm ssion of the 1ndication
3%of C‘M‘i@“ﬁ‘é)&‘@e Bodriiogal ue causes the UPnP version 1.0
control point device to 4 discard stored information
regar di ngi¢ he 1HRRRGe¥F G8mandwh&ehet ch information 5
concerning the UPNP device. 1 16. The system of claim
12, wherein 2 ifthe thiyd cppiral goiabirvicsireliso paiely @ tesecand nplark

sl e.';c)ém@ﬁ‘t Ih@%o@cectﬁ&pgftH@Bé’WBbOT@DS{%%QISeS th&ird control point
i ndi cati on of the next BOOTID val ue causes th thlrg

cont dvicepohpiateshelBOOIED velueipidhe & PnhdevBEOTIIOUIEIVing tofliscard
t pe Hg’ljgﬁ’ lrﬁl&waﬁgn %n‘c&%ﬁ I%aa\f)gg}gtug Qndq"e%&@i{ Qfo@m? @‘[ (%QCernmg the

i nformati on concerni ng-t pparatus and re-
i ©if oV Awelt domcecovdcer ning the 6 UPNP deV|ce, and 7 if

Lhe (Mo consRe R R R ol BRZ barB Y AL YesPReawork

thi r ggmomt thekebpati datisesl GlMItlﬂ)Eﬂ doatrdli ;@mddws:tto dadard stored information
i nf or mati.on ncernin UPnP devi ce and -fetch
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of updating information in a Universal Plug and Pl ay
21 (UPnP) 1Gont rahethad eftupd@ingdeforneaniop ini s Unigersal Plug and Play

2 (UPnP) control point device, comprising:

3 receiving from a device over an undisrupted interface an indication of
4 anext BOOTID value for the device; and

5 in response to the received indication, at least selectively updating the
6 BOOTID value of the device without discarding stored information concerning the

7 device and re-fetching information concerning the device.

1 18. The method of claim 17, wherein the indication of the next BOOTID
2 value is received within a NEXTBOOTID header.

1 19. The method of claim 17, wherein the indication of the next BOOTID

2 valueis received along with a SSDP:byebye message.

1 20. The method of claim 17, further comprising:
2 receiving a reboot indication from the device over a disrupted

3 interface; and
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3 receiving froma device over an undi srupted

interface an indication of 4 a next BOOTID val ue for
wo b@sdeaeece; and 5 in response to the recei vedPCT/IB2007/054857

i ndication, at |east selectively updating the 6

BOOTI D val ue of the device w thout discarding stored

i nformati on concerning the 7 device and re-fetching

i nformati on concerning the device. 1 1 8. The nethod

of claim 17, wherein the indication of the next BOOTID

2 value is received within a NEXTBOOTI D header. 1 19.

The method of claim17, wherein the indication of the

néxt BOOTI D 21 {hg{f@licentrd painidayicgirelity avficashpaitially on a network

SeDPs byl s sBashdeh the d%grpteﬁhﬁe%hﬁ%a fingcétoglemn%grmation

further conprising: 2 receiving a reboot 7 ndication

f fonteremg@thedevisgand ge-igichingpfednatign cortcemfrecks deaivd. 15

WO 2008/ 072129 PCT/ |1 B2007/ 054857 4 if the UPnP

control ppi.nt URMGRI'RLIaRS 2@twHcRAH t&%ﬁdﬁoh%olgﬁil@devicc

network 5 segnent aSSOC|ated_mnth.the di srupte

i At efdistwlelype aetapigesnen aoriakd miththcomdsrupmddeterfioagthe

t he . “tatchi Lt C : . _
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UPnPeasemmglthqudsivise avibxei fetshing inferiniagisn swkceahipgdire device.

net wor k segnment associated with the undi srupted

interfacey the c&n[ﬁ%}o@r%@bﬂéguéﬁerﬁl}aﬁieg Gvd &)?nﬂuﬁer-readable

updated without discarding stored information .
concEeHimgeasisye gpmputagde for perferhimgthe pioogseestaf olaim 20.
concerning the device. 1 22. A conputer program

pyoduct, Bmbodiegpiiud cRPRULEr - readabl e 2 nedi um
conpri sing conmputer code Tor perform ng the processes

of claim20. 2PXBCSSARagpparatus, conprising: 2 a
pfocessor; ang m?bnﬁ)rmé&meﬁHi%tiG%M:e&g& ﬂr?\éﬁé %rocessor and

connected to the processor an I 'ncl udi
conptledingode for processing an indication of a next

BQOT ID S. val ue f OEO llge?\éi)&efor %cheséiggéncﬁgilcﬁ%n%?\c{ InQ}Q{ BOOTID
been recei ved fromthe device over a

6  value for a device, the indication having been received from the device over an

7 undisrupted interface; and

8 computer code for, in response to the received indication,

g updating the BOOTID value ot the device without discarding stored information

10 concerning the device and re-fetching information concerning the device.

1 24.  The apparatus of claim 23, wherein the indication of the next BOOTID
2 value is received within a NEXTBOOTID header.

1 25. The apparatus of claim 23, wherein the indication of the next BOOTID

2 valucis reccived along with a SSDP:byebye message.

1 26. The apparatus of claim 23, wherein the memory unit further comprises:
2 computer code for processing a reboot indication received from the

3 device over a disrupted interface; and

4 computer code for, if the UPnP control point device relies at least

5  partially on a network segment associated with the disrupted interface, discarding
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7 undi srupted interface; and 8 conmputer code for, in

response to the received indication, 9 updating the
wBaosh1zal ue of the device w thout di scardi ngPGT/IB2067/054857

information 10 concerning the device and re-fetching

i nfonnati on concerning the device. 1 24. The apparat us

of claim 23, wherein the indication of the next BOOTID

2 value is received within a NEXTBOOTI D header. 1 25.

The apparatus of claim 23, wherein the indication of

the next BOOTID 2 value is received along with a

SSDP: byebye nmessage. 1 26. The apparatus of claim 23,

wher elfrdiparpaing concaming thedevireang enfsichisgdnfornption ppnstming the

code yfQfe processing a reboot indication received from

the 3 device over a disrupted interface; and 4

conputer code for, if the UPnP control point device _

rélies at?l easthe aBrasaps ¢falay 26nvhergip ity KPiogpmirak point device

assoediiad @k1IbA MndihBridicshei b &dcih@d §4ih aCinddhpansbie, the
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i if oBR&XTIIBrYakse AEEE Apvier it Hedagrdvyitheugherarding sarechinfigmation

ipfo ' j i 7 akhe.
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point device 2 relies solely on a network segnent

associated with the undisrupted interface, the 3

BOOTI D val ue of the device is updated w thout

di scarding stored information 4 concerning the device

and re-fetching information concerning the device. 17
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