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/ 300

Registration Page

Last 3 Digits of Account Number: |

Security Information
Name: |

city: L

state: 1 z: ]

Mother's Maiden Name : |
Last 4 Digits of SSN: | _
Listof Banks |

Name on Card : |

L1L |

MECIRE R

FIG. 3
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/ 500

Merchant XYZ
Total: $XKXX

VISA
/‘

Date: DD/MM/YY

Card No.: X000 XK XXXX 9999

Visa password

]

]

[ oK

Cancel

Payment Transaction

FIG. 5

Cardholder Password Promp
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Cardholder
Client Device

7/16

Browser

706

1. CH goes to bank
specific enroliment page

2. CH presented with
authentication questions
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/ :

"3 Answer returned
(including secret code)

7. Enroliment confirmed

oal——

702

Cardholder
Client Device

702
A\

Browser

FIG. 7

708 pAS
)
{
L
6. DB and
Directory
Enrollment updated
S
erver 4. Answers
sent for
validation
| Validation
5. Result’ Process

704

Centralized Enrollment Flow

1. Shopping and
Check-ou{3 Fasgnorma

710

~

I

712

2. Check to see if
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Directory

=

714

.

13- PayReq (via browser)

Access

4. PayRes (via browser)

Server

-

L

Receipt DB

704

722
\ Merchant Server
Store
Front
' 724 - 720
v
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and
Merchant payment
Moduie ata
’ Payment
5. Status System
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L
726

FIG. 8

Centralized Payment Flow



8/16

900
/
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Distributed Payment Flow

Cardholder Q08 | 906
Client Device PAS F
1. CH goes to bank
904 - Browser specific enroliment page
2. CH presented with
authentication questions
<_
3. Answers returned Enroliment
S
6. CH Moduled and erver 4. Answers
910 1 Cardholder | | certificate provided to CH sent for
Module - validation
8 l Validation
902 5. Result Process
FIG. 9
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Cardhold 952 950
ardholder
Clent Device \ Merchant Server /-
1. ShOP ing and \
Browser | Check-ou Fas normat}
> Store
Front
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Start
Authentication

Process

A

Y

1100 ~_|

at Online Merchant

Cardholder Shops

Cryptogram and
‘Password Sent to
ACS
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1170

i

A4

1110~

Verify Cardholder |

Participation in
PAS

A

ACS Independently
Generates

Cryptogram and
Validates
Password

L~ 1180

v

1120 ™~ __

Merchant Sends
Payment Reguest

Message to ACS

ACS Compares
Cryptograms to
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Authenticity of Chip

~——" 1190

Card

A

A4

1130 ~__|

Check if
Cardholder Client
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Payment
Response
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1185

Chip Card Reader

Y
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Generates
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RESET Initiation @#211)
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ATR VSDC Authentication Response
—p - —
Exception (4.2.1.2)
SELECT Applica?ion
o ord/Reshonse » Selection |VSDC Authentication Response|
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Application
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Command/Response (4.3.2.3) |[Exception (4.2.1.2)
Read
» READ RECORD _,.| Application
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FIG. 12A

Detailed Message Flow for
Payer Authentication Service
with Chip Card
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Universal Access Application
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