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-.1 TITLE OF THE | NVENTI ON PORTABLE ELECTRONI C DEVI CE
AND FI LE MANAGEMENT METHOD FOR USE | N PORTABLE
ELECTRONI C DEVI CE BACKGROUND OF THE | NVENTI Imm,mwmm
present invention relates to a portable el | ,”I”,”lm
device, such as an IC card, which nakes access;¢,q.a
file in a nonvolatile menory_injresponse to a conmand
froman external device and a file managenent nmethod
for use in such a portable electronic device. 10

Conventionally, a porﬂﬁlﬂEﬁdeEl eGld onhffiedce, such as

an |1 C card (snmart car as a rewitabl'e nonvol atile

MenDsyR WK IGH St Boliet SoBPEcR. ngONE OF MAGNE B8 hrHoD

carries out processing on data in the nonvolatile

menoryr YR his ushreapor tadterebect ronv ecd S devi ce,
data to be stored in the nonvolatile nenory are

usual | y managed byshAtker(sre, oforHexanpkrrIdapanese

Pat ent No. 2695857). Such an IC card as nmanages data

by file iShaocpradapt edntenmhke detettsaccesspbotaata

stored in the nonvolatile menory. That is, the IC card

20 felettpukes Aecess, toueh fé$ east OF edawilt fwitksh meakes

data and then reads data fromor wites data into

t hat2$¢%¢eS tahe fleatd ¢ snemeptaite mpeeny eld nresponse to

response to a _command which js a processing .

i nst? UCPTBROF r AP ha" eXX 6P Tad L ddey £es ToF xbhift dlandgement

IC cargl res onds to., 25 %commnd l{)rLom ghe external .

devi B2 2T chPT yIdut 1A SPriocsRobl ki it AttwsC (device-

dat a Stor@anQn@iéhéflyThg portable electronic device, such
as an IC card (smart card), has a rewritable
nonvolatile memory which stores data and a control
device which carries out processing on data in the
nonvolatile memory. With such a portable electronic
device, data to be stored in the nonvolatile memory are
usually managed by file (see, for example, Japanese
Patent No. 2695857). Such an IC card as manages data
by file is not adapted to make direct access to data
stored in the nonvolatile memory. That is, the IC card
first makes access to a file stored with desired data
and then reads data from or writes data into that file.

The IC card is adapted to operate in response to a

command which is a processing instruction from the
external device. For example, the IC card responds to
a command from the external device to carry out a

process of making access to data stored in a file. The

command issued to the IC card is defined by prescribed

T
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command issued to the I C card is defined by prescribed
- 2 standards. That is, the external device nmakes a
request to the I1C card for access to desired data with
a command defined by the prescribed standards. Then,
the 1C card interprets the conmand on the basis of the
S5 prescribed standards and perferns processing
corresponding to the command. As descri bed above, the
IC card is adapted to operate on the basis of

S e o non g oty el el SRR,

I's the 1 nternationa cards,

defipegudbe sirucd ufe andyfprm a@cf:e'g? fid&do: S c?lrgata with

data (data file referred to as an ementary fi

(EF) 3. cdiind 89 §ECHELS-Yy ’@r@é“@f‘é@cf%ewt%r?c%ﬁ?%. t Orhen,

each file in the IC card are al so defi ned.

| SO tIE783 6c4rd ai stetistan € that chasadd oidese Aasis of the
records to store data in a data file (record

structeseyibed sledidmddasatdiepst fochsirnerafestaingin

data files in the IC card. In |1SO1IEC/816-4, conmmands

t o nekerasperdiresttd othaceewssand. a file of such a

record structure 20 are al so defined. However,

| SO | EC78486-4epratesd aaboveni t tha {hecandbes afapeedrts

that can be stored in one data file. For this reason,

Wi t OPSEP FECTR1629, PatbimathdRr ¢ 9 Frbtked as raseflasds f orfFor

access to.a f'% ﬁge ecord structure are subject

to aFiPt&t it Séﬂ-gg Lo nuiber of S retor HRE S 2 h !

be Sgggﬁgéggsagfcﬁgdégg g? defines the structure and form
of a file to store data (data file referred to as an
elementary file (EF)). 1In ISO/IEC7816-4, commands to
make access to each file in the IC card are also
defined.

In ISO/IEC7816-4, a structure that has a number of
records to store data in a data file (record structure)
is defined as the structure of data in data files in
the IC card. 1In ISO/IEC7816-4, commands to make a
request for access to a file of such a record structure
are also defined. However, ISO/IEC7816-4 places a
limit on the number of records that can be stored in
one data file. For this reason, with ISO/IEC7816-4,
commands to make a request for access to a file of the
record structure are subject to a limitation on the
number of records which can be specified as candidates

for access.

ISO/IEC7816-4 supposes 254 as the maximum number
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for access. |1SQO | EC7816-4 supposes 254 as the maxi num
nunmber - 3 of records that can be stored in a single
file. That is, 1SOIEC7816-4 supposes that up to 254
records, which are nunbered 1 to 254, are stored in
one file. For this reason, in a command to nmake a
request for 5 access to a record in I1SQ | EC7816-4, the
nunber of a record that can be specified as a

candi date for access is given by "01" to "FE" in

hexacgl‘fecxi%/aclréé hat 1catno b2e54st<i?1,?ea lejgrli E%I %:}ré(%:f? gﬁflﬁent That

years, cards or simlar po

' ' . F I
Coul £ TEYPTE43 OU YAL U ot RETBL 8

one formof use i s 'suc

br oclnH & Wi h hase Ay 1€ hips adapted. {9, c??.sr?tc?ne file.

according to international standards, suc

| SO #RCTHELEs dreLytheddad 4 SdsRshd@s: @ @@%P@rfe@yey\@yf%r
of 15 exanple. As portable el ectronic devices are use

in aardouscd of Macdid iin expectmEddhats f hendenmResb midt o

i ncrease for recording nore records than defined by

t he ret@mtlartds: igarores fddes 1 Ford examnpl @nSpPOSeré@ access
method of use in which information concerning entry
(ent¥y Qvemtly a' Cldurita y)EEexin Hetepiedimael f (orethel to 254
country), and the like is witten into a passport

havi g I hi p enbedded w thout erasing old
information. In such a case, there wl| occur a

situati ontt a1t i ¥e3Btui FedCa @S rek ot Hbr e PeEbrlike
than_ﬁgecified the standards 25 in one file. Al so,

wi t K8 17 C %Vs]e%e% Sy m tQ have various uses. For

example, one form of use which is expected is such that
a brochure which has an IC chip adapted to operate
according to international standards, such as
ISO/IEC7816-4, embedded is used as a passport by way of
.example. As portable electronic devices are used in
various forms, it is expected that the demand will
increase for recording more records than defined by the
standards in one file. For example, suppose a method
of use in which information concerning entry (entry
into a country), exit (departure from the country), and
the like is written into a passport having an IC chip
embedded without erasing old information. In such a
case, there will occur a situation that it is required
to record more records than specified by the standards
in one file. Also, with an IC card used in a system to
manage entry into and exit from a security area or a

system for business transactions involving settling
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manage entry into and exit froma security area or a
system for business transactions involving settling 4
accounts, it is also expected that a request may occur
to record a |arge anount of history information
concerning entry and exit or transactions. Wth such
exi sting standards as descri bed above, 5 however,

each data file cannot contain nére_records _than
defined in advance. That is, in a system which

h i St t and s, one data file can
om0 o A, LSRR R kR b o
j j hat ill _be used in yarious
RN T (i R R LTS SRR S e Oy

Lo expand:i ey e sy qunbiel . of ;T ecorde L hat jcan be

stored in a data f . record.s ructur
Furthernnwgth09a§hd@ki@@iﬁ@?&é&h&%rﬁgngétH8E rQE?ﬁ ahgve,
d t hat e

exi sting systens, it is desSire , even en

Maxi Howe vehpesa Off dLEQr £151 ¢ Sc £XPNAEGn+ £Xh ShLPY records
commands defied in I SO | EC/816-4 be capabl e of making

accessan cdefthed etorabvanee datendt | £s, BRYEE SUMBRY, O
THE | NVENTI ON The obj ect of the present invention is

to provieens 200 atporeabd eied ectaom cddeviee ai £hfiBe can
capabl e of readily expanding the anpbunt of data that

can Badtareybd @h merpertdirds ide, daf fnee IR NBYSMBER .
met hod for use in such a portable el ectronic device,

and G TECTRY. thE A dFlidy Mol hrbaspeed b vdeious

inveﬁ%éfﬁ% f#efgkdfg, it is desirable to make it possible
to expand the maximum number of records that can be
stored in a data file of record structure.
Furthermore, considering operating conditions of
existing systems, it is desired that, even when the
maximum number of records is expanded, existing
commands defied in ISO/IEC7816-4 be capable of making
access to each recérd in a data file.
BRIEF SUMMARY OF THE INVENTION

The object of the present invention is to provide
a portable electronic device which is capable of
readily expanding the amount of data that can be
managed in a specific file, a file management method
for use in such a portable electronic device, and an IC
card.

According to an aspect of the invention, there is
provided a portable electronic device comprising: a

first memory to store data by file; a second memory to
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provi ded a portable electronic device conprising: a
first menory to store data by file; a second nenory to
- 5 store a plurality of itens of file managenent
information having the sane file identification
information for files and different file use order
information indicating the order of use of the files;
a 5 first access decision section which, upon
receiving a command from an external device, nmakes a

dect son. of pheL hery ofe nlcpo HRkP, agoges, o2l irst

file define I I'e" managenen

the phesahitYon Ofadisys.of £ile E?E_‘QQ%EJf}%'%{‘EQﬁO%i on

having the sane 10 file |Qent|f|cat|on I nf or ma n,
whi chnhasmiilen user of deg aﬂéoaﬁ@kg%ntpﬁwétwg Lhat

the first fileis first in the order of use; a secon

accessfdetasion iserid OBl okfietherdgsisbentRY Ehees; a
first decision sectionis that the first file is not
to beirdS accessedkcimkes sedecbsi ORioh, Wigbherc06iG0hg a

to neke access to a second file defined by that file

manageneatd | hf onnet | ot eofal hdeirt eap oikésl & decision of

managenment i nformation having the sane file .

i dentheTleak i oh Nohfee makonacabbehthas fisesorfiete defined

information indicating 20 the second file is second in

t he Y dehabfitke; maprpYneHr otREQFRGt bRt | ©f Whechlurality

carriges, out processin corresponding to the conmand

on t%h ?Y?%Sd%gigbﬁe RIFEMENE i NHPIBAL LAY HREIRY oRhe same

sect j to.be accessed. Accordi t o anot her asgect of

t he #%@%n ?%%?lgﬁc?%%Q% 1 f%F%@Fg%H’aw e hanabehentse

met oy o1 i W8S M { Non indicating that the first file is
first in the order of use; a second access decision
section which, if the decision by the first
decision section is that the first file is not to be
accessed, makes a decision of whether or not to
make access to a second file defined by that file
management information, of the items of file management
information having the same file identification
information, which has use order information indicating
the second file is second in the order of use; and a
processing section which carries out processing
corresponding to the command on the file decided by the
first or second decision section to be accessed.

According to another aspect of the invention,

there is provided a file management method for use with

a portable electronic device comprising: storing data

in a first memory on a file basis; storing in a second
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a portable electronic device conprising: storing data
inafirst menory on a file basis; storing in a second
6 nenory a plurality of items of file managenent
information having the sane file identification
information for files and different file use order
information indicating the ordeg of use of the files;
5 upon receiving a command from an external device,
maki ng a first decision of whether or not to make
acc a, fi fi f] byt fi ment
infgﬁﬁgé?%n? %%éﬁ%%i%fdggl%?§ﬂ%fg$t€ﬁ%ed#éﬁéigﬁggg
ManagerBata+ 160N @B 1,00 hayi 89t hes samegdid £: 10,46
identification infornmation, which has file use order
i nf of 1Bd a1 veli £o | L dbagndhgifresdnf it £1d suddrstadp
the order of use; if the decision is that the first
fil eihBSonoition bendccessed, thakbnge . SECONE $lecisé opiles;
of whether or not to nmake access to a second file
def i meon 15ebyithad 4 i ¢enmamdagénent amn né:otemta bndewvicé he
itens of file managenent information having the sane
filenakdentdficatt otedhs bemadf onhe e chohasousteo onalkes
information indicating the second file is second in
t he dFeR?S ofC urelladld Ehteyinfioed Py deessihigle management
corresPonding 20 to the command on_ the file decided
by thRtPTPRtIOr Yecord BEeTaidhYt of bet it edketfLe
Accordingeto sti%% anot her aspect of the ipvention,

A

RARLTHPOVF el AT Rar B LB F18F nE™a fhbsiul e

there is”pr

and dgggyfigﬁngﬁhiép rﬁggyég i%hf@?egggd '#he Zg order

nodul e conprising a first menoty to store ealﬂﬁ/ ,

fiIeinformation indicating that the first file is first in
the order of use; if the decision is that the first
file is not to be accessed, making a second decision of
whether or not to make access to a second file defined
by that file management information, of the items of
file management information having the same file
identification information, which has use order
information indicating the second file is second in the
order of use; and carrying out processing corresponding
to the command on the file decided by the first or
second decision to bé accessed.

According to still another aspect of the
invention, there is provided an IC card comprising: a
module; and a body in which the module is embedded, the
module comprising a first memory to store data by file,
a second memory to store a plurality of items of file

management information having the same file
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a second nmenory to store a plurality of itenms of file
managenent i nformation having the sane file 7
identification information for files and different
file wuse order information indicating the order of
use of the files, a first access decision section
whi ch, upon receiving a conmang from an externa

devi ce, makes a 5 deci sion of whether or not to make
access to a first file defined by that file

mnag@mfiigg@iw@tiimrﬁti&ﬂef&é LﬁfiaJLéé YarPh 45&&&& file
flle nanagenentllnfornaylon aving the same file

! den&éél&%é@ﬁdfﬁﬁﬁé@idr@%n&%&ﬁm?%é | gdls& prer o
information indicating that the 10 Tirst file is first

i n thee of degs Ofa USErst SQEH AECESSH dRCHST AN e ONipon
which, if the decision by the first decision section
i s thatethind ia stordfmdred | Srawtard extherraccessethe Makes A a

deci si on of whether or not to nmnake access to a second

fil edeleisied &y whethdr ler 'otranagenentadad g ned iOfirst

of the itens of file managenment information having

t he Shhe d¢fedient i thatatior narfagemnsnonniwincdt has, of

use order_information indicating the second file is

secontf i el brierf oftengs et dnid & TrmResetHy Seteimertion

whi ch carries out 20 processing corresponding to the

conmahttEh @rﬁe F30% ©okei e byt 197 ¥91 stnfgr sy which

decisjion.section to be . accessed. Additional qﬁ%ects

and Advan %é%s%fo¥?ﬁfi%ﬁzéﬁm%ﬁ%OQM%qé%ﬁ§§%ﬂgf 1t Ghe

the description which follays aqg 25.in part wll be

obvi ous #rolmﬁohe escri pjtl on,e or- r?aji/ Qofe s Secondb
access decision section which, 1f the decision by the
first decision section is that the first file is not to
be accessed, makes a decision of whether or not to
make access to a second file defined by that file
management information, of the items of file management
information having the same file identification
information, which has use order information
indicating the second file is second in the order of
use, and a processing section which carries out
processing corresponding to the command on the file
decided by the first or second decision section to be
accessed. -

Additional objects and advantages of the invention

will be set forth in the description which follows, and
in part will be obvious from the description, or may be

learned by practice of the invention. The objects and

advantages of the invention may be realized and



10

15

20

25

| earned by practice of the invention. The objects and
advant ages of the invention nay be realized and - 8
obt ai ned by neans of the instrunentalities and

conbi nations particularly pointed out hereinafter.

BRI EF DESCRI PTI ON OF THE SEVERAL VI EWS OF THE DRAW NG
The acconpanying draw ngs, whicf are incorporated 5
in and constitute a part of the specification,
illustrate enbodi nents of the invention, and together

wi t e genasaldascrd dtdpn given,above and L he 4

detai |l ed description of the enbodi nents given bel ow,

Ser Vot rexl @i gdve: iR e 1) 850 it ddes i nvientd o £ A0
FIG 1 is a schematic block diagramof an IC card as

a porsmRbie BieckIpniondeviTR: SEGERRLI s18wdi @8 ankf ORAWING
use in explanation of a contact ICcard; FIG 3 is a

di agr am foire usecompaxypl ranattoniodgs a2 wHbchofr € o @stpdated
card; FIG 4 schematically shows a file organization

in i dath gETritut GS.pSBA antl BB sohwmiaticat 1gn show

a data structure in a file; 20 FIG 6 schematically
showks! §49 e afeh jdrrditnen i srethonin® G ign, sared together
fl owmchart iIIustratigg the flow of processing for the

APPEND 'REGORI ¥etiendle S B o g3 i een 39ouetmnd the
IRlEl Y tra?%l:,ﬁr:ggrfgﬁsecg:ﬂpot%oog ot25t eroecfbsoséinngergtosr éihx?enREbAeDlow,
serve to explain the principles of the invention.
FIG. 1 is a schematic block diagram of an IC card
as a portable electronic device;
FIG. 2 is a diagram for use in explanation of a
contact IC card;
FIG. 3 is a diagram for use in explanation of a
non-contact IC card;
FIG. 4 schematically shows a file organization in
a data memory;
FIGS. 5A and 5B schematically show a data
structure in a file;
FIG. 6 schematically shows file management
information;
FIG. 7 is a flowchart illustrating the flow of
processing for the APPEND RECORD command; and
FIG. 8 1is a flowchart illustrating the flow of
processing for the READ RECORD command.
DETAILED DESCRIPTION OF THE INVENTION

An embodiment of the present invention will be
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DETAI LED DESCRI PTI ON OF THE | NVENTI ON An enbodi ment of
the present invention will be 9 described hereinafter
with reference to the acconpanying drawings. FIG 1
is a block diagramof an IC card 1 as a portable

el ectroni c device according to an enbodinent 5 of the
present invention and an | C cargd system including the
ICcard. The ICcard 1 is placed in the operable state
when powered froman IC card reader/witer 2 as an

ext etgal . ey The G qard, 1 whi oh, has, besp, pl aced

in the 10 ope € state perforhs various processes in
r esponsenond s dfgomthe I1C card reader/witer
2. The I(,p card reader/vvrlter 2 supplies power to the

| C card 1lpr@ndii $SULSHLOORBALSGEOmi bt On T fAUESEY 1 as a
various processes. The IC card 1 may be either a

cont@ett 461 € ag Te dSr e 0Nt @t i POT 4 @dd £ BA@CE§ W Cembodiment
device) or a contactless |1C card (contactless

5 portabl ehelpotsoni cideice)n dhe acont acird Geardhi s
adapted to make communication with the IC card
r eader? Wrdirg PhehkEh drwodight into physical contact
with it. The contactless |IC card nmakes 20
comuni cat#®nlWw ¢aré hk 1€ rhaded ebaetiow dperabhe t heate when

state V\,here they are not in contact with each ot her
t hr RRPFE TSR BN AN alf- o EhnEC 20RE 4V Ff es2s an external

F h the I C d 1 may be
S COBSR o I T oGy CHRMAI T A 1S b2t o s

10 25 coogg@ggfeaté@antéage'r'f&fss B P SOB AL LSS A onse
to commands from the IC card reader/writer 2. The IC
card reader/writer 2 suppliés power to the IC card 1
and issues commands to it to request various processes.

The IC card 1 may be either a contact IC card

15 (contact portable electronic device) or a contactless
IC card (contactless portable electronic device). The
contact IC card is adapted to make communication with
the IC card reader/writer 2 when brought into physical
contact with it. The contactless IC card makes

20 communication with the IC card reader/writer in the
state where they are not in contact with each other
through the use of an antenna and a wireless
communication unit. Furthermore, the IC card 1 may be
a composite IC card (dual interface IC card) which has

25 communication facilities as a contact IC card and
communication facilities as a contactless IC card. The

contact IC card and the contactless IC card differ from



communi cation facilities as a contactless IC card. The
contact I C card and the contactless I1C card differ
from10 each other only in the nmethod of _

comuni cation with an external device. For this
reason, exanples of processing to be described |ater
are appllcable to both types q{ I C cards. 5 Next, the
configuration of the IC card 1 MA|| be described. As
shown in FIG 1, the ICcard 1 is forned such that a

d. | shaped_bod
odu el SEnERralert "o Be B PR RE - PR B PR woen n

h rfa | connec th
che R A b et L pE0s T 0 EDa 808 CGINESLEE) ok

cen S
103, BORM 0%, T oommmind Sat Ton dont 13l umrtLiGeb iy otk
powetyseppby {Ootasdiown). The communi cation control 15
unit 106 of the IC chip 10 is connected with the
5 interfaceNédtt, Thiee CPbhi0ducadt 0l s£thge Wol €208 1heil€ pe
card 1. The CPU 101 operates on the basis of a
contdescprlogdam and control data stored in the ROM
104 or the data 20 nenory 102. By executing the
control . PPoghawy iheFTPU 110théunCttand Asia formed such
processor to performvarious processes. The data
nenot§2 402 Behsi et bf enbedred abh &2 ¢ardssibiedd body B.

nonv | atil such as_an EEPEOM 25
(ele IB?HB% ‘Fgeebﬁaﬁ%b}fét%%alp%gﬁ%%%%rqr@a@t ohtgst one IC
10 chip 10 and an interface 11 which are connected with

each other. The IC chip 10 is composed of a CPU
(central processing unit) 101, a data memory, a RAM
103, a ROM 104, a communication control unit 106 and a
power supply (not shown). The communication control
15 unit 106 of the IC chip 10 is connected with the
interface 11.
The CPU 101 controls the whole of the IC card 1.
The CPU 101 operates on the basis of a control program
and control data stored in the ROM 104 or the data
20 memory 102. lBy executing the control program,. the CPU
101 functions as a processor to perform various
processes.
The data memory 102 consists of a rewritable
(erasable) nonvolatile memory, such as an EEPEOM
25 (electrically erasable and programmable read only
memory) or a flash ROM. The data memory 102 is stored

with various pieces of information to suit the purpose
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menory) or a flash ROM The data nmenory 102 is stored
Wi th various pieces of information to suit the purpose
- 11 of use of the IC card 1. For exanple, the data
menory 102 is stored with application data for

i npl enenting various functions. The data nenory 102

al so stores various pieces _of ;data in such a way that
they are 5 stored in files. The structure of files in
the data nenory 12 conforns to | SO | EC7816-4, for

exanpt g5 e . g%@%glsd al.vol-p:éf" < JRIPLY M%g#ﬂ%tgaa@nemory

be accessed at speed and functions as a r

menmoyy, {0 dedRQkafidy Siorecdaidn Fora exym -
RAM 103 10 tenpor arli 'y az‘%%lr es data vvhia(I:h are Il(r?pelcéelTLPE\(?}etdlng

and @it ou Ui dgk COHBIUNI T3 | @4k PIRGRSS) N M 114 hediles
card reader/witer 2. The RAM 103 al so functions as a
wor ki angi sesTOs ye d s tefpied i1y ot datay whah @ty are
bei ng processed by the CPU 101. 15 The ROM 104 is a
nonrewiddhbire Miokeml atThe semnortyure Fof £Xasplin dHe data
ROM consi sts of a read-only nenory, such as a nmasked
ROM meTier YROM fagicionons s BSQf Dot a8l 6 nbnof or séxaamgle.

w th a control program executed by the CPU 101. In
parti cul a?*}etWRtﬁ%@ 192 3 svetatble whehory 20ntontedt be
programto perform basic operations  corresponding to

t he SpetiTTCaAT hIDISRIR IV Cartn A Lol 2ot roft it anemory
o ARG R 08 5 LR AR SO Yy 102
gg%ﬁ%ﬁ;ﬁ&&oﬂf%’@&d&‘%é@a ev%(ﬁféfg]aelaéé/ ragcpelix?edd 2a5nd sent
during communication processing with the IC card
reader/writer 2. The RAM 103 also functions as a
working memory to temporarily hold data which are being
processed by the CPU 101.
The ROM 104 is a nonrewritable nonvolatile memory.
For example, the ROM consists of a read-only memory,
such as a masked ROM. The ROM functions as a program
memory stored with a control program executed by the
CPU 101. In particular, the ROM 104 is stored with a
control program to perform basic operations
corresponding to the specifications of the IC card 1
and control data. For example, the ROM 104 is stored
with a control program that allows the CPU 101 to carry
out processes corresponding to externally applied
commands.
The communication control unit 106 controls data

communications with the IC card reader/writer 2 via the



10

15

20

25

The communi cation control unit 106 controls data
communi cations with the IC card reader/witer 2 via
the 12 interface 11. For exanple, when the IC card 1
is a contact IC card, a contact type contmunication
function is inplenmented by the interface 11 as a
contact nenber and the connunhgﬁtion control unit

106. When the IC 5 card 1 is a¢ontactless IC card, a
non-contact type conmunication function is

[ he i f 11 d .
oder (RO 2L ot danbau BTar® aeth e Konunfi T o e 2

j 0 i . iqur .
ContEhe X trd 08 Y 1 LR d L Gt 1AM SO I Bt on

reades / Wip I &ferd 4@ WY it dal@r 40O e dal a JIRmY member

102, the CPU 101 executes the control program store

in tdved ROM 10hrin Lot YorDWorde r T 08ESS 06 W it 0 dad arc
into the data nenory. When the |1C card reader/witer

2 i ssued B conrashiactlessd det acdid stonashddbithedatdpe
menory 102, the CPU 101 executes the control program

t 0 carmnyurpita tal gr obesst iafn rieadimgl dedret ed romdrhesrtairma as
menory. Furthernore, the ICcard 1 is adapted to

i nplErentntirirfaes b coek sesnatyn espohdl aigp 1t Glentduz lugesr)  as
of the IC card 1 by the CPU 101 executing 20

pr oCes% i FRPPHOHFEMECT EaHI Il Wekloritg to the uses of

the ICcard. FIG 2 is an exterior view of a contact

IC card a& R ¢ mOfcaHe § GR&F dcant mgustdwivhen @ gommand
2, the contact IC dis formed so that jts contact
menber &s’ 25 3ﬁet}i“;hfjgtgfcaat:red ﬂe"’fnie Kposedf on the'rite data
Surffﬁ%%(ghétg%égxﬁ%mory 102, the CPU 101 executes the
control program stored in the ROM 104 to carry out a
process of writing data into the data memory. When the
IC card reader/writer 2 issues a command to read data
stored in the data memory 102, the CPU 101 executes the
control program to carry out a process of reading data
from the data memory. Furthermore, the IC card 1 is
adapted to implement various processes corresponding to
the uses of the IC card 1 by the CPU 101 executing
processing programs installed according to the uses of
the IC card.
FIG. 2 is an exterior view of a contact IC card as
a form of the IC card 1. As shown in FIG. 2, the
contact IC card is formed so that its contact member as
the interface 11 is exposed on the surface of the body
B. "With the contact IC card, the module M having one

or more IC chips C connected to the exposed contact
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B. Wth the contact IC card, the nodul e M having one
or nore | C chips C connected to the exposed contact 13
menber is built into the card-shaped body B. As shown
in FIG 2, the contact nenber as the interface 11 of
the contact IC card is conposed of a plurality of
termnals: a supply voltage term nal Vcc, a ground 5
termnal GND, a reset term nal RST, an input/output
termnal 1/0O and a clock termnal CLK. FIG 3 shows

t he nce&ﬁgélgumggls;ﬂ@wfitrﬁa&%ec%wsﬂage&fa 1% 8 ;ggfg%own

of the IC car t he non-conta

shown i El G, Jnad JRdU & %&ﬁ%%@%@ﬁﬂ&ﬁﬁil G or

chips C and an antenna as the interface 11, are

showndycstotded 1d nessq i erdgsided, i g the1.cad drshaped
body B. Thus, in the non-contact IC card, radio

Si gned sminansin 4 tecbmry recet ves tyrdhesant@nnaas @Féund
processed by the 1C chip C. 15 Next, the organization

of fidwsistor@iD, re tresaatzermenol VRID2 an | indet /output
described. FIG 4 schematically shows an exanpl e of
fileteongani zZbAQ omridh & hel @alt at ewemoryl 1TX. As shown in
FIG 4, in the data nenory 102, 20 various files are
managed ihl@- h? eshevehi e cerficguration tdf master-¢pheact IC
(MF) set at the highest level. In the exanple of FIG

4, tSRFSTIENtLY 9] 'F B &Fd ahd B dile pr@epentact

at t | evel next to that the master. file MF. It

is af oc%ﬁ(g’si%sf 1Y ek n%lo(g 3 1P 287 hvirgepne or

neXtméPetf@tcr(Plfps”Ee annacStaer{ afujltl_eennl\é': gsndckgeefiir{]teerface 11,
which are shown by dotted lines, is embedded in the
card-shaped body B. Thus, in the non-contact IC card,
radio signals transmitted or received by the antenna
are processed by the IC chip C.

Next, the organization of files stored in the data
memory 102 will be described.

FIG. 4 schematically shows an example of file
organization in the data memory 102.

As shown in FIG. 4, in the data memory 102,
various files are managed in a hierarchical structure
with master file (MF) set at the highest level. In the
example of FIG. 4, two elementary files (EF) EF1 and
EF2 are present at the level next to that of the master
file MF. It is also possible to define a DF file at
the level next to that of the master file MF and define
elementary files at the level next to that of the DF

file.
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el enentary files at the level next to that of the DF
file. 14 The elenentary files EF1 and EF2 are ones to
store real data. That is, in the data nenory 102,
real data are stored in such elenentary files as
shown in FIG 4. |In other words, real data are
managed for each 5 elenentary fjije _in the data menory
102. In order to make access to real data, therefore,
it isrequired to select each el emsntary file. Next,

the stru Héeef’%g%ﬁ% fﬂig F%:ge %F%flgléesor(‘dgt@o store

files) w

SChef@éi C@Aéé/ sheayw hﬁeStMC{H‘é eﬁ% r@@rﬁ@% ”16.%‘1~| R gata

files. is assuned re that

Stfu&i@r&&fed‘iai@ dudm éi@n@ﬁ@é‘?@tﬁﬂ’esfééesﬁ&n'{‘n FIG 4.
FIG 4 and FIG 5B shows the structure of data

the pheseidaryofdd o F21 Queh glempmagyd 1§o£lé§§h
(data files) as shown in FIGS. 5A and 5B are stored

I N aelatentsdoy affel @rea Sied e d méher @at @2 mends Yord2. to
In the elenentary files EF1 and EF2, real data are

st oregkasa @5#As 5 evorgsa hada g, r gcaraf swwbeis b dediei 28d to
254. Here, the structure in which data are stored as
reco?edsedth eadh |elementedeyredleo as the record

structure. Here, |SQO|EC/816-4, which is the

i nt er nat i Berat: Shandardctere| of car®’, 18pelkef pbsmeneary

foll n ta 25 structures in elemsntar files:
0 ?Mﬂ g gg'ta files) will be described. y

FIGS. 5A and 5B schematically show the structure
of data in the data files. It is assumed here that
FIG. 5A shows the structure of data 1 in the elementary
file ER1 in FIG. 4 and FIG. 5B shows the structure of
data 2 in the elementary file EF2. Such elementary
files (data files) as shown in FIGS. 5A and 5B are
stored in a data storage area set up in the data memory
102.

In the elementary files EF1 and EF2, real data are
stored as 254 records having record numbers of 1 to
254. Here, the structure in which data are stored as
records in a file is referred to as the record
structure.

Here, ISO/IEC7816-4, which is the international
standard for IC cards, specifies the following da%a
structures in elementary files:

(F1) Transparent structure

(F2) Linear structure with records of fixed size:
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(FI') Transparent structure (F2) Linear structure with
records of fixed size: 15 this is a structure such

that records of fixed length are arranged in sequence

in a data file. Wth this type of data file, records

of fixed length are witten 1in sequence. 5 (F3)

Li near structure with records qfc variable size: this

is a structure such that records of variable |ength

are arranged in sequence in a data file. Wth this

t fd r f_.vari e length_are

w TRt i Sadtiensel D TR O Tt er et i T tenath
records p-dhded S 2equddiis I8 & Sl{CEe SUPh A hals
records of fiXxed Iengt% are arranged cyclically in a

dat ac fhd ot WA th tH Se f YR&ofds At ar fid @, 148505 ASr Ofyyritten
fixed length are cyclically witten or rewitten. 15
(F5)idLdegiemed ure: each record in a data file is
conposed of tag, length, and value. In (Fl), the data
structure(F3) nbin¢he secocturstwlch urecbudistbe variable
transparent structure. In (F2) to (F5), the data
struetzee tilsis his recotdustunetanec) That 280cdsdsiaf variable
| SO | EC7816-4, such structures as in (F2) to (F5) are
specl i@ aare| @vemeey i lssayeaa filesdad fikhe. With
record structure. Wth data files of such record

st ruthtf esYRR 9FY2td {75, reedrdmtef ararstloredlength are
each record.. In 1SO | EC7816-4, however, the upper 25

li mi YTt Val e 37949 Sunber of records that can be

(F4) Cyclic structure with records of fixed size:
this is a structure such that records of fixed length
are arranged cyclically in a data file. With this type
of data file, records of fixed length are cyclically
written or rewritten.

(F5) TLV structure: each record in a data file is
composed of tag, length, and value.

In (Fl), the data structure is not the record
structure but the transparent structure. In (F2) to
(F5), the data structure is the record structure. That
is, in ISO/IEC7816-4, such structures as in (F2) to
(F5) are specified as elementary files (data files) of
the record structure. With data files of such record
structures as (F2) to (F5), real data are stored in
each record. 1In ISO/IEC7é16—4, however, the upper
limiting value of the number of records that can be

stored in each data file is specified to be 254 (the

record numbers are 1 to 254). For this reason, it is



10

15

20

25

stored in each data file is specified to be 254 (the
record nunbers are 1 to 254). For this reason, it is

16

i npossible to store an additional record or

records in a data file which has been stored with
records nunbered 1 to 254 like the elenentary files
EF1 and EF2 shown in FIG 4 (Rg record to store rea
data cannot be set up). 5 Next, access to a data file
of such record structures as descri bed above will be

descirrﬁ iﬁe q?oscgﬂ&eed aqpoavc?digihc?nallc rceaéogrci]' drs records in

adapted to operate In response to conman

s from an

ext &f Nt 5 0oV C6on FH Hd¥ HLERASOL  LPN A A ACEE S umbered
to data 10 files can be described as processing for

commands.osaThered ois A deseddpfiemds mrvehdei® ofhown in
commands to request access to a data file of the
recor s st4 ugidirgscd@l dNHEhNee, r&sl cmmnesnidx neguast up) .
access to data files of.the record structure,

| SO | EC7T846xd, d&cspecidiesdithe folé o ngucomanssd

(Ad) READ RECORD(S) Command (C2) WRI TE RECORD Conmand

( C3' 9t ARFENDE RECORIE Conreatl a4 WSEARCH RECORD bed.
Command 20 (C5) ERASE RECORD(S) Command OF the

conmmands ®f {€FFriled Eoveachhof 1§ hearéohmahdsdaxieeptto

t he APPEND RECORD Command can specifg t he number of a

r ecaTRFID Del ACTRIRUES AL dedEri e

Hova! external

| SSSQ |1 EC7816-4 aé$.ums t hat the ‘gfger#i mting 25

val (&6t he Tt

1SRRG dsCh REE T P i Fpt2

files can be described as processing for commands.

a

Therefore, a description is given here of commands to
request access to a data file of the record structure.

For instance, as commands to request access to
data files of the record structure, ISQO/IEC7816-4
épecifies the following commands:

(Cl) READ RECORD(S) Command

(C2) WRITE RECORD Command

(C3) APPEND RECORD Command

(C4) SEARCH RECORD Command

(C5) ERASE RECORD(S) Command

Of the commands of (Cl) to (C5), each of the
commands except the APPEND RECORD Command can specify
the number of a record to be accessed. As described
above, ISSSO/IEC7816-4 assumes that the upper limiting
value of the number of records that can be stored in
each data file is 254. For this reason, in

ISO/IEC7816-4, the record number which can be specified
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each data file is 254. For this reason, in

| SO | EC7816-4, the record nunber which can be
specified 17 by each command ranges from9l to FE in
hexadecimal (1 to 254 in decimal). Wth the APPEND
RECORD Command of (C3), on the other hand, a request
can be nmade to nmake access to 5 record to be
accessed W thout specifying its record nunber. The
APPEND RECORD Connand is frequently utilized as a

est_tp_sequent i y. record dat

arélcu ypeg% ?Segﬁ%%lgf a%%) FEOLG RS
|nf0{ga§5@n Qﬁé@ﬁﬁ?ﬂ ng the contents of a series of
10 processesé In general it is expected that there

can Occuwlﬁhstﬁ@aAPP@N§Uﬁﬁcbﬁ§tcé‘mrﬁé‘r‘l&‘ Skl ?C%P "‘QhCPhe

history information is sequentially recorded

dat aofhée #eauesd %@eé@%ﬁw%mmﬁ&é% to a

sequentially record data) exceeds the upper limting

15 vedderofts hee nwdbessed weeosds gssaimedihy its record

| SO | EC7816- 4. That is, it is expected that data
nmanageneat . efliée CARPRYD CRECORD | atrease di HYF §agli@asi ng

the upper limt value of the nunber of records in a

dat auti{ized esvi cdorerrad are seEgrentialgst ecorskeguentially
based on 20 the APPEND RECORD Conmand. Wth the IC

car df ®FC¥ i S ehiodi et Lt i ¢el dunbiere of for exxamsle hatistory
can be_stored in a particular data file can be
.ncrJe%E%amaHO%h%%%e%%n%rf%dﬂh%r%ortwtqr@f a series of

partlcular data f le is not necessarily one B ysi ca

25 dRIECFFTeS Thelba???%iﬁ r Hats FTIRETES set35° can

occur a situation such that a data file in which
history information is sequentially recorded (i.e., a
data file requested by the APPEND RECORD Command to
sequentially record data) exceeds the upper limiting
value of the number of records assumed by ISO/IEC7816-
4. That is, it is expected that data management
efficiency can be increased by increasing the

upper limit value of the number of records in a data
file in which data are sequentially recorded based on
the APPEND RECORD Command.

With the IC card of this embodiment, the number of
records that can be stored in a particular data file
can be increased. It should bé noted here that the
particular data file is not necessarily one physical
data file. The particular data file is supposed to
include two or more data files that are recognized as

one data file by an external device such as the IC card
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include two or nore data files that are recogni zed as
one data file by an external device such as the IC
card - 18 reader/witer 2. As will be described
later, it is expected that two data files having the
same file identification information will be

recogni zed as one data file (agparticular data file)
by an external 5 device. The form of nmanagenent of the
elementary files wll be described next. FIG 6 shows

an ef%r@*v)’rﬁt@rna} MA{QHlW tﬂeo%egé}fjt%eg@t]jlagper, it is

(managenent i nformation) for managi ng

el ereplaned ides: diy Rl & Lxshown (d g Janagenent,

information for the elenentary file EF1 shown 1 n

SA aikd thier iel AR armye d i #=r2 whowhd N dddgn oBd ddéne
file managenent information is stored in a ~ nanagenent

i nf odaed | fON eSt @F agerAir@d Setddyy i1 tdhe Watan b smimr y
102. As shown in FIG 6, the file managenent

i nf oteratdeon for each file is nmade up of file
identification information (short EF identifier), file
type i nf dtmmatiom okcwmmhdemgtth ¢ hfgreret ] omenpaxy nfies
20 record nunbers informati on, and use order

i nf oret ish.desTE 9ed exgdfent i fi cation information
identifies_a data file. Each data file is identified
by the fil®®: iUeMTHF 2t i DFTRYD et G R Edefinition

specifies it. Fo%qthis reason, twg or nore files

havi Hb‘}?%ts]a% RS e i H IR G 10 i T R BH g & he

reccg&g&gg{gy%cggigéje In FIG. 6 is shown file management

information for the elementary file EF1 shown in
FIG. 5A and the elementary file EF2 shown in FIG. B5B.
The file management information is stored in a
management information storage area set up in the data
memory 102. |

As shown in FIG. 6, the file management
information for each file is made up of file
identification information (short EF identifier), file
type information, record length information, maximum
record numbers information, and use order information. .
The file identification information identifies a data
file. Each data file is identified by the file
identification information which specifies it. For
this reason, two or more files having the same file
identification information are recognized as one file
by the external device.

The file type information contains information
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by the external device. The file type information
contains information 19 indicating the data structure
of the corresponding file. For exanple, when the data
structure of the corresponding file is the record
structure, the file type information indicates one of
the structures of 5 (F2) to (F5)y The record Iength
information is information indicating the size of
each record in the corresponding file. The maxi mum

EOLERuIDeRS D1 oKD Lon Lo, LU SETBAL oL PR 68 L1A

he nmaxi num er or recor

the ﬁQl&OffﬁépogQéﬂglé"@heﬁh€hésﬁa95d?EFhBESEQHékOEhe

is set up when there are two or nore es o0

samechitespbi@nhyf Ecati 08 tﬂéOEQEBanséggctﬂgécaEﬁé file
the order in which they are used. This enbodi nent

assubgset hatotheribensnaicitbe oA& BBNARENBALuctures of
information for two or nore files of the .sane file

|dentrticamuoﬂ5)nfornatr@@oadeled@ﬂhl@atormaahbn is

i nformati on except the use order information. In

addi tnbormehisn enhodcakhhg supposéset hat ehohegecsrdr én the
set starting with 1 as the use order information for

20 freeseaponhengahilti | eThdenakingmt renordf onmaeien.

For exanple, where there are two files of the sane
f|Ielnfﬂé%%?%?%a%ﬁohnfﬁ¥%?ﬁﬁ?ﬂoh“d¥ﬁéta§@ Bheemaximum
|nfornaR|on for one file is set to 1 and the use

or dePUTRPbr At FBROTFor Rk SRRePei stekedt dn2thes |
the gorr éSoSélﬁgc% ?é th?hélhgeng?ggr 1n%ormatlon is set

up when there are two or more files of the same file
identification information and indicates the order in
which they are used.

This embodiment assumes that the iﬁems of file
management information for two or more files of the
-same file identification information are identical in
all information_except the use order information. In
addition, this embodiment supposes that integers are
set starting with 1 as the use order information for
files of the same file identification information. For
example, where there are two files of the same file
identification information, the use order information
for one file is set to 1 and the use order information
for the other is set to 2.

In the example of FIG. 6, the file management
information for the elementary file EFl is set such

that the file identification information is 01, the
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information for the elenentary file EF1 is set such
that the file identification information is 01, the -
20 file type is the linear structure with records of
fixed size, the record length is 100 bytes, the

maxi mum nunber of records is 254, and the order of
use is 1. Also, the file managgpent information for
the 5 elementary file EF2 is such that the file
identification information is 01, the file type is the

) ) _ . . th .
i nef"flec'lttf%ﬁé Effsﬂléoghgr?é:ﬂd& c{ﬁf(eeqﬂf‘ﬂk%er ce?F%? of fixed

record | engt ytes,” tthe naxi num nu

reCO§Q§ejSthg5ﬁecé¥HifgﬁbﬂHCE% f6OLB§%é§5 %ﬁKQQnﬁgipum

shown in FIG 6, the elementary files.EF1l and

di f fresimibe o eacdcotdieri PNl yy j naddecpus o deror use is 1.
informati on. Such files, which are physically two

fil eslsey echogi cad Inyarhanhat asnomendiien dhateis, in

a state in which a file the file identification 15

i nf orhentemmanf WhiclEFS 104 sscisettest ethe thiel €l enent ary
files EF1 and EF2 are accessed in sequence according

to 1deniordecatsern bynfidmnalsieonrider0l nfidrerafilon. t Wextis the
exenpl ary processing in such an.1C card as descri bed

abovel 3T Pleryesers bedh 20 rds ofa Heset iption tilse record
given of the flow of processing associated with the _
APPENDRECGRD MRS ( (3)e 48287yt stugb@mftle egcords is

pr oc ing inthe |Ccard 1. FIG_ 7 is a flowhart
il u%?%?at d e 316w St BiockSsing associated with

the APPEND, RECGRD MRAd ¢ 25 (&30 oMt 8, dSELLPELON, g

which follows, It TS assuned
EF2 differ from each other only in the use order
information. Such files, which are physically two
files, are logically handled as one file. That is, in
a state in which a file the file identification
information of which is 01 is selected, the elementary
files EF]1 and EF2 are accessed in sequence according to
the order set by the use order information.

Next, exemplary processing in such an .IC card as
described above will be described.

First, a description is given of the flow of
processing associated with the APPEND RECORD Command
(C3) as a first example of processing in the IC card 1.

FIG. 7 is a flowchart illustrating the flow of
processing associated with the APPEND RECORD Command
(C3). In the description which follows, it is assumed

that a file (current file) to be accessed with the

APPEND RECORD Command (C3) is an elementary file having
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that a file (current file) to be accessed wth the
APPEND RECORD Command (C3) is an elenentary file
having - 21 file identification information of 01 and
the linear structure with records of variable size as
shown in FIG 6. In addition, it is assumed that data
to be witten with the APPEND;RECORD Command has a
size 5 which can be stored as a record in a file the
file identification information of which is O1.

FUr t ET Iy @ond 114 Sy @SSUNESEd e dhers | @%&e%gup%ear

security conditions for witing data wt

RECGRD- (onednd, 1 ) Jdves 4 & ca dyalr-il S 1actd vat edy V@l’%‘«ln in

powered fromthe |C card reader/witer 2. In

act i et £d6 St atre, addvec 1 drG caf di sl d%&l@ﬁbik%@fdata to be
receiving a command fromthe I1C card reader/witer 2.
Upornwr ecedviwigt la tosmiareE N D hiee @R dddmanid ties | £ siagdl

1 carries out a process of 15 deciding that command.

In thhsctas® bhdhestCREd (s adeceaesd tivata thiel ¢ eded viedle
command is the APPEND RECORD Command. In such a case,

t he CPeNYDIiet1dre Ird @aralt on calf mdsclouts sich
processing as shown in FIG 7. That is, upon receivVing
t he APPEND TRECORD- Corfredtb uned) §has P01 e chead of
two or nore itens, i1 managenent i nformtion

st or BUCTH R the Uy Jatln%lh%r&rloﬁrl?@rg 93t rl"’é]n%l'ge%tAPPEND
|nfo$£;?(5}|{ haV| Cgflle identification information of

t he [? WPEHt“Tile) which is now being sel ected
(step Sl) hgmf@ é?f? ?51£e£££e¥§{egr€§ ésﬁg ede IProm the

t hat there 'S no
IC card reader/writer 2. 1In the activated state, the

IC card 1 is capable of receiving a command from the IC

card reader/writer 2. Upon receiving a command, the
CPU 101 of the IC card 1 carries out a process of

" deciding that command. 1In this case, the CPU 101
decides that the received command is the APPEND RECORD
Command. In such a case, the CPU 101 of the IC card 1

carries out such processing as shown in FIG. 7.

That 1is, upon receiving the APPEND RECORD Command,

the CPU 101 searches two or more items of file
management information stored in the data memory 102
for file management information having file
identification information of the file (current file)
which is now being selected (step S1). When this
retrieval processing decides that there is no file
management information having the file identification

information of the current file (NO in step S2), the
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managenent information having the file identification
information of the current file (NOin step S2), the
22 CPU 101 sends to the IC card reader/witer 2 a
response which indicates an error of no file and
causes the processing for the APPEND RECORD Conmand

'to result in error tmwﬁnatjm}éstpp S3). 51f the

decision in the retrieval processing is that there is
file managenent information having the file

n oiep ) R hatlerr G O eSS et K1 fe Tesponse
whetner cPrs LA B ea i & Iy OF DT 14 elthy of [14 € AR
managenent i nformation having the sanme file

i dengiddcad 0N #0f of EtA Ok @S M@éwfcs&%&&r{oﬁg%{dﬂ@ in

(step $4). If the decision is that there are t

nor esridense 0fiddd Bommanagesent) i nformati on having the
sane 15 file identification informati on as that of

the currenf théedédXESiom st ephShettherat her SRALIN is
selects as a candidate for access a file which

cor rigspordsete thefile Ienmmpagenenin fovesedi aedigy the
use order information of which indicates the top in

t he forberidintusll 0 (ot e Bmat fon orf tittee otvererhantdle
there is only one itemof file nmanagenent information

havi NP He! 1§19 FdenttifeeathorCihfdtnad kors of ddwision of
current fileléNO in step S4), then the CPU 101 .
sel SRR Ldili ddieFs TS dtR QT XS jitems of file

Corwﬁﬂﬁﬁg%éﬁktfh%é?%agiéf1¥§ﬂfg?tWE sgﬁéiggfgnation
identification information as that of the current file
(step S4).

If the decision is that there are two or more
items of file management information having the same
file identification information as that of the current
file (YES in step S4), then the CPU 101 selects as a
candidate for access a file which corresponds to the
file management information the use order information
of which indicates the top.in the order of use
(step S3). 1If, on the other hand, there is only one
item of file management information having the file
identification information of the current file (NO in
step S4), then the CPU 101 selects as a candidate for
access the file corresponding to that file management
information.

For example, 1f, when there are two or more items

of file management information the file identification
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For exanple, if, when there are two or nore itens of
file managenent information the file identification 23
information of which is 01 as shown in FIG 6, the
file identification information of a file being
selected is 01, the CPU 101 will select as a
candidate for access a file inwhich the file
identification information is 01 5 and the use order
information is 01 through steps Si to S5. Wen file

managepent, + N orgmtiionhavd ngy the file, ideptifigation ¢57,

information of the current file is one T1n nunber’

onl yi @er { £1 €at Sodr BsEmi &h gan, be; 10 5ol ectedh ast@y is
candi date for access by the APPEND RECORD Command. In

sucho®, case,crhatof ihell SsSl Pt YaPrHCess®Ha8S 48 access a
order of use being 01 in the flow of processing shown

in FfGe7in Wielcla fhd ef i1e bdaccessest ion selestegb 86n is 01
the 15 result of the above processing, the CPU 101
makesna thikecise orrdfr whrefdwenatoromot s a0 hevh recgt ds€aps S1 to
be added to the selected file (step S6).. in other

wor ds2-the CPU 101 carries out in step S6 a process

of making a decision of whether or not the selected

file has 4¢P ekl 2® PRCJIITRTE ebNheEad LivpR chaebpg behe file
witfen in For exappl e, when the maxi num nunber of

0. ! (
recot ntjc#]%ffaEJa?f‘bjen PS¢ Ohetlhe | eireentafile is one
step. S6 the CPU 101 mak a deci sion of whether or
not 54" VERDF ds  hUntfeT et 1€ to° 28 el W SAadyAheRn

xﬂ: E%SP%&S%& 10e, 25 {4l g dde-yse, order L nformetlon 0f o orp
Command. In such a case, that file is simply processed
as its order of use being 01 in the fiow of processing
shown in FIG. 7.

When a file to be accessed is selected as the
result of the above processing, the CPU 101 makes a
decision of whether or not a new record can be added to
the selected file (step S6). In other words, the CPU
101 carries out in step S6 a proéess of making a
decision of whether or not the selected file has a free
record (free area) which can be written into.

For example, when the maximum number of records
that can be stored in one file is 254, in step S6 thé
CPU 101 makes a decision of whether or not 254 records
numbered 1 to 254 have already been written into the
file the use order information of which is 01.

If the decision is that a new récord“can be

written into the selected file (YES in step $6), the



10

15

20

25

If the decision is that a new record can be witten
into the selected file (YES in step S6), the 24 CPU
101 carries out a process of witing data specified

by the received APPEND RECORD Command into the file as
a new record (step S7). If additional data has been
successfully witten into the fjje (YES in step S8), 5
then the CPU 101 sends a response i ndi cati ng nor nmal
term nation of the processing for the APPEND RECORD

Conmeaggl 1@1t@§rf §a£&kr a@?&é&éétgf gr %ﬁrn1nas§§c1f1ed

the processing. I , on t e ot hand,

addip{ ongd £atadi fas Aﬁﬁr&&hrﬁeﬁm@mﬁ%&{-&ﬁ&cﬁ t@.@rﬁ&pf}% as
S8) , then the CPU 101 sends a response indicating

fai lareei nrelad od Wdddhos 1 0. ther | £488¢ fok £RARLL MW L 8T en
and causes the processing for the APPEND RECORD

Commencce $ of w byl dritncet roftd eend nat ion({s¢ epn S epl §8)

the decision is that an additional record 15 cannot be

wittleenithe CHe k&l extreds fal eeéPohsa bidpcaiShlg twbemal

the CPU 101 searches for file managenent infornmation

of at¢FmEnahieond dle temidteasing fonforersdPRENDf RECORD

which is the sane as that of the selected file and

t he OPHBRNQf L s DF IGuFRrd | BeadsE/ ol Ror theane| eerminates

file (step S10 For exanple, if, when there are two

or R %ﬁ&?grﬂgfll%fnﬁﬁég%%%n? |?ﬁcﬁ%ﬁﬁdo%h¢nwﬁhFEhg of

t he f|Ie identification ti is 01 as shown in

T 9% T ‘?ﬁ.??% SETOh Thr G hE{Ton 8 {hestep

Se' eﬁéffd ERed Hi% 18Pl @A L18s Use, QL A8l L nf of Bl on .
failure in data writing to the IC card reader/writer 2
and causes the processing for the APPEND RECORD Command
to result in error termination (step S9).

If the decision is that an additional record
cannot be written into the selected file (NO in step
S6), then the CPU 101 searches for file management
information of a file the file identification
information of which is the same as that of the
selected file and the order of use of which is next to
the selected file (step S10).

For example, if, when there are two or more items
of file management information in which the file
identification information is 01 as shown in FIG. 6,
the file identification information of the selected
file is 01 and the use order information of the

selected file is 01, the CPU 101 selects in step S10 as

a candidate for access the file the file identification
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selected file is 01, the CPU 101 selects in step S10
as a candidate for access the file the file
identification 25 - information of which is 01 and the
use order information of which is 02. If the decision
is that there is no file which is next in the order
of use (NOin step Sl11), then the CPU 5 101 sends a
response indicating an error due to absence of free
record to the IC card reader/witer 2 and nakes the

roc r e t he
p §§§a>f}9a@meo@ 0L o ef i @?f%}@@héeﬁé q&ﬁ%

process in step S12 is to noti

Commangls ohd € Hat ©F dihadn addigs onal writing of data 10
(addition of a record) is inpossible because the

nmaxi num nufibehe oflet €€ 06HSi Haveatl f 8Ly DeeRoSEPIEdhNch is
the selected file. When a file which is next in the

or demexf useths ofdrmndobyusde(s@al®hspEOCEEE) NOcKMES he CPU
in step S11), the 15 CPU 101 selects that file which

is neXl $sendhen oredepomnte used bsaaimandh dateof cduaccessbsence
and, as in step S6, makes a decision of whether or

not @f nEYE? eEorer ¢ are behadbedcaxd tdrdse/ecteer f2 | @nd makes
(step S13). If the decision is that a new record can

be adiRdPT ZEeTHLRReCILFRCTEECT | FRUTVES fop st%fpersl%;z The
the CPU 101 MW|tesC§££;t|onal data specified in th

r ec&f VRUE APPEND B OmamPihtd e ‘Zfﬁ’]fFeN%sR%c%Qv

|f_such additional data has bee
ucceau o Gt ant e THES: <'i+¢f<2%lve§rfmlr§§e%?s%ata

the Pfyd}@}%ée@ S5 tpe&?rér 14 GRS fiepder i Ler g
response 1 ndi ca |ng nor
maximum number of records have already been stored in
the selected file.

When a file which is next in the order of use is
found by thé search processing (YES in step S11), the
CPU 101 selects that file which is next in the order of
use as a candidate for access and, as in step S6, makes
a decision of whether or not a new record can be added
to the selected file (step S13).

If the decision is that a new record can be added
to the selected file (YES in step S13), the CPU 101
writes additional data specified in the received APPEND
RECORD Command into the file as a new record (step S7).
If such additional data has been successfully written
into the file (YES in step S8), the CPU 101 sends to
the IC card reader/writer a response indicating normal
termination of the processing for the APPEND RECORD

Command and terminates the processing. If, on the
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termnation of the processing for the APPEND RECORD
Conmand and term nates the processing. If, on the 26
ot her hand, the witing of additional data has failed
(NOin step S8), the CPU 101 sends a response
indicating failure in data witing to the IC card
reader/witer 2 and causes the g ocessing for the 5
APPEND RECORD Command to result in error termnation
(step S9). If the decision is that no additiona

recosdh Camha e, Wid tmﬂmqg dhe, g8l eciod fagt%s if‘ailed
step S13), then the CPU 1 returns to ste

repeato tire dO-@boye, priacessi nos 1 F@én&gam!@s drtse°-54
records have also been stored in the file for whi ch
the usei @iteig faf Diratiwnidsa 021 heg GRYU did retewns
to step SI0O to search for file definition information

i n whéadet her User 2 oftercdudes netie opird Se 93ind 5t S the
descri bed above, upon receiving the APPEND RECORD
CommABinZEND heEC@RER s anmatd i evessful e imnagementermination
information defining a file which is first in the
ordefste ¥%k-fromall file managenent information
having the file identification information of the
current f?feth?odﬁbbﬁl@%té%tWQ@ts@%ha¢¢+§lﬂ%®hgéﬂ%ﬁfd can
informati on, the makes a_deci si on of whet her

or not Wree” rJeIEB‘P dthef ss%]r%%%?ff Fhendite %Ia%‘?l?n%%ﬁ

b fil f t

2 PR i SR T REE T Tt T e S e hatO TR hee
the Aé%&@bﬁréggég ] g@%P %ggééﬁeflif ??£39§£§Pés have

i nf ormat i or a
also been stored in the file for which the use order

information is 02, the CPU 101 returns to step S10 to

search for file definition information in which the use.

order information is 03.

As described above, upon receiving the APPEND
RECORD Command, the IC card retrieves file management
information defining a file which is first in the order
of use from all file management information having the
file identification information of the current file.
Upon detecting such file management information, the IC
card makes a decision of whether or not a free record
is present in the file defined by that file management
information. If the decision is that no free record is
bresent in that file, then the IC card searches again
for file management information for a file which is
second in the order of use. Upon detecting file

management information for a file which is second in
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second in the order of use. Upon detecting file
managenent information for a file which is second in
27 the order of use, the IC card nakes a decision of
whet her or not a free record is present in the file
defined by that file managenent information. If the
decision is that a free record j$ present in that
file, 5then the IC card wites data into the free
record in the file which is second in the order of

use. tfrgagraﬁe ygor}séecerg' g gggdﬁﬁg’@? REGER lsm

Conmmand card wites 0 a free Fecord

in theethbe owhjgh ésf§§§09gcbpth§ ?£€§é%ﬁ.lﬁ8€h&hﬁple

no free record 10 is present Int

firsieENnéhepgr drit 0f 1 18SRanSYERRE 0CRBSEAG: Bbh OWSTEhEhe
ICcard to wite nore recordS than can be stored in

one fetesasnresotlstt hatre€aneberaccessedsbyr ong them file,
of file identification information. Two or nore files

havi hgehhehsane take wibtédedktéi catbobhénfosdntéoObrd in
are recogni zed as one file by the external device

whi chhésfihe ebhnhndsoségondt don. th&¥hereééoref wben

viewed fromthe external device, records can be

witten i A8ttt h8,cuPPenrefpiEiad the REPE¥ArBECARD Command,
greater nunbers than a predeterm ned nmaxi mum 20 nunber

of reEsrds taat Eéhtﬁé @?B?eHnFﬁ Bnéree| BeCOoR@xin ghe file
descrbgFéon i's n,of the flow of rocessi ng

assot dlan?ﬁ ﬁEAE“ﬁE%EﬁEFCBﬁnﬁgﬁ Y%?? “%sfﬁee record

h
"o arF BRERENE Py ﬁé%’?a?.f%gﬂrhshh% 515280 pihc esirifp of
assoﬁé@tedsﬁ%ﬁhpiggeggﬁggREEEEEECPH3H98 card to write more

records than can be stored in one file as records that
can be accessed by one item of file identification
information. Two or more files having the same file
identification information are recognized as one file
by the external device which is the command originator.
Therefore, when viewed from the external device,
records can be written into the current file of the IC
card in greater numbers than a predetermined maximum
number of records that can be stored in one file.

Next, a description is given of the flow of
processing associated with the READ RECORD Command (C1)
as a second example of processing in the IC card 1.

FIG. 8 is a flowchart illustrating the flow of
processing associated with the READ RECORD Command
(Cl).

With the READ RECORD Command (Cl), the method for
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(Ad). Wth the READ RECORD Command (C), the nethod
for 28 specifying to a data file of record structure
arecord to be read fromis divided into the nethod
to specify the record nunber and the nmethod to
specify the record preceding the current record or
the next record. It is 5 assu that i nformation
indicating the current record 1s held in a nenory,
such as RAM 103, and is updated as needed with access

. Ll .
{0 SBILLERRL L T AL LoD MG BLLANES L pocora
W' t ht& h}§e READ, f:lmo IFE.L%B@ ng &9 %h Smgpkt‘lgcljegent ar ley

file having the fi |dent| ation i nforma °Bt
and the Fiasad néﬁﬁé@téﬂﬁ Mhéhmé€58&d§ ¥éffgegﬁe record
| ength as shown in . further assu t hat

t he REAG:RECQORDe C@m@@@ﬁkl§eéo§@”8§n§h&hh§9t”Pgééré. It is

request to read the 15 next record with reference to

the gasueed fhide. infsocesséngiheicar READk@NBBAdhe record
make a request to collectively read records froma
speci$iledldetora nemothe $ash aecRhRM D03freomithe updated as
current record to the last record in the file which

i s fresdednvitle arckRss ofo usacROreanrde i npl enented by
repeati ng_such processing as shown in FIG 8 as

processi n§"f bR readr htPFom whéhh fetbeds, The L€ sasdmed

t mhen owered fromthe |C card
regzﬁggﬁ;gﬁéff% Tohet chpabFe BF #eeefveAgWiph the READ

Conﬂ?ﬁ88R6rég%$£§hca£P rfgdggle éégﬁta§J°P1{§C§égigg the
file identification information of 01 and the linear
structure with records of variable length as shown in
FIG. 6. It is further assumed that the READ RECORD
Command is a command which makes a request to read the
next record with reference to the current file.
Processing for a READ command to make a request to
collectively read records from a specified record to
the last record or from the current record to the last
record in the file which is first in the order of use
can be implemented by repeating such processing as
shown in FIG. 8 as processing for reading from each
record.

The IC card 1 is activated when powered from the
IC card reader/writer 2 to become capable of receiving
commands from the card reader/writer. Upon receiving a
command from the IC card reader/writer 2, the CPU

101 of the IC card 1 carries out a process of
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command fromthe I1C card reader/witer 2, the CPU 101
of the IC card 1 carries out a process of 29 .
determining the type of the received command. It is
assunmed here that the received command is the READ
RECORD Command. When the command received fromthe IC
card reader/witer 2 is the_RE@Q)RECORD Command, the 5
CPU 101 carries out such processing as shown in FlIG
8. That is, upon receiving t he READ RECERD Command, |
t he I informatign :
R P T Bt Y ot B RS ERT T b fof e e It is

haV|ng IOI’]II’] ormatl on

mh'Cstuﬁeguﬁé§@t£Hapetﬂ§ ?§£§E$§g &Sﬂﬁgﬁatlé kﬁg £E£B1

two or 10 nore items of e nmanagenent | nfor na

st or RECORD t BGmm&RE 2 nww@ﬁytHQ2c&ﬁﬁ§Hd5¥é%eledtP?om the IC
result of this retrieval process is that there Is no

fil ecannageagst/wintor nationt RAVRNADT RE€ORD Command, the
identification information for the current file (NO

in sCBp B2R)catheastdet CREHO0drdbesentds asr €BPRASEn FIG. 8.
indicating an error of no file to the I1C card

reader/ wTher 2sasupbe reseitving phecBEADNGECORD Cb@mand,
READ RECORD Command and nakes the processing cause

err ofNeeP RV nb i ore{siepeS28) le | fanheemesul fnobrnheion
retrieval process is that 20 there is file managenent

i nf oP A&t PONT i h%el?*H%lcwe%. inEQENoRipnf 6pAmei dhle which
for the curreni % in teg S22), then the CPU
101 hBkEE-5°Ye Ys?%h“ fSqhethed (orrrettthéte) afBomweWo or

or TBESS L EME: Ofg ] 7 TORgeIERL, pterimlion having L o

t he sane | i den

the &9££%ﬂém££§el&§t?§t§§4§21). If the result of this

retrieval process is that there is no file management
information having file identification information for
the current file (NO in step S22), then the CPU 101
sends a response indicating an error of no file to the
IC card reader/writer 2 as the result of processing for
the READ RECORD Command and makes the processing cause
error termination (step S$S23).

If the result of the retrieval process is that
there is file management information having file
identification information for the current file (YES in
step S22), then the CPU 101 makes a decision of whether
or not there are two or more items of file management
infofmation having the same file identification
information as that of the current file (step S24).

If the decision is that there are two Or more

items of file management information having the same
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If the decision is that there are two or nbre itens

of file managenent information having the sanme 30

file identification infornmation as that of the current
file, then the CPU 101 sel ects as a candi date for

access the file having file managenent information in

whi ch the use order informationdndicates the first in

5 the order of use (step S25). If, on the other hand,
there is only one itemof file managenent in;ornation

havi h i ' Lfi ' ' roptpon. of . the

car rood PR R PRl on PR LR TR BB 0 pa e current

sel eef B, asnén candi @y e1 fprsarcess the,fil8yiqate. for
corresponding to 10 that file managenent 1 nfornmation.

For exeapsechéffiwematheseral® h¥Ra9EmORE €1 hEEPRat Obn in
file managenent information having file

i denthf¢lcathonusaf oraat | onfOfm&dias shOWatds ke Hirst in
the file identification information of the current

filetid dsddid,of heset het GPUSADN. sel ect snasha candi diesed,
for access the file in which the file identification

i nf orex¢ obsienDY amel thenust Ditermanfgemant oinfsr®dtion
as the results of processing in steps S21 to S25. Wen

t her@@Ysn@ Ghegfelet bhentlifitet hamagefennaion of the
information having the file identification information

of tHerEeRrehti®if®O 1% $eBNP$4 bnetheP et €RU chdil beelects
sel ected as a. candidate for access_by the READ RECORD
CommBnd’ $%n€h§%t% %Ee?c?%%scB??egbﬁ%d?%ﬁr?$P%n@§ng to

mer el ¥ Processed, W Lhe, order, of yse as 01 in the 25
processi ng snown | .

For example, if, when there are two or more items
of file management information having file
identification information of 01 as shown in FIG. 6,
the file identification information of the current file
is 01, then the CPU 101 selects as a candidate for
access the file in which the file identification
information is 01 and the use order information is 01
as the results of processing in steps S21 to S$25.

When there is a single item of file management
information having the file identification information
of the current file, it is only one file which can be
selected as a candidate for access by the READ RECORD
Command. In such a case, the corresponding file is
merely processed with the order of use as 01 in the
processing shown in FIG. 8.

When a file to be accessed is selected, the CPU

101 fetches information indicating the current record
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Wien a file to be accessed is selected, the CPU 101
fetches information indicating the current record 31
fromthe RAM 103. Based on the current record

i ndicating information fetched fromthe RAM 103, the
CPU 101 determ nes the record nunber of a record
specified by the READ RECORD nd (step S26). That
5 is, when the REAS RECORD Conmanhd specifies the
record next to the current record, the CPU 101

dentLLheg g Pyt T SEL o (e tasi s of Lhe o

current recor i ndi cati ng In

L. CHMLCRR a5 000 ESAIBL on | PEC EHLE CPLoR CEOL GllBY1 BF he

i ndi cat ed I natiton of a recofd nunber

filecapndipheqepLdgin®f use PE-that filhe, o5sby c?rd
assigning a serial nunber to each record Iin a FITes

Howeygecithes bembrsi READ RHEORSeSohfaRRel St &p COMPRNASTH 4t
within constraints defined by prescribed standards

(i.eis, tondd tse RRASIROQORDNUBHASHM &Pod! £ Changh89record
their specifications). For this reason, it is

i nposskbl eot dhedtnecthy specidly ahesecPudidn adéht€fies the
which is the third or nore in the order of use.

Howevext sépeedthe ctherlensisecdrdhe ndica¢ningrecord
information is held within 20 the ICcard, it is also
possiBfeceblhgl dnboFeeoieni abbained ef whimchhé sSRANE103.
third or nore in the order of use as the current
record. FBPTeRAAPPES: | ENEsCPBESNBI Befordday neet hrdicated
recogd nunber . of each record in a file which _is the

n-t WY n t hATRHHRF 10 Use® ak®qrd TWaRE fuhk munbete 23ngf the

recoéQ&eLnogaﬁgefé eghgt(Pifgno£ob;nggéfgglggngegegial
number to each record in a file. However, this
embodiment supposes to operate commands within
constraints defined by prescribed standards (i.e., to
use existing commands without changing their
specifications). For this reason, it is impossible to
directly specify a record in a file which is the third
or more in the order of use. However, since the
current record indicating information is held within
the IC card, it is also possible to hold a record in a
file which is the third or more in the order of use as
the current record. For example, it is possible to
define the record number of each record in a file which
is the n-th in the order of use as “1 + (maximum number
of records in each file) x (n-1)” to “maximum number of
records + {(maximum number of records in each

file) x (n-1)”. 1In this case, the record number of the
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records + (maxi mum nunber of records in each file) x
(n-1)". In this case, the record nunber of the 32
record next to the current record will be determ ned

"to be the current record nunber + 1. Upon det.erm ning

the record nunber specified by the READ RECORD
Command (the record nunber nexti40 the 5 current
record nunber), the CPU 101 nmakes a deci si on of
whet her or not the record of the specified record

numbgr i sy pL&sent, iy & h@uﬁgyﬁtgn%g%&?' eﬁgfgbefi L& IO heq to

exanmple, t le in whic n ication

numigs 4 1$e 04y, And, it @eé‘éﬁd%&%ﬁiﬁ mation is 01)

(step 10 S27). For exanpl e, en the record nunbers

of recordspbh ddherhihendhigd iscihe ﬁarﬁ@efns%@@iP{Q@rby
of use are defined as "1 + 254 x (n-1)" to "254 + 254

X (ntdg "READ heed@itb Idmeand dechderahetdefue Note e o the
specified 15 record is present in the file which is

firsturrenthereosdérnafbaerse, depentPingl @n mhiedhes @cndOton of
the record nunber is nore than 254. In the

descvhigptlhieon ahindt fohde onscotdeo CRhd Mdpearakiesd arecord
deci si on of whether or not the specified record 20
nUMbREMPST pBsRFRSENE the fhe eccwniemtls ekettéd fhie (for
order of use. |If the decision is that the specified
reco?PTRIepriientile ihevktlecier File Y9ETihisrern

S27 the CPU 101 carries out rocess of readin
datzelmfrfl%?ﬁth% 3 o’ftbeh%ﬁ/?n%r‘sl YO kb et 01) (step

specéﬁ%gq by the

For example, when the record numbers of records in
the file which is the n-th in the order of use are
defined as “1 + 254 x (n-1)” to “254 + 254 x (n-1)",
the CPU 101 can decide whether or not the specified
record is present in the file which is first in the
order of use depending on whether or not the record
number is more than 254,

In the description which follows, the CPU 101
makes a decision of whether or not the specified record
number is present in the file which is first in the
order of use.

If the decision is that the specified record is
present in the selected file (YES in step S$27), the CPU
101 carries out a process of reading data from the
record having the record number specified by the
received READ RECORD Command (step S28). 1If data have

been successfully read (YES in step S29), the CPU 101
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recei ved READ RECORD Command (step S28). If data have
been successfully read (YES in step S29), the CPU 101
- 33 sends the read data and information indicating
normal termnation as a response to the IC card
reader/witer 2 and term nates the processing for the
READ RECORD Command. 5 |f, _onskhe_other hand, the
data readi ng process has failed (NOin step S29), the
CPU 101 sends a response indicating failure in data

rea 18
o actatina o e RS RECRHS srimisna Lo i GRu T g tra

err ofe Areid thadd Ak 10 At sBAo dife the dedd Sﬂ&ﬂiérs/wrlter

that the specified record is not present in the
sel extad fid:ani{iNRdN HePprPBss thef ot Rh CREAD RECORD

searches for file managenent information for a file

whi ctorimesnd he sane file identification 15 i nformati on

as the current file and is next in the order of use
(step S31)%, For Exanptlesr ifandherhe heaea areadimg girocess
nore itens of file managenent information in which

t he 133 efadlhtht INQ cldt i gved rifdd nmttifen GRYU 0W0 lassestisme i n
FIG 6, 20 the selected file has file identification

i nf OFSRRITBIE 919 PR teirind |fsaﬂf31%6t it dafe oreRtingf tseche IC
then t | ects (fandldate for access a file

uhi CF TS T4 TGerT 14 G GF 47 0r e | P TS DEaricp™ the
:jch‘fg%@daéé@#‘eco o de ttqlqu}eqlhtntﬁwtee rcsl(grrl te2r5m1|r]1¢att1hoen
(step S30).

" If the decision is that the specified record is
not present in the selected file (NO in step S27), then
the CPU 101 eearches for file management information
for a file which has the same file identification
information as the current file and is next in the
order of use (step S31).

For example, if, when there are two or more items
of file management information in which the file
identification information is 01 as shown in FIG. 6,
the selected file has file identification information
of 01 and is first in the order of use, then the CPU
selects as a candidate for access a file which has file
identification information of 01 and is second in the

-order of use in step S31.

If the decision is that no next file in the order

of use is present (NO in step S32), then the CPU 101

sends a response indicating an error of no specified
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of use is present (NOin step S32),.then the CPU 101
sends a response indicating an error of no specified
34 record to the IC card reader/witer 2 and nakes
the processing cause error termnation (step S33).
The process in step S33 is one to send a response
indicating that the selected fi IS present but the 5
specified record is not present”in the.selected file.
If afile which is next in the order of use has been

f ' 32 th the CPU 10 | ect
oung IES LD SHEPsSOZ) o DERL g LLAOH celeci. e

t hat € asS a candidate for

deci 5+ 98- 0F i MheLhet. oL - AOL £Q§m§RSEE§éS?§£§S?§?%L? e

present in the selected file as in's

S34)pro&és§h§nd§€é§i993i§$}8§é %Beséﬁﬁcgfkggaéﬁggrd i's

present in the selected file (YES In step hen

the CRUidQdiggeshso shepsSRE-togperfer mxa pLOSRss
readi ng data ?ron1the sp%cif?ed record. I? t he da?g£1ghe

havespeenf seiccessbudil ys read HYESchd $hephS291oth68 file.
the CPU 101 sends the read data and information

i ndi cati ngf aofmhe weiohnati naxasia tespensert efthgel Gas
card reader/witer 2 and term nates the processing.

| f, opentheund hé¥Ehainl, st aSB2adi ngehasheesblt BAli Selects
failure 20 (NOin step S29), then the CPU 101 sends a
respofde Tihgidatd ngrididare fardacacseadndgthonthakes a
card, reader/witer 2 and causes the processing for

the HEAD PECORD'EBMRINT "Pestle $Rceifopd record is
termpation (step. <90 &p HiLlNe decisiop L3, el .
the Bpecitret redord p (step S34)
If the decision is that the specified record is
present in the selected file (YES in step S$34), then
the CPU 101 goes to step S28 to perform a process of
reading data from the specified record. If the data
have been successfully read (YES in step S29), then the
CPU 101 sends the read data and information indicating
normal termination as a response to the IC card
reader/writer 2 and terminates the processing. If, on
the other hand, data reading has resulted in failure
(NO' in step S29), then the CPU 101 sends a response
indicating failure in data reading to the IC cérd
reader/writer 2 and causes the processing for the READ
RECORD Command to result in error termination (step
S30) .
If the decision is that the specified record is
not present in the selected file (NO in step S$34), then

the CPU 101 returns to step S31 to repeat the above
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not present in the selected file (NOin step S34),
then the CPU 101 returns to step S31 to repeat the
above - 35 processing. This allows the CPU 101 to
retrieve the specified record fromfiles having the
same file identification information as the current
file according to their order 9§ use. 5 As descri bed
above, the IC card of this enbodinment retrieves from
items of file managenent information having the sane

file identitigatiap;Lnformati h f the .
cur rRROCTTT Bnat T T o WARAG hBR CPRT GPhet F oRECRhFER the
h - L5f orgmt kon_indicating the 10 first
R ar Aot Cof CRE UpGR T SRGEYI BT ChS FRAD *RECERDS

Co R a . r 'o .
meadn + Ypon 9§&§E}h§8dﬁ989 fiLe HﬁQaSSPPQgtMEé%ﬁer

information, the I C card nmakes a decrsron 0O

or aetoadirgotd twebe seadrfremks present in the

file defined by that file managenent information. If

the 15 deeksdescksbébabbooel eepeditochedr 88dthS$s embodiment
present in the file whichis first in the order of

use, rehenevbe fomcarenseaf chese agahsigément i i @formation

- managenent information having use order information

i ndi taving the sewenfiiie idéetdfiest bénusefobp@bion as that
detecting such file managenent 20 information, the IC

car d*heke] @uaeeNti bhlof Chwet Abte onanawtment ecofdrhation

be read is present in a file defined by that file
nanéﬁ%h%%th$ﬁf5?%a$?%n9r¢?rth@f@é%@§%®m irdi¢qbinguche

a record is present in the file which is second in

t he o%%%? of E%%,O{%%ﬁ Phe'TT CRry FeeRisvime the READ
reCOéﬁbéﬁQ“&é&ﬁgné!leUpon detecting such file management

information, the IC card makes a decision of whether or
not a record to be read from is present in the file
defined by that file management information. If the
decision is that no record to be read is present in the
file which is first in the order of use, then the IC
card searches again for file management information
having use order information indicating the second in
the order of use. Upon detecting such file management
information, the IC card makes a decision of whether or
not a record to be read is present in a file defined by
that file management information. If the decision is
that such a record is present in the file which is
second in the order of use, then the IC card reads the
record from that file.

That is, the IC card is allowed, upon receiving

the READ RECORD Command, to read record data from a
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That is, the IC card is allowed, upon receiving the.
READ RECORD Command, to read record data froma - 36
file which is second or nore in the order of use by
deci di ng whether or not a record to be read is present
infiles in their order of use. Such processing

allows the IC card to read a degred record even if 5

t he nunber of records accessible by one itemof file
identification informati on exceeds a maxi mum nunber of
reco t.hat - ed i e fi ' t
RECd%%ﬁiﬁﬂﬁgﬁg?ﬂ?fg%égéﬁngérb<EQ?GU{§%§%f¥%égfr£§o$%%$%y
be reac MAD FedEXENCE o he 10- Sy rentyd ef@ﬁ&j'ig_o% esent
exanple, with the READ RECORD Command, 1t 1S possible
to specifyed fecoidhf GReer ead uds. t heudiecorsedexing o
the current record. The information indicating the
currentovecdis 16 dwtdl td rédhe 4 Cedithd FOscd i Seven if
reason, it is also possible to 15 seta file which is
seconte orumpee ¢ tdeocntidercofssidel e asy tdree clitgrendt file
record. That is, even with an external device which

r ecoydezlelt T gwt brn noreofid esohatkaredhen msanendm | mumber of
identification information as one file, it is
possTeferd® hikle @1 Rfiestored rivaderechie data in a 20

file which is second or nore in the order of use by
speci fyi ngt &N rekeriE2l ReCrRBdC Wt and ef bF eheePpesthbe to

t d_wi t hout changi ificati of the
READ RECKRD CofeS def | Med: B pi eser] Beck St ands dsie

' ' , nbodi ] .
Fecordl than St ne' Gt SRRVl Sod Hek i T MR e

Command, it is possible to specify a record to be read
as the record next to the current record. The
information indicating the current record is held in
the IC card. For this reason, it is also possible to
set a file which is second or more in the order of use
as the current record. That is, even Qith an external
device which recognizes two or more files having the
same file identification information as one file, it is
possible to make a request to read record data in a
file which is_second or more in the order of use by
specifying a record to be read with reference to the
current record without changing specifications of the
READ RECORD Command defined by prescribed standards.
As described above, the embodiment allows more
records than 254, the standardized maximum number, to
be managed with a single item of file identification

information without changing the specifications of the
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be managed with a single itemof file identification

i nformati on wi thout changi ng the specifications of the
37 APPEND RECORD Command or the READ RECORD Command
defined by prescribed standards, such as

| SO I EC7816-4. It should be noted that the

above- nenti oned enbodi nent is intended to limt
the nunber of files 5 which have the sanme file
identification information and for which the order of

FoT e ad G TR P ¢ Ko RE SR TR
fil ese Y Sl %?P&Q&Pﬁoé&‘ ét%?nc%f&%o %Lf';%}lflt rarﬁé}f@gsw 4.

managenent mat1 on can be se

an exanpl g; &H@@l&eﬁefh$€§da{ﬁa9|@H@dabbgelﬂgnpigﬁédOf
use, values of 1 to 10 are set In order as use order

i nf osmdd Ofed® fhehdt fiheededd s i Ot Nf10L MRt Jheries
maxi mum nunber of records can be set to an arbitrary

nunbeti ot hedvé hete 254me Thel € M@sh fent cd6i €@ni Pormation and
applied to any files as long as they are the record
strutdwrehidhathe sordde efrbogk nentsean ehsomdeimum number
applied to files of other structures than the linear

st r uet wecofds ecorelsclof f vk i aoh@ tleagt five Adfli £iomal That
advant ages and nodifications will 20 readily occur to

t hoseS sking etinbe ¥ hef afileSTheretlorare phecéaventilon drder
its broader aspects is not limted to the specific

det &Pt sU3hd¥ Je%é?ﬁ%ﬂ%@fé%b@f%ﬁ%%w%h%@m Bmoset
descrlbed he ccor various nodjfications

B Telcre ¥ho d?bé?f $r o het D% Shi¢§ t2igy placed

SCOpehc%hé eé@'uégyentidgéCgpcfptoafO are set in order

as use order information in their file definition
information. The maximum number of records can be set
to an arbitrary number other than 254. The embodiment
can be applied to any files as long as they are the
record structure. That is, the embodiment can also be
applied to files of other structures than the linear
structure of records of variable length.

Additional advantages and modifications will
readily occur to those skilled in the art. Therefore,
the invention in its broader aspects is not limited to
the specific details and representative embodiments
shown and described herein. Accordingly, various
modifications may be made without departing from the
spirit or scope of the general inventive conéept as

defined by the appended claims ahd their eguivalents.
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defined by the appended clains and their equival ents.
38 - WHAT IS CLAIMED IS: 1. A portable electronic
device conprising: a first nmenory to store data by
file; a second nenory to store a plurality of itens of
5 file managenent information having the sane file
identification information tprdﬁiles and di fferent
file wuse order information indicating the order of
use of the files; a first access decision section

whi ch, upon 10 receiviﬁﬁA§ ?gaggggMEBo an externa
e

device, makes a decision o er or“not to make

access toqa f.gégrt£$i§ Q?é&?ﬁgng¥ &Q?#g%i%$m?¥isin%f

managenent in mation, O ura ens

file mnagerentei AEALIRLLONscHRYI AFLL ey SpITpe[1 ] €
identification informati on, which 15 ha iTe use

order inferpatbpn hadbeptivgstbat theiubhistyfbEeitsns of
first in the order of use; a.second access deci sion

sect i bhe whishgemént henfstend sion yvihe fhée ssamlect sion
section is that the first file is not to be accessed,
makesdandeti sabhoonf i20o whet hen Hor nbLléo amked BELesSNt file
to a second file defined by that file managenent

i nf ot p@t PHAST of nfhemateors pidi¢at enganlagemeer of use of
information having the sane file identification

i nf ottt fHhSShi ch has use order information

i ndicating the second file |s second in the 25 order

of use; a%dférBFoﬁggg?ﬁgd%%bFF6ﬂ SBFERORaYR1 @, owpon

I ng. .
DYOCPSgélglng a command from an external device, makes a

.decision of whether or not to make access to a first
file defined by that file management information, of
the plurality of items of file management information
having the same file identification information, which
has file use order information indicating that the
first file is first in the order of use;

a .second access decision section which, if the
decision by the first decision section is that the
first file is not to be accessed, makes a decision of
whether or not to make access to a second file defined
by that file management information, of the items of
file management information having the same file
identification information, which has use order
information indicating the second file is second in the
order of use; and

a processing section which carries out processing

corresponding to the command oh the file decided by the
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corresponding to the conmmand on the file decided by

the 39 first or second decision section to be .
accessed. 2. The portable electronic device according

to claim1, wherein the command is a wite command to
make a request to wite data into a file, the first
access 5 decision section nakes;a decision of whether

or not the first file is to be accessed depending on
the presence or absence of a free area all ow ng datg

to be, witften, i Ln the first file nd the secaon
accegéy%%c%gi%%&Qégc??%hsh%ﬂeiegtﬁ%%ig?gﬂeo?cﬁﬁéﬁﬁgr

or not the seggnd ' | .accessed dependin

on the presenpg o?éggéégﬁpéﬁg%gggﬁ%%eg VégeaPFgﬁf é“g to
dat act®iker Wikd i h Nt o é&hﬁgﬁdsfgogdw£i£$'cgm%gyg to make
portable el ectronic device according to clarm 1,

wherei fedhest it @ wﬁﬁiéfé@@£5§§goi§ 9&ié!¢t9£ £1Pst access
record structure, the first access decision section

mak ede @l slecn s$ @it Dfn Whekdxera ofle 8Os idhecfi st hibleolSnot the
to be accessed depending on the presence or absence

of afifseefibeord to® ¢t creceatadi depdedfhgsénfihe, pAB&ence
the second access decision section nmakes a deci sion

of 20r whetdreee o7t ot 1de secondl Iowendg sd4a bec aseessetten
dependi ng. on the presence or absence of a free record

to stre Hat'dh§ nf it skebnd dndethed sahenpoacabse iecision
el ectronjc device according to claim1, wherein the
commend- 1" SHERR T IRt @ HakeeDen eeguestthe second

readfPPta.fron1a file tgiﬂglrSt access deci sion

section nokes® & YT HH TR HERT 1 b thgesence or

absence of a free area allowing data to be written into
in the second file.

3. The portable electronic device according to
claim 1, wherein the file to be accessed is a file of
record structure, the first access decision section
makes a decision of whether or not the first file is to
be accessed depending on the presence or absence of a
free record to store data in the first file, and the
second access decision section makes a decision of
whether or not the second file is to be accessed
-depending on the presence or absence of a free record
to store data in the second file.

4. The portable electronic device according to
claim 1, wherein the command is a read comﬁand to make
a request to read data from a file, the first access
decision section makes a decision of whether or not the

first file is to be accessed depending on the presence
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first file is to be accessed depending on the presence
40 or absence of a storage area for data to be read
inthe first file, and the second access deci sion
section makes a decision of whether or not the second
file is to be accessed depending on the presence or
absence of 5 a storage area forgglata to be read in the
second file. 5. The portable el ectronic device
according to claiml1, wherein the file to be accessed

is asfilgsofcergeord §$£g§£u£§eatPgrféég%tﬁgcggsr%%g in the

deci sion section nmnakes a  deci sion of er-or

the first file, isngocd Qgcéﬁgeééggsgeggag%ﬁgggg%éFgon

presence or absence of a record store

be reades natdieciiish bfl fhetROf thenSECONE 86€6S8 file is
deci sion section makes a decision of whether or not

t he seciondadddesés dopbedacgessethe dgpensdhds ©R tH8ence of
presence or absence of a record stored 15 with data to

be reagtémeheasezohdrfdiea 6o Hherpadt abl ehel estsnni €ile.
devi ce according.to claimb5, further conprising a

third mendry Thesporeablafeteationicndecatengcaording to
current record, and wherein the conmand is a read
commehi Byl mhiehr alf e df i be beo Jdoereedessom is a file of
specified with reference to the current record, the
firsteoRtesIEHecterdon SeetFbrst dpEsss edeaisierofection
specified by the read gonnand with reference to

cur r'8ht ST 62 ot Bt ek s"REHERT sPonof Whet ﬁb?s%r%{]ﬁ%tis to

Lo TBkexAuensy Aol Lk LA dependLin, on Ll 25,

firsteddl e s@nded hes Spcond, acsess Heghsion SeCH o0 ¢35,
and the second access decision section makes a decision
of whether or not the second file is to be accessed
depending on the presence or absence of a record stored
with data to be read in the second file.

6. The portable electronic device according .to
claim 5, further comprising a third memory to store
information indicating a current record, and wherein
the command is a read command by which a record to be
read from is specified with reference to the current
record, the first access decision section identifies a
record specified by the read command with reference to
the current record and makes a decision of whether or
not to make access to the first file depending on the
presence or absence of the specified record in the

first file, and the second access decision section

identifies a record specified by the read command with
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identifies a record specified by the read command with
41 reference to the current record and nmakes a

deci sion of whether or not to nmake access to the
second file depending on the presence or absence of
the specified record in the second file. 5 7. Afile
management method for use with g portable electronic
device conprising: storing data in a first nmenory on a
file basis; storing in a second nenory a plurality of

it er@ef{grerfdé ecweé@rkter{@fijéggiﬁogngaﬁ{%l@gstgedec’é‘{nsaion of

file 10 identification information for f

di f fiteifed ide natse-Ontble IAEQERBRL LGN hRdELALL A0 De
order -of use of the files; upon receiving a conmand

f r omeaterexires nal td%llpﬁlﬁaserf@eklcﬂg 8obbhed gectsd oBpOEiried
whet her or not to nake 15 access to a first file

def imstbiy imathd idecorahagenent | nfornmation, of the
plurality of itens of file nmanagenent information
havi ng t hé. saflvef11¢ enanagment caetbodi Abeor aati wnth a
which has file use order information indicating that

t he Bersab¥e |elecgtfonist daviQe chepopidengof use; if

the decision is that the first file is not to be
accessed, SHking ¢ Srcbhd detrstonReBprithebher fotenbesis;

to make access to.a second file defined_ by that file
managenent tP AP nbt i dnS e SN E hBePPEHs2 0P lEFpEItY Of items of

|de§?9?ecé?%% éégﬁég?LéFq%yhyﬂﬂ?%%gﬁﬁiagg% %?%%rflle
"ﬁ(ﬁégﬂﬁf¥ﬁégﬁu§ﬁli{¥brmat1on for files and different file
use order information indicating the ofder of use of
the files;
upon receiving a command from an external device,
making a first decision of whether or not to make
access to a first file defined by that file management
information, of the plurality of items of file
management information having the same file
identification information, which has file use order
information indicating that the first file is first in
the order of use;
if the decision is that the first file is not to
be accessed, making a second decision of whether or not
to make access to a second file defined by that file
management information, of the items of file management
information having the same file identification
information, which has use order information indicating

the second file is second in the order of use; and
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the second file is second in the order of use; and -
42 carrying out processing corresponding to the
command on the file decided by the first or second
deci sion to be accessed. 8. The nethod according to
claim7, wherein the 5 command is a wite command to
make a request to wite data i?%o a file, the first
deci sion is made depending on e presence or absence
of a free area allowing data to be witten into in

 free area all owin Jpobewitten int
dependi ng 85 hETpp BboREaC o “3Bdehoe: 10PBNIANET €8 APéa

'a|'0$Eﬂﬁaﬁﬁt8nt9hgef¥{ét ggib%?ﬁ?%ntﬁhefigggﬁﬁg g%%ggd

9. The nethod according to C erern

to bgeacsess ts Befilec9fcfgecord structure, the first
deci sion is made depending on the presence or 15

absence of.a fheemkeroadatBoshohe datarhnyt he Lhé%giﬂ the
file, and the second decision is mde depending on the

preseoceand 85SeNCLiOE @oith€Bdl €60hHKE Oa SEOEGHBt Bl frite
the second file. 10. The method according to claim?7,

wher@éhat heto28 tohepndhéstarseadecosTonNdi § onaBKEd@pending
request to read data froma file, the first decision
'S n@@etd@pend$ﬁgce0@rthbsgneeenfeaofra@s&ﬁe& #flawing data
storage area for data to be read in the first file,
and FRePSetbhbitdeci’ionini sheanférdepehté ngand the second
presence or absence of a 25 storage area for data to
be r@3d:7hOEhes sBeohdieperding 10nThiee npr diorinae cor dilagence
[ wherein e .

to C$§Ig1gfee area aifow1ng data to be written into in the

second file.

9. The method according to claim 1, wherein the
file to be access is a file of record structure, the
first decision is made depending on the presence or
absence of a free record to store data in the first
file, and the second decision is made depending on the
presence or absence of a ffee record to store data in
the second file.

10. The method according to claim 7, wherein the
command is a read command to make a request to read
data from a file, the first decision is made depending
on the presence or absence of a storage area for data
to be read in the first file, and the second decision
is made depending on the presence or absence of a
storage area for data to be read in the second file.

11. The method according to claim 7, wherein the

file to be accessed is a file of record structure, the
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file to be accessed is a file of record structure, the
- 43 first decision is nmade depending on the presence
or absence of a record stored with data to be read in
the first file, and the second decision is nade
depending on the presence or absence of a record
stored with data 5 to be read i, the second file. 12.
The nmethod according to claim 11, further conprising
storing information indicating a current record in a

t hirgd. . rein t command is.,a read
corrrr]ghg gy&%(/\%ll C Q%W%crgér%e téc;ee%een read Tr icrﬁgf PHoence oF

specifi edyi 4 § of arenge. L9106, CUITENt, recard (L8 5 che

first decision involves i1dentifying arecord spec

by therseag comand whd hsd&ded enee: 4114 hes G deNepending
record and nmaki ng a deci sion of whether or not to make

access tigetheeddnisd 4+ | Soslependi N oreddied PEESENEE, OFh data
15 absence of the specified record in the first file,

and td hee sectdidechsi oscomyot ves. i denti fying a record
specified by the read command with reference to the

current ré2or dTaadnaekodgaacdedisg oo of Lavret hey Hurnioér

to make access to the second file depending on the 20

pr esevrerr by inhsehereind imeoypricidn edhdievorthg e therrent
second file, 13. An IC card conprising: a nodule; and

a botCPHE whi ch ther froBRMRrY s FMbethtRiE inshaecompune is a

- conpri si

COPLLShIS B LS, TRIPLY 19 store date, L lilens,
specified with reference to the current record, the
first decision involves identifying a -record specified
by the read command with reference to the current
record and making a decision of whether or not to make
access to the first file depending on the presence or
absence of the specified record in the first file, and
the second decision involves identifying a record
specified by the read command with reference to the
current record and making a decision of whether or not
to make access to the second file depending on the
presence or absence of the specified record in the
second file.

13. An IC card comprising:

a module; and

a body in which the module is embedded,

the module comprising a first memory to store data
by file, a second memory to store a-plurality of items

of file management information having the same file
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44 jdentification infornmation for files and different
file wuse order information indicating the order of

use of the files, a first access deci sion section

whi ch, upon receiving a command from an externa

device, nakes a 5 decision of et her or not to neke
access to a first file defined by that file

managenent information, of the plurality of itens of

file; genent; inf i.Qn. ' the s fi

! denjf [ %I .cgjfll on l|<5n oﬁ@%%%%%ﬁ%%ge?i rggu%%e%%?ﬁee?t file
| nfogSRtd, Qb N CHANG dhalnd fiey L d 118d J1d& T8e TidStor
|n_the prder of use, a secon access deplslon section

Whi Cthe i fi 118, deci SFON Dyedde addIsiodesd St 08 SEELERN upon

is that the first file is not to be accessed, nekes a

deci sé @i winghet dimaid Notork G dTBkE: e BELESSet Dcd, SELRNE 2
file defined by that file managenent 15 information,

of tdecidioms of Whdehemnagementto innflos neddess hayiHgrirst
the sane file identification information, which has

use brberdéhfredrdty orhathdiicla imapaddreersecontb fidei és, of
second in the order of use, and a processing section

whi chhe atFiesl it P ocessss myf 20 ko rmasparmémy tofetreation
command on the file decided by the first or second

deci B3 6% dts ot beladdandefication information, which

has file use order information indicating that the
first file is first in the order of use, a second
access decision section which, if the decision by the
first decision section is that the first file is not to
be accessed, makes a decision of whether or not to make
access to a second file defined by that file management
information, of the items of file management
information having the same file identification
information, which has use order information indicating
the second file is second in the order of use, and a
processing section which carries out processing
corresponding to the command on the file decided by the

first or second decision section to be accessed.



