1 SYSTEM AND METHOD FOR DETERM NI NG A DESI GNATED CONNECTI ON  BETWEEN
COVPONENTS OF COVPUTI NG DEVI CES [ 0001] Enbodi nents of the invention relate
generally to data conmunications between conmponents of conputing devices,
and nore specifically to a systemand nethod for identifying a connection
bet ween the 5 conponents to be used for such comunications. [0002] In a
typical distributed conputing environnent, different conponents and

obj ects that conprise one or nore applications reside on different
conputing devices, connected to each other in a network. Information and
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peer-to-peer gommunications (e.g. a Transmission Contral Protocol {TCP) connection), or

using some other communications profocol (e.g. User Datagram Protocol (UDP)).

15 [0003] Consider, for example, the situation where peer-to-peer (P2P)
communication is to take place batween two components residing on different
computing devices. A connection may be established between the two
campoenents to facilitate communications. Since the components are in a peer-to-
paer relationship and not in a client-gerver relationship, both components have

20 equal status in the arrangement and each of the two components is independently
capable of initiating the establishment of such connections. Since each of the two
components may establish a connection with the other indepandently, it is
possible that multiple connections between the same two components may be
established and may exist simultansously.

25 [0004) However, majiaging multiple connhections between the two
components may be unnecessary and may result in a waste of resources,
particularly when each of the connections is adapied to facilitate bi-directional
data communications (e.g. TCP).



conmmuni cati ons between two conponents, each residing on a conputing device.
5 [0006] In a broad aspect of the invention, there is provided a systemfor
determ ning a designated connection between a first conponent residing on a
conputing device and a second conponent residing on a conputing device,
each conponent capable of initiating the establishnment of connections that
facilitate data comunication to the other, wherein the system conprises a
first application 10 and a second application associated with the first and
second conponents respectively, and wher&i n the first and second
applications are progranmmed to co- operate to performthe steps of
generating a cSupunaNt i dentifier for each of the first and second
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wher ei n t he nesdvodd componetsas deontalibrandtbe other as a responder; and determining
a designated connection betwesn the first and second components, the step
20 initiated by the component identified as the controller and comprising the substeps
of determining whether at least one connection other than the current connection
exists between the first and second components that neither the first component
nor the second compbnent knows to be broken, if the at least one connection
other than the current connection dees not exist, identifying the current connecticn
25 as the designated connaction, and if the at least one connaction other than the
current connection exists, identifying a connection as the designated connection
from a group that includes the current conhection and the at least one connection
other than the current connection; wherein the identifier generating algorithm Is
adapted to ensure that component identifiers generated by the algorithm are
30 orderable and substantially uniguse.
[0007] In another broad aspect of the invention, there is provided a method
of determining a designated connection between a first component residing on a
computing device and a second component residing on a computing device, each



steps perforned at each of the first and second conponents: generating a
conponent identifier for the respective conponent in accordance with an
identifier 5 generating algorithm Identifying a current connection between
t he respective conmponent and the other of the first and second conponents;
transmtting the conponent Identifier for the respective conmponent to the
ot her conponent, and receiving a conponent Identifier for the other
conponent fromthe other conponent; perform ng a conparison of the
conponent identifiers for the 10 respecti@e conponent and the ot her
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and 3B are owcharts in a nmethod of termning a
companeant and the other component that neither the respective component nor

the other component knows to be broken, if the at least one connection other than
the cutrent connection does not exist, identifying the current connection as the
designated connection, and if the at least one connection other than the current

20 connection exists, identifying a connection as the designated connection from a
group that includes the current connection and the at least one connection other
than the current connection; wherein the identifier generating algorithim is adapted
to ensure that component identifiers generated by the algorithm are orderable and

¢+ substantially unigue. .

25
Brief Description of the Drawings
[0008] For a better understanding of embodiments of the invention, and to
show mora cleatly how they may be carried into effect, reference will how be
made, by way of example, to the accompanying drawings in which:

30 FIG. 1 is a schematic diagram lHustrating a subset of elements of computing
devices in an example network configuration;
FiG. 2 is a schematic diagram of an example of a distributed system comprising
four components;



desi gnat ed connection between a first conponent and a second conponent in
an enbodi nent of the invention; and FIG 4 is a diagramillustrating

di fferent exanples of connection states between 5 two conponents. Detail ed
Description [0009] Enbodi nents of the invention relate generally to a
technique for determning a single, designated connection to be used for
peer-to-peer 10 comuni cati ons between two conponents, each residing on a
conputing device. Mre specifically, enbodinments of the Invention are
generally directed to a technique for idéhtifying a desi gnat ed connection
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identifier thatVP&oPRNE™ted by an 20 identifier generating al gorithm
adapted to ensure that conponent identifiers generated by the algorithm
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reliable way of choosing the connection to be selected Is required. To facilitate
this, in accordance with at least one embodiment of the invention, each
component is associated with a component identifier that is generated by an

20 identifier generating algorithm adapted to ensure that component identifiers
generated by the algorithm are orderable and substantially unique. This allows a
comparison of the component identifiers for any two given components in a
distributed system to be made, and allows one component to be identified as a
controller and the other component to be identified as a responder. Therefore,

25 when a mesthod of determining a designated connection is parformed, seralization
of operations can be anforced and race conditions that might otherwise be caused
by the two components can be avolded, with each component maintaining its role
as controller or responder throughout the performance of the method.

[0011] Furthermore, in order for one connection to be determined as the

30 designated connection, a rellable way of tracking connections that have been
established between a given component and other components Is required. The
component identifier with which each component is associated allows
components in a distributed system to be easily identified for this purpose. 3ince



orderabl e and uni que, each conponent in the distributed system can be
uniquely identified, [0012] In an enbodi nent of the Invention, each
conponent identifier is a 5 Universally Unique ldentifier (UUD). In;
contrast, an Internet Protocol ("IP') address or identifier, for exanple,
woul d not be reliable for the purpose of tracking connections between two
specific conponents, as an IP identifier may be unable to uniquely

i dentify each conponent in the distributed system For exanple, a
conputing device can host nmultiple conponéhts, and therefore, different 10
conponents may be assigned the sane' |IP identifier. Mreover, any given
conponent rmay ke sBPYjREHCpRIieIsaeacated hyfbaidaniitisrgeneatineplopithayAre mbodi ment

of the 'nvent'%er@@é@n@gﬁaﬁ’@@a%cérhﬁénéni;m 188 habibueBaYsBR MReSR dritfieh\O
conponents is a TCP connection. \Wile peer-to- peer conmunications nay be

I npl ement ed usﬂqﬁjj" IB2her conmmuni cation protocols 15 (e.g. UDP), the

functionali ty o2y ded bwaﬁ%bwrhﬂnf&&ﬁ@ﬁﬁ/eﬁﬁbnf bW déﬂ‘fﬁoﬁ@lllt ;dé}m?&&%ﬁ
adaptatlon ensuring relia ansm tt ed

e On A " e Dicbs sdanatiorsORhy T8 oltireh 25 Ghotsh SR s o

grmljoyed Furlt ﬁgamg or idert@Rr, dbrBxanpRY), WM rRpBE aeéllzaﬂefwlthe ﬁ?t@b@é(of trdtiinfat
i -directional data. comyni cations are supporte coptfast to a
i mpl ement at i on CRREFCEORARS WoFPEY E‘&’PP‘S%?S@@?\%@Q dleﬁﬂletf%&?e‘mag'ear e

used for data «z@tmlumigzmtenwaalﬁreccgnpondnaheh@mﬁnm@depﬂaﬂcmoa@xarﬁplelsaad for
data transm ssi_gn for si gnated TCP

|
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connections be corrp nen Perri ng now to FIG 1, ai
schemati c di ag{@Hh3j| | ustin an embodimenbsfdhe mikentoheeamhtconodéctioniimitis ng devi ces
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topol ogi es i n Bravide particular benefits where TCP connections are employed. Furthermore,
TCP almost always operates full-duplex, in that bidirectional data
communications are supported. In contrast to an implementation where two TCP
20 connections between two components a;re used for data communications (e.g.
where one TCF connection is used for data transmission for each direction), the
use of a single, designated TCR connection can simplify software application
develapment, making it easier to monitor traffic between a given component and
other components, and making it easierito manage the sstablishment and
25 termination of connections between those components.
[0014] Referring now to FiG, 1, aischematic diagram iflustrating a subset of
glements of computing devices in an ex;ampla network configuration is shown
generally as 10, |
[0015] In the example network conf iguration 10, two computing devices 12
30 are ¢connected to each other hy a netwqu connection 14 aver which computing
devices 12 can communicate. Althougﬁ only two computing devices are shown in
network 10 of FIG. 1, more than two cog‘nputlng devices may be connected in a
network, and they may be arranged in a'ny of a number of network lopologles in



variant inplementations. It will be understood by persons skilled in the
art that network connection 14 need not be a wired connection, as any

gi ven connection in the network may instead be a wirel ess comuni cation
link, for exanple. It will also be understood that other devices may be
connected either directly or 5 indirectly to conputing devices 12 in
network 10 that are not shown in FIG 1. [0016] A subset of el enents of
each conputing device 12 is showmn in FIG _ 1. It will be understood by
persons skilled in the art that the el enefits shown |n FIG. 1 are provided
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speci fication inthe'c it 32 that I's a process
executing on amﬁan i cul Referingrt (S ndy paeti¢ dagremsif @erexampls ofési de on t hat

conputing devi gtributed system comprising four compaonents is shown generally as 30.

20 [o018] In FiG. 2, distributed system 30 comprises four components 32 that
have connections 34 for data communications established between them. In this
exampls implementation, connections 34 are TCP connections. It will be
understood by persons sKilled In the art that distributed system 30 may comprise
more or less connected components 32, and that connections 34 may be of

25 different types in variant implementations.

[0019] it will be understoad by persons skilled in the art that a "component’
as described herein need not refer to a particular computing device, machine, or
device associated with an [P identifier, for example. In at [zast one embodimant
of the invention, a "component” is a process executing on a computing device.

30 Forinstance, in the example of FIG, 2, each component 32 Is a process exsculing
on a computing device (e.g. computing device 12 of FIG. 1). In this specification
and in the claims, a component 32 that is a process executing on a particular
computing device is considered to reside on that computing device.



7 [0020] Several conponents 32 may reside on the sanme conputing device or
on different conputing devices. For instance, in the exanple of FIG 2, the
two |eftnost components 32 shown schematically in the Figure may reside on
one conputing device while the two rightnost conponents 32 shown
schematically in 5 the Figure may both reside on a different conputing

devi ce. Were two given conponents 32 reside on different conputing
devices and are to conmmunicate w th each other, a connection 34 may be

est abl i shed between themfor this purposé. In this enbodinent of the
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considered as

nbodi t t

having ar | easPopEEn PapERentea BabiRlB s cabol tafer We e F 1op
i brary (TCHRLI Bynrlealjens 338. The TCPLIB | ayer 38 of a conponent 32 is used
to set up an a TODA%) nent 32 a anot her

25 conponent é] lr% uch a cogfﬁ’ﬁg'i‘% ?@‘R%E‘%@Qﬁﬁ@%&% e ?990‘?%8”‘&[;% Pleati on
processi ng | aydescBBed a'mmlaimg}genemtlgstoazmuamtiohhbatwemumpcmms thiat fesidach ot her
L A Ny AT A
connecti on bet heestablished berqn(eaa nbmpﬁ@entaﬁz vasidingoen (36 sdamaorripatingwidice.
that only dge T elRRETErditg®) bELRERoprfad cPlp a0 SRR B Cat 1 ons
bet ween any t wearge vmnptdmgﬁl@mieataﬁ iBay kisotfiretiex asrph etarprdebss p2focbhdn net hod
I's this case, TCP may interface with users and applications through an interface
{e.g. a loop-back interface) that consists of a set of calls that are similar to the
calls that an operating system provides to an application process for manipulating
20 files.
[0022] In one smbodiment, each component 32 is a process that may be
considered as having at least two layers: an application processing layer 36 and a
TCP library (TCPLIB) layer 38, The TCPLIB layer 38 of a component 32 is used
to set up an actual TCP c¢onnection 34 betwean the component 32 and another
25 component when such a connectioh Is required for use by the application
processing layer 36. The components 32 can then communicate with each other
aver the established connections 34.
{0023] in accordance with an embodiment of the invention, a method of
determining a designated connection between two components 32, as Will be
30 described with reference to FIGS. 3A and 3B for example, ¢an ba implemented to
ensure that only oneé TCP connection 34 Is used to facilitate data communications
between any two given components 32. In the example of FIG. 2, the method is
implemented through the TCPLIB layer 38 of the components 32. The application



I npl emented through the TCPLIB | ayer 38 of the conponents 32. The
application 8 processing |layer 36 of a particular conponent 32 uses the
respective designated TCP connection 34 set up by the TCPLIB | ayer 38 of

t hat conponent 32 to conmmunicate with another conponent 32 in distributed
system 30. [0024] Referring to FIG 3A a flowhart illustrating steps In a
nmet hod of 5 determ ning a designated connection between a first conponent
and a second conponent in an enbodi nent of the invention is shown
generally as 50. [0025] Method 50 is dirfcted to a techni que for

determning a single, desjgnated connection to be used for peer-to-peer
data conmuni caPiOSASSTLIBVRIEH of rRaricsiap GAmReRent 42 ysestbaprmmenivesiesignatali G 2) .

I'n this enmbodi ﬁ’éptoonﬁécﬁzhn@ﬁ sbh& B@m%%ﬁ@%@ﬁfﬁ@ftﬁ&%o%%n&ﬂﬁté' fferent
conmputing device (e.g. conputing ‘device 1); however, as noted

above, in vari E‘Pff‘méﬁ'ﬁétélv‘ﬁ@rﬁ@thef ReMpoRent 3%%#@'?”"@" p¥jem&8i de on the same
conputing devi 9}0241 0026]?&?8%@1@%@”%@1‘1@%%# ﬂlu@tr&ﬁ@%tép@dt@ﬁ%etﬁ&!’ @t ionship,
and each Ofﬁ{ g WO gﬁﬁnen s is inde entfy EPE |n|t|at|ng t he
est abl i shrre peaninlgd AgigsiRateg copeeting BEW?@P a firgf "%ﬂ’{rﬁﬁﬂ ArgRnd
E:g(r)\g(?ai:t : ons esbcabdmr&lnem dredmiRRimerith® tHevigy ShElom RIERBE gé?@aﬂ')@ﬁ smnnect 110”5
n one s e of t rst an
second conponeﬁiﬁggf n&{ iﬁ%r@éﬁggﬁﬁ‘ggg‘r%éeQEQQ%%ég%t&ﬁﬁDWEﬁgS‘Qj?i‘%/| ce, as
general ly des cdesb@ﬁtmﬂ ¢dmneetionrte Ibeeusé@fdﬂp@ar-ta pebﬂdmaﬁ:bmmunmtfor%abﬂmwmc ess
s an 20 execu of an a o] rqgr.amred to
performthe {Weps E’ﬁrﬁ‘?ﬁ%& W?%&B%# Ec? g’e s??r@go% ‘bga‘?ﬁ@%‘e
respecti ve 1fir ovesmmponbhie residsspaca tiferanbomnputing dda\m (e2g. domputiey devidee
applications a g 0,.CO- rate in_order xchapge dat a
bet ween the fi ﬁg?ﬂgﬁdqg gg@%éérb%ﬁ%ﬁg ﬁﬁ%‘%aﬁ‘d’ anﬁgtrq@}q#rﬁﬁﬁs,ﬁg% ary
processi ng at mﬂnmﬁtatmmsesnﬂermdheaame cbnnputmde:havtce 25 facilitate the
identification sin
desi gnat ed con fon ?%%3@?8%‘%@9& é)rP rf%é ?tg' S ﬁ%ﬁﬂ@‘g%ﬁ e%?%ggg?f or med
at the first w\@rﬁ@mwnam@ ua:iede;va‘ndedtlmpabtm imdtiating mb)e,stauhsﬁmerdwher st eps of
TB ) as snoarcREUETE bbb Ty B ARHLARIRE RS Mook AT B RR B8 b o
[0029] At stephgdug G@mg@‘lﬁm&w‘atTQFtimlemcms is generated for conmponent A in
[0027] In one example software implementation, each of the first and
second components is implemented as a process on a computing device, as
generally described with reference to FIG. 2. In particular, each process is an
20 executing instance of an application that has been programmed to perform the
steps of method 50 that are to be carried out by the respective process on the
respective computing device. Further, the applications are programmed to co-
operate in order to exchange data between the first and second companents and
perform the necessary processing at each of these components, in order to
25 facilitats the identification of a single connection between the components as the
designated connection.
[0028] Some of the steps of method 50 are performed at the first
component (identified as component “A”), while other steps of method 50 are
petformed at the second component (identified as component *B"), as shown in
30 FIG. 3A and as described in further detail below.
[0029] At step 52a, a component identifler is generated for component A in
accordance with an identifler generating algorithm that is adapted to ensure that
component identifiers generated by the algorithm are orderable and unique.



accordance with an identifier generating algorithmthat is adapted to
ensure that conponent identifiers generated by the algorithm are orderable
and unique. 9 Simlarly, at step 52b, a conponent identifier is generated
for conponent B in accordance with the sane identifier generating

al gorithm These conponent identifiers will typically be stored in nenory
(e.g. menmory 20 of FIG 1) of the conputing device (e.g. conputing device
12 of FIG 1) on which the respective 5 conponent resides. These conponent
identifiers may be generated upon activafion of the TCPLIB | ayer (e.g. 38
of FIG 2) of each conponent, for exanple. 1In this enbodi nent, a conponent
identifier is tmiilygariemba afaompenen idestigsonesneratas forcemapient 8d8oci at ed

with the respeﬁgb&(n@ammﬁtsaﬁx@ﬁddnrnﬁer%%ﬁérraﬁng élba‘a@pﬂnnerheé&c&rﬂaé%t In an

enbodi ment of e invention, each conponent ler Is enerated in

accordance wi t Hdqnifiers ot ypleatlyegiered in Bogende s Bemeany 89 Qbﬂﬁy") ohibgue
ldentifiers ( U%P@hzangaééﬁbe&e%rﬁéutﬁg%ﬁbé y2 bk ey Ja%mchftm@fe%pé&% Ds). A

nunber of known pecifications and formats exist, including the Open

Sof t war e Fou%déemﬁnw(@%f#as ("6\gF? EPPINeRHBORT g masbegeneraed Yp9N DI st ri but ed

15 Conputi ng Eriivetonenthe SIOFLS iayas (‘e% 38 bPFICERRAIRN chRPSAdnt Aokblldmpls
typlcallyalz%ﬁ'@t |l ong identifier t reguires no central regi stration

process. A UU BREG QICPWPW"&W@“W@F B‘stg b SeRe SRR et time, with

respect to the capperemfard romididsBBsodrREOWMIG rbshaeiBEdiisc@nt for Sentire
"substantially" unique as it is possible for UU D values to rollover (e.g.

around 20 A D. "SAB BYs; dependi ng on the specific algorithmused). However,
for practiced [iimBOﬂ)oses In eaembgdinmnadiate bdlicbpdadbeconpantitedatifiéds be

unt e, (0032] gl B0 R o SR A Bl o 2 2
to uniquely i dimiquefiferdiGersqoenDds, diso mwmmmwwrﬂm ldenttfiecs @3L)ibaciAitate
e onen: | o SPuBBsEl BTSSR B Bk TR BRTREER S, oo
UUID for the t éloftwa!fe_ FFC_tlEldhﬁlelﬁ (OBFg s@irenty knoevni eTitel Opar Sreepabistribuponent s
on the sane oGO PR ERYnbbf SRRERHER. Bheihnonent s are associ ated vt h
the sane | P | d§HI3}i er. A’J.OU[IZDBmcanB D28-hit dorigyigeraidibt habreqairdsi ncecknrblze t hat
I's reasonably smBlilaibEhAebdE ADUID is substantially unique across both space and time,
with respect to the space of all UUIDs, Each UUID is considered to be
“substantially” unique as it is possible for UUID values to rollover (¢.g. around
20 A.D. 3400, depending on the specific algorithm used). However, for practical
purposes, each generated UUID can be considered to be unique.,
[0032) While the concept of UUIDs is generally known, the UUIDs are used
in a novel and inventive manner in this embodiment of the invention to uniquely
identify components in a distributed system and to facilitate the Identification of
25 designated cannections between components, Each component (e.g. process) in
the distributed system may be assigned one UUID for the term of its life. These
unique identifiers enable components to be uniquely identified, irrespective of
whether the companents reside on the same computing device or whether the
components are associated with the same 1P identifier.
30 [0033] UUIDs are typically of a fixed size that is reasonably small relative to
other alternative identifiers, and accordingly, they are easlly sorted, ordered, and
stored, for example. Since the UUIDs are orderable, this allows a component that
has had a UUID associated with it to be assigned a relative rank or position vis-a-



other alternative identifiers, and accordingly, they are easily sorted,
ordered, and stored, for exanple. Since the UU Ds are orderable, this
al l ows a conmponent that has had a UU D associated with it to be assigned a
relative rank or position vlis-a 10 vis other conponents. In this

enbodi nent, as between two conponents for exanple, the UUIDs facilitate
the consistent identification of one conponent as a controller and the

ot her conponent as a responder in the per&ﬁrnance of nethod 50.

Accordi ngly, situations where both conponénts conpete to performspecific

5 steps or tasks can be avoi de 0034].1In. o enbodi mrent of the invention,
a connection tabi ¥ ﬁ?fsw"}P&r‘ﬁfetél ﬁ'éﬁ Q &?’S’@ﬁ’é&fﬁ" ttvgcamppﬁerﬁ%ﬁwﬁry 20 of

the conputing duingk, ih%Uuuw@madﬂhétékhetémm@ﬁpﬂgmﬁfcaﬂlcﬁﬁdf@ﬂé campﬁdiwas an FIG
1) of the dIStI‘IbH_ ds to store data for trﬂ}ﬂk@rl;f% al | ctjons
connected to tH&" %@b@ é“'?%r‘r‘ﬁ’@ﬁ‘é‘?ﬁ" a4 g regpoDdetiin 88‘?"?&'3 §" Mher
data structur esscmchelmgg/eﬁitdaﬂora;t\mﬁ@e bothaorBbhes caapateit@patbrin spacifitie
connecti ons 35] Mor e Srf;) CIfI |y, the connection table mintained by

each corrpon% S &k £3) %3‘6 onnection, the conponent identifier (e.g.
UUI D) of the c{qu@nent 16 onevbimbbditbet of dspiaednition, < compeotinitable iconnect ed, an

denti f 15 t t If K handl
for the o cornerBs e <Al aPBeiRe” o dimne St BT IR "2l at us
flag may be setupppwhishdhaforoponest resiieess siawrdntFé@.' 1) of pendistripited system

Loomnect ed”. | o LI RTRAYEIRNY o) cELBHERL NI BB 9380 AREA 0 LN

status flag, and o connec
connection 1%b|lrev¢rwnvambad1meetﬁb@tmmm strucml!esf 02 6p uikte storednforeatioon i s

est abl i shed be%‘éﬁ(ﬁbt@?%utﬁ%&ﬂﬁ%@ﬁé‘ts at the TCP | evel, as may be

initiated by eit two conponents, steps 54a and 54b are
perforned. At $8W8§]54a, Mare spenifisaliy thexonneciomGible ovaindainedbby edeit has  been

establ i shed Wi thpGRRBRSs, forldol Q&mtsbtdn,ﬁ ERfboReri ffifer B oPLBAST 1 D the

connection tabl e maintal ned %‘ recor e 25
connection' s i #Entampasent tandichiee @sg@qigepp@gon@t beronpected rapddeifier [ 0037]

Simlarly, ¢ %&%m‘?éﬂf’w[tﬁi?\%c%ﬁn%%ﬁltmr (b3 al fketﬁ%tféfdr P component B,

and a record i S crentedin tha connect on mai nt ai ned by conponent B.
This record al §%“W%€¢Q)d@!ﬂ%ﬁfém§cﬂﬁﬁe6f %‘Ml‘éﬁﬂ fd@"ﬂtth& status flagenavike setta us fl ag

is set to "creaéBfthres values: "created", “pending’, of “connected”, in this embodiment.
Different values may be assigned to the status flag, and other connection data
may also be stored in the connection table in variant embodiments.

20 [00386] When a connection is established betwesn any two components at
the TCP level, as may be initiated by either of the two components, steps 54a and
54b are performed. At step 54a, at component A, the TCP connection that has
been astablished with component B is identified, and a record is created in the
connection table maintained by component A. This record includes the

25 connection’s identifier, and the status flag is set to “created”.

[0037] Similarly, at step §4b, the connection is also identified at component
B, and a record is created in the connection table maintained by component B.
This record also includss the connection’s identifier, and the status flag is set to
“created”.

30 [0038] Perfarmance of subsequent steps of method 50 is triggered by the
establishment of the connection identified at component A (step 54a) and at
component B (step 54b). In respect of the present instance of method 80, the
connection is refefred {o as the “current” connection.



30 [0038] Performance of subsequent steps of nethod 50 Is triggered by the
establ i shnent of the connection identified at conponent A (step 54a) and at
conponent B (step 54b). In respect of the present instance of method 50,
the connection is referred to as the "current” connection. 11 [0039] It
wi |l be understood by persons skilled in the art that nmultiple instances
of nmethod 50 nmay be perforned concurrently where multiple established
connections can co-exist. Consider an exanple scenario where a first
connection is established (e.g. at the TCPl!|evel ) between two conponents.

This 5 first connection would be identified at steps 54a and 54b by the two
conponents i n 8031y st ilhwil iR cedeEtond DK barssns siding iatherthatibipiient, t he

exi stence of t histarfdel St mef@ABOGHAYAUL ée?fofrﬁ@@&@rf&@ﬁbﬁllyt\bl%ré?%%féﬂoﬂ tabl e
mai nt ai ned by the respective conponent, wth this first connection being

initially flagdekblighedoangadigns canperPeitnkREEdRTaNBERIA RRPaHG Whe 6firsthi s
first instance cghndBibhRtedtbifitade.go8Rhe GEPLISvdihdddden Guoldoh@ansd TRst hat a

determ natio f whether this first_connection should be identified as the
dosi gnat ed condELEPtRECEom WU i dentfostRlGleRa A 2R SER Y the-woFomensis
connecti on bet uweegtirst netahaaef mvhod 60, arNR Rhsh B&T Sorieht, iR @adtekel 8 findfinahi | e
the determ nation w.th rg&&g’%@to the first connecti ﬁg Is still pending. A

nunber of st epSOBfectoRisd i enngetiorgaile rpRiaEad R e eshRetiYdr med whi | e
the first instaoegosdnt/withiar i conmdction Being mitidig fifgrcbicismedatelior exanpl e,

components i n EREVEBIGAS! PHEPHEE SoPe AT UEe S Ao LB ABRERT .t he
exi stence of0 t I 82)de biggdredmoriieattal deterivgnation of whsthenthisiest cometord stawuld abl e

mai nt ai ned by ' : pent . with the second 20 connection being
initially fl agtggzdé£§ﬁg“§§§e@¥§8§'3%§? ?%W?&W c%bes’ﬁ'g‘g%quent steps of this
second i nst anc ¢0d0] net hotwslppsse thatg secdd sontdntibn betdebe the saatd tan  of
Sonnecti on cat RonaEAeR bR SO B 3ALIR Ik nitEl T HEPLETR e
"current" connétit tenmecton isstilppardingt A hemiidno steprof aremndfinstetched 50, t he
second connggt | Qaé@eﬁ f " ' ln.respect
of the secgﬁg h%srﬁ}t&ance 8# Bﬁ@%ﬁ%ﬁ'egwﬁéf%@ﬁ'ﬁ%%%%n&e{rrﬁ'@%wﬁ%%gﬁuéﬂgt ances
of method 50 rh¢ pedorpmds dorexanple.the sesndconoactian dictiddredtiendifiec etstémns

e L
each component, the existence of this second connection is recorded in the
connection table maintained by the respective component, with the second

20 connection being initially flagged as “created”. Performance of subsequent steps
of this second instance of method 50 Is triggered so that a determination of
whether this second connection should be identified as the designated connection
can be made. As the first connection takes the role of the “current” connection in
respect of the first instance of method 50, the second connection takes the role of

25  the “current” connection in respect of the second instance of method 50.

[0041] Similarly, further instances of method 60 may be performed with
respect to additional connections concurrently as further connections are
established, and each of those additional connections will take the role of the
"current” connection in respect of its own Instancs of method 50,

30 [0042] While cerfain steps of multiple instances of method 50 may be
performed concurrently, step 52a will be performed only once by companent A
and step 52b will be performed only once by component B, since only one
component identifier Is to be generated for each component.



"current" connection in respect of its own instance of nethod 50. 30 [00421
While certain steps of nultiple instances of nethod 50 may be perforned
concurrently, step 52a will be performed only once by conponent A and step
52b will be performed only once by conponent B, since only one conponent
identifier Is to be generated for each conmponent. 12 [0043] Referring
again to FIG 3A at step 56a, the conponent identifier for conponent Ais
transmtted to conponent B. At step 58b, the conponent identifier for
conponent A is received by conponent Beﬂﬂ?stored i n conponent B's

connection table, in the "created" record associated with the current 5
connection, Si 904311y, &efirpagdnio hiGe3dntstandbe. hasampenet deRifiefddponent

B is transmtfceﬁh bRerATRRARRI toNor AT dsomRARRonbent 1 er for

conponent B is'T BaeTve onent ‘A and stored I n conponent A s
connecti on t ablidentifigy fOthfi’é‘PDEfPféé‘t 'édecei\@ééb’&ﬂﬁ‘ﬁg'ﬁﬁfﬁ&%@ skpred in spimRatePent

connect i on. - Theyiasesiontatis Gh thedbrelldalcbAl fbsblaa WRtR: bt 1 1 st

exchange of data (i.e. the conEonent identifiers 10 are exchanged) between

conponent s ﬁaﬁﬂ”@cﬂﬁén&m‘ié@é stap S0kythe prrppsieRbidentifienfos semaadt Brignt , t he

conponent i dentizhifikted & &nﬁiﬁﬁ@ﬁtrmeﬁit QYeH84, hﬁ; &M’iﬂdﬁ@ht id@rﬂiﬁ@ﬁfét' b&ﬁpér@ﬂﬂt i fied
at steps 54a and 54b, althou ot her neans_for exchangi ng e conponent

i dentifiers mf BHESHEH Byéamgwwﬁua&ﬁﬁt%ﬂ%mcﬁww%m%n @Plepisoa, at

conmponent A, t%‘%mﬂﬁbrd sieptibfedanthftRe cdrent 06ARBREH. Thd dashesparied to the
conponent iden

ecei ved t entif
conponent A as él 4‘1’?‘&%’%@%&%& F E?x‘%?“ﬂ%‘gqa?séﬁﬁg gmﬁon?q“-f'%ﬁ‘ht?? rma%ce
of subsequent atm&h@fﬁg%b&t@de&@omﬁbrﬂﬁn&s&ﬂbmd Baﬁha%\ttﬁa@zeﬁﬁ@s @b peﬁ‘ommhent B,
t he conponent lldentlf

t t
dent 111 er 1 or ML GMUHRmat LEEPUGR T HErlif 8 SEBhard AR e fBhen: 20
as eit he][ t hehcm%echﬂ ﬂe?tdedmhaepesqmmdeﬁt 4H, agmdlxghrmdre?nlramaw ﬁhw@mequen%

t met . In e cati in | e conponen
isdgﬁfi f?ed as 8'f%hceogrpc? ?'Ptd‘{?‘?%é'ﬁgmi"%’} nag@gmb@d@eﬁ% he cont ?EI ler",
and the conponfit4] i dentl ﬁteaﬁOa.saticbmpomwAnﬁherconwonait@atmﬁﬁenfor generally as
"th Yo t f ti t
0045] 1 oo EBetenEAR e o Biinberith Bontt 1 ZowbBRRRE 1 &Ped ™ e
UUI Ds for conpahse SBa&_t@Mdnﬁyaompmmnaslemhenweumhtqﬂeradhes&phhéersrpace of
all DS, s Rt b begRa st R el 'SmPlIG, SATRSBGE a2 the

controller and
component B, the component identifier for component B is compared to the

component identifier for component A received at step 58b, to identify companent

20 B as either the controller or the responder in the performance of subsequent steps
of method 50. In the specification and in the claims, the component identified as
the controlier is referred to generally as “the controller”, and the component
identified as the rasponder is referred to generally as “the responder”, in respact
of the particular current connection.

25 [0045] in one embodiment, the component identifiers are UUIDs. Since the
UUIDs for components A and B are orderable and unique across the space of all
UUIDs, itis possible to consistently identify one component as the controller and
the other component as tha responder. Any technigue fo assign the controller
and responder rofes to the components based on the relative positions of the

30 Iidentifiers in the ordering may be employed, so long as the techniques used at
both components provide consistent resuits.

[0046] For example, in one embodiment, the component having the higher-
valusd UUID as determined by a comparison operation may be identified as the



t he ot her conponent as the responder. Any technique to assign the
controller and responder roles to the conponents based on the relative
positions of the 30 Identifiers in the ordering may be enployed, so |ong as
the techni ques used at both conponents provide consistent results. [0046]
For exanple, in one enbodi nent, the conponent having the higher- val ued
UUI D as determ ned by a conpari son operation nay be identified as the 13
controller, while the conponent havi ng thf | ower -val ued UUI D as determ ned
by the sanme conparison operation may be Yentified as the responder .

Conversely, the conponent having the ] ower-val ued may be .identified
as the co%t rol ICEPt,m”gRNhIﬁ%qulf@”l?B ng\ﬁﬁww ""Yﬁ%ed:;ﬁgﬁe?@ é‘étpﬁ‘é’ D may
be identified #% st SoriRpReMISiatioh May BE icaAtificNdsans Fespbrddrn Convdresly,
enbodi nents, other techniques  and al O“bhﬁ to ag(?lngp he cont{rqf | er and
responder rol edh& PRI RRVING igpigwerydusd UMEL may e ife "ifL‘f‘ﬂh@lﬂoa Rl
SOPDeCéi on Wfi]}/fvb\@e Uﬁz&ﬁmp@ﬁé\'atmgzingltt‘%lﬁiblltw-vam;admmd@wt the itldft_ifteﬂfais@m g&y bet
efined in erent ways. . ep a ermnation.ls nade as to
Shether 1 he GursBRTIerdh § SR IMGRAMEn. o yanat ORI oy STk oL B
iesi gngt e_cil_hponlaﬁcbigefnlhf-rmrto asdigret) u&pht_mi_réalhlad CRPORUTr CElbs tmramdgemneen conmponent s
an . is generally. requires inpitia et erm ni n t.her_ar. not
there are any gg?‘&ﬂ?ﬂ@%@d@%&ﬁ{@&R%@E%&Qﬁ%’ﬂon E@%Sﬁ’é;%?' anﬁt %8“@5“& her
t han t he curr eof caopureat identifietsirady edefired icdiffp@nemaysA  nor conponent B
knows to be br | f Al .St rent
connecti on, be%ﬁ he o%?ﬁég§ghéé§§s‘ig§ﬁ1'h%€%gﬁdég%%ﬁgﬁﬁhépﬁe;cﬁgg not known
to be broketl cameston iddmbe idestificalsastthe sitglei derigratedcmmnedtiondor subsequent
subsequent - dat ﬁat‘é%mﬁmn?d%rﬁbl??em%gr%g% &b&%&aﬂ@ﬁ?&h erdll réglLigst abl i shed
connecti on between conponents an E, ot her an t current connection,
exi sts that i siniily RelewniningOvhetheper betdhern a4 ary edgblishehemsactions bsjween
cormponent B, 0p,y, Roid1a GRITBROARBL Hhn }%&&Ri}eﬁ%d&ggﬁgon?iﬁaf Rthef OMESIEnPR and

t he ot her connect%‘on are candi dat es r the nat ed connection, and a
choi ce nust behaepEpOenidemavsto diettiielren: Hinatiich éatneciormedst Bandie t he ot her

est abl | shedy o Opgack uaihetfor, B AR 817 LBhEAINEGHEEN ol Rhond WPRBAUEIHor dat a

conmuni cat i on. ot her esta hed” connection may 25 connection that
has previ ousl yKiahtoiigdreken, esn beidendiedes the dedanaterheneertan forn - one

enbodi ment, t h@u&%ﬁ&éﬂha&%ﬂﬁﬁddi%oﬂ@“' d not be identified as the
desi gnat ed [0048) On the other hand, if an established connection between
components A and B, other than the current connection, exists that is not knawn
20 to be broken {i.2. by companent A, by compenent 8, or by both components), then
both the current connection and the other connection are candidates for the
designated connection, and a choice must be made to identify either the current
connection or the other established connection as the designated connection for
subsequent data communication. The other established connection may be a
25 connection that has previously been identified as the designated connection. In
one embodiment, the current connection would not be identifled as the designated
connection if a designated connection between compenents A and B not known to
be broken already exists. Howevaer, in variant embodiments, other protocols may
be implemented. For example, in variant embodiments, the current connection
30 may always be identified as the designated connection, taking precedence over
anhy earlier established connection.
[0049] The cannection identified as the designated conhection will have its
assotiated racord in the connection tables of both components updated (if



connection if a designated connection between conponents A and B not known
to be broken already exists. However, in variant enbodi nents, other
protocols may be inplenented. For exanple, in variant enbodi nents, the
current connection 30 may always be identified as the designated
connection, taking precedence over any earlier established connection.

[ 0049] The connection identified as the designated connection will have its
associated record in the connection tablef of both conponents updated (if
14 necessary) to reflect a "connected" s %Ius, by setting the status flag

for that connection in both tables appropriately- Ané ot her establ i shed
connection betgeessatvhio iellert @orpmiseiedsstatg: by setigtigribe getusdiagdordh@tandi dat e

L or t het dgsi gn@bm?ecﬁs@mr&m ig@ra:g altayhp}@tapotae\nyltomdtmmié%hbd@gﬁrﬁé‘ﬁh@d as the
esi ghatea connectl on, nmy De ermnpated at Sste ., an e recoras 1 n
t he connection bﬁmeééh%?”wﬂﬁﬁtﬁﬁlﬁﬁ&?@W%%&Sﬁp “éad‘%iﬂiaferfof &'ﬁtde{s‘ﬁi"?ﬁa&at ed

connection remggesbetidt)®ut Erwast ﬂ?{?nﬁgaly iﬁ@rlitiri]i@@ Taisj gt dRIgnbrel dddredibs, sy pent
connection if it is . npt idepntifi as the designated connection, or it nmay
i ncl ude a pr}évit?fﬂmﬁecg%tssit‘?j‘n&fé’ad ??ﬁfﬁ@%"fj? W!‘BPB?&“@%‘%B%&O?EO%r evi ousl y

ges ikg nated con @embbmgté agvloc ib&gtvﬁ:c‘rfmﬁt&émdnalﬁfw c@ﬂ\e@imd lieh fehaved OThaRrbimaRde
roken since it _was.designated,, for exanple, as.discuss n greater
detail bel ow. f@@'ﬂﬁﬁ'owgﬂr}cf"ﬁﬁ e airent Bon'g'\e@%o%'g',t 15 r}??fq%?f‘gﬁeéfrﬂ?&ﬂ?nent of the
i nvention, thﬁde@igmiéaiatmcﬂim ot henagiimdlide, a pieeibgmtiedgrcawmk esriniscionafoe ’
connections that_neither . nent nor component B kn t.0 he br.oken.
If either corrp(?%%rﬁﬁe'A qu@‘ﬁ@&%&ﬁ%q{@ﬁ@ C@"Rﬁ%\?@%*éﬁ%ﬂmﬁﬁeﬁﬁ% ba%'gbec}ﬁ%tect I on
i s broken, 10 Wwesbecdme bmkéf sindecihvas tesigred, ifdryexampte, ao disewdsied in greatehe
desi gnat ed conrag&hibgfa for data comruni cation. [0051] The term "broken" is

used herein to deScribe one possi bl e state of connection between two
conponents. A %akct i offefastingeagain toostephidhom thin embodimehtud theginventiparthé cul ar a

of anunber - of iy ae BFINEERG, desERABR LA TR CRnIABRTTPRANEE ) D Mg
devi ces on whi ebmporEshpavenempaint Bknavy tcolsebiokerp hif sithealchyporknd darinect ed
networ k- cabi. P2npathiRon dH Hehiuuls AT R s btken PEbul{Bbnaricify
comruni cat ed b iertify thabcaheetiiorsasohe desiguatedh sertniectioruisr defatchaimunitatian. | n t he
25 normal cour gRs9f COMFHRGAbRIRENDRE LLEPReb %o GRIRBEGRE SosdniE YROGENT  May
connection between two compenents. A connection between two components,
including in particular a designated connection between the components, may
20 become broken in any of a number of ways. For example, a network cable at one
of the computing devices on which a component resides may become physically
disconnectad from the computing device, making it impossible (at least until the
network cable is reconnected to the computing device) for data to be
communicated between the devices over a connsection using that cable. In the
25 normal course of communications between the components, a companent may
discover the connection to be broken, For exampie, when an attempt is made by
one component to send data to the other component using the connaction and
where a response from the other component is expected, failure to receive the
response in a timely manner may indicate to the component sending the data that
30 the connection is broken. Connections that are discovered by a camponent fo be
broken can be terminated unilaterally by that companent, and the record of the
terminated connection is removed from the connection table maintained by that
component [steps not explicitly shown in Figures].



di scover the connection to be broken. For exanple, when an attenpt is nade
by one conponent to send data to the other conponent using the connection
and where a response fromthe other conponent is expected, failure to
receive the response in a tinely manner nmay indicate to the conponent
sending the data that 30 the connection is broken. Connections that are

di scovered by a conponent to be broken can be termnated unilaterally by
t hat conmponent, and the record of the term nated connection is renoved
fromthe connection table maintained by that conponent [steps not
explicitly shown in Figures]. 15 [0052] However, dependln on whether a
gi ven conponent0#23 maddiovevendpeendingasmwieties agivanasmpenentlias madee ot her

component or 't akAduBmpORNBRirhMHa it Meldier EARBET BitobBa HkRdbioh ! | S

possi bl e that the connection woul en (and subsequently
t er mi nat ed) by “Hie y\ecﬁ?én@fftionh%bw ddﬁ@@ﬁ@m hat the connagtien weulds&newe t hat

nei her COMPONGYbe Bk dub3dainiPanARLIESTYY PERKEnG huo AAEABRN! catfon

by either conponent has been at over’ t'hat” connection while the

connection i% HridHRlER Pogsible thad ”B@%G@@@OW* Ay kagys et p capnesHomnisdrekss if

clainms, a brokes cﬁ@tﬂﬁﬂ%t;&ﬂby éltl‘ﬁ:tr chp&RMS haEH R éz@nia@ecﬁbv@pfh@e@dﬁneamhet ween
two conponents broken connection is not known to be broken

and has 10 not ¥ g%ﬁ‘atcépﬂ?ﬁﬁf‘é%brwe%tqué’é%?“rﬁ?@s(?ﬁ therrpetiigrtion Apd Nt s .

[ 0053] Accor di niginys, aibroktdm conaadtiodiig@itconsiand 62be @amrfeesomm%émxd on t hat
ered as a.candi nat ed

t t ' d
Conconr e on 1 Abolut SR BB R "R bomREe hReta FRFL
td)r;)k_eln. Ref‘é)rlrnmgneengerﬁiu@te&ByaBIBeqﬂoﬁéobﬁegﬁh@corﬂﬁonw&gﬂesci| bfed |hn greater

etail as i ed i or odi.nen .he
e vanti on. | ToolRRLor, AetoaBog bR EepbnL SRR E FopBimalioF et
ev\nﬁpdihment arec?rpmpﬁcmhlmtjismybe lhensjotEmgmb ammt?ncntmmB fdr treddesignbted coomgatioh | er

ich is one en [ _su are
|(oerfor med by tﬁone(iﬁmgﬁ@%:coﬁ grint%? g‘?ﬂg@i’? %)tﬁe% RS%B‘EF%A‘F@hR?@%e ot her
of conponent Atcdri. 2B, siemﬁanéﬁl(s BA indeddribesinrgréaer dataiFdsGmpRihentdusn
i denti ficat4 50N gord%ﬂ‘\% Wltht E&g en%%gﬁg&%%%e%ahp%ocont roller and the ot her as

t he respon er Was Forhe a an b of FIG 3A As shown in
FIG 3B, the f[ﬂoﬁélm ng Satretad pre :mbstegs it 6@nprise step 62 mttkid empotiment are

cont ol | er . [ 095Byal o5 4RSLHpHbnt HeIRbE SIHIALHARI SuHBRR by drhe control ler

as to
component A and component B), while other substeps are performed by the

component identified as the responder (which is the other of component A and
20 component B} as illustrated in FIG. 3B. The identification of one of the
companants as the controller and the other as the responder was performed in
steps 60a and 60b of FIG. 3A. As shown in FIG. 3B, the following substeps of
step 62 are initiated by the controller.
[0055} At substep 64, a determination is made by the controller as to
25 whether an earlier designated connection to the responder Is known by the
controller to exist (i.e. has not been terminated by the controller). In one
embodiment, this substep comprises determining whether a record of a
gonnection, other than the current connection, to a component identified by the
UUID of the responder exists in the connection table maintained by the controller,
30 and whera the flag for that other connection is set to “connected”.
[0056] If no earlier designated connection is known by the controller to
exist, then the current connection is identified as the designated connection at
substep 66, and the record of the current connection o the responder (the



25 whet her an earlier designated connection to the responder |Is known by
the controller to exist (i.e. has not been term nated by the controller).
In one enbodinment, this substep conprises detern ning whether a record of
a connection, other than the current connection, to a conponent identified
by the QU D of the responder exists in the connection table maintained by
the controller, 30 and where the flag for that other connection Is set to
"connected". [0056] If no earlier designated connection is known by the
controller to exist, then the current coltthection is identified as the
desi gnat ed connectlon at substeg 66, and the record of the current

A

connection to faseoRdaspeingddentifiedoy e respopdersddUIBa isgpdatesie the @anegfionhe
responder’ s Uu@e méxn%%mpéeﬁﬁmepmnﬁg&m of tRPbtSy %b@b@hg%ﬁa kgt he

control | er, t he val ue "o e status flag being c anged rom™created”
to "connect ed" fropJempiedipeicantagtadpl e connections may be established and

exi st 5 simult gpgeys!y, V%é?éfﬂ@ﬁ!ble@onhéb%ﬁ@ﬁﬁ? b@fesﬁ%hsmé@] apd ek@fnd step 62)
may be perforned concurrent thi s case, nBéemant ations of this

enbodi ment & ﬁﬁwltanwmﬁeﬁnéﬁrofen'wwsa%mﬁwﬁ@ ws%eaé?-)trﬂ@%nnect.on

tabl e maintai ng&f&mem@nc@%%ay Oinl tRis ch€b %g@meﬁ@um tﬁ@emesa.ﬁfem &Fakd On i n
substep 64 is restricted t hat subste s 64 and 66 are cog@ ted in a

singl e transacﬂ"ﬁ'f‘?'qnfs@li’ﬂset”ébreé%aﬁ@c% t%%@ﬂﬁ%ﬁloné@l%@atr@ﬁ' £ nore
t han one CUFF@éﬁtroﬂ@lOiﬂert@maf(é i defdrimghatib®l RdUbblep G4 as rdshietede shdmat ed

erer) to. achi eTiATEIAI TS CRTDEHRINE el Grenetn EHRS P Edse] “an
i ndi cati on fthaperfdrmedyso 1o m@.rmtambrma:hase heeent’ demiccfisreforapelnge
L IR o e e
il lustrated bybt¢ bmpligstéxlg. Ibwmeetcx)l apachisaveghia cemmbd ndvanaaﬁmpimsam;om dat a
o eomPoren! sk o *TRRY5 B gt I it BAEE B e B Bl o7
where no earli desighededyoranedionds theo ttiansmitted Itmtbrmetmontibrmt mbmemﬁﬁ Ofhler to
e ot o B, kL TR GERRRTHAR SGB0 A BHRHALY FRERREC,
to be broken kegdegistingot sgoehd essmissomoindztia toinycotripenerd Fporagenponéiitdn t he
fesponder S POURY Sl wdlsFibsid Sk GRIBEGESE ERY et b BcddBa witn
reference to FIG. 3A).
[0059] Even where no earlier designated connection is known by the
20 controller to exist, it may be that a broken connection exists, previously detected
by the controller and terminated, but which is not yet known by the responder to
be broken-and has not yet been terminated by the responder, From the
responder's point of view, the broken connection may still be the designated
cohnection, and that broken connection may be identified as such in the
25 connection table maintained by the responder. Accordingly, at substep 72, the
responder checks whether such a broken connection exists by identifying whether
a record of an established connection (other than the current connection) to a
component with the same UUID as the contraller is recorded and flagged as
“connected" in the connection table maintained by the responder. if so, this
30 broken connection can be terminated at substep 72, and the record of the broken
connection removed from the connection table. The record of the current
connection to the controller in the connection table maintained by the responder is



connection, and that broken connection may be ldentified as such in the 25
connection table maintained by the responder. Accordingly, at substep 72,
the responder checks whether such a broken connection exists by

i dentifying whether a record of an established connection (other than the
current connection) to a conponent with the sane UU D as the controller is
recorded and flagged as "connected"” in the connection table maintained by
the responder. If so, this 30 broken connectlon can be term nated at
substep 72, and the record of the broken T€onnection removed fromthe
connection table. The record of the current connection to the controller
in the connect iUgHateaoNVith thavalkaiohtkg asgoaiatad ﬁ*@wdlﬁiaé!ﬁmwhmaddmtcwt@% th

t he val ue of the:Rpaasipted status flag. being changed from"created" to
"connect ed". [00 0] Referring again to the determ nation nade at substep

64, if, on thel0WUher nh&elerriahadan 19 tbe dglesnijationpaddalraesten §4ib opre

res ponder I's K hEﬁ(d ta*ﬂ%aﬁ:e?@éﬁ]%r@téc%mﬁw@ct@h' t8the rTeBﬁth@F iskHB&H BPthed, a
determ natio i s made as earlier en | ngeconnect lon to the

responder i s” aCSWYUROWFX) IhHEAHRERRIf et dPBrMIBRYAYIS Mage a8 o WA earl i er

desi gnat ed coneegikl Séhdirfy dora¥tioRYo tHaaeGUMIEOk lafo KnBwn 8 ki contrbliginty
ultimately be lreﬁ.g{ aced by a current connection as the designated 10

connection if earlier connection is subsequently discovered to be
broken (i.e. {6081] espondesn dregariigralesignatbe comreat iskndpwn bipthie controlies to

ook e o PHBR 5B e TP GhERT Bl OO ERBRERET 0 o
desi gnat ed tbnwewidcton if Heveviar cotrieetien isaybsdmentlf disqiverstido be brdken (i.e. Her
Cer ", bl eahel Rpel R B PR S CB Pl D ' S
fljag?e](c:l ag ;gendnrmgt’qn lsmopkimmrhy ﬁm![r&apphdaerdoba@mhenrthe::nmntbemnuyhon o

ifie
e =2 R AR TG B el B RS IR PR |,
effect, the fi bsmultindafcuzemnt cmmmgmsuannvetata)@vérl tirggdatingscopeidanied pywhd | be
consi dered 6 baib "HordtBre?fh dybMncifindAPLARE LRERRC LFpe onnect i on as

t he desi gnated connecti ons at'e ‘neither
"pendi ng" nor b@m@msedﬂagsmilaﬁ “pendingidepréent colisiedenesttiass kemdetgt es f or

the designat ed; d%ﬁfﬂ%?%ﬁ tR@deﬁ@%téWé’orR%cﬁo%r mtﬂg‘%@%\t th%t%%dthé%‘é%ﬁ%t@@l y, if

an earlier estab conn end
connaction is in fact, ultimately d;scovered to be broken. In effect, the first

“current” connection fo be flagged as pending will be considered as the “firstin

20 line" to replace the earlisr connection as the designated connection. All other
connections that are neither “pending” nor “connected” would no longer be
considered as candidates for the designated connection, and may be terminated.
[0062] Accordingly, if an earlier established connection is pending, then the
current connection is terminated at substep 76 in favor of the pending connsction,

25 and the recard of the current connection in the connection table maintained by the
controller is removed. When the current connection is terminated by the
controller, the underlying TCP will transmit a disconnect signal automatically to
the responder, and the current connection wiil be terminated by the responder,
with the record of the current connection in the connection tabls maintained by the

30 responder being removed [steps not shown].
[0063] In this manner, newer conhections will typically be eliminated from
consideration in favor of earlisr established connections, as instances of the steps
of method 50 with respect to the earlier connaction first flagged as “pending” will



current connection is term nated at substep 76 in favor of the pending
connection, 25 and the record of the current connection in the connection
tabl e maintained by the controller is renoved. Wien the current connection
is termnated by the controller, the underlying TCP will transmt a

di sconnect signal automatically to the responder, and the current
connection will be termnated by the responder, wth the record of the
current connection in the connection table maintained by the 30 responder
bei ng renoved [steps not shown]. [0063] I this manner, newer connections
will typically be elinmnated from consideration in favor of earlier

est abl i shed cosaetgLednbe padormad: Ahisepporch may geegrslly lf considei¥ B0 with

respect to thegaf bt %rncsmmﬁﬁﬁséspﬁbﬁdw[g%ﬁnhéaaa%% ?B@@fys@.gto r@édlthtlo?\gh

continue to be per may gener be consi dered as
efficient, sinde datermingiigesf thﬁé‘ﬁﬁ@ﬂ@ﬁ@@ﬁ?@@ﬁ@mfﬁlﬂwelw Rergrecgnie cl oser to
resolution in ekﬂaﬁlls‘il\%a%ﬁﬂde@%ﬂson of the deS| gnated connection, relative to
nor e recentg est abl i shed conpecti ons. 00 4] However, in a variant

embodi nent {3364 nventiowsver e ‘@Jﬂﬁ%@mbo thednvention ihe @Frfﬁ‘é‘ltn priority

over any earli %nr%%h&bhh?ﬁ@@w@@?ﬂérﬂﬁo@éran?%&ﬂi@ﬂ@ét@&lisﬁwmﬂ S, wnth the
current connection bein dent i esngnate Hﬁmec e and with

all earlier peﬁﬁ‘l‘*"ﬂ@a%q F‘{f’ﬁ'ét‘@'éh 8 FHEERt GoRRECHBR PRIGY (dshiiasA 10 [ 0065]

Referring agai @edigndtédconddeion, nd with &Il 841G TENOIRY of aésigndted emnbdlonhat an
earlier establ hshe dem%gat ed connection known by the controller exists,
and that no ad&NgiIAN®onnections are currently pending (as determ ned at

substep 74)10 {duss] t he Reforéit ageaMoatGi BM, if iSisBtdk@hed $atpabstep 64 phatgpdat i ng
e e o o R R A TRl oh el B R SE P B el "
mul tiple conneod Iaddlﬁonﬂyorbﬂchcgsmdsbmzsémgl panding tdssisterminedtean selosied 74),
LTt ot oot e ERRAR afld® YR BRI R B
nmake the det er assvaiatepistatns Sagpinttiegcohector ablemaittaited ap the dutrollsuibeheps 74
et o o L b P oA TR ARl RO SRR, b o
as a pending cesstawtshed)and Bxistisenetanepusty frapiemeagtatiossifthis embodinentof thepl oyed
(e.g. Tocks, efgadich@nBltehi¥ifie Wt oS4 Hle donddioh e MARLFIREARLONS-
controller in order to make the determination in substep 74 is restricted, and that
substeps 74 and 78 are completed in a single transaction if substep 78 is
20 performed, so as to prevent more than one “current” connection from being
identified as a pending connection. Different programming constructs may be
employed (e.g. lacks, etc.) to achieve this control in variant implementations.
[0066] It is noted that between any two given components, it will not be
possible that one connection will be considered as pending according to ons
25 component’s connection table and that a different connection between the same
two components will he considered as pending according to another component’s
table, If this were permitted to oceur, then it would be possible that both pending
connections may ultimately be identified as the designated connection, which
would be an unsatisfactory result. However, this is avoided since orderable and
30 unique identifiers are used to identify all components, and between any two
components, one component will always be identifled as the controlier while the
other component will always be identified as the responder vis-a-vis those two
components. Accordingly, in method 50, connections will only be marked or



[0066] It Is noted that between any two given conponents, it will not be
possi bl e that one connection will be considered as pendi ng according to one
25 conponent's connection table and that a different connection between the
sanme two conponents will be considered as pendi ng according to anot her
conponent's table, If this were permitted to occur, then it would be

possi bl e that both pending connections nmay ultimately be identified as the
desi gnat ed connection, which would be an, unsatisfactory result. However,
this is avoided since orderable and 30 unﬁque identifiers are used to
identify all conmponents, and between a,nK two conponents, onﬁ conponent
will always be Traeatas peeding s Kie copRestisn tabre mantainedity the epmdligloAbonent wil |
al ways be idents,hétegl7as the responder vis-z)-vis those two conponents.
Accordingly, in ’Eﬁ hod 50, connections w |

|. only be marked or .19 f| agged
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substep 78. [ OQ&t&bligNed Tuhsdcadn Ribwri hieths esmameednd iSediiiad be dieadbsighateant i rm
that the earéi er egt ablli shgﬂdf connecti on known bc¥ the controller and
identified a& CRRNGFELD SHFXEL reM MG TRERANUSHS RYFRCI i sts from the
res pogder ' ssgeqm@f ti ve.Th(afaﬁﬁir&]na'n'drs]reis_crmﬁei Byroad 'reap?riicﬁar anslbstyp az;lertfxes ponder
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that it naitl atnBIG. 34).dEbemaporaler therks de reeotds @f existing conpadiventtorad inh t he

ane UWUID as t I N, CO . not
S S ﬁ@gﬂ%@:f&b (e 131 ﬂ%@ﬁglﬂ%ﬁggﬁtgrrﬁlﬁe if é&ﬂg&hﬁﬁ t ?ggmgé‘ﬁem

yet been term he 't espo e eaflier désigna onnecti on
is known by t mih fessomeilil as theidohtreller bas péendlagébaz ohhertedlewiddaat ed
connection is : t r rak subst ep
54 the ourr enf oSk asEyRAfinaEdYIhs RIBARERT (kORI yBiGited b Roin &

desi gnat ed conkeewn bnthegpeponder tp stibexistdie. theeeariardesignated norractionisinet t he

connecti on b L Nnal [ CUIr r ent
connect | on 15 KWL Bontl o B8 thARhE MK ot SBbetlEERURL curt D BohilErir
transmt a di siedameibated ingaver oftheosdating designated ecanaeetism; pod t%@rrsecczrd ohth@ t he

current CO””ecEd}rPéht%Mec{?@q ﬁ%é‘té]%‘é‘ﬁ’crﬂﬁblkgu%hﬁ&iﬂéé BJ{WJ m%ﬁfg[ he record of

the current connection In e connection t e nal ntai ne e controller
bei ng removed. When the current connection Is terminated by the responder, the

underlying TCP will transmit a disconnect signal automatically to the controller,
20 and the current connection will be terminated by the controller, with the record of
the current connection in the connection table maintained by the controller being
removed {steps not shown].
[0069] However, if the earlier designated connection is no longer known by
the responder to exist, then at substep 86, the current conhection is identified as
25 the designated connection. The record of the cutrent connection to the controller
in the connection table maintained by the responder is updated, with the value of
the status flag being changed from “created” to “connected”. This substep would
be performed when the controller has not been made aware that the earfier
established connhection, which had previously been identified as the designated
30 connection, was broken and subsequently terminated by the responder.
[0070] A result of the confirmation that the current connection is fo be
identified as the new designated connection is returned to the controiler at
substep 88, which is received by the controlier at substep 90, as indicated by the



removed (steps not shown]. [0069] However, if the earlier designated
connection is no | onger known by the responder to exist, then at substep
86, the current connection is identified as 25 the designated connecti on.
The record of the current connection to the controller in the connection
tabl e mai ntai ned by the responder is updated, with the value of the status
fl ag being changed from"created" to "connected". This substep would be
performed when the controller has not been made aware that the earlier

est abl i shed connection, which had previougly been identified as the

desi gnat ed 30 connection, was broken and subsequently term nated by the
responder. [ OG#BhedNineespretemting atecomhfart ofithe serontl dhta dxehangerteveanonnect i on

is to be identj t cti i # to the
controller at © W%Baﬁ%w Wﬁg‘ﬁ“? ?@@ae{gg% Q*Eg\%t%dgggtoéncﬁw %ﬁf"@#% subst ep
90, as Indicat erdsnwaderﬁe tmondasﬂmedable maintapecgcthticagtralles sapddtedavith 16 t he

second data eXqRARAN (RALNGEflao GONRORSRL AR SRR SDlnelbr TG T ecoTd of

the current connectlon He ‘Connécti on tab mai nt ai ned
by the contr9l Ipeevioushidasignaied omnm&ctlammovaowe tobe brakentiataimatetgtbei ng

changed from" CsruE @%2 drid th&t&ﬂﬁ%f‘?ﬁe brogé}?ccﬁwn@&%w IQ\'larin\é(vegGFﬁ:'ngff'xgt edan d the

connection, now ermnated at substep
record of the tﬂabk@ﬁloétﬂ!ﬁiﬁe@ﬁintﬂiﬂﬂdstrtéﬁwé@HW omthe connection table

mai nt ai ned by rgﬁ’@rﬁont r QM'tt?FeferE&@talFldﬁtél\ 56 &5, GRSy BQPEt'e%at%eﬁé%r:”B it

may be noted that whenever an | nstance o are

performed to ddbestaphelan ’”ﬁa'ﬁf-@rqfl%‘%iﬁ%ﬁ 50 arg redarierd iosistaseingdbs PEEGH o

conponents i@ tc@nﬁ@:hbﬁﬁé‘tﬁ\‘&%h@ﬁyﬁ@‘néd?lﬁ)dﬁ@ﬁﬂs%‘%tmd@rﬂiﬁ%%'tMBs@tna!’é@St t wo
data exchanges between the corrponentti]aare required to make the

det er mi nati on CANRRSEEM @éﬁ@é ot gRta B @sﬁ&amt\ﬁmthsmmﬁewm%ﬁrﬁwﬁmd to

Accordingly, n%dk@dh@@etﬂﬁﬁﬁnél@n‘irﬁfﬁémémt‘!ﬁﬁtﬁ@aﬁ@b@’?ﬂeﬁ?bﬁﬁhmmbﬁ@h over head.
[ 0072] Upon conpl etjo each component, can con e 15

connection tabl ?rﬁg'@[}r F‘ng’ﬁr#éﬁ?sbq igriRspter WD felatively ik ?9V9dﬂ%ngnat ed
connection to 39729t her L%WQW@MIOIGﬁﬁrﬁethwﬁooéd&ﬁrcoﬁipﬁﬁém%ah cheemthd i ed by

its UU D, he on. bejn ed, a connect ed nd use the
desi gnat ed oﬁﬂ%’&ﬁcﬁ E‘S%r h?ﬂb@@'&@%?ﬁ“%%&é’"@@ﬁ%ﬁﬁ'mwG’ﬁmﬂéat?‘ﬁe ot her
conponent . [ 00E8hndsdbeior drydhilied cEir@onéht (&g hegirsbmpoifdnt Rehimsddiyficer ent

Ie?(?lrjr];)![ ?Zt Ce)f t ﬁg L@.ﬁl&n sr(\aq(cg%g gﬂﬁge% ion bemg ggadta\é\gwcn%ggteg‘%néﬁd éssé tRe gt\slétgnea%c} °

connection for subseguent data communication to the other component.
[0073] Referring to FIG. 4, a diagram illustrating different examples of

20 connection states batween two components is provided to illustrate the application
of method 50 described with reference to FIGS. 3A and 38 in a humber of
scenarios.

[0074] It will be understood by persons skilled in the art that this diagram is
provided by way of example only, and other connection states not shown in FiG. 4

25 are possible in variant embodiments.

[0075] Connection state 100 depicts the current connection as being the
only connection betwesn components A and B. Application of method 50 in one
embodiment will result in the current connection being identified as the designated
connection.

30 [0076} Connection state 102 depicts a pending connection between
components A and B in addition to the current connection. The pending
connection is a candidate for the designated connection in respect of g different
instance of method 50, along with a previously designated connection (broken or



of method 50 described with reference to FIGS. 3A and 313 in a nunber of
scenarios. [0074] It wll be understood by persons skilled in the art that
this diagramis provided by way of exanple only, and other connection
states not shown In FIG 4 25 are possible in variant enbodi nents. [0075]
Connection state 100 depicts the current connection as being the only
connection between conponents A and B. Application of method 50 in one
enbodi ment will result in the current connection being identified as the
desi gnated connection. 30 [0076] Connect#bn state 102 depicts a pending

connection between conponents A and B in addition to the current
connect i on. Thanpekanrigot hownkAnrdeatios oh mehedi &< ene embodimeatisirgiractef

connection in rﬁé&ﬁ?&nt@&nlﬁc@dﬁﬁﬁr%ﬁt m{ng%ﬁ@gteco%eagsm% 5 m.@dt&ﬂm with a

previously desi gnated connection oken not s
Appl i cation of fawrsbepeniing epeneshern di ireprnding cossgrdien may su mugﬁﬂyr%t

connection W | ligdr@fied &s ih8 o‘eQﬁn&tb‘E cEHechHRRE h@&o@%ﬁ@aé;ﬁéﬁ%&ﬁ&t bf‘ favor
of the pendi ng connection endi ng connection may subsequently be

identified a® that %B@'F@ﬁﬁ'ﬂ"&&“%nnectl on when nethod 50 is applied in

respect of 5 theg7zpend rmar@.eamcsw@nmbeﬁztﬂa FrONORH dinatcdi@ndddiofiepi cts a
previously designated connection Dbet onents A and B that is not

broken, in addlef"fﬁ‘F"t‘:G”tpﬁﬁe'ltﬁrAraéﬁtB th@b‘ﬁrﬁ@&’?"‘:’!i  iIpg e ithsheierket hod 50 i n
one enbodi ment domédﬁarﬁ)egppmfaudm Math®8A in ¢HRIYAIdIredht W lebpsde 8Eihb cuRredithe

cont rol 1 or " ( cotraBrreen KiesBFR s direns Camer i Hons TAIGRLAE 3 PEBRD T 1 or s)
and then sub@eq;uwdnunbﬁtﬂ@mtrenbrl(dmrﬁwnemmbr Bhep@dnrsjamwesmgmed
connecti on, ‘:(7]98 fConne #I onHEt ate 106 de ken onnegct i n bet ween

conponent s A aftFnEisTR) 5 henGHPEeSUER %W'ngﬁﬁt‘%@ﬁﬂ"e S eristgdeaiopg ﬁ%onent B

15 does not knewnhdetibn.t he connecti on has been broken and has al ready been

resul i n the SOPRRAC"c stnueRRastie e <PgRE P e bR Bl ca
connection, andompbieiits Alead Eciormddition tntheiclireiteohissationatlete bymparegpbBent B.
It i's notedg h?ﬁ’h%*c %tﬁ&&_&ﬁﬁﬁ‘é oGnlEich He2GLbh b S@nBRa s afr @y Klher . then

the current 'co
terminated by component A. Application of method 50 in one embodiment will

result in the current connection being identified as the designated connection, and
the broken connection will be terminated by component B. 1t is noted that if
component B were identified as the controller, then the current connection would

20  be flagged as a pending connection by component B before It is ultimately
identified as the designated connection.
[0079] Connectlon state 108 depicts a broken connection between
components A and B in addition to the current connection, where component A
does not know that the connection has been broken and has already been

25 terminated by companent B. Application of methed £0 in one embodiment wili
result in the current connection being identified as the desighated connection, and
the broken coennection will be terminated by component A. It is noted that if
compenent A were identified as the controller, then the current connection would
be flagged as a pending connection by component A before it is uitimately

30 identified as the designated connection.
[0080] Connection state 110 depicts a broken, previously designated
connhection between components A and B in addition to the current connection,
where neither component A nor component B knows that the connection is



20 be flagged as a pendi ng connection by conponent B before it is
ultimately identified as the designated connection. [0079] Connection
state 108 depicts a broken connection between conponents A and B In
addition to the current connection, where conponent A does not know t hat

t he connection has been broken and has al ready been 25 term nated by
conponent B. Application of nethod 50 In one enbodinent will result in the
current connection being identified as the designated connection, and the
broken connection will be term nated by c%%ponent A It is noted that if
conponent A were identified as the controller, then the current connection
woul d be flagd¥eles HIScRRRneg EBIATEEH Heasy UtRYBR EX either sampprent fias s

ultimately 30 ipdentitéhp@davetihst @REE0AVRH 0RDBAEIIRA is broRF)Foreaamget i on
state 110 depicts, a br oléen grgvl chuesl desi gnated caonnection between
conponents A aftPPESIUAN Qhieefhed S0t RogFpestts Preyapelk fesarbed WHEPHIHRI t her

conponent A Nokh&QUFBMNESHNeBidt NGy fohathatel tn ROSNETEHd Bokérs phediougliyoken. This
scenariro m t arlse | ni catl on onent has_ been

f no f;orrrcttH béﬂ'ﬁ)lét her co
attenpt ed over YPHEPAED ARRIECHh S Isdiof Rreesariiieen Huiatislaciopgravt af Bima¥xanpl e.
Appl : ;:a_ti ont ﬁf bmbhﬁd?r’ée réaﬁohftﬂe ded btﬂﬁ?ltaﬁplf@(fi@(%(él)@élééigi}a%@dnh?@{ﬂ:ﬁw Ibl )
resu in e current, connectipn in ermnated in fayor o r oken,
previously 5 dgg?ﬂﬂg?gﬂe@%ﬁ)e%ﬁ i%’ﬂgﬁaﬁﬁ OF@ CIEPB*t'a”W? EQEé@?%{'Iwmﬁ least one
unsat i sf?ct gr y of teudotmpoasnts tiisoeuyers bﬂtmelmshmi&:tiemiisre&amd ylgtmlken,ttmgegrpmdet th halt da
previously desi i e ened t e "good" and shou
continue to benﬁ@@%‘%%r%@[&f&%cﬁ@g@ﬂ%ﬁ&e& ‘gsfngtqﬁ%c%rgﬁﬁg%nts di scovers that
t he connect1bn [8&81hct ualHowelen kenyariaht enbbdimbet of tiar inedntionres@re af cudratia

communi cations cﬁxzﬂ&ﬂoﬁ 1% 58 @é}ﬁﬁ‘er#aitéﬁqin thbrbPS ﬁ@elvioc Oﬁﬁé&énatw C&I}Vegfi . gﬂwte

enbodi nent of t I'nventron, ore a curre CEIon rs

term nated i n pevisusiyfdeaigpated coursictionlmsy dadestet Ean pingtdacon) totehsuredinati ous! y
desi gnat ed con i ; D] 899? : r it is
not broken pri %ﬁﬁ{tg%g‘ﬁ%ﬁgﬁﬁﬁﬂﬁgﬁ@ﬁagﬁ ‘?’ﬁ%@%@?gﬂ‘zn ggﬁoﬁ‘éwgﬁ?eétﬁﬁ%he event
that the conndsttasnediins hasnotat bberdischiveoul/ iy eithebgorapdniest todertpokesnt to be
broken. 15xzThig; | i LLsd I ange between
the two co%ongﬁksrs@% '%S?‘Fgeétg%%ﬁl? h?ﬁ%%““?ﬁgd%rg%\%ﬂgﬁg??e e%ﬁéﬁ% ed connection
i s di scovered cemBpwnty. dkde aenhthatbelprevidushdesigneted connectian istdignevered

term nated in {ohroRin b8 restich Y to6L RS ofibe tihiiidlod Rithelor iR e
identified as the new desi gnated .
current connection, which would then be identified as the new designated
connection.

20 [0082] The steps of a method for determining a designated connection
between a first component and a second component in embodiments of the
invention may be provided as executable safiware instructions stored on
computer-readable media, which may include transmission-type media.

[0083] The invention has besn described with regard to a number of

25 embodiments. However, it will be understood by persons skilled in the art that

other variants and modifications may be made without deparfing from the scope of

the invention as defined in the c¢laims appended hereto.



connection. 20 [0082] The steps of a nethod for determ ning a designated
connection between a first conponent and a second conponent in enbodi nents
of the invention nmay be provided as executabl e software instructions
stored on conputer-readable nedia, which may include transm ssion-type
media. [0083] The invention has been described with regard to a nunber of
25 enbodi nents. However, it will be understqQod by persons skilled in the
art that other variants and nodificationszﬁay be made without departing
fromthe scope of the invention as defined in the clains appended hereto.
23 dainms: 1.CGlaimsgistem for determ ning a designated connection (34)

between a firsgt Mol i I, C.E; a
second corponant s SR i AEIERIrY dbeiilarel b RETM A Bafkh St olncBREn
capabl e of i ni"e$iding fE2Hone easrinD slavien (14fang acsmtned coropenanh sasiding(32) pare

data communi cabhRltidPad & @bﬁ?%ch \é&ﬁh?ﬁefhég%?abﬁéf ot iRl B éqrﬁéﬂ%fi (16)

for associating a respective conpone Ifrer wmth each o rst
and second®cosparraiess {Bpiaciligie fatasormeunicatipn de theethermpbereint theisgetami fi er s
are uni que, okgerable identifiers; 10 means (16) for establishing a current
connecti on between the first and second conponents (32); neans (16) for
transmitting and r &&EANGi(HY feloarsoriating @ aeaperfvectomivoeniddentdigcith efich ofghé i r st

and second ConponeRtst sh32cdr c%g%%e@éééb.ew%wfheﬁga%)%n\ge;&gmﬁéﬁfngomrol er

identifying one of the first and second conponents
and the other as alde8¥{Rih@Es uhake @rdaiableddanliersson of the relative order

position ¢f the COW%%'H@NG)#&%AB?%&E% 2B A é’éngigctYéﬂ'ntﬁ?etJvQ&q Tngfﬁ‘ét AL esGePNd

conponents (32); and neans etermning a designated connection
bet ween the first &pAPORYDE)conponents (32) adapted to, upon initiation

by the conponent Zgwe,jaﬂgWé)ffé)ret%r%ﬁi]ﬁhfft?aﬁc?@cre?/hi m&%&%i%ﬁﬁiemt@ﬁé& Q%%he

| east one connection other than e current onnection that neit
first nor the secoftthedirgendsecqaboonrsrsts (B3) aeandfiskeihestherts, and to

means (16) for identifying one of the first and second components (32) as a
15 controlier and the other as a responder based on a comparison of the relative
order position of the component identifiers associated with the first and second
compocnents (32); and
means (16} for determining a designated connection between the first and
second components (32) adapted to, upon initiation by the component
20 identified as the controller,
determine whether at least one connection other than the current
connection that neither the first nor the second component (32) knows
to be broken exists, and to
identify a connection from a group that comprises the current
25 connection and the at least one connection other than the current
connection as the designated connection when the at least one
connection other than the current connection is determined fo exist, and
the current connection as the designated connection when the at least
one connection other than the current connection is determined not to
30 exist.

2. The system of claim 1, wherein the respective component identifiers associated
with the first and second components (32) are generated by an identifier generating
algorithm,

35



identify a connection froma group that conprises the current 25 connection
and the at | east one connection other than the current connection as the
desi gnat ed connecti on when the at | east one connection other than the
current connection is determned to exist, and the current connection as

t he desi gnated connection when the at | east one connection other than the
current connection is determ ned not to 8 exist. 2. The systemof claim
1, wherein the respective conponent identi flers associated with the first

and second conponents (32) are generated by an identifier generating
al gorithm 35 24Thgsysiaie osglgined \@s!ﬁef@lnathﬁﬁamevdwrh&@rrgemh@tlsara@quﬂmm Utilizad

generating al geBhLHERthe fikdt hhd ﬁ@é&nd% ﬁghtgf(%ée) %r‘xérﬁtte tﬁ€ E%qdent;f[ers

conponents (32) to generate the res etlve iers e frrst
second corrponé‘?fttﬁeflﬁfﬂ“d W@y@ﬂ“@@ﬂ@m’isany of claims 1 to 3, wher ein the
first and second conponents (32) reside on different conputing devices
(12). 5. The systemof any of clains 1 to 3, wherein the first and second
conponent s5(3%) Thesistsn ghamhef olaime 1depwhersin tevirs @nd sejondi@ngonEhis (895t em

of any of cl aidgidelod QifferenVBGhSlthg&RGIRe0f14)he first and second conponents
(32) is a process %xelcur%elnng oﬁutﬁe COﬁDEtZIt ng device (12) on which each

respective conponent resides. 15 7. The systemof any of clains 1 to 6,

wherei n each eomQngAlen BRIy it s @3 WREKET Baliy aHe'sg%d'&%ﬂ&angh@g?zﬁ

The system of any of clains e conmponent of t and
second conpo GSOQ@Q)SaWeth’ﬂﬂ#@nﬁldié@(%\l ued associ ated conponent
identifiefgis identified 20 as the controller, and wherein the other of
the first and _second conponents (32) is i dentified as the responder. 9.
The syst em of Gan\eciysermpimnyiofclairgs 1\ip&r wherelrgach o thechirsoandosopeén t he

first and Seﬁ&ﬁgo&‘h'fg)(@@?@taspr()é@s éx%c@tiﬁg ﬁl@c%ﬁip%ﬂngg@& &@{125’69%2&' each

connection. 25 10. The system of any of al ne
connect i on i dESPP§ivegoRPOneR resides.

156 7. The system of any of claims 1 to 6, wherein each component identifier is a
Universally Unique Identifier.

8. The system of any of claims 1 to 7, wherein the component of the first and second
components (32) with the higher-valued associated component identifier is identified

20  as the controller, and wherein the other of the first and second components (32) is
identified as the responder.

9. The system of any of claims 1 to 8, wherein any connection between the first and
second components (32) is a Transmission Control Protocol connection.

25
10. The system of any of claims 1 to 9, wherein the connection identified as the

designated connection (34) is a connection established before the current connection.

11. The system of claim 10, wherein the connection identified as the designated
30 connection (34) is a connection that has been previously identified as a designated
connection.



desi gnat ed connection (34) is a connection established before the current
connection. 11. The system of claim 10, wherein the connection identified
as the designated 30 connection (34) is a connection that has been
previously identified as a designated connection. 25 12. The system of
any of clainms 1 to 11, wherein the neans for determning a designated
connection (34) between the first and second conponents is further adapted
to identify at |east one connection not de€8rmined as the desi ghat ed
connecti on where such at | east one connection exists, and to termnate the
identified 5 1at Thesysterontarooimamisdrio 113whdtes by stemsdér ddtaiminid@a wher ei n
the identified.a L) : I i LSE roken
connect i on, 10°14 2 FREIMZER (Bh el e et SR8 e R o A R AR e e
conpri ses fir $daptad to Bleotimct beahet ¢onedanand dbleosingdianttid desdgriayed he fir st

and second co %Bﬁﬂb%ﬂf)ﬁ whik sucrhce?zgégc@{ %ﬁée?%é’nnem %%gs%,eejnr& th btlgrmfirjlsd’t§ E)heglg%et?igg ond

connection data tables store al nrng connection

conmponent sd ( 32} lekslometdeanégtiost and second conponents respectively, and
wherein the nmeans (16) for determ ning a designated 15 connection (34)
between the first and second conponents is further adapted to access said
first and secdidTbesrseniaeaimiRewheverrihd dtentifischambterhmatislsit daest ene

connecti on. &gmé%ﬁg;@gﬁgﬁ?&?%?rfo?e%Igﬁn%%gmi ng a desi gnated connection (34)

between a first conp ng on a conputing device (12) and a
second conponent 20 residing (32) on a conputing device (12), each

conmponent 1 32) 4 capall, eiea o 4H tdf%Faifrﬂ91 t% be Heahlihe E'%E’%%l'h chrygf;géwﬁ*rgfér%“.s t hat
facilitate data comunication to the other, erel e od conpri ses
t he fol | owi ngsetasgsopeedtion etk ablegandinteinet iy thie first archskcond comgorenip 63dnt s
(32): associ atd | L0 ar, W - i e nt
(32), wherei nFésggcfﬁ ﬁ@?@@ﬁp@ﬁ%%ﬁd{ ﬂi‘lggt%ttajln isglré\%&d;%&sng%?%ﬁ g\}ét Y&tﬁg first and
second conpone@taning ) cornestiens tquéher spappadiite (32 &om thiedirs;andseadid shing a

current connegt/d Y/ t QL t he
first and secgél B%hqeﬁﬁpr%g'ﬁgcgwﬁ’r é’ﬁ%‘?ﬁﬁﬁe!nntgez g%a,g?g@g?%%ﬁ@@%%n%ﬁ[gngfed
i denti fi e¥d f ogortrgetioneSde between dmivshemt secg0d compheerds leurtbemsiantedtto agerbs

recei ving (58g,q ﬁ%?;n@s&&mwaﬁnémiommé WREn BOferh g AL RELIHATR RS MtibS OM

t he ot her conponent;

15. A method (50) for determining a designated connection (34) between a first
component (32) residing on a computing device (12) and a second component
20  residing (32) on a computing device (12), each component {32) capable of initiating
the establishment of connections that facilitate data communication to the other,
wherein the method comprises the following steps performed at each of the first and
second components (32):
associating a component identifier with the respective component (32), wherein
25 the component identifiers associated with the first and second components (32)
are unique, orderable identifiers;
establishing a current connection between the respective component and the
other of the first and second components;
transmitting (56a, 56b) the component identifier for the respective component
30 to the other component, and receiving (58a, 58b) a component identifier for the
other component from the other component;
identifying (60a, 60b) the respective component as one of a controller and a
responder based on a comparison of the relative order position of the
component identifiers associated with the first and second components; and
35 determining (62) a designated connection (34) between the first and second

components (32) by determining whether at least one connection other than



identifying (60a, 60b) the respective conponent as one of a controller and
a responder based on a conparison of the relative order position of the
conponent identifiers associated with the first and second conponents; and
35 determ ning (62) a designated connection (34) between the first and
second conponents (32) by determ ning whether at |east one connection
other than 26 the current connection that neither the first nor the second
conponent knows to be broken exists, and £8 i denti fy a connection froma
group that conprises the current connection and the at | east one
connection ot her t Hamcurrent cormeastion theb neitier tenfiralsnarifee skeond catmednerdhnews ton
when the at | east i%ﬁﬂ%f?stt' i t I C i I
determ ned to exi s%{é%éﬁ t he %%Fﬁ%@eﬁgﬁﬁn@{a?%%%a@% ﬁgp%&stﬁggcgq%éd%@s'ﬁe
connecti on when t héugenesasectonanddmneaideagimnespheectivhather trendhe cement

connection is deterp [, Sk her el 1 0 ep
(62) is initiated t?ght eoﬁgééi%?%ﬁeﬁgegn%ﬁgéﬁbﬁ@%%g%}(%%%)g%{gl é\ygﬂggt?rotgonent
is identifPed as téhesdmntde carentronhectiodéndétesmingd &t eqst, arkthé@urrdite et hod
of claim15, whereip, ih&chesRRCLd a?e%n%%ﬁ‘é&%n'vgr?&ttbé P leds O&J{\ﬁ&&%n with
the first and second conponents (s are generated by an rdentitier
generating al gori CHer thes thg curmend coprdntidn of detbmined 60t tadegiskiandt he sane
identifier generati ri ihbzed. j .
second component o (B3 epstarinRo sitp'baiiEhihe Br gdkeaiiug LodhoRif
first and second céf‘rﬁp’@ﬁlé@ﬂtiye CAIBPOITETE imidetidigd ol thengordfollet iaithes idébtifyiog B&p.
wherein tyqyg first and second conponents 20 (32) reside on different
conputing devices (12). 19. The nethod of any of clains 15 to 17, wherein
the first and'@etommetindpdisaimds, wBepin thsirespestiva trenmanest dentfiers agpodiatdcce
(12). 25 20. : ' L.ei .

first and secgﬁﬁfﬂﬁgﬁrﬁﬁfﬂ%%@?pﬁﬁgﬁg g%ets@entjaegaet%%vtg?ﬁg 'd(;éﬁ%ﬁ%@egl%rﬁ&pﬁgi ng
device (12) of9Eh each respective conponent resides. 21. The method of
any of clains 15 to 20, wherein the conponent identifier generated 30 for
the respective conponent is a Universally Unique ldentifier. 22. The met hod
of any of!%| af frsThemethodof clafrer8i wherkin the speetidandifiengarerating dlgorithrdént i fi ed

as t Qieatcggt r olili@éd &t eddheor IR & Bs bRl chihpbhEntS I RNEMerkeRE FddoBEtive
identifiers for the first and second components.

18. The method of any of claims 15 to 17, wherein the first and second components
20 (32) reside on different computing devices (12).

19. The method of any of claims 15 to 17, wherein the first and second components
(32) reside on the same computing device (12).

25  20. The method of any of claims 15 to 19, wherein each of the first and second
components (32) is a process executing on the computing device (12) on which each

respective component resides.

21. The method of any of claims 15 to 20, wherein the component identifier generated
30  for the respective component is a Universally Unique Identifier.

22. The method of any of claims 15 to 21, wherein the respective component is
identified as the controller at the comparing step if the component identifier associated
with the respective component is higher-valued than the component identifier

35  associated with the other component.



with the respective conponent is higher-valued than the conponent
identifier 35 associated with the other conponent. 27 23. The nethod of
any of clainms 15 to 22, wherein any connection between the first and
second conponents (32) is a Transm ssion Control Protocol connection. 5 24.
The met hod of any of clainms 15 to 23, wherein the connection identified as
the designated connection (34) at the determning step (62) is a
connection established before the currentZ€onnection. 25. The nethod of
claim 24, wherein the connection identified as the designated 10 connection
(34) at the determning step (62) is a connection that has been previously
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26. The method of any of claims 15 to 24, further comprising the steps of:
identifying at least one connection not determined as the designated
15 connection (34) at the determining step (62), where such at least one
connection exists; and

terminating (72, 76, 84, 92) the identified at least one connection.

27. The method of claim 26, wherein the identified and terminated at least one

20  connection comprises a broken connection.

28. The method of any of claims 15 to 27, wherein the determining step (62)
comprises accessing a connection data table maintained by the respective component
when performing said determining step, wherein the connection data table stores data

25  pertaining to connections to other components from the respective component.

29. A computer-readable medium (20) upon which a program executable on at least

one of the first and second computing devices (12} is stored, wherein the medium

comprises instructions for performing the steps of the method as claimed in any of
30  claims 15 to 28.



