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MONI TORI NG SYSTEM FI ELD OF THE | NVENTI ON [ 00011 The
w@r@3eni299 nvention relates to shipping and PCT/TL2003/000676

transportation of goods and nore particularly to

renotely nonitorable shipping containers. BACKGROUND

OF THE | NVENTI ON [ 00021 The followng U S. Patents are

believed to represent the current state of the art:

[ 00031 4, 750, 197; 5,056, 837; 5,097, 253; 5,127,687,

5, 169, 188; SHIABRCBRTAINER MO NREDRINGIS LS TN

5,587,702; 5,656,996 and 6, 069,563. 1 WO 2004/ 021299

PCT/ 1 L2003/ 000676 SUMMARY OF THE | NVENTI ON [ 0004] The

present invention seeks to provide an inproved

renotely nonitorable shipping container. [0005] There

i's thus provi ded HIELBOOP THRIOE/BNTION preferred

enbodi mrent of the present invention, a renotely

noni t or abl e shi ppi ng cont ai ner including a shipping

ntain ' j : | .
000 Goor s Ay M ABRCI b Wt Bhioh 6 oy and
moré parkiculgrletoeemotel mmoangbiefshipplngaishtatheengagenent with a
door nounted |ocking elenent, at |east one wrel ess
comuni cator nmounted in a secure location wthin the
shi ppi ng contai ner and being operative to wirelessly
transmt information to a renote nonitor regarding
the status of BACKGROUNIIOF BEaINWBNAI@N onto t he
| ocking elenment for confirmng |ocking of the at
| east one door, and at | east one wireless antenna
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el enent includes a tanper-resistant renotely
nmoni torabl e el ectronic seal including a shaft portion,

a socket



arranged to engage the shaft portion in a nonitorable
manner, whereby di sengagenent of the socket and the
web@in2peytion results in a nonitorable event, Penti2a03/000676
Wi rel ess conmmuni cator associated with at |east one of
the shaft portion and the socket and being operative
to provide a renotely nonitorable indication of the

noni t orabl e ev ﬁﬁ—g@ wi t h anot her
preferred enbogm%h%q?ég ltlgEm) e )ﬁ/\gﬂ%@ﬁl torabl e

shi ppi ng contai ner also includes at | east one sensor
operative to sense at. |east one conditi on.vvithic[] t he )
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moni%r%t%gﬁﬁ ibBRsiter and the at least one wireless
ant ennarare operative to wirelessly transmt
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renote nmoni t or abl e pi ng contai ner al so includes,
remodg¢ nhasuiot regredigpshestesref #belepEerip ieplgmountgh onto the locking
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information to the at |east one wrel ess comuni cator

for trapgmictand g ferrationrTas thetnd laapt gilsi geles so BT Cator.
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cludes at Teast one transmtter. Additionally,
cominigicator lisdsdes aneansteiedre Peferablyu thieclatcbrlocking eitemnhincludes a

| east one long range . transm.tter. Preferabl .he at
e 1S G B DU AR ST BOD R AL AR BTG et
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I'IT€ communication networks. [00091 There js
of tied sackpt aud dbel shaft gocimdsasols wh toh mengerabler pesat, and a wireless

enbodj nent of th resent jpnvention,. [ele) .
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shi ppi'ng contai ner body having associated therewth
[0004] | easin oassordlenee avith agnqteers Prefaaed oBROIUmEH: higi Agmately

mon&tgga%pe éh%:&hgn Qontainer also includes at least one sensor operative to sense at

least one condition within the shipping container and wherein the at least one wireless
transmitter and the at least one wireless antenna are operative to wirelessly transmit
information regarding an output of the at least one sensor to a remote monitor.
Preferably, the at least one sensor senses at least one of motion, carbon dioxide, infra-
red emissions and temperature. Additionally, the at least one wireless communicator
also transmits information‘ regarding the status of the cargo, which is placed in the

shipping container body.



el ement arranged for |ocking engagenent with a door
mount ed | ocking el enent, at |east one wreless
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of two stages in the
also includes at least one remote communicator communicating with the at least one
wireless communicator. Preferably, the at least one wireless communicator includes at
least one transceiver, communicating with the at least one remote communicator.

Additionally, the at least one remote communicator includes at least one of a presence

sensor and communicator, a remote monitor, and an electronic seal.



assenbly of a press-fit electronic seal particularly

useful as a tanper resistant renotely nonitorable
webeaierzod c seal of the type illustrated in FiBCTAL2003/000676

[0016] Figs. 6A and 6B are sinplified pictorial

illustrations of two different types of breaks

produced in the press-fit electronic seal of Figs. 5A

and 5B; [0017] Figs. 7A and 7B are sinplified

pictorial iB thSCBﬁ%TISlN Phol 1 BRSWIlNGBhe  assenbl y

of a | ockable electronic seal particularly useful as a
tanper resistant renotely nonitorable electronic seal
[0010f the Thperdskhtusivestondwilh bei wndersroddOiB ppregisted Svoranfdlly

8B are sinplifjed pictaorial illustrations o wo, . .
ffomdFB*fef fé’i]é%ng fistaded descHPEYkstaFh il COHURFIT ¥ o'i‘RafBP 10gs 1n
whicl ectronic seal of Figs. 7A and 7B; [0019] Figs. 9A

and 9B are sinplified pictorial illustrations of two
[0013} ages Fig. { hea siagdidied [iNustrhtion pf @shEpping ceftaiper amirourjeations

articularly usefyl as at er resistant .renotel
systai SPROPARH ) TR B BedRelE i & pistetier diodipdy ofhe
presgit%veﬂgioﬂ;OOZO] Figs. 10A and 10B are sinplified

pictorial illustrations of two different types of
[001B} eaks Bigodusesimplifiaseillypteasionfshowiigesealing prgagement o a door

Fi gs. 9A.and 9B; 4 0 L2003/ 000676
IOCk[hﬁ'g@i]O?ia:?%ng%Cﬁl}ialgndo f%% élpg?lé?s gﬂgtﬁg%rﬁgeg’ pi ctori al
[001B] | ust r Bigl ®AxSa skctibudd ilbdsagiten jaken 4166y HESHILIN o6Figa2;

| ockabl e el ectroni ¢c_seal particularly useful as a .
[001dhhper Figsfdt arfimphisdotbsiationhowingsin aligraative sabodigaent of
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in Fiewb, di fferent types of breaks produced in the

|_ockabl e. el ectronjc seal .qf  Figs. A and 11B. 5 WO .
10015504/ 022505 bene P LD STBGE 61t iet A B PRSP R ihe
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1"- 3, which illustrate a shipping container
mongoraerdlectipniossal of thegppeidustratedinddg.ahd operative in

cordapce with a -preferr enbodi t . of th re t
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[0017] Figs. 7A and 7B are simplified pictorial illustrations of two stages in the
assembly of a lockable electronic seal particularly useful as a tamper resistant remotely
monitorable electronic seal of the type illustrated in Fig. 4;

[0018] Figs. 8A and 8B are simplified pictorial illustrations of two different
types of breaks produced in the lockable electronic seal of Figs. 7A and 7B;

[0019] Figs. 9A and 9B are simplified pictorial illustrations of two stages in the
assembly of a press-fit electronic seal particularly useful as a tamper resistant remotely
monitorable electronic seal of the type illustrated in Fig. 4;

[0020] Figs. 10A and 10B are simplified pictorial illustrations of two different
types of breaks produced in the press-fit electronic seal of Figs. 9A and 9B;



shown in comunication with nultiple comrunicators,
i ncluding, for exanple, a presence sensor and
w@oomomizeat or 12, | ocated at the gate of a porPpCT/aErEdo300676
renote nonitoring center 14, which may conmuni cate
via the Internet. It is appreciated that any suitable
[oozlype of Fighi P agd wBtaae sigxiplifiey pieoatillesredonsToetwicestages in
container" i.s used herein i a very broad

n

the %Séﬁggly Qfg 2 rletkable alagiramc (sed upastifuanhh pegiuly b dsampgy, Tesistant

remdi§13 ARARGLBH McrBhResh ori0RA ifRRNERY PRakland Shi Pping
contai ners enploy one or asps 15, which are

[0022] xed tBigdoA had dElBsaraﬁmnmﬁ'edrmcttatldbllystmmgafg ehbvedifferent

ypeSts S EHE RN AR BRI FHFPRC A OLaS 2 R OBy, a

padl ock 17 engages a portion of | oop 16 which extends
through a hasp 15, preventing disengagenent of the
hasp 15 fromthe | oop 16 and thus preventing unl ocki ng
of the door. In order to confirmintegrity of the

| ock, an electronic seal wire 18 is preferably passed
through the I oop 16 over the hasp 15. A preferred
electronic seal wire is described and clained in

appl i cant/assignee's U S. Patent No. 6,069,563, the
description of which is hereby incorporated by
reference. [0025] In accordance with a preferred
enbodi nent of the present invention, first and second
plugs 19, electrically communicating with respective
first and second ends of the electronic seal wire 18,
are renovably received in respective sockets 20, which
are recessed behind a wall 22 of a container door.
[0026] In accordance with a preferred enbodi nent of
the present invention, as seen in Fig. 3, the sockets
20 conmuni cate with electronic circuitry 23, which in
turn conmuni cates via conductors 24 with RF antennas
26 which are |located within an enclosure 28 defined
by an outer wall 30 of the container, typically forned
of steel, and a cover 32, preferably formed of
plastic or other dielectric material, which does not
appreci ably attenuate the output of the RF antennas
26. 6 WD 2004/021299 PCT/1L2003/ 000676 [0027]
Preferably, multiple transceivers fornm ng part of
circuitry 23 are



enpl oyed for receiving and transmtting informtion
relating to the integrity of the seal. Each
wo canseedver preferably operates at an RF fregP€ntiz003/000676
characteristic of a given part of the world and
communi cates via corresponding multi ple RF antennas
26. Typical transm ssion frequencies are 315 MHz for
t he Far_ East MHz for Europe and 916 Nﬁ%@{or t he
U. S. RET; %LEQ@%MJ&QN@%@%%EFE@RWW NT
enployed. It is appreciated that alternatively,
unidirectional transmtters may be enpl oyed instead of
[0028} ansceRutersice Thenow amsieetov Eigs. |dr efrabick Hostammiac atipping
with electronlc seal s nnunte%k t he .cont ai ner, as
contijag COBMPIAINS SRS OO ALbIAPSTAGYE D ade Rt with o
prefRASAbANHent SISt HvehBon. | A€ 8B Fig. 1NG sBRbMgondhiner
port and renote nonitoring center 14. résence sensor
10, vetrich owpnbe i convantiond shippingneoytasmarmaefiut for dandiand setraitsport, is
noni torin er, 1 028] _Addi ti onal
shovify i, SiRicTER. 510 EibRo b BriBHH RN Mo dinke fy. sxamRle. o
presénd¥ @8hic? Nind Bt c48SM1 anieBRASat e AR 36 a3k, GndanYemote
ot her suitable type of communications antennas may

mongipring pRNt¢rotiatveticivinayi cemenetieniavia the laisenalely is appreciated that
any SQIEBID! @8{) of\Msl]ilE%lﬁ%rgo%ﬁ% %}%ﬁf BE é éH Ul Yer iR U Shipping

recorde y CIr I’TDnItOFIn

contgigé!’ é¢ uskd heétedn &N emaﬁoﬁlﬁseﬁmmiiﬁclu&many’lérﬂd@ﬁﬂe in whlch goods
envi ronmental sensor 38, such as one or nore sensor
may R trapsPopRd e5stelbon di oxi de presence, infra-red

t
[0028[7} 2\ OC8mvnBIRGNE Wil Coffe B HBloy S0 of MM LGRS °15,
whichngliec iked ttéedopr dstelse and acconbuamb@n dngﬂg’ed{blﬂ Wlﬂe correspondmg
ntal e also be.transmtt d vi.a
lock R A L A i B |

padl&kM ﬁEl‘i’é%gE@a bﬂloﬁ’of"l@d)ﬁ 6 MHidS Ef e BShgR |atlfé§15‘ @5 | M8venting
enbodi nent of | ocking a shipping container in a

dlset@aggperrtg)fdbﬁbasmbi ﬁ@unﬁmipglatlﬁmmd thwsne@mtmgnsﬂwm the
in, ac refer

doorg i RRR ks ronFm MR ELBRISHN i MR R BT, 18 s prefprably

passéd tioE5h PR ﬂkﬂ)pcq)ﬁt@'eﬂ@he hi& 18hischrdf@ryedeledtronic seal wire is
conventional shi ppi ? container useful for |and and
e

descred ancalaimsdin aprhcapiiaskigness USoRntani Net@0ah. 163, thei depgsingion
Ofwﬁgﬁgﬁﬂ%ggég Ip?ggﬁﬁﬁxak&%g or nore hasps 115 which are

s and are rotatably engageabl e
[0028] t h coln sxprlaniengith apksbiral embidimest, of Shicpreset irv@emson, first

and %%gﬁ‘é I,ppugts hl% glggtgsgllyspo%mnuﬁlgatgggwnh %es%gcciw% ﬁrls_tIe a{nd second ends
of the electronic seal wire 18, are removably received in respective sockets 20, which
are recessed behind a wall 22 of a container door.

[0026] In accordance with a preferred embodiment of the present invention, as
seen in Fig. 3, the sockets 20 communicate with electronic circuitry 23, which in turn
communicates via conductors 24 with RF antennas 26 which are located within an
enclosure 28 defined by an outer 'wall 30 of the container, typically formed of steel, and

a cover 32, preferably formed of plastic or other dielectric material, which does not

appreciably attenuate the output of the RF antennas 26.
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resistant renotely nonitorable electronic seal 117 is
enpl oyed i nstead of the padl ock 17 described
whesgioz2bove with reference to Figs. 1 & 2. TheCT/aHepexr000676
resistant renotely nonitorable electronic seal 117,
preferred enbodi nents of which are described 7 WO
[0022P04/ 02@?&&2151? /dllh{%gm/u(a{%&@%@rs Heghp PEAP VO MctBuitry 23 are

reference to B, engages a portion of | oop
emplpyed \'fm|r@¢¢megtaed1ttgnsmttmg ghformasirelpting tg ﬂwaﬁgntJf the seal.

Eac}bﬁxsengegf ”S{é}qbg ﬁ)era es %Saghl{elf %@%&eﬁ% cl?a?gcégnr}s%c otf a%’ven part of

event T g on

the adeit am@nabmihuaRafes iz i datregiontiagomultipte Ro@ktengas 26. Typical
el ectronic seal wire 118 is preferably passed_t hrough
trangpesip FEAuensies e 3 tnMhrafop they iay Eagt, 36 r Europe and 916

lect e i med. i .
g S Aoy Sl BRI 6 5 Bodpy, 1 5
appreldsted itipti aermafiveih) wlidirsctiopaletoynsmitars moryabee employed instead of

reference, In the il]lustrated.enbodj nent of
tran§c51é(e1§| }&q HERSCRIvErs é)refg\ﬁa Cfgwgmp]écaéen\é/gé nEecfram& sealg mounted on

the 5&1t£1£&r &e%eﬁta%elmﬁle%@e\f@a Jc%%qmlﬁrﬁ&%% Libha&C BFdaRE &eddok hind

a preferred enbodi ment of the present invenhtion, first
comamdlcs‘@cdrid Iptatggs atl 2@ ghte cifr & qmitl gnd aemotai mamtorg)gv\mdher 14.
p espective first an cagnd ends_of .the tbect ro 4

res%‘écﬁl Sefior @04 MMM\ 7S, MRE CRITHIGAT PLa SERPs e\}8°m oring
cent§oaket s 121 which are recessed behind a wall 122 of a

contai ner door. [0031] In accordance with a preferred
[0028hbodi mAditishaliyen prcerdanee pithenpreéutedt emebodimenieaf sha present

1nvegt10r}5I Pga d w o %(1:1 { Qﬁ' gnd: I %C#&c%/%ry fa%;?%tthe?h&%%le 1&@@ of

cul n conmuni Ca

comﬂduhitaﬁﬁlsamhwﬁﬁ% m&y Cdﬁsoafk% llesaaidedviviiih hentlésre 28 and may
encl osure 28 (Fiqg. defined by an outer wall 124 of

comprygicaisnAh rrafcuityy B} cf@n frgnspytpg dais recordsd) by sHeiEY gy ey the
remdtg %orﬁ%fﬂxg Vﬁljﬂ,:ryléf 95'5?1%119;5 % A 36: uﬂéxhglrexgﬁrghﬁt@%tél' $ensor

materi a oes not appreciably attenuate
38, sudhput omk othenor stisanswihith i segseantagbumadioxide peesence, infra-red
appreci ated t the ta resi stant

ha tely. ..
omi SR G RTRE 8) mpon WEP%%WGE{E%CM@& Pyytputs of
sensm §§‘ Wi&P RIS @ncﬁced‘ﬂé@l% p?élgn&cdmﬁﬂr%e Fwiftdn tI{eQ:%ﬁ?ﬂlner may also

Reférence 15 now nmadé to Figs. 5A and 5B, which are
be trensmuitted Viachntguinast 2ﬁ'amil 361 fot tematamoniiering theweof. st ages in
of.a press-fit lectro

00 o uRAP St BPWad i e e dsi WP TiBFgep ey altemative
embbBiRken® bR &irR &GhippitigCeonidher id 4 dHippiRE container communications

system constructed and operative in accordance with a preferred embodiment of the
present invention. As seen in Fig. 4, a shipping container 110, which may be a
conventional shipping container useful for land and sea transport and which may
communicate with multiple communicators, employs one or more hasps 115 which are
fixed to door latches and are rotatably engageable with corresponding lockable
members, such as loops 116, in the manner shown in Figs. 1 and 2. Here a tamper
resistant remotely monitorable electronic seal 117 is employed instead of the padlock 17
described hereinabove with reference to Figs. 1 & 2. The tamper resistant remotely

monitorable electronic seal 117, preferred embodiments of which are described
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enbodi nrent of Fig. 4. [0033] As seen in Figs. 5A and

5B, there is provided a tanper-resistant electronic
wa@eak/onpech preferably conprises a shaft portiBOT/AR003/000676

which is integrally fornmed with or fixed to a sensing

circuitry and transceiver portion 212. Shaft portion

hereidB8ofr Riteréfetancdas Faesusner abBY ekdabéndipofiddn of loop 116 which
configuration and term nates in a Press-fit tip

214,
exterglseheougheyhasp B dpisyeniing degngagement of theuase deam thy loop and
thus b Bl Skl o RER &%@%ﬁquer% adﬂﬁl%ﬁﬁll}{ bniRAGRABHRNE the

correspondi ng tooth- Fecesses
lock smod&dtroRit&eal Wine 1 p§ esgmeferdblyeprgsgammuih et lose hl 6 oyer 2iethasp
_of shaft portion 210 and socket 218 is 8 W , ,
115. Zb @agtersorb oecteesty £3589 B0 ggbednanck elpizmadyinsgpphcaniiatsignee’s
U.S. 'P%tehﬁﬂ@?@,b@,?%i Phd ERMKdnVT Wlibh %]}féréb"y‘?ﬁ@otr%@aﬁ@ %g ®dference.
218 w t hout reaki ng the shaft portion 210. [0034]
In thgh&fistrapesk embedigeot pf &g rdalthey elepcdnid seal ave dk&nedncased in a
. frangi bl ortion 220, |ocated internedi ate the
reinfalsRA Pig b

Ty and transceiver portion 212 and the

[0039{' P 2141 ackbrABSdeOh@h RPFdréel drbbdimeR FhiRY mbient IR first
closer to sensi ng CIrCUItry and transcei ver portlon

and segond plags 120 eleptrizally epramppishiing With mespediviedysteand second ends
~thickness than remai nder of.th shaf Lo .
of s SR I i, LG PRVl b Tp o3l PO SR vtich

are rédeE2d ®Bhish afwalpm dfarcodtther dbsrough to the tip 214
thereof and is configured and nounted in shaft portion
[003bh0, subracceranrceithiRayeicned embodiment offde Presantingention, the

B R AR LA LD B ABAGy clies
(Fig.| D036hich rin ameosctancsicated vith RF efiennasdwisobad heatd ofithin an

t he e j nveption, sensi ircuitry 224, apd_.an
enclqgirg fé&i%g)ﬁ_@ﬁng%y ap &uish §eld % q%ﬁﬁ_i%cmﬁﬁrngpaaﬁx firgeg of
steel2MH a LEARSIOB! YiRSerROL, bR d2diZplastRNH dtRer CdifIEMttiE iatdfd, Which

electrically coupled to cond%ctlve l oop 222 and
doess nots epprediably nategoate ythe heutpatf of Fee RNV itragsmitingitaptennds: dinis

sensi ng Ci i t 224 | t [ 6, ' [
erpeESRPA S 66 b G BB e RS sl 157 by o
commifficg dird@ly Wik bheéndeRensep asticdnMenikaop1 22 is intact .

Conventional wireless nDnltorlng CIrCUItry no

[0038hown) Refprapee daprayy edadeota &des v i anfl o Pratihd \%;@i simpllified
pict()tr{alr’lr}ﬁggtrta{igrgs %¥ t\%% stages in the assembly of a press-fit electronic seal
particularly useful as tamper resistant remotely monitorable electronic seal 117 in the
embodiment of Fig. 4.

[0033] As seen in Figs. SA and 5B, there is provided a tamper-resistant
electronic seal which preferably comprises a shaft portion 210, which is integrally
formed with or fixed to a sensing circuitry and transceiver portion 212. Shaft portion
210 preferably has a generally cylindrical configuration and terminates in a press-fit tip
214, preferably formed with a series of circumferential teeth 216 which are adapted for
press-fit engagement with corresponding tooth-like recesses formed in a socket 218.

The press-fit engagement between tip 214 of shaft portion 210 and socket 218 is



transcei ver 226 and indicates tanpering with the seal
which results in breakage of the shaft portion 210.

w@ 0@3/0128f erence is now nade to Figs. 6A and BSI/InI0xw0676
are sinplified pictorial illustrations of two
different types of breaks produced in the press-fit

pref@hﬁ?tsﬁ&ﬂtkﬁt its€ahpibibl ©Sembie ardiPB4 ASmNAE estkaboV®without
ication of force to the seal of Figs. 6A and 6B

breai\ﬁl“éhﬁ ﬁlaftmﬁ’ﬁtom-dosepar ate shaft portion 210 from

cket 4
00337 P8 Boon P L0 0 Lo RaRERAAGon 20
1oca&driht'eﬁﬁecﬁét@ thé:s@.s1n§/k1rcﬁhgfvmldsmhceivebrlﬂﬁﬂ(oraﬂ |hahddat ipA14.
the shaft portion 21 ich lies just, above the
Frarﬂbge Bortin 320 e pr&igishl Rstie ﬁil\ogefb%%?ﬁé“ﬁgjc?é‘ﬁl%’é@ 3d transceiver
portfih 9 ONRECH ”7 1‘4ran§ 't%ﬂ%ﬂ K3a8h I&B&r}ﬁf%kh&s ‘tﬁé% ?Ehj@{&ﬁlﬁde? BF the

properties ¢tive loop 2
shafstmszn%l&h a br eak at the frangible port| on 220 al ong

e shaft rrion 21 s, seen that this . break
[003 Fso pr @dﬁ%‘gcglcﬁved?%o@og%eé’f?tj%ﬁqb@' ’g?féﬁ t:hf%’a’ht shagi, Rergan 210
throh%h foftﬁe abegh he&radf aBHQ@@drIﬂo@?edOJndtrﬂ&lrﬁémﬂ%hﬂgﬁnidhoﬂ0 such
2004/ 021299 PCT/1 L2003/ 000676

that R@faéﬁ@mféhq shaficneriher2l G propiiges a drssoprretipm, Or I¢anfrghange in

Lfied St rﬁt,l ons of two stages in

the etﬁ?]créq%%%oﬁsftﬂ?gl f{ 50%%1?%%? googl €Ctroni c seal

[0038r t i culidmbioréaet Ulittae prefeped dnstidihent off #lDpredsnt invention,
nonitorabl e el ectronic seal 117 in the enbodi nent of
sensmggcncmtry[ Boxop anR I Barpcpiyerd3fsare ppusgAgvithsn sensiigecicyitry and

tran&lre E&%oﬁ‘ 24 arsé%\%%l %ﬁrtn? Ergpgﬁ é% F’l%@tm:zﬁl clzo(ﬁgl(e@qg %ﬁncth%ctwe loop

oni c sea rrses a sha
222 pad sersds BikAnteptitycherest. Reﬁhegxgainl outforfrom sesiny crcuittx 224 is
to. a sensing circuitry and transceiver partion 312
transsgiyet 22B0riigh 13 Qpepie SpaBioyidsagansmird af 2ion Shdicating

whefﬁélf &H@?dnﬁﬁémﬁ‘eqegf) L) % hﬁﬁbt aﬁgmteﬁﬁgﬁd" a)&l?ec{eés '}n@}utorm ctlrcultry

ckable tip 314, preferably fornmed wth an under
(notgstmwaz rBaIyS baveingiioyed @damlsd lhfnrmatmc kdbite ie ﬂxgagemedutby
ondi n |OCkI eIe 16 for.m.n
tran%f-ﬁwgr Tafnd SEBNS oty WE g ST SighomsyiRUR ERBEE b the
8L 2819. Lock 318 is here shown to be a
key operated | ock, it being appreciated that any other

[0035i t abl @efayg@e ofs N kmadsy th&igenpd Apdd 6BTwénq:lbca|z¢ isgnplified
plctﬁ)rbag al%%grgtlons o‘% %q"fere 31% O?Ere%.igg pr%dt? erdt S pr%éjs- eqectromc :

seal of Figs. 5A and 5B. As noted above, application of force to the seal of Figs. 6A and
6B in an attempt to separate shaft portion 210 from socket 218 will not cause tip 214 to
be disengaged from socket 218, without first breaking the shaft portidn 210. Fig. 6A
shows such a break at a location along the shaft portion 210 which lies just above the tip
214. It is seen that this break produces a disconnection or significant change in the
electrical properties of the conductive loop 222.

[0038] Fig. 6B shows such a break at the frangible portion 220 along the shaft
portion 210. It is seen that this break also produces a disconnection or significant

change in the electrical properties of the conductive loop 222.



el ement 316 is preferably such that wi thout first
unl ocking the lock, it is inpossible to renove the
wo 2481299 r om engagenent with the | ocking el eneel/II20@/000676
wi t hout breaking the shaft portion 310. [0041] Shaft
portion 310 preferably includes a weakened frangible
[0039Pr t i oN R3Bence | RCRSWEtnad¥ & Megh. ate dnde78eRngidhgare simplified
circuitry and transceiver portlon 312 and t he tip 314.
pwtqrraéﬂapﬁrﬂém% ofi BY0 ipeesi 1 Pheopaseadly of gt deckablel %%%Wnt% seal

pamt%?l%ﬁg?:% tkﬂ;xli' |e%:[ a%?s@a ttrrgrﬂét% %%Futo F@ e%ﬂo%g: %e&lhﬁin/ fcnothe

as a sser ‘kness than t
enmbeﬂamndﬁmgoi t he shaft portion 310. [0042] A

conductive | oop 322, cl.udin series connected ree
(0040} t ch ZoFcenm Kigs-i74 %dj Lo v 1Srﬂawéf—§ 8 1NRGHETIpR FRusadle

locleﬂEtél&Hro%}co sda? ng %?]é‘f%l%@ @M?&&W%hem thchn°§i<o 3@§1ach is

preferably exte rough shaft portion 310 through
integrally fremed pviBier fixvdrte afsenanglcirqiity afid gansedvambrmmmt% @haft

ft t 310, h.that .b f h h
portlaarﬂ'b?ﬁreéé‘%%&;s g et SbARtal FoBREAE o bpd Prplls in 2

1ock9$1@ REE3 14) plféf@raﬁ §6inhddCwlth Rh Qmaé&mecsfo@&e 3 H‘ﬁ/hf‘eﬁ sl ugdptaEsor
op 322. [0043] In accordance with a preferred

lock@bib Gdgaasmenowith h@opﬁmdmgu lpgkeng element sleénﬁnrmglg part of a lock
318 V&Ike[fcul &1 c%(% we}lgc[ 1 cl E ztirmaag%gteﬁ%ﬁgggkzgl is her?I onw%i(bbe a

I ver por

key-Sﬁé’t&ﬂeﬂgoQ{ r1€ beingYa g@?e@ldtéii Hae ahy iottedr | syitatslel Yot Qock may be
conducti ve_ | oop 22 and senses the integrity_ thereof.

emplRyedi Vhnlpeking cﬁ@gtﬁﬂn@m betvee 8P i 4cafrshaft toyrion3lQ and locking
elen{e fA5p& ?sj L?r@%ra%ﬁ Sucm actnm'tkﬁ)u? B %10%Em% gh%gg,oggs/ W 58816 to

ansn1t |on I ndicatin

rem&ETihé iy GO@/ftb(&Dﬁﬁgﬁgemhﬁtvh’éxr the tt&kmgredhmént@% athput3R2akiigg the
i ntact, Conventional wireless nonitoring circuitry
shaff p3tioB Ai%hn) rmay be enpl oyed to receive information

ich i t4
[004}1’E di cat §g5€iﬂ%8§ﬁh lgthQ%raBF inkRB8SE %’eéﬂ?erne@%%ngﬂfé portlon 320,

en th ortion 310 1s loca
located dkiohediate rtbag@mmlgtmlwuttﬂy dnoictkar@dgverrmbrivme il 2 aed ﬁhatin 314.

rtion. 3 IS sepa omlock 318 due. to
Prar2i, oPTisg 80t & B AL Bafocoiih Clhrer Betiooe oG e geatfeiver
portfol® 192hB4H toRRY 31140nd eal Qfas dil&gaaARRARE ‘thaﬁfthé-:*f&{dinder of the
portion 310 and | oc by using a key to unlock |ock

shafgp@tion 10, s appreC|ated that the provision of reed
[004§YVI tch %2%01?&%‘[1\%& et 32?2} indi} 1?1{'; sertel Sf:'omgected reed switch 323

which is closed by magnet 319 when shaft portion 310 is in lockable engagement with
lock 318, preferably extends through shaft portion 310 through to the tip 314 thereof
and is configured and mounted in shaft portion 310, such that breakage of the shaft
portion 310 produces a disconnection or significant change in the electrical properties of
the conductive loop 322.

[0043] In accordance with a preferred embodiment of the present invention,
sensing circuitry 324 and an RF transceiver 326 are housed within sensing circuitry and
transceiver portion 312. Sensing circuitry 324 is electrically coupled to conductive loop
322 and senses the integrity thereof. Receiving an output from sensing circuitry 324 is

transceiver 326, which is operative to provide transmitted information indicating
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circuitry 324 to sense when the shaft portion 310 is
| ocated in | ockabl e engagenent with |ock 318 and al so
wep@blogrIsensi ng circuitry 324 to sense when tPeT/H2a03000676
portion 310 is separated fromlock 318 for any
reason, and allows for recording of engagenents and
whethérstha gagéuweeive Jo@f 33haf intqoorCorvantddr@l aietldso clonBdBng circuitry

004 Ref d i
o L] ST RCR LS BoM TR 0, LGS, .08 20000 405

transgt%lr/éref’@@tanﬁyma@s h&kee Fb‘h@ﬁuﬁ&ﬁoﬁ i1ohe | Rekabinelockable
electronic seal of Figs. 7A and 7B. As noted above,

engagqpérit oith ok ol 8fapd cehendhe iaft e@ﬂtloofalpuggepamecaﬁam lggk 318

dve tp i AERIRL w8 SERAT A4S SRANL. RRLAAR HHfe Hsorion 310,
or dleén%agg@@ﬂ @ffslﬁéﬁ'fbérﬂﬁk BNQ afd mmsmsmm 4 koo unldcktlock 318.

breaki ng the shaft portion 310. Fig. 8A shows such a
It is pppyediaty tl@authfcmomrpnaqforﬁ@d PECchs Py @nqo@ﬁgmeéwlgfeawﬁ ¥RSIng

c1rcuEJt|Fyes’74 t%ssteag‘eb\gye% th@ Sha 3‘1?’ 1d fs lbéﬁt&ﬁﬁ%#ﬁ%@fe ehpé ment with

uces a dISC cant”
lock i3m8 tahe aﬁﬂo%ﬂabk@ ad:nspfg(xﬁﬁnttryeSMOn‘o dehee Wbﬂdthetslhxﬁé pbnm)p 310 is

322. [0045] _Fi 8B shows suc reak at the
sepaxfarealn@mm leclio E133 %%rnanzzreasspow& gl r@%ﬁ)&fr?cor‘g‘ag P? gheagegents @nd
dlseﬂ(%'ag%ﬁgm ?f‘ﬁltaﬂ;dahﬁhnbfl%%lﬁd% »31Rr oduces a di sconnection

I can ange 1 n t e el ectrical properties of
[0048he conHafetdnee ik ompv Bﬁale [00074@] 84 dnd 8Pppmdngdhatied sitpdified

e bS5 LA 20U ARl ek Ehoni

seal GP%QQ'WQE@ 78f A&l h&%d aﬁﬁre aftBicatidObice E@ﬁférs%gl(%ﬂ“ Figs. BRWnd

€ to Fi . 9A and 9B, vihich are si
8B ipiactatemat to) Sepmtersﬂaaft @nsmﬁ 1Ovfiors tlegkéng ¢lamente3 185wt yause

ss-fit.ele I
tip 4B Firusei Fofblibibe- REf, ARSHTSY B huiifle g ha
port13>11f7:510 NFibh@A sBEROEichRBred) athal 1gcatibn aﬂ&@‘m& stSt Foedh 310 which
Figs. 9A and 9B, there is provided a nper -resi st ant

lies BJSécabmm ithe §ipab[4ntt dh spame that a@pybr%ﬁﬁmdsl@%s a d4yeqppection or
swm?%ant C!Aéjig’the\l\é“:&ﬁcétl ?)rdp'gl‘tgeg LaleYeonbRtvE o §B. or fixed

Sens Nng circul transcei ver po tion 412.
[0048haf t poid i8BNshodbGueh eftﬁéa&tdtyhdﬁﬁﬁn@blg@mmi BQO along the shaft
cyllndrlcal confi uratl n and t rn1na$es in

portigneld. flf ¢s geqg they 4plge PrGicPCH) §i60ps0p0R enificant
chan%&/']h thide ?Jcﬁ{cﬁpg%épgﬁ%?ﬁﬂh%&@ﬂt@tns@fobﬁ%’@f

rcunferenti teet Ich are adapted for
[0046] It is appreciated that the reed switch and magnet shown in the illustrated

embodiments of Figs. 7A — 8B can also be used in the embodiments of Figs. SA — 6B.
[0047] Reference is now made to Figs. 9A and 9B, which are simplified
pictorial illustrations of two stages in the assembly of a press-fit electronic seal
particularly useful as tamper resistant remotely monitorable electronic seal 117 in the
embodiment of Fig. 4.

[0048] As seen in Figs. 9A and 9B, there is provided a tamper-resistant
electronic seal which preferably comprises a shaft portion 410, which is integrally
formed with or fixed to a sensing circuitry and transceiver portion 412. Shaft portion

410 preferably has a generally cylindrical configuration and terminates in a press-fit tip
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press-fit engagenent with corresponding tooth-Iike
recesses forned in a socket 418. The press-fit
wengagerrent between tip 414 of shaft portion 4ROI/aERM03/000676
socket 418 is preferably such that it is inpossible
to renove the tip 414 fromthe socket 418 w t hout
414, prefadabRfotthel sitafat sefey of crcuthifentd) @k 4 Shathichpare tdayed for

410 preferably, includes a we ned frangi bl e portion
presyrhipengageRghieyith rﬁoérF?P@Ba’égéo?tﬁ‘éﬁ’@eﬁg‘?Sﬁ@S Errediit ra_ysogﬁst 418.
The E)[rc%g-:?fﬁ &InbEdeniOt HeQleeft 1dp @14 Jth&aktl Porfidt 410FERNGb&EE 418 is

ortion 420 is preferably located closer to sensing
prefaribly gudhr thawin ds tmpossiblei to egmoysathe itiprit 14 fPorh lansdcket 418 without

nd typically h a | esser thickness than the
bre EﬁgpﬁggﬁpB?%Wﬁga‘shaft portion 410. [00501 A pair of

0049] ongat shFopskieh W16 pleteraBRUndddeshi REAAld YragdibRNbStion 420,
[ tL(ough _shg%ltﬁ port ipg% 410 through to the ta?% 4?541??t .
locatet dntenmfedzaiel thessepoing icifavied aad drapsagiies dortipnshizr gnd the tip 414.
tion 4 .Su { hat f o tion. ..
FranfRl pPfatoed 1 Pl ibiREBET Soehilfy P AR B efyer
portiohe 1 2kiRatts tigalll 4 Rhe Peidalle $aod ledder tigalstesothan aldremainder of the
b
preferably both of conductors 422 and 424.
sha @4y, conductors 422 and 424 communicate with
spect Wve.: L, 2 i
100spRePer el BE R fgae SR 123 M 4aR RLEBPORER hrough
shafepgage4 B thedbwgtt toi thatip dhé theraod and it cotfigd’d atl théwvented in shaft

corresponding inhterior surface of socket 418 when .
portign 4D, pist enbraaknep o g PiAfPien LD Hiedieesd disfognection or

signFR&EhattdBin ‘tﬁbeélt%gt)’igﬁeérb?érﬁ& 8f GoNAMCLA and gpagﬁrgagoma of

I'n accordance w eferred enbodi ment o
conducese P2 | ande#P4 .o Rrefersblps icomluctare 22r gndi 324 apemmuniite with

transcej ver 434 are_housed wthin,s i n [ [
respEEia° ORGP P OIS HE SRS Hh e PRt 1) 44 pmdsare
arrarfe8 @b felceldaMy CApYeafh diQ QN EhGHAE Tofad: 4305t thé4ofBshonding
senses the integrity of a conductive [oop which is

interifafsurfaee b sedutidEs orhen shafd paripnadld) shbblytpresssfifampunted into
ofti gn 410 is. ful | in socket 418. Receiving
SOCkg‘ﬁ{lthueﬁeﬁy%?gﬁgéé:ﬁé?‘%g@%ﬁggui try 432 is transceiver
[0054B4, WhirCBcdosdampeatt ¥eprtfrrpd @vibdeimdnt asfstite tgregknt invention,
i nfornation indicating whether the conductive, loop is
sensingtCASHiTY o ABA ANJHAITaNSHRIVE| 494 ArerBpsed MIHEN s5nstng; qcyitry and

trans\%ﬁllggkﬁ'&ﬂw 1 f?ﬁ'engfﬁg gﬁ‘%{l}%gg2 59 el'é@&i%gl‘éfccz 4&% t'rb:gédngﬂctors 422

Is transmtt transcel v

and #Mlandbased eepatdgrity off 4 bortdaetiwembop whtiich is defsetthy ¢onductors
422 kz)uru(f 64[1"(221 gv(\?he(r)lf th‘fe hs?xaisthp%frtgonpg{ot isoﬁlléls%éted in socket 418. Receiving an
output from sensing circuitry 432 is transceiver 434, which is operative to provide
transmitted information indicating whether the conductive loop is intact. Conventional
wireless monitoring circuitry (not shown) may be employed to receive information
which is transmitted by RF transceiver 434 and indicates tampering with the seal which
results in breakage of the shaft portion 410.

[0052] Reference is now made to Figs. 10A and 10B, which are simplified
pictorial illustrations of two different types of breaks produced in the press-fit electronic

seal of Figs. 9A and 9B. As noted above, application of force to the seal of Figs. 10A
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[ 00521 Reference is now nmade to Figs. 10A and | OB,

which are sinplified pictorial illustrations of two
waoldkteeeos types of breaks produced in the preBSHAL203/000676

el ectronic seal of Figs. 9A and 9B. As noted above,

application of force to the seal of Figs. 10A 12 WO

and 20044 02 1298ptRETEDA-20RBADBOGI0E 41@rftbnh s6Bket A1 B milhhbecrpse tip
to separate shaft portion 410 _from socket 418 wi. | |41rb tFlg

414 @aleﬁs@sqnbgedimntsedﬁé‘*a% SuHgag B Preaking dhgcdhettppgion
IOA%\QQ ﬁfchf a lSrl%ﬁl?]Qtr aeg) tﬂgl 415% ﬁ{@%ﬁﬁﬁ thfoh%O“\J‘lgch FEQJust above

OWs suc at a | ocat on al ong the shaft
the tipo#14. dnis4tén tiat dhs bieek pradsitesab diseonnebigont q)lpSlgmﬁcanlt tchange in

e e e Sl S R SERRS B B 1
[00:?189 congidct O hbRORHES hrafdatte GaREYR! QBorf 220 aaﬂ% #4shaft

Fi'g. 10B shows such a break at t he frangi b
porupnr41|00rht B2 6ecal thagthih dreskadlso ppasiucéson dm_@nnfrqtlonsors%@ﬁﬁcam

t hat .t hj b Kk d
chanf Gt leBre e RaRyE o A R R PBET o7 oper i e of

[00:&]‘16 conﬂafékdn\é@ is 9o nla@04]FiRef Erenae 118, navichracke sﬂmphﬁed
s. 11 A and 11 B, which are S|an|f|ed BICtO i a

plctcm uBustratipemnof gvor alegest agélse apserbly &8 s Apnkpdlst elsctfomc seal
partlf”é l%gblse%ﬂells fa&r[rP%P Ee%w? rem@t@{}; x{nghlllt ﬂ>l¥ Hic 28] 117 fn the

resi s t rem) ora ctronlc sea

embddifehtoftiig. 4.enbodi nent of Fig. 4. [0055] As seen in
Figs. 11A and 1lB ere i

[Oosﬁ’hrrper A&sie8R 4Rt 1g1; okk%mngsbhotxlpgn}scg@é/medvﬁlItzgﬂper-resmtant
lock%I fe%c%kié $ I?Sprﬁfersa‘agff Eoﬂ?gﬁéekoe[‘ sRA® porddrc 816, Swhich is
In or ms fi1xe

e ral Wit toasensmg mrcwtrsy
integrnidy fdmeé &ethvc&rﬁmdrtb jacenSd@ cirQiitay tnd premsceiver argon 512, Shaft

porti Keprfariedes ¢ govergibittivdl Foufigurafi S mof A in o
1ock§1151[=: 'Hf:ds Mﬂ b&fé}&blyrféﬁﬁé‘d%tg raﬁqmaer%&ﬁg%wbw whadhoigta@gbted for

kabl e engagenment with a correspondi ng | ocking
lockeble wegﬁbeﬁmﬁt Wioh @i qmgrepmndlrnglodﬂngn elemest_tgw feming pagt af a lock

S et, which in :
518,S wpgtaos%:é(eta Whg{%y E@F %(l%litoc%(ﬁg 1? é%ﬁrsgg\plg tt(gge a
key-BEé}ﬁte@ﬂMcl@tlh *bém@%ﬂp@&]i&ed yHae aﬁfl dilee ksufitayle h@pe efimbakymdy be
| ock |ng‘ engagenent between tip 514 of shaft

emplyedi Bie Brlingrengagsanh §etwere bient] NS W%?%?b%ﬁ&}d locking
eleme%glé &&?ref@{ablﬁp %ﬁcrl%&\}}{gcs\% tllfU’Ht ?%f ﬁg} H}% rﬁhg ‘rl:]éé:’é(g gtrlrse E}rﬁposmbllqe to
remb¥etht € kil A groed em@gém&flﬁvwh t&lhdmikirtgeiahem@ 16hvethout breaking the
shaft portion 510.

[0056] Shaft portion 510 preferably includes a weakened frangible portion 520,
Jocated intermediate the sensing circuitry and transceiver portion 512 and the tip 514.
Frangible portion 520 is preferably located closer to sensing circuitry and transceiver
portion 512 than to tip 514 and typically has a lesser thickness than the remainder of the
shaft portion 510.

[0057] A pair of elongate conductors 522 and 524, at least one of which includes

a series connected reed switch 525 which is closed by magnet 519 when shaft portion

510 is in lockable engagement with lock 518, extends through shaft portion 510 through
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shaft portion 510. [0056] Shaft portion 510 preferably
i ncl udes a weakened frangi bl e portion 520, | ocated
WO ndoaneede at e the sensing circuitry and transceCT/#EL2003/000676
portion 512 and the tip 514. Frangible portion 520 is
preferably | ocated closer to sensing circuitry and
to thertgnSoeiheesof aparis iconfifute tihmoneatetiip sha# parébrt §id). cath yhat

breaga of BB IOrTos || BOSHIE: & SO PGHOB Do gaisatt Shane in the
electBOAAMELQHiSs B4t #AG él?t:"'an@bréf&@%g Be oPfeodlicedts isne! dadesd.

a series connected reed swtch 525 which is closed by
Prefarsigp.eton8l@omstiei asti aP¢ cpontungnte Gitld r¢ssethe|conﬂagt§|386 and 528

whlcg %?genent W ?,}?3 %fit%)s% 2@@29&185 by lz'{x%' os)g arranged to
electREAl fyl 53@1@3/ zQpréZt@lcaIt Shdriifs tdoRtadtl 43¢ herteefcoadshonding interior

confi gur ed nounted in shaft portion 510, such that
surfage @ék@@cea 6% Whﬁe slmﬁtapqmp@ 1) a9 ir5 ook gdle gngasemant with lock 518.

This de:lesc @ allg,g?le 2 ? %egnry olﬁl:rha n 38&&%?2 rSéa}beitS Q%Bn%l%e%c )%ereli CSQ/Iltch

525 B;omdgl&e&sw tﬁ&&byamﬁnz%condar:ﬁfzﬂbapl Y, Conduct ors 522
and 524 conmmunicate with res ectlve contacts 526 and .
[0058h8  whincRcegrdanes pythed nigterpe catgdignent j9f the presephinyepion,

sensé}FeC ; rlﬁjrg%%g aﬁ W AREELVLOs3 %@ﬁ&ﬁs‘eﬁ Hithn %Qﬁg &i J‘I'E‘%ry and

I Ng con act e correspon
transcéitver pation SU2. f&mngfcubma’gz 5528s eleemicsilya¢duppralr tbicondétdrs 522

is in |ock t with |ock 518,
ant 7t Ot B GEGRRRTRT  FansbE i R s a4ty cgpductrs

522 %ﬁ&'s% &g&?%t 8dn" fstosWIbGE i in qgé\amé &ggﬂ&heﬁwlth lock 518.

ereby I nes a conductive
Recavmg; mdantpat Womhseasipg efrartrpd32 nslmmscmmr 56, whishps QB?émVC to

oS SSARRE SRSHRL MR 300 BT dopn, e

Con@é’i@ionilr RhsEs fﬁ%ﬁltcﬂﬂ{ot blﬁﬁnt%lg not IBBFh N eha§i BeCehployed 802 rdc8ive
electrically coup d to con uctors 522 and 524 and

1nf013@;ﬁ®9%hlhb i m@gntt@@ by fRE, transeeiyet Pk and dplicgscibensthe shaft
oSl PO bR ol g

510 @%hﬁétdiﬂgfr@ﬁ 16¢Kk PLB dlie RifRN Sdnfieriog rvmh th“eyse513 2/h|1(31 results in
transcei ver 534, which i.s operative pr.o

breakaggrnfithe skaft partion phoi Grilisengreement ef PREHOR ﬁéo and lock 518
by u%g :itk%& Ly GnibQORCk S 18 rit RS prec%a)\@ﬁatthé’ klleHr{ (ﬁ’lr@&{sswnch 525

ing C|rCU|try mpl oyed
and heQRetVEI9 enables sensing 01rcu1try 532 to sense when the shaft pomon 510 is

located in lockable engagement with lock 518 and also enables sensing circuitry 532 to
sense when the shaft portion 510 is separated from lock 518 for any reason, and allows
for recording of engagements and disengagements of shaft portion 510 and lock 518.

[0059] Reference is now made to Figs. 12A and 12B, which are simplified
pictorial illustrations of two different types of breaks produced in the lockable electronic
seal of Figs. 11A and 11B. As noted above, application of force to the seal of Figs. 12A
and 12B in an attempt to separate shaft portion 510 from locking element 516 will not
cause tip 514 to be disengaged from locking element 516, without first breaking the
shaft portion 510. Fig. 12A shows such a break at a location along the shaft portion 510
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information which is transmtted by RF transceiver 534
and i ndi cates when the shaft portion 510 is | ocated
wo nootoekabl e engagenent with | ock 518 and whenp¢1@.2003/000676

shaft portion 510 is separated fromlock 518 due to
either tanpering with the seal, which results in

whiddr Bakjageabole tHeerips hif. It aeén that Sldbreal pﬁid‘ﬁledfsgaigleaﬁmbctnfn or

shaft portion 510 and | ock 518 u5|n

signifieRic Khnge s 1. leptricdl BEREES tble Randes 3?5% defiged by

L1dr€65h s3 §gh 525 and nagnet 519 enabl es sensing
ComgﬁréUStry 5%2 to sense when the shaft portion 510 is
[0060bcat ed Figy 1PBchatyb eucémr@hxgelnahﬁle\ftamglbﬂmpwlﬁll57@1ﬁh>naltlsmshaft

enabp) e ensi ng cir.c 532 t ense when. t he
portigge o} (olt 5% 6one et i e oA i S18Srnedin P Subificant
char@B8Gn &lel PBrical 9{0@&@9 bEliheGoRducang p@grﬂ%ﬁhéd B{?donductors 522 and

5|sengagenents of shaft portion 510 and | ock 518.
5241 00591 Reference is nom1nade to Figs. 12A and 12B,

o, 4R i LB ) RO

embBHiRHNEOGY Eigs.SEHA —aDBRiA@SalsolBe Ascanig thd BmbAgintditL0f Figs. 9A —
above, appllcatlon of force to the seal of Figs. 12A
10Band 12B in an attenpt to separate shaft portion 510
omlo Oty [
[OO%j sengagtlé rom éﬁ%atg&%gm%yso @?ﬂg‘?@\lﬁmﬁq éoua{[]t Ir st%lé) plP Sent
invehtieals og libdied by fdiat haxdj‘eén pmﬁﬂl@rly Fh@wvn iddeshobea] Isuehatove.
break at a |l ocation al on he shaft por n 51 14 WO
Rathgep o fyep ££90%0 @fcﬁiw LPI58Y 0 ?%on wHﬁC@wef i é%tgj (Fem éﬂi‘&%s and
subcgﬁﬁnﬁdtﬁnéatg'the W orib ﬁﬂﬁﬁ? tHRakibbd hereaB e RN WAUEESarfitions and
I sconnection or signiticant change I1n the electrica
mod;hiﬁcca;tienx ivdﬁclofwcnﬂrb cmomdtcctper/send; cbpledein hed afyupon reading the

nducto 2 and. 5%§I$%pg$ Fig. 12B shows such a
spec %QQHQ? F?%Wﬁﬂ%f f#f'on 520 al ong the shaft

portion 510 It is seen that this break al so produces
a di sconnection or significant change in the

el ectrical properties of the conductive | oop defined
by conductors 522 and 524. [0061] It is appreciated
that the reed switch and nmagnet shown in the
illustrated enbodinments of Figs. 1 A - 12B can al so
be used in the enbodinents of Figs. 9A - | OB. [0062]
It will be appreciated by persons skilled in the art
that the present
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invention is not limted by what has been particularly
shown and descri bed herei nabove. Rather the scope of
wo b@4p2esent i nvention includes both comnbi nat i PCHII20EB/000676
subconbi nati ons of the various features described
her ei nabove as wel| as variations and nodifications
whi ch woul d occur to persons skilled in the art upon
readi ng the specification and which are not in the
prior art. 15 WD 2004/ 622 299MPCT/ | L2003/ 000676 CLAI NB
1. Arenotely nonitorabl e shipping container
conprising: a shipping contai ner body having
1. associ ahedmblety @whitdrable shippsit comaindocsmprésiek: at | east

one door ]Jatch havin a I tch | ockin | ement r e
For | ockPRgPIgIig RN SOEH B b e door

t e r %o el dl
S e o %‘?ﬂ%’“ﬁ o R ont ey L lgring

enoagenﬂtg vgier dedrveounteddbelgh@elsingntt r ansmi t | nf ormation to

t t di th ta
1 eotr ot P2 Bk iSO S s eftF s Batind sBfhe Jagtion gichin
the gﬁﬂjmg NHoRided Gt NSeiRd op&tativd té eAsdlesORCIEARRIii i@BEnaion to a

| east one wireless antenna nounted within a protected
remaie) GRBIQr eregﬁmdma éhe Slatusi @fearoﬁlem@nlg eplpinagntedontn ther locking

for-tra mtt E i the at | east one
elem\?mntr%)re%[gsmm Orcn o] %heg Pea rnggﬁg) flganrmnl torabl e

shi ppi ngt legbad W&éle@@ﬂﬁé’rﬂﬁbﬁ@mﬁ@d&h&hﬂhbr@@&ed Mubcssere"bn the
the at | east one wireless comuni cator conprise
outside H4 §}@§e§;mmmg gontmn[sref%ltr@pgmw thg Anflgrmaatiam nggan{ge at least one
wuefeg t cgtgf;or ding to claiml1l and wherein the latch
I ng el enent conprises: a tanper-resistant renotely
noni torabl e el ectronic seal conprising: a shaft

portion; a socket arr to engage the shaft portion
2 in a nohi f%waq.{ﬂwernomﬂﬂ?g ShipRinec By AR A5 aENB AR ¥y hand

whexg\f/}glﬁ@tat EQQ ohb iR LorRRNARBr ERRMikSal 'txﬁné%elvgpn' torable
3. A remotely monitorable shipping container according to claim 1 and
wherein the latch locking element comprises:
a tamper-resistant remotely monitorable electronic seal comprising:

a shaft portion;

a socket arranged to engage the shaft portion in a monitorable
manner, whereby disengagement of the socket and the shaft portion results in a
monitorable event; and

a wireless communicator associated with at least one of the shaft
portion and the socket and being operative to provide a remotely monitorable indication

of the monitorable event,

4. A remotely monitorable shipping container according to claim 1 and also
comprising at least one sensor operative to sense at least one condition within the

shipping container and wherein the at least one wireless communicator and the at least
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a W rel ess communi cator associated with at | east one
of the shaft portion and the socket and bei ng
wopenarizye to provide a renotely nonitorabl e | POT/TE030V0676
of the nonitorable event. 4. A renotely nonitorable
shi ppi ng container according to claim1 and al so
one Q\QfBPers‘s SInBGhindtark &petatiof o S\@H&%Sl}‘) RGh&hit ViffdrRad& $&afting an
| east one condition within the  shipping container and
outpwidithe af ledseong sdneerdo agermotgim@li®ss communi cat or and t he
at least 16 WO 2004/021299 PCT/1L2003/000676 one
W rel ess antenna are operative to wirelessly transmt
5. i nformapi gindtelgamehit@atsi shippiiltordthinkh8ccdtdih€astelmiesd and
sensor to a renote nonitor. 5. A renpotely noni t or abl e
whergii hgiahdeasiopreasensqr ssesso alicas ans ofimetiang carken digideeinra-red
e sensor senses at | east one of notion,
elmsgllaﬁ%o d%&%%taggg infra-red em ssions and tenperature.
6. Arenotely nonitorable shipping container according
to claim4 and wherei t e at least one wreles

6. comuni afrotely SHORIFS] Ping GPTHANFIOACCOEYRE dP winnd and
Wheéﬁ%g %t Q&st%ﬁi@ el & uﬁﬁ:h r 33 RRL&ES QRS AIRE6H r%%gﬂ hg the
y nonitor e shi ppi ng contailner acc

statu‘s of cﬂrgm,rwulnaaaidah@pmgccontpmesbmty at | east one GPS
antenna for receiving signals relating to | ocation of
the shipping container and | ocation reporting

7. Circui t AVrehrRBAPRRIMErabR sf Qigtd?)%alﬁerr%%&@iﬁ 0 clain@@%d also
one GPS antenna for providing information ?o t he at

Comlbrmg ab}eestvwneeGB&ﬁntemmfumre@aww sigufile mlatn@ fooloaationnof the

ship@ipg SOTaReL B RRAGPTI0RRE o fuih) BPARhR e A DR A e a

least! Bfie aGP$ eARENMRANFoVpEQHEES HESHRMIDE 200 the APIehst €6neAtwireless
| east one RF transmtter. 9. A renotely nonitorable

commhnigpienidiceHnaiasationeicbe ehipRing 60w 1 and  wher ei n
the at | east one wrel ess conmuni cator conprises at
| east one long range transmtter. 10. A renotely
8. rmni t or @blremstlypmiongorablet shipitng @ottaindt Agcording Itaichit 1 and
wherein the at | east. one w rel ess communpi_cat or
whergghtb? atlgast gne pangless CQRMURISHAT FOIRRISER 6‘[ least one RF transmitter.

9. A remotely monitorable shipping container according to claim 1 and
wherein the at least one wireless communicator comprises at least one long range

transmitter.

10. A remotely monitorable shipping container according to claim 1 and
wherein the at least one wireless communicator comprises a transmitter communicating

via at least one of cellular, radio and satellite communication networks.
11. - A remotely monitorable shipping container according to claim 2 and also

comprising at least one GPS antenna for receiving signals relating to location of the

shipping container and location reporting circuitry responsive to an output from the at
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via at |least one of cellular, radio and satellite
communi cation networks. 11. A renotely nonitorable
W@ hdopfo212g9 cont ai ner according to claim2 and aPGDIL2003/000676

conprising at | east one GPS antenna for receiving
signals relating to |ocation of the shipping

leastC 0 aG PRI ardéthal esrabiANdiiepafdrmagori toC thet Y €SS PATRS ivitless
to an output fromthe at 17 WO 2004/ 021299

comparicatppipd FAteDration of4hs SpRINgGEIYUAtenna for provi di ng
information to the at | east one wi reless conmunicator
i ndicating |l ocation of the shipping container. 12. A

12. renot el YA nanoételyr mbhicorslhie mhjmgCManﬂeaccanchng d¢o tpima? and

m 2 and wherein the .at |east. one w
whergis G A 63T GPe BRI QBT AT IsiSgS Rt SRR frBpmitter.
13. A renotely nonitorable shipping cont a| ner
according to claim?2 and wherein the at 'l east one
13. wu rel esé c@mtglm manwalderﬁb:pps*@scmtaln@agqcoam toedpim 2 and
Wher t‘reaq les ng) é)f{ rer tgr ats)tl range
§H1 g‘& ' é%n?%? }’YéfF 8c88ﬁ“8}‘%° b COTTRrS b S TRR s, Tans
transihtierat Ieast one w rel ess comuni cator conprises a
transmtter communicating via at |east one of
cellular, radio and satellite comrunication networKks.

14. 15. AT %W%rﬁ&t&y%%hé&éﬁglsgf@gﬁgp P&rﬂﬁn&o Qéc%kcﬁﬁé Ito clatlm 2 and

accor di ng nmprisin
wherlefiShaat Rastant omrerl@e ebmirigicatod naﬂnpnml afrar3ehittey donmimmng
. of the shipping container and |ocation re rt|ng
via a¢ {east png pf cql oﬁ‘?é}oxﬂé‘ saiehie SRMPURICAR QIS NRKSt | east

one GPS antenna for providing information to t he at
| east one wireless comunicator indicating |ocation
15. of the Ahkppiehgmooitdrablashippih§.cortairenat@rdingonclaimn dlahé also

shi.ppi ng conta r according.to cl.aim3_ and erei
compsbie! Fad e iBS i Enede Brsis, T g oaBeian of the
smpﬁlﬁg%g)n@ﬂ@r B focaist e b@)ﬁlﬁlglcu@&trg/}eimtv@ iy afRRIfue RR Bie at

I ppl ng cont ai ner accor 'aim 3 and wherein
leastt hee &GP eargennanéorniprasiiding o e atoo thec @hpledss eenegtwireless

I t tt 18. A shi
comipgfiEaph BRicefs At o ohS SRR o g o
renotely nonitorable shipping container including:

16. A remotely monitorable shipping container according to claim 3 and

wherein the at least one wireless communicator comprises at least one RF transmitter.

17. A remotely monitorable shipping container according to claim 3 and
wherein the at least one wireless communicator comprises at least one long range

transmitter.

18. A shipping container communications system comprising:
a remotely monitorable shipping container including:
a shipping container body having associated therewith at least
one door and at least one door latch having a latch locking element arranged for locking

engagement with a door mounted locking element;
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a shi ppi ng contai ner body having associated therewith

at |l east one door and at |east one door |atch having
w@2doanet299 ocki ng el ement arranged for | ocki ng PCT/IL2003/000676

engagenent with a door nounted | ocking element; 18 WO

2004/ 021299 PCT/1L2003/ 000676 at |east one wirel ess

conmuni cat or afTeusttoRd wireléss $ecuRidae ahdditedNnt hieduieliecation

shi ppi ng, cont ai ner and being operative to wirel essly

withiy the SHIPPITEOBIRHRSE FshbeiBe SPTREFD &rebsely dransray él}famaélon toa
remﬁStQ %&éﬁlf’& Yo find ”thg |84t OALE RRab ED%QIt %ugféa QB! %he locking
ocC Tu 0]

ing efement for confirm ng I ng t he at
elemeatfitr comfendoplockmnaf #te dt &astoremeomianél ess ant enna
nmounted within a protecte encl osure on the out

of the shi ppPhdSEbntii MEFe cf?sararetﬁ%msrﬁw%ﬁig Wit & | Bitected

enclbfr @b Bl Afsild fMhe tsﬂﬁpﬁ‘i'g cbf@fer RRIQratkhflifS the information from
conmmuni cat or; and east one renote ComTunI cat or

the atcbfrmneomelcﬁg cpinphinidaoraand east one  wirel ess
conmuni cat 0 A s i ng_.cont ai ner commy
o am GEleBlrark epiore MRl g GO B AR af R THE 68 ] BRF one
wireRi3€ céBRRhRae@MunNi cat or conpri ses at | east one of a
presence sensor and conmuni cator; a renote nonitor;

and an electronic seal. 20. A shipping container

19. conmuni %taiﬂlgéﬁg ?8&5 0 &%ME?%&% s‘%étﬁllamo]rgltngqg claim 18 and

wherein eas one W rel ess

whefediifheias Rastaine r@Bstk comunicans cemprses at kasmonio€at i ng
with the at | east one renote conmmuni cator and wherein:
the at PPESENGSRENTOEARY ECTRBHNGHPBat or conprises at

| east oggerggten%rggogs&gce sensor and cormmuni cator; a
renote nonitor; and an electronic seal. 19

an electromc seal.

20. A shipping container communications system according to claim 18 and
wherein the at least one wireless communicator comprises at least one transceiver,
communicating with the at least one remote communicator and wherein:
the at least one remote communicator comprises at least one of:
a presence sensor and communicator;
a remote monitor; and

an electronic seal.

19



