I2 August 2005 DESCRI PTION An Anonynous Decryption System an Anonynopus
Decryption Method, and Program 5 Technical Field: The present invention

rel ates to an anonynous decryption technology, and nore particularly to an
anonynous decryption technology for supplying decryptiomamguittogosvhil e
keepi ng the correspondence. to the encr_iy ted data confidential. 10
Background Art: The system descPBe&RIF J&.Nanese Pat ent Lai d- Open

Publ i cati on No. I—I08-26§>l§7§t (oé‘I;-A- 8- é%SS?S) is one known exanple of a
prior-art anonynous decryHtSMaQMs BRCHYPHAN SYBIAM. The anonynous

decryption systemgthat is described.in thi s docupgnt is based on M x- Net
net hod, 15 and as %%Op)ﬁmﬁpg%qu#gnr#ﬂab oY@ urality of

decryption shuffle centers 100-1 to 100-n, and electronic bulletin board
system 200 which is arranged on a network such as the Internet and which

can bg accesseﬁecﬁé@m Fﬁ?’d:outsi de. Each of decryption shuffle centers 100-1‘

to 100-n is pr 20 partial decryption neans 101, shuffling neans
102, and certifthe¥resént i P &9 yption shuffle
centers 100-1 to %Oﬁh 'ﬁ?@@"iggﬁ{a?é&%gyé'?%%ﬁ@%%&m?%i ch is

gener at echofsPHaNFR rdigditic HaRg ot ' I]@é’c R ters and
a decryption key for decrﬂfpﬁ I on. ?Theﬁaégﬁémosms ecr@gﬁyggéégﬂﬁ@ﬁhat S

shown i”0F|Sﬁpplﬁn§~rde@ﬁwrmr@m@wwhé%dmgﬂi@baﬁ@sbbﬁﬂbhﬁé tB4hki ¢ key of

each of decryption shuffle centers 100- 0 100-n as an public encryption
key for emwyppad dgta danfidedtial.

10 Bacquound Art:

- The system described in Japanese Patent Léid-Op_en Publication
No. H08-263575 (JP-A-8-263575) is one known example of a prior-art
_ énonymods decryption system of this type. The anonymous decryption
system that is described in this document is based on Mix-Net method, |
15 and as shown in FIG. 10, is made up from: a plurality of decryption shuffle
cé.nte_rs 100-1 to 100-n, and elecironic bulietin board system 200 which is
arranged on a network such as the Internet and which can be accessed
from the outside. | |
__ Each of decryption shuffle centers 100-1 to 100-n is provided with
20 partial décryption means 101, shuffling means 102, and certification-
means 103. In addition, each of decryption shuffle centers 100-1 to 100-n
holds a public key for encryption which is generated in accordance with
separately determined security parameteré and a decryption key for
| decryption. The anonymous decryption systefn that is shown in FIG. 10
25 empioys a key which is combined from the public key of each of decryption
shuffle centers 100-1 to 100-n as an public encryption I'<e.y' for encrypting

data.




12 August 2005 When a plurality of senders (not shown in the figure) wite
encrypted data whi ch have been encrypted using the public encryption key

to electronic bulletin board system 200, decryption shuffle center 100-1,
which is first in processing priority, enters the agove-dﬁswmumemgégcayfted
data that have been witten by the plurality of senders as encrypte at a
list 201 and c!\?'ﬂ%@ Rlurality ofisandars faobsheds én tlhe figuce)priten shuffl e

ter 1Q0-1 firsi .uses partial decryption means 101 to subject encrypted
- 32{] ael i sf%ﬁé‘fft?ﬂ iafw 'P§| WER G ieheTRIBd disdng Mae pribdictanasyplien kewl

' ' is held 10 by d ti
chut 11e sl ohieRE halh SR TEMRIC dleption shotie senter Rt shut | !yipln'g"”
: ' ' h h .und artia
Goarypt s iéh RS 5h orBEe FOREHRIC Ry oBhBes YRe abPRbrdbarings secpia 2001
‘ i+fH ' t ) t ertification data. for
cortiTy; daffitidt e botn WA Y ine STy bF Bl nh ey dRdeiatEu  oni ng

rocess \ if.Qr jaally, decryption shuffle center
200-1 w??e?gg?g 62335!5% qmﬂgﬁqlbplc Eﬁégro{%g crypted data list (i.e., data

[ whi ch h y,rg@@, OLHU kah. r!)é%tsi L pr .and the _
' l)lrzfaz svm! '?chi %eprocggs anfga?eér??ié# Fggﬁ gﬁsct ata ﬁ%lagfj%%??@lﬂzég?%q:ﬂl n
. . 6‘ - j - .
DuL 1 et 1 boar d-yat em o0 e Aot YR RREl Sl ofesE A [

second ithis fime; gestiabdeciyptionyme s OB ¢4 6h& ABBNIRFERSE thaNs IHagg dat a
list in. datg 202-1 as tn%/g processes carried out lt')sfglrdecr?’;t I on srﬁaﬁ?f l e

cenl®r nodecryplionvahufie amttar 200-2 Biceypliore shdfffe tbRtedatoD- irfdxtand
‘certification data to 25 electronic bulletin board system 200. The sane

oper at i 3158SsSipfling maansute2deisubjgctiheidnarpptddadata Mistthyphiagn shuffle
center %zonode?goﬁg %a%iiéla dggr?)’(pttig%ttol arl]i%: logggﬁsaﬂghiazcé%%zlsg?
Decryption shuffle center 100-1 then uses certification means 103
té generate'certification data for certifying that the partial decryption
15  process and the order-switching brocess have been performed correctly.
Finally, decryption shuffle center 100-1 writes data 202-1 which includes
the éncrypted data list (i.e., data list) which has undergone the partial
. decryption process and the order-switching process and certification data
to electronic bulletin board system 200. |
20 ' When data 202-1 have been written to electronic bulletin board
system 200, decryption shuffle center 100-2, which is second in
~ processing priority, perfoﬁns the same processes on the data list in data
202-1 as the processes carried out by decryption shuffle center 100-1 ahd
-_writes data 200-2 which includes the data list and certification data to
25 electronic bulletin board system 200.
The same operation is performed succéssively until the last

decfyption shuffle center 100-n, and data 203 that includes the decryption




2 12 August 2005 result list and certification data are witten to

el ectronic bulletin board system 200. The above-descri bed anonynous
decryption systemof the prior art wuses an electronic bulletin board
system and therefore entails several 5 problens as foll owsAugnst@eer to

al l ow each decryption shuffle center to performthe partial decryption
process &fguibligbandwiertificatiprptiateeare wgitienl fo elastronicablukstirhohrdender to
verify the certification data, each decryption shuffle center and each
sender me¥stasB 288.e to freely access and read the electronic bulletin
board system Flﬁrther, in order to prevent illegitimate 10 actions, the
“witing of datdheRhene-dpsetibemnaaopymats deeyRkian Systermafube prior atéstri ct ed
e.authori zed senders and the _.decryption shuffle

sty loni yhgias b o gt i
hoc PO b bl el st uieadid oo o
aut hor i zgg r@éﬁd%\esg %’ﬁﬁl}??88?%9”03"%!5@"5?8dﬁréﬁvgi,tagﬁa RTAEERS ASYBH r enent s
eonyr c2S thoTPAARATEor 1B VAU INE RericARh ity BRFARieR Cont er o°
whi ch makRytie 88nid? AROEYERYEndEF Wﬁtgé;§gxté§@ge@§ngeasc;nget%§m Freiame

operated by separate organizations. y Separate

- or gani Zapjeionid BIREEA bodrdisy8lorh N FERIC In BFd &b ickaht Mk difimatask of

making initial settings which determne the various inportant paraneters

(sudip asaémyrss,uhedvining oF data tOrhE RISHMPSAID DUNRHRALREY WEEmM @Rt Becessary
for the system 25. Consequently, there is the danger t'hat the details of

det er m niesdritted toi apibvorizet datad@neahe aithbrined seedereand thed. as a result,
-there is a potenti al - :

decryption shuffle center. An anonymous decryption system of the prior
art must therefore enable each decryption shuffie center and each sender
to freely read an electronic bulletin board, and moreover, muslt restrict the

15  writing of data to an eléctronic bulletin board to only .authorized data from
authorized senders and decryption shuffle centers, and these
requirements complicate the management.

In addition, from the standpoint of protecting anonymity, in actuaj

operations, each of the decryption shuffle centers which make up an

20 anonymous decryption system are each preferably operated by separate
organizations. éperating the system by separate organizations, however,
raises the dange( of complicating fhe task of making initial settings which
determine the various important parameters (such as keys used by users
for encrypting messages) which are necessary for the systerh.

25 Consequently, there is the danger that the details of deiermining the
important parameters will not be clear, and as a resuit, there is a potential

for problems in the normal operation of the system.




for problens in the normal -operation of the system 3 12 August 2005 It is
therefore an object of the present invention to both elimnate the need for
conpl i cated managenent procedures and to nmake the initial settings task
easier and nore reliable. Disclosure of the Invention: 5 {bhRga4900470US
decryption sysggm %f rt% ?gpresent i nvention is constituted by one or a

plurality of d [ eblect ehthe presant isventiehts bpin gliminatge ment
center. | 'érﬂqeﬁr S onlﬁ qne decr gtion shuffle center, the shuffling
managenment ' ‘ﬁorﬁﬂ({ﬂg EiedfRanadenisnt greerdunesand tomakesthedpitialed as

I nput fr . | the decryption shuffle center, 10 and then
squ'I i es%t{éﬁﬁsa?%élféggek%HderHBF%/[)‘?Iéﬁ)lﬂata list that has undergone a
partial decrypiy QoBLAS§F i rder-swi tching process at the above-
descri bed decrypirwr%?hﬂﬁ@—ewgﬁ}' that is returned fromthe decryption
shuffke center i ' ere.ar .plurality of
decry%tion shu;l?l%eé?:e e?g% d,%%g;pgﬁﬁ#){%thg‘f OEE%QE%SQG’MH?E@ bqr.tra%sfers
~an encrypopgtidaba Hy'éﬁeb'i‘%t%lh?allitg%?:drég:?yﬁﬁon sABHe Eéﬁ@ré%ﬁgfﬁ%' de to the

decryption shuffl e center that N processi , and when

the dat ashusfling snashgémest ceaert h?u?ér@f:%-orﬂﬁ atéé@%@ﬁ{i@%@ shuffle

center, transfers this |list as an encrypte decryption

shuffl e centesy thenahuffing ecamaldment 6661%F itRshdIeiPah hcriPed@atahist! I ng
mahagenent center subsequently repeats the process of “transferring the

dat a | i sthatiiarecsivedtas impat frovmtlae patside tbahedhsoryptibn shusifsitbhercent er to
‘the decryption shuffle center that is next in processing priority as an
encrifpt edndihen isupplieadtie wata lish@anlenarypted datatist thatdtad uaderddie
decryption shuffle center that is last in processing priority, supplies
this 25 #iPartialdesryptien nypeesn andan erdersswitdhiagprooessat the@bpwer on syst em

of the . . :
. described decryption shuffle center) that is returned from the decryption

- shuffle center as a decryption result flist.
If there are a plurality of decryption shuffle centers, the shuffling
15 management center transfers an encrypted data list that is received as
input from the outside to the decryption shuffle center that is first in
processing priority, and when the data list is returned from the above-
descri-bed dec’ryption shufﬂe center, transfers this list as an encrypted data
list to the decryption shuffle center that is second in processing priority.
20 The shufi‘ling management center subsequently repeats the process of
transferring the d.ata list that is returned from a particular deéryptioh
shuffle center to the decryption shuffle center that is next in processing
priority as an encrypted data list, and when the data list is returned from
the decryption shuffle center that is last in processing' priorit\y,l supplies this
25 - list as the decryption result list. The anonymous decryption system. of the
present invention is thus able to decrypt an encrypted data list by simply

exchanging data between a shuffling management center and decryption




present invention is thus able to decrypt an encrypted data |list by sinply
exchangi ng data between a shuffling managenent center and decryption 4 12
August 2005 shuffle centers, and thus can elin nate the1£ ed {é%r a conpl ex
management process such as in the anonymous, decryption 3%%“8 9P the
prior art that uses an electronic bulletin board system In addition,
because the shuffling nanagenent center and each of the decryption shuffle
cent er s t cheifftercerdees,anadpdiis ccamf elimitatenthe heged nforudesompilex c
encryption keys when a security paraneter is entered as input, the
anonynous nietaggnenh pagcassnsuth addn fhe snanymons; rdeasyiptiem sysiesn wfie i niti al
settings task easier and nore reliable. In accordance with a first aspect
of the prélaeprior avicthat uaes amelestrosipbulletinboard ay®ieyhous decryption system
whi ch takes as input an encrypted data list that includes a plurality of
itens of enclnyaddiionabecatsa theasbufiing nmanagement benter grsteachofnet hod and
specified public information and which supplies results of decrypting each
i tem of eHi® yacsyplieh shwitleccentess dogethero gengsateo publie INfermatior
anonynous_dec tion system conprising, a shuffling managenent  center for,
when an eﬂ@*yﬁ@@%t@ﬁ'ﬁs?”?@ %ik@g{a when, guserHIM PRfamales;ige,
transferring the encrypted data list tp a decryption shuyffle center, and
when_ a. daPlarpatas JAPHE. s aRpPumdi. Relygiin SHelelth f dhe dBiaset supplyi ng
the data } | : d Lon. ' ' shuffle
center f oﬂ“@b@?’@ﬁ%m@%&ﬁgﬁ%‘“ﬁﬁéﬁﬁkﬁgﬂﬁf gﬁd 'ﬂ§§é g@@ﬁ%‘r ansferred
fromthe shufflin tenq I = SV kLng Process
usi ng public inf ogﬁa%ﬁgﬁgéa\ﬁggr iﬂg%toagg%&ygﬂ%én) pgé%%@ﬁwsﬁ@n%’ a

gﬁgr ygts L?@?H%Y%g?g%ﬁggf%tngémg%qo&%{mmﬂﬁh HYstéhmewHier 8akagdag et urni ng
input an encrypted data list that includes a plurality of items of
encrypted data that have been encrypted by a specified method and
specified public information and which supplies results of decrypting
each item of encrypted data without relation to order on the list, the
anonymous decryption system comprising, a shuffling management
center for, when an encrypted data list is received as input from the
outside, transferring the encrypted data list to a decryption shuffle
center, and when a data list is returned from the decryption shuffle
center, supplying the data list as a decryption result list, and the
decryption shuffle center for subjecting an encrypted data list which
has been transferred from the shuffling management center to both an
order-switching process using public information and a partial
decryption process using a decryption key possessed by that
decryption shuffle center and returning the resulting data list to the
shuffling management center.
In accordance with a second aspect of the present invention,
there is provided an anonymous decryption system which takes as

input an




shuffling managenent center. In accordance with a second aspect of the
present invention, there is provided an anonynous decryption system which
takes as input an 5 12 August 2005 encrypted data list that includes a
plurality of itens of encrypted data that have been encrypted by a

speci fied nethod and specified public information and wh qgﬂ%les
results of decrypting each itemof encrypted data MAthO ?%P% nto
order on the list,, the anonynous decryption system conprising, a
shuffl i ng managenent center for accepting an encrypted data list fromthe

out si degncpgiicd BhtH Rt ﬂwt%clﬁgeéy@ummaf ftefhs 6EBheRptedcdatachsessing its
own decryption key, wherein, the shuffli'ng nanagenent” center transfers an

encr yptiesiedapgenhieplerygtet! iBy hass Pecﬁiedednemodi Bhtstspltiewt pablishuf f1 e
center, the first decryptlon shuftle center subjects the encrypted data

li st t linforiativas ard eivhich f soppliée edwmflfd i ofy dewypptiegeeacheritesn ©) both an
order-sw tching process usin correspondi ng public information and a

part i alentrypigst idatapwithest relation ato crdee spniiendistie cthgptanonyaguand t hen
returns resulting data list to the shuffling nmanagenent_ center, the

shuf f | idegryRiicmexetem semmpising oa shuffing fhRnagement eentardor RESSBlag: r et ur ned

cent er ATLATCDIRNEY AR 5] oA N8 SRS @erk &Pl PEAcPROUB SIS 't hat i <
[Tt iR PSR SO s PATLISEPtG ReE w%@%ﬂﬁe?ﬁé”%hﬁﬁhﬁﬁfﬁ'eﬁ e is
 Gara | TtangggRRR ey REARS 3R SYCYPRY SRE R InEE R e e d e VL
been eqgryPhRY Q¥cRpliBRCShURR TN affh ShSCiddchibtistP!dHuffle center
subjects the encrypted data list that it has received from the shuffling
management center to both an order-switching process using
corresponding public information and a partial decryption process using a
-corresponding decryption key and then returns resulting data list to the
shuffling management center, the shuffling management center transmits
the data list that has been returned from the first decryption shuffle center
to a second decryption shuifle center, and the shuffling management
center supplies the data list that is returned from a last decryption shuffle
center as a decryption result list.
In accordance with a third aspect of the present invention, there is
provided an anonymous decryption system which takes as input an
encrypted data list that includes a plurality of items of encrypted data that
have been encrypted by a specified method and specified public
information and which supplies results of decrypting each item of
encrypted data in the encrypted data list without relation to order on the
list, the anonymous decryption system comprising, a shuffling

management center, and a plurality of decryption shuffle centers each

ba




I nformati on and which supplies results of decrypting each item of
encrypted data in the encrypted data |ist wthout relation to order on the
list, the anonynous decryption system conprising, a shuffling rmanagenent
center, and a plurality of decryption shuffle centers each 5a 12 August
2005 possessing its own decryption key, wherein, the shu%%%in pagement
center conprises a construction that, when an encrypted '
received as input fromoutside, transfers the encrypted data list to the
decryption shuffle center that is first in processing priority, when a

data |ird sse%smz; lsneWn fdi ﬁtu@h‘q&e@ptmeréhuf fHee shefflieg rabhageiient t he
decryption shuftle center is last in processing priority, transfers

the dat@ritelséombﬂseb@Sc@ﬁ’stmot@hblhaedmhen an deaypted dateshstfi§ received er t hat
s next in processing priority after the decryption shuffle center that

ret ur neg$ fimputdfrom loutsidess transters ripet edcrgpted | data, listntd thendecryption |ist is
returned fromthe decryption shuffle center that is last in rocessi ng
pri ori tshufeieentersthat ds disstain processing presitypwhen acdalatlistiistreluiniedeach  of

the decryption shuffle centers conprjses a construc t hat s}_:IJ\%J ects an
encr yptieamdaadecryptien shufflg @enteaﬁtheéﬂla@a the, dﬁfi'fmt'@ﬁ@m%!ﬁ eentgy thaliagenent

gi ?;L tae@ér&qfelgﬁs"mtwﬂ“ éﬂégz?ﬁg%g:a%%sa%étm‘i# b‘eée'srél g ”?ttbﬁaﬁn t: "

pr ocgg g ﬁ?tﬁ) ﬁlﬁepl ‘?f tﬁla% rﬁmég% g& p?'Pﬁ'@%@%F%Q%E&P%Ra f ou?_t h
met hod %‘X)ﬁﬁf@éﬂﬁ?@%ﬁﬁ% #tﬁé&ﬂttbﬁrﬂaé%i‘%ﬁ% ah R I Ce s R PRk 2T VPt on
pl ural '& aofl t i€ RtdhedN tegfépgﬁq?gbﬁ?ﬁ ki Eéﬁﬂér i%ﬂﬁs@fna

speci fi hod and speci I nformation and supplies

gfgg'r t iyn %%@ sspvrdr'isﬂ Wﬁﬁﬁﬁ‘sﬁa li8N8E ¥PHEEnHEbA restit gt drkl abeln to
of the decryption shuffle centers comprises a construction that subjects an
encrypted data list that is transferred in from the shuffling management
center to both an order-switching process using public information and a
partial decryption process using a decryption key possessed by that
decryption shuffle center, and returns the data list resulting from this
processing to the shuffling management center.

In accordance with a fourth aspect of the present invention, there is
provided an anonymous decryption method which takes as input an
encrypted data list that includes a plurality of items of encrypted data that
have been encrypted by a specified method and specified public
information and which supplies results of decrypting each item of
encrypted data without relation to order on the list, the anonymous
decryption method comprising steps wherein, a shuffling management
center, having received as input an encrypted data list from outside, transmits

the encrypted data list fo a decryption shuffle center, the decryption shuffle

center subjects the encrypted data list that has been transmitted in from the

5b




decryption nmethod conprising steps wherein, a shuffling nmanagenent

.center, having received as input an encrypted data |list from outside,
transmts the encrypted data |ist to a decryption shuffle center, the
decryption shuffle center subjects the encrypted data |list that has been
transmtted in fromthe 5b 12 August 2005 shuffling managepent ﬁ@gter'to an
order-swi tching process using public information and a parF a} ecryption
process using a decryption key that that decryption shuffle center
possesses and returns a resulting data list to the shuffling managenent

center ,srmfﬂinghmamgéméng CERTRORIRIN ordai-switchimgn Pr@cew asirigs publie been

returned fromthe decryption shuffle center, supplies the data list as a
decr yptinformatiom and agpartishdecryptidaprecess bising afdacrgsiimr keyfthahthatr esent

i nvention, there is provided an anonynous decryption nmethod which takes as
i nput alecryptiop mhedflel zentei possesses and ughina aresuiingdaia list éadhef
encrypted data that have been encrypted by a specified nethod and

speci f ishuffiag managememntgeniar, and \A%B(ﬂhuéfﬂlﬁgl magagesgntcaitenavhont i ng each
itemof encrypted data without relatiop to order the list, the
anonymgat@&s? iﬂgﬁi keemsemsaed Jrrni dne flegrgplio 1, CeRtal @Pﬂpiﬁlﬁﬁ

manage er transfers an EBC{ypted data |list that has been received

fromo éfq?ggﬁigi)aaqqi?grtyp BBIFBYR dR%shuffl e center, the first decryption
ST o oD et Oigh s il N BSpEeEt e o aby OBl brE 5L v,
b1 RAITSAZEA, ARGRYRIR RBIPRY BTSRRI kadost RpRTaR poE5s
[ne. oot ShEE1S ARSI IR AGraNy O e Bhergeymel aami oy prom
center higeabaRfoEhdHyptadt bpnas ipddified efethod arthd Nspedifiéd | pusliornagenment

information and which supplies results of decrypting each item of

encrypted data without relation to order on the list, the anonymous

decryption method comprising steps wherein, a shuffling management

center transfers an encrypted data list that has been received from outside

to a first decryption shuffle center, the first decryption shuffle center

subjects the encrypted data list that has been received from the shuffling

management center to both an order-switching process using

corresponding public information and a partial decryption process using a

corresponding decryption key and returns a resulting data list to the

shuffling management center, the shuffling management center transmits

the data list that has been returned from the first decryption shuffle center

to a second decryption shuffle center, and the shuffing management

center supplies a data list that has been returned from a last decryption

shuffle center as a decryption result list.

In accordance with a sixth aspect of the present invention, there is

provided an anonymous decryption method which takes as input an

5c




center supplies a data list that has been returned froma | ast decryption
shuffle center as a decryption result list. In accordance with a sixth
aspect- of the present invention, there is provided an anonynous decryption
nmet hod which takes as input an 5¢c 12 August 2005 encrypted data |ist that
Includes a plurality of itenms of encrypted data that haY? &@ﬁﬂzﬁgcrypted
by a specified nmethod and specified public information ané |(% suppl i es
results of decrypting each itemof encrypted data in the encrypted data

list without relation to order on the |list, the anonynous decryption
nethod eprpyptetindatatiRivthabRichides a plemlity lofitemavigtivenbtededater thatavi ng
received as input an encrypted data |list fromoutside, transfers the

encr ypt ¢dveatbedn séntryptediebyy gt i specified f resthodntaed t$pecified f publici n
processing priority, each of the decryption shuffle centers subjects the
encr ypt énfodaatiohi stnd hahidhassupgpdiest ressiter ot ddeeryplinge eashufitemngf
managenment center to both an order-sw tching process using publijc

i nf or ra€nerypiad dalgain the eﬂ@@fmgdidﬂtaplﬂfdcwﬂgoub relgtiandecoidar o they  t hat

t hat decryption shuffle center possesges,and returns resul{ing data |ist
to the Usut e @M@Hﬁeﬁ?cmfé& el RIMBraRga JtPRS 1OSFEturRed  from
a decrypti shuffle center other than a .decgryption shuffle.cen that is
ast i nobhalad dhagageiem cpnten Dayiid resaiorammentan verpptsd dder ers e
data |i has. be f rped dat |St: ecryption
snur 1 e TeeTBR) oSl Fapifert 5 e BEBlpfTasknit o) & dharilioh SRaET L 6
shuffle hat &rat ur |,S can | d LS

retur neg (éﬁ F%ﬁqeﬂei%dgtﬁyrgt PE‘?]Césﬁ?g ﬂ%ﬁ%ljietkt teerac%ﬂ gf \tﬁg rl?%csr?ﬁﬁﬁn pérrgéfg% si ng

o | IS Aoy R L 5lrta ronk macco) dance
pr ogr amshofflingf manag@psé st céateratcss both lamdraaragsithiig process using
public information and a partial decryption process using a decryption key
that that decryption shuffle center possesses and returns resulting data
list to the shuffling management center, and when a data list is returned
from a decryption shuffle center other than a decryption shuffle center that
is last in processing priority, the shuffling management center transfers
the data list that has been returned as an encrypted data list to a
decryption shuffle center that is next in processing priority after the
decryption shuffle center that returned the data list, and when a data list is
returned from the decryption shuffle center that is last in processing

priority, supplies the data list as a decryption resulf list.

In accordance with the seventh aspect of the present invention,
~ there is provided a program for, of a computer for a shuffling management
center and a computer for a decryption shuffle center that constifute an
anonymous decryption system that takes as input an encrypted data list
that includes a plurality of items of encrypted data that have been

encrypted by a specified method and specified public information and that
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center and a conputer for a decryption shuffle center that constitute an
anonynous decryption systemthat takes as input an encrypted data |i st
that includes a plurality of itens of encrypted data that have been
encrypted by a specified nethod and specified public information and that

5d 12 August 2005 supplies results of decrypting each it of ypt ed
data without relation to order on the list, causing the?g%W%ﬁﬁgﬁgfor t he

shuf fl i ng managenent center to execute processes of, when an encrypted
data list is received as input fromoutside, transferring the encrypted

data |igipplied RsuteolLdesrybihgtdwch iteat vPenerystedfddte wikhbet relatidnwhen a
data list is returned fromthe conputer for ‘a decryption shuffle center,

suppl yitogotder datthel fist; catising dee roophpoterrfes uhe shafflinggmdacagementt he
conputer for the decryption shuffle center to execute processes of,

subj ectdenjenho execype rodesses oftwhantan encryphed data dist %r@wm asnput er

for the shuffling nmanagenment center to both an order-sw tching process

usi ng poput fomeutside.i ttandeding therenciypigscdatatlist to the semputesiaidhg
decryption key that is possessed by that conputer for th decryption

shuf f | edeEWPERN SiHffle: Genteng 8&10? é&%ﬂ?'ﬁ i ﬂgda&%nﬁlst ii§t thH"Nfg fMﬁputtg? for the

T
Srut 1A BIRITARDl 07 5H, oA, P Al e SR U AR | o
21 e SRS g el o, el A Soneped S et
SPeCt U roR] AOTBLRRGP 1R rBokRbACSiobes il ng each

2reﬁt(:arer Cﬁthobfelxﬁert%\?gergirﬁgﬁggggé *gnf%ingiﬁﬂﬁlié RifofrAktibA @neha ipartisidemypaement
process using a decryption key that is possessed by that computer for the
decryption shuffle center and returning a resulting data list to the computer
for the shuffling management center.

In accordance with a eighth aspect of the present invention, there is
provided a program for, of a computer for a shuffling management center
and a plurality of computers for decryption shuffle centers that constitute
an anonymous decryption system that takes as input an encrypted data list
that includes a plurality of items of encrypted data that have been
encrypted by a specified method and specified public information and that
supplies results of decrypting each item of encrypted data on the
encrypted data list without relation to order on the list, causing the
computer for the shuffling management center to execute processes of,
when an encrypted data list is received as input from outside, transferring
‘the encrypted data list to the computer for the decryption shuffle center

that is first in processing priority, and when a data list is returned from a

computer for a decryption shuffle center other than the computer for the
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when an encrypted data list is received as input fromoutside, transferring
the encrypted data list to the conputer for the decryption shuffle center
that is first in processing priority, and when a data list is returned from
a conputer for a decryption shuffle center other than the conputer for the
5e 12 August 2005 decryption shuffle center that is Iast1%R @rf&@ si ng
priority, transferring as an encrypted data list the dat F§'S at has
been returned to the conputer for the decryption shuffle center that is
next in processing priority after the conputer for the decryption shuffle
center {aatyptiohusheiet bentétiRal isSlast #MProvbesing pradrityl trdinsferringt asned from
the conmputér for the decryption shuffle center that i1s |last in processing
priori tan encppbieidndatahistd e dats fisbthat hadeiseapretumeddalthe ldoshputend causi ng
each of the conputers for the decryption shuffle centers to execute

pr ocessies thé dearpption ishgfflerncentarythatis daxhin psacessing phiasitp eftertthansf err ed
fromthe conputer for the shuffling managenment center to both an

or der - sopmphitergfasribecdecrypting ghubfle cantedihak ratumed the dadatlissl agdcr ypti on
process using a decryption key that is possessed he onpyter, for that
decr ypt WBRNsA atadistdaireturaed frem the @magtﬂrtfpﬁdﬁéaé%pwpﬁpn %ﬁufﬁﬁe

managenent center.  l.n ac ith a ninth

Zpect e%eﬁtgﬁéh%féég%fﬁft ! ihfcgmq%ﬁ, R, S pRRec 3 RS it S rda um T or
gt conp R e g E5LE st cand cERERG) Ehcn ohing Bk B BRrAEdRBlR Y rous
2 ol ur st e EiEts 1 sxbEURe piioddAR: of SULTRCHP P efiEBied Math )Ry ' 2! oo
Speci | FREOSb. A SRS64 i RHB ol 2 96 SRR, WhahagepRires

results o ecrypting each itemor encrypte out tion to
order OfertBe thildth &RWTHBEsWeh &sd UsiridpublibUnhfdriitiorpapgegent
center to execute processes of , en an encrypt ed

partial decryption process using a decryption key that is possessed by the
computer for that decryption shuffle center and returning resulting data list
to the computer for the shuffling management center.

In accordance with a ninth aspect of the present invention, there
is provided a recording medium for storing a program for, of a computer
for a shuffling management center and a computer for a decryption shuffle
center that constitute an anonymous decryption system that takes as input
an encrypted data list that includes a plurality of items of encrypted data
that have been encrypted by a specified method and specified public
information and that supplies results of decrypting each item of encrypted
data without relation to order on the list, causing the computer for the

- shuffling management center to execute processes of, when an encrypted
data list is received as input from outside, transferring the encrypted data
list to the computer for the decryption shuffle center, and when a data list is
returned from the computer for the decryption shuffle center, supplying the

data list as a decryption result list, and causing the computer for the
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data list is received as input fromoutside, transferring the encrypted
data list to the conputer for the decryption shuffle center, and when a
data list is returned fromthe conputer for the decryption shuffle center,
supplying the data list as a decryption result list, and causing the
computer for the 5f 12 August 2005 decryption shuffle ceq%gr tﬁxﬁ ecute
processes of, subjecting an encrypted data list that is YT erted from
the conputer for the shuffling managenment center to both an

order-swi tching process using public information and a partial decryption

pr ocessdatsiypBord sheffle Bbhitit toeyxddifae processsess eslijgctimgtan enopyited for the
decryption shuffle center and returning resulting data list to the

conput edathdist thet isHtrdridfermednfeoag ¢éhe cormputeefor the shuflindanerageert tent h
aspect of the present invention, there 1is provided a recording medium for

st or i ngcenter ¢grizothfam order-switching: procdss uaingh piblic rigformaiiparand aent er and
a plurality of conputers for  decryption shuffle centers that constitute an
anony mRastigbdegpyntion ppcesmusingia desptiap kaypthatds passesped dydthat | st

encr ypraQMBial 198 dbp sty e SR COBtcARd SBTONG fesulios AR and ¢ hat
supplies results qf de ti each itemqf encrypted data on th
éngfypﬁed{hﬁpgmnlg?r &?r&hé&hlﬁ@patmﬁﬂagﬁmﬁ Ce(‘)"rt%re?/pon the |i s'?, cgusi ng the
co ter for th huf f11 ng..man n [t f, wh
anrrggcrypt ed '@ag(ééq’rf C?s&’ftgg%ﬁgﬁg'eﬁgpeﬁﬁgtﬁh? r@’#éﬁfiﬁ‘g@”ﬁﬁg@}?@?. ng tﬁg
encrypt. .S : | t t hat
ot o hriVistes etecdiclier o or.Sling A PRERAHF Tt o Ko ER " o o
conput for ' I t oLh ; t for the
decr ypt Poras SO HHES Ridrbiberitht  Corter Aid °a Bluralilybft SiUTers For

~ transf dedryption shufffd ebhire dhaatanstitate BRCakiiymblistd tiomaysteesn

returned to the conputer for the decryption shuffle center that is
that takes as input an encrypted data list that includes a plurality of items
-of encrypted data that have been encrypted by a specified method and
spe{::ified public information and that supplies results of decrypting each
item of encrypted data on the encrypted data list without relation to the
order on the list, causing the computer for the shuffling management
center to execute processes of, when an encrypted data list is received as
input from outside, transferring the encrypted data list to the computer for
the decryption shuffle center that is first in processing priority, and when a
data list is returned from a computer for a decryption shuffle center other
than the computer for the decryption shuffle center that is last in
processing priority, transferring as an encrypted data list the data list that
has been returned to the computer for the decryption shuffle center that is
next in processing priority after the computer for the decryption shuffle
center that returned the data list, and when a data list is returned from the
computer for the decryption shuffle center that is last in processing priority,

supplying the data list as a decryption result lisi, and
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next in processing priority after the conputer for the decryption shuffle
center that returned the data list, and when a data list is returned from
the conputer for the decryption shuffle center that is last in processing
priority, supplying the data list as a decryption result list, and 5g 12
August 2005 causi ng each of the conputers for the decrypg%gglgp#% |l e
centers to execute processes of, subjecting encrypted data 4% hat has
been transferred fromthe conputer for the shuffling managenent center to
both an order-switching process using public information and a parti al
decrypt tatisingoeash ufi nheacoafputerd dor Khg teatyptionp ehuiffkes atbriterd e

conputer for that decryption shuffle center and returning the resulting
data | exécute tprocessgmitef, §objectingslemciypted wmtaghsierthatdmaer beéni ef
Description of the Drawings: FIG 1 is a block diagram show ng an exanpl e
of the transferced from tbe edrapaiterdor theshuffimg managempenteenteriteasihi on, FI G
2 is a block diagramshow ng an exanple of the construction of shuffling
managen®it ardei-switching| processs usipgoqublicagniermation ngndn axpapid of the

UGBTI ST E AT A H SRV E L DL S
e S 6 LB S SRRV TR
decr o 1o 3R Ao 5L ind o PRt Bl oK, & a9 am shovi e

I nvent | QBrief Description of the Drawings:

FIG. 1 is a block diagram showing an example of the construction
of the first embodiment of the present invention,
FIG. 2 is a block diagram showing an example of the construction
-of shuffling management center 10,
FIG. 3 is a block diagram showing an example of the construction
of decryption shuffle center 20,
FIG. 4 is a flow chart showing an example of the processing when
making initial settings,
_ FIG. 5 is a flow chart showing an example of the processing of
decryption control means 12,
FIG. 6 is a flow chart showing an example of the processing of
decryption shuffle centers 20-1 to 20-m,
FIG. 7 is a block diagram showing an example of the construction
of the second embodiment of the present invention, |
FIG. 8 is a block diagram showing an example of the construction of
the third embodiment of the present invention,

FIG. 9 is a block diagram showing an example of the construction of

the fourth embodiment of the present invention, and
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FIG 8 is a block diagram show ng an exanpl e of the construction of the
third enbodi nrent of the present-invention, FIG 9 is a block diagram

showi ng an exanple of the construction of the fourth enbodi nent of the
present invention, and 5h 12 August 2005 FIG 10 is a bl otAugust@bedn f or
explaining the prior art, Best Mde for Carrying Qut the Invention:

Expl anat i on neRIGr #Qds aslonk dirgranm foéxpairing the peioer@rbdi nents of  the
present inventjon W|th reference to the acconpanyl ng figures. Referring
first to FIG B fl Of 5 " WRMEIIONS decryption systemas the
first enbodi ment of the resent i nventi on. ThIS anonynous decryption system

_is made up froﬁ?‘P'@Hét@ﬁlﬁQ)ﬂrrﬁgﬂ%ﬁrﬁg%ﬁﬁrﬁﬂsdéfrﬁ@h ebtheapmbodiments ofy (m of

decrypti shuffle centers, 20-1 to 20-m 10 Shuffling managenent center 10
i's constﬁ'lq.rPEﬁ'f an inveniign,with refarencedto the acrmnpanyingrfigures. exanpl e,

rati t B huff | t 20-1 to 20-
o pdtf o m an farerrige Hrsf 6 RS §r i BEE Resiond A anGbPLS: nfor matf on-t hat

ool ved %é%*@ﬁ?é%%%%%Bkérﬁr%e“{)éﬁfn'r%% FresbrE vl BERT | et fe

o I f f
encrypt SomBtD dicrRAdE syaht i il fﬂiﬁﬁ?@ﬁ% BUtGEbl i & Gneryot on

keys, usinBmagBffomtd (f?irie?%f Bhﬁa BRRLARS(CofdbanPRom I 8Qge%§grs' bed or der

(for .exanple; an or t hat romthe ou decrypt the
above- dexgrii feegp-gmcr ypt ed dat a 20 list. As shown in FIG 2, shuffling
managenent center .10 having these functions is provided with

~ mand@enent - si @hufflirg Alargridrment eamtes 1blisaitthstituted by a computer and

has the functions of, for Aexample, operating in concert with each of
decryption shuffle centers 20-1 to 20-m to perform an initiai setting
process and generate public information that includes, for example, public
encryption keys when security parameters are received as input from the
15 outside; and, when an encrypted data list is receiveci as input from the
outside that includes a plurality of items of encryption data that have been
encrypted by means of public encryption keys, using decryption shuffle
centers 20-1 to 20-m in a prescribed‘order (for example, an order that is
instructed from the outside) to decrypt the above-described encrypted data
20 list. |
As shown in FIG. 2, shufﬂrng management center 10 having these
' _‘functions is provided wath management-side {nitial setting means 11 and
decryption control means 12.
Management-side initial setting means 11 has functions such as
25 glenerating and publishing public information that includes, for example,
| public encryption keys in concert with each of decryption shuffle cente‘r' 20-

1 to 20-m when security parameters are received as input from the outside.




.centers

decryption control means 12. Managenent-side initial setting nmeans 11 has
functions such as 25 generating and publishing public information that
i ncludes, for exanple, public encryption keys in concert wth each of
decryption shuffle center 20- 1 to 20-m when security partavisigest208§ e
received as input fromthe outside. 12 August 2005 Decryption control
means 12 %ypﬁ@nmnml oreans 12ttas te funotippt efl wisdraanl érdrypted @i ved as
input fromthe outside., successively using each of q_ecrypt on shuffle

3’@1 15 teeeprGas dnputirgpt theheutside ypucat ssirely lusing eaoh gfubl i shing a

which is the result of decryption. Recording nmedium

- ! l | St y . -
Raor Y oni oGt shufleicaitosn 2001 o 20-mettudeonypt foemmerad daadisd] ok a

ot oor am PO RUTEPREY affror Pan fanul SRErwhiseris dhe esullifelecryptiomst | (ut 2ﬂfaby
2 COgUL 1 CLRABEAE W R och I RGOS e SRS T L L
center 10 FaerREf cOMeR AN 18 48R o SR BPAR e B A OTans anethary
const 1 ubBy B aTRE R cham, SR6 EROER a3 Bule f o etieind ghitag oren
cent er Mdnagemént GHRAEPI1, whib a8 E8heth Aod B 4 colifillep 1o GRS Lan, Shuffl e

centers 20-1to 20-mhas the nctrons o T 0 _

concert aipart ehtid hofymaud pliof Ef‘ém.lerﬁiezfﬁ'ﬁgﬁéc(@%treﬁ | tial

setting process and subsequently carrying out r-swWtcHing process

ransm cted 11om ot o Menage o 16 SoRSRLABl A e A" cou
of the phyeestiphigg the sperdtionsgirsindfireniarcgrinentléenter 10, realizes
management-side initial setting means 11 and decryption control means
12.
Decryption shuffle centers 20-1 to 20-m are constituted by
15 .computers and are connected to shuffling management center 10 by, for
exampie, a dedicated circuit. Each of decryption shuffle centers 20-1 to
20-m has the functions of, for example, operating in concert with shuffling
management center 10 to carry out an initial setting process and
* - subsequently carrying out an order-switching process and a partial
20 decryption process on the encrypted data list which is transmitted from
shuffling management center 10; and returning the result of the processing
to shuffling management center 10.
Each of decryption shuffie centers 20-1 to 20-m having these
functions is provided with, for example, shuffle-side initial settihg means
25 21, shuffling means 22, partial decryptidn means 23, and certification

means 24, as shown in FIG. 3.

Shuffle-side initial sefting means 21 has the functions of carrying




Each of decryption shuffle centers 20-1 to 20-m having these functions is
provided with, for exanple, shuffle-side initial setting nmeans 25 21,
shuffling neans 22, partial decryption nmeans 23, and certification neans
24, as shown in FIG 3. Shuffle-side initial setting nmeant Abustesod he
functions of carrying 7 12 August 2005 out an initial setting process in

concert wut Bnriniizgsetting protdsint cacertWithgaiBgBm ehk-sid8 idiihp 1 nitial
setting process, shuffle-side initial setting neans 21 generates public

keys andsding/mieiaos kkydn tiibuhhtial settimppeocds, saefideide infidl G ting _
subj ecting encrypted data lists that are transmtted in 5 fromshuffling

nmanagenemeansn? tigeneratespulticlkeys antdatéorgptiookeys. SHstlingmedasramt i on
means 23 has the function of subjecting on encrypted data lists to a
partial hagthetueelipn of subjettingr estnyptéd dgtarisisstha® anasransasitteddnout t he
order-switching, process. Certification nmeans 24 has the functions of
generdt i H@%éhvﬁfhmgmam@aeat renteretQ to gnrmydenswitthéing poaeessi ng 10 of
shuffli n% neqj;f 22 i.s correct and generating certification data for
certifyi hgr{dAeqryetion means gg has &mfurwtw@e@frwleghnmmsnmpt@ correct.
Recor di n ,um K20-j..that is. connected o decryption shuffle center 20-j
is a di sg? P&?’Fﬁg]&?dee{ttﬁl on @FO%‘?%?&?Q%U@K"Q &eans A4 hasedi um and

éﬁﬁ???f PR R SR G s e@ﬁﬁé%fori?n”%%héﬁiﬁrméi " Cz °
i o' <FReRERS Bachgaufb Biffivador En b CHRIBLIARL T raseR Rl on of
decHopt | gethiThlrld Mee 25 i9Bokrect SR dteralHE ddrfib o Abtd fr Setting means

221, shuffling an 2, partial decryption ans ertification

R R e
Recording medium K20-j that is connected to decryption shuffle
center 20-j is a disk, semiconductor memory, or other type of recording
medium and records a program for causing decryption shuffle center 20-j,
15 which is constituted by a computer, to function as a part of the -anonymous
d_ecryption system. This program is read by decryption shuffle center 20-j,
which is constituted by a computer, and by controlling the operation of
decryption shuffle center 20-j, realizes shuffle-side initial setting means 21,
- shuffling means 22, partial decryption méans 23, and certification means
20 24 in decryption shuffle center 20-j.
Explanation next regards the details of the operation of this
embodiment.
Initial Setting Process:
First, regarding the initial setting process, when security
| 25 parameters (pL, gL, #) to which a session ID has been added are received

as input from the outside, management-side initial setting means 11 in

-shuffling management center 10 generates common public information (p,




enbodinment. Initial Setting Process: First, regarding the initial setting
process, when security 25 paraneters (pL, gL, L to which a session ID has
been added are received as input fromthe outside, managenent-side initial
setting nmeans .11 in shuffling nanagenent center 10 genetZAugest@0®ion
public information (p, 8 12 August 2005 q, g) (FIG 4, Al). Here, p and ¢

are par a@ﬁgﬁg(ﬁhamgl %!R,ﬁmﬁgﬁgmégg &f &n R4 nunmbers in a

relation’s at’ p I's a particurar i1nteger. The

bl . i ' dul .
vari abl e ceyptes tgﬁgﬁhata% W/ pﬂﬁigefn@h'b%ﬂgsﬁg?qre%’tﬂﬁl QlicR4HS Bq_-alkl(g +g1,P,_ uto p

In addition, p gL are 5t engt prime nunbers

respecti wlare /iRt harticuifeinte§oer TRE var@ib®d gig%éeﬂéﬁaﬁwpgener ating

certification data for certifying that an er=swtc rocess (to be

expl ai nedenefatity se6groupd o @rdey qf inf Mmoddlid pe 1AkRIALISSEL idvROgE s fication

data. The session IDis an identifier for "specifying the object of _
processi the langths vé poivie auntfersr ®aAESY, M8spEctiValy, Ad PIgBRME Aunithser & ection

of a prefectural governor or the election of the nenbers. of a city
assenbl yrepétittaysnestd sihaea gendratingsadrtifiogtion dasa Idr ¢deifyingaHuEaa a request
statenment for generation of a public key that includes conmon public
i nf or mat prdercgwitehing)nroaess (focke explaingd) sl carrectaand evhein edvifyig thge 15
management center 10 and session ID to this request statenment, and then
t r ansf er 3bove-desatibadwertitication data.y Fhewressiar 1D dés apridentifieofdr. to 20-m
(A2). Shuffle-side initial setting nmeans 21 in each of decryption shuffle
cent ers SPEAITYIRY she obiegtof Ryacessinge andihrarhieeket proaspsing ist jomg t he
.digital signatyre that is_attached to the request statenent.for generation
of 18 ae%ayRie. dhR Jogtien O Biprefecturalavaaot OF Hak clRaiaRLe! thenut f - of de
initial 3eAdR of a city assembly. -
Management-side initial setting means 11 then produces a request
statement for generation of a public key that includes common public
information (p, g, g}, attaches the digital signature of shufiling
15 management center 10 and session 1D to this request statement, and then
transfers the statement to all decryptio'n shuiffle centers 20-1 to 20-m (Aé).
Shuffle-side initial setting means 21 in each of decryption shuffie
centers 20-1 to 20-m carry out sender authentication by verifyi’ng the
~ digital signature that is attached to the request statement for generation of
20 a public key (A3). If the signature is not correct; shuffle-side initial setting
- means 21 takes action 'such as terminating the process. On the other
hand, if the signature is correct, shuffle-side initial setting means 21
authenticates the correctness of common public information P, q 9. In
fother words, shuffle-side initial setting means 21 investigates whether (p, g,
25  g) satisfy the relation that is described in paragraph [0026]. If the
correctness cannot be confirmed, shuffle-side initial setting means 21

takes action such as terminating the process. On the other hand, if




means 21 takes action such as termnating the process. On the other hand,
If the signature is correct, shuffle-side initial setting neans 21

aut henti cates the correctness of common public information (p, g, g). In

ot her words, shuffle-side initial setting means 21 investizaigest 206t her (p,
g, 25 g) satisfy.the relation that is described in paragraph [0026]. If the
cor r ect nessffEBIY infttal Geifing Mshns P4 ddrec&nfien CoridctheseidHule Bges 21

takes action such as. terminating the process. On the other .hand, if 9 12
August 2@fifiabbettingansade 21ngén@lates bl pitidRey andlarf @8 cBPtdr Kegorrect ness,
shuffle-side initial setting neans 21 generates a public key and an
decrypti ¢priate kdy)tiasedeork eyinrhas gaibdic informaticnib,i ¢ dréed sedreen (p, 9, 9)
and stores these keys in correspondence with the session IDinside its own
decrypti tiese keys il eonespendéned witfotheexesgibr IDiinsitiecity piwrpdeshyptiohe cent er
20j, which is j-th in processing priority, randomy selects x; nod q and
t akesd t hsBUEte cenler dAd).y For @xakwple, Thdepuyiption stayffly/cartet BOY, dddetypt i on .
shuffle center 20-j s generated from yl= gxjnodp 10 Shuffle-side initial
setting HeAHsimpracessughpodriye cangomiselects kemocdeqaadstakes thisnag0- m t hen
generate certification data that each decryption shuffle center knows the
decr ypt i B¢ degryndionchay. plibeirubliskenytofiais dgeryptioncshufilesianien®0¢As) . For
exanpl e, , shuffl ?qil de initial setting neans .21 in decryption shuffle
center 28 9engiAledh oM th in processing priority, 15 generates
certification data y'1, rj certifying that decryption key x1 for public

~key yl is known by nepryg 6fmodp 1= gBj nod p cl= Hash (p,q,9, y1, y1) ri =
¢l x1+ fij nmod q

10 Shuffle-side -initial setting means 21 in each of decryption shuffle
centers 20-1 to 20-m then generate certification data that each decryption-
shuffle center knows the decryption key for the public key that was
generated in Step A4 (A5). For examhle, shuffle-side initial setting means

21 in decryption shuffle center 20-j, whfch is j-th in processing priority,
15 generates certification data y', r; certifying that decryption key x; for public

key y;is known by means of:
yj=g" modp
¢; = Hash(p,q,9,y ,-,y}-r)
rp= cjxj+ﬁjmodq
20 where Hash is a secure Hash function and g j is a random number. When

the process of Step A5 has been completed, shuffie-side initial setting
means 21 in each of decryption shuffle centers 20-1 to 20-m produces a
public key registration request statement that includes the bublic key that
was generated in Step A4 and the certification data that were generated in
25 Step A5, attaches the digital signature of its own decryption shuffle center

and a session ID to this request statement, and returns the statement to

10




20 where Hash is a secure Hash function and 61 is a random nunber. Wen
the process of Step A5 has been conpleted, shuffle-side initial setting
means 21 in each of decryption shuffle centers 20-1 to 20-m produces a
public key registration request statenent that includes tfieaufilobgs key that
was generated in Step A4 and the certification data that were generated in

25 Step Ahuifiin ﬁﬁ%ﬁbﬁ%rﬁic%inttéhégﬂﬁ ture of its own decryption shuffle

center and a Sessio to t'his requéest statenent, and returns. the

statement 10 1ddaduiabAtsRRORIMWotliAgneRAISTR AR 8ol

Managenent - si de i ni setting nmeans 11 1 n shuftling nage

carri es @énteendesaraos benteAab at]tr’ibhtlt%rti’ofnyzbmei@igﬁngitl% italSi gnat ure that
is attached to the public key registration request Statenment 5 that is

ret ur ned sigratueatiratot adtmheel icoespubiid Reyee?igt@tiaﬂ-rbqh@sietdfefrm: and
further, verifies the correctness of the public keys that are returned

f r om 8actihaf isdetuymd Pormsbadh bé deenyptic 8Ruffic cerRersby1 @ 20smofAT)he
foll'ow ng equations (A8): c¢j = Hash (p, 9, 9, vyij, yf ) 10 gr f 1
=y' nodp ayjd furtherpderifiey thd nodeptriwesnobitie péiblihkepsi thatcadeesetaagidst rat i on
request statenents that have been returned from decryption shuffle centers
20-1 to I®mesehcolidgesniption shuéfle sentersa20-drtoo?0-81 bysmaznarod the, public
keys yl %‘%({mthat have been returned from each of decryption shuffle
centers 39lawing eguatiose(A®onbi ned by: M Y=flyl mod p

¢; =Hash(p.q.9.y;,¥7)

7]

10 g"y; % =y;modp
y;% =1mod p
¥ =lmodp
When all of the public key registration request statements that
have bee‘n returned from decryption shuffle centers 20-1 to 20-m have
15 passed the verification of Steps A7 and A8, public keys y; to y,, that have
been returned from each of décryption shuffle centers 20-1 to 20-m are
- combined by:
‘ m
Y=|]y; modp
S L .
to generate public encryption k'ey. Y that is used when system users’
20 encrypt data (A9).

Management-siderinitial setting means 11 then generates public
informaﬁon that includes public encryption key Y, public keys y; to y;, of
each of decryption shuffle centers 20-1 to 26-m, common public
information (p, q, g), and decryption shuffte center IDs of each of

25 decryption shuffle centers 20-1 to 20-m (to inform system users of the

11




'=1 to generate public encryption key Ythat is used when systemusers 20
“encrypt data (A9). Management-side initial setting means 11 then generates
public information that includes public encryption key Y, public keys yl

to ymof each of decryptlon shuffle centers 20-1 to 20 ublic
information (p, q, and decryption shuffle center ”}&,ﬁ,@%[}%&?

d t huffl e nters 0-1 to 20-m(to informsy stemusers of the 11
1(2§C,r6\ﬁgulst? %B'&Z%‘Paatﬁ'la{éﬂrb erg&ofogeq)rrypg Ak @%Puh%h%ihiﬁwb"&‘nd publ i shes

corm! ot ed Ty lztio Frg Peendhdigidsr BEBIBE Sezslom b (BT oRerhis Gompiciosne |
decryptlqﬁe%lﬂgfggttwﬁ&{cé%&ed data list {(G, M)}(, 2, n) containing n

items of encr pplied as input fromthe outside to ](cjecrypt i on

I 10. Session ID for
gggt:ir]?yi ngeflﬂ: féeﬁc%tmfﬁ%;r(% ?’Hg%&h&ﬁ{h ﬁ{g%&sﬁat aSZre re:\/le;/ant IS :
tt dt t nfﬁl% I 10 En t. are
2nc?§$]pt?ed gat aE][n‘ré] (E)iﬁgetggl)sﬁg ?b’%&'“' e ‘an aérlg'ﬂ]o(g?' F‘?{égcﬁrom (G,M) =
(gram Yenkcryptedrianaas @pitied 48 infput fﬁﬁh%é%t&ﬁ%ho@%ﬁqéﬂ%at i I{%I' s g In

addition, r; is a random nunber "arbitrarily select 15 When

encrypt eme:hrisﬂtllﬁtshiﬁﬂ}ﬁg Mbhhéén'ient%enieﬁ 105 SR B 187 sb%ﬁ\%mg

decryption control nmeans 12 in shuffling managenent center
confi r msthehabjadi®f prdeessihg®o wattidhtheks dath @ire @bleviant #dithBRBdabt aches the

session ID and the digital signature of shuffl i ng managenent center 10 to
this encrypted data list.
10 Encrypted data (G;, M) are encrypted data that correspond to data

m; and are obtained from:
(GiM;) =(g".m; Y") mod p

| where data my; are selected such that the o_rder is g. In addition, r;is a
random number arbitrarily selected for data m;.

15 : When encrypted data list {(G;, M)}-1, 2, ..., n is received as input,

- decryption control means 12 in shuffling management center 10 first
confirms that the order of _G,- and M;is g for all i, and then attaches the
session ID and the digital signature of shuffling manegement center 10 to

A the encrypted data list and transfers the encrypted data list to decryption
20  shuffle center 20-1, which is first in processing prierity (B1 and B2 in FIG.
| 5). The encrypted data list that is transferred to decryptlon shuffle center
20-j, which is j-th in the processmg priority, is represented by
{(GM )}t 5,
Decryption shuffle center 20-1 performs sender authentication by
25 verifying the digital signature that is attached to encrypted data list
{(G M)}, 2, .. o (C1 in FIG. 6). If the digital signature is correct,

- shuffling means 22 and partiat decryption means 23 are used to subject

12




the encrypted data |list and transfers the encrypted data list to decryption
20 shuffle center 20-1, which is first in processing priority (Bl and B2 in
FIG 5). The encrypted data list that is transferred to decryption shuffle
center 20-j, whichis j-th in the processing priority, i®Awgpstesented by
Decryption shuffle center 20-1 perforns sender authentication by 25

Ej: " fozi "hé PRothdetink B ypad ngagﬁé‘t@?%? (ﬁgggﬁsi@@eﬁfﬁi ﬁfeﬁg B ag%ig?s
2 D8ty SR PR B SO R R
e i T e e
decrypti Gﬂcglpft?%‘ﬁs rotelss vl @(Q%@?a | Oﬁ@l&ﬁﬁbﬂ@@v?WCe%ﬁéétﬁq}rgﬁ*é[% %$ans 24 5

I's then use enerate certi a indicatrng t ocesses

carrigd phdiusdwitd gengraRadstineatidd d ?é‘iﬁtﬁbaﬂﬁggﬁé‘ﬁ%%g?m%eg?’ ar e

correct (C4). The digital signature and the sess e then attached to

t he dat achiridd aadby%hbifﬂih?ah@aaﬁs 92l @nd paftidiNteddbfionmeinapd Lertification
data are returned to shuffling managenent centéer 10 (C5). The

certificepireot (D4)dathe diytabsigridtachand the tdeesibit D lairs tham dittaltABdriet ur ned to
shufflin managenent center 10, or only the data |ist nay be returned

first antne data dstrand cerificatiodadatar endrtheddatadist atirel yerificatibatdatat i me.
Details regarding the nethod of generating the certification data wll be
expl ai nedfenegturngskioghufiing mamegeroent €eoterikh(Qa). aThedaitifieatiorst with
attached digital 15 signature and Session ID are returned from decryption
shuflfl e d@ta@aye @Etacged-rtgﬁbe&at@élﬁt apH thearrsetumeidntossuiflinchg managenent
center 10 both carries o¥é sendfr aut hentication and verifies the

certifi JRenggemany epnder 18nof ralvdthg dala kstgnay hecrqtpmedyfisst@ndsihe pet aj | s
regar di n&&iﬂgaﬁgﬁ rEl%({a?'};turntad separately at a later time. Details regarding the

method of generating the certification data will be explained hereinbelow.
When the certification data and data list with attached digital
15  signature and Session ID are returned from decryption shuffle center 20-1,
decryption control means 12 in shuffiing management center 10 both
carries out sender authentication and verifies the certification data based
on the digital signature (B3 in FIG. 5}. Details regarding the method of |
? verifying the certification data will be explained hereinbelow. If the digital
" 20 signature and certification data are correct, the data list that has been
returned from decryption sh_ufﬂe center 20-1, which is first in processing
priority, is transferred as an encrypted data list to decryption shuffle center
20-2, which is second in processing prioﬁty (B4 to B6). At this time,
decryption control means 12 adds the session 1D to the.enCrypted'data list.
25 - At decrypt,ioﬁ shuffle center 20-2, the same processes are carried
out as in decryption shuffle center 20-1 (C1 to C5 in FIG. 6), and the

certification data and data list to which the digital _signatUre' and session ID

13




verifying the certification data will be explained- hereinbelow If the
digital 20 signature and certification data are correct, the data |list that
has been returned from decryption shuffle center 20-1, which is first in
processing  priority, is transferred as an encrypted dat al2Augtst2805 '
decryption shuffle center 20-2, which is second in processing priority (B4

the encr ot o 4t Atifgd %ﬁ%’fﬁ%@#ﬁ%ﬁiﬁﬁhg%?ﬁ?g%sﬁ?@?n&%ﬁﬁefﬁg?aﬁ -
: r : ! o5
PRI G o) ani e Way, Mo OB oaRS T hALER bRineront i i ol
si gnat ur eentst REGAITRS O the é&né&ﬂﬁéés@@fﬁs *iﬁé!?r@gﬁ'&s&t c%léé:ct,}ﬂ%(f‘r e returned
10. In. this way, decryp

to shuffling managenent center Ion control mneans

12 in_shpfdddssesiBIaueBBiin FICES) e THOapals BB cAbd 8Os Rghs 0cesses as the
previ ously described processes (B3 to B6 in FIG 5). The Sé‘lbove-descri bed

processi pgrfosmédrepbatetiy urtibéiad ediificationl dathearmetiatd lisedol RRickea® and data
list to which are attached the digital signature and session IDare

r et ur nedattached&oe yifgitad sigsdtuf ¢ lbadcsosston MD-are rehirtkdifeomasdcriyptiohe
processing priority, whereupon decryption control nmeans 20 publishes the
above- deSlavifieceenigat 20+ms whieh is last e the processirg priority, sthé®@tponAt t hi s
time, the decryption shuffle center 10 IDs of decryption shuffle centers
20-1 t o 2echYplipAcasig Mmeans AfHutdishes theahave-desaibeshdatd listgasranagement
center \1/t81 éhe sgssi on ﬂ 5)5 &gnd each of the items of certification data
that haViFedRETYPEPG REUtfish (B el At Biis dimre.ihe decryntion ishuéscenter2o- 1 to
20- mar ubl i,shed.. Expl apati on ne regards the details of the
or dgp- swiqjscﬁ{ %9’3%885@‘”%@8 GEUgETS; éé'aatprfé'&"othte Wé’ﬂlﬂ‘ ManggememMs 22, the
parti al [ i £ ut _by.partial decryptjon neans .
027 e BV IO ARG Rl sEREEL F0 0 sfRo G 0L b S
certifi Rkl i8R rtfcatfdlfl dbi¥fthat have been returned from each of
decryption shuffle centers 20-1 to 20-m are published.
Explanation next regards the details of the order-switching process '
15  thatis carried out by shuffling means 22, the partial decryption process
that is carried out by partial det’:ryption' means 23, the certification data
generation process that is carried out by certification means 24, and the
verification process that is carried out by decryption control means 12.
Order-switching process:

- 20 Explanation regards the order-switching process that is carried out
by shuffiing means 22 in decryption shuffle center 20-j, which is j-thin
processing priority. The order-switching pracess is made up by a shuffling
process and a re-encryption process that are described hereinbelow.

Shuffling means 22 first carries out a shuffling process. In the

25 shuffling process, shuffling means 22 randomly determine permutation

mapping x'? for encrypted data (G”, M%)y, » .  in the encrypted data

list {(G%, M?)} (1, 2, ... » Which has been transmitted from shuffling

14




verification process that is carried out by decryption control neans 12.
Order-switching process: 20 Expl anation regards the order-sw tching process
that is carried out by shuffling nmeans 22 in decryption shuffle center
20-j, which is j-th in processing priority. The order-sw2alyustops ocess i s
made up by a shuffling process and a re-encryption process that are

desor| bednBRE QR et [Lifih BR2BRagZof (B 031 £9 ol fyoRULId 1 g

process. In the 25 s ng process, shuf 'hg

det er m nesf tREgBHRtE nﬁ'@ﬁﬂ ) r .ypted data (GO ,, MOI)(r_1, 2,
n) in the encr‘{légt edhggrt]a' IPQ?aP?éPEﬁOtﬂﬁﬂ%)}t;w 2, , ") which has been

transmtted from shuf {jpﬁzgﬁ 12 August 2005 nmnagenent -center 10, switch
the order of on the t; i of}(t'=hé---1dérnut ation mappi ng, and then obtain:

This is e shuffljng process. 5 {(G(i),M 1)}} =
(G(1) (i )Lﬂwﬁﬁ ﬂ’(&) ?Wﬁuﬂg Process) is now realized. The re-encryption process
Is carried out after the shuffl i&% process has been conpl et ed.

Re- enryption i nvol veiGdhafidng{ g Mé% g, 9f .the encrypted data
wi t hout changing the content of th ”Q’gcrJr ?;e)}j daia” 10 Re-encryption is
necessaryg hgnggrel y changing the positions still allows the
possibility of tracking the encrypted data fromthe bit pattern of the

encrypted dat aTh8hveléhémptiBRHISCASs idcaRdd Bl ﬁfeﬂe;;%f %’é&ﬁ@@bﬁ?c‘ﬁ%—ej’ whi ch

is j-th in the processing priority conbines t

decrypt | basdudrl bempletednt Re <eridibtien o é Enafgigrhlesbiséutahcs gent er
-j to find:
o the encrypted data without changing the content of the encrypted data.

10 Re-encryption is necessary because merely changing the positions still
allows the possibility of tracking the encrypted data from the bit‘pattem of
the encrypted data. ' |

Shuffling means 22 in decryption shufile center 20-j, which isAj-th in
the processing priority combines the public keys of the decryption éhufﬂe

15  centers that come after decryption shuffle center 20-j to find:
| m
¥ =] Jyrmod p
=/

A random number s%; mod q is generated for {(G, M)}y 0. n

which has undergone the shuffling process, whereby {(G'%;, M®)};_ 1.

2, ....n) is found by means of:
20 g g gt m'od p
.M;(ﬂ =IW‘,(D .YSJ(” mod p
The generation of Y;and random number s%; and the calculation of

(/) {f)
g% ,Y®" can be carried out by calculation before the encrypted data list

is received. If the values that have been calculated beforehand are stored,
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1Py, nodp A random nunber s(hj nmod g is generated for ((G-(1),M(i))}{i=i, 2,
.... R which has undergone the shuffling process, whereby {(G (Jj,,
M(131)}(1 1. is found by neans of: 20 G D = GLO . gsju) nod p ~yf(ll =My)
~ YS nod p The generation of Y; and random nunber sOi ani¢ Augest@dd®scul ati on
of gs(f ), YS}" can be carried out by calculation before the encrypted data
list is rthizeievederyptiohffrovabseantitatedle [ orehand are
stored, 15 12 Augrlylgt 2335 this re-encryp?i%a%r"g@ggghggﬁﬁgle%beal ized by a
si ngl e mgrotess éat¢éach dataveespohent.each data conponent. Partial Decryption
Process: Explanation next regards the partial decryption process that is 5
carried out byPRzatial RbcdptiopfPicgesseans 23 in decryption shuffle center
20-j. Partial decryption nmeans 23 uses decryption key xj (a decryption
key that correfpplatation néxt regesiothe Pattidtdacsyptismphecedottidids encr ypt ed
data |ist) possessed by its own decryption shuffle center. 20-j on
{ (g 131, £afriad put byipardial dectypiipnt meensR3 imdecryptient steuffledmmteni20ghi ng
process by 10 _shuffling neans 22 to calculate: M"(!) = M (i) /(Ji))X
md p G (i) Padiahdewyption (ways 23mses; Jeqryption key X; (aacsyptiomr ned to
shuffli ng r’rggagerrent center 10 as the data list. 15 Certification Data
Gener at | SRYPRBEELespYndS inthe sesden [Pt ds attachpd dedbe asicrgptest at i ng

| fication ans In the foll ow ng

certifi Cﬁ%k&fl) .ng)ao%%?gg?@%ry’t its own decryption sh%?ﬂe center 20-j on

expl anat
{GP, MY} 1. 2 ... o that has undergone the order-switching process by

10 shuffling means 22 te calculate:
M"_f(f) - M}(I’) /(G;U))XI mod p
G - g |
Next, {(G'%, M*®)}i- 1,2, ... o is returned to shufﬂing management center
10 as the data list.
15 Certification Data Generation Process:
| Exp!a_nation next regards the process of generating certification
data by certification means 24. In the following explanation, the notation
() for identifying the decryption shuffle center is omitted.
Explanation first regards the method for generating certification
20 data for certificating the generation of {(Gm;, Mmi)]’(i: 1,2, ..., oy While keeping |
| pérmutation mapping & ‘and random number sequence {s}. Here,
{(GPM®)} -1, 2, ., o is generated by the shuffling means which carry out
the shuffling process for the data list {(G'%, MP)}i. 1,2, .. ) by using
permutation mapping » and use the public key information (p, q, g) and
26 the random number sequence {s};=1,2, ..,n. In the following description,

represents a security parameter (repetition number).
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(~) for identifying the decryption shuffle center is omtted. Explanation
first regards the nethod for generating certification 20 data for '
certificating the generation of {(GO1,M)j)}(1=1, 2 .,n) while keeping

~ pernutation mapping a and random nunber sequence {s,}. HeltdAugust2005
{(GAJ3,,Mj)}(;. 1.2, ..., n) is generated by the shuffling neans which

t th f ] f t data list GU,. MUIj)L11 1, 2,
Y by ust o tHieet LR AR sy B n b ot e T iipeRRr i | on
“(p, Q, g? and 25 the random nunber sequence {sj}(j.1, n). In the follow ng
descri pt %ﬂf?om nyra ?@s&@m}érg&%ﬂqf@ﬂﬁ%@rﬁ%’@ﬂ@tﬂrepeti tion number). 16 12

August 2005 1. t pieces of random pernutati on mappings z' and tx n pieces
of random numbers {A‘u'(,th@r.}(vﬁ{gfﬂqénmmped to calculate: Au,v =Gv, u(v)

-gS' (u-V) nod p Bu,v = W, "(v) ")f (UV) nod p for u=1, 2, ..., t, and v=
1, 2,..., n. 2. The follow ng culation is carried out: ¢ =
Hash(pllgllgll Yil{( ,Vﬂﬁy}(@r' 71 gnod oy 11 {(Gf, Mi)}(I =1, 2,
{(A(u,v), B(u,v))}(u=1, 2, ..., t, v=1, 2, .... n)) 10 Here, 11

repr &senfar werhmett.i.om. ad vRefdy @senthng u-th (u=1, 2, ..., t) bit of c as

c[u], the following <calculation is carried out: au =.7r | u and 13(u,v) =
s' (uv), when .ullHe fadiesving calcilation is camiet BOtr, v) =
s'(u,v)-s(n-"ojr'"(u)), when CE ubzl. 15 The generation of pernutation

mappi ngs xU and r andomitesiietlgllg YIH(G) Wibvd 1t he. al{(@l), #Dhn- 0, gs+t. "),
YS' (uw) gHn be carried out by cal cul ations before the encrypted data |ist

is received. If the va{(fsy Batv)haye, Deep, -¢al culpt ed beforehand are
stored, the processing tine can be reduced.
10 Here, || represents connection.

3. Representing u-th (u=1, 2, ..., §) bit of ¢ as c[u], the following
. ~calculation is carried out:

ay =x'y and B = 8y, When c[u]=0; and
oy =7 lon',, and Buy) = s'(u,v)—s{”-am.v @)’ when c[u]=1. .
15 The generation of permutation mappings =, and random numbers {s'w,u}

and the calculation of gs‘"-"', Yjsw-ﬂ can be carried out by calculation

before the encrypted data list is received. If thé values that have been
calculated beforehand are stored, the processing time can be reduced.

| Explanation next regards the method of generating ¢ertification

20 data for certifying that {(G", M")}i -1, 2, ..., n» Which has been correctly
calculated by using private key x that corresponds to one's own public key
y on the above-described {(G', M%)}q=1, 2, ... n) has been sent to shuffling
management center 10 without revealing private key x. | |
1. Random number r mod q is generated.

25_ 2. The \following calculation is carried out:

- ¢ = Hash{pl|qllglIVIHG }u-1, 2, ..., sl HIMIM D} - 1, 2, ... nll
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Expl anati on next regards the nmethod of generating certification 20 data
for certifying that {(G',, M)}(j =1, 2, ..., n), which has been correctly
calcul ated by using private key x that corresponds to one's own public key
y on the above-described {(G;, M;)}(; =1, 2. n) has beer? mgnit 20e5 shuf f
ling managenent center 10 without revealing private key x. 1. Random
nunber r nod q i s gener l‘?&r 25 2. The follow ng calculation is carried
out: ¢ = Hash(pllgllgll?i {’&]}F'I 2, ..., n Il {(M1IMf)}(1=1, 2,

rmd qn)l:I aﬁg a tﬁ%ﬁl:’ﬁltg\téo A P]c')ung ghgh%mﬁagggoé)bgfeg @'@%u%ﬁ |6f ?c;{i g)r(\
data. Veghbiwhaiddve Ef&g@é?rtﬁucﬁﬁghadﬁé' on next regards the verification

process that is carrie ecryption control neans 12. Expl anation

first regards y884i A Fsatdéen of certification data for certifying that
t he process of shu?(;?ﬁ ng nmeans 22 is correct. 1. The foll ow ng

I t d
1o, SRRty PR o

n) Il {(G by di¥crjtiorrdonteol mekahk 12.! Ekpriation tlrsB(*é)gé(t)d)s' th'e(@erﬁléatlo?'n R
vil 2, ..., n)) 2.. If the u-th bit (where u = 1, f] cis c[u],

it is chefeenifitatiohatarfot bertffginigovanthe hedeésof stsuﬁmj hi@ihsl\ﬁgﬁsc[u] = 0:
Au,v = Gau(v) . gp("-v) nmod p
cotrect.
1. The following calculations are carried out based on the

10 published information and certification data:

' ¢ = Hash(pliqllgll YIH(G: M)}i=1, 2, ... nll{(G'5 MY}i=1,2, ..,
- n)
{(A(U,Vh B(u,v))}(d =1,2,...Ltv=1,2, .., n))

2. If the u-th bit (where u=1, 2, ..., ) of cis c[u], it is checked

'1.5 whether the following relation is realized when cfu] =
Auy =Gy~ g"“" mod p
Buy = Me, Y/ mod p
The realizatiqn of the following relation when. c[u} = 1 ié checked.

Ay = Glau{v) ‘g P mod P

20 By =M, (V)-‘r_’jﬁ(u.vl mod p

3. It is checked whether the order of G';, M';is g. When all _
relations have been confirmed, the certification data are considered to be
~ correct. _
Explénation next regards the verification of the certification data
25 that certify that the process carried out by partial decryption means 23 is

- correct.
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= Mau(v) -YjAu/) nod p The realization of the follow ng rel ati on when
cf[u] =1 is checked. Au,v = Gau(V),gfl("? mod p 20 Bu,v = M QU (v) YYP(uv)
mod p 3. It is checked whether the order of Gi, M is q. Wen all
relations have been confirmed, the certification data areizamgestdeo®d to be
correct. Explanation next regards the verification of the certification

data 25 that geniif rocess, cary,ied out by partial decryption

means 23 is cgr' rﬂtef(?tf.yrsigﬁggg%&ui‘segﬁ%ro%ﬁgit‘t%riai' kirst checked vvhlet IhIeE GG =
G'i for all i. ikl . Wwhether: ¢ = Hash (pllallglly

Cri(u = 1, 2,A..2.'%’ﬁ)tf’fb(s%&.‘f’l}%§9§‘?ﬁﬁ%§?', 2. Wl ga yollf @ (MIMi)
'ti =1, 2, .... n)) .5 | nlt ist chacke ether Mqgi =
mod p for all i. Ig)gl_l H?éf’?'%@%’#é'}éﬁﬂff'r'n@@?o‘{rﬁyﬁg’ﬁ’i- ?'i'eé{rfon data are

consi dered to be corre@t:yTHEGEHMT M) deenisicakion and decryption -

certification are in fact 10 carried out at the same tine, and there is
conseQueid rgalizesl.need to send ") that is to be G = G'i for {G']j}(j=1, 2,
n) that is given as the result of decrxqption. Thus, in actual

i mpl enent at i ong- drigythpwmghecked whether M“ns 1i modspfier alhén certi fyi ng

shuffling.. Although gnitted in the foregoing explanation of operations,
the ID gS of ifl‘@' gfﬂﬁ?"PW e rentyBrEnthe eartidicaiiondiaiagie aansidered e cent er

that is %(;]%e correct.

The shuffle certification and decryption certification are in fact
10  carried out at the same time, and there is consequently no need to send
- {G'}i=1,2 .., nthatisto be G = G";for {G"}i=1,2, .., nthatis give-n as the
result of decryption. Thus, in actual impiementation, only {M',-}(,-= 1,2,..,n 18
sent when certifying shuffling. |
Although omitted in the foregoing explanation of operations, the ID
15 of the shufﬂing management center or decryption shuffle center that is the
transmission déstination of dat_a and the ID of the shufiling management
- center or decryption shuffle ce.nter that is the transmission source are
added when data are exchanged between the shuffling management
center and decryption shuffle centers. For example, when transferring
20 data from shuffling fnanagement center 10 fo decryptiori shuffle center 20-
-1, the IDs of decryption shuffle center 20-1 and shuffling management
center 10 are added as the transfer destination and transfer source,
respectively. As another example, when data are transmitied from
~ shuffling managemént center 1‘0 to all decryption shuffle centers 20-1 tb
25  20-m, the IDs of all decryption shuffle centers 20-1 to 20-m andr the 1D of
shuffling management center 10 are added as the transmission.

destinations and the transmission source.
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transm ssion destination of data and the I D of the shuffling managenent
center or decryption shuffle center that is the transm ssion source are
added when data are exchanged between the shuffling nanagenent center and
decryption shuffle centers. For exanple, when transferrint AQusiends from
shuffling managenment center 10 to decryption shuffle center 20- 1, the IDs
of decryption uffle center_20-1 and shuffling managenent center 10 are
added as the tMipdweN refesde FAG. drtodeseribmttesceond esbodimepd ofithel y.  As
anot her exanple. when data are transmtted from. shuffling managenment
cent er l@r?gg%tl 'h"ﬂ@ﬁ??ptaﬁr%emq'ﬂ@r@éﬁtséftgb@fol use whsnZ@shingt he 1 Ds of
al | decrry#tion shuffl cenhe@s 20-%1 t(% 20-mand the ID of  shuffling
managene®t 'COYHIAHS §i§chpaIGhglots,andnite MArAgeRIeHh centart 3G ia added 4ad t he

he secort eebBtikiRe Har B sHiRA Bice fndtmals wEro iopaisiam el

suitapl e;f @ v@ asting anonynous electronic ballots, and vote
managenen égﬁ"f’gp Si‘lfé added to the construction that is provided for the

anonynous decr ¥ptdiyt réé%}t?{y@& \I?@t%rs ,%éc%rﬁ{? E)\g?ell&%tgljs(?&% |V8ﬁn|8:‘p Setr{q?ijem

regi stered voters, seclr paraneters, I'Ng el ection,

and sesske oldwie: dpRPLd oA 1D 1B /b SR RARIIE ThaligBbflensl. Vot e

managenent center 30 adds the a escrib sessi on

above- degentere3d.se¢se inanapehiMicinie A a{do%“tﬁfeeéﬁo\?élﬂ@sér‘?%é@ sﬁggi‘c i i ng.
- managenent. center 10. When the security paraneters wth the a eg sessi on

| D are sébtto the dbover ded@ibmhesgaumiytpaanictersSand tfatidtbidthadmaggenent center
10 carries out the previously described initial setting process (refer to

- FI G141 shufféogceanagémbntaehterfi@ecr yption shuffle centers 20-1 to 20-m
and : When the security parameters with the added sess.ion ID are sent
in from vote management center 30, shuffling management center 10
carries out the previously described initial setting process (refer to FIG. 4)
in concert with each of decryption shuffle centérs 20-1 to 20-m and
15 publishes the obtained public information (which includes, for example, the
public keys and common-pub!ic information p, g, and g). Vote
management center 30 checks whether this public information is correct in
accord_ance witt} the security parameters and then notifies each voter.
When the voting period begins, the voters encrypt their own voting
20 data based on the public information, add their voter digital signatures,
and send the data to vote management center 30. Here, the i-th (where i
=1, 2, ..., n) voter uses the published public key Y and common public
information (p, g, g) to encrypt vote éontent m; as shown below. in this
case, it is assumed that the vote content is selected such that the order is
25 q. | |
| The voter first selects any random number r;mod q. Next, (G, M)

-obtained by:
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15 publishes the obtained public information (which includes, for exanple,
the. public keys and comon public information p, q, and g). Vote ‘
managenent center 30 checks whether this public information is correct in
accordance with the security paraneters and then notifi esizagustaooger. Wen
the voting period begins, the voters encrypt their own voting 20 data

- based on the public information, add their voter digital signatures, and

send the data to votntinkgégem, Xenmed (80. Here, the i-th (where i 1, 2,
., Nn) voter uses the published public key Y and conmon public :

i nf or mat antaken s e ehorgItetiyte \Rite. CURISRNENEHpesd SBRVMaehRIseA t hi S

case, it is assuned that the vote content is selected such that the order
is 25 .imvotEheemer &0 Withsheseieds swandigitandigmatubanacdedrod gq. Next, (G,
M) obtained by: 20 1 2 August 2005 (G, M) =(9, m Yl) nod p are taken
as the encryptik@andieredee aertifiersthatrthe wotedhaspeepatal theceseypted 0 vot e
center 30 with the voter's own digital signature attached. It can here be
cert i i e¥olergata knowiageherearreetopar Edr eampie,rthet idth votet gedatsteknow ng t he
correct m. For exanple, the i-th voter generates random nunber y and then
gener at 2N inunken ¥randthen genamtes agrtifieatien data ai ghduby n@lans
Fbsh(p,q,P,G,ai) 10 ti=ciri+yinmodgq This certification can be verified by
means of@: ci = Hash(p, q, g, GL, al). gt, G c; = al nod p

a;j=g""modp -

C" = HaSh(p: q!glGi,ai)

16 i=cin+y; mod g
This certification can be verified by means of:

¢; = Hash(p,q.9.G;, ;).
g' G - q mod p’
Alternatively, the i-th voter may also generate random number ¥
~15  and then generate certification data a and t; by means of:
aj =g’ mod p
¢; = Hash(p,q,9,G;, o)
lj=y;—c;fmod g |
This certification can be verified by means of:
20 ¢; = Hash(p,q,9,G;, o)
"G =a; mod p

Vote management center 30 accepts the ballots after verifyilng the
signatures, confirming the voters' voting rights based on the registered
voter list, and checking for double voting. When certification data have

25 been added, vote managément center 30 accepts the ballots after
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Al'ternatively, the i-th voter nay al so generate random number y 15 and
then generate certification data a and ti by neans of: air = gr, mod p ci =
Hash(p, q, g,G,ai) ti=yi-c;rinodqg This certification can be verified by
means of: 20 ci = Hash(p, q, g, G,ai) gt, G 1 = ai nod pMsgust 208hagenent
center 30 accepts the ballots after verifying the signatures, confirmng

h t Lot I.ght s, based,.on.the registered voter |ist, and checking
for doubPadibRaly Yednudnd ertiucation daka.a Wiagh the s alegperiemandsot o

ggg?tg iegﬁg{)lie;ﬁ%b%b]eﬁ]oqﬂcch%ﬁéigb?ﬁglﬁgl&{cgtsﬁtiﬁ%b%{uoﬁéﬁq Eéﬂagthégzgeri od eg?:a
' i ts, and.sen he encry
vote da aeHEred SGEE Bate thel 1R AEEE RSl 92?%2?8?%2?5 f#da?a iﬁ h digiia
deorypt | Annigfal GHnafrss Hddd SRS Bl Ghea pRater TR g
-mnagﬁﬁeﬁﬁoﬁﬁﬂbﬁé.é&rﬁ?&dré v @g§te'iﬁ'e %@rééé{/iﬁgyth%e&%ryﬁg%d Hﬁgasﬁﬁe viously

descri bed decryption cess, and returns decry s and

certi fi cohuffig!aiahaderionCodMBRAESLyBRIAS ddth 1Y0hF TREHIBTRE Cout o 39

collects the decryption results that i as rece

voting dptenviaurgly aleeetibeddddigptic’s préSess, Mavd rétafes mé\aebﬂgpgioﬁ 8 to

describe the third enbodi nent of the present invention. "The present
enbodi nmereisuits and cetiification dete torvateanynaygsnRIre Gendr gobi ddi ng, and a

bi ddi ng managenent center 40 has been added to the construction that is
provi ded for t\Veteamanpgeoeent center 30 collects the decryption results that it
10 has received as post-decryption voting data and announces the results.
Next referring to FIG. 8 to describe the third embodiment of the
present invention. The present embodiment is suitable for use in
. anonymous eleétronic bidding, and a bidding management center 40 has
been added to the c‘0nstru¢tion that is provided for the anonymous
15  decryption system shown in FIG. 1.

A bidders list, security‘ parameters, bidding period, and session ID
are applied as input to b_idding management center 40. Bidding
management center 40 adds the above-described session ID to the above-
described security parameters and transfers them to shuffling

20 management center 10.
: When the security parameters with the added session ID are sent
in from bidding management center 40, shuffling management center 10
carries out the previously described initial setting process (refer to F_IG. 4)
in concert with each of decryption shuffle centers 20-1 to 20-m and

25 publishes the obtained public information (which includes, for example, the

: bublic keys Y and common public information p, g, and g). Bidding

management center 40 checks whether this public information is cotrect in
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15 decryption systemshown in FIG 1. A bidders list, security paraneters,
bi ddi ng period, and session ID are applied as input to biddi ng nanagenent
center 40. Bidding managenent center 40 adds the above-descri bed session
ID to the above- described security paraneters and transf ¢ Audusie2oos o
shuffling 20. managenent center 10. \Wen the security paraneters wth the
added session ID are. sent in from biddi ng managenent center 40, shuffling
manageneaccareanee vith tivasecedtyopardretars oty ngea&s ehed Higiéi.al setting
process (refer to FIG 4) in concert with each of decryption shuffle _
centers 20-1 tWhziheabiddaty pehibtdieging htheobidgiens & nemabti Bl miven i | on
(which-includes, for exanple, the public keys Y and conmmon public

i nf or mat Valnep bagedann thyy pubiid dhfogmation gehetiteichitder digitalnsighatusbst her this
public information is correct in 22 12 August 2005 accordance with the
secur i t yapd sgrettbesdatadotiddingomanageeenthcéntedd0. Cwtidication dawdiong peri od
begins, the hidders encrypt their own bid val ues based on the public

i nf oPmat $YRfvingdhahthe bﬁt&n&kn@m thair ewgrkidwaddes (eentifisatidntdadadat a t o

bi ddi ng tlrtrlaﬁg\aﬁgerrent center 40, Certification _data for 5 certifying that the

bi dder s e Sailar e cartifigatios daia deserikad tntheasacendt are sinilar to
-the certjification,data,described in the second enbodinent) may be
transmi t‘%'@bc’g{m?ﬂ'f)s’nﬁyrﬁ)&ﬁ%ﬂﬁwtﬁ%@ ﬁ‘éﬁg'&eth@ﬁt center 40 accepts the bids

e et 1 Bl R e A B0 R i i o

Cer L LRerSe! oloBne, AR s b B SR A wen

the ;bi gﬁ%ﬁtggﬁggkipgeegggwg BRidIHg. WRRACERNiCAROh Yatd eV RS0 HGFP! ' N9
sent, bidding management center 40 accepts the bids after additionally
verifying the certification data. When the bidding period ends, bidding
rﬁanagement center 40 stops accepting bids, and sends the encrypted bid
values that have been accepted as an encrypted data list to shuffling

1 5  management center 10 of the anonymous decryption system. Upon
receiving the encrypted data list, shuffling management center 10 decrypts
the data list by means of the previously described decryption process, and
lreturns the decryption results and certification data to bidding
ihanagem_ent center 40.
20 Bidding management center 40 announces the decryption results

that it has received as post-decryption bid values.

Next referring to FIG. 9 to describe the fourth embodiment of the
present invention. The present emb.odiment is suitable for use when
conducting an anonymous electronic survey, and receiving center 50 has

_25 therefore been added to the construction that is p'rovided for anonymous

decryption system shown in FIG. 1.

A respondent list, security parameters, survey petiod, and session
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val ues that have been accepted as an encrypted data |ist to shuffling 15
managenent .center 10 of the anonynous decryption system Upon receiVving
the encrypted data |ist, shuffling managenent center 10 decrypts the data
list by means of the previously described decryption procesaygustEdosr et ur ns
The decryption results and certification data to biddi ng nmanagenent center
40. 20 Bi ddi ng managenent center 40 announces the decryption results that
it has r Hoeaire appliedpassinpdd doypeeivindcdntaal 502s Rebeiting ebatar 5@atidsFIG 9 to
describe the fourth enbodi nrent of the present invention. The present
enbodi nmethe rboveidesioribetigeasien Wida the aivet describrechaeoyrityus el ect roni ¢
~survey, and receiving center 50 has 25 therefore been added to the

const r ucPREHMEHIS arsigtfaaefed@dhemtcaablmfilmglarmgﬁm@m oenteydidem shown in
FIG 1. Arespgndent |ist, security paraneters, survey period, and session
23 12 August 290%N thespecyyily parameters with the added spagiobdit are sent Recei vi ng
cent 50 adds the above-descrjbed session ID to the above-descri bed
secur? t yiN PAPLFRGRYIRILRDer éﬂstP&'E‘%é‘ﬁ@'ﬂ%ﬂ@ﬁﬁm renridhageiseuicent er 10.

AN LR i S R e AR
o e st EgaL B R 65 25t Byftahas . Sohee”
oLt neoBbi 6B TR RS ol SRR e R 5
et SRR SIS , PR ReBSEAIGERTRI 4 IndlR S50
- begifs, WhetH&sPeNPanks irfeemulibnti8 Kotré™in accordance with the security
| parameters and then notifies each survey respondent.
When the survey period begins, the respondents encrypt their own
survey responses based on the public information, add their respondent
digital signatures, and send the data to receiving center 5_0. Certification
15 data for cértifying that the respondents know their own survey responses
(certification data that are similar to the certification data described in the
secondA embodiment) may be transmitted at this time. |
Receiving center 50 accepts the survey responses aftér verifying
' the signatures, confirming the respondents' right to.respond based on the
20 respondent Ifst, and checking for double responées. When certification
| data have also been sent, receiving center 50 accepts the survey
responses after additionally verifying the certification data. When the
survey period ends, receiving center 50 s’tops' accepting survey responses,
-and sends the encrypted survey responses that have been accepted as an
25 encrypted data list to shuffling management center 10 of the anonymous

decryption systerri. Upon receiving the encrypted data list, shuffling

management center 10 decrypts the data list by means of the previously
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survey responses based on the public information, add their respondent

. digital -signatures, and send the data to receiving center 50. Certification
15 data for certifying that the respondents know t hei r own survey responses
(certification data that are simlar to the certificationiZitugastd8gri bed in
the second enbodinent) may be transnmitted at thi shti me. Recei ving c](ca_nte_r
50 accepts the survey responses after verifying the signatures, confirmng
t he kengﬁéﬁﬂpgd qch!%/ﬂfi%pm(‘eeﬁﬁomdo@é@m%ﬂnetd\@crygtlonarepuhsi@:mu list, and
checki ng for,. doubl e responses. Wien certification data have a! so been sent,
recei vi nGeEY W“Sgaté‘c’@erﬁc@“{"ﬂ@ CeM&eH0. responses after additionally

erifying the gertification ta. Wien the  survey period ends, receiving
\éent e¥ 58 st op5'eSERENY Pﬁ@g%lﬁ@@?”%’ﬁ%ﬁé'é%,decé)fﬂ)t‘%fﬁﬁéﬂﬁ@aéﬁd'ﬂ%t ed survey

' : dd i
a1 i oy e BT BP5Te AR dBanitiatbus. decrypti on System Upon
e dhiatior B AaRRRE o oo g Blin dii® ot AN I B e ccr i bed
[ i : ! ' [ | £ d_. | fication
Gara o | CuReQRaTof LR EoRERMRS BN RYANaNED of Ueh 3t A BloustEdbly vt i on

resul ts ghaintbt ohfifird PARG 4aflaRd BYLYAKIdeFSROTN SIS S 1heSGhYRELgn- 5 In
Pbgtg e O%I% td;1 L1! P

addition to the descr nment.s, e convenien veriticatron of the
correct nfsrinlas rolAingPlol i Sértifihfloh bthiicCal BhlySSIRel oRimpflo CAR g Of Lhird

" party can al so be considered. In addition, the nunerica as relating

to the cexpedtiicahé ant omn kediigrerioslat mEifienAoRs of tR8%o@Aula@%paft in the art
can easily arrive at nodifications of the fornulas that 10 woul d produce

t he ¥hnmewoukliptadudeothensamle fesultdppl i cation in | ndqglr)L

Potential for Application in industry:

As described in the foregoing explanation, the present invention
enables the décfyption of an encrypted data list by merely exchanging
data between a shuffling management center and decryption shuffle

15 centers and thus has the merit of eliminating the need for the complex
management processing such as in the anonymous decryption system of
the prior art that uses an electronic bulletin board system.

In the present invention, moreover, the shuffling management
center and decryption shuffle centers generate public information that

20. includes public keys for encryption in concert based on security
parameters that are received as input from the outside, and as a result,
the present invehtion has the further merit of enabling easier and more
reliable i'ﬁitial setting operations.

Still further, a decryption shuffle center that manages the

25 decryption key, which is the important secret, does not call for direct
connection with an electronic bulletin board system that is in turn

accessible 'by an unspecified large number of peoples, and the present
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As described in the .foregoing explanation, the present invention enables
the .decryption of an encrypted data |list by nerely exchangi ng data between
a shuffling nmanagenent center and decryption shuffle 15 centers and thus
has the merit of eliminating the need for the conplex nma 05
processi ng such as in the anonynous decryption systemof the prior art
that uses an electronic bulletin board system In the present invention,
nor eover jnuemtioshsfthereforerertreenalptadvaatdgsowntrodetie/ plardpoiitudif | e centers
generate public information that 20 includes public keys for 'encrypti-on

i n concesechityed-enherdheidonsparctivatafrthetdetryptien shaéie edntssicapuie f rom t he
outside, and as a result, the present invention has the further nerit of
enabl i ngceneeriratastinmenly theqirpadsses relating tedheideprppiésrakepmnd thiei | | ,
further, a decryption shuffle center that manages the 25 decryption key,

whi ch i sfyndionser cammyeiedion wisk sheshutlling menagement ceatementdi on with an
el ectronj,c bulletin board systemthat is in turn accessible by an '
unspeti f IRIPTesesy invemion Biergées laas thafurtiher mesi @fenzbling sAugust 2005
invention:is therefore extrene adyant ageous from the standpoi nt of
security® eﬁ’[}’rpﬁ'ﬁé’rs’ﬁ“ﬁﬂ@ qEsHet %ggirﬁﬁ“%?é !'%@ cBPast paskagayf Finalyetfieer s can

the 1 uneeruRt TahaaBRiati et G5 Rackir o RBY iman ARsREBhUMICtE of , and
decrypti 81 Shafdl GOl I Sl Rlfq endofingHt coflaitd Hathall® F nar [y, the
Shar od beTHRerCTRer el pRREraulih, BT IR ol ol Bl IRBAR RbrbH Bl s e ™ °
MR o At R S A T R S S S

and services such as electronic voting, electronic bidding, and electronic

surveys can therefore be realized with- a high level of security.
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and services such as electronic voting, electronic bidding, and electronic
surveys can therefore be realized with a high I evel of security. .26 12
August 2005 CLAIMS 1. An anonynous decryption system which takes as input
an encrypted data list that includes a plurality of itenmd?8vushed%pt ed
data that have been encrypted by a specified method and specified public
I nformati on and which supplies results of decrypting each item of
encrypted data without relation toChAIBtSon the |ist; said anonynous
decryption system conprising: a shuffling managenent center for, when an
encrypted data list is received as input fromthe outside, transferring the
encrypted data list to a decryption shuffle center, and when a data |ist
i's returned frbm/YhRECRYT@ESARSTYRIOR KYstara Wueh dakes apdnpithgnsai d data

g T N SRR Y
oL RSB o0 R o e BALABICS 202 o
o et G A A A 2 L0
et st R A R S, L

sl o B BT of * bncrypted data vi thout relation (6
order on the |ashuffifl ARG RAE ceARST MHPL vABN TS ERBNWFIER dath N8t is
B - received as input from the outside, transferring the encrypted data list to a
decryption shuffle center, and when a data list is returned from said
10  decryption shuffle center, supplying said data list as a decryption resulit
list; and |

the decryption shuffle center for subjecting an encryhted data list

which haé been transferred from said shuffling management center to both
an order-switching process using public information and a partial

15 decryption process using a decryption key possessed by that decryption
shuffle center and r‘eturning the resulting data list to said shuffling

management center.

2. An anonymous decryption system which takes as input an
-encrypted data list that includes a plurality of items of encrypted data that
have been encrypted by a specified method and specified public
information and which supplies results of decrypting each item of
5 en(irypted data without relation to order on the list; said anonymous
: d_ecryption system comprising:

a shuffling management center for accepting an encrypted data list
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a shuffling nmanagenent center for accepting an encrypted data |ist 27 12
August 2005 fromthe outside; and a plurality of decryption shuffle centers
each possessing its owm 10 decryption key; wherein: said shuffling
managenment center transfers an encrypted data which that13Augnet0Pecei ved
to a first decryption shuffle center; said first decryption shuffle center
subjects the encrypted data list 15 that it has received fromsaid
shuf f | i nioratiigeutside;cader to both an order-switching process using
corresponding public information and a partial decryption process using a
cor r espondi ng ekapt ehdeerypling shdfle cedtesneacte papeesYnedtsaoWnst to said
shuffling nmanagenent center; said shuffling managenent center transmts the
dat 49 i s#e¢yRIIOAALY; 20 been returned fromsaid first decryption shuffle
center to a secgnd, decryption shuffle center; and said shuffling
managenent cent8F®lpplies the data list that is returned froma | ast
decryption shuff.le c? ter as _a decré%':ni on, res An,_anonynous

i 't

|t list. 3

decrypt i on. systathSi R9:RBgIgmeY %rntragﬁﬁqr§&rbantaré{lp£eql &2t hat
i ncl udes, a: Rl wralJ |t of .enc t h have been encrypted
by a spevglﬁ’fdl%e aﬁéﬁ’ﬁ%%?%%%"gﬁ&% T”gsg %thgorgghﬁgfengﬁtgﬁ, and whi ch supplies
results of de ' i ; | Nt ed dat a
sl ol oS BaBa h S SHHer KGO SchByERE, SRRAYEE o0 o
SySH@m CpiaRiit $hd Bacdlved Wdrh is24d SROFIRGIANSGE R cBRtertoPbatieahty of
decryption shuffle centers each possessing its own decryption key;
wher ei n:order-switching process using corresponding public information and a '

partial decryption process using a corresponding decryption key and then

returns resulting data list fo said shuffling management center;

said shuffling management center fransmits the data list that has
20 been returned from said first decryption shuffle center to a second
decryption shuffle cénter; and

said shuffling management center supplies the data list that is

returned from a last decryption shuffle center as a decryption result list.

3. An anonymous decryption system which takes as input an
encrypted data list that includes a plurality of items.of encrypted data that
have been encrypted by a specified method and specified public
information and which supplies results of decrypting each item of

5 encrypted data in the encrypfe’d data list without relation to order on the
list; said anonymous decryption system comprising:

a shuffling management center, and a plurality of decryption
shuffie centers each possessing its own decryption key;

wherein:

10 . said shuffling management center comprises a construction that,
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10 said shuffling managenent center conprises a construction that, 28 12
August 2005 when an encrypted data list is received as input from outside,
transfers said encrypted data list to the decryption shuffle center that
is first in processing priority; when a data |ist is ret1zrAmgdst2oe8m a
decryption shuffle center other than the decryption shuffle center that is

st BRRSTEAR e EHeAAINY b BN A R GH, fehes o
D0 Vo8l et i SR S ML oS PRl LRGN & dote 11
decr oL BB SRR Sindadd IR i d! GRS 0 RpSH Shims PPl o

decrypti ganahuifidey deE3PUbhATRfle CRITMA IRt iR BrosedyiAgT> an

encrypted data li1st that I nsferred in from sai

centyey torioRhM tRimsAEdesaig Wdta Nisheh A WL BEeH ThlineBUYB! 4 debRfptiomet i on and a
partial decryption process using a decryption key possessed by that

decr ypt i sufgleuddriter grittismexand pretaysing pribeitydatter the dechipticesshtdfleg from
this processing to said shuffling managenent center. 4. The anonynopus

decr ypt i centsy shatmedon@disaid datadistian dn eRcrypted datablist;camd sdieth decrypt i on
shuffl e center conprises a construction for reporting to said shuffling
managenetatadisttie rettened ffranattherdaargptiom shuffecenterithahisnigspitocess has been
carried out correctly and that the partial decryption process has been
carri ed pocessingdionty, supphies sashdataulisire aydrarpptien seswi isk@rdl ng to
claim1, 2, or 3, wherein said dec&mgtion shuffl e center conprises a

congPruction fach ek s yption shuffie sentars qomprses akansdruction
Carri od 1Bat SUBIGaLE Ay TAPIFHEpts [Fab RS AT oh M oGsSathas been carri ed
out cor rs%}fhf’ﬁg %%‘Aab%ﬂ%r%ti @echtgpttf %'oﬂ‘\ an order-switching process using . '
public information and a partial decryption process using a decryption key
possessed by that d‘ecryption shuffle center, and returns the data list

25 resulting from this processing to said shuffling management center.

4. The anonymous decryption syétem according to claim 1, 2, or 3,
wherein said decryption shuffle center comprises a construction for
reporting to said shuffling management center certification that the order-
switching process has been carried out correctly and that the partial

5 decryption process has been carried out correctly.

* 5. The anonymous decryption system according to claim 1, 2, of 3,
wherein said decryption shuffle .center comprises a construction for |
attaching, to éaid data Iisf that results from processing, certification that

-fhe order-switching process has been carried out correctly and the partial

5 decryption process has been carried out correctly, and reporting to said
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29 12 August 2005 shuffling nmanagenent center. 6. The anonynous decryption
system according to claim4 or 5, wherein said shuffling managenent center
conprises a construction for verifying that certification perforned by a
decryption shuffle center is correct. 7. The anonynous deZAggaki2nossystem
according to claim4 or 5, wherein said shuffling nanagenent center
conprises a construction for, after verifying that certification perforned
by a decslyfflinghmandddroenkoerteris correct, transferring a data list that
has been returned fromsaid decryption shuffle center to a decryption
shuffl e center having next processing priority as an encrypted data |ist.
8. The anonynous_decryption system according to claim4, 5 6, or 7,

" wherein said shuflthe agonwnayemaaryeien sysiesmacreeding te et 4rfi%n f or
adding to said decryption result list certification that has been reported
from al | WHEERIR 1A $hiiling reapagerant seateiugpmprisgs # ceisirection Kt put . 9.
The anonympus decryption system accoyding,to claim1, 2, or 3, wherein

sa o shoYeRIing FiAnARHBRRTGR ROROTTIRN Q4 AGRYPYRR FINTLS GePler cent or -
conprise _constructions for "carrying out authentication of a sender during
communi ¢8R 10. The anonynous decryption systemaccording to claiml, 2,

or 3, wherein said shuffling managenent center and said decryption shuffle
center conprise constructions for adding to comunication data a digital 30

oyt 2SO STHPAHORY oS JARIBI TSGR A Rindto i P o1S
' wherein said shuffling management center comprises a construction for,
after verifying that certification performed by a decryption shuffle center is
correct, transferring a data list that has been returned from said decryption |
5 shuffle center to a decryption shuffle center having next processing priority

as an encrypted data list.

8. The anonymdus decryption system according to claim 4, 5, 6, or
7, wherein said shuffling management center comprises a construction for
adding to said decryption resuit list certification that has been reported

“from all decryption shuffle centers and supplying a result as output.

9. The anonymous decryption system according to claim 1, 2, or 3,
wherein said shuffling management center and said decryption shuffle
center comprise constructions for carrying out authentication of a sender

- during communication.
10. The anonymous decryption system according to claim 1, 2, or

3, wherein said shuffiing management center and said decryption shuffle

center comprise constructions for adding io communication data a digital
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3, wherein: for the same object of processing, a common session ID is added -
to mutually relevant public information, encrypted data lists, and 5
decryption keys that are possessed by decryption shuffle centers; said
shuffling managenent center conprises a construction for, 12nigRt 30m5d
shuffling managenent center transfers to a decryption shuffle center an
encrypted data list that corresponds to a particular session |ID, and when
sai d shuflanalgreaahadeansiission seutteansfers a data list to which 10 a
particular session ID is added and that has been returned froma decryption
shuffl e center to another decryption shuffle center as an encrypted data
list, adding s?i d_[ﬂ]articul ar session. IDto said en(g,répte . data list and
transmitting alfesul® RRNAAROCNS agryphon s¥stRee APEPIYRIdRFAI T, €effer; and
15 said gdecryption shuffle center conprises a construction for, when an
encrypte ’Wﬁeﬁni"st to which a particular session |ID has been added is

or der - v tchi 9B aa€ sl of MBEEPREC AR BN SosaibRiDLs bl Ceula
Gecrypti STASalRy et RReRuLRERAMIRARY, ot Bt MGl BH 2 i ng s

A . ! ! . e
par tigul ggc @rl;l ysHa &e%ﬁ?age@f@%&@%ﬁnﬁlé%EHEé]‘s“g said data

list to sai"d shuffling man e anonynous decryption

system accor di ggidtshuffitiginhnagenfdnt contéh8bRiptisedla &4ndiQedén 2005 said
shuffl i ng managenent center conprises a construction for, when a security

S i
L center an encrypted data list that corresponds to a particular session ID,

and when said shuffling management center transfers a data list to which

10 a particular session ID is added and that haé been returned from a
decryption shuffle center to another decryption shuffle center as an
encrypied data list, adding said particulaf session iD to said encrypted
data list and transmitting a resulting data list to the decryption shuffle
center; and | |

15 said decryption shuffle center comprises a construction for, when
an encrypted data list to which a particular session ID has been added is
-transferred in from said shuffling management center, darrying out an
order-switching process using public information to which said particular
session ID has been addéd, carrying out a partial decryption using a

20 decryption key to which said particular ID has been added, adding said

particular session ID to a resulting data list, and returning said data list to

said shuffling management center.

12. The anonymous decryption system according to claim 1, 2, or

3, wherein:
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shuffl e centers of said generated common public information; and when
public keys are returned fromall decryption shuffle centers, both
generating public encryption keys based on the public keys from all
decryption shuffle centers and publishing public informt ibfudubietoos ncl udes
10 said generated public encryption keys and said common public
I nformati on; and said decryption shuffle center conprises a construction
for gener at i repid shuiblling rkenagachent dectgrptdrpricey abeonsdruntiosoforpn publ i c
information that is reported fromsaid shuffling management center and 15
r et ur ni nyheaiaisgewdyparamsipr icreeajveadasanpuk eneratieg sanugemguiblicent er .
13. The anonynpus decryption system according to claim12, wherein said
decr ypt | BfOERRHGN Baged i SeigngRGUIY paredeier notifing fadk deqiygkonr et urning a
said shuff]j managenment center, 'adding certification that

bl i k

Egi dl gubgl%/‘éftﬂ%éiﬁmﬁés Bg%idlcélf?g%"@tt? cganeea fsbliginfasmation: @rkuW88Nd publ i ¢
k t i d. ffli ) t t . 14 , d ti

S50t om SUTIRENS pef e PRBd o i tiol Shubl FEMRS maiy aant cont or

i NSt ti for. i f.vi th tifi 1 that h b

ooy ; SefeERRRAEIR PRelBln IR B AR e RRTE N RADR cvrem
accordi n@eé&gﬁbﬂ'éﬂu% e%ngérs aeﬂi‘gpﬁh .iﬁg'p%n‘i#&%f&dr aJFF{}gaHEiHBf&tde%eF“er
conprises a onstructrl on or pu I SNl N a pub | C ey an a éertificate

t hatypghas pctels) i j RUGY -t ogether with
publ-1i02 i%%gfq%t | oﬁé.H &g?ﬁ¢ﬁ§c%wyﬁ% éégrypt ?g’rﬁﬁg@ em'gccordi ng to claim
12,  whephedinm&stidst s fling management center and said decryption shuffle

center conprise constructions for carrying out- sender authentication
during comunigfdid¥tryption shuffle center comprises a construction for

generating a public key and a decryption key based on common public
information that is reported from said shuffling management center and

15 returning said generated public key to said shuffling management center.

13. The anonymous decryption system ‘acco,rding to claim 12,
wherein said decryption shuffle center comprises a construction for, when
returning a public -key to said shuffling management center, adding
certification that said public key has been correctly generated and

5 returning said public key to said shuffling management center.

14. The anonymous decryption system according o ciaim 13,.
wherein said shuffling management center comprises a construction for

verifying that a certificate that has been added to a public key is correct.
15. The anonymous decryption system according to claim 13 or 14,

wherein said shuffling management center comprises a construction for

publishing a public key and a certificate that has been added to said public
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17. The anonynous decryption system according to claim12, wherein said
shuf fling managenent center and said decryption shuffle center conprise
constructions for conferring a digital signature of a sender to
communi cation data. 18. The anonynous decryption system atZArgdst®§08o claim
11, wherein said shuffling. managenent center conprises a construction for
adding, in addition to said session ID, a shuffling managenent center 1D
that is &epftegethgrwith pablicinfbfinatignmanagenent center, a decryption shuffle
5 center IDthat is conferred to a decryption shuffle center that is the
transm ssion destination, and a signature of that shuffling nmanagenent
center when transferrlng an encrypted data list to a decryption shuffle
center. 19. ThiBardify/ABeRYmessrarsplicy systenaaseptling toclainaidih 11,  wherein
sai d decryption shuffle center conprises a construction for addlng, in
addi t i onWerein spidesduifiing managawaqr@w andraid desptntion shufflgr s
conferred_tp that decr R on shuffle center, a shuffl managenent center
Dt har - PentEainease cORSLIRNSS For Garcy Ra il TRE A BRICE e o1 gnat ur o

- of that egrﬁpt%ﬁ h%ffle center when returning .a data list to said

shuf f1ing"939%% Wﬂﬂgf b5 managenent center. 20. The anonynous decryption

-"system according to claim19, wherein said decryption shuffle center
conprises a construction for adding data certifying that the

or der - svvi_t' chi narpgfeﬂge ?gﬁﬁogg%& ﬁggeen %F‘%QJXO&?% q%t a certifying

that the parti pr oces carrl cortectly when

returni n@h%r@ﬁ@aﬁ'sﬁﬁ;fﬂlﬁ sfﬁaﬁagemé‘dt'dwteﬁﬁﬁ&%'f@abcﬁeﬁ%wshum%l The

anonynous decryption sys em according to claim8
center comprise constructions for conferring a digital signature of a sender

to communication data.

, 18. The anonymous decryption system according to claim 11,
wherein said shufﬂihg management center comprises a construction for
adding, in addition to said session ID, a shuffling management center ID
that is conferred to that shuffling management center, a decryption shuffle

5 center ID that is conferred to a decryption shuffle center that is the
transmission destination, and a sighature of that shuffling management

-center when transferring an encrypted data list to a decryption shuffle

center.

19. The anonymous decryption sysiem according to claim 11,
wherein said decryption shuffle center comprises a construction for adding,
in addition to said session lD, a decryption shuffle center ID that is
conferred to that decryption shuffle center, a shuffling management center

5 ID that is conferred to said shuffling management center, and a signature

- of that decryption shuffle center when returning a data list to said shuffling

33




wherein information that is supplied as output by said shuffling
managenent center conprises: a shuffling managenent center ID that is
conferred to that shuffling managenent center, an encrypted data list that
has been received as input fromoutside, a decryption reshdgubtizetsfor that
encrypted data list, a session IDthat is conferred to said encrypted data
list, all data that have been returned fromall decryption shuffle centers,
10 and anmirgigeimest edntehe shuffling managenment center. 22. The anonynous
decryption systemaccording to claiml2, wherein said shuffling managenent
center conprises a construction for, when reporting conmon public
I nformati on and security paraneter to decryption shuffle centers, adding:
a shuffling nmed@gdienancreymeusidecrpiion systenf accerting o ledainshof f 11 ng
managenent center; 34 12 August 2005 decryption shuffle center I1Ds of all
decr ypt i Whesginfgdid desnyptien shuffle pentesoonierisspaiconstnugiosdesiadding, and 10
a signature of that shuffling nmanagement center. 23. The_anonwmus
decr ypt i data egidifdnpdbabing prderoswitehingirosess has hern earriethpdt decrypti on
shuffle center conprises a construction for-adding to information that is
" r et ur ned®®@eall ADA dataCartrRE Hank thecparial dgceyhtion pragessRfReAR center 1D
that s CORIGE 8P obRestl A ety TARRIRIES soid Tnaing"e Session 1D

management center.-

- 21. The anonymous decryption system according to claim 8,
wherein information that is supplied as output by said shuffling
management center comprises:

a shurfﬂing management center [D that is conferred to that shuffling
- 5 management center‘, _ |

an encrypted data list that has been received as input from outside,

a decryption result list for that encrypted data list,

a session 1D that is conferred to said encrthed data list,

all data that have been returned from all decryption shuffle centers,
10 and

a signature of the shuffling management center.

22. The anonymous decryption system according to claim 12,
wherein said shuffling management center comprises a construction for,
‘when reporting common public infqrmati,on and security parameter to
decryption shuffle centers, adding:

5 a sh_uffiing management center ID that is conferred to that shuffling

management center;
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a decryption shuffle center ID of that decryption shuffle center; and a
signature of that decryption shuffle center. 24. The anonynous decryption

| system according to claim12, wherein the public information that said
shuffling managenent center publishes conprises: a shuffh2aggusezoagenent
center IDthat is conferred to that shuffling 5 managenent center; the

| session ID, a security paraneter; a public encryption key; decryption

~ shuffle cent erdeegypgpnahuftie ceppen dis ohallidasrypinesbuffiendenters gbat i ¢ keys
t hat have been generated by all decryption shuffle 'centers. 25. The
anony mouBeHeENIRGYRLAYt em according to claim4, 5 9, 35 12 August 2005
or 13, wherein certif,i_c?léi'on that is realized by a decryption shuffle
center can beth®e?¢$918R 1By aRdi hird party. 26. The anonynmous decryption
syst according.to .claim.1 r 3, wherein said decryption shuffle
cent€f conpri s%g'%f‘%tHﬁ%P?}J@ti %H"fﬂlﬂg managamentee™ehorti on of data that are
used in an order-switching process before input of an encrypted data |ist,
and when an encrypted data |ist has 5 been received as input, carrying out

advance. 27, e SHSRRSTETRE e SR e At Bl T s herein
or t1 on_ BPeR A e o SAUMRPEBRIC SorpRBRe sioiatbtbior SRl 7, 1 *
certifyi fgirfhahafidn aels R f0a RhERIRY hanagehfiit dephar:e input of
a shuffling management center ID that is conferred to said shuffling
5 management center; | |
the session I1D;

“a decryption shuffle center ID of that decryption shuffle center; and

- -a signature of that decryption shuffie center.

24. The anonymous decryption system according to claim 12,
wherein the public information that said shuffling management' center
publishes comprises:

a shuffling management center ID that is conferred to that shuffling

5 management center;
| the session ID;

a security parameter;

a public encryption key;

decryption shuffle center IDs of all decfyption shuffle centers; and

10 public keys that have been generated by all decryption shuffle

centers.

- 25. The anonymous decryption system according to claim 4, 5, 9,
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an encrypted data |ist, and when an encrypted data list is received as
I-nput, generating said certification data using data that have been

- calculated in advance. 28. An anonynous decryption system according to any .
one of clains | to 27, conprising a vote managenent centtrAwgostcn0s s

provi ded for: accepting encrypted vote data that are sent from each voter,
said- 5 encrypted vote data being vote data that have been encrypted based
on sai dopdBi whereingatiification thahissesliged hy @decyyntion shwiledeanter sel ecti ng
legitimate encrypted vote data of legitimate voters; and transmtting the
sel ect edC8RbeyRIied By @ tidpadyan encrypted data 36 12 August 2005 1 0

- list to said shuffling nanagenent center. 29. The anonynous decryption
system according to claim 28, wherein: each of said voters transmts to
said vote nman rrq.nt center certification data fo certifying. that vote
data have bee%‘orh@cﬁ‘m?fny'@ﬂﬂ? EYpUothaYsiany ageeEing Aa s 3eﬂfer )

conpri se t tjon for verifyi certification data that have been
Cranom ¢ pelEReR S By Bin st Bl Yo iBhinnnds b BhslitioBahdgt  om
accordin I al ris . ddi n nagemnment
center whleBRle AR0n of Bt &8 oo B AR orRel e bRETR: are sen
from eac | i | hekyval t ed. on
sai d pubP?ﬁBr?ﬁfﬁ%?%f?%%;m@ﬁggwgl rt’o%g%n@n%?%ﬁe re ell%@(e:& ‘E‘n@yﬁid bi d
val ugs | BakhirBBi%ed as input, carrying out the order-switching process using the

data that have been calculated in advance.

27. The anonymous decryption system according to claim 5,
wherein said decryption shuffle center comprises a construction for
calculating a portion of data that are used in generation of certification
data for certifying that an order-switching process is correct before input of
5 an encrypted data list, and when an encrypted data list is received as input, ‘
generating said certification data using data that have been calculated in

advance.

28. An anonymous decryption system accarding td any one of
claims 1 to 27, comprising a vote management center which is provided
for: ‘

accepting encrypted vote data that are sent from each voter, said

5 encrypted vote data being vote data that have been encrypted based on
said public information;

from among the encrypted vote data, selecting legitimate encrypted
vote data of legitimate voters; and |

transmitting the selected encrypted vote data as an encrypted data
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encrypted bid values of legitimate bidders; and transmtting the selected
encrypted bid values as an encrypted data list to said shuffling
managenent center. 31. The anonynous decryption system according to claim
30, wherein: each of said bidders transmts to said bi ddiawugistrzagement
center certification data for certifying that bid val ues have been
correctl encrypted; and said bi ddi ng managenent center conprises a ,
consklt uctistde gaid shuéifingynagagemeint iceatéron data that have been sent in from
each bidder. 37 12 August 2005 32. An anonynous decryption system accordi ng
to any one of clainms 1 to 27, conprising a receiving center which is
provided for: receiving encrypted survey responses that are sent in from
each survey ré%pdRgcHionHacts dpeneHigubyelient agpoideg toglaimbd@n encrypt ed
5 based op‘ said public information; selecting fromanong the received
encrypt eW"8lfey responses legitimate encrypted survey responses of

| egitimate surve éfag%%nd and, transm t he sel ected encrypted

nts; mttin
survey respons ‘i‘ﬁ%%l‘:wﬁﬁétf tpapaid yaip ’86"%%‘?'@%‘58?9?@%9 managenent

center. 1N non U C.r ion t according to claim 32,

. wher ej ngtggliflgaﬁaﬁ\;&}gBgrsggﬂﬁgiﬁéghpfaﬂi%ﬁp?qnhaggg)&epe {Hir?/'?tﬁ’g cent er

certi5fi c&wBté@t&d‘ or certifying that survey responses have been correctly
5 encrypted; "and saild receiving center conprises a construction for

~verifying said vote management center comprises a construction for

verifying certification data that have been transmitted in from each voter.

30. An anonymous decryption system according to any one of
claims 1 to 27, comprising a bidding fnanagement center which is brovided
for:

‘accepting encrypted bid values that are sent from each bidder and

5 in which bid values have been encrypted based on said public information;
selecting f'rom among the received encrypted bid values legitimate
encrypted bid values of legitimate bidders; and

transmitting the selected encrypted bid values as an encrypted

data list to said shuffling management centér.

31. The anonymous decryption system according to claim 30,
wherein: . | |
| each of said bidders transmits to said bidding managemént center
certification data for certifying that bid values have been correctly
5 encrypted; and
| said bidding management center comprises a construction for

‘ verifying certification data that have been sent in from each bidder.
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certification data that are sent fromeach survey respondent. 34. An
anonynous decryption nmethod which takes as input an encrypted data |i st
that includes a plurality of itens of encrypted data that have been
encrypted by a specified method and specified public infexamjukt@eoand which
Supplies results of decrypting each itemof 5 encrypted data without
relation to order on the list; said anonynous decryption nethod conprising
st eps wher ei n: 32. Fuahbhypronsepeypiinn cpsteen acharding toeoni orel ofis i nput an
encrypted data list fromoutside, transmts said encrypted data list to a
38 12 Auglaimns2bbs2deconprristng shateiving eantar;whichdaiptodidedyfori on shuffle
center subjects the encrypted data |list that has been transmtted in from
sai d shuf f1i ngreR@hdpemsryRiedtBHvey respongesethal dre ganidn prase @ashusi ng
public informati on and a partial decryption process using a decryption key
t hat thaﬁuﬂﬁyrwpaaeﬁhﬁﬂfil‘@ whigh survgbEespanseshiave Beap fhcaypesul ti ng dat a

id,shufflin nment 15 center; and said shuffling nmanagenent

[i .
clefl:i e$0 &%@ﬂdé’%’éﬁug R @ﬁgfgf%b%tm returned from said decryption shuffle
, [ i id.data:list .d ti It list. 35. A
anonymous. decr SHPPONS HATh G LR rShet ST SR LVek cPoBRAF Siar o 11 st
h i i f i f d
bnar o cltfifimat Bhthtbieuvey KlibRbs SRR R S del TBkoalANRIE D |

which sugpli es results of decrypting each itemof encrypted data w thout
relation to order on the list; said anonynous decryption nethod conprising

steps wher ei n: trafsmitihg!the SeT@BE RMplednd el 88pbRESs @8 fNcrypted data

list that.

b0 en_crypted data list to said shuffling management center.

33. The anonymous decryption system according to claim 32,
~ wherein |
said survey respondents transmit to said receiving center
certification data for certifying that survey responses have been correctly
5 encrypted; and
said receiving center comprises a construction for verifying

certification data that are sent from each survey respondent.

- 34. An anonymous decryption method which takes as input an
- encrypted data list that includes a plurality of items of encrypted data that
have been encrypted by a specified method and spécified public.
information and which supplies results of decrypting each item of
5 encrypted data without relation to order on the list; said anonymous
decryption method comprising steps wherein:
a shuffling management center, having received as input an

encrypted data list from outside, transmits said encrypted data list to a
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has been received fromoutside to a first decryption shuffle center; said
first decryption shuffle center subjects the encrypted data list 10 that
has been received fromsaid shuffling managenent center to both an
order-sw tching process using correspondi ng public infornmaAeusetndsa
partial decryption process using a correspondi ng decryption key and
returns a resulting data list to said shuffling nmanagenent center; said
shuf f | i ngdesadpensidfileqandertransnits the data list that has 15 been
returned fromsajid first decr%ption shuffle center to a second decryption

shuf #%e cent er saigrdeayption shyilide ceoby subiactsHier eneryplethdgtadist thaénter
supplies a data |ist tha(i'ha_s been returned froma | ast decryption shuffle
center abag llfé‘deﬁﬂ?%‘httﬁ’ i from paig shulflingmanaggment caetaniptadn net hod

whi ch takes as jinput an encrypted data list that, includes a plurality of
Mer of OEies SytBiNg MaceRausIikoub b intosmatippian ybalieh dePnisrire: hod and
specifie ublic . infqrmti.on and l,ch, supplies results qf decrypting each
item of BT P'EE %ﬁ?ﬁfsﬁpﬁ'oﬂﬁéeyeﬁ\tggiﬁ%aegﬁépé'ol“i ghu t‘?ﬁfﬁ?r relation to

“wherei n: PRSSReYS P PRk ng AR R R4 HRLI Re By R MR e
encrypt egﬁﬁg‘%{gﬁbbst fromoutside, transfers said encrypted data list to a

decrypti e center that is first in processing priority; 10 each of

sai d-decr ypt | ofaialyHhima"RanBigeriuil hilter WReRMFUNRL RSt Y Booh! S that has

been transferred fromsaid sh I ng managenent center to oth an

or der- swrditih&d fioh® 8RB dBEhpioRWH el dEREABUpPlicashia didatiisklas glecryption
process using a decryption key that that decryption shuffle center

possessedeangtioet nesolt listsul ting data list to said shuffling

35. An anonymous decryption method which takes as input an
encrypted data list that includes a plurality of items of encrypted data that
have been encrypted by a specified method and -specified public
information and which supplies results of decrypting each item of

5 encrypied data without relation to order oh the list; said anonymous
decryption method comprising steps wherein:-

a shuffling management center transfers an encrypted data list that
has been received from outside to a first décryption shuffle center;

said first decryption shuffle center subjects the encrypted data list

10  that has been received from said shuffling management center to bdth an
order-switching process using corresponding public information and a
partial decryption process using a corresponding decryption key and |
returns a resulting data list {o said shuffling management center,

| said shuffling management center transmits the data list that has
15 - been returned from said firsf decryption shuffle center to a second

decryption shuffle center; and
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15 managenent center; and when a data list is-returned froma decryption
shuffle center other than a decryption shuffle center.that is last in
processing priority, said shuffling managenent center transfers said data
|ist that has been returned as an encrypted data |ist to1aadrstr20psi on
Shuffle center that is 20 next in processing priority after the decryption
shuffle center that returned said data list; and when a data list is
returned from3aaid siedfipgimanagaoranteentenhsepplieme daja|ligt thathhas ocessi ng
priority, supplies said data list as a decryption result |list. S 40 12
August 2besen sgturmad feaa ) lash segeyption sbwfflecedigr ascd dgcrption easulin 34, 35,
or 36, wherein said decryption shuffle centers report to said shuffling
managenet* center certification that the order-sw tching process has been

~carried out correctly and that the partial decryption process has been 5

carried out correctly. 38. The anonymous decryption nmethod according to
CuT T} 5 560 IR LR e G 1 B 1

cor rect L%ﬂff&f‘g%ﬁa@'éf fheg e@aﬁﬁés %Bfﬁégwﬁﬁ?%'?n@&@r%?@xﬁﬁeé Qﬁ% ﬁ;é{gggé to
accordi néé}l%B%FwB%{rH b%{%’\%}%‘?éﬁgrﬁn %Qﬁgagﬁﬁ%ﬁ% Pﬁb&? 'ggg%nent center
verifiesinbhaliéh bnld WRlchQUHAlds RBuRdlofYectypfing ¥elchaferluy Tl e center is

correct. 40. The anonynous cryption method according to claim37 or 38,

wher g n gacpidttibtd RDtHPROAEKREY digaliet withibue rel®ionl tol &vaidr At the
certification carried out by a decryption shuffle center is correct,

transm tist; saitbhnohymbut idcripto eesthoet compdsingostepsiwheiednypt i on shuffle
center as an a shuffling management center, having received as input an

encrypted data list from outside, transfers said encrypted data list to a

decryption shuffle center that is first in processing priority;

10 each of said decryption shuffle centers subjects the encrypted data
list that has been transferred from said shuffling management center to
both an order-switching process using public informatidn and a partial
decryption process using a decryption key that that decryption shuffle
center possesses and returns resulting data list to said shuffling

15 management center; and _

when a data list is returned from a decryption shuffle center other
than a decryption shufile center that is last in processing priority, said
shuffling management center transfers said data list that has been
returned as an encrypted data list to a decryption shuffle center that is
20 nexf in proceésing priority after the decryptioh shufﬂe.center that returned
sald data list; and when a data list is returned from the ‘decryption shuffle
center that is last in processing priority, sup_piies said data list as a

decryption resuli list.
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encrypted data list to a decryption shuffle center that is next in
processing priority. 41. The .anonynous decryption nethod according to
claim37, 38, 39, or 40, wherein said shuffling nanagenent center attaches
certification - .that has been reported fromall decrypti ofe Slgustfdoes centers
~to . a decryption result list and supplies said decryption result list as
out put . 41 12 August 2005 42. The anonynous decryption method accor di ng to
~claim 34, 35, 3%r The,avdremmons sectymion Method mecegiingrto daim 84, 86d sai d
decryption shuffle centers carry out sender authentication duri ng

~conmuni ceit 86nwhegeinTaid alecnyptinrssbieitleygrnters nepdrb do saubstufitingo cl ai m 34,

- 35, or 36, wherein said shuffling nanagenent center and sai d decryption
shuffle m@ﬁﬁgememrﬁeé‘rteacawt@icaapnsthghmmﬂaiseroswaxcmngrwnpgss hasshegrce t o
communi cat i on dat a. anonynous, decryption nmethod according to claim
34, 35, cwlesieoumr@pﬂv an@ﬂh@h@esaﬁﬁlaéﬂjeéafpt&n prassssdiag beanconmon
session ID s added to nutually relevant public information, encrypted
dat a9 i s¢arriegheut ‘HH'E‘?‘;" .ion keys that are possessed by decryption shuffle
centers; said shuffling nmanagenent center, when transferring an encrypted
dat a Iist that corresponds to a particul ar session ID to a decryption

Session 10 na8ode il S Rk b G AR P S el dlEEon shuri e
adds sai 3%3‘4"?99‘5*F§%a"§'§§w@‘%ﬁ””'f o ER PR pRufEmaR R R Do =

transfer I | enter; and
said decr e Rty PF@%%%@%?E%%%%? %ﬁfﬂ%’@h’ 400 30 et
' decryption process has been carried out correctly to said data lists that

5 result from processing and report to said shuffling management center.

39. The anonymous decryption method according to claim 37 or
38, wherein said shLufﬂ_ing management center verifies that certification

~ carried out by a decryption shuffle center is correct.

_ 40. The anonymous decryption method according to claim 37 or
38, wherein said shuffling manageme-nt 'center, after verifying that
certification carried out by a decryption shuffle center is correct, transmits
a data list that has been returned from said decryption shuffle center-as an

5 encrypted data list to a decryption shuffle center that is-next in processing

| priority.

41. The anonymous decryption method according to claim 37, 38,
39, or 40, wherein said shuffling management center attaches certification
that has been reported from all decryption shuffle centers to a decryption |

~ result list and supplies said decryption result list as output.
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which a particular session |ID has been added is transferred in fromsaid
15 shuffling managenent center, carries out an order-sw tching process
using public information to which said particular session |ID has been
added, carries out a partial decryption using a decrypti ohAkgegt 2005whi ch
gaid particular ID has been added, adds said particular session IDto a
resul ting 42 12 ust 2005 data Ilst and returns said data |list to said
shuffling nana@;%n@ﬁ'te aeanwnousslectypiiomomthedasecdingt toorlaire B3ded5accor di ng
to claim34, 35 or 36, wherein said shuffling managenent center, when a
securi t yop3Bambiesein said shuiilingimasagameant %@F and $aid AesFYRIIN i c

i nformati on_pased on said 5 security, parameters and notifies, all decryptlon
shuffl e éEHff@r%e@Pf%ﬁﬁHmlH r @iheRtieRI dUriRgHABRUGHCAtR d al |
decryption shuffle centers generate public keys and decryption keys based
on the conmmon public information that is reported fromsaid shuffling

nmahagenment cen nd return saj d erat ublic .10 keys

shg}‘fl [ Eg nana% © gUAtYPoUy etﬁpﬁr%ccr?&ﬂ ?"Egin‘ﬁgﬁd vvhenb ]
gener at e§V§9§W@f%ﬁ%ﬁﬁ‘?ﬁﬁh%ﬂ?@e@%ﬁégﬁ e?ﬁéf < E@;ﬁ_b‘#f Rsfvail of said
deCprt'Qﬁuff@‘b@r&;‘e?s% Hf&rég@fal%ﬁ{eigél’@éoiﬂ rag Jhi%fs%ﬁf%hf%{% {ghat i ncl udes

- said.15 generated public en eys an conmon pu

i nf or mat p@mdFicafibs ignynous decrypti on nmethod according to cla|n145
wherein said decryption shuffle centers, when returning public keys to said
shuffling managenent center, add certlflcatlon that said public keys have
been generated correctly and t hen return said public keys to said shuffling
- managenent cend4r .The anonymous decryption method according to claim 34, 35,

or 36, wherein:
for the same object of proceséing, a common session ID is added
to mutually relevant public information, encrypted data lists, and
5 decryption keys fha’t are possessed by decryption shuffle centers;
said shuffling management center, when transferring an encrypted
data list that corresponds to a particular session ID to a decryptioh_ shuffle
center, and when transferring a data list to which a particular session 1D
has been added that has been returned from a decryption shuffle center to
10 another.decryptién shuffie center as a encrypted data list, adds said
| partiéuiar session ID to said encrypted data list and then transfers the
encrypted data list to said decryption shuffle center; and
said decryption shuffle centers, when an encrypted data list to
which a particular session ID has been added is transferred in from said
15 shuffling management center, carries out an order-switching process using
public information to which said particular session ID has heen added,
carries out a partial decryption using a decryption key to which said

particular 1D has been added, adds said particular session 1D to a resulting
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.47. The anonynous decryption nethod according to claim46, wherein said
shuffling managenent center verifies that certification added to public
keys is correct. 12 August 2005 48. The anonynous: decryption nethod
-according to claim46 or 47, wherein said shuffling managzfenst 208t er

- publishes public keys and certification that has been added to the public
keys together with public information. 49. The anonynous decryption method
accor di ngata ligt, @ind vBurnswwaidedatadigt do siaid shufingenanggenent eantar. and said
decryption shuffle centers. perform sender authentication during

comuni cation. 50.. The anonynous decryption nethod according to claim 45,
wherein said shuffling managenent center and said decryption shuffle
centers add a @Pgithe agpgHEOusAearyRtipn pRossacHPrding WeCleimcHndmi cati on
data. 51. 5%5 nonﬁﬂnus decryption nmethod according to claimd44, wherein:
when. traR§ Wﬁﬁﬁe encrypted data list to a decryption shuffle center,
said shuffling i i ssion 1D a

nt center adds, .in agditi on tq[ sai d se1
shuf 11 ng manadakeriUiEN Branagamant cantebiaeh asearntyRarans flivg s -
3;2?33??8#%&%@ Hs Bl e G PE oBRthbD BuERE pFlortArieibasda SAFARL T nnt ur ﬁed
occortih ngoEaiit] bARERAY BRNho fEL Bl deonifion SRuARNERHIBLS oF SEIY DL O U

shuf f i ngr @@t BBRIMER ic iffirthArs-yption shuffle centers adds, in
addition to sald session ID, a decryption shuffle center ID that is

conferred to tbaid sieeexpiptn shurke! entefNheherate Public/Hel@ afgmagenment center
IDthat is conferred to said 44
F decryption keys based on the common public information that is reported
from said shuffling management center and return said generated public
10  keys to said shuffling management center; and
said shuffling management center, when public keys are returned
from all of said decryption shuffle centers, both generates public
| encrypt_ion keys based on the public keys from ali of said decryption

shuffie centers and publishes public information that includes said

15 generated public encryption keys and said common public information.

48. The anonymous decryption method according to claim 45,
wherein said decryption shuffle centers, when returning public keys to said
. shuffling management center, add certification that said public keys have
been generated correctly and then return said public keys to said shufﬂihg

5 management center.

47. The anonymous decryption method according to claim 46,
wherein said shuffling managem,ent center verifiés that certif'ication added

to public keys is correct.



12 August 2005 shuffling nmanagenent center, and a signature of that
decryption shuffle center. 53. The anonynous decryption nmethod according to
-claimb52, wherein: said decryption shuffle center, when returning a data
list to said shuffling nanagenment center, al so adds certiXAwasti2o0s data for
certifying that the order-sw tching process has been carried out correctly
and certification data for certifying that the partial decryption process
has been carr4&dToetamenymecus glecttiorhmednot peoardidg doygiainpA6met hod
according to claim4l, wherein the information that is supplied by said
shuf f| i ndi7 nethetgimsaid shaffting ranpgemest ceateyudlilisheg prbligesmandenter 1D
that is conferred to that shuffling 5 managenment center, an encrypt ed data
li st tha@elﬁlégab@éﬁhﬁbbé$\b@@na%d¢¢ﬂ)?ﬁ the eﬂbb%@waéoget!@wm Pykli¢esul ts for
sai d encr¥pt ed data list, a session IDthat is conferred to said encrypted
dat a |i sifornatienat a that have been returned fromall decryption shuffie
centers, 10 and a signature of the shuffling managenent center. 55. An
anonynous decryption nethod according to claim45, wherein said shuffling

T S O R 4R B
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- that centers perform sender authentication during communication.

50. The anonymous decryption method according to claim 45,
wherein said shuffling management center and said decryption shuffle
centers add a digital signature of a transmission source to communication

data.

51. The anonymous decryption method according to claim 44,
wherein: when transferring an encrypted data list to a decryption shuffle
center, said shuffling management center adds, in addition to said session

ID, a shuffling management center 1D that is conferred to that shuffling
5 management center, a decryption shu'ffle center ID that is conferred to the
decryption shuffle center that is a transfer destination, and a sfg‘nature of

that shuffling management center.

52. The anonymous decryption method according to claim 44,
wherein: when returning data lists to said shuffling management center,
said decryption shufﬂe centers adds, in addition to said session ID, a
decryption shuffle center Eb that is conferred to that decryption shuifle

5 cé_nter, a shuffling management center ID that is conferred to said

44




perform decryption; a session ID, and a signature of the shuffling
managenent center. 56. The anonynous decryption nethod according to claim
45 or 46, wherein a decryption shuffle center adds to information that is
returned to the shuffling nanagenment center: a shufflingidamugErtent center
I Dthat is conferred to said shuffling 5 managenent center; a session ID
a decryption shuffle center ID of that decryption shuffle center; and. a

si gnat ursquﬁfurrdﬂﬁafan%@@mﬁﬂ élfhtéF'LHﬁd 8 Sigiitere &lhaﬂas?.g:pﬂewmuﬁﬂéecr yption

met hod accordi'ng to“clarm45, ‘wherein e public in mation that said
shuf f| i ngerffepagenent center publishes conprises: a shuffling nmanagenent
center IDthat is conferred to that shuffling nanagenent center; a session
I D, a security paraneter; a public encryption key; decryption shuffle
center IDs of all decryption shuffle centers; and 10 public keys that have
been gener at ey Thklantayypts decsiption metieod ecsordifig tdhuaiansRy nous

decryption nmethod according to claim37, 38, 46 12 August 2005 42, or 46,
wher ei n weetdifi saidi dncrpptfbnrsvmmé)}zeateiemm fedarrdhgfaf dateckisttorsaidan be
~verified by a third party. '59. The anonynous decryption nmethod according to
cl ai m 34shwgliing management center, also adds certification data for certifying
that the order-switching process has been carried out correctly and
5 certification data for certifying that the partial decryption process has been

carried out correctly.

54. The anonymous decryption method according to claim 41,
wherein the information that is supplied by said shuffling management
center comprises: |

a shuffling ménagement center ID that is conferred to that shuffling

5 management center,

an encrypted data list that has béen received as input from outside,

decryption results for said encrypted data list, |

a session ID that is conferred to said encrypted data list,

all data that have been returned from all decryption shuffle centers,

10 and

a signature of the shuffling management center.

55. An anonymous de_cryption method according to claim 45,
wherein said shuff!ing management center, when reporting common public
information and a security parameter to decryption shuffle centers, adds:

a shufﬂing management center 1D that is conferred to that shuffling

5 management center;
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or 36, wherein said decryption shuffle center calculates a portion of data
that are used in an order-sw tching process before input of an encrypted
data list, and when an encrypted data |ist has been received as input, 5
carries out the order-sw tching process using the data thagAhgust2098en

cal cul ated in advance. 60. The anonynous decryption nethod according to
claim 38, wherein said decryption shuffle center cal culates a portion of
data that are desspotiomsbeffir ebhtey IDerdfidli datiyptiodahufflecestensithptng t hat an
order-switching process is correct before input of an encrypted data |ist,
and wherperfordn elecryptiory data list is received as input, generates said
certification data wusing data that have been cal culated in advance. 61.
‘The anonynous aleessipnilbn amet hod according to any one of clains 34 to 60,
wherein a vote managenent center: accepts encrypted vote data that are sent
from each vot & signaiture ehtheyphulilingmanagemest ¢gPtest e data that have been
encrypted based on 5 said public information; selects legitimte encrypted
vote data .of legitimte voters from anong the encrypted vote data; and

e e B S STl B RR R e e, s
tr anom 451 BheEd 4 Greminagnane teareraet aF TP RaFREELISREMELr e yi ng
L1t vt 18 GulBl PR or eyt o and said vote rnagerent
a shuffling management center ID that is conferred to said shuffling
5 management center;
a session I1D;
a decryption shuffle center ID of that decryption shuffle center; and

a signature of that decryption shuffle center. |

57. The anonymous decryption method according to claim 45,
wherein the public information that said shuffling management center
- publishes comprises:
a shuffling management center ID that is conferred to that éhufﬂing
5 management center;
a session ID;
a security parameter;
a public encryption key;
decryption shuffle center IDs of ali decryption shuffle centers; and
.10 public keys that have been generated by all decryption shuffle

centers.

58. The anonymous decryption method according to claim 37, 38,

46




been transmtted in fromeach voter. 63. The anonynous decryption net hod
according to any one of <clains 34 to 60, wherein a biddi ng nanagenent
center: accepts encrypted bid values that are sent fromeach bidder and in
~which bid val ues have been encrypted based on said publi c12 AdgustB80% on;

sel ects from anong these received encrypted bid values legitimte encry
pted bid values of legitinmate bidders; and transmts these sel ected

encr ypt e4i2 bh1d48 pivheseidscatifieagsry peetbrial by la décriyptionishusiielicehterg
managenent center. 64. The anonynous decryption nethod according to claim

63, whecam be weaifiedby sathirdpdder s transmts to said bi ddi ng managenent
center. certification data for certifying that bid val ues have been
correctly encrypted; and said biddi ng managenent center verifies
certification data that have been sent in fromeach bidder. .65. The
anonynous decr3$t The aromytiods ceadypidon methpdaasosdingcioaelain 34,135, 60,
wherein a receiving center: 48 12 Au?ust 2005 receives encrypted survey

r esponse@r 8Bawhgreinsedid dacrypiéen shuffle sanipscaledptafiamorting afWlalai ch survey
responses have been encrypted 5 based on said public information; selects
f r om anogtiae yseckinar osdet- SyiteRingupracess ek Bput d@n erat@iedcr ypt ed
survey responses of Jlegitimte survey respondents; and transmts the

ol oot eaRe S e00 Whbd e Fauypiub dala iEFRES BghderBives ASIPYS o 1o sai d
shuf f5I ! n@ar?%%a&ft%rétorc e?zs%tching process using the data that have been

calculated in advance.

60. The anonymous decryption method according to claim 38,
wherein said decryption shuffle center calculates a portion of data that are
used in generating certification data for certifying that an order-switching
process is correct béfore input of an encrypted data list, and when én

‘5 encrypted .data list is received as input, generates said certification data

using data that have been calculated in advance.

61. The anonymous decryption method according to any one of
. claims 34 to 60, wherein a vote management center:

accepts encrypted vote data that are sent from each voter, said

encrypted vote data being vote data that have been encrypted based on
5 said public information;

selects legitimate encrypted vote data of legitimate voters from
ambng the encrypted vote data; and

transmits the selected encrypted vote data as an encrypted data

list to said shuffling management center.
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- 66. An anonynous decryption nethod according to claim®65, wherein said

- survey respondents transnmit to said receiving center certification data
for certifying that survey responses. have been correctly 5 encrypted; and
said receiving center verifies certification data that ar® Aeustd0dSfrom
“each survey respondent. 67. A programfor, of a conputer for a shuffling
managenent center and a conputer for a decryption shuffle center that

constitute angNPRYHEHEHYHESHY AEC/ptRSHRIhéMlccbAkiRg ta<ciaiipel, an encrypted
data list that includesa plurality of itens of encrypted data that have

been 5 egigspaphed by a specified nethod and specified public information and
that supplies results of decrypting each item of encrypted data w thout
relation to @abtyobsaitinmibistranemits togsaidivibte onpoagemient cehtershuf f 1 i ng
managenment center to execute processes of: when an encrypted data list is
r ecei veccartificatport data fioocekifviag thabvoteadatehavadesai coreecttypt ed data i st
to the conputer for the decryption 49 12 August 2005 shuffle center; and
when5a denaypiest; dargd ret urned from said conputer for a decryption shuffle
center, supplying said data |ist as a decryption result |ist; and causing
sai d conput er sradx? votRe mansaggineshcenier vesifiesrastification siala éhalimayg ocesses
of : subjecting an encrypted data list that is transferred fromsaid -
conput erPge} trepsmikiad iR YN RACAGEPEAt center to both an order-switching
process using public information and a partial decryption process using a
decryption key that is possessed by that conputer for the decryption

63. The anonymous decryption method according to any one of
claims 34 to 60, wherein a bidding management center:
accepts encrypted bid values that are sent from each bidder and in
which bid values have been encrypted based on said public information;
5 selects from among these received encrypted bid values legitimate
encrypted bid valueé of legitimate bidders; and
transmits these selected encrypted bid values as an encrypted

data list to said shuffling management center.

64. The anonymous decryption method according to claim 63,
wherein:
each of said bidders transmits to said bidding management center
certification data for certifying that bid values have been correctly
5 encrypted; and |
" said bidding management center verifies certification data that

have been sent in from each bidder.

65. The anohymous decryption method according to any one of

claims 34 to 60, wherein a receiving center:
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20 shuffle center and returning a resulting data |list to said conputer for
the shuffling nmanagenent center. 68. A programfor, of a conputer for a
shuffling managenent center and a plurality of conputers for decryption
shuffle centers that constitute an anonynous decrypti on $/Auasa0Aat t akes
as input an encrypted data list that includes a plurality of itens of
encrypted data that have been encrypted by a specified nethod and

speci fi ed publiegeivey onomipted sangky FedpohieeBlthas ar@seht i ffbntleathipt i ng each
item of encrypted data on the encrypted data Iist without relation to order
on the | sstveyaaspondentand inavhicheurfey rédpordus hibvedeenrargapptad center to
execut e processes of: 10 when an encrypted data list is recelved as input
f romout based ont sadgiublic infpresattbrencr ypted data list to the conputer for
the decryption shuffle center that is first in processing priority; and
when a dat a |iselects freuamend thentiexeivathenerypted surdecrespdnses shuffl e
center other than the conputer for the decryption shuffle center 15 . that
i s |ast legiljnateescrpipdistryey resnenssiseet legifimstapuamyripspendgats |i st said
50 12 August 2005 data list that has been returned.-to the conputer for the
decrypti Rdshuffle center that is next in processing priority after the

conputer for the decr\égti n sguffle cecﬂter that returned said data |ist;
and when a dat%ansraitsit eFRELHTYMEhBURGY Y RSOPNEER &% @ decryption . 20

shuff] e nt er at_i.s, | ast. J ocessin riority, supplying said data
Iist1das gﬁc'&g’ﬁ@gﬁﬁ%rqs*t%ﬁ?ltd %@f‘!“%ﬁ@’@%ﬁ?ﬁﬁ{%%% Fof said conputers for
the decryption shuffle centers to execute processes of: subjecting an
encrypted data list that has been transferred from

66. An anonymous decryption method according to claim 65,

wherein

said survey respondents transmit to said receiving center
certification data for certifying that survey responses have been correctly

5 encrypted; and

said receiving center verifies certification data that are sent in from

each survey respondent.

67. A‘program for, of a computer for a shuffling management
center and a computer for a decryption shuffie center that constitute an
anonymous decryption system that takes as input an encrypted data list

- that includes a plurality of items of encrypted data that have been
5 ‘enc_rypted by a specified method and épecified public information and that
supplies rersults of decrypting each item of encrypted data without refation
to order on the list, causing said computer for the shufﬂing ‘management
center to execute processes of:
when an encrypted data list is received as input from outside,

10  transferring said encrypted data list to the comprer for the decryption
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25 said conputer for the shuffling nanagenent center to both an order-

swi tching process using public information and a partial decryption

process using a decryption key that is possessed by the conputer for that
decryption shuffle center and returning resulting data |i $2Agguss209
eonputer for the shuffling managenent center. 69. A recording nediumfor
storing a programfor, of a conputer for a shuffling managenent center and
a conput ghufRf céntdecay@t i on shuffle center that constitute an anonynous
decryption systemthat takes as input an encrypted data list that includes

a plurality ofwhbAmBdafa RECKkYRUARHNram saalcdapatdraBP addcryplied by a
specified nmethod and specified public information and that supplies

resul ts sfhufflecseniter NGumAgihg $8 Ritadiis rasPa edcrition vadunoist; Babati on to
order on the |list, causing said conputer for the shuffling nmanagenent

center to execcdusingubscommiter Wdretheade enyptivntstdifflatcantérsto éteduteei ved as
I nput fromoutside, O transferring said encrypted data list to the conputer
for the pexegseswmf. shuffle center; and when a data list is returned from
said conmputer for the decryption 51 12 August 2005 shuffle center,

suppl yi ng sai dsukjeating stin escryptied depa lishthaidsttansifered &ram s@ddisi ng sai d
conmputer for the decryption shuffle center to execute 15 processes of:
subj ect i enantentanpeahudliing masagerant; centeatxs beth an grdemsydicking onput er
for the shuffling managenment center to both an order-switching process

usi ng puB'IqC@SﬁrH%Pgrﬂqb%ﬁ igfRrmati and|a paris ey PERGESSSUFHHTIA

decryptign key. that | s possessed that co ter for the decryption 20.
shuf 1 L QerVBlion Py b in AigSPases By g ausoaAdtet fordheAeEyBRALL or for the
' S-théd ' Néh (RS eptam%erré Elrn'ing a resulting data list to said computer for the

shuffling management center.

68. A program for, of a computer for a shuffling management
center and a plurality of computers for decryption shufﬂe centers that
constitute an anonymous decrybtion system that takes as input an
encrypted data list that includes a plurality of items of encrybted data that

5 have been encrypted by a specified method and specified public
information and that supplies resuits of decrypting each item of encrypted
data on the encrypted data list without relation to order on the list, causing
said computer for the shuffling management center to execute processes
of: | |

10 when an encrypted data list is received as input from outside,
transferring said encrypted data list to the computer for the decryption
shuffle center that is first in processing priority; and |

when a data list is returned from a computer for a decryption
shuffle center other than the computer for the decryption shuffle center

15" . that is last in processing priority, .transferring as an encrypted data list said
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70. A recording nediumfor storing a programfor, of a conputer for a
shuffling managenent center and a plurality of conputers for decryption
shuffl e centers that constitute an anonynous decryption system that takes
as input an encrypted data list that includes a plurality{phuduen®s5 of
encrypted data that have been encrypted by a specified nmethod and
specified public information and that supplies results of decrypting each

i tem of gRes NatBdt HakDeUh FBrSEE ty i@ dofiael fortingi ddWaypbtibRIshuma to the

order on the list, causing sald conputer for the shuffling nmanagenent

center tgeRKPIHALISPRORTGASRBcOSSING 1Ry Ateraheraithpdigigbatihé st is received
as input fromoutside, transferring said encrypted data list to the

conput er déefyptide SHaflstdneer tiEhubilraedesttigrddthaist sndirst in processing
priority; and when a data list is returned from-a conputer for a decryption

shuf fl e cent erwhehel datmhsttisaeturmed: feont e ¢dmpdean ipptheeshyptidre center 15
that is last in processing priority, transferring as an encrypted data |i st
sai 0 dashuffiesterteathdinis thekin petaessad) protite supphingrsaiddataéistasr ypti on
shuffle center that is next in processing priority after the conputer for
the 52 12 degyypliorze@sultitist, @nd on shuffle center that returned said data
list; and when a data list is returned fromthe conputer for the decryption
20 shuffl e centausingsaghsof said gamprtegeder Hie gecomtion skhyifisI 68Mersai d dat a
list as ~a decryption result list; and causing each of said computers for
the decrybexesuigRocesseeers to execute processes of: subjecting

the Shuffling THPIBGUNGAN BBRVBRS] SollR iRtarh Se A A550§R0Bess. usi ng
- Publgc T afof DB Atk X the RALIRL HERLYBMM RREFRS LS AR dider- .

| switching process using public information and a partial decryption |
process using a decryption key that is possessed by the cdmputer for that
decryption shuffle center and returning resulting data list to said gomputer_

for the shuffling management center.

69. A recording medium for storing a program for, of a computer
for a shuffling management center and a computer for a decryptioh shuffle
center that constitute an anonymous decryption system that tékes as inpui
an encrypted data list that includes a plurality of items of encrypted data

5 that have been encryptéd by a specified method and specified public
information and that supplies resuits of decrypting each item of encrypted
~ data without relation to order on the list, 6ausing said‘computer for the
shuffling management center to execute processes of:
| when an e'ncrypted data list is received as input from outéide,
10 transferring said encrypted data list to the computer for the decryption
shuffie center; and |

when a data list is returned from said computer for the decryption
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decryption key that is possessed by the conmputer for that decryption
shuffle center and returning the resulting data list to said conputer for
the shuffling nmanagenent center. 53

12 August 2005

»

shuffle center, supplying said daté list as a decryption result list; and
causing said computer for the decryption shuffle center to execute
15  processes of:
subjecting an encrypied data list that is trahsferred from said
computer for the shuffling management center to both an order-switching
process using public inf;)rmation and a partial decryption process using a
decryption key that is possessed by that computer for the decryption
20 shuffle center and returning resulting data list to said cbmputer for the

shuffling management center.

70. A recording medium for storing a program for, of a computer

for a shuffling managemént center and a plurality of computers for
decryption shuffie centefs that constitute an anonymous decryption system
thatl takes .as input én encrypted d'ata list that includes a plurality of items

5 of encrypted data that have been encrypted by a specifiéd method and
specified public information and that supplies results of decrypting each
ifem of encrypted data on the encrypted data list without relation to the
order on the list, causing said computer for the sthfIing management
center to execute processes of:

10 when an encrypted data list is received as input from outside,
transferring said encrypted data list to the computer for the decryptioh
shuffle center thét is first in processing priority; and

when a data list is returned from a computer for a decryption
shuffle center other than the computer for the decryption shuffle center

15 thatis last in processing priority, transferring as an encrypted data list said
data list that has been returned to the computer for the decryption shuftle

center that is next in processing priority after the computer for the
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decryption shuffle center that returned said data list; and

when a data list is returned from the computer for the decryption

shuffle center that is last in processing priority, supplying said data list as

a‘decr_yption result list; and

causing each of said computers for the decryption shuffle centers
to execute procésses of:

subjecting encrypted data list that has been transferred from said
computer fo.‘r the shuffling management center to both an order-switching
process using public information and a partial decryption process using a
decryption key that is possessed by the computer for that decryption
shuffie center and returning the resulting data list to said computer for the

shuffling management center.
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