; e3exx: h6TE KEY MANAGEMENT W TH CLI ENT VERI FI CATI ON OF AUTHORI ZATI ON 5
BACKGROUND 1. Field of the Invention The present invention relates
generally to network security, and nore 10 specifically to a nethod and
-systemfor providing client privacy when requesting content from an

application server. 2. Discussion of the Related Art Ther”wmmmmmmmmm an

i nsecure network. Many of the protocols used on the Inte Mrovide
any security. Data that is transmtted over the Internet w tRguk15 usi ng
encryption or any other type of security schene is said to be transmtted

"in the clear.” Tools are readily available that all ow hackers to "sniff'

data, such as passwevOgANACGERENTt WCBH CLIRNTDRERLFICATION OF GEMHORIZARION Nanes,
etc., that is transmtted over the Internet in the clear. Thus,
applicatigns that send unencrypted data over the Internet are extrenely

vul nerabl e. 20 Kerberos is an exanple of a known network authentication
protocol that is designed to provide authentication for client/server

appl i cations by using secret-key cryptBffhpRQPUNRe Kerberos protocol, which
is available fromthe Massachusetts Institute of Technol ogy, uses
cryptography saq.t hatFigld of tierhvemionpur portedly prove its identity to a
server (and vice versa) across an insecure network connection. After a 25

client and server havg jises: iKesliRhGslaled gBic@¥B fohRtworkdeurity yandthey can al so
encrypt all 1 of their comunications to purportedly assure privacy and
data integyity sséciﬁ&% {5 llrmaé-yrstepr{"i%ir BfRing client privacy when requesting
content from an application server.
2. Discussion of the Related Art
The Internet is an insecure network. Many of the protocols used on the
Internet do not provide any security. Data that is transmitted over the Internet without

15 using encryption or any other type of security scheme is said to be transmitted “in the
clear.” Tools are readily available that allow hackers to “sniff” data, such as
passwords, credit card numbers, client identity and names, etc., that is transmitted
over the Internet in the clear. Thus, applications that send unencrypted data over the
Internet are extremely vulnerable.

20 Kerberos is an example of a known network authentication protocol that is
designed to provide authentication for client/server applications by using secret-key
cryptography. The Kerberos protocol, which is available from the Massachusetts
Institute of Technology, uses cryptography so that a client can purportedly prove its

identity to a server (and vice versa) across an insecure network connection. After a

25 client and server have used Kerberos to prove their identity, they can also encrypt all

T
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It is with respect to these and ot her background information factors
relevant to the field of network security that the present invention has
;evol ved. SUMVARY OF THE | NVENTI ON The present invention provides a nethod
-of providing a client with a copy of authorization data that can be
accessed and utilized by the client. The nethod includes the steps of:
recei ving an authentication server request (AS REQ nessage 10 from a
client; generating an authentication server repl S, REP ssage; sending
the AS REP t oof ﬂ’éerPfr\éIPHr‘,‘calt‘@B%f‘\/ﬁ’%@oréed& IR P@&éﬂzﬁ é‘ﬁg"?’éf’eli%“e%ﬁ}‘ %&Sgt
(TGS_REQ nessage fromthe client; generating a ticket granting server
reply (TGS RERYndwetthaygdubiagisng two copi es of authorization data; and
sending the TGS REP with the two copies of the authorization data to the
client. 15 In anot ik weriresheoetotthesthed pthes batkgiawnd infoomatpmofactdesretevamstthod
including the steps of: generating a service ticket including a first copy
of aut hori zat s d@bRnerdRResRbI%ha thé peSént dvantibMBasseowed. repl y including
the service ticket; and sending 'the ticket granting server reply and a
second cgpy of the authorization data to a client. In one enbodi nent, the
step of sending the second copy of the authorization data 20 incl uding
encrypting at |east the second f J pon data using a
client session key such that tﬁ@ﬁﬁ%f@“£Eﬁgrﬁgggﬁﬁgf@hbgecrypting and
utilizing the second copy of the authorization data, and {he step of
generating the servihg@reseatdaventionprerddesermeind pheroxtdingashent patheg ¢apy of
aut hori zation data using a server key. 2 I n anot her enbodi nent, the
i nventi on can abthodhaticmodagr ihzechnde agcesyest andh utibizep by thediliant. cTheanethpd i vacy
when requesting content froman application server. The systemincludes a
key di stri but ijgiudRnhestepeoMepceioing @utidnticatipanervat rqaest (AREREQ) arsiage
server reply including at | east two copies of authorization data, where the

key 5 digfribyidon G&ft nei'a‘fing%Hfa{lﬁlgnMartiBn Rerbd Rply (%@kay?fé?ﬁieg@; defif@pve

the ticket granting server reply and to utilize one copy 0

aut hori zati on da verify. authorizat|. feedtn gy coupl ed
with an appli éget #gﬁkggrt?/g}e éc(lgﬂtf’ iregcglrvén %J‘da%& %ﬁgn%geggée‘rr{ieﬁ\.fe(g?ﬂg@_cﬁ@m ,
wherein the client being fyrther configured to.verify aut IZ se of the
cont ent using '?Wéa%rféorﬁglﬁyéit?f“;tgﬁ’éerétﬂﬂ% P?l?éﬁfa(‘}ﬂn%léetr&é./r fiélyma%ggﬁir

enbodi nent, the invention can be characterized as a systemfaor ovi.ding a
client with acuessagehavigivernopiesof aytherzalivs data; We§§‘§8éhﬁ Tﬁ‘gd}géé’“g‘ ans
for generating a service ticket including a first copy of authorization
data; a neans thworcogizsef tieianthosizbtiarkdsta griaeciieng server reply including the
service ticket and a second copy of the authorization data; and a means for
sendi ng fhe ticket @rasihenemb&diient, iife prewehyinventwngrowdes a kthodwahsdifigthe
generating the ticket granting server reply can include a neans for
encrypting at Jtﬁfg%tf: %Jﬁgraﬁﬁg%&v&%%k&finém@ingq_tft}@trdo@f;ﬂof@@hdﬁi@iouﬂamg a
client session Key, and t means for encrypting at | east the second

aut hori zation data,.can.nclude. a ' I LG ~at; nd
copy of the alﬁ%Sﬁafl?%?itgﬁetogﬁrgmgﬁgﬁ% Fﬁegi}pltnﬁgﬁc iycgén%é}?lgéglg%ﬁgb e Stg? fing S
decrypting and utilizing the second co of the,20 aut.horization data.;.The
means for genelicket &f@n‘t‘%s%‘éfi‘\fﬁ@@ af‘ﬁgEEfé{i’%e SRPY ﬂfﬁtlhﬁalét%grlﬁagﬁ?ﬂs a%aot?y aeci%b@plf] i ng
at least the first copy of the authorization data using server, key. The
second copy of onerrmbandithenti thetsteprof dending-tha serond 6APY BLiME AUtIgTZti WAt he cl i ent
to verify a request for services froman application server. The second
copy of tbe auinbidingaincoptiag at Wadt shecsenoml Gupy oé thromithagizedon dasa abingw clipg
client to determ ne authorized use of received content. A better

under st andi ng @ksibhigef QhULAThENRnARAPIAGESdetypting apd atibring itinvsenbridocopy

of the authorization data, and the step of generating the service ticket includes

encrypting at least the first authorization data using a server key.



wi Il be obtained by reference to the follow ng detailed description of the
~invention and acconpanying draw ngs which set forth an illustrative
enbodi ment in which the principles of the invention are utilized. BRIEF
- DESCRI PTI ON OF THE DRAW NGS The above and ot her aspects, features and
advant ages of the present 10 invention will be nore apparent fromthe
:‘Mp![ IhO}[/\Ahngf rr})lre parthcul ar deaﬁri ption thereof, presented in conjunction
_ e foll ow ng draw ngs erein; FIG . 1 depicts a sinplifi
di agram of a syst e snedeeriembadieanidhe BVERHAN &R 8&%6@9%5‘%?%&‘ ?Yﬁge"k%"gggm
invention; FIG 2 depicts a sinplified block di agram of a system according
to one 15 i npprsvidingtliem patacyneherroqaistiegcorséntifimm pp epplivetiohssnr SB FIG 3
depicts a flow diagram of a nmethod for providing a client with a second

copy of authogjgah ifudddhdkel alstritigionyettbebaing entfiguFddGo génetei aticket
simplified fl ow di agram of one inplenentation of a process, simlar to the

process depic i - . i ; e .
D Ooret eSS4V ARl oAt sbeathotambsthh g hekgg am

content gnd/or,services froma Licatli j -
charsct o e g Bl AR ™
server reply and to utilize one copy of the authorization data to verify authorization,
and where the client is coupled with an application server configured to supply
content to the client, wherein the client being further configured to verify authorized
use of the content using the one copy of the authorization data.

10 In another embodiment, the invention can be characterized as a system for
providing a client with access to content and/or services. The system includes a means
for generating a service ticket including a first copy of authorization data, a means for
generating a ticket granting server reply including the service ticket and a second
copy of the authorization data; and a means for sending the ticket granting server

15 reply to a client. The means for generating the ticket granting server reply can include
a means for encrypting at least the second copy of the authorization data using a client
session key, and the means for encrypting at least the second authorization data can
include a means for encrypting at least the second copy of the authorization data such
that the client is capable of decrypting and utilizing the second copy of the

20 authorization data. The means for generating the service ticket can include a means
for encrypting at least the first copy of the authorization data using a server key. The

second copy of the authorization data can be configured to allow the client to verify a

request for services from an application server. The second copy of the authorization



. Kerberos suffers fromthe di sadvantage that an entity of the network, such
as a client or server, ‘cannot verify the authorization data that is
submtted to an application server to access services and/ or content

- supplied by the application server. In part, 5 authorization data defines
limts of the services and/or content to be supplied to the client. The
aut horization data is often specific to the application server 106 and the

content and/or services provided by the application seryver 106, Be t he
client cannot datecarf gise he cenfignsid t@éi/lPWﬁl,‘e glfff‘g“&q eéﬁf“‘?%a‘ﬁﬁ%rﬁe Lis%oglheggiﬁéda
requests for content to ensure there are no options selected which are not
aut hori zed. Adgtitéritonal |y, because 10 the client cannot verify the

aut hori zation data, the client requires additional comunication and,
information to det arpdReunderstheling dfthé fdaturesdrhondvamdgds@f ¢logyressnh inyantion
delivered to the client. This results in errors, excess network traffic and

unneeded use gQf LSS ORFGES tAME FRIRARS Bbtalled Fstiiptidnsiithe mveftbumause
the client i S%l%ggbé‘ﬁ[dgd\?gﬁ%y tﬁe aut hori zééti on dat a,lbt he client is unable

to deternmine if the client /is .15 aut i ; - t he
content more PRGACCOAPANYINE ﬂbal)”fl%se‘gglf:@lg%gfégga?Elﬁéﬁail cont?ﬁflrlllihgrgﬁ %lg%lhlgﬁgg
information. The present .invention proyides a nethod and systemt hat

over comes the@én@!ﬁbs@fﬂ@r‘nﬁﬁ“éléﬂ\?ﬁrﬂtﬁﬂég by delivering a copy of the

aut hori zation data to the client that the client can access and utilize to
i nprove network efficiency, reduce network traffic, 20 and streanline
content and/or service access and use. By supplying a client with a client
copy of the authorization GRIEF DRSCRIFEON OF HHE DRAWINGSfy requests by
avoiding the inclusion of illegal options in requests for content, and
determ ne cl.ients aut horigedoussmddthérepeattd, faseuredaricmiventhgasnd/tior pseanvi ces,
for exanpl e determ ne whet her a copy of delivered content can be saved,

and det eL | ge \Alg\];qnflgrrl] mﬁ%e '?Igd??( géaapér@ﬁ%% B2¢KI1WMAE i@ Parfibsiar ddsbeptisesent

inventio uite managenent protocols that utilize the

concept of tickets, which are authenticati e with a
symetric 5 kél)(erP‘PlfaPreé?‘}tS‘?/\}“aFoé‘l‘i“g Y Wgﬁ%fﬁgﬂ@%aﬁgwﬁggg% gt)egrgi fic server.

I n accordance with an enbodi ment of the present finve{gfti on, a k%%rd nce
distribution centerFIGkbdepictsa imelitiedRjosidipgan,et 3y Bt 54 MATCIRAwi ¢ hi n
a service ticket when the KDC forwards the service ticket to a client, a
server or ot hewitleat empodifnenhef thepweeit InVeABOBf t he copi es of the

aut hori zation, a client copy, is configured such that the client (server or
other 10 entity) caiecRpktdhamplifisdbloziatiagrantaf asyistam aeeerdipg thenec| i ent
and one of the copies of the authorization data, a server copy, is supplied

to an apl?§i cat jlerEHiMRS i dud emboaicNbE Belpestitinventidhor a key request from
the client. The ‘present 1nvention overcones the di sadvantages of standard

Ker beros and ot her i Y MoPBroRi i RPY cént tWith a second
aut hori zati on data W\cﬁh&ﬁcﬁ?{)g&g?gﬁ%% gn used Ey a client 15 or server
attenpting to obtain access tp content and{.or. services provided by an

appl i cation se?QPé’eraF@Pé‘F?‘tf A% Oﬁpﬁnbylﬁletcﬁgété is illustrated a sinplified
bl ock di agram of a system 100 for provjdi secyr e comuni ] in
accordance with an Ei/ﬁ)dhﬁimﬁaé*mﬂhﬁégﬁé’s‘g%ﬁra’inrﬂ%@m i‘%ﬂ@“‘?ﬂ%‘%@,??%%ﬁ&

whi ch conprises an exanpl e of one (&gssi ble 20 inplenentation of the present
i nvention, usesimilar authk@nidessdepimteddaFIFapaaidment protocol that provides
security and privacy on a network, such as the Internet, an intranet or

ot her netyyork, that pp@ns §&adte a sianptifielliffonsdiagraosefiane implegntatian of & REOESESt em
100 involves at |east one client 102 interacting with one or nore

central ized kel afhl AjhifRe SAE AR g DRlent Sy dsicngedadim pulapplisakiey and
symmetric key A gor i , as well "as with individual application
servers, such as the application server 106 (and third party server 140,
see FIG 2), uS¥™Mtf synmmetric key algorithns. The protocol is generic and
can easily be adapted to different applicati.ons i fentication
in a distributed enHoreERRENINS fF&‘?%@Fﬁ?{P‘é?mi‘?&}S"é%Q@?‘“‘E’ﬁ@e{bgg%‘g’g‘gwth a

centrally 5 adm nistered user database.
throughout the several views of the drawings.



. The client 102 can conprise a process, application or device that nakes use
of a network service on behalf of a user. By way of exanple, the client 102
may conprise any type of conputer, or the client 102 nay conprise a "thin
-client” such as a wirel ess tel ephone, pager, personal digital assistant
(PDA), hone appliance having a 10 | owend m croprocessor, or substantially
any ot her device having low or |imted processing capabilities. Note that
in sone cases a server my itsel i ot her server (e.g., a
print server may be a client of iﬁ@&bﬁgkﬁmppl i cation server 106
provides a resource to network clients. In the illustrated enboEi ment, the
KDC 104 incl udes aKfkitresos sifferrelrarnghedisadyartagoihat 4t enyisy ebthe nggvorkpsughas a
enbodi ment, the first stage is an authentication server (AS server?_ 108 and
the second st agentios sévéi, chiot gerifptthenantiseizagon (FGHas srsubm)tted1to anppplicagon
server 108 issues a ticket granting ticket (TGT ticket) to the client 102
after verifying bt £EQJesHical fnd/Jh@nicabsipliveby tkGpplicatiodasrvan Bppit cat i on
server service ticket (ST ticket) to the client 102. The ST ticket is an
end service ticket. that,th L.l ent lisdtd @B
server 106 whéf' Héat@%idél?l &f@.&k ﬁ@gﬁé@ﬁlg%g%géﬁdgg&#ﬁee&gﬁgflﬁ?ggi on server
106 provides various servi.ces tp the,.client. 10 whe. e clj

aut hent i cat es ie&ie| e guthqgzatipn *Ia‘Piog‘ﬁréls%e.mﬁﬁj?g%%ea%ﬁpgl@?rt%@s%gveérf.i Q%gé@ﬁlged by
the system 100 are as follows: 7  (A) Authentication ge ver R%st
message (AS REQtenhdndéergervices pravideddhyi theapplisationsereg 8t Bregtse fIN@En r om
the AS server 108; (B) Authentication Server Reply nessage (AS REP): Reply
nmessage to theasidtestifyliii2 abthorizdtion, A8 cBentueunabEgowhetk teReestEpr EPREREL 5 (O
Ti cket Granting Server Request nessage (TGS _REQ: Message fromthe client
102 to requestepdlte Hleré hekRtoptibamedl figediénch arewer adthbrizddD)Addittdredly Gregatseng
Server Reply nessage (TGS REP): Reply nessage fromthe TGS Server 110 to
the cliep 1Ol?tp%%{}}t]Ie:&goﬂeﬁﬂqu&jth&rﬁr)aﬂ&ﬁruatﬁﬁecﬁyelsént ey edditienal REQ) :

Message sent rent "102 to 10 the application server 106 to

request Securipﬂtoémﬁlgg %g%&gf%ﬂﬁ%uoglgé%%} TS if thELLKRYs RRROYzeARS Sq8e

(KEY_REP): Re I"I'cat1 on server 106 to the client 102
wi th sub key and application specific data;. Request  f and/ or
Servi ces mess as‘@éte(ﬂg,@h“’REf@)tP thpdiegy éﬂ héserﬁfulﬁ‘sr%%ﬁ';‘%’ﬁee %Ief’Sennett‘7"§{5<2t}:;’}%(215 F[ ﬁ&e

application server 106 to request desired content a[m;i/ %r 5 services;. .and
unneeded use of network resources and processing. Still further, because the client is

unable to verify the authorization data, the client is unable to determine if the client is
15 authorized, for example, to play back the content more than once without receiving
additional communication and information.

The present invention provides a method and system that overcomes these and
other disadvantages by delivering a copy of the authorization data to the client that the
client can access and utilize to improve network efficiency, reduce network traffic,

20 and streamline content and/or service access and use. By supplying a client with a
client copy of the authorization data, the client is able to verify requests by avoiding
the inclusion of illegal options in requests for content, and determine clients

authorized use of the delivered content and/or services, for example determine



. (1) Content (CON REP): Message sent fromthe application server 106 to the
client 102 supplying the desired content and/or services to the client. The
content is typically encrypted prior to being sent to the client. Each of

- the nessages generally include a header followed by the body of the 20
message, Wi th the header being common to the nmessages. By way of exanple,
the header nmay include a nessage type field, a protocol version nunber

field, and checksum The ssage type field indicates the.mes e,
such as AS REQYheN@rREPPYQEg‘?“VI@quI RGCANRS L & & dRisumite 1{%@%@%@%@ of

t he nessage having the list of attributes preferably in type-Iength-val ue
(TLV) fornmat. Bayedtaek glorethan 0oce. gener at es an AS REQ nessage to initiate

t he aut hentication service exchange between the client 102 and the AS
server 108 {part ofThd\wedeniniOrtlonvberlitsaiedid leaytmaragbmenttprotobolaithat atifTaET
ticket, which is a ticket for the TGS server 110, also part of the KDC 104.

In other word RERAERARAGd Muthdftatin tbles enédypedtwillDR syrometie AS
server |08 tostg%tkgfcﬁﬁﬁne T&T’ti cke{ which is used by the client to request

ST Skets Tory SAEAIALG AORN AALANUSREKPL SrecGing? HRoaRBhLCRBR server

106. By way of message may include the client's

identit . 9., ), the TGS - 110! I 1t ie it
Lo A r evponse. mbodapitaTdte peeb e enan arenf e Fer@liacTARERel fud 1€ |

algorithnms that are supported by the client 102. 10 To k agai nst
replays, this enpiesajeuthgyizationdainwittiga Sﬁr"ﬂ?en'\‘,fgﬁteh ?“&Q@é&o%g‘is tEanature
for message integrity. The signature may be a keyed checksumor a digital
si gnat ure. Thesepuibé tickek &ya titenter sefyer ar sihgnertity of ihe newvedrky Qe Kgsopies of he
user database. Digital certificates can be optionally included in the AS
REQ nessage angeFBthobigation, Wiciiédtzegy,iinsddigdredisutehasthercientpsérivercoriatlyes t o
verify digital signatures. The client 102's pernmanent symmetric key for

verifyingna ke | - bitHeichRERd bEE6! Hakapiaset
The AS R%& mséﬁgﬁfﬁ%%§¥&ﬁfaﬂcﬁggﬁ%ﬁ%#? E‘ﬁ %Téf/b?nf ormati on that isalin
necessary for key r.eemen e. I ptd r RO FW-T ;

paramet ers). BYPERYYOGFARLY é,&sggiler:% }}i’c%sgg?l\%a t}rérggggéﬁd&ggg@%ﬂg?ﬁgﬁ%ﬁ c key
encryption because of 20 its processin eed. ..Th e of iptic Curve is
typical |y one 6PnteRidelgetirsyandgr %ﬁF‘i%gtef%‘P’leﬂee?llePﬁa eo?rﬁ%ernﬂer!r\l)g%%qi ons,
such as RSA. The Rijndael encryption standard nmay he used with the11%8- bi t
key | ength. Theveisomes thedisadeniagss ebsardarhKerker QENSE RERYIQUS PERLIER'S: {OF
verify it. If the AS REQ processing does not generate errors, the AS server
108 generates aipdlying ASoREBY teasthgezitivnrdaspehisk caobe sesesied REQusRIhYFp@ient
Typically, the AS server 108 | ooks up the TGS server 110's and client 102's
keys in the daiabase ARMPEREES SR adcdsa Rrlaumta ardibr sedisésqokidyd by en
subsequent aut hentication with the KDC 104. The AS server 108 generates a

TGT ticket. Th g typically includes both a clear and 5 an
encrypt ed part%p$ﬁge£tl£#égégéerr'ver 110's identity and the ticket validity

period my be provi ded L. {0e sl ol ] A6 1A difistied BT binghot of dltem

encrypted part of t n’inc e rnformatton such as the cli'ent

102' s nane, client sessjon key and any ather .data to, be k i va e
TGT ticket can 1804eF mp&@rweaumicngY%He? Jpes Bhactc%délggeavﬁ’gﬁtgﬁgfé%églﬁp ;g{:s

supported by the KDC 104. The encrypted part of the 10 ti ck?t P‘BI}/ be ibl
encrypt ed usi nght pres¢aDinveodon Teasystenk EP, which comprises an example of Orie possibie

20 implementation of the present invention, uses an authentication key management
protocol that provides security and privacy on a network, such as the Internet, an
intranet or other network, that can scale to millions of users. In general, the system
100 involves at least one client 102 interacting with one or more centralized key

distribution centers (KDC) 104 using both public key and symmetric key algorithms,



. I'n one enbodi nent, the AS REP nessage is signed by the KDC 104 using an
algorithmthat is identical to the one used by the client 102 to generate a
signature for the AS REQ nessage. This signature can be either a digital

- signature or a keyed checksumusing the client 102's secret key. The public
key information is the KDC 15 104's public part of the key agreenent
paraneters and shoul d indicate the sane key agreenent algorithmas the one
sel ected by the client 102. The AS REP nessage al soeCEFrgf erabI%/ C?Qéfu ES t he
nonce that i saawelbpywith indieidnalrapelieptionsarver. siFhap EecapPUfFianeteE DASIREQ
nmessage, to prevent replays. In one enbodi nent, the encrypted part of the
AS REP messageirgviycesvet 140, 26¢ E1G. &)t usigsywindiriakepslgoridims; sThgpsotocol is

aut hori zation data. Supplying the client with a client copy of the

aut hori zat i ongdalra JH QYA I8y deGaaMEdicediferehpapplieatidns it réquid authenticatiovause
if the client 102 knows it Own authorization data, it is not going to

attenpt actions_that I oi i ; WwHh Be@fall
application s&t Q/gpﬁ1bg?é;]d§eélv§'h§ég%[ iFggtp %ﬁl&g’g?é%r&? Pﬁgagé%f)nl y the cgpy of the
client information that is, encrypted inside a ticket. 10 Al so, for
clients W th RERHUEFE é‘é‘&ﬂ"’itatbﬁs%hat prevents a user from hacking and
changing its own authorization data, this featpg?;.e can be a ﬁﬁgur%ty £
advant age because fdadhbhtel 02(98n6PMPELS HPFOREEAPRIEHIONAr S6VISE R M YRS
client for sonme local actions, such as the right to save and replay content
(e.g., nmoVies miworcatviai akbehiliof e usesnBysvasopiexempten theslicAbi%88Y on dat a
received in the AS REP nessage typically defines general client

aut hori zat i ongoapfsé &nyQbe SPeGhuter, boths eliverid2 nTayeconyeison “tiie cli¢rite puch@spy
of the authorization-data is further described below. The encrypted part of

the AS REP ne b AjeRsohileligitdl egiistdR ZPBA) doinid dpplitmcearingya
that this repisa;@gv\ggﬁﬁr&legi?(ﬁgi f/géd?gstoructlgd by the KDC 104 for this

parti cul @(i dC:c irlgﬁ;fetnhgr%'ﬁre%}?gceg?otr,aori s?b%%gtigpfttaﬁyc By dQAES N RA oW drhlinsitedly et 1 C

key deri agr eenen m The client 102 processes the
AS REP nessage to verify its authenti.city and to i ticket
part in the ne¥eeRsEng caRbtIdies éeéi]‘@ﬁfnts?%ﬁg?s.es Ffse’g]%gﬁlégﬁtﬁéelﬁ?? g?!ﬁrﬁltg? the AS
REP nessage cannot be verified, the client 102 preferably dqQes not send an
error message soawiothe sehvsr (8. sepriersemeBmay he gsligntof ?s%/rﬁgr client 15 may
retry with another AS REQ nmessage. The present invention optionally allows
t he passing of digiTied appdicatidn seasteed 06 prayisted a reroures tREEIVORK ChestiREp thessages,
to allow the client 102 and the KDC 104 to authenticate each other with
digital certifjjgatasd eMbédiieht, GRIRDCI 10atissduddsta first sageeldBedd risacondrstage! i ent
102 is already provisioned wth the KDC public key and that the KDC 20 104

al ready has the, £l gt chiddinddehé firskSi¥gé B ahtasthdaticabion servér (iYysaradr) 108
signature”on an
and the second stage is a ticket granting server (TGS server) 110. The AS server 108
issues a ticket granting ticket (TGT ticket) to the client 102 after verifying its
credentials. The TGS server 110 provides an application server service ticket (ST
ticket) to the client 102. The ST ticket is an end service ticket that the client 102
20 presents to the application server 106 when the client 102 requests a service. The
application server 106 provides various services to the client 102, when the client 102

authenticates itself using the ST tickets.

The basic message types used by the system 100 are as follows:



.AS REQis verified by the KDC 104 with a client public key that it |ooks up
in its database. The client 102 verifies a digital' signature on an AS REP
with a pre provisioned KDC public key. 11 After the client 102 has

- obtained a TGT ticket via the AS server 108 exchange, the client 102
initiates the TGS REQ nessage exchange between the client 102 and the TGS
server 110 of the KDC 104 when the client 102 wi shes to obtain

aut hentication credentials for a given or particyl plicatiqn server,
such as the 5 appl (AbAiibantcatios SevgpRequsst m@a%éﬁ?@qu%ﬁg&g%‘? ed and
sent by the client 102 to the TGS server 110 to obtain an application
server ser Vi Celidrit ¢B2to feQest TG tidket fram the ASseder h0% KEY REQ nessage
(described further below). The client 102 presents the TGT ticket obtai ned

fromthe AS REP negspgg@stidfbh Sefvel Reply GReshig@ (WSSREDE. RephemEBsgiECheessage
specifies the application server 106's 1dentity as 10 well as the client

1027 T denti ty. WS Syt YRl SBLY 108Gl iter Ayt cleet . and the cl i en:

typically inc s a nonce n one enbodi nent, the client 102's identity is

protected because it.ls,in.the epcr ed [ t S not
i ncl uded 3 n the cl éé} Jrﬁg?ttG@fm?%geWé'g%%fﬁlgB%ég%l(itrgﬁt— seg's%&%ee?%ﬁﬂg% t he
TGT ticket may be used for the encrﬁoti og ,g,gg dec(r/\%]o(%i on in the TGS REQ
exchange. Thuslient 198seprsestan BT tigkghiramithe JEpeserve h services the client
(e.g., a user) is requesting. The client 102 preferably saves the ngnce
value in order to I(B)@ickeaGraming Stiver Reply massper CECRERERY Kepbemetsass ¥ KDC
104. The client 102 preferably keeps the nonce value until a configurable
time out val ughLEXBKIRSver Al @F theREeiti 10 vath the SHaickkt,ent 102 is no | onger
able to process the corresponding TGS REP and has to retry. 20 The TGS
server 110 verifieggy R%yR@@;&EQe%g%gQEYaREQ&rM@ﬁag@mt enifiGE cliéntk ez to The

TGS server 110 then generates the REP nessage I n response to the TGS
REQ nmessage. The TGS REP ' : TnanbhSdtednt{ prhmbretss the end
service f[?ckettge ?%Pﬁ%ta"%b%?%ﬁ%%%f%%q%h%f‘?:}ﬂ&teﬁe Cr¥ent Xl%g presents to the

application server 10 en the cli , t ,and/ or
services. The 12 éb%ﬁ%&?\Ydﬂe%%@&ﬁ%‘%@nﬁ%@w?ﬁ%m ﬁlgeoétbﬁ)g%?ﬂ
validity period may be provided in the clear inside the.fi ) %Jed ST ticket.
The encrypt ed seaer 106 to the clant108 péth %‘Br‘ﬂe&ﬁﬁ‘&aﬁp&’éaté?’} Wee! ‘fééas nane and a
server session key encrypted with a server key shared by the 21§1p| i cation
server 106 and the (K)®Reh0dst fai@ontent mpgloeBeryives messagp CON_RECNeMessage sent
additionally includes a first copy of authorization data (e.g., a server
copy) which i ngpakhe frhit 1e5td thebpicafior fevesd0bite esjuestdesredconteshand/e be
supplied to the client. The authorization data is specific to the

appl i catiygn segey\%eslg@ and the content and/or services provided by the
application server 106. In one enbodinent, the authorization data contains

servi ce and/ or cont@ﬂ%g@ﬁf@éﬁ ﬂ;gg@e%eggagggggtﬁ&n fHeGpbBcdtidon $8rveN oBeEto the

obj ects. Any additi s to be private can al so be

i ncluded as part of the encrypted rt. of the SI.11 R j.ment,
the TGS REP adglient 6%?‘%9}’%?1%%?{%d§§“%a%08&%¢18m}2 Yy 6#651(:E ‘Eg{eac&lteﬁto%acﬁ)lﬂ%ﬁggat a
(e.g., aclient coEy) which is encrypted ugi ng the client session key from
the TGT ti cket typmaby anesspteg prinetodsingssepio thoglisnh  he AS REP nessage. As 15
descri bed above, the session key is known by the TGS server 110 and .t he
client 102. BecauseEadsieofstbemdsageq)gen@fallwh@clladﬁmhﬁﬂﬁﬁfaﬁoiléwe@hi’éhe(bl‘%é‘ of theent
copy) is encrypted using the session key fromthe TGT ticket, the client
102 can d@cr ypinekdage avitinaicineaddr dBingabmnsoictotitd bssegesh Byawashof paativthadat a,
such as for verification purposes and other purposes, as described below in

detail. The segopgd, &QQYnc@JdetJ'ﬁe%%léé‘@bE #atd, @pralédot version number field, and
checksum. The message type field indicates the message type, such as AS_REQ,

AS REP, etc. Following the message header is the body of the message having the

list of attributes preferably in type-length-value (TLV) format.



. 20 received in the TGS REP nessage can provide nore specific authorization,
i ncl udi ng nore server specific authorization, than a second copy of the

aut hori zation data received in the AS REP nessage. Authorization data

- received in the AS REP nessage is nore general and defines non-server
specific client authorizations, for exanple, whether the client is

aut hori zed to store content. 13 The TGS REP nessage is signed by the KDC

104 with a keyed checksumusing the T icket sessi.an key. The . EP
nmessage additi onal Tje elegnt ép;‘geq%e%%g_ﬁétm%é%ge&gﬁ?nﬁateﬁﬁ%wt[}%néﬂé REQ
message, to prevent replays. By way of exanple, the TGS server 11 y
generate the FBEcRERhIngsbgwetn theichgnttlNad andtheohd sefver H&@aﬁ&?ﬂmlﬂgpﬁ%ﬁ%e
nonce fromthe TGS REQ nessage is included in the TGS REP nessage to tie it
to the requesiyheMNmetclichh®isk&Go Wbhims TiGThtcketavitighpis adicketfer therblods@yen i cket
session key. If nore than one encryption algorithmis avail able, the KDC

104 preferabl Xl@eaksg)g;aftl diRe RDCONGETh oftte wol e tHEXE T0HQ tekag@anssnd b shet he ST

ticket including rst copy, the server copy, of the authorization 10
data. The appljcation seryver 106 t i ichQs 8QQRhe ikt to
encrypt eg par f‘f‘wtlbzéo%*?/ﬁeﬁﬁiz?é?rqgﬁégﬁtégltggg)g}rfaﬁcelég%gye% chebg/ks%m over the
whol e ST ticket. The end tjnme of. the ST ticket is preferably.det hRed by
the KDC 104. Tesest|Slghgketsgor spegificapplieaiion sEsTs %L}Chlﬁsg}éet?pr?@?%f‘%q‘ %ef\;eg\}lg ies.
The encrypted part of the ST ticket contains the gl i.ent. 102.'ds i.dinti ty, the
first copy of ByheayaofidxemipieatheohS dREQ messagsineny iReIGHY Yehet [9e81Y P Gat e
data. The TGS REP nessage further includes an encrypted data portion, where
the TGT tickehame)shoNGRayrves LSedlentityganir airse thte grie ayppensed dt @abéfrsf’i on.
The encrypted data portion includes the second copy of the authorization

data, and a k cP6S g Whmeg Remty®ton sigagtHnehfiGTe sasoited bi ey, cliean] (e
added over thgﬁ/&}‘géiff REP rrgyssgge. Agg?n, tr%i S is just one exanple of a

procedurg that.th . r tde 2t GRIIRER
nmessage ﬁaﬂ chtTionCc ﬁ%aé%dl%%é/pgi 511%1% W%%gn%?ﬁ%?}cgg? ?gﬁﬁﬁatr};&? Because t he
TGS REP nessage incl udes two .copi.es -of I i (o
contained in g}g@a%%f'%;ﬁeéﬁagﬁéptpgr&y. t]ﬁlg Sg%%tu?ééélg?B%ﬁ%&)%%ﬁ%?‘?p%dﬁt?h t he
session key fromthe TGT ticket, the application server 106 as well as the
client 102 14 signai¥e access to and can use the authorization data. This way
the client is capable of perform ng checks and verifications wthout the
need for additi onalThequiblinkentd wendy asigna@es is ipsfenebkydeert ln'lfﬁ%uffﬁrélé@ﬁ?se'
invention differs from Kerberos, where in Kerberos a KDC reply to a ticket
request from apiglthleRttificatesaapae bptieratly irgyuieddathieohS REQeamessagerani mayfes a
single copy of the authorization data which is only accessible to the

appl i cat i on SE[BE] HRRAD S8 BlesRirk® Bubilic KehetoSerify digttal sigieaureb.i The cliems 162
access to the authorization data and cannot utilize the data.

Alternativel y’pe;rrlrﬂgrrlnéﬁg?%njflﬂle{r e]*egrfb:ls@'é?ffﬂng‘é%%d)éheﬁﬁﬂﬂ RtpgrefeablyeRdpy irf thea

ticket request Ien r a particular application server by

i ncl udi t [ f th t hargzat | : bt ST
101§ cket and SR AL 88 AG-RRO nrruih RSy RoRE MBRE e Aubhe

| | ow th lient 102 tg d t th d. od D hor i [
Gat o ond Ut || thet 1 ReeSRiPE P REAEHSTIE  &.1 A B GUTRERE T PR BB ESED 12

i ncl udes an authorization nodule 122. The authori zation nodul e recei ves the
second copy of By hayafiekonpleaEiliptic Garve maabg ‘@eiﬁorc%ﬁ’ingﬁY BRIV RS IOfRECSE of he
aut horization data to determ ne what and how the client is authorized to
utilize phe copd pdtesding/speeds ETha usesf Bilipric Carveis tyieal ppieics 4 erdeserfver 106.
The aut horization nodule |22 can be inplenented through hardware, software

or a combinati h&h SREr SREIHIBAE sudiasTISA e The &ijjmdadl endription
aut hori zati on %%@Fugla%g&?s a har dvva}ipe nodul e that decodes the

aut hori zation extéa%%h}%gﬁferugga %ﬂﬁt@eolz%%im?é}j légéthpn data, verifies client 102
f d i

aut hori zati on F'87 Oor 'services "and” proceeds to decrypt requested

content and/or to provide services only if | i t eg hbe
aut hori zation. In o}TH%IAStSGrYﬁéébgpr%S?SF%Hﬁaéxiﬁk H\éa?%%?ggﬁr?eg@tvseﬁ eﬁoff tﬁe
har dwar e nodul e, the secret key used to verify a ge ed f(g?cksupfor t he
aut hori zati on @&t REQprogessmgplosedotigsnemie eloreiie 4058 ee! Bt ELRE N4 dwar e
nodul e. To 15



- achieve that, in one enbodi ment, the whole key nanagenent protocol is

i npl enent ed inside the'sane hardware nodul e 122 and the secret or private
keys are not exposed in the clear within the client outside of the hardware
- modul e. By way of exanple, the client 102 may use the foll ow ng procedure
to process 5 the TGS REP nessage. In this exanple, "client"” refers to
either the client 102 itself or the authorization nodule 122(when it is
present inside the client). One skilled in the art uld recogni ze tq8§ a
client with aASaBERon¢ssage ipiesponss te ﬂleZéSL%QdB‘FSIS%ed\é@@‘%HV’ '%F %ewer
cryptographic processing to occur outside of the authorization nodule.
First, the cli®isup® PaSsevet he) TGE GtEnt MESs kigys indhegiatabapg andgengiser
parsing fails, 10 then the client 102 acts as if the TGS REP was. never

recei ved. The gibgdlieaPesfibekey, 3 subspentrmthentcuioawitr tho KD@d84g&hdask to
the TGS server 110. In some cases, the client 102 retries with another TGS

REQ nessage. Is%]rvérhf\dSe Abfat %Létlsé}??igf(&g ThET @E&@??ﬁﬂﬁ§ indldtfes BbiteEleakGad MRy
g for & repeiy until

continue waiti atime out and then retry. Next, the

client 102 verifies the prqto ver si.opn, n [ ] s Al hi s
prot ocol Ver sPBANGTYPY tpagu%f)&;&jégds,e“feﬁé?@ Isiugeﬁ‘?l?ylwqgé p ?eﬁra{?@@fﬁ%mﬂéﬁmp
nmessage was never received. O herw se, the cli?(nt 02 then par Sﬁéhtr%heﬁ
of the nmessagée pravidedenthesdlaganside thedssped TGIAFLEL ‘?nﬂyé’é%ﬁp part fNe ¥KSht
102 acts as if the TGS REP nessage was never received. Next, the client 102
| ooks for an at ftchnidiinfyrMGRRECh ae thealeniiO2?s name, hent Spssiondry@nd pRY t her e
is no match, the client proceeds as if the nmessage was never received. If
there is a matgher dhfaqs bt Reptairivert THIA GBtitke: ean tlbe privetsleslinnofisiangptiodne  TGT
ticket session key. If the checksum does not verify, this nmessage is

dropped and t L} §6borRa biyfthd RBOTRES af eNes phMpIt dfebei ved.
16 The cli eﬁ?pe;%ﬁgﬁ@ %%%Bws&?he private ticket part in the TGS REP

nmessage, g&lsi n%&?ﬁ&%}tefag% %%%E@Q%%gg%lh%ﬁfggﬁ04,Isfseér_gpkég,ri vate ticket part

cannot be” dec e et session key type and the type of

the encrypted data do not tch fat error _i.s.r t and
the client 102 doedt®8 e@g& .enf’ftﬁl"t ﬁg—gﬁ?é%eﬁfaﬁer\%m%ﬁ%;dg&@g}{ﬁ%g%gl ﬂan
formatting errors, contains a session key WitESh t he bége that is. not f
supported by tdigasithiithattis identicabto thepnamprd by the clisnt 10043851218 ASBHYES Chot
match the request, a fatal error is also reported to the user and the
client 102 doedhe At REE myssagé. Thie sigeatsreoraniveeithernredigiialsignabire eea keedt he
client is capable of decrypting the private ticket part of the TGS REP
nessage, the clheeRuntidif@tlslibie 0sanendt kapyTefpublie képinkumiaion iathe &P @at a,
verifies it and retains 1t for later use. The client 102 then processes the

ST tickes |1 1060 GudiR AR @FlifiCkeyl dhrddifublarbintesd andshould indipate tirckate i
erro n

user as a fata r the client 102 does not retry with another TGS

REQ message. | fo D0k bRlfulcl ab 18 ohPSeIRiEEd BRARABCNAI(2, dleGes GUhP hRGsagt i ent

102 saves the r-text private ticket part,

i ncluding the 15 second copy, of, the authori zati t j LY 1N
its ticket cacheo Preferably SABSHNS fRRONRA élse?ncogﬁtoﬁg}eﬂ{zioél? i %%&rﬁ%gﬁﬁgﬂ%%le%ﬁs
present inside the client 102, the ST ticket can be stored outside of the
aut hori zati on imgteAS_RED inassage t@ RESVENtTepIRYS102 because the client does not
possess the server key to generate a checksumfor a nodified version of the
ti cket. The aut hori Eapicsmialimentathepacrypisd @artiofigiedsS 1REP messege ﬁH?"i“geétﬂi‘eon
modul e 122 or authenticated with a keyed checksumor a digital signature
and t hen gt or ed;i Qi1 82 d8thQlccdss o NPewhauihogizalientdae. Supelyinglthe cliett witnea client

aut hori zation data is stored outside of the authorization nodule 122 (to

mnimze the ”ng cg‘écﬁg §1\%ﬂ{51ﬁ&§ioﬁ gtéi - SBEL SdonvatibRErb shddtieat fuad kser) becaaseange

the authorizati e cted by the authorization nodule 122.
That 1s becausclef tLQ glié(n?)ioyiggwg Q o5/4 authorization data, it is not going to attempt actions that

are later going to simply be rejected by an application server, since an application

server trusts only the copy of the client information that is encrypted inside a ticket.

10



. generate the keyed checksumor digital signature for the authorization data
is not readabl e outside of the authorization nodul'e 122. The KEY REQ and
KEY REP nessages are used for key managenent and aut hentication between the
- client 102 and the application server 106. The KEY REQ 5 nessage is sent by
the client 102 to the application server 106 in order to establish a new
set of security paraneters. The KEY REQ nessage can al so be used by the
client 102 to periodically estdablish new, keys with thtf:: a Eaiﬁikcati n server
106. The cl i efso1fys clienis pathdardwgre pecaripathpigprayenty %R@f,roﬁf B&AY obt ai ned
in a TGS REP nmessage. The application server 106 starts out with its

servi ce key t bminging itsarwnuausherization daey thistfeatnie oanbe daeeurity eheansagebgeause i ent
generates the KEY REQ nessage that includes the ST ticket and keyed

checksum needggdditde asthberttionatat: mipdt alké authordf:2he Thent KirsoREQoeat asti@s,
preferably al so contains a nonce to tie it to the response KEY REP nessage

and the cli engligg?q%%%‘?%g t& SavielaY & l?}r ERhéy (&b apkis) WRRalldigk. CTheadHent 02

generates the ssage, th irst copy of the 15 authorization data
and, in @ne enbodinent. . the client 102's i|.denti i ] ed part
of the 3 ti cRaD OUARE b Bp i recBoTu GRS P RisSiokl gty ARTNE o |
saves the client nonce value iin order to later validate a ching KEY REP
nessage from B%ragﬁBF?t(?é‘fahoéﬁaté@rs\?ég 1) SP Caﬁeé‘ﬁf&?@f%gg’g&et%‘@%c‘fqpént
nonce value until a configurable time out value expires. After the tinme
out, the clienftheeuthopzationadats isrfgaher slescsibed bplove ey anpeypEsshRaEisyfhli ng KEY
REP nmessage. The client 102 may retry after this tine out. The KEY REP
message i s semS REPthessagedanaisoi contarethe eliert062isnidersiyp teeify chat Hes KBl REQ
nmessage. By way of exanple, the KEY REP nessage nay include one or nore

randonl y genegat gflombiNBYftrubidg by PRERIDE 102 tohiSREaudr diRyt BIPArEk dafh is
between the client | 02 and the application server 106. The KEY REP nessage

may al sq 4 ncl %?ergglgie%lhrglgge{di »glnﬂft 95@&%@1@ kteg %Eri@uﬁl f?@tﬁ(iﬁéjkég)ag‘?één?éﬁlt b®Brithm.

security parafeters: recei ves the KEY REP rmressage and

processes the KEY REP e. The c¢lignt [se e r
verifies the prot o?gf" C@??’%W?ﬁﬁﬁ%&ﬁfe @gﬁgaﬁrigglgsst%ﬁéep%\éeg? §(§)t$ gﬁ%‘g‘?‘ﬁ%%?s%‘&é‘?

mat ches the nonce in the KEY REP with an existjn i .KEY nonce and
verifies the GREY¥RIShePURIAYHCke!Ppaddr thednesgags t@ﬁé@%ﬂﬁ‘&ﬁg\tgﬁ(eﬁ'h%i ent 102
and application server 106. The client further decrypts the subkey of the
KEY REP usi ng authentidityroefdhes ASSRER miessage wamnot pe yerified, the disnetQZepreteraher sui t e
is acceptabl e, parses the EncryptedDO object (authorization), generates 10
content decr ygbédibtanet audrbenhéssadel badk keths AS enver 168 s irbdcene eases, stvaient hem
for later use. In one enbodinment, the CON REQ nessage is sent by the client

102 to tne apmqu@ttd,%hs&bmgf ASOREONGEsshge Client receives and verifies the
KEY REP. In genérating the CON REQ nessage the client accesses the

decrypted second cepy 3?%%&15&%@0%\%&)%%&11@“5% tAS RsinBF SigithNRridfida@dilin

recei ved and decrypte rom-t ssage and/of the TGS REP nessage

with the ST ticke nf | e_aut hor | i t he
CoN REQ messade e ShEER ATTREP Rudiegio AR AR FROELLaRLKDC 1641
Therefore, the client's user interface is inpr d and.t he user can he
prevent ed frofHdentcate ?'?Qﬂt%l%?ﬂt“ﬁ@r 1&@3 c%‘?‘icﬁatﬁng %@ﬂ*’ﬁ‘?&“‘\t‘/@?‘iﬁ’ ﬁésg?’ﬂ’ﬁftﬁg, 20
W t hout having to submt a CON REQ nessage to the server and wait for a
response. |n ohs tendedt h@%]'ts,alrieaidthTevi@iOin@ngltmlze KBepublicdey end fuhtiedtldd an

unaut hori zed
20 104 already has the client 102’s public key in its database. A digital signature on an

AS_REQ is verified by the KDC 104 with a client public key that it looks up in its
database. The client 102 verifies a digital signature on an AS_REP with a pre-

provisioned KDC public key.

11



. CON REQ nessage, the authorization nodule 122 holds a symmetric key needed
to generate a keyed cheécksum for the CON REQ nessage and refuses to
generated this keyed checksum for a CON REQ nessage that violates or

- exceeds the client's 19 authorization as defined by the second copy of
the authorization data. Therefore, an application server 106 typically does
not see unaut horized CON REQ nessages as they are rejected on the client
side, but when such an unaut horized nessage does cone through, the CON REQ
does not have the &dier thetclivalyd? hap obtainghadhdl tiskes viadihe ASetervartlRBut
requiring the server 106 to check client authorization. The confirmation of
t he aut hori zatxdwngkgthe dlient e inoptésrthe €6St REQayessegn axghangsibgtwrengheeliessi ng
of unaut hori zed nessages at the application server 106 and inproves client
interaction wibhahdihe USES serddrl 100iofehel KPCUDE rwied thoelidnt Y02 widhegiteobtain

aut hori zation without waiting for an application server 106 response. In

one 10 embod! fehbnidafibn %@E@ﬁgﬁ%ﬁ%ﬁ?rg%i@&%% iRetidtSicRert fign 388RI on key

shared betwee clren cation server 106. Upon receipt of

t he CON REQ nessage the appli cati er 106. processes .th -

nmessage and vAPR Hgil‘é‘ésetrﬁ%rplr%gq t%ﬁqﬂlgsﬁﬂﬁ éstgeggrﬁfle oarndtsﬁxgt bﬂ}' %gﬁlrl%%ati on
data received as part of the encrypted ST ticket. If there ar q errors 15
and the requedf?tothedsat snverdd@4e ABRINANAPRTEAIORSCREE W‘F%Hﬁ%zs@fwlf%

aut hori zation data, the application server 106 generates the CON REP
nessage and i that isatsed int h EEde[REQR meswge (descrihediforiberdetovor Terclipetdd2r equest ed
by the client. Typically, the content delivered is encrypted by the

appl i cation seraserits IHROTGF itioket tobeaisdSeom thekey RIERmessage tsvpan of the TS RHEQ 102
and the server 106. 20 The client 102 receives the content, decrypts the

content and begisBget Th@WR@@H\@sﬁgé §pceHick AR HPNERTYN sehRr 206 s edEhael axent
because the client” 102 has Ta copy of the authorization data, the client can

determ aut hogii ) i:Ne i F anpl e,
the ol ot - Losigs e bt RS RN Bheat s R T C R Sor A0 T
or not the client is thori.zed to store or, save a,co f At h ntent. The
20 authori z&ﬁ?‘&ﬁyﬁ‘rﬁ‘gg’l igclydes %ﬂ‘é‘l‘?ﬁ'shi fie <ioh ngaﬁecgﬁXr&gltO& Sa'ﬁﬁnctg%fser n nes
the client's authorization. |If the client is authorized, the client can
save the cont ®fetegied pecapse if @deﬂ%@cmmvﬁ%aﬂﬁéﬁ ?‘@ﬂéPP&‘PCIHg%Wse t he
client has a copy of the authorization data, the client 102, in one
enbodi nent t hrtieuibartpaet cfwhehmessage. i e Gienbsessien kepfromthe TGrli tiaket gay be Hicde by
checking the authorization whether or not the client can play back or reuse
the content nasethe Badtypiieh driddecrypien auiths G RE@axaimogd. THR2a stypipesis| y
contains stored content decryption keys and refuses to decrypt content
Wi thout py pperunﬁMEl?ﬁHété@tthﬁéh seFABeHE klidni (8.8, HRLQY Wrdqudstigo.Cl i ent’ s

S ac

aut hori zation 1| Ieved by utilizing the Second copy of the authorization

data the 10 client fq%?clireﬁtclgjg\éﬁgﬁe%a@# BeediF ol VRIS 18 Yafllat e | 0Cal

use. This inproves clien I'mts communi catlion across the

network. In one enbodi the system S Qt ..I eCUHAI.E T and
TGS REP excharGHchips &E&F&f" Hnﬁﬁs?fe%/f??%ﬁh%llgﬂcgfb?‘er#‘et%‘e%tb % pﬁeftgﬁa%gr%f’g&(egt
and a client copy of the authaqrization data, The cli th éoz subm ts .an AS
REQ for a ser viosge yaue petilaconfisurabledtng put valie\egpires; dhiterthqiimg oyh the dispt o
server 106. The KDC 104 processes the AS REQ and returns an ST ticket for
the first applli0gds hotongerabde to prcesh themormesimndingel G REP auaghblasse retre

aut hori zation data. The KDC further sends the second copy of the

aut hori zagion dat a Tie THS seveenl) JepifigniteeliGS REQ nassags aad provdssas thei TAEW by
the client 102. Typically, the KDC 104 returns an AS REP that includes the

ST 20 ticket widiD 1A TGS §%{§§gp130 _Iiﬁén EORrALHO TGRAREPIMERA R in28hohstaothd ent

copy of the authorization us; the client 7still obtains the client
f ggy-l-g; Egg a”f§§[ﬁé6tn'1e°s5‘ag%?‘t1%eaﬂc§’s“_w &st&@eeingﬂldg HEST thEpMicﬁféQﬁ@ &dd N9
service ticket) issued by the KDC 104, which the client 102 presents to the application

server 106 when the client attempts to request content and/or services. The
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. FIG 2 depicts a sinplified block diagramof a system 101 according to one
i npl enment ati on of one enbodi ment of the present invention. In one

enbodi ment, the 21 client 102 accesses a third party server 140 to sel ect
- desired content and/or services, and then accesses the application server
106 to actually receive the selected content and/or services. In selecting
the content and/or services, the client 102 utilizes the client copy of the
aut hori zation data. Prior to’subnjttin% a éeleréjon for co tentﬁédan / or
services to tAeplicaiiprisesyartPosadensity anhihe figket vplidity PiaddPay ARRIWHEI i ent
and or services desired, and then checks the client copy of the,

aut hor i zat i oncldat iasitle trevissugd 1Saktickgt. aT heetneryptedrpartnftheX E deles con@ingtheent ' s
aut hori zation. The client 102 then sends the content and/or services

sel ection to théhttibDsGap@rand aserveéesesdién keyT trerypied ditharsees keywsharetidty thhen
verifies the content and/or services selection and sends a content 10

and/ of _ser vi casRalige Lot 08Pk (HPRBRIRA! TteRRuGbieaart I STF ik ng

information t I's used by the application server 106 to authorize the

i d all th | i ' : d/
Cervi cead Thsddtneutintits BB EREBRT R R R OF SRS A AMRRC, O o

requesting authorization for content and/or services fraomithe. thitd party

server 140 thaertwefinesjlimits ofghe sgraices ) tCQHteBgltozﬁ‘?éuB%llﬂdi tethq Cg}?ngeﬁ/eer 15

106 when the application server attenpts to determ ne the client'

aut hori zat i on abthegeatiom dateeistspéaific {pethe gpniisatier servar dPRand ie. COPFFnbﬁ%dS/OF

enbodi nent, the third party application server 140 additionally includes an

aut hent i cat i oRe®fcel beovidudry thanpplicatidrosemedrilon. [Moneserabadimant deti on is

additionally forwarded by the client 102 to the application server 106,

typically in theoAQaidRd R iiRasaeace dMiorafRtdnt glecific cbigcuseand 6 rightd tozes

this authentication to authenticate the third party server information

supplied; o t I.Gaty ' Bl & bmElutbe

i nfor rrat}(%n uggc&%?)@egﬁst %&Eggﬁg%gf%%me%w&%{shiég% 6%??2§ﬁ§‘6§p| ied to the

client fromthe third party, server, 14 d _not sone other network entity,
Hheferiigh A eh P

or not some cdSRAROF BleeneiyPEedRar A ed by the client. 22 In
submitting the KEY REQ nessage to the application server 106 he client 5
102 incl udes the t Hnoae gaPpimest. fog Tﬁﬁiﬁﬁ%&ﬁﬁ?‘aﬂl}ﬂ'é{rfadl*ﬁ%* LEFERUhT Y i 1
it was supplied to the client. The application server 106 processes the KEY
REQ nessage, authvemstiicedass (¢ fea tliant domya mihjchsis eoerypted psingdhs dignt s838OLEPY i zes
the information to verify the client authorization. Once authenticated and
verified, the fappkicBGTaRkeaenemnteli®y theASsatves 1 @him tKEXSRREP ressaes ki bed
above. Referring to FIG 3, there is illustrated a flow diagramof a nethod
200 for 19 15 @&Qcribed above, the session key is known by the TGS server 110 and the client 102.

Because the second copy of the authorization data (the client copy) is encrypted using

the session key from the TGT ticket, the client 102 can decrypt the authorization data

and utilize the authorization data, such as for verification purposes and other

purposes, as described below in detail. The second copy of the authorization data

20 received in the TGS_REP message can provide more specific authorization, including
more server specific authorization, than a second copy of the authorization data
received in the AS_REP message. Authorization data received in the AS_REP

message is more general and defines non-server specific client authorizations, for

example, whether the client is authorized to store content.

13



. providing a client with a second copy of authorization data for use by the
client when requesting 'and using content and/or services from an
application server. By way of exanple, the nethod 200 may be inpl enmented by
- the system 100 and the appropriate nessage types descri bed above. In step
202 a request for a TGT ticket is received froma client, such as the
client 102. In step 204 the TGT ticket is generated. Step 204 may be
performed, for exanple, he AS server 108. p .206, th ticket is
sent to the client %Tﬁfi@p‘“ﬁﬁ%%ﬁ§’c¥n5%%3b§\ﬂf%ﬁﬁéﬁwﬁl%Eeyﬁé CE% 8P 108.

I n one enbodinent, the client extracts the client copy of the authorization
data, if the osingthe EGPyickst sessiondieyhdite Z51S_REPmewagsaddidonsdls gonfinsithe t he
AS REP. In step 208 a request for an ST ticket for a particular application
server is receabnedhdtrvoandobied dtdnetite. TGHREQ@ cnessdgef torprevieat €pldys.cket i ncl udes
the TGT ticket and typically does not provide the identity of the client in

the clear. In steppdifhtofdeemBRPIFERGS9&vérS] 196RES! @dnefhtd fhel GK IRER Messade
ticket with a firs%%coafloof t he aut hori zati on dat%etnencrypted_within '?%e ST

Seasion Rey 1 PORE RGO lihetror Bfrd G RcB RS TR R RSB o1 "t e
TGS REP | f d T 110. 2 T
s sont to L nenlideEn oS R meRpEEL G iR ARy (o P 0 BRAER ey

al so be perforned by the 23 TGS -server 110, In step 214, the client
recei ves the VEIYREPL the sengoapSD tisket sersiog kewn L raquethan Quegnerypsien agqsthia cond
copy of the authorization data fromthe TGS REP. In step 220, the client
gener at es and isandable, tKEXDREQDhpefagdy iseletts terstrongest &e. t Tlaek®DCalldchert ur t her
includes the first copy of the authorization data. In step 222, the 5

application seeygites SRS TVickefhdIUdirRCRS Sies copie tHIE¥rRIEQLpYT Iof taukiarabtiem
server extracts the ST ticket, decrypts the ST ticket and validates the

first cogy of 4ifze T%%gﬂﬁd'aﬁéﬁ isaoerdﬁegs sebfdt ﬁ%f@ wdéfHo dridBpRER! dneAbtedpasestver

generates a KEY REP nessage and sends the KEY REP nessage to the client. In

step 226 the gllaa' gfgclyeirah% 'aﬁg Enpegat}é@ﬁeyﬁf cl‘[egg?@ﬁggveql% TROIE REStdickt Whilebn® KEY

REQ nmessage. prees a sinpf it w di'agr am of one

i npl enent ati on, of cess .240 imlar to.th 0 depigted in
FG 3 st dpeniane SRR S prererdhin e Relndihy Bk BE TR T o fikrihy D,
the KDC 104 generates the TGT ticket. In step 446, the KDC 104 sends the
TGT ticket w BPecayd sherer ifspgeot itrwishes) iThgensrypted Pretof theS hiigket cpmags o

248, the client receives the TGI ticket and extracts a general client copy
of the 15 aut hior ¢lieat 102is dirnaty, the f5teopP 50thetanthocizatent datd) 2essemdesytang othes REQ
requesting the ST ticket. In step 252, the KDC returns the TGS REP. In step
254, theixli epriviRreRtay EEhet TGS RKEP ReRagd threbist Inaluides dhencBipted dieponiod, t he
server specific second copy of the authorization data. In step 256, the

client determyes. Gx@ﬁ@f‘ﬁ_clé@%s@i‘bn%@? Y 588 R e RS theREeryb AN BLERESESTRNE
client copy of the authorization data and verifies the desired 20 content

aut hor i 2611 on oy BB Rl B RERAPHE RELRcofEH B oBRLRLARR REEGREL Réyed

aut hori zati on. | ent mts a content

services selectign to the third par server 140. .1n,step 280, ird
party server & ﬁ%éu‘f‘h%e"&ﬁ’i? %“%ﬁla/fﬁT §BFon %@é c%’éP%&fk?e n&lﬁég\ey“igm}gi ng
the third party information used for authorizing the client, and an

aut hent i cat i omessagehiAgaim s iftistove esample of a pesredure Ahat the, LER serypr 1 Hhvmay ni r d
party information includes information that can be used to verify the

aut hor i z20 i on usé td pemerdté thetTGS RERmasspgewhich éndlatdes twb icopies ofthefauthhezationt ent
sel ected by the client; various purchase options associated wth the
content, such g@g "charge to a credit card", "allowthe client to save this
content;" and other such 5 information. The third party information can

al so include restr i%h@s‘%gp@@‘@gckﬁp%s!‘égteh%élﬁ‘&esQQ/BtcgﬁlTes oBehuBDridatidnsdatOf

bl ackout regions (e.g. ackodot reglons based on countries, states or zip
codes) and ot her such reshrictiaons...l 4 i ds a KEY
REQ mesoage 1 OE KRRt e die B 8RR pan b BT Pk ahd Snd e Elted R Y

aut hori zation data. The KEY RE ssage incl.udes t thir arty..

i nformati on 1CCEIPEEYWIQR t nggdgE@n&ﬁe@ﬁPhl%ﬂoﬁﬁﬂv?r@6§? ‘Y‘?qk%e“g“? th&ﬂz

further includes the first copy of the authorization data. In step 264, the
application server 106 authenticates the information, verifies the client
aut hori zation for content and/or services l4sing the third party information
and the first copy of the authorization data. In step 266, the application
server 106 sends the KEY REP to the client 102. 15 FIG 5 depicts a
simplified fl ow di agram of one inplenentation of a process 310 for a client
requesting and receiving content and/or services froman application

o ~NA N 1 n - . NN S Y S



. 25 request, the client generates the CON REQ nessage. In step 316, the
client encrypts, autherticates with a keyed checksum and sends the CON REQ
nmessage to an application server, such as application server 106 (or third
- party server 140). In step 320, the application server decrypts the CON REQ
nmessage and val idates the request 5 based on the keyed checksumas well as
the client's authorized access as defined in the first copy of the

aut hori zation data found within the ST, ticket. , step, 322, the | i.cation
server encryph&VeAEess e ?WSPM@%Haﬁ%gﬁﬁt Jrglﬁdya&rthgﬁﬁmtésecaipgﬁgﬁg ST
ticket and authorization data are verified. In one enbodi nent, the .

appl i cation sperfemiegeitcks arel vesdisetionsavithomt thetneed fof addisioap] qopnragnigationgr ent
packets such that the entire 10 desired content is not included in a single
packet but i naskadiittdnapdatkeThe pteserstieyeniad diffehefromikerberogorherem Kérberos
requested content and processes the data. In step 330, the client accesses

the second copyist rdghetPaitilet ir@e@at%nﬂamedt&foﬁaaﬁarﬁ@&ale@paaaidﬁ%@renbm s if
the client can store a copy of the content and/or services. In step 332,

the client stores . COn t S V] hf ot i i hori zed
to do soo 11 Hsiep RSERYRY or B AorBRIHLERE whleiig e Bl ol ToC Pt
is received the first tinme, and the proce oceeds.to step 340 to,l ook
for additi onaPpR:IH‘ﬁE‘%‘hf‘?rV?&‘WBP%9@?“%‘?%‘3%%% tﬁgeteﬁﬁ@rcgamvmérng ALEas tq &t
determnes if it can play back the content nore than once, |f yes, step 336
i s entered whaewtdorizasion|datarand canncistibizsthg datap Adiermivrly: He KBRtia e ppenb,
nore tinmes. In step 340, the process determnes if there is additional

cont ent and/ oinveetio gawrates HepROorspbereduest fromesclienhior prregssiar 3ap@icagenr ns
to step 324 to receive additional content and/or services. If in step 336,
it is determnm gadertticihcludmgnaofdspiehof tidatithoarationr datnohe bihcripted pithireths S310
termnates. The present invention provides a nethod, system apparatus,
program;,and ¢ ; toniahd o [ t nehtaccess
o oan apy G B N o e
user interfac educed errors, inpr.oved effigci qonth m I.on. of
content and/ oﬁoéfﬁ @?C qa‘éﬁ ?e\%ﬂ/‘?opﬁftﬂf&heeq*u,thoélzfl%%eﬂéxf'l ﬁ&;g%lﬁ)eeth?aﬁtggg%glggs its
own copy of the authorization data allows the client to nake determ nations
about the pr 08as; ng and utilization of the delivered content 5 and/or
services. Still further, it reduces the amount communi cation necessary and
reduces overal | nefmenkembediment, therrlispiel RrindudeseamtauthasigationmedeleildgeAbs on
is inplemented in an el ectronic security broker (ESBroker) protocol

devel oped by Mkbthorizdten rodule reaeisesthe pecond ebpaof ﬂhE’auﬁhgtiz&iumﬁaagmdém system
al so devel oped by Mdtorola, Inc. 10 Waile the invention herein disclosed
has been sdescbh@ghréytomanse e fipleaizaiion b addaerntise what addlomctht ichers is

t hereof , nunmerous nodifications and variations could be nade thereto by

those skilled ah{l}lot‘i?ﬁ t%rsdtili% tHRQUShtAERAN b f8lides ROLNR! BiEMBRpHicatiBe sérdyent i on

set forth in the ¢

106. The authorization module 122 can be implemented through hardware, software
or a combination of hardware and software. In one embodiment, the authorization
module 122 is a hardware module that decodes the authorization extracted from the

20 authorization data, verifies client 102 authorization for content and/or services and
proceeds to decrypt requested content and/or to provide services only if the client
does not exceed the authorization. In order to resist software hacking attacks outside
of the hardware module, the secret key used to verify a keyed checksum for the

authorization data is not exposed in the client outside of the hardware module. To
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- 27 CLAIMS What is claimed is: 1. A method of verifying client

aut hori zation when reqliesti ng content and/ or servi'ces from an application
server, conprising the steps of: 5 generating a service ticket including a
- first copy of authorization data; and sending a second copy of the
authorization data to a client; and sending the service ticket to the
client. 2. The nethod as clained in claim1, further conprising the step

of : , 10 generating an, AS REP, jncludin e service ticket
copy of the a%ﬁ}lmﬁﬁéaétﬁn&@eﬁgtbﬁ,d“%ﬁﬁ’at %ngf’?}%/ [FRANAGCTREAD P Ofﬂngﬁlél%ﬁ?ag@fnd
The nmethod as claimed in claim1, further conprising the steps of: 15
generating a insidkehe gnerhardwars enadute 123png thergerarppPprivae ke a1 nehEPeEsdvi ce
ticket; and sending the ticket granting server reply to the client. 4. The
met hod as cl ajnvhe cledr wlthinthdclidnubtiside of dreirardivarg niduelest eps of : 20 recei vi ng
an aut hentication server request (AS REQ nessage froma client; generating

a1 ont : recetvi ng BT o P oqaent (TG mossage 17 om
the cli ent; an% ”IzéS_REP message. In this example, “client” refers to either the client 102 itself
or the authorization module 122(when it is present inside the client). One skilled in
the art would recognize that a client with an authorization module 122 typically does
not allow cryptographic processing to occur outside of the authorization module.
First, the client 102 parses the TGS_REP message header. If the header parsing fails,
10 then the client 102 acts as if the TGS_REP was never received. The client 102
preferably does not send an error message back to the TGS server 110. In some cases,
the client 102 retries with another TGS REQ message. If there are outstanding
TGS_REQ messages, the client 102 may continue waiting for a reply until a time out
and then retry. Next, the client 102 verifies the protocol version number in the
15 header. If this protocol version is not supported, the client 102 acts as if the
TGS_REP message was never received. Otherwise, the client 102 then parses the rest
of the message. If the message format is found to be illegal, the client 102 acts as if
the TGS_REP message was never received.
Next, the client 102 looks for an outstanding TGS_REQ message with the
20 same nonce. If there is no match, the client proceeds as if the message was never
received. Ifthere is a match, then the client 102 verifies the checksum using the TGT
ticket session key. If the checksum does not verify, this message is dropped and the

client 102 proceeds as if the message was never received.
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. the step of generating the TGS REP including generating the TGS REP havi ng
two or nore copies of duthorization data including the second copy of the
authorization data. 5 5. The nethod as claimed in claim3, further

* conprising the steps of: generating an authentication server reply (AS REP)
nmessage i ncluding the second copy of the authorization data; and sendi ng
the AS REP to the client including the step of sending the second copy of

the authorization data.to the client. 10 6.. The t ho imed in claim
3, further conprisil 501(‘%t]%‘at"éjp??ycﬁfs.&‘EBHY‘i‘tﬁﬁFlf%@aHEﬁ%n?grcm% St he am
aut hori zation data such that the second copy of the authorization data is
used by the chsiagthe TGT Ticket sesssandsayf df thepsiyitgitichetnas rean@idesaivetsdi on
across the system conprising: a key distribution center (KDC) first stage
bei ng confi gubeshutethie TR ticket sessioh kgy aypeiand the ke df (lEE@Myrypedalatl demt; and a
KDC second stage being configured to generate a ticket granting server

reply 20 incl ygidhga #tal &a5tls tpBrt&PR) 188 ush addiHelieAtl02dbes abitreirh. IREHONSE tO
a TGT received fromthe client. 8 The systemas clainmed in claim?7,

further conprising. L [ j b [
ar ant | ng SoervERU Bt ot Bt Fna e O B e et o
clalnmed in

T A T
e APPLICAIOn B the request s fatsl orror 1s 4156 teporied to TR user S fre tlient 102 does not™""
retry. If the session key type is supported and the client is capable of decrypting the
private ticket part of the TGS_REP message, the client extracts the second copy of the
10 authorization data, verifies it and retains it for later use.
The client 102 then processes the ST ticket. If there is an error in the ST
ticket, it is reported to the user as a fatal error and the client 102 does not retry with
another TGS_REQ message. If no errors in the TGS_REP message are detected, the
client 102 saves the full ST ticket and the clear text private ticket part, including the
15 second copy of the authorization data, in a new entry in its ticket cache. Inan
embodiment where an authorization module 122 is present inside the client 102, the
ST ticket can be stored outside of the authorization module 122 inside the client 102
because the client does not possess the server key to generate a checksum for a
modified version of the ticket. The authorization data can be stored inside the
20 authorization module 122 or authenticated with a keyed checksum or a digital
signature and then stored outside of the module inside the client 102. If the
authorization data is stored outside of the authorization module 122 (to minimize the

module’s storage requirements), attempts by a hacker to change the authorization data

will be detected by the authorization module 122, That is because the key used to
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. the client being further configured to use the one copy of the

authori zation data to verify authorized use of the content. 10. A system

for providing a client with access to content and/or services, 10

- conprising the steps of: a neans for generating a service ticket including
a first copy of authorization data; a neans for generating a ticket

granting server reply including the service ticket and a second copy of the

aut hori zation data; ,and 15 a peans f.or sendjng.t ' : I server
][epl y to a cl BERwfae &hfﬂ(eﬂ‘ﬁgcwg%s%oﬁg'gg?lagf%h"?EOFEF%%%H%S%MI\%g%ilﬁg?the means
or generating the ticket granting server reply i ncl udes a nmeans for
encrypting at raadaple ovtside 9& ﬂ%%}%“%mf’ﬁ‘éeég%hori zation data using a
client session key. 20 12. The systemas clainmed in claim1ll, wherein the
means for encrypti e KEY ®EQ anhKEYe RERcmessegesrareased dor kit managemartedda
means for encrypting at | east the second copy of the authorization data

such that theyghéRithribEbaaradiie ditntd@erad thewppiivationtsetiezilog TheKEACRED copy
of the authorization data. 30 13. The systemas clained in claiml10,

where n khe Sqkongde BRK, troREeAHI0D96 kAobAE Aser/eel Odincqab BusaBlidha al | ow

the client to ver r equest services froman application server. 5
new set of security parameters. The KEY_REQ message can also be used by the

client 102 to periodically establish new keys with the application server 106. The
client 102 starts out with a valid ST ticket, previously obtained in a TGS_REP
message. The application server 106 starts out with its service key that it can use to
10 decrypt and validate tickets. The client generates the KEY_REQ message that
includes the ST ticket and keyed checksum needed to authenticate the client 102. The
KEY REQ message preferably also contains a nonce to tie it to the response
KEY REP message and the client timestamp to prevent replay attacks.
When the client 102 generates the KEY_REQ message, the first copy of the
15 authorization data and, in one embodiment, the client 102’s identity are in the
encrypted part of the ST ticket. After the client 102 sends out the KEY REQ
message, it saves the client nonce value in order to later validate a matching
KEY REP message from the application server 106. The client 102 keeps the client
nonce value until a configurable time out value expires. After the time out, the client
20 102 is no longer able to process the corresponding KEY REP message. The client
102 may retry after this time out.
The KEY REP message is sent by the application server 106 in response to
the KEY REQ message. By way of example, the KEY_REP message may include

one or more randomly generated subkeys, encrypted with the session key shared
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. 14. The systemas clainmed in claim10, wherein the second copy of the

aut hori zation data bei hg configured to allow the client to determ ne
authorized use of received content. 10 15. A system for providing secure
 communi cation across the system conprising: a key distribution center
(KDC) first stage being configured to issue a ticket granting ticket (TGI)
and at |least a client copy of aut hori zation data to a client, wherein the

' S capabl & oPewEELIRIGHHG CIPAN SRARBRRSBLED S ahif %E'&BE@‘?’E%%%%%%M .

bei ng configured to generate a ticket granting server reply
. A2. A9. ALn. AlLalsd [nchrde additionallinforaation thatals aggdeddo Aaabi&h/ﬁgcwy A@ﬂam&@fﬁ% A9l .
AL . AL[.A[.A1.A9. A& A . A& A9. A : <G@ 7ZRTXXq
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666889;
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aJ ca] ca] ca] ca] ca A
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al ca
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application server 106 once the client receives and verifies the KEY REP. In
generating the CON_REQ message the client accesses the decrypted second copy of
15 the authorization data, which the client received and decrypted from the AS_REP
message and/or the TGS_REP message with the ST ticket, and confirms the
authorization data to ensure that the CON_REQ message does not contain illegal or
unauthorized options. Therefore, the client’s user interface is improved and the user
can be prevented from selecting unauthorized options from the very beginning,
20 without having to submit a CON_REQ message to the server and wait for a response.
In one embodiment, if the client 102 somehow still generated an unauthorized
CON_REQ message, the authorization module 122 holds a symmetric key needed to
generate a keyed checksum for the CON_REQ message and refuses to generated this

keyed checksum for a CON_REQ message that violates or exceeds the client’s
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they are rejected on the client side, but when such an unauthorized message does
come through, the CON_REQ does not have the correct keyed checksum and is
5 rejected without requiring the server 106 to check client authorization.

The confirmation of the authorization data further optimizes the system by
avoiding processing of unauthorized messages at the application server 106 and
improves client interaction with the user, allowing the user to locally evaluate
authorization without waiting for an application server 106 response. In one

10 embodiment, the CON_REQ messages is encrypted using the session key shared
between the client 102 and application server 106,

Upon receipt of the CON_REQ message the application server 106 processes
the CON_REQ message and validates the request with the first copy of the
authorization data received as part of the encrypted ST ticket. If there are no errors

15 and the request for content does not violate the authorization of the authorization data,
the application server 106 generates the CON_REP message and initiates the delivery
of the content and/or services requested by the client. Typically, the content delivered
is encrypted by the application server 106 using the session key shared between the
client 102 and the server 106.

20 The client 102 receives the content, decrypts the content and begins to process
and utilize the content. In one embodiment, because the client 102 has a copy of the
authorization data, the client can determine authorized use of received content and/or

services. For example, the client 102 can determine, by checking the authorization

data, whether or not the client is authorized to store or save a copy of the content. The
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authorization data, the client 102, in one embodiment through the authorization
5 module 122, can further determine by checking the authorization whether or not the
client can play back or reuse the content more than one time. The authorization
module 122 typically contains stored content decryption keys and refuses to decrypt
content without proper authorization. The ability to determine the client’s
authorization is achieved by utilizing the second copy of the authorization data the
10 client 102 received in the TGS_REP message and stored for local use. This improves
client operation and limits communication across the network.
In one embodiment, the system 100 does not require the TGS_REQ and
TGS_REP exchange to occur in order for the client to obtain an ST ticket and a client
copy of the authorization data. The client 102 submits an AS REQ for a service
15 ticket to a specific server, for example application server 106. The KDC 104
processes the AS_REQ and returns an ST ticket for the first application server, which
includes the first copy of the authorization data. The KDC further sends the second
copy of the authorization data to the client formatted to be accessed and utilized by
the client 102. Typically, the KDC 104 returns an AS_REP that includes the ST
20 ticket with the first copy of the authorization data, and the client copy of the
authorization data. Thus, the client still obtains the client copy of the authorization
data along with the ST ticket without submitting the TGS_REQ.
FIG. 2 depicts a simplified block diagram of a system 101 according to one

implementation of one embodiment of the present invention. In one embodiment, the
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and then accesses the application server 106 to actually receive the selected content
and/or services. In selecting the content and/or services, the client 102 utilizes the
client copy of the authorization data. Prior to submitting a selection for content
5 and/or services to the third party server 140, the client determines the content and or
services desired, and then checks the client copy of the authorization data to avoid
making a selection that exceeds the client’s authorization. The client 102 then sends
the content and/or services selection to the third party server 140. The third party
server 140 then verifies the content and/or services selection and sends a content
10 and/or services selection reply message to the client 102 including information that is
used by the application server 106 to authorize the client and allow the client to gain
access to the selected content and/or services. Thus, the client 102 references the
authorization data and avoids requesting authorization for content and/or services
from the third party server 140 that will just be later rejected by the application server
15 106 when the application server attempts to determine the client’s authorization based
on the third party server information.

In one embodiment, the third party application server 140 additionally
includes an authentication of the third party information. This authentication is
additionally forwarded by the client 102 to the application server 106, typically in the

20 KEY REQ message. The application server 106 utilizes this authentication to
authenticate the third party server information supplied to the application server by
the client 102 to ensure that the information used to authorize the client was actually

supplied to the client from the third party server 140 and not some other network

entity, or not some counterfeit information generated by the client.
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supplied to the client. The application server 106 processes the KEY REQ message,
authenticates the third party server information, and utilizes the information to verify
5 the client authorization. Once authenticated and verified, the application server 106
generates the KEY_REP, as described above.

Referring to FIG. 3, there is illustrated a flow diagram of a method 200 for
providing a client with a second copy of authorization data for use by the client when
requesting and using content and/or services from an application server. By way of

10 example, the method 200 may be implemented by the system 100 and the appropriate
message types described above. In step 202 a request for a TGT ticket is received
from a client, such as the client 102. In step 204 the TGT ticket is generated. Step
204 may be performed, for example, by the AS server 108. In step 206 the TGT
ticket is sent to the client. This step may also be performed by the AS server 108. In

15 one embodiment, the client extracts the client copy of the authorization data, if the
client copy of the authorization data is included within the AS_REP. In step 208 a
request for an ST ticket for a particular application server is received from the client.
The request for the ST ticket includes the TGT ticket and typically does not provide
the identity of the client in the clear. In step 210 a TGS_REP message is generated

20 including the ST ticket with a first copy of the authorization data encrypted within the
ST ticket, and a second copy of the authorization data encrypted using the session key
from the TGT ticket. In one embodiment, the generation of the TGS_REP is

performed by the TGS server 110. In step 212 a TGS_REP message is sent to the

client with both copies of the authorization data, which may also be performed by the
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220, the client generates and sends a KEY_REQ message including the ST ticket
which further includes the first copy of the authorization data. In step 222, the
5 application server receives and processes the KEY REQ. The application server
extracts the ST ticket, decrypts the ST ticket and validates the first copy of the
authorization data. In step 224, the application server generates a KEY REP message
and sends the KEY REP message to the client. In step 226 the client verifies the
KEY REP message and matches it with a KEY REQ message.
10 FIG. 4 depicts a simplified flow diagram of one implementation of a process
240, similar to the process 200 depicted in FIG. 3. In step 242, the client sends the
TGT ticket request. In step 244, the KDC 104 generates the TGT ticket. In step 446,
the KDC 104 sends the TGT ticket with a client copy of the client authorization data.
In step 248, the client receives the TGT ticket and extracts a general client copy of the
15 authorization data. In step 250, the client 102 sends the TGS _REQ requesting the ST
ticket. In step 252, the KDC returns the TGS_REP. In step 254, the client receives
the TGS_REP and extracts the ST ticket and the server specific second copy of the
authorization data. In step 256, the client determines content and/or services are
desired, then accesses the client copy of the authorization data and verifies the desired
20 content and/or services to avoid requesting content and/or services exceeding
authorization. In step 256, the client 102 submits a content and/or services selection
to the third party server 140. In step 260, the third party server sends the content

and/or services selection reply including the third party information used for

authorizing the client, and an authentication of this information (e.g., a keyed
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verify the authorization of the client, for example: the identification of the content
selected by the client; various purchase options associated with the content, such as
“charge to a credit card”, “allow the client to save this content;” and other such
5 information. The third party information can also include restrictions associated with
the content, such as a .list of blackout regions (e.g., blackout regions based on
countries, states or zip codes) and other such restrictions. In step 262, the client 102
sends 2 KEY REQ message to the application server 106 that does not exceed the
authorization data. The KEY REQ message includes the third party information
10 along with its authentication and the ST ticket, which further includes the first copy of
the authorization data. In step 264, the application server 106 authenticates the
information, verifies the client authorization for content and/or services using the third
party information and the first copy of the authorization data. In step 266, the
application server 106 sends the KEY REP to the client 102.
15 FIG. 5 depicts a simplified flow diagram of one implementation of a process
310 for a client requesting and receiving content and/or services from an application
server. In one embodiment, the process 310 follows step 226 of the process 200, as
shown in FIG. 3, for supplying a client with a second copy of the authorization data.
In step 312 the client, such as client 102, determines what content and/or services are
20 desired. For example, the client receives a request for content from a user or other
network entity. In step 314, the client verifies the request for content and/or services
to ensure that the request is authorized and does not exceed authorized use, by

checking and comparing the request for content with the second copy of the

authorization data previously obtained and stored. Once the client verifies the
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request, the client generates the CON_REQ message. In step 316, the client encrypts,
authenticates with a keyed checksum and sends the CON_REQ message to an
application Server, such as application server 106 (or third party server 140). In step
320, the application server decrypts tﬁe CON_REQ message and validates the request
5 based on the keyed checksum as well as the client’s authorized access as defined in
the first copy of the authorization data found within the ST ticket. In step 322, the
application server encrypts and sends the requested content and/or service if the ST
ticket and authorization data are verified. In one embodiment, the application server
sends the requested content in a plurality of different packets such that the entire
10 desired content is not included in a single packet but in several packets. In step 324,
the client receives the requested content and processes the data. In step 330, the client
accesses the second copy of the authorization data it has stored and determines if the
client can store a copy of the content and/or services. In step 332, the client stores the
content and/or services if the client is authorized to do so. If not, the client is allowed
15 to access the contents when it is received the first time, and the process proceeds to
step 340 to look for additional content. Otherwise, step 334 is entered where the
client determines if it can play back the content more than once. If yes, step 336 is
entered where the client can access and play back the content one or more times. In
step 340, the process determines if there is additional content and/or services to be
20 received. If yes, the process 310 returns to step 324 to receive additional content
and/or services. Ifin step 336, it is determined there is no further data and/or content
the process 310 terminates.
The present invention provides a method, system, apparatus, program, and

Computer program product allowing a client to store and access its own copy of the
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improved efficiency and optimization of content and/or service delivery. Further,
allowing the client to access its own copy of the authorization data allows the client to
make determinations about the processing and utilization of the delivered content
5 and/or services. Still further, it reduces the amount communication necessary and

reduces overall network traffic. In one embodiment, the present invention is
implemented in an electronic security broker (ESBroker) protocol developed by
Motorola, Inc., and as part of an IP rights management system also developed by
Motorola, Inc.

10 While the invention herein disclosed has been described by means of specific
embodiments and applications thereof, numerous modifications and variations could
be made thereto by those skilled in the art without departing from the scope of the

invention set forth in the claims.
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- CLAIMS

What is claimed is:
1. A method of verifying client authorization when requesting content
and/or services from an application server, comprising the steps of:
5 generating a service ticket including a first copy of authorization data, and
sending a second copy of the authorization data to a client; and

sending the service ticket to the client.

2. The method as claimed in claim 1, further comprising the step of.
10 generating an AS_REP, including the service ticket and the second copy of the
authorization data; and

sending the AS_REP to the client.

3. The method as claimed in claim 1, further comprising the steps of:
15 generating a ticket granting server reply (TGS_REP) including the service
ticket; and

sending the ticket granting server reply to the client.

4. The method as claimed in claim 3, further comprising the steps of:
20 receiving an authentication server request (AS_REQ) message from a client;

generating an authentication server reply (AS_REP) message,

sending the AS_REP to the client;

receiving a ticket granting server request (TGS_REQ) message from the

client; and
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the step of generating the TGS_REP including generating the TGS_REP
having two or more copies of authorization data including the second copy of the

authorization data.

5 5. The method as claimed in claim 3, further comprising the steps of:
generating an authentication server reply (AS_REP) message including the
second copy of the authorization data, and
sending the AS_REP to the client including the step of sending the second
copy of the authorization data to the client.
10
6. The method as claimed in claim 3, further comprising the steps of:
configuring the second copy of the authorization data such that the second

copy of the authorization data is used by the client.

15 7. A system for providing secure communication across the system,
comprising:
a key distribution center (KDC) first stage being configured to issue a ticket
granting ticket (TGT) to a client; and
a KDC second stage being configured to generate a ticket granting server reply
20 including at least two copies of authorization data in response to a TGT received from

the client.

8. The system as claimed in claim 7, further comprising:
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the client being coupled with an application server, wherein the application
5 server being configured to supply content to the client; and

the client being further configured to use the one copy of the authorization

data to verify authorized use of the content.

10. A system for providing a client with access to content and/or services,
10 comprising the steps of
a means for generating a service ticket including a first copy of authorization
data;
a means for generating a ticket granting server reply including the service
ticket and a second copy of the authorization data; and

15 a means for sending the ticket granting server reply to a client.

11.  The system as claimed in claim 10, wherein the means for generating
the ticket granting server reply includes a means for encrypting at least the second
copy of the authorization data using a client session key.

20

12.  The system as claimed in claim 11, wherein the means for encrypting
at least the second authorization data includes a means for encrypting at least the
second copy of the authorization data such that the client is capable of decrypting and

utilizing the second copy of the authorization data.
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13.  The system as claimed in claim 10, wherein the second copy of the
authorization data being configured to allow the client to verify a request for services

from an application server.

14.  The system as claimed in claim 10, wherein the second copy of the
authorization data being configured to allow the client to determine authorized use of

received content.

15. A system for providing secure communication across the system,

comprising:

a key distribution center (KDC) first stage being configured to issue a ticket
granting ticket (TGT) and at least a client copy of authorization data to a client,
wherein the client copy of the authorization data is configured such that the client is
capable of determining client authorization; and

a KDC second stage being configured to generate a ticket granting server reply.
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