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Processing Arbitrary Key Bit Length Encryption Operations Wth Simlar
Efficiencies Related Application 5 This application is a continuation of

and cl ai nwptooabidsys t 0 U. S. Application No. 10/228, 151,pdq¢ Lo MYt 26,
2002. The entire teachings of the above application are incorporated herein
by reference. 10 Field of the Invention: This invention relates generally to
paral | el processors, and in particular to a parallel processor capabl e of
processing arbitrary key bit length encryption operations wth simlar

efficiencies | [ nccs tion: It is
becom ng rel_a?*lﬁ 5@%%@%@%&@%‘%@% z‘i:%sgsfaﬁg(]a]?r gg?%%eg;#] F%/’QJsgtt%rﬁgc %‘gﬁment S

bet ween parties to a transa@pérationsfWithiShetlanEfficlenciea wi dely di stri but ed
informati on 20 network such as the Internet of the Wrld Wde Wb (WWW. A
common problem wth the Internet is a |ack of secure conmmunication
channel s. ThrRigatedM pgptidedonf Or  hospitals, governnents, banks, stockbrokers,
and credit card conpanies to nmake use of the Internet, privacy and security
nust be ensured. One. appr.oach to, sol vi ntg t he. aforenentioned problem uses
data encryption priSPPHGHIeR Eicapiwpiion ofizpd glajms ipjorifytp U Appleadia a host

conput er S'V%&W‘O?ﬁ%}ﬁﬁﬂ‘fﬁéﬁ%u@%ttz%, 24U Asi\ 1 Yiftdrd E&Qch&ﬂgsfofthfe Qhove h&orflN
encryption processor that is in electrical conmunication w at | east a

menory cir cuare inchippratddeieingpyacietemast a private encryption key. Wen
information is to be transmtted fromthe host conputer systemto a
recipient via the Internet and is of a confidential nature, the information
is firstiopaskield dfohd Ineemtivat ypt i on processor for encryption using 30 the
stored private key. Typically, a sanme private key is used every tinme a data
encryption operation is performed. Alternatively, an encryption key is

sel ected from a WGidiRRURYEa2@énerdllo t8 PRAN b @hd Gkl 01279 - 2-

parallel processor capable of processing arbitrary key bit length encryption operations
with similar efficiencies using a same processor. '

15
Background of the Invention:

It is becoming relatively common to exchange electronically stored documents
" between parties to a transaction, for instance via a widely distributed information
20  network such as the Internet of the World Wide Web (WWW). A common problem
with the Internet is a lack of secure communication channels. Thus, in order for
hospitals, governments, banks, stockbrokers, and credit card companies to make use
of the Internet, privacy and security must be ensured. One approach to solving the
aforementioned problem uses data encryption prior to transmission. Ina prio.r art
25  system, a host computer system is provided with an encryption unit, for example an
encryption processor that is in electrical communication with at least a memory circuit
for storing at least a private encryption key. When information is to be transmitted
from the host computer system to a recipient via the Internet and is of a confidential
nature, the information is first passed to the encryption processor for encryption using
30  the stored private key. Typically, a same private key is used every time a data

encryption operation is performed. Altematively, an encryption key is selected from a



finite set of private encryption keys that is stored in thegggsReart 2007
menory circuit in electrical comunication with the encryption processor.
O course, a data encryption operation that is perforned by an encryption
processor is a mathematical algorithmin which an input data val ue, for

i nst ance woobases versi on of an el ectronic docunent, ip?:ﬁ@&za@ﬂbéiz-)éa” abl e
value. It is, therefore, possible to optimze the encryption processor to
performa desired encryption function _sasing a |east anount of processor
resources. Additionally, in the prior art encryption units the optimzed
encryption processor is typically separate fromthe m croprocessor of the
host conputer system because it is best optimized in this way. 10 Several
st andar ds exifufe seifayivate engyptipakgysthd isttereh i thattieastd BEPQFIBH Mhe | nt er net
t hr ough encr i ' : ' : ption/decryption is

per f or ned ba%%%m%gégﬁgglﬁ?%ﬂﬁgs%%y%ﬁggﬁy%%rtgéelﬁé ed to allow data transfer over

an open channel bet wee;gf)arti es while maintaining the privacy of the
message cont ent s.Ofpeise, p3lafacnarypinnnestietthatis peréurpd Pren ensepéien a using an
encrypti on eyedor (Vo SEAMRICAPAgbrinlS I VAL Dinbl: 41518 FufBGLNEL on key by
the receiver. In symretric key cryptography, “the encryption and decryption
keys ar e 5t héashadeversitmarfyp elecinonid dponmedins theroalytwapildavdlye. dt asthekforel | nt o
publ i c-key and . ret-ke al gorithns. In secret-key al gorj.th .keys are
Secr et viher BRSSP i RITEY fba AT iap SEFFPPRTIE PR AeotHEbniiaption BatiRe v del y
known to theispgndedat abet bEprodsae kesoltdrh ardgitahaly] mn@%wmﬁteamﬁﬁn t he
secret-key cryptosystens in use today.. Usually, for | ock ci phers,

y..
symetric keypsts feoptawgd epctiptiorprocessds BPERBYE Sepamgiediam the THEPROCessly pi cal | y

32-128 bi t'S,o538s hoRPiHmprlak & e bRaAQUER Bed BEimBEInIMIRG). Of bits as output
data. The encryption and decryption operations are pertornmed using the key,

havi ng a025 length typically in the range of 56-128 bits. The encryption

al gorithmis desi LL ¢l S Lff .decrypt a nmessage
i Chout know ng CheTh syt LRl o Py Ynflutcnk BiblackRiErAR 2 TTEY
pr ot ocol s allsermeethyough epariytionideayptidna Sepicalyy encirpting/dechypsioblis ¢ key
cryptosystem such as the R vest, .Shamt d n Rgé% Crypt osystem
descri bed i r?e{{é@edg)ﬁfcéln%ml@n%vihi%}%r%’idtﬁngglﬁ{@gﬁ?‘gd%% Sf%fn%'gl?@_ Kest uses
two keys, onhafide] bétwedn pasties @hilemamtadiihy @k frivacaBtht hRs@pheintats. Which is 16
FEBRUARY 20Q7 WO %04/019548_ PCT/ CA2003/ 001279,
15  1s accomplished by encrypting the data using an encryption key by the sender and
decrypting it using a decryption key by the receiver. In symmetric key cryptography,

the encryption and decryption keys are the same.

Encryption algorithms are typically classified into public-key and secret-key

algorithms. In secret-key algorithms, keys are secret whereas in public-key

20  algorithms, one of the keys is made widely known to the general public. Block
'ciphers are representative of the secret-key cryptosystems in use today. Usually, for
block ciphers, symmetric keys are used. A block cipher takes a block of data,.
typically 32-128 bits, as input data and produces the same number of bits as output
data. The encryption and decryption operations are performed using the key, having a

25  length typically in the range of 56-128 bits. The encryption algorithm is designed
such that it is very difficult to decrypt a message without knowing the key.

In addition to block ciphers, Internet security protocols also rely on public-key
based algorithms. A public key cryptosystem such as the Rivest, Shamir, Adelman
(RSA) cryptosystem described in U.S. Patent No. 5,144,667 issued to Pogue and

30  Rivestuses two keys, one of which is secret - private — and the other of which is



-3 publicly available. Once sonmeone publishes a public key6 FEBRIARYZIP7send
that person a secret nessage encrypted using that public key, however,
decryption of the nessage can only be acconplished by use of the private
key. The wowaot/enessof such public-key encryption is prip¢gic@26B¥e126€ not
distributed to all parties of a 5 conversation beforehand. In contrast, when
symmetric encryption is used, nultiple-3-secret keys are generated, one for
each party intended to receive a nessage, and each secret key is privately
comuni cated. Attenpting to distribute secret keys in a secure fashion

results in . o Bl%l N ndj n age using only
secret - key H@?% ?%lﬁ?let ﬁlklgé’glog%toé cé%%%gg%t#lg}c?g&g%&%ésag’t%ﬁ%ﬁ%y di stribution
probl em 10 pkespnexehetmapssaigs eamypttdvbrsingidt paddicikeyy lofvepatidecypi@yofttee hni ques. | n
a key exchange protoco t Wo rties c agree. on secret k ven if a
Chi T party DALY ot MePp Ry bF Sinch B PFIELEY e ataamenaipie ponent i a
key exchang@unm-m@mmrygﬁm@'gaeaek@sumswtaaﬁemeamuﬂﬁ%eefwo, i s an exanpl e
of such a protocol. Mst_ public-key algorithns, such as RSA ‘and

Di ffie-HEl | PEAVE@oRRERERGE; n 0nafcvraasametc et ieusbrantrlat i on, which
I's the computatinds 4t elnerdRi ot fof BIcH par®)iRfefdedtd ecBH@R Snessdhd, hiddakna by itself

Y
X tinmes, divide the answer by p, and tdke the remainder. Téus I's very
conput at i onaedryt kex pemiveiely commpwidated mititoptinghe distiblis\seere keysiassecure n order to

performthi rafi . [ t.pl i ¢at l.on .L1on and

G vi si on opdrdtigat e SR rARARL Rk bbb G2 b3 ARE B "ot hoa, 20
descri bed i pecrdcyleacryptitng thisl it gaicalbynreRittet @uds ther lkegrldisBibuitisn problemf r om

Mat hemati cs of Conputation, Vol. 44, No. 170 of April 1985, can reduce the

nunber di vi si : ratjo [ J n Qverc this overall
comput a&Bonal exgﬁéﬁggz 2?% ® %g%llef ?pgﬁm £t1’%gr°P rbég%ﬁ ?cé%? ueé‘n%r%? ion systens the
nunber s usedxeétaagemapypcdlpm@epartiet v apadeloy a5€2¢t kby teendf a third @ity SO the nul tiply

and divide instruyctions found i S n CPUs cannot he used. directly.
ot ehdl  SpLRSPPES PTRRES D e bR AIBAR SRORE L RF e BrRCT | on
oper ati ons @BstrBed/ind.OPa@RENSL4,T0US770)1k On &REHRIIF@IG aSi¥Blotol. €nough to be
performed on a CPU are used. These algorithns usually have a run tine

proportional to e square qf the nunbe f chi wor ds i nvol ved. These
factors result Sm}ﬁ%ﬁi:%ﬂ @5% _S’(ﬁ‘r‘crﬂ?aéﬁiég %gﬁ%@ﬁgf% e%le’i?gar”ﬁesl ow

operati Q. ERJ baSeadith&dulR eB3dnBRikibM Rilhich iPhe 6/S SRR aPROH QI Thid 32x32- bi t
multiply in 10 clock cycles. A 2048-bit nunber can be represented in 64

32-bit wor ds¥prasspO48RE9Bply orhy itsplpK yines dividedhe answer by p, and take the
remainder." This is very computationally expensive to perform, for the following
reason. In order to perform this operation, many repeated multiplication operations
and division operations are required. Techniques such as Montgomery's method,

* 20  described in "Modular Multiplication Without Trial Division," from Mathematics of
Computation, Vol. 44, N 0. 170 of April 1985, can reduce the number of division
operations required but do not overcome this overall computational expense. In
addition, for present data encryption systems the numbers used are veiy large
(typically 1024 bits or more), so the multiply and divide instructions found in

25  common CPUs cannot be used directly. Instead, special algorithms that break down
the large mﬁlﬁplication operations and division operations into operations small
enough to be performed on a CPU are used. These algorithms usually have a run time
proportional to the square of the number of machine words involved. These factors

~ resultin mulﬁplicétion of large numbers being a very slow operation. For example, a

30  Pentium® processor can perform a 32x32-bit multiply in-10 clock cycles. A 2048-bit

number can be represented in 64 32-bit words. A 2048x2048-bit multiply requires
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32x32-bit multiplication operations, which takes 40960 cl ocks on the
Pentium(r) processor. An exponentiation with a 2048-bit exponent requires up
to 4096 nmultiplication operations if done in the straightforward fashion,
whi ch regWir 948834 167 nmillion clock cycles. |If the PeCW/Carmopoocessor is
running at 166 MHZ, the entire 5 operation requires roughly one second. O
course, the division operations add further time to the overall conputation
times. Cearly, a. commobn CPU such as a Pentium cannot expect to do key
generation and exchange at any great rate. Pipeline processors conprising a
plurality ofca@padpate DxIL-ER HufihiBARARPLRHomR] HRBYRNed 40980 866K 3L (¥ ray, and
in particular a | arge nunber of "processing. elenments, are- 10 known in the
prior art afdntra®iapecsenl Arpyponeitiatien Vitee 2045 -bibsrponant reguidestun teA?Sy/ pt i on

al gori thns. . Lpgline L Rl of an

i n-one-end- %%@P %‘%Jép 8? ﬁrg%% g? dg%t U %%&%g@%ﬁ%ﬁ%?@f&m@ r%@%g%%%}? ocessi ng
di rection; d6d, million cthckepdi¢sodfihe Peminegsoressoofs raimingatd 64 MHEZ, thehmiis@ane- end
nat ur e, \émerei nthere.is a forwarddp gcessi&% directi on and, return
processi g WF@@PFB%PH%H%@%W%@W& 'sg QqUFSoL Y AV PReEtgRS 2 recti onal
pi peline prakes®ahe orrdl coflpuldbatihés) CHearly, 4 @athdd OPU Suchie aPepidanf fer into a
first processing elenent of the serial array, which elenment perforns a
first stage S3RNPEERELRIIAFenetaHemaplrxeaaes Hauy greatraltat a bl ock on to a
second processing elenment. The second processing el ement perforns a second
stage of  procesPiglindrbéRsors Sonisi la Sluralit 8f depirdle pRiRERZSMEnR ement reads
a second data block 20 fromthe nenory buffer and perfornms a same first
processi ng $ragecddn 26l o pel ia ericully adatee npmben gl processi cleaeaiShiTE c k

pr opagatgs i ' ~hy- } i t to a next
pr ocessilgg é‘ﬁ 8%3?1%&2?@%19&%%2 a?%rﬁ\?\%?%ﬂg&%gggg@ r%lpé)%ﬁrﬁ%%td?%ﬁﬁ% the serial
array. At eabgoriglimesy Twdizpss of pipaligermoecssssi #rg keovay @radassorspd e orons-cd- sanme

mat hemat i cal, opgl ALl 2 ?e[%grg,g\gﬁ‘ergﬁh%fe% ?gl?%l% Qgc{ceéé%gWhQXéo%e% tfereto. 25

Si mul taneousaPy, ares IS ca h-procéessing elenent i's
provi ded t o directimelMprosessopy cice $samigoutitieremnt-eof nithve, sherealtheas say, W th respect

o e e B PE o ol ML s, O35 | Boagr eoat e he
approachst o efahple BF @ biedifectighal piféling peocksas)e firshdithBloclofs rpddcedssi ng el enent s,
'S avery efnfxefn%r? gﬁlff&%r%o gfﬁrsp’g %gofc gs':sirj?gg err}elrllteof the serial array, which element
rperforms a firsf stage of processing and then passes the first data block on to a second
processing element. The second procéssing element performs a second stage of
processing while, in parallel, the first processing element reads a second data block
20  from the memory buffer and performs a same first processing stage on the second data
block. In turn, each data block propagates in a step-by-step fashion from one
processing element to a next processing element along the forward processing
direction of the serial array. At each step, there is a processing stage that performs a
same mathematical operation on each data block that is provided thereto.
25  Simultaneously, a result that is calculated at each processing element is provided to a
previous processing element of the serial array, with respect to the returii processing
direction, which results comprise in aggregate the processed data returned by the
encryption processor. This assembly-line approach to data processing, using a large
number of processing elements, is a very efficient way of performing the

30  computationally expensive data encryption algorithms described previously. Of

course, the application of pipeline processors for performing computationally



30 conputationally expensive data encryption algorithnms deskyFisgUARY 2007
previously. O course, the application of pipeline processors for
perform ng conmputationally 16 FEBRUARY 2007 WO 2004/019548 PCT/ CA2003 /00 1
2 79 -5- GOS6Hd/MEs4Rr 0Cessing operations is other than |} ictly to
dat a encryp?ig%MMgﬁgorithns, whi ch have been di scussed iﬂﬂ%é$§P$b%%ﬁ§,by way
of exanple. It is a disadvantage of thesprior art encryption processors that
the processors 5 are limted to fixed key sizes or alternatively to fixed
performance. Thus, either a processor only works with keys of, for exanple,
128 bits or the processor requires equal tine to process a 128 bit

encrypti on oPEFESIVRRIOASSNE oprtasts ofhenhaplimited-wimeplytio data cuspmtian i on.

Typical ly, t e i SOHLLERE R I f rformance of the
processor. 1§%?Fﬂ%%ﬁrgﬁgggggéantageoug”%gﬂ§?§@$3§&ékgg&g@$eI processor
capabl e of processing arbitrary key bit |length encryption operations with

simlar efficiencies, usi.ng.a_s processor. 15 Chject .of the Invention It
's an obj ect of e 1 RUSREIRS o BEBrE A HESE PP P e St ab e of
processi ng emnerljpitadam fiogeteq sizens aliSmatiyelyey Sxadi getfothhdnbe Mai, eftfiet a | engt hs with
simlar efficiencies. S of .the Invention 20 1n accordance with the
ivent ] on' t BRSPS RGP FRBORJE TER By 6 SUs Pl BECRSTCBHBH 51 ng t he
steps of ! a) eqiaPuindkdGosksPi PR BiNRcRHRSESE Aol £Gb BEHAE a 20 b Ghot _
processing el enents arragged in_a_ serial arraﬁﬁfuch that a first processing
el ement pr ecerfEation. Tuucedndhese Svedesigngequiramepnit allo fonbast resragcant teh :
processi ng ek%ggg&f 25 b) providing an mbit encryption key to the pipeline
processor, c) providing data indicative of the encryption key length to the
pipelineIOprocessor; d) providing data to the first processing el enment for
D e testS'hggijate)a def; Gollabe 19vaAta B3 1050588 S balfePhS IR chhnASRERAGNES uPON at
arbitrary key bit length encryption operations with similar efficiencies using a same

PTOCESSOL.

15 Object of the Invention

It is an object of the invention to provide a pipeline processor capable of
processing encryption operations using keys with different bit lengths with similar
efficiencies. '

Summary of the Invention

20 In accordance with the invention there is provided a method for processing data

comprising the steps of:

a) providing a pipeline processor including n individual processing elements
arranged in a serial array such that a first processing element precedes a
second processing element which precedes an nth processing element;

25 b) providing an m-bit encryption key to the pipeline processor;

¢) providing data indicative of the encryption key length to the pipeline
processor; ' ‘

d) providing data to the first processing element for processing;

e) determining a last processing element in dependence upon at least the data

30 indicative of the encryption key length;



30 indicative of the encryption key |ength; 16 FEBRUARY 208¢ FEpRUABY20879548
PCT/ CA20 03 /00 1 2 79 -6- 1) providing a signal to-the |ast processing

el enent indicative of the processing elenent being the | ast processing

el ement, Q) propagating data for further processing in a step-w se forward

serial fwehoepofosmsm the first processing el ement only uiigdadoBs0d29d
processing 5 elenent; and, wherein at | east two of the processing el enents

within a same pipeline processor are degerm nable as the |ast processing
elenment. In accordance with the invention there is provided an apparatus
for processing data conprising: 10 a plurality of individual processing
el enments arranged in a _serial array wherein a first_ processing el enent

precedes a seconddpPEviding fyggusl othhlastprpcsssingsleseatiadicaivent epr ocessi ng

el ement; a port in elRekintehneAONERMhERLiRRMIRAlen}l €aSt a processing
el enent of the ser?al array feor provi%%r?g glat toetn{ﬁe serial array for -

processi ng, and, #5pfopggating date fnrtfinther proedseing miacHdp-wiserfamadatiabn with t he
port and with at |easi. SSi e t f .the . serial .array for, in
use, processing dat ga%#ﬁ%%gtt%gﬁg?r%&eg%n%ﬁgﬁrg? ﬁlg(r?imﬁfetge }aétrPgr?Cﬁsstmcg determne a
| ast prodessi ng el eeknientpind Whersrat hst tved ofalie prockséing elpmhents Hiig aa Si gnal to
one of the at |east two.processin elgments that .is the determ ned
processor: el ement ofMRGRIPIIDP processpramg detern bléﬁﬂ. st Br9cesBAclFmentyat a
i ndi cative of an encryption key length. In accordance with the invention
there is provided _ an apparatus for processing data conprising: A plurality
of i ndi vi dudr 3sPeFaEss] ﬂ@l@?ﬁ@ﬁ@%%ﬁ&ﬂ%ﬁ@@éﬂd%@pﬁw&rpmcp%wag%é@ wherein a
first proces&'hﬁg.isﬁg ement precedes a second processing el enent which
. precedes an nth p §cessi ng element; A logic circuit internal to each
i ndi vi duldl pr ocesalnglitylod meimiduabprocdssingiglementparongssinageda taay whiéreat i ve of an
encryption key | en{%t‘? i nal .int.ern t he processing
8 pPro

Co . ac%ds' J Odlers Vregfi:cfgga oo - Igoces ing ¢leme %lw tc: :
el enent indi cati Ve R pr]dlg sSing 36 ré‘% enent st atas, h’t e signal
provi ded in dependemrds adptiprbdeesifipdlemenndi cati ve of
' a port in electrical communication with at least a processing element of the
serial array for providing data to the serial array for processing; and,

15 logic circuitry in electrical communication with the port and with at least two
processing elements of the serial array for, in use, processing data indicative of
an encryption key length to determine a last processing element of the serial
array and for providing a signal to one of the at least two processing elements

that is the determined processor element of the serial array in dependence

20 upon the data indicative of an encryption key length.

In accordance with the invention there is provided an apparatus for processing data
comprising:
A pluraiity of individual processing elements arranged in a serial array
25 wherein a first processing element precedes a second processing element
which precedes an nth processing element;
A logic circuit internal to each individual processing element for, in use,
processing data indicative of an encryption key length and for providing a
signal internal to the processing element indicative of 4 last processing
30 " element status, the signal provided in dependence upon the data indicative of

an encryption key length.
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-7- Brief Description of the Drawi ngs The invention will be readily
understood by the followi ng description of preferred enbodi nents, in

conj unct i &g Wad4wibflg fol l ow ng drawi ngs, in which: 5 Fi a
sinplified block diagram of an enbodi nent of a pipeli neqt)@g%%zs@%?m?ccor di ng
to the prior art; Figure 2 shows a sinpjified block di agram of anot her

enbodi ment of a pipeline processor according to the prior art; Figure 3a
shows a sinplified block diagram of a pipeline processor having a 10

di stributed decrenenting circuit according to a first enbodi nent of the
present invention; Figure 3b shows a sinplified block diagramof a serial
processor ar Bekpf Bescriptionpiddie Dyawings ocessor of Figure 3a in conmunication
with the distributed decrenenting circuit;, Figure 4a shows a sinplified

bl ock di agram of pdihRGkbNRIIPEACRBHUdRRANANG tRe fllbFHMb HescAptiAGgor ding to a
second enbodi ment of the present invention; Figure 4b shows a sinplified

bl ock di agr apreéired exbpdimenty i e@sEnstomyitaie &fllowirg dsavpiags, Mevhigh ocessor  of

Fi gure 4asi ng; #mu@] [ReTa PR ' [ I - Sh i.mplified
bl ock di gsgr aliﬁ%g a Blﬁg%f‘lﬁlﬁgﬂ%értc}gée{‘g%éhgg@@reﬁdég%ﬁ%éapf%?g%ﬁg%ggﬁi ment of
t he present iocemlmg tothe 12i0r &i;gure 5b shows a sinplified block di agramof a

serial processor ray_of t.he.pipel.lne rocessaor .of Figure.4a in which each
processi ng el &ner hﬁgéagﬁnpilﬁ?de@ﬁ% &?%%ac 8&%’8 hg™ ogweélg?)%p“ﬁhﬁﬁre 6 shows a
sinmplified bprocdssatiaagirding ofthapda@urg h preferred enbodi nent of a pipeline

processor acgording to the present inventjion; 25 Figure 7 shows a sinplified
bl ock di agra 33%?‘?‘?%%“_{5?1&6&%?@55 d@ﬁ%’cﬂfﬁé’llﬁe_hﬁ?m&w%ﬂrgé‘lu?% pr ocessor
accordi ngp t ogikiButell 8SRetentifY SiRfultAPcordHhotd aFird elnbodmehiQf ePraagrtam of a
resource effjcient processing element design for use in a pipeline array

processor fp?lVERPPPbr mng encryption functions; Figure 9 is a block diagram
of a systolig AnB%néw! s SMAHRATII ddoRbd Rtk @A processor array of the pipeline

processor of Figure 3a in communication with the distributed decrementing circuit;
Figure 4a shows a simplified block diagram of a pipeline processor having a circuit

15  according to a second embodiment of the present invention;

Figure 4b shows a simplified block diagram of a serial processor array of the pipeline
processor of Figure 4a in communication with the circuit;

Figure 5a shows a simplified block diagram of a pipeline processor according to a
third embodiment of the present invention;

20  Figure 5b shows a simplified block diagram of a serial processor array of the pipeline
processor of Figure 4a in which each processing element has an internal decrementing
circuit; _

Figure 6 shows a simplified block diagram of a fourth preferred embodiment of a
pipeﬁne processor according to the present invention; |

25  Figure 7 shows a simplified block diagram of a fifth preferred embodiment of a
pipeline processor according to the present invention;

Figure 8 is a block diagram of a resource efficient processing element design for use
in a pipeline array processor for performing encryption fuﬁctions;
Figure 9 is a block diagram of a systolic array for modular multiplication;
30  Figure 10 is a block diagram of a single unit with its input pathways shown;
Figure 11 is a block diagram of a DP RAM Z unit;
Figure 12 is a block diagram of an Exp RAM unit;



30 Figure 10 is a block diagramof a single unit with its i6J{EBRIR¥ B0
shown; Figure 11 is a block diagramof a DP RAM Z unit; Figure 12 is a

bl ock diagram of an Exp RAM unit; 16 FEBRUARY 2007 WO 2004/019548

PCT/ CA2003/ 001279 -s- Figure 13 is a block diagramof a Prec RAM unit;

Fi gure 14W02084H195¢k di agram of a speed efficient procesimgambeonants desi gn
for use in a pipeline array processor for perform ng encryption functions;
Figure 15 is a block diagramof a systofic array for nodular nultiplication;
5 Figure 16 is a block diagramof a single unit with its input pathways
shown; and, Figure 17 is a block diagramof a DP RAM Z unit. Detail ed
Description %—&J@ 159\5%@1’{%119%&%&* ,}ulventl on is concerned with an

i npl ement ati o a para processor use in encryption operations,

t he i npl emenFiguieokt lbeb}wgk élagﬂamtdfatsmeﬂ@fﬁqmtm‘pbmmpelcmesslgmgrsﬁgpymrms vari abl e
| ength encryptio stantlall rom sing efficiency.
Referring to&:—u gglllee r?f?pr%essgr{m P IGFW%(?Dﬁ%nE i agram of a pipeline

p][ ocessor 1 Elgﬂfbr]fﬂmgbtoekﬂz]lcag:amrdf@rsymﬁc aﬂﬁ&rﬁfoﬁﬁ]ﬁﬁ&ﬁ]ﬁpﬂcﬂmﬁ;l udes a pl ulroal ity
of 15 proces r el emenpts or instance, . seri.a r 2 supportjng 256 bit
encrypti oh Iglﬂ;“ g 9dtie ]867515'6@55‘&??5@ gledinjt i éﬁfﬂ?ﬁ’f%&‘ FhsRENEhadne fir st

pr ocessi ng eﬂ:lgm%nm it ApfocBMayah of @D EMVEL i@y 2, for receiving data for
processing by the processor 1, for exanple froma client station (not
shown) that is also in operative comunication with the port 3. In order to
perform an eggl.y g&bg&r@ﬁgﬁg“hgqm&@io%ncrypti on key of a 20 predeterm ned

| ength is pI’OVI dto e processor and the encryption operation is
performed. Alternatively, if the encrygtlon key is less than the

predet er m ned | enbferpresenttinvestiprid demtemed with n@ﬂﬂnlem@tatﬂqeofﬁ pataliebr mi ned | ength
and then,4h peted raf i on takes an
appr oxi rrlaott evaQ%gn%%ﬁg%gf%lF%%ﬁg arTgll]J‘JﬁPI e%?{ﬂgl% %Qgcna ﬁé as key

| engt hs  gr ovparaileprogesdresugolrs wareabinylength ¢dteypion knys S&hanisulmtamuﬂysor 1 for
processi ng ol der shorgg keys is reduced. For exanple, a processor

desi gned t o REEBIHERECE DB b t keys will process a forty-bit key that has
been padded to 256 bits at approximately 1/6 h of the "efficient" tinme for
processi ng Referring to Figure 1, shown is a simplified block diagram of a pipeline

processor 1 according to the prior art. The processor 1 includes a plurality of

15 processof elements, for instance, serial array 2 supporting 256 bit encryption. An
input/output port 3 is in communication with the first processing element (not shown)
of the array 2, for receiving data for processing by the processor 1, for example from a

client station (not shown) that is also in operative communication with the port 3.

In order to perform an encryption operation, an encryption key of a

20  predetermined length is provided to the processor 1 and the encryption operation is
performed. Alternatively, if the encryption key is less than the predetermined length,
itis padded to bring it to the predetermined length and then' the opefation is
performed. In either case, the operation takes an approximately same predetermined
amount of time. Unfortunately, as key lengths grow larger, the efficiency of the prior

25  artprocessor 1 for processing older, shorter keys is reduced. For example, a
processor designed o accommodate 256 bit keys will process a forty-bit key that has
been padded to 256 bits at approximately 1/6™ of the “efficient™ time for processing
only the forty-bit key. This isa poor éllocation of resources. In order to better
allocate resources, some processors include a plurality of processor arrays each for

30  processing a different length encryption key as shown in Figure 2. Thus the prbcessor



only the forty-bit key. This is a poor allocation of resoul6dEBRUARY2E7 t 0
better allocate resources, sone processors include a plurality of processor
arrays each for 30 processing a different I ength encryption key as shown in
Fi gure 2. wihea4tohe4pr ocessor 16 FEBRUARY 2007 WO 2004/ Gk82d482003/001279

PCT/ CA2003/ 001279 -9- 4 would include a forty bit encryption processor array
2a, a 128 bit encryption processor arr&y 2b and a 256 bit encryption
processor array 2c. An input/output port 3 is in comunication separately
with the first processing elenment of each array 2a, 2b and 2c, for
receiving da : i , fs .e froma 5
client stati%ﬁw%ﬁ%Fﬂgﬂggﬁﬁb?%§$¥?@§§ﬁ@%9§§§%%§Péf}%ghgﬁgﬁﬁﬁﬁgtion, with the
port 3.  Suclpreuessef frrayi 2braind & 36 eibrenctyptiomprotessdr medy 2ociAninputioutpespart ce usage

and, as such,.is _undesirable. ferrin ow to Fi.qur . sh is a

Sl 11 od_ bPICR RGPS R Re I ER Pt g eEof P e si ng
arbitrary kegbhintl 2t engbteienedayior proceafifyg bt the Pocwdsél, Sor@kimdle frethfa ci enci es,
according_to first enmbodi metgt .of the present inyventiaon._ The pipeline
processor>5 P Rt iaEen Gt ) Frivalso i gperafing commupiGian i heddhdbwn with a
plurality of gusk ifdEicieRimpBmentiRGs REMREAGCE $&tircShBfEMHiSad REDEESSOr el enent s
not shown), for _instance, arrays 6a and 6b each support 256 bit encryption
and array 6cuBgdgpahles 512 15 bit encryption. An input/output port 3 is
separately in conmmunication with the first processing el enent of each array
6a, 6b and 6c, for receiving data for processing by the pipeline processor
5 froma client sRafeirognpwde Fighwvia)shotmis a smplified bioak djperaat ifegipetisemuni cat i on
with the,port 3. A gic ci.rcukt 7 4s ditionall.y in electrical

cormunt cdl ohrabeeh 1 REPRasHpE Sty o5 sRchstL iR oSV §8r

conduct or 9, efitienties; Acavadith totadirstenbeditisntiof e psdsant@iveniical Thabipaljisd de each

el enent within each arr 6a, 6b and 6e. .The_logic circuit 7 is.for

recei vi ng daPECPiitH %‘&?liu%a Yeast AuearEy 9pd PdTie R R is Wi hHwREY % ovi di ng a
signal via conty®ash Sdlde ofpeblestdreI¥RRhts (frbdbkdr eidgbntahdtadowdator 6b and 6¢ in
dependence upon said data. Referring nowto Figure 3b, shown is a sinplified

bl ock di agr aHiSHRCS AE2E R P 6D P5h ey 28001 SICPRYSN B 28 06 &PREe° een oni tted
for clarijgy) bﬁ%ﬂ@fﬁtﬁhnﬂn%ﬂ?/@&&_ﬁcﬁ)oﬁ9'i@s{§§ﬂ£t§1_y8&-con§%mi§§iop withthe8ftst and 8 Each

processor elenment '8 is separately in electrical_ _communication with the
| ast-bit si gpefcessioadlgaenirof gachiagay 6 R aae #9. & racpivimpydatef)r prpcegsing by

the pipeline processor 5 from a client station (not shown) that is also in operative

communication with the port 3. A logic circuit 7 is additionally in electrical
communication with the input/output port 3 and with a last-bit signal conductor 9,

20 which conductor extends in a sinuous form alongside each element within each array
6a, 6b and 6¢. The logic circuit 7 is for receiving dafa indicative of an encryption key
length and for providing a signal via conductor 9 to each element within each array

6a, 6b and 6¢ in dependence upon said data.

Referring now to Figure 3b, shown is a simplified block diagram of the serial
25  array 6a (arrays 6b and 6¢ have been omitted for clarity) comprising processor
elements 8, 8% 8, ..., 8" and 8". Each processor element § is separately in electrical
communication with the last-bit signal conductor 9 via a connection 11. By way ofa
specific example, each processor element is an eight bit processor element, such that
serial array 6a comprises 32 individual processor elements for supporting 256 bit
30 encryption. Thus, the most efficient allocation of processor resources requires five

individual processor elements to perform a forty bit encryption operation, eight



specific exanple, each processor elenent is an eight bit pleFesRUAREI280Ent,
such that. serial array 6a conprises 32 individual processor elenents for
supporting 256 bit 30 encryption. Thus, the nost efficient allocation of
processor resources requires five individual processor elenments to perform
a forty bito esvaoygssgon operation, eight 16 FEBRUARY 2007pcYRs303460L9548
PCT/ CA20 03/00 1 2 79 -10- individual processor elenents to performa 64 bit
encryption operation, and sixteen proceggsor elenments to performa 128 bit
encryption operation, etc. Optionally, processor elenents other than

ei ght-bit processor element are used. It is illustrative to consider a
speci fic exanpl e uch as for insta&ce a farty bit 5 encryption operation

requiring at m%&’évﬁfpws%%ﬂ?%fawe PIght 04t crispEeR SRFFHORAR fEdee o

conpl ete. | npHSssofl@bRedtstofel¥itled28 B e:RBPLYPbILAoRYetd NEptfonb Bt station (not
shown) via port 3, for exanple as a stream of individual blocks of data

whi ch conpri §eodesior elggerdgether tharcsghifbdmeocguprel¢mensaressed he begi nni ng of a
first processing cycle the first processor element 81 in array 6a receives

a first data bl ock if IQR-A VIR RaYdQY hedifid A@mpkOsueh ey} iltfanRY fort3 vaNd
perforns a predetermned first stage of procesSing thereon- In “"the present

exanpl e t he Phesptionepgrtion reguivngsidiersyivondwidpd eiht bibprapesenetopentsdn
oper ati on. usi L ght ~.hi - L QN irse, first
Drocessor oreRpRR- 3 M adh bR Globh IRE i Ak RorsowiY B0
shown) of popbdrt3, findxanvild 45 o dreath ofjindividuaichlodks 6f datectvhichedmyirise st r eam of dat a
bl ocks is gated to firs r.0cesso el enen 1 in synchronization. At the
begi nni ng of a%g@%ag%ﬁaonﬁggggg%fpg ‘{V&‘T ,g‘nPFlﬁé’%a%ﬁ‘B{?&%%‘By)éq?%%%“Sl recei ves
a second dat grd¥e@6Kel¥hént Bbitardy 64\tecaRey Dkt BialdtkFonSARBmbiyBaffeh ot i I St
pr ocessi na el ement 81 grow des an output, in the formof the first data

g

bl ock al 8Rg &howpwEPert drwtesiormge predticryneddis sies plRrecssdne Bremen $2.

Addi tional |y pd Besehi dxdhpRHROBSSHze 3F fIBALin St orRERAIIRInRndrl piidn T esul't
cal cul ated therein 20 along a r.eturnfprocesa ng-path to the nmenory buffer of
t

port 3. Thi sonseéariising|an sight-bip paeswatolites werpoashiong Of sewse 67t pieaesont i | t he

pr ocessi g parR et A aa el FRE B e B R e B R 00 ot
processor el ethribe logit cirenissuch twhiteatr¢aonef dak blevks Bested idfedt presssaus| y. At
e e g R R B ORI O ol s 0SSl Gl s, T SN the

processor element 8" receives a second data block via port 3. At approximately a

same time the first processing element 8! provides an outpuf in the form of the first

data block along a forward processing-path to second processor element 82,

Additionally, the first processor element 8' provides a first result calculated therein

20  along a return processing-path to the memory buffer of port 3. This assembly line |
approach to processing data continues until the final result is provided to tfxe_ mermory

buffer of port 3 along the return processing-path.

Advantageously, the stream of data blocks is gated to first processor element
8! in synchronization, as was described previousiy. At the beginning of each
25  processing cycle the logic circuit 7 decrements the data indicative of the encryption
key length i:y a predetermined amount. In the present example the encryption key
length is forty bits, requiring five processor elements to complete the encryption
operation, such that the data indicative of the encryption key length is representative
of the value five. Then, at the beginning of the first processing cycle the logic circuit
30 7 decrements by one the value five to indicate that four processing cycles remain.

The value is further decremented at the beginning of the second to fifth processing



key I ength by a predeterm ned anount. In the present exanpllé EEBREARY 27 on
key length is forty bits, requiring five processor elenents to conplete the
encryption operation, such that the data indicative of the encryption key

| engt h i swemoasessisiti ve of the value five. Then, at thetReghdyMerseof the
first processing cycle the logic circuit 30 7 decrenents by one the val ue
five to indicate that four processing dycles remain.. The value is further
decremented at the beginning of the second to fifth processing 16 FEBRUARY
2007 WD 20041019548 PCTI CA2003/ 001279 -11- cycles, at which tinme the logic
circuit 7 returns._a.z ro value.results 'indiﬁﬁging t hat

ro value., Lf a.z
the end of t A& EnEr C?Dit%e tg%ltégwhcérgmg%ée AR LA ZPREPOEFE S rcui t 7
transmts a Indsdatify thatshesidl of Heantiptidnalata Has bee regttadd, thomntie DigrciiBuit @ every
processor el enent. A‘&gqce sor elegenl qavuf%:just received the last bit
signal al ong™FHEE adest haFignah vig drclast Ry s1gmal fonduptor RO VR PEEH fifth processor
el ement, " Kngwent. IANFBEE:RE Bledehth@bing fust Bedived theask bREEAaRAE thel ement and
turns the data around, such that data is other than‘gropggated past said

processor > el &AL PrrcsHISPRlL mobkinars thefifdosrcsrsgelpnems. of the processor
el ements pr eﬁrﬁﬂbd}&elgg?ﬁitgsﬁtge {iﬁt@ﬁ&%&% elEh G B mmﬁ.%%%%%nﬂ&tfgchtachgﬂg both the

forward processing ps return processing path at e tinme that
the | ast bi t dah gredlier ihen propagatadipreidaid phiicedsorn edenientiilomy they foredrd ot her t han | ast
el enent status. rcuit 7 re{aches ot her

X caurse, if. the val ye of the.loqi i
Lhan zero dufRgae Bt B B s drmgoarednd et e g iEont | nues
normal | y. Fofeceixardatats]ond boihrthe fothead preasidg pith eabhé fiurt pek&sing pathtat pr ocessor
el ement per f or ane, first 15 processing. Qperati.on on the second data
bl ock and’se r‘i’ﬂmgﬁ%?&j@sgﬁt @gﬁiﬁﬁanélﬁe‘%é‘ﬁ?@rlg@g’ga%@@g H@GHB%@‘?Q ng
oper ati on onglthentfsiahgt data bl ock. At the end of the ~second processing
cycle, the first data block is propagated along the forward processing path

bet ween the second_ and t. t hird processor. el epents 82 and 83,

respectively. SiH&?F%ﬁ%dgé@ygu?ﬁgg%géﬁﬁﬂéﬂgf aéﬁ%ﬁﬁ%ﬁt “ﬁF@ﬁﬁﬂ%ﬁ%d al ong the
forward 20 pyRe&ssipheRllRydleiNeeRodeitsicohttluetembiie g eRRHIARSHSSOr

el enments 81 and 82, respectively. Additionally, the second processor

el enent 82 pffr%wq%%pracqsas&mcle, gt prgresas glemsat & performs AGamnEst et ur n
processi pg- Pﬁ%@es&iﬁg 58 ibh oR theREQHE 380 blobt £ERLon8 brocesshr FRMLES:

si mul t aneous gating data bl ocks along the forward processi ng-path and
' performs a second processing operation on the first data block. At the end of the
second processing cycle, the first data block is propagated along the forward
processing path between the second and the third processor elements 8 and 8%,
respectively. Simultaneously, the second data block is propagated along the forward
20  processing path between the first and the second processor elements 8' and 87,

respectively. Additionally, the second processor element g provides a result
calculated therein along the return processing-path to the first processor element 8*.
Of course, simultaneously gating data blocks along the forward processing-path and

- along the return processing-path between adjacent processor elements typically

25  involves synchronous timing.

Using the bi-directional pipeline design shown, the result is efficiently
calculated regardless of key length and additional processing cycles are avoided. The
use of processors for supporting keys of different lengths within the device supports
more than one efficient encryption process at a time — sach process having a

30 maximum key size. That said, in a common encryption processing system, statistics



al ong the return processing path between adjacent processorl6FEBRIMRY 2007
typically 25 involves synchronous timng. Using the bi-directional pipeline
design shown, the result is efficiently calculated regardless of key length
and additional processing cycles are avoided. The wuse of processors for
supporti nNYO28Y4/08F4i f f erent | engths within the devi ce SRGIPOA2083/00M27E t han
one efficient encryption process at a tine - each process having a 30

maxi mum key size. That said, in a commok-encryption processing system
statistics 16 FEBRUARY 2007 WD 2004/019548 PCT/ CA2003/ 001279 -12- are
easily used to select processor sizes'to provide statistically a best
perfornmance £@reasify BkyBReILETROIEBr HSRAALproflds SbidhiNe] Bost feb@rmhAst fi t si gnal
conductor 9 is_in electrical connection with only a subset of the processor
el enents 8. FBIVCBXRAPPEUS2ER serial array 6a the last-bit 5 signal conductor
9 is optionally connected to every fourth processor elenent. So with eight
bit processor el eﬁ[ﬁ&ﬁﬁvelﬁlbﬁe@is@ﬁﬁﬁéﬂﬂ condRbEBCE RIS SleQNEH ¥RideObadEkR aS a
series of 32 bit segnenfs. For a processor which supports up to.256 bit
encryption prrdyesyksdt ofliiie gocessor elsmgnis Bt Eor expughle, ipoerial birey gatbelassbing | engt hs
are suppofte . r. f 0 ing the
st bt i grgrARERRLARER kel G BB By AR D Bl BB 17 | ¢
reduced fr oneigRt hitprocesspr elembitits. spamedser d ptapatdmcrygti@nddtyas dsaded oft at i ng t he
ease of fabrjcation o he processor .S. Unfor el Locessin resour ces
are al | ocat etf ﬁltf'?g"}e {ﬁ)e? Oreaf&P%?S%oﬁé@“@&?@?ﬁﬁ?@/éﬁ%ﬁ%ﬁéﬁ%ﬁsﬁeﬁat are

ot her than wui 92 bit Rgenebity, e3ght Bbdstble protestifiSleaiiiirart Bgpbdd Yadvhdta@aslypt i on key
whi ch padded_to a | east 64 bits priaor to processing. Thus, the data is
turned aroun@® Frepf dntapritiys f?‘s"“ﬁ?‘b"&%‘%&?ﬂ”éi"gﬁﬂ‘ﬁl fromi{hs loglg cHFUIE hE fift h
processofg el §aRRdcedsr Mot i3 S4HRSRAGR 9 B only2ef1R Eédane: B@MWathe, gragiyr e 4a and
Figure 4b, shown is a sinplified bl ock diagramof a pipeline processor 20
for processifagiliatoe thegpse d{&prisption of fagtprocesser I ptdorunasPe maacesme with siml ar
efficiencie (ol : - j ' ention.

El enents | dZ‘ﬁ?@%ﬁ a%loafﬁtg %atct)és?le@g? fé\%’? g%gﬁig& gggﬁ%ggéﬁze gen%gbgggg%rgéi dE;@cf) Fi gure 20
3 a and Fi guhen Blyisiide/ey I20kstst foc aistancanthefosty tha et mptiaridy whéhpaddeddassi on i s
omtted for th ke.of brevi.ty.-A sw ing network 21, .for exanple

conpri sing aleaslsgpf'égs% Oréoa?ré’%e,ss? ] ﬂé‘ﬁﬂfﬁ% %h%%lrsla ‘33/ ?rﬂunéilaéé}erellg%§1 comuni cati on
wi t h t held npibtasdrpitinepipidstedd afitte fifth proaesse kleg®nt as was discussed above.

Referring now to Figure 4a and Figure 4b, shown is a simplified block
diagram of a pipeline processor 20 for processing arbitrary key bit length encryption
operations with similar efficiencies, according to a second embodiment of the present
invention. Elements identical to those previously described with reference to Figure

20  3a and Figure 3b have identical numbers herein, and their discussion is omitted for the
sake of brevity. A switching network 21, for example comprising a series of gates, is
additionally in electrical communication with the input/output port 3 and with a series
of hardwired addressable datapaths 22. The switching network 21 is for receiving data
indicative of an éncryption key length and for providing a signal to a determined

25  processing element via the series of hardwired addressable datapaths 22." In use, the
data indicative of an encryption key length is provided to the switching network 21
such that the series of gates determines to which processor element 8§ a signal
indicative of a last processing element status is to be sent. The switching network: 21
transmits said signal to the determined processing element via a seleéted datapath of

30  the hardwired addressable datapaths 22. For instance, the signal is used for setting a

bit of the determined processing element to a value that is indicative of a last



of hardw red addressabl e datapaths 22. The swi tchi ng net wori6 PEBRGARY2007
receiving data indicative of an encryption key length and for providing a
signal to a determ ned 25 processing elenent via the series of hardwred
addr essa hs 22. In use, the data indicative [ i on key
| engt h ighgkgg?gggkto the switching network 21 such thggn?ﬁ%&QEW¥§é of
gates determ nes to which processor elgqent 8 a signal indicative of a |ast
processing el enent status is to be sent. The switching network 21 transmts
said signal to the determ ned processing elenment via a selected datapath of
30 the hardwi red addressabl e datapaths 22. For_instance, the signal is used

for setti ngPECCSHIRE Jemen galyet Advankgerusly selsadhgdpiampied rocessing elpgienle that i s
i ndi cative gfidel ?%Eesgiﬁg ERRAPeneBon, MOPAIOMHD lﬁg@gt et%glydl fH:001279 -13-

processing el enment status. Advantageously, when"t fermn processi ng

el ement fi dsdasagpousouchkihatthe Aafa Baead oubby ememgyytbnfer (notsbopr)ef dzsi ng el enent
i mredi ately . . ata, is.. out by a
menory buff 3%W£(§fctgﬁﬁd$\’n%§agqﬂﬁ%%@%§#§&§% P@Hd%:%ﬁerugee?n%%epﬁl{dﬁ% ly the

dat apat h$s ametwurb2i aweth jredetemined habssivdf tiehpirsvgssmgreidmentsksu2l asforl a

predeterm ned subset of the processin enent s u as for . exanple every
fourth proc&&EP e&?r%ﬁ%‘ﬁtﬁ’. f%%?ﬁ%%&&&ﬁef a’f‘tﬁ%co’t‘ﬁg‘le%%ﬂﬁﬁ ¥ datapaths and
t he conpl exidhsapsths irdehswinipldxity@f the swRthingtierdrk gid Galliced i dbranRlg! v,

processing resources are allgcated with | ower efficiency_ for encryption key
| engths  t hRFORFERETEIOEFCes ﬁaﬁﬁeﬁﬁﬁﬂgﬂfeﬂwwﬂ‘@mw fog enortion ket langils t he

forty-bit emgfyRidiRn magvivmie %@m&@dﬁ%uﬁ&rﬁéf&r@eﬁtwﬁéﬂ@ﬁ@y Ribi@r to
processing. Referring now to Figure 5a and Figuré 5b, Shown is a sinplified
bl ock diagpaddedito at lpAsp@ bitseripr B@eersesng12 for processing arbitrary key bit
I ength encryption operations with simlar efficiencies, according to a
third embodi ment pefurili&oR 16 $8te 5o 4AY Fipuledh, sl@w%riﬂ“éiﬁxgli ékal to those

previously described with reference to Figure 15 3a and Figure 3b have

i dentical ndiseEmsofrepipsline peesseidi for ripesetingAroralykephitiengll chapptidie  sake of
brevity. Ac I: : e LRt Cﬁ&n% . I " h i ndi vi dual
processi ng é?ée%{é% vyf@ Sl, nc tﬁgigg&gﬁgg%tate &%%%gpﬁeﬁ?ﬁf@%mﬁ%ﬁguse, dat a

i ndi cati ve afventun. dilemsatt identicklgy tHoempreiously desaibediwith raferetme té Figate pr ocessor

el enent .141.al ong. W the.. data for encryption..The.fi.rst.processor el enent
performd>a. o SHLTE et Pyl S5 Rig B agifyah Sl P

roces "Bl ock of
dat a, and addltetdfbreait).yAceedignerthsthich embaki@ert oflthe &iventton, each individual

processing element 14 includes a dedicated logic circuit 15. In use, data indicative of
an encryption key length is provided to the first processor element 14! along with the
data for encryption. The first processor element performs a predetermined first stage

20  of processing on a first block of data, and additionally decrements the data indicative
of the encryption key length by a predetermined amount. The decremented data
indicative of the encryption key length is provided to the second processor element
14? along with the first block of data. The logic circuit of the second processor
element 14* receives the decremented data indicative of the encryption key length and

25  decrements said data by an additional predetermined amount. If the logic circuit of
the second processor element 14” calculates a zero value, then the logic circuit of the
second processor element 14 generates a signal internal to the second processor
element 14° indicative of a last processor element status. At approximately the time
that the second processor element 14> completes a predetermined second stage of

30  processing, the second processor element 14% turns the data around and the processed

data is read out of the serial array 13a and-into a memory buffer (not shown) of portt 3.



of the encryption key | ength by a predeternined amount. TH6é FrERURemdW®Y dat a
i ndi cative of the encryption key length is provided to the second processor
el enent 142 along with the first block of data. The logic circuit of the
second processor elenent 142 receives the decrenented data indicative of

t he encrweti004/0kssy8 | engt h and 25 decrenents said data bpcroszdiéizonal
predeterm ned anmount If the logic circuit of the second processor el enent
142 cal cul ates a zero value, then the-l%gic circuit of the second processor
el ement 142 generates a signal internal to the second processor elenent 142
indicative of a last processor elenent status. At approximately the tine
that the second (o i oS TBIY o erm. ned-second stage
of 30 processi ng,RH’? e%:@ig%ﬁ%f procesggﬁﬁg’ﬁglﬁ@ﬂ?&lﬁ%q‘%ﬁggép :lﬁ'ier%data around and
t he processprbcesiat ¥ dcsondimgdo ofrurthpreaféred serbbdilneniraf the ftSeat iavedtiomt 0 a nenory

buffer (not.sho of port 3. FEBRUARY 2007 2004/ Q19548

PCT/ CA2003/ Bﬁiﬁ%ﬁ?ﬁ%‘?&?ﬁéf é?wﬁlge%a EEH*"UQ&’P@ TEAYS éﬁ’%ﬂa‘ﬁggcﬁ%’i"%f“?tf i ed bl ock
dirrggaam of d]?ﬁieﬁtel@m&ssqabmﬁﬁﬁ@ﬁbtshﬁwﬂpﬁQM' ga,‘la@ayaﬁfaaﬂdmc@heferredl .

enbodi mept of the present invention. The pipeline, processor 16 includes a
pluralit o?"@f’?‘_ﬁ’ﬁgsg 1t SRR OB?aB‘?nsﬁP‘gf?g’égF“PP@ﬁ%éﬂgg“fmso_r el ement s
not shown) , ofeRhtidndS DaMEHinea 118 168 ianetBRHORE letrisiRRQhE RE 256 bit

encryption operations_and array 6c¢_supporting 512 bit encryption
oper at i ons. Poytdngelequirakcorpraumeiion hefweendhe hst@resptsingrigmentt ®al coupling

for providi ' &Fagawn [ ’ ?ﬁﬁ si ng el enent
of array Ga@%gha?ﬁéel&%}%g%fe mehétl 0 e@??ﬁ%%?ﬁgﬁgg%éﬁgggg eéfi rst el enent
of array 6bfimndetast of hirzyshc, elsparntly.ofn iapuwtapipbporr empeoiimmichtyon with

i nput/ out pu rt 3 in comupication with 10.the first.processi.ng, el ement of
oaen o 180 s Atiprobelsh COATPLCR SRate! ohy HLES siratRlyaly SRFRVER o
station (noby sblsmtaticl @6t shown)pels@in operativastnmumdatiowith idpul/owppiit/ out put  port
3, the data fo rocessi ng b n i ndjcated o of the arr , 6b, and 6¢c.
Cer et hr eandst s BE SR B piestihe B b A oRa Ot Rt i T A PR on oy

Si ze suppor ek pridéssord 8t BioRidbdeach RE G PROLIESEIETyBich B iR bite€ONCat enat ed
to forma single 1024 bit 15 processor. O course, it is_also possible to

set up procB¥sieseinihe fres prpegesers p gptmallpeancatimiied tyformt Fngkad@4 difbst ant i al
addr ess?fﬂg ﬁ%@és@&?@)fc&‘ﬁ%&@ti&ﬁgb siHR4E St [f PloBessdrk of £BMESAeni8HuTRXI MUM

flexibility is desired, many I'l er processing arrays, “for exanpl e for
processi ng & dfien iapsubsiansiabagdestiemettethgad, ivhichbcer bawrdssivabieh Qfhi s

course, when maximum flexibility is desired, many smaller processing arrays, for

=,

example for processing 64 bit keys, are concatenated in accordance with this
embodiment.
20
Because data indicative of a key length is provided to the processor along with
the data for processing and the encryption key, the processor cﬁn allocate sufficient
processing units to the task and thereby efficiently allocate resources. Processor 16 is
shown with a logic circuit 7 as was previously disclosed with reference to Figure 3a
25  and Figure 3b. Thus, in the present embodiment the logic circuit tallies a number of
bits processed by the processor 16, compares the tally to data indicative of the
encryption key length, and transmits a universal signal via the last processor signal
conductor 9 in dependence upon the comparison indicating an end of encryption data.
Optionally, other systems for indicating a last processor element status are used, for
30  instance the system described with reference to one of the second and third

embodiments of the invention.



enbodi nent .. 20 Because data indicative of a key |length is g6dEBedRYRNFe
processor along with the data for processing and the encryption key, the
processor can allocate sufficient processing units to the task and thereby
effici ent o addsmasgsue resources. Processor 16 is shown Wcic@obHe$reCi rcui t
7 as was previously disclosed with reference to Figure 3a 25 and Figure 3b.
Thus, in the present enbodinment the logbe circuit tallies a nunber of Dbits
processed by the processor 16, conpares the tally to data indicative of the
encryption key length, and transmts a universal signal via the |ast
processor signal nduct or i.n-dependence n.the. conparison indicating
an and of encr yptlli%%mﬁ%fl%‘ym%ﬁegn%{gm,m ao%%%@&é%cgﬁbag’fagr&{aﬁ&ie fing a | ast
processor elm@oeskorsiSatissding ® afbftdprefened fbotischbditie pro@nSiyi8dndon. dEECr i bed with
reference to.one of the second and thir enpodj ments of the invention. 16
FEBRUARY 200°/P° %%%Pbﬁ%@%gﬁlﬁé? ‘Eﬂ%@%@@%gbﬁﬁ%ﬁc BHEESPhg now to Figure
7, shown is gembdPlordde@er HlbRGHts £t sk f6f indarké, RBh I anBlcpeEESOr 18 accordi ng
to a fifth preferred enbodi nent of the present invention. The pipeline
processor’ 1$UPRRTNG &40 bt GIcTPHPT eRFravionegd ayay Gesuppistingil 2bi eetypiipBcessor

el ements (pr .QMﬁf I r and 6b each
5 supportindﬁggéﬁgéfﬁ%2%¥ pﬁ?%ﬁggggﬂat.%%Qq%ﬁgggﬁﬁgﬁgﬁ%ggﬁg%ﬁVﬁﬁhg 512bi t
encrypti on aperetdtnnasconfhamidatiot vigtimdesiiargroetsetiem 9ap findthe fisgt 6a and t he | ast
el ement of arésgtgga ar 4 gﬂeg§%%£i%a{fco pication.v{a Lhe.hgrdmare
connect i on 1SR HRHAFHSPAR HE UrE iRt 0T8RP G Ay UEHCRIE! PP  ef enent of
array 6c¢ ar evia thedlzfifatd ahectonMIL) redpdctivsly. Ad Riphitfwitfudpeivdsie connecti on 19b,
respectiyvely. An i.nput/out port 3 in 10 conmupication with the first

b obessi o SPEHBMCH gtk b o trtege ohateid mng e 1 ROVISEE by a o1 1 ent
station (notpr&HaM Dy a dHefOstdtidn QR Eldwny, 156 aNBPRieatdRAumbdtin withput / out put port
3, the data for arocessingcgéithe ser.i al arrangenent of the arrays 6a, 6b,

and 6c. Opt i BAE{R{Put REph i dta TApRIP S TROLY tEhERAY reneemubod et B O2gat i ng dat a
directly to gt aﬁc‘?@étoﬁio{?ﬂfi&fs 2Qfe iﬁiu%rﬁ&tsh&&xbﬁlfeﬁtbﬁmedtf@@gafﬁhgaim el ement of

array 6a 15 Here the "array I's bidirectional "and, because of the
i mpl enent at idgrecidy totah teast a processor element other than the first element of array 6a.
15

Here the array 6b is bidirectional and, because of the implementation of the
pipeline process as a bidirectional ipipeline process, it is posstble to begin using the
last element of the array 6b once it has completed processing for an operation
occurring in its other direction. As such, a significant improvement in efficiency

20 results,

Because data indicative of a key length is provided to the processor along with
the data for processing and the encryption key, the processor can allocate sufficient
processing units to the task and thereby efficiently allocate resources. Processor 18 15

25 shown with a logic circuit 7 as was previously disclosed with reference to Figure 3a
and Figure 3b. Thus, in the present embodiment the logic circuit tallies a number of
bits processed by the processor 18, compares the tally to data indicative of the
enéryption key length, and transmits a universal signal via the last processor signal
conductor 9 in .dependence upon the comparison indicating an end of encryption data.

30  Optionally, other systems for indicating a last processor element status are used, for
instance the system described with reference to one of the second and third

embodiments of the invention.



pi peline process as a bidirectional pipeline process, it is1pdEBRUARY2007
begin using the last elenent of the array 6b once it has conpleted
processing for an operation occurring in its other direction. As such, a
significant inprovenent in efficiency 20 results. Because data indicative of
a key | engwio 10940193¥¢ ded to the processor along with

processi ng and the encryption key, the processor can all g%gﬁé%oﬁ)%?’& Bnt
processing units to the task and therebygefficiently allocate resources.
Processor 18 is 25 shown with a logic circuit 7 as was previously discl osed
with reference to Figure 3 a and Figure 3b. Thus, in the present enbodi nent
the logic circuit tallies a nunber of Dbits processed by the processor 18,
conpar es the tal | yhe pipglimeaproasaiosntt apd 18 pof Figeres 69@&?9@5?m’ilvkhfyar¢ength and
transmts a or 9in
dependence upg %8{1%%034\3?%%\@5?% 14t@ﬁ1%1£¥1&88%§ egﬁgﬂp@iﬁﬁ%%yggﬁg a. 30
Optional ly, mdderavahbbemrﬁmﬂm pnoned:stnatdm:gt afa’rraysﬁb pFadetane, vileempnd St at us are

used, for st e the systemdescrib reference to agne of the second
ond thi rd eRBOUREFEsgrSIRHE 4 BT § BRI PoeE, 5604/ 010548
PCT/ CA2008/ Ogﬁgzt&eié@m&h@eﬁbmédraeaﬁsm@ bRl thdpRbeskihgures 6 and 7,
respectively, are operable in node wherein data gated |nto t he | ast
processor el @H%@F‘”b‘?’lﬂi‘lﬁé seopd Jiflseent grayn a0yt whelbmere thay He Precsssopr ocessor

el ement of agfaVenAlire Ekirdd TSR oul BBE Sperk AN R AL RAZAQF a8 enent s
are required ¥eorena pearfalhf:u l'ar pr oéleas ?)ES ope?eéttlmgl’n ﬁe P?ﬁctl ve length
of the procegswessararzay i mcremdéwase@nbylgéhﬁmmenm@mmmmmhmrg operation
within a Sec‘aﬁi’erél{tfa&g{ il e%e[n{ Y -eitfl: oﬁgb!ftﬁgglg I@r&%&sts & 1%]13%%105 P essor

el enents are required for articular ‘protessi operati on e fective

| engt h ofl0t hend pacopsmble falrpeﬂ’;ammglmdl’oeasﬁybtimyl uemghlsmglemgayrfez pitocessi ng
operation within athir ent arr [ exa her one of the

pi pel i ne profREIRH §U§W’é%ﬁ° %ﬁfteﬁr’%%}?ﬂéé aéld’la%zéﬁ SRR b‘f)’@gﬁl?) °°f or per f or i ng:
256 bit encrﬁgfdrmalu@sng a single array; 512 bit encryption using two
different arrays; and, 1024 bit encryption using all three different
arrays. Advantageously, since it is known when a processor w |l conplete
processing, 15 i hd%%@&fsly?ﬁﬁ@é Pls&nbWn IhbPLabEstd il BERFIEE $RIcedsthgd ocessi ng

downstream of anot her
15 it becomes possible to allocate that processor to processing downstream of another

processor. For example, assuming the processor 6a has processing elements for
processing 256 bit encryption operations and begins processing a 256 bit encryption
operation. Assume 6b is a similar processor. If, sometime after processing element
6a commences processing and before it is completed a processing request fora 512
20  Dit operation arrives, it is possible to begin the operation on processing array 6b
knowing that by the time data has propagated to the last element of processing array
6a, that element will have completed processing of the pfocessing job in current
processing. This improves overall system performance by reducing downtime of a
processor while awaiting other processors to be available to support concatenated

25  array processing.
Montgomery based Pipeline processing of encryption data
Applying Montgomery’s algorithm, the cost of a modular exponentiation is

30  reduced to a series of additions of very long integers. To avoid carry propagation in

multiplication/addition architectures several solutions are known. These use



processor. For exanple, assumng the processor 6a has procedsFERRARYZMTS
for processing 256 bit encryption operations and begi ns processing a 256
bit encryption operation. Assune 6b is a simlar processor. |f, sonetine
after prooessémgiedsenent 6a comrences processing and be{,gg,%&(;%o&lzgprrpl et ed
a processing request for a 512 20 bit operation arrives, It Is possible to
begi n the operation on processing array76b know ng that by the tinme data
has propagated to the | ast elenment of processing array 6a, that el enent

wi |l have corrpl eted processing of the processi ng job in current ‘processing.
Thi s |rrpro overall, st em perf rrance uci n time of a
processor gﬁWﬁWﬁ%“&% °pr @W‘@%’B‘i oy 5‘511 Ifyéteg’t&fﬁort

concat enat edR&Sd@m@M)epsﬁw@m ng. Montgonery based Pi peline processing of
encryption data Applying Montgonery's algorithm the cost of a nodul ar

A egers. To- avorld SooPl g s B P B o e o MR ep
architectur e:ﬁoénﬁé{x%lﬁﬁ 1fcatidH Algdmllﬂrmmqmacnxﬁ@ﬁmm&@ 4hEBRIARY9 2007 WD

2004/ 019548 PCT/ CA200 /00127 Mont orreréps al gorithm in conbination
with a r édunfabni 98 pstgemersrs mydias mudipligatioralgpdta lmaméqd f@ypnediniong

modul ar il CT R SePrer . N RRA SRETRR AR BU ALY ©

42( 62]' 6t93d6?9,81m;56r\b]?¥njpm1@931 lﬁgtbrﬁcgnmeqdyb lsremdstuﬂcft_lmqmﬂt bAaspd pm&pakaﬁ’sal gori t hlmt
is adapte ro.ap.effichent har | ntation. gain in speed results
froma hi ghe‘&r21 et @lg]kafsgeed UBNT Ctorog %Sore °f%g1eer conbi natorial |ogic. Conpared
to previous techni ques based on Brickell's Al gorithm a speed-up factor of
two was report ed.Thi¢ResdRebdabohtokatidpigital Bguipmei Gpirg. a¢podgd ingnBnt  Cor p.

reporte S Vu.u mn, .P...Bertin, ~D. ..Ronci M, Shand, H. H.

Touat i, dland %fluggﬁlé%fr T, br g&?%{%ﬁhem%ﬁ'ﬁv@“ﬁ%ﬁ&??egb cﬁ’édconfl gur abl e
systems Conﬁ’roﬁraﬁxgﬁblelaEEEméﬁim&{chmﬁgma@& syht&hs Syst fage. IBKE) © 56- 69, March
1996 and M Shand and || emn S t s of RSA cryptography.
I n Proceedi i@%ﬂ%ﬁ%s Pﬁé%ggé > e é% M&%gg&%q%ﬂ%g@}d@n pages 252-259,
1993, an ar rayuifbmhOraXt dd hnentRioR R PG st o S HIYIImTRYREdhgSNGEBER net hods

i ncl udi ng the Chi nese renai nder
Symposium on Computer Arithmetic, pages 252259, 1993, an array of 16 XILINX

15 3090 FPGAs using several speed-up methods including the Chinese remainder
theorem, asynchronous carry completion adder, and a windowing exponenﬁ'ation
method is used to implement modular exponentiation. The implementation computés
a 970 bit RSA decryption at a rate of 185kb/s (5.2ms per 970 bit decryption) and a
512 bit RSA decryption in excess of 300 kb/s (1.7ms per 512 bit decryption). ‘A

20 . drawback of this solution is that the binary representation of the modulus is hardwired
into the logic representation so that the architecture must be reconfigured with every

new modulus.

The problem of using high radices in Montgomery’s modular multiplication
algorithm is a more complex determination of a quotient. This behavior renders a
25  pipelined execution of the algorithm other than straightforward. In H.Orup.
Simplifying quotient determination in high-radix modular multiplication. In
Proceedings 12th Symposium on Computer Arithmetic, pages 193-9, 1995, the
algorithm is rewritten to avoid any operation involved in the quotient determination.

The necessary pre—computation is pérformed only once for a given modulus.



t heorem asynchronous carry conpl etion adder, and a w ndowi hgFERRBARY208T i on
nmethod is used to inplenment nodul ar exponentiation. The inplenentation
conputes a 970 bit RSA decryption at a rate of 185kb/s (5.2nms per 970 bit
decryption) and a 512 bit RSA decryption in excess of 300 kb/s (1.7nms per
512 hit dsrioewiotasys A 20 drawback of this solution is tpeaichb@sbasy
representation of the nodulus is hardwired into the logic representation so
that the architecture nust be reconfiguged with every new nodulus. The
probl em of using high radices in Montgonmery's nodul ar nultiplication
algorithmis a nore conplex determ nation of a quotient. This behavior

renders a 25 pipgelined executi of l.gorith ther. .t han
st rai ght f or war d. &Fﬁ“ I@faﬁ%ﬂ &glmr'ﬁ?%inq]?ﬂ B@EE‘H%?EE{‘HES g?gﬁﬁuﬁlé#egﬁrxpﬁo hi gh-radi x
nodul ar  nul tsypteing dhiPadteedifips oPl 9FXEBEETESmidéMA] SyHpQind 52 ORcu@e Rt er

Arithmetic, né;,ages 193-9, 1995, the algorithmis rewitten to avoid any
operation i nVUSREAValIme AeageriOfers 1204 mpropera Ryl VLS rachifestas &ur v

pr e- conput atyQhkob Ry th HuldR thu@iHiatRCEeokifn. ArdcMaL] PRE Walidterhfheb BERUARY 2007
W0 20041 019998 PR EAZE0S) oof%% o2 sggritin. A i !nH%_)LEe A R

ar chi t ectbur esboakfspRE/As pipbliied. Kus/is clpyelointedgayingrach itgrationod dedilgogthrof 1997 | EEE
I nternation i 1 Gl S a t Vol es 2040- 3,
1997 pr opos e I ARe S PR bl or oSl e b WP uauRRRE

mul ti pli cat ifertostwgordstrbportedhe critical path that determ nes the 5 clock
speed is pipelined. This is done by interleaving each iteration of the

algorithm Conpargd revio r oposi ti on n 4 venent of the
time-area produc?f'B(e;a’?aI%q“]?g%: ’oarnH?\‘}go {sp }netfﬁ%?rﬁ%la%nﬁl\gg P&c’mﬁlfyDi di er, and

P. Kor ner up inbdulke nailfiplichiton/sgontiinm. VBBE Jededcyiondsri0d s uters| 147{ 7 166 at76.0n

al gorith I apsagtions on uters,. 47(7): 766 -7 10 July 1998,
descri be{a]a Hg&ﬁé’gévr‘{} CASFHGPRC SB%&&&Q&#B%&H@?%&%W@@W- ~al gorithm
i's i npl enenta@brithnk & iBplRdHiel with ntheiRNSH RNE sLRRaMAblY siplp| €  processors.
The resulting processing time is 0O(n). O course, nost of the references

ci ted above PFSeEoEs- The TeaHngpracessing i@t i ons of processors that have
little or no flexibility. 15 There have al so been a nunber of proposals for

systolic array apghbiss bsest thedfeferences cited above relate to hardware

implementations of processors that have little or no flexibility.

15 There have also been a number of proposals for systolic array architectures for

modular arithmetic. These vary in terms of complexity and flexibility.

In E. F. Brickell. A survey of hardware implementations of RSA. In Advances
in Cryptology —CRYPTO ’89, pages 368-70.Springer-Verlag, 1990, E.F. Brickell

summarizes the chips available in 1990 for performing RSA encryption.

20 In N. Takagi. A radix-4 modular multiplication hardware algorithm efficient
for iterative modular multiplication operations. In Proceedings 10th [EEE
Symposium on Computer Arithmetic, pages 3542, 1991, the author proposes a
radix—4 hardware algorithm. A redundant number representation is used and the
propagation of carries in additions is therefore avoided. A processing speed—up of

25  about six times compared to previous work is reported.

~ More recently an approach has been presented that utilizes prc-compufed
complements of the modulus and is based on the iterative Horner’s rule in J. Yong-

Yin and W. P. Burleson. VLSI array algorithms and architectures for RSA modular



nodul ar arithnetic. These vary in terns of conplexity and flb@®EBRUARY2007Nn E
F. Brickell. A survey of hardware inplenmentations of RSA. In Advances in
Crypt ol ogy - CRYPTO ' 89, pages 368-70. Springer-Verlag, 1990, E. F. Briclcel
sunmari z t ;S available in 1990 for performng LRN. 20 In
N. Takag$§03@$g§?¥?4 nodul ar mul tiplication hardware aﬁéﬁ?ﬁ@@#&@h??bient
for iterative nodular nultiplication qpgrations. In Proceedings 10th | EEE
Synposi um on Conputer Arithnetic, pages 35-42, 1991, the author proposes a
radi x-4 hardware al gorithm A redundant nunber representation is used and
the propagation of carries in additions is therefore avoided. A processing

speed-up of multpkgstien.JERE Transactionsagdfled Syvems 6@):ddé—WoTuee 197 eport ed. More
recent|y an EpagLank NisiehReNs REGHEAL £ b oo 165 Y S BRARN LRI

conpl ements of the nodu Ts anéQFs baéed“%ﬁa#ﬁgl%tgratlgtﬁ %%@'@ rule in |
Yong- Yin ared anintermeBiatel resitirio dagids| wlashrmagltiplbgaithe thodslusrtol subtredti Thet ures f or
RSA nodul ar ;16 _FEBRUARY 2007 . 04/.019548 PCT/ CA2003/ 001279 - 19-

mul tiplicat id(r)%w&lc 53 é?Sreas‘ﬁfé;)lgc(): |1\é\%18§%g?¥ “\V@@ln“é‘g% PO .Sm%igpﬁ? “June 1997.
Conpar ed 5t o nidatytdmireysiesto abgpleietalin®iulah s Ripigo@aches use t he nost
significant bits of an internediate result to decide which nultiples of the
nodul us to subtract. The .drawback_.of these solutions.is th t hey either
need a | arge amﬂﬁ‘?“ﬁ’ﬁ%@}ﬁlﬁ% %Org%ﬁéoé“bord Wﬁ?feng?tboéllzs%gﬂ%ge o conplete a
modul ar  nul ohyltiplg atdotithm. PhlliciRst enp@plidnatystah @&t | titiealt O asetDsh thli Lar
exponentiation 1s.the square &, Liply_ algorithm, Public-key encryption
systens ar e,eXPWPEQOP)?F%B%@P%%E‘EHPng@ T30S At 18 fheginest ba5iEpeat ed poi nt
addi ti on. 'quﬁﬁmgg%&g@ 28 ghd bt hikodimst basic forms done by the square
and nultiply algorithm 10 Method 1.1 conpute Z = Xs nod M where E-_ 0 a
21, e, a {0,1} 1. z=X 2. FORi =n-2 down toQODO 3. Z=Z2nodM 4. |Fe; =1
THENZ=Z)Xfrod Miethbd 3.1 cEMpuiE@R- KEtrhd M, Whiret ks, 2(2held {0dper ations in the wor st
case and 1.5(n-1) on average.

1. Zz=X
2. FORi=n-2 downto 0 DO
3 Z=Z7"mod M
4, IFe;=1THENZ=Z -Xmod M
15 5. ENDFOR |
Method 1.1 takes 2(n-1) operations in the worst case and 1.5(n-1) on average.
To compute a squaring and a multiplication in parallel, the following version of the
square & multiply method can be used:
Method 1.2 computes P = X*mod M, where E = Z:Ol 2, {01}
20 1. Pp=1,Z=X
2. FORi=0ton-1DO
3. Zwm=Z’modM
4, IF e;=1 THEN P+ =P; - Zimod M
ELSE Py =P
25 5. END FOR

Method 1.2 takes 2n operations in the worst case and 1.5n on average. A
speed-up is achieved by applying the 1 — ary method, such as that disclosed in D. E.
Knuth, The Art of Computer Programming. Volume 2: Seminumerical Algorithms.



To conpute a squaring and a nultiplication in parallel, thg FEBROARYVNG007
version of the square & multiply nmethod can be used: Method 1.2 conputes P
= XEnod M where E=2, oe 2, e E{0,1} 20 1. P0=1,Zo=X 2. FORi = on-1
DO 3. Z1+1 Z,2 nod M 4. |Fei =1TEEN P; +i =P; -Z; nrodM ELSE Pi+i = P; 25 5. END
FOR Met howb idd4toadsas 2n operations in the worst case and @’30@1(229756‘96 A
speed-up is achieved by applying the 1- ary nethod, suc as t Scl osed
in D EE Knuth, The Art of Conputer Bgogramm ng. Volunme 2: Sem nuneri cal

Al gorithns. 16 FEBRUARY 2007 WD 2004/019548 PCT/ CA2003/ 001279 - 20-

Addi son- Veésl| ey, Readi ng, Massachusetts, 2nd edition, 1981, which is a

general i zat The 1 - ar th processes 1 exponent bits
at a tinme. Y‘}VE %{“ﬁli?@g Mpssachyigaits, ?E%ecge 1&?”8}“3@5 f X nust be

pre- conput egiarﬁfhﬁzﬁoﬂro@@leth‘éd lrled‘ﬁgilﬁﬁlnie%oa%rokeﬁéﬁ &PORHE BiEslaPNEmeS POSSI bl e.
The resul ting cong%cexm IS rp@ggwépml mul tiplicati onmﬁfﬁeratl ons and n
squaring opEraduback hae isthatid lﬁﬁﬂﬁﬁlf@ﬁt@(mﬁéﬁpﬂa@ tored-deduced to a
series of lﬁ@%f ]fmﬁl& sing the
Mont gomsryni%ng%&ﬁd(%.toThg&!_?rdeﬂt1 0 ?or%rr%gﬁ% TR ti ?Qg {ﬁ@%%@%‘?flﬁed bel ow
was pr o;foseduhwliﬂﬁonoperhﬁnmsgmdmsqpaﬁmgch.eratlbIant gonmery. Mdular nultiplication
wi thout trial division. 10 Mathematics of Conputation, 44(179): 519-21,

Apri 1 1988, 1t 18 SolRLBAR, 05 b LBL0G Lol eatagsg%ssof%%hp M whil e

avoi di ng di vision transtormt Integers in mresidues
and conput anulmhmﬂonnpetratmm amhsqmmtg stdpeamg'mhe I\/Bmigdmesy mdtﬂ]oi ke end, the

representatio re tr bac nor mal tation ther eof .
Thi s appr odﬁ#ﬂ?%?ﬁ?vu %PEE%P gﬂbe bglg?ﬂl%asc’ pé‘?po %rqﬁ plication
oper at i ons MBnigb@etyiaRSK. cmmtgaﬂay M&ﬁlﬁr &ﬁ[tﬁﬂibﬁibn(\oﬁﬂ'@ut trifMEwbied.

exponentiation). To conpute the multiplication, a radix R> M
with gctl MMpéhematlcs of Computation, 44(170) 9—21 Apnl 1985. It is a method for

multiplying two integers modulo M, while avoiding division by M. The idea is to
transform the integers in m-residues and compute the multiplication with these m-
residues. In the end, the representations are transformed back to a normal
representation thereof. This approach is only beneficial when a series of

15 multiplication operations in the transform domain are computed (e.g., modular

exponentiation).

To compute the Montgomery multiplication, a radix R > M, with ged(M, R) =
1 is selected. Division by R is preferably inexpensive, thus an optimal choice is R =
2"if M = Z::mt 2' . The m-residue of x is XR mod M. M’ = M mod R is also

20 computed. A fimction MRED(T) is provided that computes TR mod M: This

function computes the normal representation of T, given that T is an m-residue.

Methed 1.3 MRED(T): computes a Montgomery reduction of T
T<RM,R=2" M=)~ m2 ,god(M,R)=1
1. U=TM’ mod R
25 2. t=(T+UM)/R
3. IF t=M RETURN t-M
ELSE RETURN t

The result of MRED(T) is t = TR mod M.



| is selected. Division by Ris preferably inexpensive, thukt ERBRpARY2007
choiceis R= 2" if M= Em'm 2' . The mresidue of x is xRmd M M =
M1 nod Ris also 20 conputed. A function MRED(T) is provided that conputes
TIC nod Wb 206u/6195fsuncti on conput es the nornmal represen J gi ven
that T is an mresidue. Method 1.3 MRED(T): conputes ai’?/g}r??g%o%’?%wreducti on
of TT<RMR=2", M 7)n 2',gcd(MR =1 4. U=ETM nodR 25 2. t=(T+UM/R 3. |IF

t MRETURNt-M ELSE RETURN t The result of MRED(T) ist =TIC nod M 16
FEBRUARY 2007 WD 2004/019548 PCT/ CA2003/ 001279 -21- Now to multiply two
integers a and b_in the transform domain, where their _ respective

represent ations NP¥ tp AmltpbHtvg)integeipia prdkd wdbe tapsforn domagincthesttbtthe t wo
represent at | i Tl : g/gg% {hRwaod Ni)) =
abRZR-t = afo érr%ic‘i’éﬁ%gégé@or asﬁé%ﬁr%&ggn ntigfm’%%%t%tepvzgg r epeat ed
numer ous ti repsesanieondispgovidel tvBREIAT):. 1 or 1.2 to get the final result ZR
nod M or P'R nod e S Ao ROV de o MRED(T) to get the
result Z nod M o%&@dﬂ{{ﬁwgﬁrﬁl ‘ﬁ"gf %}%Ig%sfgié%]r%ot%el%x still requires costly
nodul ar reductions. To avoid the division involved, conpute R2 nod M using
di vi si on? " Thi s step mekds erpoobsiatiomthisotdpyis repGrtamumefous timegpceadingr ypt osyst em

To get a an En.the nsf donmai AR2 d nd D(bR2 nodM

are execut e‘g) D?Igh‘é’%g‘ é’ﬁﬁ'%%%ﬁ ae%agﬁs%ggﬁ%%g(@{ﬁ“gﬁ%?%' §H‘§/°<\,d§?%?ab| e can be
t r ansf or medvilaed ibpo videdeavREDCT) ta ghtahatsuleZ mop Mesrmaddian of Method 1.3: an
mx m-bit nultiplication and a 2mbit addition is used to conpute step 2.

The internedi ateyesuli cap have 15 ma a m Qi ts. ste of
conmputing U at 'o’rq{&eel,mlﬁ%téam UBFtSteBF&quPgﬁsﬁafr% H?Ogdﬁll%&egﬁ‘ft’e?ﬁ‘gﬁ ayos}gg}?nput ed at a
tine. l(:hoo’siiimfg;itﬁx ifgi@cdir@d, EormySiteCR? chdvan ﬁgﬁgﬁfvﬁsidn) Tﬁilsﬁelﬁlﬁedaﬁ eftedoatonlpi \l:i SEAIOIH by
r is alsp preferably inexpensive, thus. an ti choi ce | = 2k.
var i abl 1 BPwcrigie ilphaganvaam; Fo getpaet & Bf bpbsm AoReiMRERGa her

mod M) and MRED(b-R? modM) are executed to get aR mod M and bR mod M.

Obviously, any variable can be transformed in this manner.

For a hardware implementation of Method 1.3: an m x m-bit multiplication
and a 2m-~bit addition 1s used to compute step 2. The intermediate result can have as
15 many as 2m bits. Instead of computing U at once, one digit of an r—radix
representation is computed at a time. Choosing a radix r, such that ged(M, 1) =1 is
preferred. Division by r is also preferably inexpensive, thus an optimal choice is 1=
2%, All variables are now represented in a basis—r representation. Another

improvement is to include the multiplication A x B in the algorithm.

20 Method 1.4 Montgomery Modular Multiplication for coxhputing A-B mod M, where
M = 3@ m,m, € 1.2 - 1)s B= Y@ Y bb € 125 - 1)
A=3"0" a0, € 0125 -1
A,B<M;M <R=2":M'=-M"mod2*;ged(2*,M) =1

1 Sa =0 ‘

2 FORi=0tom-1DO

3. qi=(((Si+aB) mod 2M’) mod 2"

4. S =(Si+gM+aB)R"

5 END FOR



i mprovenent is to include the nultiplication A x B in the J6JoFBRUARY 2007

Met hod 1.4 Montgonery Modular Multiplication for conputing A-B nod M where
Al Zmt(2k)' ' nni,tit, E 1..2k-1}; 1=0 B=~ bi EfO01l...2 -1}; 0 A= LI-01(2 k)
a,,. E{0,2..22° -1}; A B<MM< R =21";M=-Mt nod2k; gcd(2k,M =1 1. so=
0 25 2. POR20@Q8MM8- | DO 3. qi = (((Si + alB) nod 2k) M parach2963/00d279S; +1 =
(Si + qglM + alB)/2k 5. END FOR 16 FEBRUARY 2007 WD 20 04/0 1 9548

PCT/ CA2003/ 001279 -22- 6. IF S. ? MREIZRN Sm- M ELSE RETURN SM The result
of applying the nmethod 1.4 is S. = ABRr nod M At nost two k x k- bit

mul tiplication operations and a k-bit addition is required to conpute step 3

for 5 aradix 2 ste 4 it multiplication operations and
two m+ k-bit adltIO M@M ximal bit length of Sis reduced
tom k + 2 bits, corrparedgmthe mroRes Of Method 1.3. Method 1.5 is a

simplification of Method 1.4 for radix r = 2. For the radix r = 2, the

operations in st%g?3 of Method 1.4 are done nodulo 2. The nodulus Mis odd
10 due to the comdfEFgholpalme tiapethod 1.4 g S4 5 ABRREPtMeAt BPEIYO Kiat M =1 nod

2. Hence M= § i plication
by M nod 2k| th%?@ga%@%%hggﬁgﬁ%y@%ﬁ%%%n% requ&eddtgb&gp%\tg%%%%%r y Modul ar

Mul ti pl i Tat # olix Radior step 4 1wy k oy~ titompltiplication susrtignrasd ywibdttrk-t

MLE ! Pl gf'?‘.t %&Hgn%r%g(egﬁ)é%?éﬁ i @%ﬂ?%% g@mrsqs re%ﬁce’é(?(gmﬁfé(-l) %Hir%* & (l\)/i YN

2" ", gcd( 2, cdwlpa;é.d tolthe Habiis of Method 1.3.

Method 1.5 is a simplification of Method 1.4 for radix r = 2. For the radix r =
2, the operations in step 3 of Method 1.4 are done modulo 2. The modulus M is odd
10 due to the condition gcd(M, Zk) =1. It follows immediately that M = 1 mod 2. Hence
M’ =-M" mod 2 also degenerates to M’ = 1. Thus the multiplication by M’ mod 2 in
step 3 is optionally omitted.

Method 1.5 Montgomery Modular Multiplication (Radix r = 2) for computing

Montgomery Modular Multiplication for computing A-B mod M, where
15 M=y @ m,mefl}; B=" (25,5 < {01);
A=""02"  a,a, € {01}; 4B <M;M <R=2"gcd(2,M)=1
1 So =0
2 FORi=0tom-1DO
3 gi=(Si+aB)mod2
20 4, S =(Si+qM+aB)2
5 END FOR
6 IF Sm 2 M RETURN S, - M
ELSE RETURN S,

The final comparison and subtraction in step 6 of Method 1.5 would be costly

25  to implement, as an m bit comparison is very slow and expeﬁsive in terms of resource
usage. It would also make a pipelined execution of the algorithm impossible. It can
éasily be verified that Si+q < 2M always holds if A, B <M. Sy, however, cannot be

reused as input A or B for the next modular multiplication. If two more executions of



2. FORR=Otom1 DO 3. ;=(S;+a;B)nod2 20 4. S;+j = (Si + &6 HEBRUBRNY2087
END FOR 6. IF Sm> M RETURN Sm- M ELSE RETURN S. The final conparison and
subtraction in step 6 of Method 1.5 would be costly 25 to inplenent, as an
m bit conP4&r1084A19548 very sl ow and expensive in terns of pcegaueGmoiIsage. |t
woul d al so nmake a pipelined execution of the algorithminpossible. It can
easily be verified that S;+ < 2Malway®-holds if A, B < M Sm however, can
not be reused as input A or B for the next nodular multiplication. If two
nore executions of 16 FEBRUARY 2007 WD 20041019548 PCT/ CA2003/ 001279 - 23-

the for | oopuars: Bes glgrp_g{?&m\é?hmgﬁm’fi— Farid iﬁ%@ ' @Hﬁﬁb@m iﬁgﬁaﬁé’é@m& ke

inequality S,,+2 < 2M'is satis i ed. Now, “Sm+Z can be us I nput B for

t he next nod&Mais satislied.i Jow.Gatd @n be Tepdfag mphidd for égmex mddelaconpl exity of Met hod
1.5, Bis shj Uhﬁ)qicé‘cpnby one 5 position, i.e., multiplied by two. This
results in a; o0 2 = O and the addition in step 3 is avoided- In the
update of S;+i (Si+ qiM+ai3)/2 is replaced by (Si + q;M/2 + aiB. The cost
of this sinplificés figthei edwaéeromplesiteciivietbod bf, B lsehiftebyp byidsh am+2 = 0. The

Met hod bel ow _conprises f. tijg.zations. thad 1.6 ni.gomery Modul ar
VUL £l cht | B 2P By o PR B s B RoRa0 1 st A &8

t?:Z_i)( 2' ' 1) step Bis a¥oidod. Xh ﬂw.gﬁfaﬁte 6f1%:.2 (3;-+Hog M a,B{Dis ddplacedsy(S; + {ED)2 A, , a; (s
a{0,1}; A B<2 R=2mt2: gc M=1.1, Se =02, FOR=Otomt2 DO 3. gi = (S
nod 2 15 4. %,Msr -'GQ%Pgth%dfﬂaFﬁ?ég‘!@néﬁ@e 1BoIe @ﬁ@%ﬁgﬁ’?é‘m&l T2 -above

cal cul at es SrHaMethod bEIGW2bARscidsd\Mptikza8ifds. t he correct result an extra
Mont gonery nodul ar nmul tiplication by 22(m2) nod Mis perforned.

Method 1.6 Montgomcry Modular Multiplication (Radix r=2) for computing A°B

10 mod M, where M =IZZ_?(2’")’mi,mi e {01} B=3" 24,5, € {01};
A=3"24 a,,0,€{01}; 4B <2M;M < R=2"";ged(2,M) =1
1 Sp=0
2 FORi=0tom+2 DO
3. g; = (S;) mod 2
15 4 Si+ = (Sl + q,M)/Z +2a;B
5 END FOR

The algorithm above calculates Spss = (2™ AB) mod M. To get the correct

222 mod M is performed.

result an extra Montgomery modular multiplication by
However, if further multiplication operations are required as in exponentiation

20  algorithms, it is better to pre—multiply all inputs by the factor 22®*? mod M. Thus
every intermediate result carries a factor 2™*2. Montgomery multiplying the result by

“1” eliminates this factor.

The final Montgomery multiplication with “1” insures that a final result is

smaller than M.

25  High-radix Monigomery algorithm

By avoiding costly comparison and subtraction operations.of step 6 and

changing the conditions to 4M < 2" and A, B <2M some optimization results for



However, if further nultiplication operations are required &6 FEBRUARY 2007
exponentiation 20 algorithns, it is better to pre-multiply all inputs by the
factor 22(m2) nod M Thus every internediate result carries a factor 2m-2.
Mont gormery nul tiplying the result by "1" elimnates this factor. The final
Mont gorreré’%%ﬂ“t‘iobﬂ’r‘%atl on wWith "1" insures that a final presoAtoosmoizssral | er
than M 25 High-radi x Montgonery al gorithm By avoi ding costly conpari son and
subtraction operations of step 6 and <€hanging the conditions to 4M< 2i""
and A, B < 2M sone optim zation results for 16 FEBRUARY 2007 WD 2004/019548
PCT/ CA2003/ 001279 -24- inplenenting method 1.4 in hardware.' The penalty is

t . ' |l ows: Met hod
1.7 Nont gomor Ui 02 o ) 41888y HOT S8t P TELRRG A SRR he]  ove: Mt ho
M- 03( 2K)  nilodp. Téle{@pmngn@ﬂlodis}asﬁommv(swl mod2k) M Me~"Z(2k) " ("

i,a{O,l .2k-1}; B = E1=01(2k)' b"b, e {0,1...2k -1}; A= E o' (2k)' a" a, e

{0, 1.. - 4 o M =3 M %:f 02020 2, i =Otom- | DO 10
3. q; (Sl +aj]% ? B@%%t %Q&M?cglail\%% qiﬁzéér_cogl.pu%{idb‘lﬁzﬂo guotient (]
determ nati oL sxi-t f rt rodglr educed by replacing B by B 2k.
Since a;B %begl = %t’ ﬁl”B’”l S ?eduglgd to gi = Si nod 2k. The addition in

15 step I S~av ed 2 Qf,; ,amadltlpn iteration of the loop, to
conmpensate f ?M%O%%%Rf X@«O &”i‘irf”f {JA I%bnf}gomery met hod optim zed for
har dwar e i npl errent ation is shown el ow. thod 1.8 Montgonmery Modul ar
Mul ti pI i cat |B.)FFZp[;(25bhp1ut€| Bg.-A" - rmetE/l= i EI\{GH:EZ o3 (2k)'nn1,nl, a
{0,1...2" -1} o };_

4,B <2M;AM <2";M'= —M " mod2*
So=0
FORi=0tom-1DO
10 qi = (S; + 2;B) mod 2

S, =(S, +q,M +a,B)/2*

I

END FOR

The quotient q; determination complexity is further be reduced by replacing B
by B - 2k. Since 2;B mod 2k = 0, step 3 is reduced to ;= S; mod 2%, The addition in
15 step 3 is avoided at the cost of an additional iteration of the loop, to compensate for
the extra factor 2in B. A Montgomery method optimized for hardware

" implementation is shown below:

Method 1.8 Montgomery Modular Multiplication for computing A - B mod M, where
M= (2 mm, e 01..2° -1}

20 = (M'mod2*)M, i1 = Y (24 i i, € 0,125 -1}
B=3"025 b e 0125 -1 4=3" (2) 4,0, {0,1..2" -1}, =0;

A, B <2M:4M <2 M'= M mod 2*

1. S=0
2.  FORi=0tom-1DO
25 3. g=S; mod 2"
4, S,y =(S,+qM)/2* +a,B
5.  ENDFOR



20 Me(M nmod2k) AL, M= (2k)'ni,, ML e {o0,1..2k-1 B=y-01(2k)' bl6FEBROARY.200%- 1} ;
A=L~(2k)'a"a,e{0,1...2k-1},a.=0; A B <2M4M <2"';M=-M"' nod2k 1. So=0 2.
FORT=t om 1DO 25 3. qi =Si nod2k 4. S1+1 = (S1 + q; M 12k +a,B 5. END FOR 16
FEBRUARY R@0x004¥{954004/ 019548 .PCT/ CA2003/ 001279 -25- Th ' t is

t hen Mont gonery rruizfi plied by 1 to elimnate the fact Orgcfr)tcﬂgéog{oﬁﬁzgs

di scussed herein above. In a thesis subgitted to the Faculty of the
Wrcester Polytechnic Institute entitled Mdular Exponentiation on

Reconfi gurabl e Hardware and submtted by 5 Thomas Blumon April 8th, 1999

i ncorporated herein by reference, Thomas Bl um proposed two different

pi pel i ne ar chi t ectirBial mgt ip then Mavtaogenimyijplier b | tauieningn e figiarhg nodul ar
mul ti plicatigo.and dM?ﬁEsQ%YE‘?é‘ afpaces: an area efficient architecture based
on Method 1.6 and a speed efficient architecture. As target devices Xilinx

XC4000 family devices were used. 10 A general radix 2 systolic array uses m
ti mes m processi g adhesigsphsitteqiodheFapulty of thenWorsarsdplyéchnt nstiste t he nodul us

and each el efpp dMoﬁﬁlﬁlsﬁg)% &tﬁﬁ&?&ﬁ{é&%ﬂﬁ il M@ﬁnd%rﬁjtﬁﬁ&i) ation
operations can be proces ed s nu taneousﬁuy, eaturing a roughput of one
modul ar rul t Theinas &limpon Beril &h,olORS mgolperated demin/bytrefoeyceoTh@msBhohes. As this

approach results in upkealisti.cally. |ar CLB counts for ical bit |engths
15 required qrﬂpoﬁﬁ%gﬁrﬁ %ﬁff?t@}%g§}e %rg%teeﬁguge,g?%ﬁ F'g"f@r‘.”eg PP %ﬁ%ﬂggsssi ng el enents
was i npl emaiigdnodidr iultiplisatidppnd Moatgoinery¥pated: afi ama bificiphi Lctiteadireoper at i ons
can be procgessed si nepusl y_and. t he perforpmance redu to a throughput
of two m)djﬁaé? ?ﬂ%‘iﬂg‘}i ﬁ'géf‘ 6?1’%‘?) Fpﬁ@‘tﬁﬁ?re'ﬁﬁt@ﬁﬁtlcég‘?es%ﬁgﬂ atency renains
2m cycl es. Thesmpannty e8Msk def-aké@n was the choice of the radix r = 2k.

I ncreasing k 20 reduces the anount of steps to be executed in Method 1. 8.

Such, an approach, however,_ requires nore _resources; The nmin expense |lies
in t)he C]&ﬁgut ati Oﬁ‘]g%xpya\f ﬁg&z’%@ystgllilc array uses m times m processing elements, w erex%

is the number of bits of the modulus and each element processes a single bit. 2m

modular multiplication operations can be processed simultaneously, featuring a
throughput of one modular multiplication per clock cycle and a latency of 2m cycles.
As this approach results in unrealistically large CLB counts for typical bit lengths

15  required in modern public—key schemes, only one row of .propessing elements was
implemented. With this approach two modular multiplication operations can be
processed simultaneously and the performance reduces to a throughput of two

modular multiplication operations per 2m cycles. The latency remains 2m cycles.

The second consideration was the choice of the radix r = 2*. Increasing k
20  reduces the amount of steps to be executed in Method 1.8. Such an approach,
however, requires more resources; The main expense lies in the computation of the 2~
multiples of M and B. These are either pre-computed and stored in RAM or
calculated by a multiplexer network. Clearly, the CLB count becomes smallest for r =

2, as no multiples of M or B have to be calculated or pre—computed.

25 Using a radix r = 2, the equation according to Method 1.6 is computed. To
further reduce the required number of CLBs the following measures are optionally
taken: each unit processes more than a single bit. A single adder is used to

precompute B-+M and to perform the other addition operation during normal



multiples of Mand B. These are either pre-conputed and st 96 F¢BRUARA0OT
calculated by a nmultiplexer network. Clearly, the CLB count becones snall est
for r = 2, as no multiples of Mor B have to be cal cul ated or pre-conputed.
25 Using aradix r = 2, the equation according to Method 1.6 is conputed. To
further reedugs equi red nunber of CLBs the follow n re
optionally tg‘l‘(/g%ggich unit processes nore than a singl %cﬁ?@fzﬂif@mﬁa e adder
is used to preconpute B+tMand to perfojimthe other addition operation
during normal - 16 FEBRUARY 2007 WO 2004’/6019548 PCT/ CA2003/0 0 12 79 - 26-
processing. Squares and multiplication operations are conputed in parallel.
This design is divided hierarchically into three |evels. Processing El enent
Conput es u lprosessthg.aSqmaehs laad ruiiplicaion opdratonms atvedopeted Mpatallpl. iThet i on An arr ay
of processing_el epent onpytes_a npdul.ar. 5 nultiplication. Mdular
Exponenti at i oﬁl%s:@iwr? dﬁ’ﬁ%‘% craﬁﬂﬁt%efellgvaﬂsron operations to a nodul ar
exponenti ation according to Algorithm 1.2. Processing Elements Figure 8
shows t he i njxbesseing Eldnent Gémputpr wiiessa mpdelaemehiplicatién.l N t he processi ng

el ements the followng registers are present: M Reg (u bits): storage of

t he nodul us - B tS) S f.th L tiplier +M Reg (u bits):
st orage of tlﬁ?ﬁxﬁ%&é&%\gﬁ%@?é@g&%{r ? %Ogesﬁgg g?%%dgwfol? p%kefgf)?otds ' stor age of the
i nt er nedi5sat ennkipli¢atiof.i ncl usi ve carry) 15 S-Reg-2 (u - 1 bits): storage of
the internediate result Control-Reg (3 bits): control of the multiplexers

and cl ock engbl.es a'q.. (2 hits): l.tiplijer £ uot.i ent esul t-Reg (u
b1t + st or A48 Brndiet CorpitmOiity Bitlfondim ASRHLRY oafRE 't ogi orer o
need a t ot alexpbndnbibtioh dopdrdingd3s Jpotithen APlder u/ 2 + 2 CLBs, the 20 nul tipl exers
4 u/2 CLBs, and the decoder 2 CLBs. The possibility of re-using registers
for conbinatorial.lqgic allows sonme savings of CLBs- MuxB and Mixaa are

i npl enent ed 'rr‘r’c'fsﬁ'élg@ e"g? B-Reg and Result-Reg, Muxi and Mux2 partially in

Figure 8 shows the implementation of a processing element.
10 In the processing elements the following registers are present:
. M-Reg (u bits): storage of the modulus

. B-Reg (u bits): storage of the B multiplier

. B+M-Reg (u bits): storage of the intermediate result B+ M

. S-Reg (u + 1 bits): storage of the intermediate result (inclusive carry)
15 . S-Reg-2 (u - 1 bits): storage of the intermediate result

. Control-Reg (3 bits): control of the multiplexers and clock enables

. a;,G; (2 bits): multiplier A, quotient Q
. Result-Reg (u bits): storage of the result at the end of a multiplication

The registers need a total of (6u +5)/2 CLBs, the adder u/2 + 2 CLBs, the
20 multiplexers 4 - u/2 CLBs, and the decoder 2 CLBs. The possibility of re~using
registers for combinatorial logic allows some savings of CLBs. Muxp and Muxg.s are

implemented in the CLBs of B-Reg and Result-Reg, Mux, and Mux; partially in M-



16 FEBRUARY 2007 WD 2004/019548 PCT/ CA20 03/00 12 79 -27- ReH#EBRUARYI0BZQ.
The resulting costs are approximately 3u + 4 CLBs per u -bit processing
unit. That is 3 to 4 CLBs per bit, depending on the unit size u. Before a
unit can swrpag4@igsqgrodul ar nul tiplication, the systemp ave to be
| oaded. Mis stored into MReg of the unit. At the begi %ﬁa%gzgﬁ(gdﬁmdul ar 5
mul tiplication, the operand B is | oadeg7fromeither B-in or S-Reg, according
to the select Iine of nmultiplexer B-Mux. The next step is to conpute M+ B
once and store the result in the B+M Reg. This operation needs two clock
cycles, as the res]%}t is_clocked into S-Reg first. The select |ines of Mixl

and Mux2 ar RIS pihedpsulngcpgs af&éﬁ’ﬂ‘?ﬁ‘lna"ﬁb@&} TESHRTRT Y. 10 In the
fol I ow ng Z(mtes,&}l%ﬁﬁiehﬁaiés BPAEt BE perbit! dePhddfBlon @ik ik sQRPUt €d  according to
Met hod 1.6. Multiplexer Muxt selects one of its inputs O, M B, B+ Mto be
fed in the adder according to the value of the binary vanriables a; and q;.
MixZ feeds the (Peforpappypanssogteiacapfules rubipEratiopdhpaiomaasmetsul t S- Reg2
plus the | eagtesd BibideRaNtis sthd éﬂt& M2REy Bind 38 MEKE vdbtntng(dta WoaLRP DY

two/shift right) into the second input” of the 15 adder. "The result is stored

i n S Reg 5 ormuliplieiet. dhe oplerantl Bes loadaddfrvint ¢ithanB-ibort S-Beg scdonting totliee unit to the

right (divisj L £l {.he t i.f_to the left.
In this cyclgg%gﬂgaeécotg%ﬂt{%%% %rM#u??%%ﬁﬁgﬁ%goncoﬁgh%yéﬁ éé%éﬂ clmr%&iehe adder ,

wi t h updat edhe wahlumsthoB-+9-Repg This aperatital ngjeds tAh elogdegyolas] amthetrespltiscat i on uses
the sane operand.B b a ifferent. o nd A, 20 At t d of nodul ar
nul ti plicat icg?f’?(e%‘,“i%y‘ﬁ‘&g iﬁéﬁqi131315‘3?‘9Eiﬂ%’pogﬁxéa‘@tl\d’t“ﬁémowgﬁfﬁ%gﬁ THE® adder .

Thi s val ue ic%nbeltvl?brat;@p@@vél?_to Result-Reg, as fed via S-Reg into B-Reg. The
result of the second nultiplication is fed into Result-Reg one cycle |ater.
Figure 9 shows haqw_t Pr.OCESS| el enen are.connected to an array for
conputi g an nr-gﬁ’fhegﬁ&wfﬁ{'ﬁgﬁdeﬁﬁﬂo@ﬁ? tl@%ﬁ?%ﬂﬁ?@ﬁ@?‘?ﬁet hod for mbits
Wth u 25 hictédiseressed | BeMultipleker Wit telbetslftielof itainutd SEML, BURHINT thas only u
- 1B inputsiwzfs Be is added to a shifted value Si _+ gq; M The r-esajlt bi t
S-Rego is albRdydintks sldgiacerrdingdp the valpnel thy Hpay vaubles fi b At Yyrersds

al gorithm lem&-vmowss?%%ﬁ@oﬂshﬁh@g&tmag aeii s-ReftpRite lef siBriABehtt he

tenporary overfl ow of e intermediate result S;+i. There s no M i nput
into this ugpsgultbitof the next unit (division by two/shift right) into the second input of the '

15  adder. The result is stored in S-Reg for one cycle. The least significant bit goes into
the unit to the right (division by two / shift right) and the carry to the unit to the left.
In this cycle a second modular multiplication is calculated in the adder, with updated
values of S-Regy, a; and q;. The second multiplication uses the same operand B but a

different operand A.

20 At the end of a modular multiplication, Spss is valid for one cycle at the output
of the adder. This value is both stored into Result-Reg, as fed via S-Reg into B-Reg.
The result of the second multiplication is fed into Result-Reg one cycle later.

Figure 9 shows how the processing elements are connected to an amray for
computing an m-bit modular multiplication. To perform the method for m bits with u
25 bits processed per unit m/u + 1 units are used. Unity has only u - 1 B inputs as Bg is
added to a shifted value S; + q;M. The result bit S-Regy is always zero according to
the properties of Montgomery’s algorithm. Unityy, processes the most significant bit
of B and the temporary overflow of the intermediate result S, There is no M input

into this unit.
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outputs of the units are connected to each other in the follow ng way. The
control word, qi and a; are punped fromright to left through the wunits.
The result is punped fromleft to right. The carry-out signals are fed to
the carrwopoospedss to the right. Qutput S 0 _Qut is al to
input S-0-In of 5 the unit to the right This represent S“@%ﬁcﬁ?@?@?%ﬁgby 2 of
the equation. At first the nodulus Miggfed into the units. To all ow enough
time for the signals to propagate to all the units, Mis valid for two
clock cycles. W use two M Buses, the Meven-Bus connected to all even

nunbered units aﬂlthe M odd- Bus connected to all odd nunbered units this
approach al | ows tGeEed apdppiputsobthe Haits mp eamprisd to ach e gl e. Thus it

takes nu cysli&winkwa F'OPQ: &Hﬁolf\wﬂ, Rl éf@p%peﬁ%n?ﬁ@ﬁt@@@fﬁbﬂoﬁ%\i @gded

5|mlarly The signal's are also valid for two clock™ cycles fter the
operand B i mf@a'ﬂﬁdesuith%mpmeﬂ@oxmlnﬁéb nght.tThe carepy sghalvetelfoditoths  begi ns.
Starting at i are fed
into 15 thel re&?’g{ﬁg@t& a@ggér—%cghpg %Eo%nec‘(%tgm&ﬁtg_oa&ofgr B+ Min
one cl ocls cythd emt'@cth@nghtnﬁnsmpxasenﬂnbb diizismi[byeZbéﬁmteqmtgm ficant bit of the
result is read back as q;+i for the next conputation. The resulting carry
bit, the control he the left,
where t he sane corrpu#ﬁ%e%%% %kl\g%“a{%éog%l N hgmrlllgox ént%“%% efoI(%he. I'n such a
systolic fasstgnan; tbbﬂ)pﬁ:gllfﬁmellthmmds Mis, vatid for andlclbtlecyehs.rWe bsettﬁfoMe 20 punped
fromrlght | ef t throu htheo\{/c\gt&ole uni t aéra% Thecd:‘é\g bytwom
Method 1.6 MEE6% ha™Evebys ORpectedrs giheven supaePG Rt R @,n.f.cant bi t
of a unit’ s coRAkbddit® Al b&RPaunibRredl Ry Bisfaf oQ}ﬂ@ﬁoW@fo%échﬁ‘bx&% thetufitd P& right.
After a nodular nultiplication is conpleted, the results are punped from

left to IPi gilockisrelaghus Héalgrmiuscyclapty 1@%@@@@%&4‘? Mitored in RAM for further

aor

processi ng. 25 A single processing el enent conputes u bits of S;+i = (S +
q - M/2 + a Tﬁe opdrihdCl RAKaded Sihr@ladly. ’I@i@%l@n&ﬁ@ﬂ?'&k@%lm fostddolock - U - | of
Si. Incycle i_+ 1, unit, uses the resulting carry and conputes bits u ...
2u - 1 of Scyelss. tAJteﬂg’é§P?fh@Bilsglﬁ%d3§ﬁh‘f peatprmange of Bp HAPIRf M9t k6 u of S, (So)
to compute l%le ... u- 1of S;+i inclock cyclei + 2. dCock cyclei +1
i S unproducti |n unto while waltlngfor the result of unit,. This

Starting at the rightmost unit, unito, the control word, a;, and g; are fed into
15  their registers. The adder computes S-Reg-2 plus B, M, or B + M in one clock cycle
according to a; and g;. The least significant bit of the result is read back as g3 for the
next computation. The resulting carry bit, the control word, a; and g; are pumped into

the unit to the left, where the same computation takes place in the next clock cycle.

In such a systolic fashion the control word, a;, q;, and the carry bits are
20  pumped from right to left through the whole unit array. The division by two in
Method 1.6 leads also to a shift-right operation. The least significant bit of a unit’s
addition (So) is always fed back into the unit to the right. After a modular
multiplication is completed, the results are pumped from left to right through the units
and consecutively stored in RAM for further proceséing.

25 A single processing element computes u bits of Sy = (S; + ;- M)/2 +3;- B.
In clock cycle i, unity computes bits 0 . . . u - 1 of S. In cycle i + 1, unit; uses the
resulting carry and computes bits u.. . . 2u - 1 of S;. Unity uses the right shifted
(division by 2) bit u of S; (So) to compute bits 0 . . . u - 1 of Sy in clock cycle 1 + 2.

Clock cycle i+ 1 is unproductive in unify while waiting for the result of unit;. This
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avoi ded by conputing squares and nultiplication operations in parallel
according to Method 1.2. Both p;+i and zj+] depend on z;. So, the

i ntermedi ave 20@sabi4sz; s stored in the B-Registers an ' into
the a; input of the units for squaring and nultiplicat ?Po(‘fnﬁg%zwb—gl/@tﬁ%g 10
shows how the array of units is utilizgg for nodul ar exponentiation. At the
heart of the design is a finite state machine (FSM with 17 states. An idle
state, four states for |oading the system paraneters, and four tinmes three
states for conputing the nodul ar exponentiation The actual nodul ar

exponent i at ilégpﬁf@ncléb? eraitdetby cemputing saeares and aubiiplicaion opwatisns HpawHel

pre- conmput atj : ti nd,_A( TRUL ALk these main
Ctates s oubdcingdd MR 12800 2T i, BB GONRS, B tfillmailt ol

cal cul at e- mik ttopddiio dteiBR egibtees and ftdrwith pumtathé & dnpundfthe anits fer sqianings encoded
according to ?he ﬁ%latgs. The FSMis clocked at half the clock rate. The sane
is true for & d’é“(‘] bca fd reading the RAM and DP RAM el enents. This neasure
makes sure the maximal propagation tinme is in the units. Thus the m ninmal

cl ock cydl e ti me Fagude 1hshols howshd driapn gf widie eschtitifedaformodullakexgupaiagot.i at i on

relates to the. effective, conputation ti I he its apd.not to the
conmput at i on ‘%fﬂ%{}%oécglf.deg@gg f ﬁ*ﬁ‘iﬁﬂ‘%&“@@&@é’ﬂﬁ tsf%‘ﬁ' g’éldge(f@ﬁt ed, the
syst em par afgii€dtfedfofloadif@ et dystdiepnRaktbtl Snddustime@red ¥taldl fo3 at the time from

1/0 into MReg. Reading_ starts from|low order bits to high order bits. Mis
fed from M REGERS the modulapexppnepgaton. Theragfuplanqdyler (xnogentele’idh- Bus and

M odd- Bus. Thecildindh nddiesia], Ffé—éoiﬁ?utﬁﬁ&ﬂl,e&e- _m?utaﬂoinﬁ,‘%omﬁlﬁ'lﬁﬁ&%mem Eis
read 16 bits at the tinme from[/O and stored i nto Exp-RA The first 16 bit

wi de world f most-aommpuibieriHack of these masyriates infubdividedinsbive b—+tatepicad-B.Up to 64
foll om ng wg Lt he.. 43l re-co i factor
22(m2) mod A S e RS, TR PRI e MBS pIRLARARE A7 O
Prec- RAM  2&ctardivi de the Prtes.doeiMak clneked etivhlfttheeciotkurate LiBhefsamenis bl foru bits per

cl ock cycl e, nd store it i At . the sane tinme th
pr e- conput atkl)a'od%lIl gfaé%trgard mf’fflew o iselern EAd trompPrec a&?ﬁﬁ\ﬁuzfn °fed u bits
per cl ock cytdxémallfrepapation\tie)is in the driite. Bus the etiniBiakcladkdbyBe ddd-aRlghet 0 t he

- i 1 . ) + ) -
:3 nr te ﬂlest}ﬁlr ts ggsfulén%espgegl otfg 'moldu a% Qx%ox?e%ﬁﬁo%‘?ﬁatgs! tg %Jke e%%gtiv%scbmplliafaﬁon I%rrluss cal cul at ed

in the units and not to the computation of overhead.

Before a modular exponentiation is computed, the system parameters are
loaded. The modulus M is read 2u bits at the time from I/O into M-Reg. Reading
starts from low order bits to high order bits. M is fed from M-Reg u bits at the time

20  altematively to M-even-Bus and M-odd-Bus. The signals are valid two cycles at a
time. The exponent E is read 16 bits at the time from I/0 and stored into Exp-RAM.
The first 16 bit wide word from /O specifies the length of the exponent in bits. Up to
64 following words contain the actual exponent. The pre—computation factor 222

mod M is read from /O 2u bits at the time. It is stored into Prec-RAM.

25 In state Pre-computel we read .the X value from I/O, u bits per clock cycle,
and store it into DP RAM Z. At the same time the pre—computation factor 22(m+2)
mod M is read from Prec RAM and fed u bits per clock cycle alternatively via the B-
even-Bus and B-odd-Bus to the B-tegisters of the units. In the next two clock cycles,
B + M is calculated in the units.
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for Method 1.2 are avail able. Both val ues have to be mul tiplied by 2,

whi ch can be done in parallel as both rmultiplication operations use a
common operand 22(" ")nod Mthat is already stored in B. The tine-division-
mul ti pl ex{yigs, nit reads X fromDP RAM Z and nul ti S and 1. After
5 2(m3) cl oglgl-@%i‘%s the low order bits of the result %ﬁ‘é«i}m%/ %@s"ult Qut
and are stored in DP RAM Z. The |ow orger bits of the next result appear at
Result-Qut one cycle later and are stored in DP RAM P. This process repeats
for 2mcycles, until all digits of the two results are saved in DP RAM Z
and DP RAM P. The result X 2"-2 nod Mis also stored in the B-registers of
the units. 10 | n Fheingiapyaues forgdetb@ there available. Botk pgluesthaketolbed 1. 2 begi n.

For both cal f. 7| nd PlL ZO u n.operand This value is
stored in the%p%%%gf mhc %quréec% %%eréecgmf%{pg?anﬁ OPeI%rboélEPﬁ/el y, IS
read from Dde?AbeZopaﬁde]ym”%Achﬁtdsamudm"dmm TEPWmasiivsion-nt 0 t he units.
Af t er anot her ocC 0 its_of he result of Zl
and Pl appea™ ﬁ#%@%ﬁrﬁ%gﬁs&ﬂbpmgﬁn H?S&Rﬁ% ‘I’f’ MEeTheeded only
if the figstydhit3) Mocﬁbﬁl@mqﬁﬁr&de@&d oF tiRtHsHllt abPear 3¢ ResulbORefdiaRg on €O, Pl is
ei ther stored |n or discarded. In state conpute the | oop of nethod

1.2 is execuftewd FPDPWFFE?“@ Ipw qrderbps fha neZtTe§“1B§ﬂﬂa%féHR§P¥t@u’f 8%ery cycle
and "purrped"cymgte@%daire ét&re@lﬂleR!AfMPSIhlf roéégsggewfmc%&eyﬁﬂﬂtaﬁd only if

the rel evant “bit the exponent e; Is ual hi s way always 20
the | ast st oligs Githstw‘qmwedrESbdenDﬁthxMﬁ@ndﬂﬂHEAl\w fTee resmeXpBlessi ng of

e.-1, the FSMoﬁf\'/fgra?so%,{o?ﬁ)dﬁx{xﬁ%%-re%%wﬁ c{f%%ﬁ d9celimnate the factor 2mt2 from

t he result P cation by 1 is conputed. First t

h e vector O, O, ... 0,.11is fed alternatively via the B-even-Bus and B-

odd- Bus into the IBSta@girs-tcengutcﬁth@ hasual sepssof Miethads!. Zhngirpﬁdfbom om DP RAM P as
a; into 25 th n|t sial & {-conoute. exec bits of the
result P = '“8“%? aarnePlvall eatass?%oé’c%qg or‘faluellz‘il Oreg’tnv\%e%l ock cycles

anot her u bi rbglsar.spm seabndlopBranSZa bePpreepectieiyp wtread]ﬁmﬂPlRaﬁM@ aadtlef ed
i mredi ately the c on o not nmodul ar
exponent i at Hggj%é V‘%@M goéﬁer@%}ag?(m &l""]l‘“s t he del ay
it takes framicies a@nbw ReHek 151@ Jﬂtﬁe&’ésnﬂlt obzu Snchf’l AppeattaORENE-ClRVAIGE stoidd | t he

15 in DPRAM Z. P1 is needed only if the first bit of the exponent €0 is equal to “1”.

‘ Depending on €0, P1 is either stored in DP RAM P or discarded.

In state compute the loop of method 1.2 is executed i1 - 1 times. Z; in DP RAM
Z is updated after every cycle and “pumped” back as a; into the units. P; in DP RAM P
is updated only if the relevant bit of the exponent e; is equal to “1”. In this way always
20  the last stored P is “pumped” back into the units.

After the processing of e,.1, the FSM enters state post-compute. To eliminate
- the factor 2m+2 from the result Py, a final Montgomery multiplication by 1 is
computed. First the vector 0, 0, . . . 0, | is fed alternatively via the B-even-Bus and B-
odd-Bus into the B-registers of the units. P, is “pumped” from DP RAM P as a; into
25  the units. After state post-compute is executed, u bits of the result P, = XE mod M are
valid at the I/O port. Every two clock cycles another u bits appear at I/O. State pre-

computel can be re-entered immediately now for the calculation of another X value.

A full modular exponentiation is computed in 2(n + 2)(m + 4) clock cycles.
That is the delay it takes from inserting the first u bits of X into the device until the
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bits appear at the output. At that point, another X value can enter the
device. Wth a additional latency of mu clock cycles the |ast u bits appear
on the oMW@o4mwugs4s Her ei nbel ow the function bl ocks in @%55033900?

expl ained. Figure 11 shows 5 the design of DP RAM Z. A u X t DP RAM
is at the heart of this unit. It has ggparate wite (A) and read (DPRA)
address inputs. The wite-counter counting up to mu conputes the wite
address (A). The wite-counter starts counting (clock-enable) in sub-states

B-l oad when the first u bits of Zi appear at data in. At the same tine the
enabl e si gndirsigs repidbipppRANALithe caTut. \féﬂmﬁﬁplﬂaﬂa’fhesks’vtﬂbﬁe@ nfer e RAM

Ter i nal - COuRL;ol Ot G4 chRHba NAGLE AR 18RRI Euler DR WBAM when nfu i s

reached The read- counter 1's enabled |n ate onpute. Wen
read- count eroutppébtes its upper limt in + 2,A term nal -count triggers the
FSMto transit into sub-state B-l1oad. The log2(nfu) nost significant bits

of the read-count ery u

cycl es anot her va{—fé Beéﬁ'bgkg’fﬂé%ﬂm%t‘%bé&%gh%i@’ %ﬁ@g%&ﬂ&?ﬁ @raeﬁﬁ%% ?@15 | oaded

i nt o t he 5shitlig desigiof DERAM EnAn e'u kadiy D) RANAIS bt the fedrf ofdantnibitthes of q out
reach zero. The next cycl i t,s appear . .bit .by bit at the erial out put
of the shift EW%(AL}' CFM dIF)P"% Thewaegongfer QUUmE WP ¢ 1 egi st er .
Thi s neasur eyal cbmp&tetuﬁe Wﬁte%ﬂth@é‘st (AE} memw@tet stidts ERpMidgEloEaehable) an

2m uxu-bit DP RAM ( RAM P wor ks al nost tge sanme way

It has an ad’éiﬁ‘fti“éfﬁféﬁ Brl?ﬁS‘LYYheéﬂw ﬁfﬁéltbﬂsﬁézxzi’ﬂ"’rat/%?tdéﬁa it the seme Higedbt e signal  of

the DP RAM icRaib& gﬁaqaeﬂl@bpmlé actifd SHA data st OPUBDP RAMIG3LGRa1QbufXP RAM 1 n
the.first cycle o | oad- exponent state, the first word is read from UO

and storl8d ireaet come—enablppnd W@@r@@@@ of PP RAM wheremépis sqaehedsTheteadr engt h of t he

exponent in, e it at atine
ang stored in I&Aéﬁ\/fé%fgegt%?é%e& dre sl%l ﬁé@%ﬁ?%@t%maw%%ﬁ& 25 wite

counter. At Immembebltemmmnlgccomt teggﬂus the FSMtte transi tiefo shipstdt® Bolioed Tead counter is
enabled. |t So@uRFhof LORLLE L o 2. LONBHL G LG STBTRE Ve AIACS e THUS, EVery

16t h actlv W Ve uels rea rom ue rs’stored in the
16-bit shif DP RAYL Et/ﬁ’y ua?cléMO&mldelsmdvihdeHRAMiswﬂthﬁs whiefiscant bits of

read couynter zer n d counter hes t he val ue
spe cifi gg oat%ﬁgmﬁgtg Feébaite,gtw Fr,t &pﬁﬁgg(u?gast s1 cant bltS of q out reach zer0.

The next u cycles u bits appear bit by bit at the serial output of the shift register. The

last value of 7 is stored in a u-bit register. This measure allows us to select an

m/uxu-bit DP RAM instead of an 2m/u><u—bit DP RAM (m =2x,x =28, 9, 10).

DP RAM P works almost the same way. It has an additional input e;, that
20  activates the write-enable signal of the DP RAM in the case of g;= 1.

Figure 12 shows the design of Exp RAM. In the first cycle of the load-
exponetlt state, the first word is read from /O and stored into the 10-bit register. Its
value specifies the length of the exponent in bits. In the next cycles the exponent is
read 16~-bit at a time and stored in RAM. The storage address is computed by a 6-bit

25  write counter. At the beginning of each compute state the 10-bit read counter is
enabled. Its 6 most significant bits compute the memory address. Thus every 16th
activation, a new value is read from RAM. This value is stored in the 16-bit shift—
register at the same time when the 4 least significant bits of read counter are equal fo
zero. When read counter reaches the value specified in the 10-bit register, the

30 terminate signal triggers the FSM to enter state post¥compute.
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FEBRUARY 2007 WD 2004/ 019548 PCT/ CA2003/001279 32 Figure 13 shows the
design of Prec RAM In state | oad-pre-factor the pre- conputation factor is
read 2u bits at the tinme from1/0 and stored in RAM A counter that counts
up to m 20WAHHHEILEE the RAM When all mi2u val ues are rpeticabi®d/oo1z7o
termnal -count signal triggers the FSMto | eave state |oad-pre-factor. 5 In
state pre-conputel the pre-conputation3bactor is read fromRAMand fed to
the B-registers of the units. The counter is increnented each clock cycle
and 2u bits are loaded in the 2u-bit register. Fromthere u bits are fed on

B- even- bus each OSI ve e of t tive clock edge, u
bits are fed on t %ng&desﬁogsﬁwgﬁﬁ%ﬁ@ﬁf gfg'l‘ff”i ¢Pfre The above
desi gn was QBh‘lpiItaﬁ&dfaJctﬂ)r iﬁémﬂfltsraeﬂleﬂm@@o&sm@nd 6l 6h RAMinJ osuhter 2K, k>
1, reduces the nunber of steps in Method 1.6 a factor k. The conput atlon

of Method fhad cpuntpypioyniady afdmasses the W(Wh@allén/%\‘ﬂlgf)s a}!?@%éltf efficient

desi gn is readihy cdhtisthad A &%@PS%h&v&ﬁﬁt@l&aﬁ—ﬁ@ - fh@yel s. 15 Processing
El ement Conputes 4 bits of rmdu I'tiplicati'on. Modular Multiplication

An array of processing elenents conputes a nodular nultiplication. Mdular

Exponent Pat i on Com#pis@swempiiat theprerPomutsion Betos papet from &AM ard feddul ar
exponenti at iy 9&1{:@@9‘%{%&9%&@% l?ﬁ?c&%ter %Q?Jgéngéﬁ'ie%e%% c?@cﬁé’@c%ggdiﬁpl enent at' on

of a processing el owm ng el enents are provi B- Reg
bits): st or aie awfloddeé iBthrdi-Hitrkgister. FRmficken-bike gre(fsd MB;'o)/en-lsusceadge of
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control of the multipl exers and cl ock enabl es

10 A Speed Efficient Architecture

The above design was optimized in terms of resource usage. Using a radix r =
2X k> 1, reduces the number of steps in Method 1.6 by a factor k. The computation of
Method 1.8 is executed m + 3 times (1 =0 to m +2)

A speed efficient design is readily divided hierarchically into three levels.
15 Processing Element Computes 4 bits of a modular multiplication.

Modular Multiplication An array of processing elements computes a modular

multiplication.

Modular Exponentiation Combines modular multiplication operations to a modular

‘expouentiation according to Method 12.
20  Figure 14 shows the implementation of a processing element.
The following elements are provided:
. B-Reg (4 bits): storage of the B multiplier
*  B-Adder-Reg (5 bits): storage of multiples of B

. 'S-Reg (4 bits): storage of the intermediate result S



a Reg (4 bits): multiplier Aqg; Reg (4 bits): quotient Q R36KEBRRagY(2007
bits): storage of the result at the end of a multiplication 5 B-Adder (4
bits): Adds B to the previously conputed multiple of B B+M-Adder (4 bits):
Adds a nuMo plog/oeds48i to a nultiple of B S+B+M - - Adder pc/dNabés)ae1Adds the
internediate result M- si mB + B- RAM (16x4 bits): Storés 16 nultiples of
B M- -RAM (16x4 bits): Stores 16 muligples of M 10 The operation of the
units is evident fromthe thesis of T. Blum referenced above, and froma
review of the diagrans. Figure 15 shows how the processing el enents are
connected to an array for _ conputing a full size nodular rmultiplication.
Figure 16 shows How t KEnEplBae (3 pitghsondol of thermyltinlegrsasd cloglenahles
exponentiation. 15 Figure 17 shows the design of DP RAM Z. An nx4 bit DP
RAMis at the heart Qfréd\umithidultipliér Sas separate wite (A) and read (DPRA)
address inputs. Two counters that count up to m+ 2 conpute these
addresses. The wite-counter starts counting (clock-enable) in sub-states
B-1 oad when the first 9dReg ¢ b Fpotispiféars at data in. At the same time the
enabl e signal of the DP RAMis active and data is stored in 20 DP RAM Wen

m+ 2 is reached, theReQIREAU LA Etbrafd R refilt at 1h8 MM bt En@QpIRELSn esets the
two enabl e signals. The read-counter Is enabled in sub-states conpute. The

dat a of RAM i s addressed hy ¢ out of the read-counter and appears
i medi at gry at  DPO MSP%F E‘g%’isl:@tiﬁf Brto fhe Reaious }’rﬁ"@?wﬁdé?ﬂinﬁsf’%ount triggers
the FSMto transit into sub-state B-load. The last two values of zi are

stored in a 4-bit regBsher-Agasiy bitd: ARBRIARNICGM toWanlG46£H 9548
PCT/ CA2003/ 001279 -34- This neasure allows us to choose a 100% utilized m x

4-bit DP RAM i nst ead I %uti)ized 2m x 4-bit DE RAM DP RAM P
wor ks al nost the'sanesgg}/ﬁ@l%d%égg%‘ ‘g%iﬂWBtﬁ‘gfedfaFFprﬁ‘iultév,{, that activates

the wite-enable signal of the DP RAMin the case of e¢f ="I." 5 Since the
above pi peline procesBeRAMI(CH4EG]): Stoes 16 nidithesrd@BY pi pel i ned processing
elenments, it is often difficult and costly to synchroni se each elenent to

the . M~ -RAM (16x4 bits): Stores 16 multiples of M i

10 The operation of the units is evident from the thesis of T. Blum, referenced

above, and from a review of the diagrams.

Figure 15 shows how the processing elements are connected to an array for

computing a full size modular multiplication.
Figure 16 shows how the airay of units is utilized for modular exponentiation.

15 Figure 17 shows the design of DP RAM Z. An mx4 bit DP RAM is at the
heart of this unit. It has separate write (A) and read (DPRA) address inputs. Two
counters that count up to m + 2 compute these addresses. The write-counter starts
counting (clOck—énable) in sub—states B-load when the first digit of Z; appears at data
in. At the same time the enable signal of the DP RAM is active and data is stored in

20 DP RAM. When m + 2 is reached, the terminal-count signal of the write-counter
resets the two enable signals. The read-counter is enabled in sub—states compute. The
data of DP RAM is addressed by q out of the read-counter and appears immediately at
DPO. When read-counter reaches m + 2, terminal-count triggers the FSM to transit

into sub-state B-load. The last two values of z; are stored in a 4-bit register each.



clock source within a sane integrated circuit. Therefore, UgFHBROARYI2007
invention is highly advantageous in reducing overall resource requirenents
by reducing clock distribution problens. Al so, since in one direction
addition is required while in the 10 other direction nultiplication is
required, Wo2ped/esdent that nore tinme is necessary al opgr fl‘lﬁ(ﬁﬁfoﬁ 4han the
ot her and so, tine-averaging of the paths is possible in accordance with
an enbodi ment of the inventi on. Numer ousy_ot her enbodi nents may be envi saged
wi t hout departing fromthe spirit or scope of the invention. 15 16 FEBRUARY
2007 -35 CLAIMS What is clainmed is: 5 1. A nethod for processing data
conprising the stgﬁs of . a) prOV|d|ng a plpellne processor including.n

i ndi vi dual pr ocesdisgeaspg ‘15mqbﬁﬁijé‘dOpﬁ‘ﬁﬂlé@maﬂ*hﬁPXWéﬁt@ﬁat a first
processing eleaenty, Bk gﬁ §§§§AﬂﬁPﬁbﬁ£§ﬂ&mwﬂ LGhPrecedes an
prOV| ng an m ey

nth processing e nent t encryption to the pipeline
processor ; 1®&1Y)Itb¢smladﬁ1tignaﬂmpat drilhit ectivitepthe frittrenablecignptafde DRy | ength to

t he plpellneRﬁ_,r_;l\,I ﬁg eof L_anV|d|ng data to the first processing el enent
for processing; ernlnlng a |last processing el enent in dependence upon
at |least the data i ndi cative of the encryption key length; 15 f) providing
a signal §o the | &stethe oloes pipelinegirecessot architctiadsiembody medyepipalinessi ng

or ocessi ng. | FrosoSimgstels F BAnkt dofulRt it ShARRAGRReRP B ocessi ng

el ement onl ycleBk bdurdeRithins banfdrife @G eH bt matme @B Gresendhife@ion igt | east two
of the proceSS|ng el enents within a sane ine 20 praocessor _are

det er ni nabl elighlytadgantagepusip sdpeng gl ré??@mereqzﬂeauer%?shaauoﬁ%&cl?ﬁkocess. ng data

accor di ng t OgilrfthMlprhiehei Asd Bigcd ﬁ%he BrREESHdRhn iSl-gmRatwHiR iPfBer than the
nth processing elenment. 25 3. "A nethod for groce55|ng data according to

claim1 Wherebar @mumplyp}1qa§w1 isagMuired, 1t is evident that more time is necessary
along one path than the other and, so, time-averaging of the paths is possible in

accordance with an embodiment of the invention.

Numerous other embodiments may be envisaged without departing from the
spirit or scope of the invention.

15



padded to an integer nmultiple of a predeterm ned nunber of b6TFEBRUARWIO0ZI N
the predeterm ned nunber of bits is equal to an integer nmultiple of a
nunber of bits processed by an individual processing elenent of the n
processi ng el enents during one processing cycle. 30 4. A nethod for
processing data according to claim3 conprising the step of providing a
signal to the determned |ast processing el ement indicative of the

determ nation, 16 FEBRUARY 2007 -36 whérein only those processing el enents
determ nabl e as | ast processing elenents are provided with circuitry for
receiving the signal. 5. A nethod focLpne®sessi ng data according to claim4,
wherein fewer than n processing 5 elenents are determ nable as the | ast
processﬂNBméFéWﬁﬁﬁlmB. A met hod for processing data according to claiml
including the steps of. h) providing the data indicative of the encryption
key length to the first processing element with the data for being
procéssdd; 1QA imetlipydofoe prceginghitedndprisivll akicypeoRf the encryption key |ength
using circuitry internal to the first processing elenment; and, j)

propagati ng t heapriseudBg® ripglineipsenessorincduding n firdreidoalygodessing elemeatsgt h t o at

| east the next pr i e for, addi t.i gnal processing usi,ng internal
circuitry thereof %@gg@g Jﬁ@?ﬁ%%ayfsggh %pg%iigsgipﬁogcegsé?gaeelg@% F‘f?&eg b claimé
wherein the step abcqudqeesssing elefnt Waich prévdil€dn MB pedceldhey BMENPL T On key

l ength is one of a decrenenting operation and an increnenting operation. 20

8. A method forbhRsevdisiesg nerhitenaptierkeytortbe pipaline processpmdi ng the step of :
Lodben Lhe oD HrofERETARl RS AACeADHERICY forlth LFe BRERHEL | 07 &Y

|l ength wusing circurtry”internal to't a1 eRs nex sing el enent
returns a predet g@ttdesed; val ue that is indicative of the processing el enent
being the |l ast _processing el enent, propagating data after processing only

along a return 95 psrueiagsniago tha first propersingiclesmant &or pspcessiagpr eceding
Prnglcﬁfhs Ingg i ﬁlees g:adgtegg%niffg ﬁa%bﬁrgcésg{ng%ﬁe%e%? i c'i'e%egc"fgn%e %8&(1) 364N t};[eoda al aim 1
indicative of the encryption key length;
15 f) providing a signal to the last processing element indicative of the processing
element being the last processing element,
g) propagating data for further processing in a step-wise forward serial fashion
from the first processing element only until the last processing element; and,

wherein at least two of the processing elements within a same pipeline

20 processor are determinable as the last processing element.

2. A method for processing data according to claim 1 wherein the last processing

element is other than the nth processing element.

25 3. A method for processing data according to claim 1 wherein the encryption key is
padded to an integer multiple of a predetermined number of bits and wherein the
predetermined number of bits is equal to an integer multiple of a number of bits
processed by an individual processing element of the n processing elements during
one processing cycle.

30

4. A method for processing data according to claim 3 comprising the step of providing a

signal to the determined last processing element indicative of the determination,



h) providing anot her pipeline processor including n individdéFrBroagys3oeq
el ements arranged in a serial array such that a first processing elenent 30
precedes a second processing el ement which precedes an nth processing
el enent; 16 FEBRUARY 2007 -37 wherein the step of determ ning the | ast
processi ng el enent determ nes whether the nth processing elenment or the nth
processing elenment is a | ast processi,\% elenment. 5 10. A nethod for

r

processi ng da‘%ﬁl according to claim?9 ein the first pipeline processor
and the secon*$Fpd '%@08‘? BOESSSPS clmeentydefermipaile aplast nrperspBE glementsiasel i ne
processors arﬁo@iﬁe@ﬁtﬁ%%@it@%? a si ”%e@ei@%g%é"ﬁgnﬁi peline processor. 11. An

apparatus for processing data conpri sing: a pfurality of individua
processing el enents arranged in a serial array wherein a first processing

el ement precedes a second processin | ement, ich precedes an nth,
processi’ng el mfﬁ‘%",ds'ﬁr BWFgS?r}g ‘_&tae?ﬁchdg‘ég tOMiW%fﬁewrﬁhara@ PIQsgssinga
processi ng e'e?é}'ﬁé}ﬁs5)1fed‘eﬁa?mirﬁﬁfe'ﬁlth@faEtﬂ%oééggingE%ﬁieﬂr.ng data to the serial

array for processing; and, 15 logic circuitry 1n electrical communication
with the port and with at |east two processing elenents of the serial array

for, in_use, progcessing data indicative of an _encryption key length to
det er ni £ al E‘te%kﬁ’?jotj%g’?i‘:ﬁﬁm@l%?f’e O@Fn&tﬁél%}@r‘ H’ICf“éll"Ega@eéﬁ’?Hf ofor providing a
signal to one ofy thevidingtkagdta iﬁﬁ&aﬂQQSFﬁé'eH&yﬁg@Tﬁ? lgg%tg% tHeSfirs1€

determ ned processor el enent of the serial ar ndence upon the data
20 indicative of @mossing pleinent Witly tHeatatpt for bdidg pfovessgdar at us f or processi ng

dat a,according to claim1 rei.n the urality qf individual processing
el eignts are ar PaRi¥gsine wgﬁrm%?tévep‘?fgt? ?r??éylﬁm%‘%'é?’fé‘ YFIPGGECURer ei n the
arrays are for ingepaRfgntht Yirdt prRe¥ingeldata: b, Processing or for, when 25
the | ast processing el ement status is attributéd to a processing el ement

beyond the | astj) pramegsigige preesned dofa indisativglof thii geryptienep damgsh ngtar r ay,
Pro0essing data adl HEAGX LSRRI, 6 e iputidroRuft RnginaPekessi ng
el ements are det el tBerdst. t he | ast processing el enents.
15
7. A method for processing data according to claim 6 wherein the step of processing the
data indicative of the encryption key length is one of a decrementing operation and an

incrementing operation.

20 8. A method for processing data according to claim 7 including the step of:
k) when the step of processing the data indicative of the encryption key length
using circuitry internal to the at least the next processing element returns a
predetermined value that is indicative of the processing element being the last
processing element, propagating data after processing only along a return

25 ' processing path in the direction of the preceding processing element.

9. A method for processing data according to claim 1 including the steps of:
h) providing another pipeline processor including n individual processing
elements arranged in a serial array such that a first processing element
30 precedes a second processing element which precedes an mth processing

element;



16 FEBRUARY 2007 -38 14. An apparatus for processing data aqu,g i
claim 13 wherein the processing elenents determ nable as the aﬂsil%ﬂwmr'Qﬂ(r7
processing el enents further conprise circuitry for receiving the signal. 5
15. An apparatus for processing data according to claim 14 wherein the |ogic
circuitry is a gate logic switching circuit for providing a signal to the
determ ned processing elenent via an addressabl e datapath. 16. An apparatus
for processing data according to clai m374 wherein the logic circuitry 10
conpri ses: a seconWhpteicths step of deterining the dpsppogesaingedatrertt dedehiesi ne a | ast

Bna Tor providing iheBrERE P GOiGeinalkaior nefe Srbouadihiny Beaiane S nd. o
communi cat i on pat hyesésndidndet ween t he second processor and at |east 15
i i hp i h d d I

two of the processing elenments of the serial array for conducting the signal
fromthe second processor to the determ ned processing elenent. 17. An

apparat ug, f or essing data risi.ng; plurality of_individual

pr 0c@ssi lﬁ)g el ‘%?r%eér%ﬁosdstz)f P g%cagsdng ﬁﬁgg%cé’ﬁlﬂg toa‘ﬁf“%/bl\)(ﬁ’fgfeégwe firgt pipglines

processing el gobdbonindaRéeRond PREMCIpIBEASSSHE ifa fil® TRAL iMMipEitdRAt E@@H‘&S an
nth processing elenent; a logic circuit internal to each individual

processi ng el BAegssors @pd in ysegend mode e sgld erninedpipeldieqarpéeseorof an encryption
key length and for providing a signal internal to the processing el enent
indicative of a |ast processing elenment status, the 25 signal provided in

dependenide upenappatdafct provéssing aafcgc@,{qpﬁgngncr yption key length. 18. An
apparatus for processing data according to claim17 wherein the plurality of
i ndil¥i dual process? Plyraditepeindiyidpabprocessingedernents eyanged ime scrpil pohy mherein

processing arJ wh in th rrays are for independently.receiving data
for processi nagﬁ%?p 5‘08?5,%{“ eé%m%‘g 12 %8&1 Sqst° Jo‘%rg%%sflﬁ‘é © elné%?ﬁhycgltlﬁF‘ﬁfge? %‘9
attributed t mthpicessasselagest enent beyond the |last processing el enent of a
singl e pipeline processing array, being concatenated into a single |arger
array. a port in electrical communicafion with at least a processing element of the

serial array for providing data to the serial array for processing; and,

15 logic circuitry in electrical communication with the port and with at least two
processing elements of the serial array for, in use, processing data indicative of an
encryption key length to determine a last processing element of the serial array and
for providing a signal to one of the at least two processing elements that is the

determined processor element of the serial array in dependence upon the data

20 indicative of an encryption key length.

12.  An apparatus for processing data according to claim 11 wherein the plurality of
individual processing elements are arranged in two or more pipeline processing arrays
wherein the arrays are for independently receiving data for processing or for, when

25 the last processing element status is attributed to a processing element beyond the last
processing element of a single pipeline processing array, being concatenated into a

single larger array.

13.  An apparatus for processing data according to claim 11 wherein fewer than n

30 processing elements are determinable as the last processing elements.
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An apparatus for processing data according to claim 13 wherein the processing

elements determinable as the last processing elements further comprise circuitry for

receiving the signal.

An apparatus for processing data according to claim 14 wherein the logic circuitry is a
gate logic switching circuit for providing a signal to the determined processing

element via an addressable datapath.

An apparatus for processing data according to claim 14 wherein the logic circuitry
comprises:

a second processor for executing program code to determine a last processing
element in dependence upon the data indicative of a key length and for providing a
signal to the determined processing element; and,

a communication path extending between the second processor and at least
two of the processing elements of the serial array for conducting the signal from the

second processor to the determined processing element.

An apparatus for processing data comprising:

a plurality of individual processing elements arranged in a serial array wherein
a first processing element precedes a second processing element which precedes an
nth processing element;

a logic circuit internal to each individual processing element for, in use,
processing data indicative of an encryption key length and for providing a signal
internal to the processing element indicative of a last processing element status, the

signal provided in dependence upon the data indicative of an encryption key length.

An apparatus for processing data according to claim 17 wherein the plurality of
individual processing elements are arranged in two or more pipeliné processing afrays
wherein the arrays are for independently receiving data for processing or for, when
the last processing element status is attributed to a processing element beyond the last
processing element of a single pipeline processing array, being concatenated into a

single larger array.





